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Specifications

« Product: vSolution Link Pro
« Manufacturer: WolfVision GmbH
« Version: 1.9.1
« Operating System Compatibility: Windows IIS
« Application Type: Web server application
« Browser Compatibility: Modern fully HTML5 compatible browsers
« System Requirements:
o Operating Systems: Windows Web Services (lIS Internet Information Server)

o Other Requirements: Email credentials, SSL certificate, Internet access, 24/7 server availability

Product Usage Instructions

Installation
Follow the vSolution Link Pro Installation Guide provided by WolfVision on setting up the application on a Windows
IIS server.

System Requirements
To ensure smooth functioning of vSolution Link Pro, make sure you meet the following system requirements:

« Install the application on a Windows IIS server.
« Use a modern fully HTMLS5 compatible browser to access the application.

« Have Email credentials, SSL certificate, Internet access, and maintain 24/7 server availability.

Custom Email-Provider:
If you do not have a custom email provider set, the integrated Sendgrid account will be used for sending Emails.

Firewall Rules:
Ensure that all necessary ports, services, and IP addresses are available and not blocked by your firewall (external
and personal). Set a rule to allow the application WolfVision.MgmtTool.Api.exe for= full functionality.

FAQ:
Q: What should | do if | encounter technical errors while using vSolution Link Pro?
A: In case of technical errors or issues, please contact WolfVision support for assistance. They will provide you



with the necessary help to resolve any problems you may face.

Installation Guide: vSolution Link Pro on lIS
Version 1.9.1

About this Guide
This document explains the setup of vSolution Link Pro application by WolfVision on a Windows IIS server.

Copyright
Copyright © by WolfVision. All rights reserved.
WolfVision, Wofu Vision and are registered trademarks of WolfVision Center GmbH, Austria.

« The software is the property of WolfVision and its licensors. Any reproduction in whole or in part is strictly
prohibited.

« No part of this document may be copied, reproduced, or transmitted by any means, without prior written
permission from WolfVision except documentation kept by the purchaser for backup purposes.

« In the interest of continuing product improvement, WolfVision reserves the right to change product
specifications without notice.

« Information in this document may change without prior notice.

« Disclaimer: WolfVision shall not be liable for technical or editorial errors or omissions.

« Use of Trademarks, Registered Trademarks, and other Protected Names and Symbols

« This manual may make reference to trademarks, registered trademarks, and other protected names and/or
symbols of third-party companies not related in any way to WolfVision. Where they occur these references are
for illustrative purposes only and do not represent an endorsement of a product or service by WolfVision, or an
endorsement of the product(s) to which this manual applies by the third-party company in question. Regardless
of any direct acknowledgment elsewhere in the body of this document, WolfVision hereby acknowledges that
all trademarks, registered trademarks, service marks, and other protected names and/or symbols contained in

this manual and related documents are the property of their respective holders.

System Requirements

Windows Web Services (lIS Internet Information Server)

As vSolution Link Pro is a web server application, it can be accessed by any modern fully HTML5 compatible
browser of a third-party device in the local network.

To use all features the application provides, it has to be installed as IS (Internet Information Server). Email
credentials, SSL certificate, Internet access and 24/7 server availability are also required.

The software (64bit application) can be installed on following operating systems. The following shows the minimum
system requirements, more recommended:

« Windows Server 2019 or newer (all requirements according to Microsoft must be fulfilled)
¢ CPU minimum 1 Core with 2.60GHz (2 cores, or more recommended)

« 4GB RAM (8GB, or more recommended)

« 100GB minimum free disk space for firmware files (250GB, or more recommended)

« Access to secure port (e.g. 443, https default)

« Server address (IP:port) has to be reachable via secure web socket (wss)

« .NET Core Hosting Bundle, tested with version 7.0.3



Please note

Latest updates recommended.

Earlier versions of operating systems are not tested and may not be supported.

Please note the required disk space for the local firmware repository, disk space of at least 20GB is
recommended.

To access the devices, they have to be online and in the same network to be reachable! Pay attention of correct
network settings, especially when running in special network environments.

Cynap systems will disable their LAN ports when powering down by default and can be powered up by using
the Wake on LAN functionality. For network infrastructures with blocked Wake on LAN, use power down mode
Power Save to keep the LAN port of your Cynap active. When

using WolfVision Visualizer devices, use power down modes Normal or ECO to keep the LAN port active.
Certain Visualizer models are supporting Wake on LAN (check power down mode of connected Visualizer).

An incorrect system time may cause network connection to fail, the use of a valid timeserver recommended.

Custom Email-Provider
Valid custom email-provider credentials are required when enabling:

2-factor authentication
Management Hub

Event log Email notification
Box Replacement”

Password reset*.

* If no custom provider is set, the integrated Sendgrid account will be used for sending Emails.

SSL certificate — a prerequisite for enabling Management Hub
A valid SSL certificate is required when restricting the access to https.

Firewall Rules
Ensure that all necessary ports, services and IP addresses are available and not blocked by your firewall (external
and personal).

Acknowledgements (“ACKs”) of TCP packets are not considered in the following table in order to be able to
illustrate the direction of the data packets. Since acknowledgments are usually sent back via the same TCP port,
the other direction shall not be blocked to ensure smooth functioning.

On certain systems, you have to set a rule to allow the application:
WolfVision.MgmtTool.Api.exe for full functionality.



Function / Port Tvoe Inbound /O Description
Application yp utbound P
vSolution Link Pro
Inbound /| Wake On LAN — Usually port 7 is used
Wake On LAN 719 UDP QOutbound for sending the magic packet
Inbound / DNS — This port will be used for Domai
DNS 53 TCP / UDP n Name System. If this port is blocked,
Qutbound . .
DNS service are not available
This is the default port to connect to th
e web interface (httpd) of vSolution Lin
Inbound /| k Pro. Of this port is blocked, connectio
http, Cynap control 80 TCP Outbound n cannot be
established
This is the default port to connect to w
https, SSL, e.g. Cloud eb interface (https) of vSolution Link Pr
y P Inbound / If thi t is blocked
Service Cynap | 443 TCP 0. lT'tnis port 1s blocked,
control ’ Outbound
connection cannot be established.
Mail Server - Port for
SMTP 587 SMTP Outbound communication with SMTP server.
This port is used for device discovery a
Il available Cynap and Visualizer in the
network by vSolution applications
Discovery Multicast 50000 UDP Inbound (uses Multicast IP a
ddress 239.255.255.250). If this port is
blocked, device discovery is not
possible
This port is used for device discovery. |
Device Discovery 50913 uUbDP Inbound f this port is blocked, device discovery i
s not possible.
This port is used for control
Inbound / . .
For control purposes 50915 TCP Outbound purposes. If this port is blocked, no con

trol is possible

DHCP option 43 (or 60)

« To allow the devices to register fully automated, set the DHCP option 43 (or 60) at the DHCP server in your

network environment.

« This option is used by clients and servers to exchange vendor specific information.

« The setting can be set for one or more scopes (Scope Options) or for the entire server (Server Options).

« Different versions of DHCP server operating systems vary, the following steps are describing setting up on a

Windows Server 2019 Datacenter.

« Open your DHCP Application and select “Configure Options” in the context menu of “Scope Options”, “or

“Server Options”.
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Example with IP 192.168.246.5

Scope Options

Generel  Advanced

v 3 Scope [192.168.247.0] Consulting/Service
_£} Address Pool
@ Address Leases
» [E| Reservations
E Scope Options
2 Policies
a Server Options
4 Policies
» [# Filters

Refresh
Export List...
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: 32 34 36 2E 35

6 19216
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0x02 = Type Cynap Devices (defined by WolfVision)

0x0D = decimal 13 in hex = length of the IP address (4 octets, inclusive dots)

Example with URL vlinkpro.wolfvision.com

Option N
iz| 003 Ro
006D

View



http://vlinkpro.wolfvision.com

Scope Options ? ®

General  Advanced

Available Options Descriptior ~
O 040 NIS Domain Name Name of M
O 041 NIS Severs Addresses
(0 042 NTP Servers Addresses
%] 043 Vendor Specific Info Embeddedgs
< *
Data entry

Data; Binary. ASCII

DoooD 02 17 76 6C 63 6E 6B 70 . _wlinkp
popg 72 6F 2E 77 6F 6C 66 76 ro.wolfw
0010 89 73 69 6F 6E 2E 63 6F dision.co
oolg &D m

0x02 = Type Cynap Devices (defined by WolfVision)
0x17 = decimal 23 in hex = length of the URL

Please Note
The following Cynap systems are supporting DHCP option 43, DHCP option 60, and manually entered URL of
vSolution Link Pro server in their settings:

« Cynap

« Cynap PRO

« Cynap Core

« Cynap Core PRO

« Cynap Pure

e Cynap Pure Pro

« Cynap Pure Receiver
« Cynap Pure SDM

« Cynap Pure Mini

The following Visualizer systems are supporting DHCP option 43, and manually entered URL of vSolution Link Pro
server in their settings:

« VZ2.UHD
e VZ-3neo.UHD
o VZ-8neo.UHD
« VZ-8.UHD

With default settings, listening the DHCP option is enabled.

On-Premise or Management Hub



The vSolution Link Pro is a web server application and needs to be installed, preferred on a server to ensure 24/7
availability.

Hosted On-Premise (Local Installation)
When the application is hosted on-premise, this server, all Cynap and Visualizer systems and also the third party
devices (desktops, workstations, tablets) have to be in the same Ethernet network.

Hosted with Management Hub (Cloud Installation)
When the application is hosted with enabled Management Hub feature, Cloud supported devices can be managed
additionally.

Dedicated Vian
Building Internet Cloud-Tenant
=

11—0

1i=0
Inbeund and Server YW

el Cutbound vSolufian link Pre
Outbound traffic anly

A= Y e (P )
&= & y =l

Firewall f—
Firewall =0
Hi=-9

=g

. %
Server YM
ion Link Pro SGL
I\ Azure WS

5ol

o

Supported WolfVision Cynap systems in Management Hub:

« Cynap

« Cynap Pro

« Cynap Core

« Cynap Core Pro

o Cynap Pure

« Cynap Pure Pro

« Cynap Pure Receiver
« Cynap Pure SDM

For full compatibility, keep installed firmware version of all your devices up to date.
Server Installation (Windows IIS)

The vSolution Link Pro is a web server application and needs to be installed, preferred on a server to ensure 24/7
availability.

Different versions of IIS may vary slightly, the following steps are describing the installation on a Windows Server
2019 Datacenter (OS build 17763.1131) with .NET Core Hosting Bundle version 7.0.3. The installation on other
versions may vary.

vSolution Link Pro is delivered with a standard web.config, which can be adopted, depending on your needs.
Note additional settings for using Management Hub (cloud access) feature.

Download the installation files
Download the zip archive vSolutionLinkPro_WindowsServer.zip from the WolfVision web page and unpack it.



Add IIS functionality

Open the Server Manager Dashboard and Add Roles and Features:

fia Sever Manage

| add Aol and Festurss I

Remowve Roles and Features
R

§ Local Server

Sdd Sereers

B A0 servers
B File and Sioeage Services b

Create Server Groug

'o Configure this local server Sarver Managsr Propartias

Add roles and features

3 Add other servers to manage
WHAT'S HEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Rales: 1 | Server groups: 1 | Senvers total 1
= File and Storage =
9 1 §  Local Server 1 i All Servers 1
Semvices
@ fManageability G) Manageability @ Manageatility
Events Everits Events
Perfarmance Services Sendces
BPA results Perfarmance Performance
BPA results BPA rasults

Important

WebDAV role should stay disabled for vSolution Link Pro server for full functionality.

fiz Add Roles and Features Wizard

Before you begin

Installation Type

Server Selection

DESTINATION SERVER
wyiisD1.wolfvision-atintra

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default




&z Add Roles and Features Wizard — O X

. . DESTINATION SERVER
Select installation type wis D1 swcltviion-atintra
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Premus|F Next > Install ‘
b

fiz; Add Roles and Features Wizard — O X
Select destination server et e s

Bafore You Beg'ln Select a server or a virtual hard disk on which to install roles and features.

Installation Type (® Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

01.wolfvision.intra 0,1( 43 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

l < Previous | | Next > S . Install | Cancel |
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B Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

Roles

|| Active Directory Domain Services
[] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Device Health Attestation
[] DHCP Server
[C] DNS Server
[] Fax Server
 [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-V
[] Network Controller
[1 Network Policy and Access Services
|:| Print and Document Services
[] Remote Access
[T] Remote Desktop Services
[J Volume Activation Services

. Dloyment Services
[[] Windows Server Update Services

DESTIMATION SERVER
‘wviisD1 wolfvision-atintra

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

[ <previous | [ Net> | | st | [ cancel




Md features that are required for Web Server (II5)7

The fiolkowing tools are reguired 1o manage thic featurs, but do not
have to ba irstalled on the camie saner,

4 YWeb Sarver (115)
4 Manzgement Tools
[Taols] 115 Management Consola

] Include management tools (i applicable)

mrmﬁj Cance|

i Add Aoles and Feature Wizerd - o =
DEETINATION SEEMGE:
Select server roles v s tiem
Eafzrs wou Bagin Select one or more rokes to install on the selected sener
retallstion Type Fobe [3es cription
EEruer SEIECTion [0 ctiva Dikctzny Dedain Sanicas ~ ‘Wieb Server 015) provides » reliable,
] Active Dirsctzry Fedarasizn Sareizm managenble, and scalable Web
Faatu [C] Active Directnry Lightweight Directory Services applicalion infrastnacture.
gt [ Active Directory Righss biaragermant Sermvices
Wb Ssrvar Rals (15] [] Device Henitn Attestation
[[] DHCF Sarvar
Aol SErvioes [ mhis &
Confrmation L Fax Server
} Fie and Storage Senvices (1 of 12 imskalled)
[ Host Guardian Serdca
[ Hyper-v
[ mmtwscrk Corralier
] Pdetwcrk Policy and Sccess Semices
] Print and Document Sansices
[ Aemate Auces=
[ Aemote Desidop Senices
—,—

[ ‘Wircows Deployment Services
[ Wirckcases 5 mrvar Lipdae Sandces

dhnll:lull Hﬂtbd




e Add Acles and Faskur Wizerd - a o

CEITIMATION JERVER

$ . . ksl ek rea inms
Select features
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More imformation about Web Sepaer 12
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Select WebSocket Protocol (Application Development, sub item of IS Web Server)



iz Add Roles and Features Wizard — O X

DESTMNATION SERVER

Select role services o] sl e

Before You Begin Select the role services to install for Web Server (II5)

Installation Type Role services Description

Server Selection ] Windows Authentication ~ 115 10.0 and ASP.NET 4.7 support

Server Rolas 4 Application Development wrting EEWE applicatons that
[[] .NET Extensibility 2.5 communicate over the WebSocket
] .NET Extensibility 4.7 Protacel.
Web server Role (I15) [] application Initialization
[] asp
[] ASPNET3.5
Caonfirmation [] ASP.NET 4.7
[ cal
[] ISAPI Extensions
[ ISAPI Filters
[ server Side Includes
-
4 ] FTP Seffer
[] FT® Senvice
[] FTP Extensibility
4 Management Tools
IS Maragement Consale
b [71 1156 Management Compatibility v

Features

< Previous | | Mext » | | Install Cancel

B Add Roles and Features Wizard — O X
Confirm installation selections e ottt

Before You Begin To install the following roles, role services, or features on selected server, dick Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear
= -

EnET gl their check boxes.

Featurss

-
web Server Role (IS) Web Senver (IIS)
Management Tocls

Role Services

115 Managemant Console

Web Senver
Application Development
WebSocket Protocol
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

. e

Export configuration settings
Specify an alternate source path




[ Add Roles snd Fasburms Wizsd - O x

Confirm installation selections i
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Faaturs: §
LESTAUT OO0 =
Web Servar Fole 15] Directory Browsing
Aol Services HTTP Errars
[ corirratce | —
Fesith and Dagnastics
HTTF Logging
Parlorwanca
Saatic Contend Comprassios
Sacurity
Resguest Filbering

Export configumtion wettings
Speciy an abemate source path

{fs Add Aoles and Fasbures Wizard — O v
Installation progress | Fsmsnn s

Yiaw inrsllsbes progrem

n Feature intallstion

Instalation succeeded an wiisl 1 saolfvision-atinis

‘el Sarvar {1151 =
Management Tools.
115 Managerveni Console
Wb Senyer
Application Davaka pmarnt
e ] WebSocket Proocol
Camman HTTP Faailines
Dedpuit Dooument
Diractedy Broswsing

HTTH Epnors
Caatic Content i

You cen dose this wizend mithout imtemepting runming tasks, View bazk progress or gpen this
a page again by chickng Motificabions in the coswand bar, and then Task Details

[Export configuration settings

Prepare file structure
Copy the unzipped folder vSolutionLinkPro_WindowsServer to c:\inetpub\wwwroot



Extract violutionlinkPro_WindowsServer — [
File Home Share View | Compressed Falder Toals e o
- . L@, 3 Thie PC » Desktop » vSelubonlinkPro_WindowsSenser w| Search wwwroot O
— Type (R [ = | wwwroot — [} =
# Quick access . — Home share View - @
. vSolutionLinkP ro: File folder
[ Deskiop + X . .
= - |-|| » ThisPC * Local Disk (C3) » inetpub 3 wwwroot ~ @&  Searchwwwroot @
‘ Downleads I d
Mame Date modified Type Size
E Documents -+  Quick access
[&] Pictures - E lisstart 02,04.2020 1459 HTML Document 1 KB
I Desktop
Sereanshots |Eﬂ iisstart 02042020 1438 FNG File 98 KB
5 * Downloads -+ o . .
|J, violutionLinkPro 21032020 05:51  File folder
| [ This PC Documents o /
‘ Metworlk: ] Pictures
e [ —
|| screenshats = 6% complete x
€ I This PC Copying 732 items from vSelutienLinkPro_WindowsSenver to wwwiroot
Titemn  1itemn selected 26% com PIEte n x
P Nerwork — !
3 itemis
() More getails

Change properties to manage permissions of the IS to allow full control
LA ] = | wwwroot
Home Share View
<« ~ 4 | » ThisPC » Local Disk (C:) » inetpub » wwwroot
Name Date modified Type Size
3+ Quick access
_,!] vSolutionLinkPro 02.04.2020 15:03 File folder
I Desktop » =
E lissta Open 2020 14:59 HTML Document 1KB
¥ Downloads  #  iissta  Open in new window P020 14:59 PNG File 98 KB
Documents » Pin to Quick access
[&=] Pictures - 7-Zip >
. Screenshots CRC SHA S
3 This PC Give access to
Restore previous versions
& Network P
N Include in library >
Pin to Start
Send to >
Cut
Copy




Security

GI"DUP Oor user names:

Permissions for vSolutionLinkPro

Object name:  C:\inetpub‘wwwroot\w SolutionLink Pro

8 CREATOR OWNER

SR SYSTEM

852 Administrators (WVI1S01\Administrators)

SR Users (WVIIS01\Users)
IS_IUSRS (WVIISO1\IIS_IUSRS)

Start Internet Information Services (IIS) Manager

E O @

Best match

q Internet Information Services (115) Manager

*  Desktop app

SR Trustedinstaller
Add... Remove
Permissions for [IS_|USRS Allow Deny
Full contral &} O ~
Modify []
Read & execute ]
List folder contents ]
Read ] W
OK Cancel Apply

Filters s

Setup IS
Manage sites of IIS and add the physical path
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ervices 15 Manager - O e

1
|l'1— S B WS b Sies b FE N
File View Help _
Q-Hi2 B Sity @ Webnite
| Seename: Application poot:
- E Start Page Fiker | Set Website Defaults..,
5 VIS (WOLPVSION- AT arssch) - [vsalutionLinkPra | [selutiontinkPra || select. o s
- £ Mpplication Pk Hame Cortent Directory J
- [ Dhysical path:
10
Pass-through authenticazipn | Browse Far Fokder *
Cormect at.. Tet feni| Sekecta drectory for the apokcation.
Bindling [ videos -
Type: P ndd “ Ty Local Disk ()
hittp w AU ¥ L inetpub
B[ custerr
Sl > | histary
L > o
Exarrgle: www.contosa.com o ¥ | temp
v |y wwaroat
v | vEelutianLinkPre
| Dsta
[ seripts
| wewroot
| Perflogs
5 || ProgremFiles -
|| Mz M Fokier ok || Coredl
[ Start Wiebe immedintely
e
Faaturis Wiew (3 Cortant Viaw

Restrict access to https and check the used port.
This setting is required prior activating Management Hub feature.

1) Manager — o w

{ Wy Intemet Intomation Sendce
|I'(—-) Sl b VANSOT b Sites

File View Help
| At wepsite %
I < sig

- w Stert Page Ske name: Application poal:

@ Add Website

Fiter Seq Website Defaults...
v 3 WVIISN (WOLFVSION.- AT\ anucch) [vsalutiontinkPro | [vsalutiontink?io || seeet. -
-4 Application Prok Hame Cortent Directory 0
-] Sites

Dhysical pathe
|cinetpustummrootivicutiontinkPra = |
Pass-through authentication

=

Binding
Type: P address: Port:
Fittp | [l Unssigred | [ |
L:
|
wle: .cantosa.com o ing.contasocam

[ Start Winbse immedistely

E Faaturas View |7 Content View

Ready

« Define your valid SSL certificate for proper https connection.
« This setting is required prior activating Management Hub feature.
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||"1—-) Bl b WWISH! b Sitex »
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« Change .NET CLR version in Basic Settings to “No Managed Code”

« Change Managed pipeline mode to “Integrated”.
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Please note
When the IIS is running OnDemand, it stops when:

« No vSolution Link Pro window is open in a browser window at any client
« No Management Hub connection is open
« No device uses calling home.



Installing .NET Core Windows Server Hosting

Install the .NET Core Hosting Bundle.
The application was tested with .NET version 7.0.3: htitps:/dotnet.microsoft.com/en-
us/download/dotnet/thank-you/runtime-aspnetcore-7.0.3-windows-hosting-bundle-installer

For further details about IS, please visit: https://docs.microsoft.com/en-us/aspnet/core/host-and-deplo

view=aspnetcore-7.

Stop and restart the service at Application Pool Tasks at IIS Manager.

Adopt appsettings.json

The file appsettings.json allows modifying all settings offline by using a common text editor. The most important

settings are accessible at the graphical user interface (Configuration — Settings).

Using Management Hub (Cloud)
“UseHttps” in section “Hosting” has to be set to “true”.

| appsettings.json - Notepad
File Edit Format View Help

“"Hosting™: {
"AppName": "vSolution Link Pro",
“"Port": 80,

HttpsPort™: 443

UseHttps": true,

CertificatePath”: "C:\\ProgramData\\WolfVision\\vSolution Link Pro\\certificate.pfx",
"CertificateKey": "Dvx_pGpcdz2e_F4m_Dp@",
"EnableSwagger”: false,

"Enable2FA": false,
"MaxRequestBodySize": null
b
“MailServer”: {

"ProviderType": @,

"MailServer”: "",

"MailPort™: 587,

"Sender”: "",

"Username": "",

"Password”: "P@ssw@rd”,
"UseAuthentication™: false,
"ConnectionSecurity”: 1,

I

Ln 21, Col 73 100%  Windows (CRLF)

UTF-8 with BOM

Activate Management Hub (optional, depending on setup)
The Management Hub for Cloud support needs to be enabled in the setting at initial start:



https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-7.0.3-windows-hosting-bundle-installer
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/iis/?view=aspnetcore-7.0

urtion Lin
LAY ement Hub

# Enabled
Scheduled tasks
Email notifi 5

Firmware files . Enabled

[ M

Setting templates hitpsz/my_wsolutionlink;

Admin messages

Configuration

@ Information

admin g anis 3 template upload
A

Alternative, activate the Management Hub in the file appsettings.json and adopt all settings according your needs
manually:

| appeettings - Motepad — ] =

File Edt Format View Helg
"DeviceManagement”: { “
"UseMock”: false,
"StstusConnectedThreshold": 45,
"AllowedSecondsForRestart”: 188,
"DeviceliscoveryEnabled": true,
"PolllycleSeconds™: 15,
"CommunicationTimeout": 5088,
"WakelnlLanPort": 9,
"WakelnlanWaltSeconds": 68,
"WakelnlLandctive": false,
"UnassignedDevicesVisible": false,
"DscoveryTimeout™: 1880,
"DownloadWebiTimeout"”: 68,
"ManagementHub": {
"Enabled": true,
"KeeplliveTimeout": 5,
"EmailMotification”: {
"Enabled™: true,
"HostingDomalin": "https://my_wsolutlonlinkpro.com”,

"Interval™: "EfL % ox o= owv
"Recelvers":
"armlngwolf. net”
1,
"Isfictive™: true
5 v
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Start the application

To start vSolution Link Pro, open the browser of the workstation and enter the IP address of the server.
Example URL http://192.168.0.1:80
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@ http://192.168.0.1:80 In DO @

N

For security reasons, the default password has to be changed at first login.
Please note, after inactivity of 30 minutes, you will be logged out automatically.

Device Requirements

To access the devices, they have to be online and reachable!

Cloud-connected devices (Management Hub) are keeping a secure websocket connection (WSS) open to allow
managing.

E.g. Cynap devices will disable their LAN ports when powering down by default and can be powered up by using
the Wake on LAN functionality. For network infrastructures with blocked Wake on LAN, use power down mode
Power Save to keep the LAN port of your Cynap system active.

Depending on network infrastructure and due to multiple network ports, IP routing has to be specified to route the
network traffic.

When using WolfVision Visualizer devices, use power down modes Normal or ECO to keep the LAN port active.

First Login — Change Password (“admin” at initial start)
When you login the first time, the password must be set:

Change passwort

When the blank Windows server IIS page should be opened, check the used ports and restart the server.
Updating vSolution Link Pro

Stop vSolution Link Pro at IIS Manager.

Backup the "Data’ folder from your current installation folder.

Unpack the zip archive of the new version and copy the full content to the installation folder. Copy the content from
your previously saved content of "Data’ to the current "Data’ folder.

Important
When the installation folder “vSolutionLinkPro” was exchanged, the permission has to be renewed (see chapter



5.5 Prepare file structure).

Complete the update
Start the vSolution Link Pro at the IS Manager.

Updating from version v1.8.0 (or earlier)
When vSolution Link Pro version 1.8.0, or earlier was installed previously, the application pool has to be modified.
Set Enable 32-Bit Applications to “False”
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Change Start Mode in Advanced settings to “AlwaysRunning” to allow 24/7 operation
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Change Idle Time-out (minutes) in Advanced settings to “0”
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Please note
When the IIS is running OnDemand, it stops when:

« No vSolution Link Pro window is open in a browser window at any client
« No Management Hub connection is open
« No device uses calling home.

Check the settings files web.config and appsettings.json
Verify web.config (will be found in the root folder of the IIS), hostingmodel has to
Set Enable 32-Bit Applications to “False”
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Verify web.config (will be found in the root folder of the 1IS), hostingmodel has to be set to “inprocess”.

_z web. config - Notepad - m} X

File Edt Format View Help
<twml version="1.8" encoding="utf-8"7» -
<configuration>
clocation path="." InheritInChildfpplicatlons="false">
<cystem.webSarvars
<handlers>
<add name="aspNetCore" path="*" verb="*" modules="AspNetloreModuleVl" resourceType="Unspecifled” /»
</handlers>
<aspletCore processPath=".\WolfVision . MgwtTool.Apl.exe” stdoutlogEnabled="false" stdoutlogFlle=",%logs)stdout” hostingModel="1nprocess"»
<environmentVarlables»
<anvironmentVariable name="ASPNETCORE_ENVIROMMENT" walue="Production™ /»
<SenvironmentVariabless
< /aspetCore»
L5ecuritys
<reguestFiltering allowloubleEscaping="Trus">
<requestlimits maxAllowedContentlength="2147483648" /»
</reguestFiltering>
< fsecurity>
</system.webServers
<flocation:
<fronfigurationy
<!--ProjectGuid: BFECESCE-D2FL-47F9-3408-6E04FA6EBEFE-->

< ¥
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The setting “InProcessHostingModel” in the file appsettings.json is obsolete since vSolution Link Pro v1.9 and
later.
This setting is ignored and has no effect anymore.



| appeettings json - Motepad - a b4

File Edt Format Wiew Help

“"Hosting”: {
"hppMame": "vSolutlon Link Pro",
"Port": 88,
"HttpsPort™: 443,
"UseHttps": true,
"CertificatePath”: "Ci\\ProgramData'\WolfWislon\\vSolution Link Pro\\certificate.pfx",
"InProcessHostingModel”: true,
"Certlficatekey”: "Dvi_pGpcdz2e_Fdm_Dp@",
"EnableSwagger”: false,
“"Enable2FA”: false,
"MaxRequestBodySize™: null
1
“MailServer”: {
“ProviderType™: @,
"MailServer”: "7,
"MailPort™: SE7,
"Sender”: "7,
“Userpame”: "7,
"Password”: “PgsswBrd”,
"Usebuthentication™: false,
"ConmectionSecurity™: 1, ]

Ln 21, Col 73 100%  Windows (CRLF) UTF-8 with BOM

Move from Desktop Installation to IS Installation

To move all data from a former desktop installation to a server installation, ensure that vSolution Link Pro is
properly installed on the IIS server.

Important

A fresh installation of vSolution Link Pro on the server with identical version number than the former desktop
installation is strongly recommended.

By continuing with the following steps, all the data of the vSolution Link Pro installation on the server get lost.

1. Stop the vSolution Link Pro server at the IS Manager.
2. elete all files and subfolders of the "Data’ folder on your IIS installation.
3. Default path:
C:\inetpub\wwwroot\vSolutionLinkPro\
4. Copy the entire contents of the "Data’ folder from your desktop installation.
Default path:
Windows desktop installation (hidden folder) C:\ProgramData\WolfVision\vSolution Link Pro\
MacOS desktop installation /Library/Application Support/WolfVision/vSolution Link Pro/

5. Paste the files into the “Data’ folder of your IIS installation.

1%

Default path:

C:\inetpub\wwwroot\vSolutionLinkPro\

Important

Check all listed paths in the appsettings.json file and correct it accordingly.

Default path on IIS: C:\\inetpub\\wwwroot\\vSolutionLinkPro\\Data\\

Start the vSolution Link Pro at the 1IS Manager.

All settings and data of the former Desktop installation are transferred to the server, including login credentials.

Index




Version Date Changes
1.9.1 2024-05-02 DHCP Option added
Update to vSolution Link Pro version 1.9.1
1.9 2023-10-27 Added section “Move from Desktop Installation to IS Installation”.
1.9.0 2023-07-25 :pdate to vSolution Link Pro version 1.9.0 Added rules for updating the applicatio

The version numbering has been adapted to the versioning of the application.

1.5 2023-05-17 Added Management Hub activation (Cloud)
1.4 2023-04-25 Update to vSolution Link Pro version 1.8.0
1.3 2022-06-21 .NET Core Update to version 5.0.17

1.2 2022-05-23 Added WebDAYV note

1.1 2021-07-07 Updated Firewall rules
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