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Introduction

1.1. Overview

USR-DR502-E is a LTE CAT 1 communication modem, which supports LTE and GSM, covers the mainstream
frequency bands of European operators. It has perfect software function, supports TCP/UDP transparent
transmission, SMS transmission, HTTPD Client mode and AT command configuration. In addition, it is simple to
configure, has high reliability and built-in hardware watchdog, supports FOTA upgrading.

USR-DR502-E supplies a wide voltage range power through terminal interface, RS485 standard interface, meets
the needs of different application scenarios.

1.2. Features
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Configuration options

« Equipped with CAT-1 network, 10Mbps download rate, 5Mbps upload rate, meeting 80% of the data
transmission application scenarios

« Low latency in milliseconds

« Multiple modes, supports LTE CAT 1 and GPRS

« Wide coverage, high stability based on existing 4G network

o Supports TCP/UDP, HTTPD and SMS transparent transmission

« Each socket supports buffering 20 packets of serial port data, each packet is up to 4K

« Supports parameter configuration via network, serial and SMS AT command

« Supports base station geolocation and NTP function

« Support 9~36V wide voltage supply

« Multiple indicator lights, convenient and accurate to check the device status

« Industrial grade, hardware watchdog, high reliability



Get Started

2.1. Specification

Basic Paramet
ers

Parameters Description
USR-DR502-E Supports B1/B3/B7/B8/B20
Power DC 9V~36V

Operating current

Average: 21mA-50mA, maximum: 54mA (12V)

Indicators

POWER, WORK, NET, LINK, Signal strength, TX, RX

SIM/USIM

3V/1.8V SIM slot, Micro SIM

USB interface

Slave, MicroUSB, USB 2.0 High speed

UART interface

RS485, baud rate 1200~230400 bps.

Antenna interface

SMA female cellular antenna connector

Environmental

Dimensions(mm)

28 x 64.7 x 109.7 L*'W*H

Weight(g) <110g

Operating temperature -30°C~ +75°C
Temperature

Storage temperature -40°C~ +90°C
Humidity Operating humidity 5%~95% (non-condensing)

Transmission s
peed

LTE FDD Rel.13

10MbpsDL/5Mbps UL

GPRS 85.6KbpsDL/85.6Kbps UL(multi-slot class 12)
LTE FDD B1/B3/B7/B8/B20

Bands
GSM 900/1800MHz
FDD:B1/3/7/8/20/28 23dBmz+2dB

TX Power GSM:900MHz 33dBm+2dB
GSM:1800MHz 30dBm+2dB
GSM:900MHz -109.5dBm
GSM:1800MHz -108dBm

Rx Sensitivity FDD:B1/3/20 -98dBm
FDD:B7 -97.5dBm
FDD:B8/B28 -98.5dBm

Software

Operating mode

TCP/UDP/HTTPD/SMS transparent transmission, CMD mode

Configuration command

AT+command

Network protocol

TCP/UDP/DNS/FTP/HTTP/IPV4/IPV6




Socket number 4

User configuration Serial/Network/SMS AT command
ISocket distribution protoco Support

Features Heartbeat package Support ICCID/IMEI/SN/User-defined/LBS
Identity package Support ICCID/IMEI/SN/User-defined/CLOUD
FOTA self upgrade Support
Backup socket Support

Base station geolocation Support

FTP upgrade Support
NTP Support
2.2. Hardware
2.2.1.Dimensions
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2.2.2.Interface



SIM card

k\
f

N

RS485

Power
interface ; :
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debugging
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2.2.3.Indicators
There are ten indicators on USR-DR502-E.
Indicator Function Status
POWER Power indicator Always on after normal power supply.
WORK Working status indicator. Flashes.
NET Network status indicator Flashed after connecting to network.
LINKA Socket A connection status indicator Always on after socket A is connected
LINKB Socket B connection status indicator Always on after socket B is connected

X

Serial port data sending indicator

Will be on when sending serial data

RX

Serial port data receiving indicator

Will be on when receiving serial data

Level 1 signal stren
gth

Level 1 signal strength indicator

Always on when signal strength between
4 ~15 (CSQ)

Level 2
signalstrength

Level 2 signal strength indicator

Always on when signal strength between
16 ~ 21 (CSQ)

Level 3 signal stre
ngth

Level 3 signal strength indicator

Always on when signal strength greater th
an 21 (CSQ)

2.3. Connecting Hardware

If you have purchased, there will be the following accessories:
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USR-DR502-E

Sucker antenna

Power adapter

Conversion cable

Required additional equipment:

RS485 serial to USB adaptor

1. Installing SIM card and antenna:

Insert the SIM card according to the sign next to the slot. Then Install the antenna.

2. Serial Connecting:

Connect pin A of the RS485 interface of the DR502-E to pin A of the RS485 to USB adaptor, pin B of DR502-E

to pin B of the adaptor.
3. Power Supply:

Connect 9-36V DC power adapter via the conversion cable to power the DR502-E. Then “POWER?” indicator

will always on and the “WORK” indicator will flash.

Utility Configuration

3.1. Download the Utility

Please download the utility in this link: https://www.pusr.com/products/4G-Cat-1-Modem.html
3.2. Starting the Configuration Utility



https://www.pusr.com/products/4G-Cat-1-Modem.html

USR-DR502-E utility is shown as following:

W USR-CAT1 V1.0 - o *
File Language
| [PC Seril Parameters] : Seral Port COM21 -~ | BaudRate 115200 | Parity/Data/Stop/HONI ~ |8 ~[1 | @ Chsa] 1
Choose Work Mode Dperation and Hints
® Transparent Mode 2 Q) HTTPD Client Mode (O SMS Mode TR e PR R P ISA
TCPUDP TCRUDP I Sarial
Enter Seral AT command mode Bt Serial AT command mode
R 5
PC NetWrk M2M device Serial device Buiding Time Query IMEI Query phone nurmber Query varsion
Jooipieck Node Paometess Query RSSI Save parameters  eset to factory satting Restart
-
1] :nable Socket 3 Fan ot !M_ug.m =5 T ums £ = —
Link Type [UDP ~] n
Time of Transtory Lnk(s) [10 6
[ Backup >[Tx->][15:31:17][asc]
ek AT+SMSFLT?
[ Enable Socket
B >[Rx<-][15:31:17][asc]
i AT +SMSFLT?
Modem Parameters +SMSFLT:ON
seral Port Seral BaudRate | 11520( Flow Control [ HONE | =
4 Parity/Data/Stop | NONE | 8 v [1 - OK
Packaging Intervalims) |50 ickaging Length{Bytes) 1024
£ More (Operation complete
[-] Enable Echo [ Serial data cache [ Security
[ serial AT command (7] Network AT [ NTP function v
Comemand Prefic|usr.cnz | 7
Reboot Message [WH-GMS |
ARH[CMNET, .0 |
auto automatic restart time(s) [1800 | , Lsendve sersl por - L . send - |

Description:

1. In PC serial parameter setting area, it is necessary to set the serial parameters consistent with the serial
device, otherwise they cannot communicate with each other.

Working mode selection area, select the work mode of the modem.

In the parameter setting area of characteristic functions, set parameters related to modem’s featured functions.
Modem parameter area, setup some basic global parameters.

Data receiving and display area, displaying the data sent and received.

Data sending area, input the data and click Send. S

N o g~ DN

Common command button, click to send the self-input command.

Serial Port

4.1. Basic Parameters



W USR-CATI V1.0.6
File Language
[PC Serial Parameters] : Serial Port [EE[EI ~ | BaudRate 115200

Choose Work Mode

(®) Transparent Mode () HTTPD Client Mode O
TCPIUDP TCPUDP ]
PG NetWork M2M device

Transparent Mode Parameters

+| Parity/Data/Stop NONI \,]s v[1 -| @ open

Oparation and Hnts

Enable Socket
= A IP&Port |best.us.cn

Link Typa | TCP
Time of Transkory Link(s) (10

[ Backup
Socket A

[] Enable Sockat
B8

[ Backup
Socket B

[] Enable Socket
c

Modem Farameters

SMS Mode -
_|, Query 3l parameters
Serial
Enter Serial AT command mode
Serial device Buidng Time Cruery IMEI
Query RSSI Save parameters {eset to factory setting
~
[317 =
=g l |1 Timestamp RX:0
| [perse |
it " Resat Count

General operation process:

1. Connect the module to PC serial port, power the module

2. Choose seral port NO. Then Chck "Open”
3. Click "Query al parameters”

4
5

. Cick "Set current parameters”

Serial Port Seral BaudRate | 115200 v | Tow Contrel THONE. <
Parky/Data/Stop | NONE VI (e < T ]
= More Packaging Intervalims) [50 ackaging Length(Bytes) 1024 |

Serial parameters of USR-DR502-E must be consistent with the parameters of the serial device. Serial port

Send va Seral Port - TH:0

parameters include basic parameters and framing parameters.

Query phone number

. Choose work mode and configure related parameters

1B 5et and save all paremeters

Exit Serial AT command mode

Query version

Restart

@ send -

Item

Parameter

Baud rate 1200~230400bps
Data bit 8
Stop bit 1,2
NONE
Check bit EVEN
ODD

4.2. Frame Forming Mechanism
4.2.1.Time Trigger

When DR502-E receives data from the UART, it continuously checks the interval of two adjacent bytes. If the
interval time is greater or equal to a certain “time threshold”, then a frame is considered finished, otherwise the
data is received until greater or equal to the packet length byte set. This frame is sent to the network as a TCP or
UDP packet. The “time threshold” here is the time between packages. The range of settable is 10ms~500ms.
Factory default: 50ms.

This parameter can be set by AT command, AT+UARTFT=<time>.

T1 T2
T2-T1=T .
Time
The last byte of The first byte of
the NTH packet the N+1 packet

Note: T is the packing interval time.
4.2.2.Length trigger



When DR502-E receives data from the UART, it constantly checks the number of bytes received. If the number of
bytes received is equal to a certain “length threshold”, a frame is considered to have ended, otherwise the
packaging time is waiting for the end. This frame is sent to the network as a TCP or UDP packet. The “length
threshold” here is the package length. The settable range is 5~4096. Factory defaults to 1024.

This parameter can be set by AT command, AT+UARTFL=<length>.

The NTH byte received The MTH byte received
M-N=L .
Time
The first byte of the packet The last byte of the packet

Note: L is the packaging length.
Selecting an Operating Mode

USR-DR502-E has three operating modes: transparent mode, HTTPD Client mode and SMS mode.
5.1. Transparent Mode

Terminal Base
device Modem

station
. Cat-1 TCP/UDP TCP/UDP
Serial data network data data

Data sent to Modem: il pa‘:kagﬁgcby ¥lodomms
ABC
i ]
Terminal Server
device |Data sent to the device: Modem Datad?;rgggitﬁzjcm
123 T
i -

In this mode, users do not need to pay attention to the data conversion process, can realize the bidirectional data
transparent transmission between serial devices and network servers.

DR502-E supports 4 socket connections, Socket A, Socket B, socket C and socket D, which are independent with
each other. Each socket supports TCP Client and UDP Client.

> Set parameters by the utility:



W USR-CAT1 V1.0 = [} x

File Language
IIPCS»!rHPambsrs] : Seral Port COM2L | BaudRate 115200 | Parky/Data/Stop NOM ~[8  ~[1  ~| ® a"'l 1
Chonsa Work Moda QOperation and Hints
|4 ®) Transparent Mode (2 HTTPD Clant Moda ) 5MS Mode 3| T = | I Bt = B ]
TCRIUDP TCRUDP Serial
I 2| Enter Serisl AT command made | Ext Seral AT command made
PC New;.\um M2M device Sevial devich Buliding Time Query ME1 Query phone number Query version
Transpanent Mode Paramibers Query RSS1 Save {asat to factony sattng B
] Enable Sockst i
5 A _mm !te‘sr_usr.m |231?. g e Wi =
Link Type | TCP | [Parss ] un "
Trmeof Trnstory ki) 19|
[ Badp >[Tx->][15:31:17][asc]
Socket A AT+5MSFLT?
[] Enable Socket
B > [Roc<-][15:31:17][asc]
AT+SMSFLT?
Hodam fanrten +SMSFLT:ON
Serul Port Serial BaudRate Flow Control -
patyiDatistop [MonE ~|  [8 o] 1 ] L
Packaging Int 50 chaging Le By 1024
£ More it i i = Operation complete
] Enable Echa E Serial data cache [ Sacurity
[ Seral AT command [ Metwork AT [] NTP function e - .
Comenand mh|u9.cn#
Reboot Message [WH-GM5
APH [CMNET, 0
auto automatic restart tmets) 1000 o SendvaSeralPort - [Hex T B send -
Set by AT command:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=NET Set the work mode to Transparent mode
3 AT+SOCKAEN=ON Enable Socket A
4 AT+SOCKASL=LONG Set Socket A to persistent link
5 AT+SOCKA=TCP,test.usr.cn,2317 Set the remote IP and port of Socket A
6 AT+S Save all parameters and restart
Test

Connect the serial port of USR-DR502-E to the computer via a RS485 serial to USB cable, send data from the
utility, the test server will return the same data to serial port.



5.2. HTTPD Client Mode

W USR-CAT1 V1.0.6 s o
File Language
[PC Seral Parameters] : SeralPort COM21L | BaudRate[ 115200 | Panty/Data/Stogl NONI v[8 |1 | @ Close |
Choose Work Mode Operation and Hints
® Transparent Mode Q) HTTPD Clent Mode () SMS Mode |~l al | e
TCPUUDP TCPUDP Serial
l Enter Seral AT command mode | Exit Serial AT command mode
FATIEERY = b “ e : -
PG NetWork M2M device Sarial daviee Building Time Query IMEI | | Query phone number ! Query verson
Trnmarent. Nods Pameten Query RSSI | Save parameters | feset to factory settng | Restart
tink Type [ TP | [perss - | k] Finectn Rzl
|Reset Cou
Time of Transkory Link(s) AL A~ JLAD.£0.70 | ot
[ Backup AT+ENTM
Socket A
[ Enable Socket >[Rx<-][18:28:48][asc]
B AT+ENTM
0K
[ Backup
Socket B ;
s Operation complete
L TEnsie Sockst >[Tx->][18:28:52][asc] -
12345678 -
Modem Parameters ] >[Rx<-][18:28:53][asc]
] ElldU EUiL 1] Ieiid Udld LLilg Ll seeuimy 12345678 dfp— Receive
[ Serial AT command [ Network AT ] NTP function
Command Prafoc|usr.cn# ] 12345678
Reboot Massage [WH-GMS |
APN [CMNET,,,0 ]
auto automatic restart time(s) [1800 ] Send via Serial Port ~ ™8 @, send -



Terminal
device

g Serial data

Termina
device

Request data sent by

Modem

Modem: data=ABC

<

Data returned after
parsing by Modem:
ABC

In this mode, user’s terminal device can send request data to the specified HTTP server through this modem, then
the modem receives data from HTTP server, parses and sends data to the serial device.
User does not need to pay attention to the data conversion process between the serial data and the network data

Modem

Base
station

Cat-1 \ HTTP

netwnrk A Eacketg - packets

Request data packaged by Modem:
GET /1.php?data=ABC HTTP/1 1
Host: www.abc.cn:80

User-Agent: Mozilla/4.0

Connection: close

HTTP

HTTP
Server

Data returned by the HTTP server:
HTTP/1.1 200 OK

Date: Wed, 24 Jun 2015 04:08:35 GMT
Server. Apachef2.0.63 (Win32) PHP/5.2.4
X-Powered-By: PHP/5.2.14
Cache-Control: max-age=31104000
Expires: Fri, 18 Aug 2017 03:25:47 GMT
Content-Length:3

Connection: close

Content-Type: text'html

ABC

HTTP
server

i

packet, and can achieve the data request from the serial device to the HTTP server through simple parameter

settings.

The modem will filter out the received HTTP protocol header data by default, only output user data to the serial
port. Users can choose whether to filter by AT command.
Set parameters by the utility:




W USR-CAT1 V1.0.6
File Language

[PC Seral Parametars] :lSeml Porf COM21 | BaudRate 115200 | parity/Datafstop{ ot ~[8 w1 | -cluseJ| 1

Choose Work Mode Operation and Hints 6
Cimmgpativetn 8 o 3 I (74 Query all parameters ] I Set and save al parameters
i = l = 2 I Enter Serial AT command mode I Exit Serial AT command mode
HTTP server MetWork MM device Serial device Building Tme Query IME1 Query phone number Query version

HTTPD Cient Mode Parameters Query RSSI S meiin e Restart

Timestamp [ Hex m;:sm Reset Count
HTTP request method | GET v oK A
5 HTTP URL |.fl.|:|h|:|?
>[Tx->][18:30:39][asc]
HTTP server address [test.usr.cn AT+S
HTTP server port |80
>[Rx<-][18:30:39][asc]
'ime of Transitory Link(s) |1o AT+S
HTTP request Header |Accepttext/htmi[0D][0A] oK
] Remove Header
5 _ Operation complete
Modem Parameters
Serial Port Seral BaudRate | 115200 « Flow Control [NONE Ry 2
Parity/Data/Stop | NONE | 8 v [1 M
S Packaging Intenvalms) [50 | ickagng Length(Bytes) [1024 |
Enable Echo il et [ securky Send via Serial Port ~ [JHex  TX:21 @, send -
Set by AT command:
Command Operation

1 +++a Enter serial AT command mode

2 AT+WKMOD=HTTPD Set the work mode to HTTPD Client

3 AT+HTPTP=GET Set the HTTP request type to GET

4 AT+HTPURL=/1.php? Set the HTTP URL

5 AT+HTPSV=test.usr.cn,80 Set the HTTP server address and port

6 AT+HTPHD=Accept:text/ntmI[0D][0A] Set the HTTP request header

7 AT+HTPTO=10 Set the time of transitory link

8 AT+HTPPK=ON Set whether to filter HTTP header

9 AT+S Save parameters and restart the modem

Test

After the NET light is on, send the data in the format of “data =". After the data is sent successfully, server will
return the data.




W USR-CAT1 V1.0.6 - o x
Fle Language
[PC Seral Parameters] : Seral Port COM21 | BaudRatel 115200 | Party/Data/stop[NONI ~[B ~[1  +] @ close
Choose Work Mode Operation and Hints
() Transparent Mode (®) HTTPD Clent Mode () 5MS Mode R B 5ot ve s
HTTP HTTP | Serial
Enter Seral AT command mode Exit Serial AT command mode
HTTP server NetWork M2M device Serial device Buiding Time Query IMET Query phone number Query version
HTTPD Client Mode Parameters Query RSSI Save parameters teset to factory setting Restart
[ Timestamp ] Hex lltx;3269 . Reset Count:
HTTP request method | GET u| ~
HTTP URL [J1.phg? | >[Rx<-][18:30:39][asc]
Lol AT4S
HTTP server address | tast.usr.cn |
0K
HTTP server port |80 |
‘ime of Transitory Link(s) |10 | Operation complete
HTTP request Header |Accept:text/htmi[0D][0A] | > [Tx->][18:35:09][asc]
4 Remove Header data=12345678 e Send
>[Rx<-][18:35:10][asc]
Modem Parameters 12345678 4 Receive
Seral Port Serisl BaudRate | 115200 « Fiow Control [NONE | = = . X
Party/Data/Stop | NONE v e ] [+ data=12345678
=l Mo Packaging Interval(ms) |50 sckaging Length(Bytes) [1024
& Enable Echo SR O securty send via Seral Port = [JHex  TX:64 @ send -
5.3. SMS Mode
Terminal Modem Base
device station
: SMS R
Serial data l ( : SMS
ABC ABC
: > B :
Terminal Mobile|
: Modem
device R ive SMS f th phone
Receive data from éceive rom the
Modem: 123 p mobile phone: 123

In this mode, user’s serial device can send SMS to the specified mobile phone and receive SMS from any mobile
phone. User can decide whether to transmit the data of the specified mobile phone to the serial device through

settings.
Users can send and receive SMS to check the serial devi
Set by the utility:

ce status remotely via DR502-E.



W USR-CATI V1.0.6 - O *
File Language
[PC Serial Parameters] : eral Port COM21 | BaudRate 115200 | Parky/Data/Stop{MOM ~-[8  ~[1 <] @ close| 1
Choose Work Mode Operation and Hints 6
O Transparent Mode O HTTPD Client Mode 4 3 I Ao % I ! EM = EUEEIE. =
sMs (¢ 1y sMs Serial
'f( l 2 | EnterSeral AT command mode | Exit Serial AT command mode
ES
Mobile Base station M2M device Serial device Buiding Time Query IMEI Query phone number Query version
SiiS Madagamnelen Query RSSI Save parametsrs | lmsat to factory setting Restart
B Tmestamp  [JHex RX:6211 Resat Count
OK
Tx- :37:
5 Destination phone number | 14— :.E_ +’; - Hilasc]
£] only receive SM5 fram destination
>[Rx<-][18:37:44][asc]
AT+S
OK
Maodem Parameters Operation complete
Seral Port Sersl BaudRate | 11520( + Flow Control [NONE n -
Payjoajstop [Nowe ] [s ] [t ]
Packaging Intervams) [50 | ickaging LengthiBytes) [1024 |
=] Mora
[ Enable Echo [ seral data cache [ securky Send vi Seral Part - [JHex  T:64 9 send -
Set by AT command:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=SMS Set the work mode to SMS
3 AT+DSTNUM=10086 Set the destination phone number
4 AT+SMSFLT=ON Enable only receive SMS from source number
5 AT+VOLTEEN=ON Enable VOLTE function
6 AT+S Save the parameters and restart
Note:

1. You need to add the international number before the destination phone number.

2. When only receive SMS from source number is enabled, other phone numbers can still query or set

parameters.

Test

When the NET light is on, we can send and receive data in both directions via SMS with destination phone

number.




L]

File Language

[PC Serial Parameters] : Seral Port COM21 | BaudRate| 115200 | Parky/Datafstop O ~[8  v[1 | @ close
Choose Work Mode Operation and Hints
() Transparent Mode {0 HTTPD Chent Mode ® SMS Mode

_\ Quiery all pararmeters

s feg0y w3 Saral
ﬁ; h Enter Serial AT command mode e B
Mabile Base station M2M device Sarial device Buiding Time Query IMEL WWW.Usr.cn
SMS Mode Parameters Query RSS1 save parameters Jf ¢ Just now B

[ Tmestamp  [JHex  RX:6058
AT+S

>[Roc<-][09:35:39][asc]
Destination phone number ' AT+5

[ Only receive SMS from destination oK
Operation complete

>[Tx->][09:46:25][asc]

Modem Parameters

Command Prefix usr.cns
Reboot Message WH-GMS |
APN[CHNET,,.0 J Send v Serdl Port - [Hes T2 @ DB- Text message @ B>

v

~ 123456789

5.4. MQTT Mode
Note: This function is only supported by firmware version 1.3.25 and above.

Terminal Mode Base MQTT Server
odem station

device
. ; Cat-1 f \
Publish topics l network (| .'
—p 5 : >\ J
Subscribe topics h

Data sent to Modem: Data packagigjfby Modem:
ABC et
P
Terminal Server
; .| Modem Data returned by the
device |Data sent to the device:
123 MQTT server: 123
g -

In this mode, USR-DR502 works as an MQTT Client, which can help users quickly access the built private MQTT
server or public MQTT loT cloud platform. Users do not need to pay attention to the data conversion process
between serial port data and network data packets, and can realize data transparent transmission between serial
port and server only through simple parameter settings.

USR-DR502 supports quick access to general MQTT server and Alibaba Cloud, and supports multi-topic data
publishing and data subscription.

Setup software is like below:



File Language

I[Ptﬁemlhmmters]:Seml Pot COM4 | BaudRate| 115200 | party/DatajStop ot v[8  v[1 | -dosel 1

Choose Work Mode

O Transparent Mode () HTTPD Cient Mode (O 5MS Mode 3 ® MQTT Made
QTT

MQTT Version [3.1.1 v]

Interval of Reconnection(s) |10

MQTT serial trans mode [ Transparent mode > |

MQTT heartbeat tme(s) |60

TLS Encrypted parameters

MOTT M I Serial
e NetWork MKl cmch Serial device
MQTT Mode Parameters
MQTT Chent
Connect I (®) Genanc MQTT 4 ) AL Coud I
MQTT Server IP&Port [1-north-1.amazonaws.com.cn| (8883
wsamane
Password [admmn
5 Cient D [123456

M ssL 6 icate verification method | Two-way authentication ~

Server CA certificate |D:\AmazonRootCAl.pem -~|

Client Certificate [D:\e6c019879f33a70dc5a7d1f4efcl 114633 -

Modem Parameters

Seral Port Seral BaudRate | 115201 | Flow Control [RS485 ~|
Parity/Data/Stop | NONE | E o [1 ~|
s Padaging Intervallms) |50 ickaging Length(Bytes) |1024

Operation and Hints

|4 Query all parameters

21 Enter Seral AT command mode |
Buid Time Query MET

Quary RSSI Save parameters

[ Timestamp  [JHex  RX:19483

i

>[Tx->][15:13:00][asc]
AT+SSLAUTH?

>[Rx<-][15:13:00][asc]
AT+55LAUTH?

+SSLAUTH:ALL

oK

Operation complete

Send via Serial Port = [JHex  TX:55

7' Set and save all parameters I
Exit Serial AT command made
Query phong number Query varsion
leset to factory setting Restart
Reset Count
~
- W
B send -

5.4.1. Generic MQTT

USR-DR502 supports connection to standard MQTT protocol loT platforms, such as Baidu Cloud, Tencent Cloud,
Huawei Cloud, AWS Cloud, etc., and supports reconnection interval configuration to adapt to different MQTT
servers. Support SSL/TLS encryption, and the authentication mode can choose not to verify the certificate, one-
way authentication certificate and two-way authentication certificate.



USR-CATT V1.1.4

File Language
[PC Serial Paramaters] : Seral Port COM4 | BaudRate 115200  ~ | Party/Data/Stop NOMI ~ (8 ~|1  +| @ Close | 1
Choose Work Mode Operation and Hints 5
O Trnsparent Mode  © HTTFD Clent Mode O SMS Mode 3 |4 Query all parameters I Set and save al parameters
MOTT MQaTT Serial
I 21 Enter Seral AT command mode | Exit Serial AT command made
s NelWork M2M davice Serial device Build Time Query IMET Query phone number Query version
[FaTT Todz Parsmeters Query RS5L Save parRmeters teset to factory setting Restart
MQTT Server IP&Port |1-nord1-1.amamnaws.cnrn.m| |8883 & Timesterp [ Hex R}.(19433 S e
Usemame wn i
Password [admin
Cent D 123456 >[Tx->][15:13:00][asc]
T AT+SSLAUTH?
MQTT version [3.1.1 “|
>[Rx<-][15:13:00][asc]
4 Intanval of Reconnection(s) [10 AT+5SLAUTH?
MQTT serial trans mode 'Trgnsmrent mode w |
- +5SSLAUTH:ALL
MQTT heartbeat time(s) 60
Clean session OK
Operation complete
m'mges wil Topic [fwil [[o ]
enable Wil Payioad \—|Uﬁ’l'le
=] Retan v
TLS Encrypted parameters
[ s5L xnemﬁﬁmmnmthnd@l = R R T
Server CA certificate  D:\AmazonRootCAl.pem |
Client Certificate D:\e6c019879f33a70dc5a7d1Mefcl 1163a]—]
Client private key |D:\esc19879f33370dcsa7d1 faefcl1f463al ] v  Sendvia SeralPort - [JHex  TX:SS . send -
Options Descriptions Default
MQTT Mode Whether to enable MQTT mode OFF
MQTT Version V3.1, V3.1.1 Vv3.1.1
MQTT Server IP MQTT server domain name or IP address cloudmaqtt.usr.cn
Port MQTT server port 1883
. MQTT client identifier. Not repeatable when connected to the
Client ID P 123456
same MQTT server.
Username Username for MQTT connection authentication admin
Password Username for MQTT connection authentication admin
Interval of Reconnectio . . .
N Interval between next reconnection after MQTT disconnection, 5
MQTT protocol heartbeat time, unit: s.
. Note: Alibaba Cloud requires that the heartbeat can be set within
MQIT heartbeat time q . . 60
30—-1200 seconds, and it is recommended to set it to 300
seconds when connecting to Alibaba Cloud.
MQTT serial trans mod o Transparent mod
o Transparent mode, distribution mode o P
. MQTT protocol connection flag, used to control the lifetime of ses
Clean session sion state Enable




MQTT connection flag, when the network connection is closed, th
Will messages enable | e server must publish the will message, and the client subscribing | Enable
to the will topic will receive the set will.

Will topic Will topic will

Will payload Will content offline

QOS of the will, can be set:
QoS 0 at most once. 0
1: at least once.

2: Accurate once.

Retain Keep will message Enable

Support SSL3.0, TLS1.0, TLS1.1 and TLS1.2 version protocols.
Authentication methods can be selected:

« Do not verify certificate: Only implement data layer transmissio
n decryption, and do not verify the identity of the other party du
ring the handshake

ssL « Verify server certificate: the client will verify the server certificat 1|‘:i):atne0t verify certi
e during the handshake, and the client needs to preset the roo
t certificate of the

« Two-way authentication: The client and the server verify each
other’s identity, and the server root certificate, client certificate,

and client private key need to be preset.

5.4.2. Subscribe/Public Topics

Users can configure the subscribe topics, public topics, topic numbers, QOS, whether to retain will message via
the setup software. DR502-E supports two MQTT modes, transparent mode and distribution mode.

In transparent mode, the data received by the serial port is transparently transmitted to the associated topic as the
payload of the topic, and up to 4 publish/subscribe topics are supported. Add the identifier of the topic in the
distribution mode, and after the module receives the serial port data, it will push it to the associated topic
according to the identifier. The identifier defaults to the topic number, and the identifier and payload are separated
by commas. The message format is: symbol, <payload»



USR-CATI V1.1.4

File Language
[PC Serial Paramaters] : Seral Port] COM4 BaudRate[ 115200 | Parity/Data/Stop|No ~[8 |1 @ Close
Choose Work Mode Operation and Hints
_) Transparent Mode _) HTTPD Cient Mode () SMS Mode ® MQTT Mode
4 Query all parameters E Set and save all parameters
MOTT MaTT Serial
] Enter Serial AT command mode Exit Serial AT command mode
PG NefWork M2M device Serial device Build Time Query IMEI Query phane number Query varsion
MATXNods Papetes Query RSSI Save parameters | tesat to factory setting Restart
[ Clean session - z <
EA Timestamp RX:10483 Reset Count
R, "
& wil - - r——
¥ wil Topic |fwil 0 =
Wi e — >[Tx->][15:13:00][asc]
Wil Payioad |offine | AT+SSLAUTH?
] Retain
'_;-:1':'_']
Subscrib F [ c
il B Topict [SubTopicl [0~ AT +5SLAUTH?
[ Topic2 [subTopic2 o
[J Topic3 [subTopic3 0 +SSLAUTH:ALL
[ Topict [SubTopica 1[0
L QK
Publish Topics ] Topict 1 »| O] Retai 5
& Topict IFL- . L1 fetan Operation complete
B Topic2 [PubTopic2 [a ] [ Retain
[ Topic3 [pubTopics 1[0 [ Retain
] Topics [PubTopic4 [ ] [ Retain
" W
TLS Encrypted parameters
v
A
b 851 cate verification method | Two-way authentication
Server CA certificate :
Client Certificate |
Client private key - w Send via Serial Part ~ TX:55 @ send -
5.4.3 AWS loT Service
DR502-E supports connecting to AWS loT platform via MQTT.
Visit https://aws.amazon.com/, log in to the loT console, choose AWS Management Console.
> & awsamazoncom » 00

Pricing Documentation Learn  Partner Network  AWS blement

Contact Us

Events ExploreMore Q

Catch up on retivent 2022 keynotes and Leadership sessions. on demand

re:INvent

AWS Application Composer
(Preview)

Announcements Keynotes

Learn abou Watch
and fear

Featured Announcements
5431 AWS loT Configuration

1. In Things, click to Create things—Create single thing.

Leadership Sessions
Heal 3 ¥ tav

Watch now »

Official AWS Merch Store



https://aws.amazon.com/

T A ok O |[ aemced s |[ e

ia Thirs typs
0 things sefected -~

Connect Create things .«

At esouwnce is a digital represe on af a physical

the resgistry b u azon loT leature

Number of things to create

© Create single thing
Manags R 2

hing groups Creata many things

Cancel

2. Edit the Thing name, click Next.



MQTT tost cliant

Manage

L

All devices
Things

Thi

Fleet metrics

e grass devices

actions

Message

routing

A O
Sacurity
ertificates
Policies
Authorizers
L3

Connect

Connect ane

Manage
w All devices
Things

ssage routing
Ret

¥ Sec

4. Create Policy.

Amazon loT > Manage 3

Specify thing properties

age

y thing properties

Canfigure device cortificate

Things

Things >

things » Create single thing

Specify thing properties ..

A thing resource is 3 digital representation of 3 physical devige

o logical entity in Amazon leT. Your de

thing resaurce in the e y 0 USE Amaz:

n loT features such a5 [

features

Thing properties. i

vice ar entity needs a

evice Shadows, events, jobs, and device management

Thing nams
GTT1-E

Additional configurations

» Thing type - o

P Searchable thing attributes - o

¥ Thing groups - o

® Billing group - of

Device Shadow e

© No shadow

Mamed shadaw

Unnamed shadow {classic)

g5 » Create single thing

Configure device certificate - optional i«

A device requires a certifican

ary

nnect to Amazon laT, You can choose how you 1o

U CaN Cred ter

ificate for your device later. Your de won't be ta conne:

has an active certificate with an appropriate policy.

Device certificate

regester a certificat

for your device
n laT until it

O Auto-generate a new certificate (recommendead)

Use vy certificate

Upload CSR

Skip creating a certificate at this time

Cancel

E m



Amazon loT » Manage » Things » Cratethings » Create single thing

Specify thing properties

Attach policies to certificate - optional .

s grant or deny access to Amazon 0T resources. Attaching policies to the device certificate applies this

Configure device certificate

MOTT test clieni
test 5 Artach policies to certificate

Q 11y @
Manage
¥ All devices Nama
Thi
ings e

Cancel [ Previous .E. I ..

5. Edit the Policy name, change the Policy effect to Allow, the Policy action and Policy resource to *.

Amazon laT x
Create policy .

Palicy properties
Tes

oy

Palicy saamp

Palicy document - ™ 150N
B ] Ty reoes ‘

Ao - v
TPp——

s §

6. After created, return to the previous certificate interface, attach the new created policy to this certificate. Then

click Create thing.



Crutor

Connect
Connect one device:

B Connect many davices

Test

MQTT test client

Manage

¥ All devices
Things
Thing groups
Thing types

Fleet metrics

v

Greengrass devices

v

Remate actions

v

Meéssage routing

Retained mesages

Security
Intro
Certificates
Policies
Certificate authorities
Role Aliases
Authorizers
Audit

» Detect

7. Download 4 certificates in below interface. Then click Done.

AmazonleT » Manage > Things » Createthings » Create single thing

Step 1
Spacify thing properties

Attach policies to certificate - optional

Amazon loT policies grant or deny access to Amazon loT rescunces. Attaching policies to the device certificate applies this

‘access Lo the device.

Configure device certificate

Policies (1/14)

Step 3 - optionol
Attach palicies to certificate

Select up to 10 palicies to ateach to this certificate

Q

a Nama
peng-test
new
myh_510
aws_test_strateqy
USR-N510
W540-Test
N5 10-AWS
MylotPalicy
MOTT-FX-Palicy

H7-4

(6] (ememine]

12 » @

I a G771 Test

Example

Download certificates and keys

Cancel Previous | Create thing |

Download certificate and key files to install on your device so that it can connect to

Amazon Web Services.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to

Amazon loT

Device certificate

Deactivate certificate | | M Download

9a5598e1847. te.pem.crt

Key files

The key files are unigue to this certificate and can't be downloaded after you leave this page.

Download them now and save them in a secure place

A\ This is the only time you can download the key files for this certificate.

Public key file

9a5598e1847e9%a54edad9c...42d01 16-public.pem_key

Private key file

9a559B8e1847e99a54edad9c.. 2d0116-private. pem key

Root CA certificates

M Download

M Download

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite

you're using. You an also download the root CA certificates later.

Amazon trust services endpoint
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint
ECC 256 bit key: Amazon Root CA 3

M Download

il

M Download

If you don't see the root CA certificate that you need here, Amazon loT supports

additional roat CA certificates. These root CA certificates and others are available in our

developer guides. Learn more [}

8. Now new thing has been added successfully.



Amazon loT

0 things selected -

9. In Settings, copy the AWS server address that needs to be filled in DR502-E device.

Test Amazon loT » Settings

MQTT test elient
@ Logging now supports JSON logs and fine-grained control. Upgrade
By upgrading, logging has four levels of log verbosity and roles can be specific at the account-
Manage level.

i Settings w.

>
Device data endpoint info ()
Your devices can use your accownt’s device data endpoin t to Amazon Web S
v
Each of your things has a REST AP| available at this endpoint. MQTT clients and Amazon loT Device SDKs [2 also use
i this endpoint.
Palic
Endpaint
ate authorities u i n-north-1.amazonaws.com.cn
Role Aliases
Authorizers
Audit
15 b i izt t
# Detect 2] 1 i u
Create domain coenfiguration
Device Software
: N Name Domain name Status Service type Date updated
Billing groups
Feature spotlight You dom't have ary demain configurations.
Decumentation [4
Create domain configuration
@D Mew consols experience
Lans s " L

5.4.3.2. DR502-E Device Configuration
You can use an RS485 to USB adaptor to connect the serial port of DR502-E device to the computer. Then open
the CAT1 setup software to configure the MQTT parameters.

1. Here we choose Generic MQTT mode, the MQTT server IP should be the one that we copied in AWS Cloud,
and the MQTT port is 8883. Username and password can be any value. Configure the subscribe and publish

topics.
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MOLEL Mo P . Qusanty FSSL Save pwaraben lai 1o factery daltng PRl
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BT Server [PBPuet [1neith-l amasrasc.comcr] 885 |

Ui [pdrn | oK

Pumwwerd [

=[To = [ 15:13:00][2sc)
AT +EELEN?

5 e [
HOTT Vemen |3.0.1 -

Witenal of Reqonrectionls]. (10
WATY sirl s made | Tomsparers mods

T baarthaat tisals) 80
=] oK

[ Ta->J[15:13:00)[as<)

Clwa AT +EELAUTH?
Rt
arble
»[Re<-][15:03:00]asc]
AT +55LAUTH?
Suncsh Topel =
i H Toozl FusTapacl SSELALUTHALL

E
6 (1 Tonie [ apes
[ Topes [GnTaped

K

Operaton complete

Fubiek Tapes A Tooiet. [rsTapics Jla o] Oomsean . " =
 Tooe2 [pusTapes I <] Qe
[ Toped [iToged (1| Cmesn
L] Topicd s Tapas A *  cedvabebitut - [He TR ®.5ond -

2. Upload the created certificates to DR502-E device. We need to upload the Server CA certificate(rootCA.pem),

Client certificate(certificate.pem.crt) and Client private key(private.pem.key).

dm,m v g = 2023-01-07 1532 PEM it B s cate verficaton mathod | Two-way authenticaton - I ?
Sai5dte m:esasud.de:zaa:mi.bem.;.madﬂ.zmddmrs.i.zdms Cp-.2 Samver CA certficate |DA\GRIFH\FIE\AmazonRootCAL pem [
Gali%0Be] BT e 05 Sdedad 9c 18eFITTebaTT 4o 340 4d He3oe 1 ddIBF42d 01 18- public. pem ey 30 Tk e Cjent Certficate |g;mg|g\-smgassgaewﬂemsqed5df|
1847 78 1ddip# 1 PR R R e — 1 . S
# 525598164795 e dad9c23B8eiaTiebBiTda34e 1 4d2fe 3oe1 diBIS42d 0T = r oot privats key [0\ G\ T AT\Pa399801847 e90asadad o]

- SF @)

3. After configuring all parameters, click to Set and save all parameters. The device will restart automatically.

File Language

[PC Seril Parameters] : Serisl Port COMM | BaudRate| 115200~ Parity/DatalStop[NON ~[8_ ~[1  ~| @ Close

Choose Work Made Operation and Hints 8

(O Transparent Mode () HTTPD Client Mode () SMS Mode ® MOQTT Mode e | B . I

MOaTT MaTT l Serlal
- Enter Serial AT command made Exit Serial AT command moede
PC NetWork M2 device Serial device Buid Tme Query IMEI Query phone number Query verson

HOTT. Wale Porncten Query RSS Save paramsters | feset to factory settng Restart

MQTT Chent : L e . . :
Sl B Eexi HORT L1A o Tmesamp  [JHex  RX:30254 Reset Count,

~

MQTT Server IP&Port [1-!\nrth-1.an1aznnaws.cnm.|:n' 883
Usemais Bdnin ] >[Tx->][15:44:40][asc]
Password |admin AT+5
Ceotm [ v
- >[Rx<-][15:44:40][asc]

TLS Encrypted paramatars AT+S

[ ssL icate verification method
Server CA certficate [D:\CAYSTFF\ 85 \AmazonRootCALpem |
Clent Certficate |D:\CARTT|F\T74f\ 02559821847 200a54ecad |
Clant private key [D:\ Gz \T#\02550821847 200254 adad |

oK

Operation complete
>[Rx<-][15:44:45][asc]

USR-G7T1-E
Modem Parsmetars = = = i ]
Serial Port Sersl BaudRate | 115200 ~| Flow Control | RS485 | |
Party/ataistop [NonE | [s o] [1 ]
] ore Packaging Intenval{ms) |50 | ickaging Length{Bytes) [1024 Send via Serial Part ~ [JHex  TX:55 @ send -

5.4.3.3. Data Transmission Test
In AWS loT platform, click MQTT test client, publish data from AWS to the subscribed topic of DR502 device , we
can receive it from the serial port of DR502-E device.



S laT 3 MAOTT test clisnt

Fil Language

- [P Sl Pararmtios] ¢ Saril Port COFH | Boasdfats 115200 | Parkcy/DataiSton 0 =8 |1 ~| 1 Clesa
MQTT test client .. -
_ | Oncnbia i Meca Opatien and Hek:
Veu can mm tha MOTT best elierst b manitae the MOTT messages i~ At TR O R T Wb "L Quuery 3l pamates: 1500 0 e 3l paramenx
a 5 MOTT messages to irform devices and apps of changes & Ainrr S | B
Estai Serd AT cameand mids Est Satd AT cedrrand mod
Subscribe to a topic el KWt M device Sarial de ud Trre Gy Dl Query phena sumbia Quany i
P, MATT Mode Purmice, Quary Feidl Sympimmatas  lesat b Rty saeeg Kt
— . . : .
i ek ihe mers ” 1 FTresuer  [#e  examoez ™
= Saiysrbe A Tomka ]
€ SubTopict Tapis P
| [ Tosic S Tom ] ;\i o llamsc]
Mozsage payload \ [ Togic [SisTopcd 1[
{ [ Tomet [SurTopea 1 o
“mezsage” Hello from Amazon ot comale” v
I [ TS Ermptad gt Operation comple
o - » R e-J[15:44:45 ] [assc]
» hdditional configuration icake varfication Y utherticrion USRGTTLE
Server CA certficate |70 TR AR 2 =
e ] TRee-T 154533 ][asc]
m Lt Canficats |07 7% T Sea50e | T2 edar =
Chant priata kg [ X 7o =
A BAGHG  [D\ S TS Ao o =] *message”; “Helo from Amazon TaT cansok®
» Dtoct
Subseriptions Taplc R e .
Dewice Softwans SermiPort Saral Baudiate | 115200 Flow Contral AS485
ou have no topic subseriptions. FarkyTatalShop | MOME [ [
e Fackagng Inbervalims) |30 | sciagng LengiaiByies) 1252 send wa SeralPort « [JHew  Tcss ]

WD) Mew console eaperience

Subscribe the publish topics of DR502-E device in AWS, we can receive the data sent from the serial port of
DR502-E device.

AWS 0T} MOTT test client

File  Language

. [PE Serai Parymetens] ; Serad Part] Cb4: BaudRate 115308 PartyDatystopWon w[8 <[1 .| o ciose
MQTT test client . |
| crosse wiark Mode Operation and Hnts
) s = :
¥ & MOTT bast &8 he MOTT mevigesls Trmakry . LJHET Chrkfufy, L) elia Ll §, Quary al paamaters B 5ot and e ol par
publishes MOTT messages to infonm devices and 2pgs of changes 3 T Tt I Seril
irtee Sarul 4T carrnd mode it Seral 4T carmeand
Subscribe to a topic Publish to a topic g Hrh N duvioe: - Eult Time: Query MEI QuERY phene b =7}
| MaTT Mogs paramatars ey RSS1 Save paametes | desst b factory settng
Tapic filter e | D] Toect [sebTopcs v -~ - : :
o bl il o J L o B Tovestarrg  [Jeer mcao06e
s Tasc 7| Ol
| [ Tosc2 [pebiTopcz 0 |[JRetan
b Addit ""‘TD""W-“'"" [ Tape3 PebTapicd [ = Operaton compless
m [ Tapict PabTapich = >[Rx<-J15: 445 asc]
| ¥ USR-GFTLE
| TS Encryped paramesers >[Ru<- I 1545330 asc]
5B icate verfcation method | Tel-way aethenticacan {_ s ks o = &
P Tooi 2 message”: "Helo fram Amazon T0T consok
Subscriptions PubTopicl Server CA certste DR T H T AmanorReci A Laem <) ]
2 et Cartiicate [0 A 5596 .
(?)C| Clert: pevate ke [y CE R T 0255060 B e e gad =]
_ s >[T-][15:47:30] msc]
ubiTopic
L 1234556 TR0
Msddem Faramatens =
1134566400 —_— =
Seril Port SarmlSaudiacy |11 Fam Contral BSAES -
Faty/lataiStog | onaE [l " 1 w]
Bing groups:
* Properties Cmers Pacaging bitarsalms] |30 | 1oicaging Langth{Bytes) 1324 Send o Sercl Pt + JHex xSz

MDD New consolke experience

In this way, we can achieve the bi-directional communication between serial device and AWS cloud via DR502-E

device.

General Function

6.1. Identity Package



TCP Server

MODULE

In transparent mode, user can set the device to send identity package to the server. Identity package is intended
to allow the server to identify the data from which device or to use it as a password to obtain authorization for the
server’s functions.

Identity package can be sent when the modem establishes a connection with the server, or as the prefix of each

data packet or both.

Identity package data can be ICCID code, IMEI code, SN, CLOUD or User-defined data.

ICCID: Unique SIM identification code, for applications based on SIM card identification.

IMEI: Unique identification code of the Internet modem, which is mainly used in device identification, has nothing
to do with SIM card.

SN: Serial number.

USER: User-defined data.

CLOUD: Set the device ID and password when connecting to USR Cloud, sent when building connection.

» Set by the utility:

W USR-CAT1 V1.06 - ] X
File Language
[PC Serial Parameters] iSeriai Port COM21 | BaudRate| 115200 - | Parity/Data/Stop NONI ~ |8 ~[1  «| @ close ” 1
Choose Work Mode Operation and Hints 6
= 4 ~
(®) Transparent Mode HTTPD Cient Mode )} SMS Mode < r—
= O 3 I 1 Query al parameters I I B 50t and save all parameters
TCPIUDP TCPUDP Serial
I 2 [ Enter Seral AT command mode ] Exit: Serial AT command mode
PC NetWork M2M device Serlal device Buiding Time Query IMET Query phone number Query version
iznspeent Mods Paamet o Query RSSI Save parameters | leset to factory setting Restart
[J Backup 2 N e e T
Socket D
[ Timestamp  [JHex  RX:8750 Reset Count
[ Enable >[Tx->][18:45:38][asc ~
Heartbeat L ! I[asc]
Package AT+SMSFLT?
>[Rx<-][18:45:38][asc]
AT+SMSFLT?
Enable -
Identity Method of Identity Package |5end package once buid ~ |
Package .
5 Type of Identity Package | User-defined datz ~| +SMSFLT:ON
User-defined data |7777772E7573722E636E 4 Hex
OK
Interval of Reconnection(s) Ope ration complete
Tmes ofRecannecton
L
L4
Modem Parameters
[ Enable Echo {1 Serial data cache [ Security o
[ Serial AT command 7] Network AT [ NTP function
Command Prefix [usr.cn# Send via Serial Port + []Hex ™71 @ Send -

> Set by AT command:



Command

Operation

1 +++a Enter AT command mode

2 AT+WKMOD=NET Set the work mode to NET

3 AT+REGEN=ON Enable identity package function

4 AT+REGTP=USER Set the type to User-defined

5 AT+REGDT=7777772E7573722E636E Set the User-defined data in HEX.

6 AT+REGSND=LINK Send the package as the prefix of the data
7 AT+S Save parameters and restart

6.2. Heartbeat Package

In transparent mode, user can send the heartbeat package from the module to the network side or serial port

device .

Sending to the network is to ensure the normal connection of the module and let the server know the online status
of the module. User can also set the serial heartbeat to a fixed query command instead of sending from server to
save the traffic.

Heartbeat package can be ICCID code, IMEI code, SN, LBS or user-defined data.

ICCID: Unique SIM identification code, for applications based on SIM card identification.

IMEI: Unique identification code of the Internet modem, which is mainly used in device identification, has nothing
to do with SIM card.

SN: Serial number.

USER: User-defined data.

LBS: Current latitude, longitude of the device and time.

» Set by the utility:

W USR-CAT1V1.0.6 i O x
File Language
1
[PC Serial Parameters] :ISeriaI Port{COM21 v | BaudRate[115200 | Parity/Data/Stop| NONI ~[8  ~[1  +[ =@ clusel
Choose Work Mode Operation and Hints 6
@ Transparent Mode | 4 () HTTPD Client Mode () SMS Mode -
= 3 1 | Query al parameters | | 8 5et and save all parameters I
TCPUDP TCPUDP Serial
] 2 | Enter Serial AT command mode I Exit Serial AT command mode
PC MNetWrk M2ZM device Serial device Buiding Time Query IMEI Query phone number Query version
EOSCRCnE Mo & Rarametars Query RSSI Save parameters  leset to factory setting Restart
"
[ Enable Sockat = e
D [ Timestamp  [JHex RX:8750 Raset Count
>[Tx->][18:45:38][asc] ~
AT+SMSFLT?
[ Backup
Socket D e < _
>[Rx<-][18:45:38][asc]
(4 Enable 30 ] AT+SMSFLT?
Heartheat Heartbeat Interval(s) |30
Package Method of Heartbeat |Send data to network |
5 Type of Heartbeat Package |User—defned data ~ | +SMSFLT:ON
User-defined data |7777772E7573722E636E £ Hex
0K
[] Enable
Identity
Package Operation complete
W
w
Modem Parameters = .
[ Enable Echo [ Seral data cache 4 Security »
Serial AT command Network AT [ NTP function
Command Preficust.cn# | .  SendvaSeralPort - [JHex  TX71 @ Send -

Set by AT command:



Operation

Command
1 +++a Enter AT command mode
2 AT+HEARTEN=ON Enable heartbeat package function
3 AT+HEARTTP=NET Send the heartbeat package to network side
4 AT+HEARTSORT=USER Set the type to User-defined

AT+HEARTDT=7777772E7573722E6 36
E

Set the User-defined data in HEX.

6 AT+HEARTTM=30

Set the heartbeat interval

You also need to set the socket parameters. After setting all parameters, save and restart the modem. Note:

1. Network heartbeat package: In transparent mode, it will only be sent when there is no data sent to network

within one heartbeat interval.

2. Serial heartbeat package: In transparent mode, it will always be sent to serial port according to the set interval.

6.3. Socket Distribution Protocol

USR-DR502-E supports socket distribution protocol. When a device is connected to multiple sockets, can send

different serial data to different servers via this protocol. Data returned from different server will also be sent to the

serial port with the socket distribution protocol.

For detailed protocol, please refer to another document: socket distribution protocol.

Terminal Modem Bﬂﬁe
device station

Cat-1

Serial data l S ork ' data data
AAA

TCP/UDP TCP/UDP

P Socketh
Data sent to Modem: - —

g; ;g; » SocketB
03 CCC cce L |

Lt > » SocketC
|

DpD 7

» SocketD

——

Terminal
device | Data sent to the device: |Modem

01 111 111 I

02 222 - i SocketA

03 333

04 444 5555 .

< N | SocketB
L

333 — ]

< | SocketC

—

< == SocketD

|

Socket distribution protocol data follows the packaging mechanism, the total length of the real data and socket
distribution protocol must be less than the packaging length.




This function is valid in transparent mode, disabled by default, can be set via AT command: AT+SDPEN.

64.USR Cloud

USR Cloud is an open platform for communication between devices and devices, devices and servers (Android,
IOS, PC), it can achieve data remote monitoring (Modbus RTU) and transparent transmission. Our USR-DR502-E
also supports connecting to USR Cloud. For details, please check this link: mp.usriot.com.

6.5. Backup Socket

In transparent mode, you can set one backup socket for each socket, the modem will try to connect to backup
server when cannot connect to the main server. This function defaults to be unchecked.

Set by the utility:

W USR-CAT1 V1.06 — (m] x
File Language
[PC Serial Parameters] :fserial Port COM21 - | BaudRate[ 115200 | Party/Data/Stop NONI ~[8  ~[1  ~| @ Close | 1
Choose Work Mode Operation and Hints 6
4 & TR el ol 23,5 Nude 3 I A Query all parameters I I ﬁ set and save al parametars ]
TCP/UDP TCPUDP Sarial
l 2 [ Enter Serial AT command mode I Bxit Serial AT command mode
PC Metwark M2ZM device Serial device Building Time Query IMET Query phone number Query version
Josparsat Mode Parameters Query RSSI Save parsmeters  teset to factory setting Restart
Enable Sockat 2 -
A el !tesl:.usr.cn | 23 | [ Timestamp  [JHex RX:8750 Reset Count
5 Link Type | TCP v | _Perse v| 3
Trme of Transtory Link(s) [10 ] >[Tx->][18:45:38][asc]
B gacun — S AT+SMSFLT?
0 gﬂabk' Socket >[Rx<-][18:45:38][asc]
AT+SMSFLT?
+SMSFLT:ON
[ Backup
Socket B
[[] Enable Socket OK
C W
Modem Parameters Operation complete
Seral Port Seral BaudRate | 11520( - Flow Control [NONE < e Y,
Parity/Data/Stop  [NONE [ v 1 v
2 More Packaging Intervams) [50 ickaging Length(Bytes) [1024 |
[ Enzble Echo okl data ache [ seaurty Send via Serial Port -~ []Hex T®:71 @, Send -
Set by AT commands:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=NET Set the work mode to Transparent mode
3 AT+SOCKAEN=ON Enable Socket A
5 AT+SOCKA=TCP,test.usr.cn,2317 Set the remote IP and port of Socket A
6 AT+SOCKABKEN=ON Enable Socket backup function
7 AT+SOCKABK=TCP,test.usr.cn,2317 Set the backup server address and port
8 AT+S Save all parameters and restart

6.6. SSL/TLS Encryption

Note: This function is only supported by firmware version V1.3.25 and above.

In HTTPD Client mode and MQTT mode, the device supports SSL/TLS encryption. If the target server enables
SSL certificate verification, you need to configure the SSL encryption parameters. It supports SSL3.0, TLS1.0,
TLS1.1, and TLS1.2 versions, and the authentication method can choose not to verify certificate, verify server
certificate, and two-way verification authentication.



CAT1 V114

Hle Language
[PC Serial Parameters] : Seral Porf COM& | BaudRate[115200 | Parity/Data/Stop[NONI ~J&  ~[1  ~| 8 open
Choose Work Mode Operation and Hints
(®) Transparent Mode HTTPD Client Mode SMS Mode O MQTT Mode L
® = o o ok 4 Query all parameters E Set and save al parameters
TCRIUDP TCRUDP Serial
l Enter Seral AT command mode Exit Seral AT command mode
PC NetWork M2M device Serial device Build Time Query IMEI Query phone number Query version
Jusmacenk Mode Pameten Query RSSI Save parameters teset to factory setting Restart
L
Enable Socket : = =} .
= Fin P&Port [socket.usr.cn | 317 ] _
: ] Tmestamp RX:0 Reset Count
Link Type |TCP w| [perse |
e ts) General operation process:
ime of Transitory Link(s) (10 ,
1. Connect the module to PC serial port, power the module
[ Backup e _— "
CockRL A 2. Choose serial port NO. Then Ciick "Open
3. Click "Query al parameters”
[] Enable Socket
B 4. Choose work mode and configure related parameters
+ 5. Click "Set current parameters”
TLS Encrypted parameters
b st icate verffication method 'Two—wayf authentlﬁmn' ~
Do not verify certficate
Server CA certificat:
s 3 = Verify server certificate
Clent Certficate R ]
Client. private key [ _i
Modem Parameters
Serial Port seral BaudRate | 115200 - Flow Control [RS5485 |
Party/Data/Stop  |NONE - (8 o 1 v|
[aan Packaging Interval(ms) 50 | sckaging Length(Bytes) 1024 Send via Serial Port -~ TH0 @, send ~
I I Recommendation
Authentication mode Descriptions s

Not to verify

certificate
ocess.

It only implements data layer transmission decryption, and does
not verify the identity of the other party during the handshake pr

No encryption req
uired.

Verify server certificate

During the handshake, the client will verify the server certificate,
and the client needs to preset the root certificate of the server.

Scenario for verifyi
ng device legitima
cy

hentication

Two-way verification aut

0 be preset.

The client and the server verify each other’s identity, and the ser
ver root certificate, client certificate, and client private key need t

Data transmission
scenarios with stro
ng security

6.7. Security

When enable Security function, after enter AT command mode, you need to input the correct password to login.
After logging, you can also change the password by sending the login command again.

The modem will automatically exit AT command mode if there is no login command within 30s.
Set by the utility:




W USR-CAT1 V1.0.6 =) [m] X

File Language

[PC Serial Parameters] :[Seriat Portj COM21  + | BaudRate| 115200 v | Parity/Data/Stop NONI v|8 w1 ~ @ closel 1

Choose Work Mode Operation and Hints 5
Transparent Mode HTTPD Cient Mode SMS Mode s =
4 s s 3 | [, Query 3l parameters | | 1B setand save @l parameters |
TCPIUDP TCPUDP Serial
l 2 I Enter Serial AT command mode | Exit Serial AT command mode
PC NetWork M2M device Serial device Buiding Time Query IMEL Query phone number Query version

HE0s0En; Nods BaAmet o Query RSSI Save parameters |  teset to factory setting Restart
[ Enable Socket & (e

A PaPort [test.usr.cn sy | & Tmestamp [ JHex  RX:8750 Reset Count

Link Type |1'cp | [pers V|

~

Time of Transitory Link(s) |10 >[Tx->][18:45:38][asc]

[ Backup AT +SMSFLT?
Socket A
a E"‘ibh Socket >[Rx<-][18:45:38][asc]
AT+SMSFLT?
[ Backup +SMSFLT:0ON
Socket B
[ Enable Socket oK
E o
Modem Parameters | Operation complete
Seril port Seril BaudRate | 115200 /| Flow Control |NONE ~ - i ¥
party/Data/stop  [NONE | [8 <] [ ]
& More Packaging Interval{ms) (50 1ckaging Length(Bytes) [1024
] Enable Echo ] Serti dac athe 4 . SendvesSeralPort - [JHex — TX:71 @ send -
Set by AT commands:
Enable:
Command Operation
1 +++a Enter serial AT command mode
2 AT+SAFEATEN=ON Enable security function
3 AT+S Save all parameters and restart

Change the password:

Command Operation
1 +++a Enter serial AT command mode
2 AT+SIGNINAT=usr_cn Login command
3 AT+VER Query the firmware version
4 AT+SIGNINAT=usr_cn# Change the password
5 AT+S Save all parameters and restart

6.8.NTP

USR-DR502-E supports connecting to the NTP server for time synchronization.

This function defaults to be disabled, support connecting to up to 4 NTP servers. User can send “AT+CCLK” or
“AT+CCLK?” to query the current time.

Set by the utility:



| W USR-CAT1 V1.0.6 - m| e
| File Language
| [PC Seril Parameters] :ISemI Por COM21 | BaudRats 115200 | parity/Data/Stop NONI v |8 ~[1 | @ close | 1
| choose Work Mode Operation and Hints 6
®) Transparent Mode () HTTPD Clent Mode () SMS Mode 3 I el A rehon I I E A % ]
TCP/UDP TCPUDP Serial
l L I Enter Seral AT command mode I Bxit Serial AT command mode
| PC NetWork M2M device Serial device Buiding Trme Query IMEI Query phone number Query version
dimnapacent Nods oS Query RSSI Save parameters | leset to factory setting Restart
Enable Socket e e = N }
2 A PPaort [test.usrcn |7 ] & Timestamp  [JHex  RX:B750 Reset Count:
Link Type | TCP ~| [perst -] .
Time of Transitory Link(s) >[Tx->][18:45:38][asc]
[ Badp AT+SMSFLT?
Socket A
O Enable Socket >[Rx<-][18:45:38][asc]
v AT+SMSFLT?
. Modem Parameters -
+SMSFLT:ON
[ Enable Echo [~] Seril data cache ] Security =
[ Seral AT command [ Network AT~ 4 oK
Command Prefix |u5u:n_# |
Reboot Message WH-GMS | Operation complete
APN [CMNET,,,0 | v
auto automatic restart time(s) |1800 | 3
Securtty Code[****** |
5 MTP Server |u1.ntp.0!g.m,us.nl:u.org.cn '[
NTP calbration period (min) 50 | Send va SerilPort = [JHex  TX71 . send ~
Set by AT commands:
Command Operation
1 +++a Enter serial AT command mode
2 AT+NTPEN=ON Enable NET function
3 AT+NTPSVR=cn.ntp.org.cn,us.ntp.org.cn Set the NTP server address
4 AT+NTPTM=60 Set the NTP calibration interval
5 AT+S Save all parameters and restart

6.9. FTP Upgrade

DR502-E supports FTP upgrade protocol, user’s device can request files on FTP server by special protocol
through serial port. The file of the server can be split into small packets with a maximum size of 256 bytes for
transmission, which is convenient for customer device to upgrade or download large files remotely.

For details, please refer to “USR FTP Upgrade protocol”.
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6.10. Base Station Geolocation

USR-DR502-E supports base station geolocation function, and can obtain general location of the device through
the operator’s network. Base station positioning information can be obtained through serial AT command or SMS
AT command.

Command Function Default parameter

AT+LBS Query station geolocation information Empty

6.11. Firmware Upgrade

DR502-E supports upgrading via FOTA or USB. For FOTA upgrading, please contact us for technical support.
Please also provide the IMEI and the firmware version of the device after connecting the device to the network.
Here we introduce how to upgrade via USB port:

1. Hardware connection: Connect the USB port (only for upgrading) of DR502-E to the computer.
2. Install the driver(Please contact the technical support).
3. Press the “Reload” button and power on the device at the same time, release it and the device will be in

downloading mode. Download port is showing like below:
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4. Please contact the sales for upgrading tool (Please contact the technical support). Find
“UpgradeDownload.exe” under UPGRADEDOWNLOAD\BIn.

5. Download the firmware.

& UpgradeDownload - R23.0.0001

6. Upgrade successfully. You can directly change to another device to upgrade. After all the devices are
upgraded, click “Stop”, then close the tool.

-~ UpgradeDownload - R23.0

Port Status

Step Progress Time(s) MCP Type Rate[MB/s) |
18 HOST_FDL Connecting In progress 38 == Avyg:0.00. Peak:0.00 |
19 HOST_FDL Connecling In progress 38 — Avg:0.00, Peak:0.00
27 PREPACK Finish 33s = Avg:0.15, Peak:0.19

6.12. Restore to Factory Default Settings

1. Hardware reset: After power on, press the “Reload” button in the device for 3~158S to restore the device to
factory parameters.

2. Software reset: After enter AT command mode, send “AT+CLEAR” from the serial port to restore the device.

6.13. Timeout Restart
USR-DR502-E supports timeout restart function, defaults to be enabled, 1800s. When there is no data in
30min, the device will restart automatically. You can change it via AT command: AT+RSTIM.

AT Commands



AT command is used for controlling modem, for USR devices in transparent mode normally, you must enter AT
command mode at first, then you can send AT commands to configure or query the parameter settings.

After setting all parameters, restart the modem to make the settings take effect. Every time the modem restart will
work in work mode rather AT command mode.

Every AT command must add character carriage return <CR> and line feed <LF>. In Hex, <CR> is 0xOD <LF> is
OxOA.

For detailed AT commands, please check the AT commands set.

7.1. AT Command Settings

+ + + a AT+ENTM
T 30 W T5 T5
———————————— >l S e S e o
Data sent to the modem
Data sent by the modem ; | Timeline
P -]
Requirments: T4 T6 OK

T1 > Curentserial packagingintencalime T3 < 50ms : :
T2 < 50ms T5<3s

Enter AT command mode:

Send “+++” from the serial port, it will be a “a” returned.
Do not send any data within a serial port packaging interval before sending “+++”.
Afterreceiving “a”, send another “a” within 3s.

Receiving “+ok” means the device has changed to AT command mode.

a > 0 D~

Then can send AT commands to the device.

Exit AT command mode:

1. Send “AT+ENTM” from the serial port.

2. Receiving “+ok” means the device has exited AT command mode.

7.2. Serial AT Commands

When enable “Serial AT command” function, you can directly send “Command prefix+AT command”in transparent
mode without changing to AT command mode. Command prefix defaults to “usr.cn#”.

Example: query socket A status, there is a carriage return and line feed after the AT command.



>[Tx->][10:18:49][asc]
usr.cn#AT+SOCKA

>[Rx<-][10:18:49][asc]
usr.cn#
+SOCKA:TCP,test.usr.cn,2317

OK

Operation complete

usr.cn#AT+SOCKA

Send via Serial Port ~ T*:17 @ send ~

7.3. Network AT Commands
In transparent mode, you can also send “Command prefix+AT command” from the network side to query or
change the modem’s parameter settings.

Modem Parameters
Serial Port Seral BaudRate Flow Control A
Parity/Data/Stop |NONE ~| 8 | [1 |
4 More Packaging Intervallms) ickaging Length(Bytes)
4] Enable Echo [“] Serial data cache [[] Security
[ serial AT command Network AT ] NTP function
| Command Prefix|usr.cn# |
Reboot Message |WH-GMS |
APN [CMNET,,,0 |
auto automatic restart time(s)|1800 | 4

Example: query socket A status, there is a carriage return and line feed after the AT command.



e . TCESUDE Net Assistant - = L

- Settings | Data Receive BSAVAGE VA2 |

(1] Protocol 2021-03-24 10: 20 46:507
| TCP Seiver j usr. oni
+SOCKEA:TCF, 118, 190. 93, 90, 5235
(2] Local host addr
(1181909390 =] [Jox
(3) Local host port I
|823'3

Receive Options

[T Receive to file. ..
I’ huto linefeed

V¥ Show timestamp

[T Receive as hex

[T Pause receive

Save. . Clear
~Send Optionz

[ Data from file...

[T huto send checksum

[ Auto reply : !
™ Send as NEX [ Clients: | All Connections ll Di:cm.ctl

[~ Period 10 ®5 [Tysrcn#AT+SOCKA
Load. .. Clear it
i Raady! - | TX:17 [ RX:B6  Reset |/‘,:

7.4. SMS AT Commands

If we know the phone number of the SIM card in DR502-E, we can also query or modify the parameters of it by
sending SMS AT command.

For example: query firmware version, there is a carriage return and line feed after the AT command.



usr.cn#AT+VER

4 min ago B

usr.cn#
+VER:V].2.04.000000.0000

OK

4 min ago 1]

® DB~ Text message Q B

'.K® USR IOT

Be Honest, Do Best !

Jinan USR 10T Technology Limited
WWW.pusr.com
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