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Product Information
Specifications

« Supports PPSK without RADIUS and PPSK with RADIUS
« Configuration via Omada SDN Controller
« 6 GHz band does not support PPSK with/without RADIUS for Security

Product Usage Instructions
2.1 Configure PPSK without RADIUS

For PPSK without RADIUS, follow these steps:

1. Create a PPSK Profile on the Omada Controller.
2. Create a New Wireless Network with PPSK without RADIUS.

2.1.1 Create a PPSK Profile on the Omada Controller

1. Launch your Omada Controller, select a site from the drop-down list of Organization in the top-right corner, and
go to Settings > Profiles > PPSK.

2. Click +Create New PPSK Profile. Enter a name for the new profile.

3. Add new entries in the PPSK profile or import entries from a file.

4. Apply the changes to save the profile.

2.1.2 Create New Wireless Network with PPSK without RADIUS

1. Go to Settings > Wireless Networks. Click +Create New Wireless Network.
2. Enter the SSID and choose PPSK without RADIUS for Security. Select the PPSK profile created.

3. Configure advanced settings based on your needs and click Apply.



2.2 Configure PPSK with RADIUS

For PPSK with RADIUS, you need to create Network Access Servers\ in the RADIUS server to allow EAPs to
submit authentication requests.

FAQ
Q: What should I do if the EAPs do not broadcast the SSID with PPSK?

A: Ensure that the current firmware version of your EAPs supports PPSK with/without RADIUS. If not, update the
firmware to enable broadcasting of the SSID.

Overview

A private Pre-Shared Key (PPSK for short) is a security solution in which individual client devices can be managed
without much complexity. With PPSK configured, each user is assigned a unique passphrase for authentication of
the same SSID. Also, it allows the binding of a passphrase and the device MAC address(es), and thus only the
specified device(s) can be authenticated using the passphrase. You can create PPSK lists and apply them to
multiple wireless networks, saving you from repeatedly setting up the same information. The Omada SDN
Controller supports two types of PPSK, PPSK without RADIUS and PPSK with RADIUS. This configuration guide
will introduce how to configure PPSK without RADIUS and PPSK with RADIUS via the Omada SDN Controller.

Before configuration, please note the following:

1. The 6 GHz band does not support PPSK with/without RADIUS for Security. Please uncheck the 6 GHz to
configure the PPSK function.

2. Please make sure the current firmware version of your EAPs supports PPSK with/without RADIUS. Otherwise,
the EAP will not broadcast the SSID with PPSK with/without RADIUS, leading to the failure of users to detect
the SSID on either frequency band.

Configure PPSK via the Omada SDN Controller

Configure PPSK without RADIUS

For PPSK without RADIUS, you can just create PPSK profiles on the Omada SDN Controller.

The configuration overview is as follows:

1. Create a PPSK Profile on the Omada Controller.
2. Create a New Wireless Network with PPSK without RADIUS.

Create a PPSK Profile on the Omada Controller

1. Launch your Omada Controller, select a site from the drop-down list of Organization in the top-rightcorner, and
go to Settings > Profiles > PPSK.
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2. Click +Create New PPSK Profile. Enter a name for the new profile.
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3. Click Add to add new entries in the PPSK profil or click Import to import entries in batches from a file.

« To add new entries manually, follow these steps:

1. Click Add and choose Manually for PPSK Generation.

2. Enter a name to identify the created PPSK entry and a passphrase that the client will use for
authentication.
You can bind the PPSK to a specific MAC address so that only the client of this MAC address can use the
passphrase for authentication. You can also set the VLAN ID, so the client using the passphrase for
authentication will be assigned to the specified VLAN. MAC address and VLAN ID settings are optional.
Note:
To enable VLAN Assignment, you should create VLAN interfaces first (refer to 2.3 Create Interfaces for
VLAN Assignments (Optional)).

3. To add more entries, click Add New PPSK and set the parameters accordingly.
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4. Click Apply and the entries created will be shown in the profile.

Edit PPSK Profile
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« Auto PPSK generation will help you easily create multiple PPSK entries at a time. To add new entries
automatically, follow these steps:
1. Click Add and choose Auto for PPSK Generation.
2. Specify the number of PPSK you want to created, the prefix of the PPSK name, and the length of the

passphrase. Assign the clients using these PPSKs to the specific VLAN according to your needs.

Add New PPSK X
PPSK Generation Manually
e Auto
Number of PPSK: 3
PPSK Name Prefix: auto
Passphrase Length : 8
VAN Assignment : 20

3. Click Apply and the spcific numbler of ppsk entries with random passphrases will be automatically created

and shown in the profile.
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« To import entries in batches from a file, follow these steps:
1. Click Import.

2. Click template to download the PPSK entry template. Fill in the template with the PPSK information based
on your own needs and save the spreadsheet.

Import PPSK X
Dovwnload theflemplatsjand @l in your PPSE informalion. Then import the file
Choose File: Please select a file I, Browse

Cancel |

A B C D

1 Name Passphrase Mac Address (Optional)  Vlan Assignment (Optional)
2 PPSKTemplate1 123456789 30
3 |PPSKTemplate2 987654321 30
4 |PPSKTemplate3 234567891 30
5 [PPSKTemplate4 345678912 30
6 |PPSKTemplate5 456789123 30
7

3

3. Click Browse on the Controller and choose the ppsk entries file created in step 2). Click Import and the

ppsk entries specified in the spreadsheet will be created and shown in the profile.

Edit PPSK Profile

Name PRSK Profile 1
PPSK List

) Add 1, Import [} Export
NAME . PASEPHRASE MAC ADDRESS VLAN ASSIGNMENT ACTION
PRSKTemplales 456709123 — a0 @ W
PRaKTemplated S4E6TA91Z a0 #
PPSKTemplates 234567891 30 A T
PRSKTemplale2 967654321 - 30 @ W
PREKTemalate 1 173456TRS a0 A

4. On the PPSK Profile page, click Apply to save your configuration.
Create New Wireless Network with PPSK without RADIUS

1. Go to Settings > Wireless Networks. Click +Create New Wireless Network
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| + Create New Wireless Network

2. Enter the SSID and choose PPSK without RADIUS for Security. Choose the PPSK profile created. Other

advanced settings can be configured based on your own needs.

Create New Wireless Network

Network Name (SSID): PPSK without RADIUS

Device Type: v] EAP Gateway

Band: 2.4 GHz 5 GHz 6 GHz (i)

Guest Network : Enable (i)

Security : PPSK without RADIUS , )

PPSK Profile: PPSK PROFILE 1 Manage PPSK Profile

Advanced Settings

WLAN Schedule

H ®

802.11 Rate Control

&

MAC Filter

(#]

Multicast/Broadcast Management

oo I

3. Click Apply. The SSID “PPSK without RADIUS” has been created under the WLAN Group.

WLAN Group: | Defaut D@
cussT ACCESS
SSID NAME SECURITY BAND NETWORK PORTAL PORTAL NAME CONTROL RATE LIMIT VLAN ACTION
RULE
PPSK without A
PRSK witnout RACHUS RATILIS oW
Showing 1-1 of 1 recards 1 Goto page:

| + Create New Wireless Network

Configure PPSK with RADIUS

For PPSK with RADIUS, here are a few points to note.

1. EAP works as a Network Access Server (NAS). Thus, you need to first create Network Access Servers (or
RADIUS clients) in the RADIUS server to allow the EAPs to submit authentication requests.



2. When a user connects to the SSID, the EAP will submit the User-Name (the MAC address of the user) and

User-Password to the RADIUS server for authentication.

The configuration overview is as follows

1. Set Up a RADIUS Server
2. Create a RADIUS Profile.
3. Create a New Wireless Network with PPSK with RADIUS.

Set Up a RADIUS Server
1. Run a RADIUS server. Here we use the FreeRADIUS® server on a Linux server as an example.

2. Edit the “clients.conf” file. Assume that the EAPs are located in the network 192.168.0.0/24, and the shared

secret used for communication between the EAPs and the RADIUS server is “tplink”.

client 192.168.8.8 client A
ipaddr = 192.168.8.8/24

secret =tplink
require_message_authenticator = no

3. Edit the “users” file as follows.

BB:66:19:8a:86:37 Cleartext-Password := "88:66:19:8a:86:37"
Tunmel -Password = 1Z23_tplink

dA:ab6:37:83:da:99 Cleartext-Password := "dB:a6:37:83:da:99"
Tunnel-Password = 456_tplink,
Tunnel-Type = ULAN,
Tunnel-Medium-Type = IEEE-882Z,

Tummel-Private-Group-Id = 18

DEFAULT Auth-Type := Accept
Tunnel-Password = 789_tplink,
Tunnel-Type = ULAN,
Tunnel-Med ium-Type = IEEE-886Z,
Tunnel-Private-Group-1d = 28

When the user with the MAC address “00:66:19:8a:06:37” attempts to connect to the SSID, it will need to submit
“123_tplink” as the password to be authenticated. When the user with the MAC address “d0:a6:37:83:da:99” uses
the password “456_tplink”, it will be authenticated and connected to the network of VLAN 10. When the user with
an unknown MAC address submits the default password “789_tplink”, it will be connected to the network of VLAN
20.

Note:

1. The MAC address can have different formats and the NAS will send the MAC address in the specific format set
in the Controller. Here we use the default format of “aa:bb:cc:dd:ee:ff".

2. The tunnel-password should range from 8 to 63 characters



Create a RADIUS Profile

1. Launch your Omada Controller, select a site from the drop-down list of Organization in the top-right corner, and
go to Settings > Profiles > RADIUS Profile. There is already a built-in RADIUS profile (for Software/Hardware
Controller only). To configure PPSK, you need to create a new RADIUS profile

tpdink | omade Omada Controller_TEST Orgamzation TP Test

NAME RADIUS SERVER RADIUS PORT WVLAN ASSIGNMENT (WIRELESS) ACCOUNTING ENABLED ACTON

1012

2. Click +Creat New RADIUS Profile. Enter a name for the new profile. Check Enable VLAN Assignment for
Wireless Network if necessary.

Create New RADIUS Profile

Name: Radius 1

VLAN Assignment : v| Enable VLAN Assignment for Wireless Network ( i)

Note:
The VLAN Assignment feature allows the RADIUS server to assign a wireless user into the specific VLAN
based on the credentials supplied by the user. To use the feature, you should create VLAN interfaces first (refer
to 2.3 Create Interfaces for VLAN Assignments (Optional)), and the user-to- VLAN mappings must be already
stored in the RADIUS server database.

3. Enter the IP address of the RADIUS authentication server, the UDP destination port on the authentication
server for authentication requests, and the password (shared secret) that will be used to validate the

communication between network devices (EAPs) and the RADIUS authentication server



Authentication Server IP: 92 . 168 . 0 . 7
Authentication Port: 1812 1-65535)
Authentication Password : tplink

@ Add New Authentication Server

RADIUS Accounting : Enable

4. Save your settings and a new RADIUS profile will be created.

NAME RADIUS SERVER RADIUS PORT YLAN ASSIGNMENT (WIRELESS) ACCOUNTING ENABLED ACTION
Built-in Radius Profile = 1812 @
Radius 1 192 16%.0.7 1842 o &

Showing 1-2 of 2 records 1 51 page Go 1o page

=+ Create New RADIUS Profile

Create New Wireless Network with PPSK with RADIUS

1. Go to Settings > Wireless Networks. Click +Create New Wireless Network.

2. Enter the SSID and choose PPSK with RADIUS for Security. Choose the RADIUS profile created and the
Authentication Type. Enter the NAS ID based on your own needs. This field is optional. Choose the MAC
address format. The default format is “aa:bb:cc:dd:ee:ff”. Other advanced settings can be configured based on

your own needs.

Create New Wireless Network

Network Name (SSID): PPSK with RADIUS

Device Type: [v] EAP Gateway

Band: [v] 24GHz [v] 5GHz 6 GHz (1)
Guest Network - Enable (1)

Security: PPSK with RADIUS (1)
RADIUS Profile : Radius 1

Authentication type: Generic Radius with bound M

NAS ID: Optiona

MAC Address Format: aabb.cc.dd.ee:ff (i)



« Authentication Type Generic Radius with bound MAC: This type needs to specify device MAC addresses.

EKMS: The EKMS (Eleven Key Matching Service) authentication type is used to connect to the
ElevenOS server.

Generic Radius with unbound MAC: This type does not need to specify device MAC addresses.

Note: All authentication types are available on the Omada Controller (version 5.14.20 or above) and the

Omada Pro Controller.

3. Click Apply to save your configuration. The SSID “PPSK with RADIUS” has been created under the WLAN
Group.

SUBT ACCESS

55D NAME SECURITY BAND NETWORK FORTAL FORTAL NAME CONTROL RATE LIMIT VLAN ACTION
RULE

PPSK without po
SK without RADIUS &
PPSK without RADIUS ey ]

PRSK with
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=+ Create New Wireless Network

Note:

1. The Controller will convert the MAC address into the selected format and uses it as the username and
password to request RADIUS access for authentication.

Create Interfaces for VLAN Assignments (Optional)
1. Go to Settings > Wired Networks > LAN and click +Create New LAN.

2. Enter a name for the LAN, choose Interface for the Purpose, and enter the VLAN ID. Enter the IP address and

subnet mask of the default gateway



Create New LAN

Name: VLAN 10
Purpose (®) Interface Gateway Required
VLAN

LAN Interfaces:

VLAN Type: (®) Single
Multiple
VLAN: 10 1090) ()
Gateway/Subnet: 192 . 168 . 10 . 1 | 24 G
Gateway |P 192.168.10.1

MNetwork Broadcast IP  192.168.10.255
Network IP Count 254
Network IP Range 192.168.10.1 - 192.168.10.254
MNetwork Subnet Mask 255.255.255.0
3. Other settings can be kept by default or configured according to your own needs. Click Save to create the
interface. More interfaces can be created through the same process

@ Networks [ S S @

[u] Batch Delete VLAN

NAME PURPOSE SUBNET PORTAL PORTAL NAME ACCESSCONTROLRULE  RATE LIMIT VLAN ACTION

LAN Intertace 19216801724 1 Z

WVLAN 10 Imerace 192.168.10.1/ 24 10 /] I

WLAN 20 Interface 92.168.201/24 20 @ W
Showing 1-3 of 3 records 10 fpage ~  Gotopage:

—+ Create New LAN

Test the Configuration

After completing the PPSK configuration, you can test whether the SSIDs work normally. Follow these steps to test
the PPSK configuration in the SSIDs:

1. Test the SSID “PPSK without RADIUS”.
2. Test the SSID “PPSK with RADIUS”.

Test the SSID “PPSK without RADIUS”

According to the following PPSK profile, test the SSID “PPSK without RADIUS" with these steps



Edit PPSK Profile

Name PPSK Profie 1
() Add 1, Import [ Export

NAME PASSPHRASE MAC ADDRESS VLAN ASSIGNMENT ACTION

Host 123_1plink D0-66-15-04-05-27 AR

Guest 456_tplink A8-FE-90-C3-A1.CO 10

Detaull 789_tplink - 20 #

auto_1 baalacha - |’ ]

aute,_2 050cA302 7

aute_3 873e0aae ' L]
Snowing 1-6 of & records 10/ page G0 1o page

. Connect the mobile phone with the MAC address 00:66:19:8a:06:37 to the SSID “PPSK without RADIUS” by
using the passphrase “123_tplink”. The phone is successfully connected to the wireless network and its IP
address is assigned within the default LAN network (192.168.0.103).

S...'ill..'.
Signal strength

Link speed

Frequency

Encryption type

MALC address

IP address

. Connect the mobile phone with the MAC address a8:fe:9d:c3:a1:c0 to the same SSID by using the passphrase
“456_tplink”. The phone is successfully connected to the wireless network and its IP address is assigned within
the VLAN 10 network (192.168.10.7).



<{ Back PPSK without RADIUS

Private WLAN Address

WLAN Address AB:FE:QD:C3:A1:CO

Using a private address helps reduce tracking of your
IPhone across different WLAN networks.

Limit IP Address Tracking ()

Limit IP address tracking by hiding your IP address
from known trackers in Mail and Safari

IPV4 ADDRESS

Configure IP Automatic

IP Address 192.168.10.7 |
Subnet Mask 266.256.256.0
Router 192.168.10.1

3. Connect the mobile phone with an unknown MAC address to the same SSID by using the passphrase
“789_tplink”. The phone is successfully connected to the wireless network and its IP address is assigned within
the VLAN 20 network (192.168.20.5).

{ Wi-Fi PPSK without RADIUS

Auto-Join O

IPV4 ADDRESS

Configure IP Automatic

IP Address 192.168.20.5
Subnet Mask 255.255.255.0
Router 192.168.20.1

Test the SSID “PPSK with RADIUS”

According to the following RADIUS server settings, test the SSID “PPSK with RADIUS" with these steps:



:19:8a:86:37 Cleartext-Password := "AB:66:19:8a:86:37"
Tumel-Password = 123 _tplink

:37:83:da:99 Cleartext-Password := "dB:a6:37:83:da:99"
Tunnel-Password = 456_tplink,
Tummel-Type = ULAN,
Tummel -Med ium-Type = IEEE-88Z,
Tummel-Private-Group-Id = 18

DEFAULT Auth-Type := Accept
Tummel-Password = 789_tplink,
Tummel-Type = ULAN,
Tummel-Medium-Type = IEEE-88Z,
Tummel-Private-Group-Id = 28

1. Connect the mobile phone with the MAC address 00:66:19:8a:06:37 to the SSID “PPSK with RADIUS” by using

the passphrase “123_tplink”. The phone is successfully connected to the wireless network and its IP address is
assigned within the default LAN network (192.168.0.103).

PPSK with RADIUS

a1t it
Status
Signal strength
Link speed

Frequency

Encryption type

MAC address

IP address

2. Connect the mobile phone with the MAC address d0:a6:37:83:da:99 to the same SSID by using the passphrase

“456_tplink”. The phone is successfully connected to the wireless network and its IP address is assigned within
the VLAN 10 network (192.168.10.8).



PPSK with RADIUS

Forget This Network

Auto-Join o

IPV4 ADDRESS
Configure IP Automatic

IP Address 192.168.10.8
Subnet Mask 255.255.255.0
Router 192.168.10.1

3. Connect the mobile phone with an unknown MAC address to the same SSID by using the passphrase
“789_tplink”. The phone is successfully connected to the wireless network and its IP address is assigned within
the VLAN 20 network (192.168.20.4).



{ WLAN PPSK with RADIUS

automatic updates and background tasks, such as
Photos syncing, are paused.

Private WLAN Address

WLAN Address A8:FE:9D:C3:A1:CO

Using a private address helps reduce tracking of your
iPhone across different WLAN networks.

Limit IP Address Tracking O

Limit IP address tracking by hiding your IP address
from known trackers in Mail and Safari.

IPvV4 ADDRESS

Configure IP Automatic

IP Address 192.168.20.4
Subnet Mask 255.255.255.0
Router 192.168.20.1
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