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Product Information

« Specifications
o Model: VIGI C540 (V2)
o Interface: Wired Camera
« About This Guide
o This User Guide provides information for using and managing the VIGI camera via a web browser. It
explains the functions of the VIGI camera and shows you how to configure them.
« Conventions
o When using this guide, please note the following:
o Features available in VIGI cameras may vary depending on your region, device model, and firmware
version.
o All images, steps, and descriptions in this guide are for example purposes only and may not reflect your

actual experience.

Product Usage Instructions

e Login
o Connect the Camera to the Network
o To connect the camera to the network, follow these steps:
o Ensure that your camera is properly connected to a power source.
o Connect an Ethernet cable from your camera to your router or switch.
o Log In to the Web Interface
o To log in to the web interface, follow these steps:
o Open a web browser on your computer.
o Enter the IP address of your camera in the address bar.

o Enter your username and password when prompted.



o Live View
o To view the live feed from your camera, follow these steps:
o After logging in to the web interface, you will be redirected to the live view page.
o Adjust the camera angle or zoom level as desired.
» View Device Information
o View System Logs
o To view the system logs of your camera, follow these steps:
o From the web interface, navigate to the device information section.
o Select the system logs tab.
o View Device Information
o To view the device information of your camera, follow these steps:
o From the web interface, navigate to the device information section.
o Select the device information tab.
« Change Camera Settings
o To change the settings of your camera, follow these steps:
o From the web interface, navigate to the camera settings section.
o Modify the desired settings, such as resolution, motion detection, or recording mode.
o Save the changes before exiting the settings page.
« PTZ Settings (Only for Pan&Tilt Camera)
o Park Settings
o To configure the park settings of your Pan&Tilt camera, follow these steps:
o From the web interface, navigate to the PTZ settings section.
o Select the park settings tab.
o Adjust the park position and speed as desired.
o Target Track Settings
o To configure the target track settings of your Pan&Tilt camera, follow these steps:
o From the web interface, navigate to the PTZ settings section.
o Select the target track settings tab.
o Enable or disable target tracking and adjust the tracking sensitivity.
« Events
o To manage events on your camera, follow these steps:
o From the web interface, navigate to the events section.
o View and configure event rules, such as motion detection or alarm triggers.
« Recording and Storage
o Recording Schedule
o To set up a recording schedule for your camera, follow these steps:
o From the web interface, navigate to the recording and storage section.
o Select the recording schedule tab.
o Configure the desired recording time slots and storage options.
o Storage Management
o To manage storage on your camera, follow these steps:
o From the web interface, navigate to the recording and storage section.
o Select the storage management tab.



o View and manage the available storage options, such as local storage or cloud storage.

Network Management
o To manage the network settings of your camera, follow these steps:
o From the web interface, navigate to the network management section.
o Configure network settings, such as IP address, DNS, or port forwarding.

Cloud Service

o To set up and manage cloud services for your camera, follow these steps:
o From the web interface, navigate to the cloud service section.
o Follow the on-screen instructions to sign up for a cloud service account.
o Configure cloud storage and other cloud-related settings as desired.
« System Settings
o To configure the system settings of your camera, follow these steps:
o From the web interface, navigate to the system settings section.
o Adjust system settings, such as language, time zone, or firmware updates.
- FAQ
o Q: Why do features vary in VIGI cameras?
o A: Features may vary depending on your region, device model, and firmware version.
o Q: Are the images and descriptions in this guide applicable to my camera?
o A: The images, steps, and descriptions in this guide are for example purposes only and may not reflect

your experience.

About This Guide

This User Guide provides information for using and managing a VIGI camera via a web browser. It explains the
functions of the VIGI camera and shows you how to configure them.
Conventions When using this guide, notice that:

Features available in VIGI cameras may vary due to your region, device model, and firmware version. All

images, steps, and descriptions in this guide are only examples and may not reflect your experience.

« The information in this document is subject to change without notice.

o Every effort has been made in the preparation of this document to ensure the accuracy of the contents, but all
statements, information, and recommendations in this document do not constitute a warranty of any kind,
express or implied.

o Users must take full responsibility for their application of any products.

» This guide uses specific formats to highlight special messages. The following table lists the conventions that

are used throughout this guide.

More Information

« For technical support, the latest version of the User Guide, and other information, please visit https:/www.tp-
link.com/support.
« The Quick Installation Guide can be found where you find this guide or inside the package of the product.

« To ask questions, find answers, and communicate with TP-Link users or engineers, please visit

https:/community.tp-link.com. to join TP-Link Community.


https://www.tp-link.com/support
https://community.tp-link.com

Login
This chapter guides you on how to log in to the web Ul of the VIGI camera:

« Connect the Camera to the Network

« Log In to the Web Interface

After the cameras are added to the network, multiple methods are provided for you to monitor and manage
cameras. You can manage and monitor the cameras remotely via the VIGI app or VIGI Security Manager, and
you can also directly monitor and manage your camera via a web browser. Check the support page of the product
for more manuals at www.tp-link.com.

Connect the Camera to the Network
The camera works with an NVR for easier batch access and management. You can add cameras to the network
via an NVR.

1. Connect your cameras to the same network as your NVR (as shown below).
2. Power on your cameras.
3. Follow the NVR manual to add and activate your cameras.
« Note: You can follow the Quick Start Guide included in the package to mount and add cameras to your
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NVR Metwork Device

Monitor le.g. Router, Switch)
VIGI Metwork Camera

network.

Log In to the Web Interface
With an intuitive user interface, it is easy to configure and manage the camera via a web browser. Follow the steps
below to log in to the web Ul of the camera for the first time.

1. Find the camera’s IP address on your router’s client page.
2. On your local computer, open a web browser and enter https://camera’s IP address ( https://192.168.0.60 by
default).

3. Select your Country/Region and Time Zone.



http://www.tp-link.com
https://192.168.0.60
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4. Set a password to activate the camera. Click Finish.

Initialize IPC.

Please el a password lo activate the IPC and enter the email for
passward recovery

User Hame admin
FPasswaord
Confirm Pazsward

Email wivi luoi@np-link com

Now, you can log in to the camera using the password set here.
Note:

1. For future logins, use the default username admin and the password you set for this camera.

2. If you forgot the password, click Forgot password? and follow the web instructions to reset the password.

Live View

You can monitor the camera in real time and respond to abnormal conditions with quick operations, such as
zooming in the image, capturing screenshots.

1. Find the camera’s IP address on your router’s client page.
2. On your local computer, open a web browser and enter https://camera’s IP address ( https://192.168.0.60 by
default).
3. Log in with default user name admin and the password you set for this camera.
4. You can view the live video on the Preview page.
« Note: Here we use the page for VIGI C540 Outdoor Full-Color PT Network Camera.


https://192.168.0.60

..'.‘I tpdink | VIGI

SuEETAn -

fx

L)
(4]

PTZ Soeed

&

Fatrsl Sear

View Device Information
This chapter introduces how to check the system logs and view your device information on the web UI.
This chapter contains the following sections:

« View System Logs

Click the corresponding buttons to change the image proportion.

Click to change the stream type.
Click to capture screenshots.

Click to zoom infout the live image.

(Only for certain cameras) Click to trigger the sound alarm. It will last
about 10 seconds.

(Only for certain cameras) Click to adjust the volume of the speaker.

Click to change to full screen.

(Only for the camera with Pan&Tilt) Click the arrow to adjust the PTZ
direction.

(Only for the camera with Pan&Tilt) Drag to adjust the PTZ rotation
speed.

Only for the camera with Pan&Tilt

G Click to reset the PTZ position.

@ Click to start 3D positioning.

& Click to start quick patrol.

B Click to start quick park.

(Only for the camera with Pan&Tilt) Click Preset to set the preset PTZ
position; click Patrol Scan to set or edit the patrol path.



« View Device Information

View System Logs
The camera uses logs to record, classify, and manage the messages of the system and devices. You can search,
view, and export the logs. Follow the steps below to search and export the logs.

1. Go to Information > System Log > System Log.

2. Specify the time range and log types and click Search. The filtered logs appear in the table.

System Log
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Clear Logs Expar Logs J 1ME 1 Ga

Start/End Time Specify a time range to filter the logs based on the recording time.

Log Type Select a type from the drop-down list to filter the logs.
All: All types of logs.

Alarm: Alarms triggered by events, such as tampering, line crossing,
and area intrusion.

Exception: Abnormal events that may influence camera’s functions,
such as video signal lost and errors of hard drive.

Operation: Operations that take place on the camera, such as login
and upgrade.

Information: Informational messages, such as local device
information.

Clear Logs Click to clear all logs.

ExportLogs Click to export logs to your local computer.

View Device Information

« You can view the basic information about the camera, including device model, firmware version, network
information, stream information, and device QR code.

« Go to Information > Device Information > Device Information to view the details.
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Change Camera Settings

This chapter introduces how to change the camera display settings and camera streams settings. It contains the
following sections:

o Camera Display Settings

« Camera Stream Settings

Camera Display Settings

You can change the camera display settings according to your needs.
Configure Image Settings

Follow the steps below to configure image settings.

1. Go to Settings > Camera > Display > Image.

2. Configure the following parameters.



Mirror

Rotation

Day/Night
Switch

Brightness

A

Select a mirror mode. When you select Off, the image displays normally.

Select a rotation angle. When you select Off, the image displays normally.

Select a method to switch the image settings of day and night.
Off: The camera applies the same image settings in a day.

Auto: The camera switches the image mode of day and night automatically
based on the light intensity.

Scheduled: The camera switches the image mode of day and night at
specified time. If you select this method, adjust the slide bar to specify the
switch time.

Adjust the brightness of image. The image gets brighter when the value
increases.



Contrast

Saturation

Sharpness

Exposure

IHuminator

Sensitivity

Delayed
Switch

Prevent
overexposure
to infrared
light

Adjust the contrast of image. The image contrast gets stronger when the
value increasaes.

Adjust the saturation of image. The color of image gets richer when the value
increases.

Adjust the sharpness of image. The image gets sharper when the value
increases.

Select a exposure mode.

Auto: The camera adjusts the exposure automatically. If you select Auto,
specify the exposure scale. The image gets brighter when the scale
increases.

Manual: The image exposure is fixed. If you select Manual, adjust the slide bar
of Gain to specify the exposure gain, and select a shutter speed. The image
gets brighter when the gain increases or the shutter speed gets slower.

Select a mode to decide the usage of infrared light. The available options
vary due to the mode you select in Day/Night Switch.

Auto: The camera enables the infrared light automatically when it detects
the environment turns dark, and disables when the environment is bright
enough.

Scheduled On/Off: Specify the time to enable and disable infrared light.

Always On/Off: The camera enables/disables the infrared light all the time.

Specify Sensitivity to decide the light intensity that can trigger the switch of
infrared light. The infrared light is easier to be triggered when the sensitivity
decreases.

Decide how long the camera waits to enable or disable the infrared light
when the environment reaches the light condition.

Select standard mode or enhanced mode or manually adjust the
brightness of image.

Standard Mode: In this mode, the brightness of the infrared light will be
automatically adjusted to prevent overexposure, but the exposure method
will not be changed. When the brightness of the screen becomes higher,
the infrared light will become brighter.

Enhanced Mode: In this mode, the exposure mode will be optimized. The
brightness of the fill light is generally lower in priority, because reducing the
brightness will lead to a decrease in the brightness of the picture, the Gain
value will introduce noise, and denoising will cause blur. Therefore, using
this mode will change the exposure mode and bright areas are darkened
and dark areas are brightened

Manual: Manually adjust the brightness of image. The image gets brighter
when the value increases.



WDR WDR (Wide Dynamic Range) canimprove the image effects in backlit scenes.
If you select On, the camera balances the light of the brightest and darkest
areas automatically.

BLC Area BLC (Backlight Compensation) can clear the dark area of the video. Select
a position and the camera adjusts the exposure based on the light intensity
inthe area.

HLC HLC (Highlight compensation) can compensate for brighter parts of your
image, maintaining detail in brighter parts of the image that would otherwise
be blown out.

White Balance Select a mode and the camera will adjust the color temperature to display
the image approximated to the realistic vision effects.

Auto: The camera adjusts the color temperature automatically.

Daylight/Natural Light/iIncandescent/Warm Light- The camera adjusts the
color temperature to remove the color casts caused by the corresponding
light.

Current: The camera keeps the current color settings all the time.

Custom: Adjust the slide bar to configure the color temperature, and the
camera keeps the settings all the time.

Power Line :
Frequency Set the power line frequency.
Restore Click to restore to factory default settings.

- some models, you can edit the Fill Light Settings.
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Lighting Mode Select the fill light mode which affects the anti-overexposure strategy and
image.
Infrared Lighting: The image is black and white.

Full-color Motion Detection: When motion detection is detected, it will turm
from black and white to full-color and the white light will be turned on at the
same time. It includes three modes, standard, soft, and custom.

White Light lllumination: The image is full-color and the white light will be

turned on at the same time. it includes three modes, standard, soft, and
custom.

Configure OSD Settings
You can configure OSD (On Screen Display) to edit the information displayed in Live View and recordings. Follow
the steps below to configure OSD settings.

1. Go to Settings > Camera > Display > OSD.
2. Configure the following parameters, and click Save to save your settings.
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Date Check to display the date on the image

Week Check to display the week on the image.

Channel Name Check to display the channel name on the image.

You can also check Custom and specify a text to display.

Display Effect 5ot the display effect of the image.

Font Size Set the font size.

Font Color Set the font color.

Restore Click to restore to factory default settings.

Configure Privacy Mask
With Privacy Mask, you can set privacy area in the image. The area cannot be recorded and monitored. Follow the
steps below to configure Privacy Mask.

1. Go to Settings > Camera > Display > Privacy Mask.
2. Enable Privacy Mask. Draw the privacy areas on the preview screen (the blue squares in the picture below).
Use the mouse to adjust the size and location of areas. To remove a certain privacy area, select it and click

Delete. To remove all privacy areas, click Clear. Click Save to finish the configuration.

i [t Privacy Wask
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Camera Stream Settings

« In Stream Settings, you can configure video stream levels, change the audio output settings and ROI (Region
of interest) level.



« Video stream levels decide the video quality in Live View and recording, and you can adjust the video quality of

certain area by specifying the ROI level.

Configure Video Settings
Follow the steps below to configure video settings.

1. Go to Settings > Camera > Stream > Video.
2. Configure the following parameters, and click Save to save your settings.

Viden Ao R
Stream Type Main Siream
Vidao Encoding H2GE
Fesolution 25E0"1440 ”
Video Frame Rate 25 w
Bit Rate Type VER w
mage Cuality _—
Lo Mesdium High

Smart Coding - On
Wz Eit Rate 1536

Restore

Stream Type Two stream types are supported, main stream and substream. You can
decide which stream is applied based on network bandwidth and device
performance.

Video Encoding Select the encoding type of the stream. Compared with H.264, H265 is

improved in reducing the file size and saving the bandwidth.

Resolution Specify the resolution of the video stream. The screen displays images
more clearly when the resolution increases.

Video Frame Rate Specify the frame rate of videos. The video is more fluent when the rate
increases.

Bite Rate Type Select a type of bit rate.
VBR: The bit rate changes with the image within Maximum Bit Rate.
CBR: The bit rate is Maximum Bit Rate all the time.

Image Quality When VBR selected as the bit rate type, set the video quality as high,
medium, or low.

Smart Coding Enable Smart Coding to improve compression performance.

Max Bit Rate When VER selected as the bit rate type, specify the upper limit of bit
rate.

When CBR selected as the bit rate type, specify the bit rate.

Restore Click to restore to factory default settings.

Configure Audio Settings (only for some models)
Follow the steps below to configure video settings.

1. Go to Settings > Camera > Stream > Audio.

2. Configure the following parameters, and click Save to save your settings.



Configure ROI

In RO, you can configure the interest level of a specified area in each channel. The level 1-6 is ranked from low

Mute

Output Volume
System Volume
Audio Coding
Audio Input
Input Volume
MNoise Filtering

Audio Switch

Restore

Wil Audio RO

yatarm Volurms m
e[ I emings

Audio Cading GT11Ada

nput Wicln

npul Volume a0
isa | ing - On

Audio Switch — 1
Resiore

Togagle to mute the speaker of the camera.

Adjust the volume of the speaker.
Adjust the volume of the sound alarm.
Select the encoding type of the audio.
Select audio input device.

Adjust the volume of the microphone.

Enable noise filtering to remove the noise from the video.

Turn on of the microphone.

Click to restore to factory default settings.

to high. The higher the ROI level, the better image quality.

1. Go to Settings > Camera > Stream > ROI.

2. Select the stream type and enable ROI. Draw an area on the preview screen (the blue square in the picture

below). Use the mouse to adjust the size and location of areas. Specify the ROI level and click Save.




PTZ Settings (Only for Pan&Tilt Camera)
This chapter introduces how to change the PTZ settings. It contains the following sections:

o Park Settings
« Target Track Settings

Park Settings
When Park is enabled, the camera will perform the preset position, path, or pattern automatically if there is no
operations in specified time. Follow the steps below to enable Park.

1. Go to Settings > PTZ > Park.

Pare

2. Enable Park, select a mode and a preset, and enter the park time.

Park Time When there is no operations during this time, the camera will perform the
preset.

Park Mode Select a mode to decide what kind of preset the camera will perform.

Park Mode ID Select a preset from the drop-down list. The presets in the list vary based on

the selected park mode.

Target Track Settings
When Target Track is enabled, you can set the smart detection, then the camera will track the specific target type.

1. Go to Settings > PTZ > Target Track.



Target Track

Smart De b Hurnan Detaction

2. Enable Target Track, select the specific target type.

Events

This chapter guides you on how to configure the event settings and alarm actions when your cameras detect
different types of events. VIGI camera monitors the user-defined areas and you’ll be automatically alerted to any
suspicious activity in your home and office. This chapter includes the following sections:

« Motion Detection

o Camera Tampering

« Line Crossing Detection

« Intrusion Detection

« Region Entering Detection

« Region Exiting Detection

« Object Abandoned/Removal Detection
« Vehicle Detection

« Human Detection

« Light Alarm (Only for some models)

« Sound Alarm (Only for some models)

« Exception Event

Motion Detection

Motion detection allows cameras to detect the moving objects in the monitored area and triggers alarm actions.
You can customize the motion detection settings, select the triggered actions and set the alarm schedule for
cameras. Follow the steps below to finish the configuration.

1. Go to Settings > Event > Basic Event > Motion Detection.
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2. Enable Motion Detection.
3. Draw rectangles for motion detection on the preview screen. The whole region is selected by default. Then
configure the motion detection settings.

+ Note: The maximum number of customized areas is 4.

- Adjust the value of sensitivity. A higher value can trigger alarm actions

Sensitivity more easily.

Object Width Filter Set the minimum and maximum object width to filter the cormesponding
events.

Setthe minimum and maximum object height to filter the comesponding

Object Height Fitter . .

Select the detection type. It can be configured only for the cameras

Smart Detection which support human detection and vehicle detection.

Smart Detection Select the detection type. It can be configured only for the cameras
Confidence which support human detection and vehicle detection.

4. Set the processing mode. Note that the process mode options vary by model.
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5. Click Save to save the settings.

Camera Tampering

Camera tampering triggers alarm actions when an area of camera’s lens is purposely blocked, obstructed or
vandalized. You can customize the video tampering settings, select the triggered actions and set the alarm
schedule for cameras. Follow the steps below to finish the configuration.

1. Go to Settings > Event > Basic Event > Camera Tampering.

Iekztian Diatuctcs Carsara Tarmgarng

2. Enable Camera Tampering.



3. Set the sensitivity of video tampering. A higher value can trigger the alarm actions more easily.

4. Set the processing mode. Note that the process mode options vary by model.

5. Click Save to save the settings.

Line Crossing Detection

Line crossing detection triggers alarm actions when cameras detect that moving objects cross a customized
virtual line. You can customize the line-crossing detection settings, select the triggered actions, and set the alarm
schedule. Follow the steps below to finish the configuration.

1. Go to Settings > Event > Smart Event, and select Line Crossing Detection from the drop-down list.
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2. Draw lines on the preview screen. Select the line and configure settings of line crossing detection.
« Note: The maximum number of customized lines is 4. You need to configure settings for each line.

Set the sensitivity of line crossing detection. A higher value can trigger

Sensitivity alarm actions more easily.
A->B: Only the object crossing the configured line from the A side to
the B side can be detected.
Line Crossing B-=A: Only the object crossing the configured line from the B side to
Direction the A side can be detected.

A=->B: The object goes across the configured line with both directions
can be detected.

Object Width Filter Set the minimum and maximum object width to filter the corresponding
events.

Object Height Filter Setthe minimum and maximum object height to filter the corresponding
events.

Select the detection type. it can be configured only for the cameras

Smart Detection which support human detection and vehicle detection.

3. Set the arming schedule.



Line coauming cessstion wi i be aasied aniy Euring F 1aecta pericdn

T B W

A BT B R TN T UWR W maa e
o AHNEIEIEEEEEEEEEEEEEEEEE
~=  [[HIEIIESEEEEEEEEEEEEEEEER

4. Set the processing mode. Note th

R L ree——

B Push rcticakiers Tha &

Shnd M T

Light Alarn Thalight:ca e camam wil ks whes ax everi = duecied

5. Click Save to save the settings.
Intrusion Detection
« Intrusion detection triggers alarm actions when cameras detect an intrusion in the specified areas.

« You can customize the intrusion detection settings, select the triggered actions and set the alarm schedule.

« Follow the steps below to finish the configuration.

1. Go to Settings > Event > Smart Event, select Intrusion Detection from the drop-down list.
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2. Draw intrusion areas on the preview screen. Select the area and configure the settings.

« Note: The maximum number of customized areas is 4. You need to configure settings for each area.

I Set the sensitivity of intrusion detection. A higher value can trigger

Sensitivity alarm actions more easily.

Percentage Set the percentage of intrusion detection. When an object takes up the

g specific percentage of the area, the alarm actions will be triggered.

Intrusion Time Set the intrusion time. When an object intrudes this area for specific
time, the alarm actions will be triggered.

Object Width Filter Set the minimum and maximum object width to filter the corresponding
avents.

Object Height Filter Set the minimum and maximum object height to filter the corresponding
events.

Select the detection type. It can be configured only for the cameras

Smart Detection which support human detection and vehicle detection.



3. Set the arming schedule.
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4. Set the processing mode. Note that the process mode options vary by model.
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5. Click Save to save the settings.

Region Entering Detection
Region entering detection triggers alarm actions when cameras detect moving objects enter the specified regions.

You can customize the region settings, select the triggered actions and set the alarm schedule. Follow the steps
below to finish the configuration.

1. Go to Settings > Event > Smart Event. Select Region Entering Detection from the drop-down list.
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2. Enable Region Entering Detection.
3. Draw rectangles for area entrance detection on the preview screen.

« Note: The maximum number of customized areas is 4. You need to configure settings for each area.

- Adjust the value of sensitivity. A higher value can trigger alarm actions
Sensitivity more easily.
Object Width Filter gs;:r;: minimum and maximum object width to filter the corresponding

Object Height Filter gs;r:r;:mlnlmum and maximum object height to filter the corresponding

Select the detection type. It can be configured only for the cameras

Smart Detection which support human detection and vehicle detection.

4. Set the arming schedule.
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5. Set the processing mode. Note that the process mode options vary by model.

Procassing mode Hide

Record The device will start recording when an eveni & delecied.
Push notifications  The device will send a message to the TP-Lmk V03I app when an event is detected.
__| SoundAlarm The alarm on the camara will be triggerad when an event is detected

Light Alamm The light on the camera will flash when an event is detected

6. Click Save to save the settings.
Region Exiting Detection
Region exiting detection triggers alarm actions when cameras detect moving objects exit the specified regions.

You can customize the region settings, select the triggered actions and set the alarm schedule. Follow the steps
below to finish the configuration.

1. Go to Settings > Event > Smart Event, select Region Exiting Detection from the drop-down list.

Ragion Exiting Detection - = | On

Area 1 - = Delele E 7 Fresel]
Ares 1
Sensitivity — 50
Objact Widih Filter Kin. o %.avanis triggered by narrower object will be filtered

Ma< | 100 % avenis liggered by wider object will be filkared.
Object Height Filter Min. 0 % avanis liggersd by shorter object will be filterad.

Ma< | 100 % avanis Uiggersd by higher objact will ba filtarad.

Smart Detection Huran Defection Vehicle Detection
An event will be triggered only when a specific object enters the arza

2. Enable Region Exiting Detection.
3. Draw rectangles for area exiting detection on the preview screen.
« Note: The maximum number of customized areas is 4. You need to configure settings for each area.



Sensitivity Adjust tht_a' value of sensitivity. A higher value can trigger alarm actions
more easily.

Object Width Filter Set the minimum and maximum object width to filter the corresponding
events.

Object Height Filter Setthe minimum and maximum object height to filter the corresponding
events.

Smart Detection Sellect the detection type. It.can be cor.1f|gured or?ly for the cameras

which support human detection and vehicle detection.

4. Set the arming schedule.

Arming Schedule Hida =

Intrusicn datection will be enabled anly during the specific pericds i Clear schedules

2 3 4 5 & 7 8 9 10 11 12 43 14 15 16 17 18 19 20 21 22 23 M
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5. Set the processing mode. Note that the process mode options vary by model.

Processing mode Hide =

Record The device will start recording when an event & debecied.
Push notifications The device will send a message to the TP-Lnk W2 app when an event is detected.

__| SoundAlarm The alarm on the camara will be triggarad when an event is detected.

Light Alamn The light on the camera will flash when an event iz detactad.

6. Click Save to save the settings.

Object Abandoned/Removal Detection

Object abandoned/removal detection triggers alarm actions when cameras detect objects are left behind or taken
away in the specified areas. You can customize the area settings, select the triggered actions and set the alarm
schedule. Follow the steps below to finish the configuration.

1. Go to Settings > Event > Smart Event, select Object Abandoned/Removal Detection from the drop-down list.



Area 1

Area 1

Sansiiiviy

Detection Type

Delay Time

Object VWidth Fiter

Object Heighl Filter

Object AbandonadiRenoval . - On

< Delets 7 Preset?

Abandon and Takan -

5 Seconds (5 - 20)

Min Q Fo,evenis triggered by narmower abject will be filtered.

Max. 100 | % evens tiggered by wider objact will be filarad

Rin L} Yo.evanis iggered by shorlar abject will be filtered.

Max. 100 | % events iggered by higher object will ba filkarad.

2. Enable Object Abandoned/Removal Detection.

3. Draw rectangles for area exiting detection on the preview screen.

« Note: The maximum number of customized areas is 4. You need to configure settings for each area.

Sensitivity

Detection Type

Delay Time

Object Width Filter

Object Height Filter

4. Set the arming schedule.

Adjust the value of sensitivity. A higher value can trigger alarm actions
more easily.

Select the detection type.
Sethow long the objectis left behind or taken away to trigger the event.

Set the minimum and maximum object width to filter the corresponding
events.

Set the minimum and maximum object height to filter the corresponding
events.



Arming Schedule Hida =

Intrusian detection will be anabled anly during the specific perieds T Clear schodules
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5. Set the processing mode. Note that the process mode options vary by model.

Processing mode Hide =

Fecord The device will start recording when an event = delected.
Push notifications  The davice will send a message to the TF-Lmk WI0I app when an event is detected.

__| SoundAlarm The alarm on the camara will be triggerad when an event is detected.

Light Alama The light on the camera will flash when an event i= detacted.

6. Click Save to save the settings.

Vehicle Detection
Vehicle detection triggers alarm actions when cameras detect vehicles are moving in the specified areas. You can
customize the area settings, select the triggered actions and set the alarm schedule. Follow the steps below to

finish the configuration.

1. Go to Settings > Event > Smart Event, select Vehicle Detection from the drop-down list.

Vehide Detection - - | On

i Clear < Delets

Area Settings

Sansitivity — 50

2. Enable Vehicle Detection.
3. Adjust the value of sensitivity. A higher value can trigger alarm actions more easily.

4. Set the arming schedule.
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5. Set the processing mode. Note that the process mode options vary by model.

Procassing mode Hide =

Record The device will start recording when an event & debecied.
Push notifications The device will send a message to the TP-Lnk W2 app when an event is detected.
__| SoundAlarm The alarm on the camara will be triggarad when an event is detected.

Light Alamn The light on the camera will flash when an event iz detactad.

6. Click Save to save the settings.

Human Detection

Human detection triggers alarm actions when cameras detect persons are moving in the specified areas. You can
customize the area settings, select the triggered actions and set the alarm schedule. Follow the steps below to
finish the configuration.

1. Go to Settings > Event > Smart Event, select Human Detection from the drop-down list.

Vehide Detection - - ) On

it Clear « Delet=

Area Settings

Sansitivity — 50

2. Enable Human Detection.
3. Adjust the value of sensitivity. A higher value can trigger alarm actions more easily.

4. Set the arming schedule.
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5. Set the processing mode. Note that the process mode options vary by model.

Procassing mode Hide =

Record The device will start recording when an event & debecied.
Push notifications The device will send a message to the TP-Lnk W2 app when an event is detected.
__| SoundAlarm The alarm on the camara will be triggarad when an event is detected.

Light Alamn The light on the camera will flash when an event iz detactad.

6. Click Save to save the settings.

Light Alarm (Only for some models)
Enable Light Alarm, then the light on the camera will flash when an event is detected. Go to Settings > Event >
Alarm Device > Light Alarm. Enable Light Alarm, then schedule when the light alarm will be triggered.

Light Alarm Sound Alarm
Light Alarm - On
Armming Schedile Hide =
Light alarm will be trigoered only durng speciic perods. [ Clear schedules

3 4 5 &8 7 & B 10 M 12 13 14 15 16 1T 18 19 20 21 22 23 24
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Sound Alarm (Only for some models)

Enable Sound Alarm, then the alarm on the camera will be triggered when an event is detected. Go to Settings >
Event > Alarm Device > Sound Alarm. Enable Sound Alarm, select the Alarm Type, then schedule when the
sound alarm will be triggered.



Lignt Alanm Sound Alarm

Sound Alarm - | On

Sound Typa Alarm Tone -

Arming Schedule

Sound alarm will b2 riggered only during specfic period. @ Clear achedules
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Exception Event
Set the maximum login attempts to protect the security of your camera. The camera will be locked for 30 minutes if
you enter the wrong password more than the specified attempts. Follow the steps below to finish the configuration.

1. Go to Settings > Event > Exception Event.

Arcess Exception

Login Ermor Deteclicn - on

Mazx Login Aftempts 10 Timas (3-10)

2. Enable Login Error Detection to limit the login attempts:

3. Set the maximum login attempts. The number should be between 3 and 10
4. Click Save to save the settings.

« Note: To unlock the camera and try to log in again, power the camera off then power it on.

Recording and Storage

This chapter guides you on how to view and configure recording and storage settings on your camera. VIGI
camera allows you to set your own recording schedules and parameters. This chapter includes the following
sections:

« Recording Schedule

« Storage Management

Recording Schedule

Recording schedule section provides convenience and flexibility for the daily monitoring of your camera. You can
customize the recording schedules. You can set different schedules for each day. In Advanced Settings page, you
can set the pre-recording time and delay time for recording.



1. Go to Settings > Storage > Recording Schedule.

Reconding Schedule

Recording Scheduls - On

@ Continuous Recording C Motizn Detaction T Clear schedules
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Monday

Tussday

Friclay

Advanced Sethngs

Fre-recording Time

Seconds (The aclual pre-recerding fime is slightly adjusted with the bit rata)

Dalay Tima

Cancel

10 Seconds (0-60D)

2. Enable Recording Schedule,

Continuous
Recording

Motion Detection

Pre-recording Time

Delay Time

select continuous recording or motion detection, then select the time.

The camera will record continuously.

The camera will record when motion is detected.

The time is set for cameras to record before the scheduled time or
event. For example, the schedule for continuous recording starts at
10:00. If you set the pre-recording time as 5 seconds, the camera starts
to record at 9:59:55.

The time is set for cameras to record after the scheduled time or event.
For example, if you set the post-record time as 5 seconds, it records till
11:00:05 as motion detection ends at 11:00.

3. Click Save to save the settings.

Storage Management

In Storage Management, you can view the parameters and configure the properties and disk group of SD card.
You can also enable the camera to overwrite the earlier recording files when the SD card is full.

1. Go to Settings > Storage > Storage Management.



2. You can view the details of the storage. If the SD card is not initialized, click Format to format the SD card.

3. Determine if you want to enable the camera to overwrite the earlier recording files when the SD card is full.

HOD Management

Local Raad-only

Capacity/Remaining

116 J0GEM.00GE

Slalus

Uninitial...

4. Click Save to save the settings.

Network Management

With proper network configurations, you can connect your camera to the internet, build up mapping between
internal and external ports. This chapter contains the following sections:

Configure Ports

Configure Multicast

Configure Network Connection

Configure Port Forwarding

Configure IP Restriction

Configure Network Connection

In Connection, you can view the connection status and configure the camera to obtain a dynamic or static IP

address. Follow the steps below to configure the network settings.

1. Go to Settings > Network Settings > Connect.




Irtemnet Cannection

Status: Connactad

Basic Settings

Modo Static IP

IF Address 192 168.0.60

Subnat Mack 255 255,266 .0

Gateway 1592.168.01

Prefermed DNS 192.168.31.1

Alfternative DNS 0000

Advanced Settings

MTU 14a0
Adaplive IP = Ol
(==
Status Displays the current internet status.
Mode Configure the camera to obtain a dynamic or static IP address.
IP Address Specify an IP address for the camera. The IP address should be in

the same segment as the gateway; otherwise, the camera cannot
connect to the internet.

Subnet Mask Enter the subnet mask.

Gateway Enter the IP address of the gateway device to which the data
packets will be sent. This IP address should be in the same
segment as the camera's IP address.

Preferred/ Enter the IP address of the DNS server.
Alternative DNS



MTU Specify MTU (Maximum Transmission Unit) to decide the largest
size of data unit that can be transmitted in the network. A larger
unit can improve the efficiency with more data in each packets,
but it may increase the network delay because it needs more
time to transmit. Therefore, if you have no special needs, it is
recommended to keep the default value.

Adaptive IP Enable this option if you want to set the camera's IP to change
according to the network topology.

« Note: The cameras should be in the same segment with the NVR, so that the NVR can discover and
manage them.

2. Click Save to save your settings.

Configure Ports

In Port, you can configure the HTTPS port and service port of NVR that can be used to access the NVR through
the network. When managing and monitoring the devices via VIGI Security Manager or the VIGI app, the ports
configured here are used for communications of corresponding protocols. Go to Settings > Network Settings >
Port. Specify HTTPS port and service port. Click Save.

HTTPS 443

RTSP hh4

Video Semvice 2200

Rastore
HTTPS Specify a port for HTTPS protocol.
RTSP Specify a port for RTSP protocol.
Video Service Specify a port for protocols of video services

Configure Port Forwarding

Port Forwarding is used to establish the mapping between the internal port and external port. When Port
Forwarding is enabled, you can access the device and watch the videos when accessing the external port
remotely.

Note: The cameras should be connected to the internet, and Port Forwarding should be enabled on the gateway.
Follow the steps below to configure Port Forwarding.

1. Go to Settings > Network Settings > Port Forwarding.
2. Enable Port Forwarding and specify a mapping type. If you select Auto as the mapping type, the mappings are

established automatically. If you select Manual as the mapping type, click Edit to specify the external port.



Port Forwarding

Fort Forwarding

Magpping Type Manual

HTTPS 443 192.168.0.50 Dicabled

192 162.0.50 Dizabled

Widso Service 8800 192.168.0.60 Dizahled

Reslors

Port Type
Internal Port
External Port
Internal IP
Status
Restore

3. Click Save.

With Port Forwarding enabled, you can remotely watch the videos with the URL rtsp://A.B.C.D:Port/ streamN, for
example, rtsp://10.0.1.47:28736/stream1. A.B.C.D is the WAN IP address of the gateway, and Port is the number
of RTSP external port. N can be number 1 or 2 that indicates the stream, 1 for main stream and 2 for substream.

Configure IP Restriction
When IP Restriction is enabled,

can access the camera. Follow

Displays the protocol type.

Displays the port of the NVR to be converted.

Displays the external port opened by the gateway.

Displays the IP address of the NVR that needs to be converted.
Displays the status of mapping.

Click to restore the settings to default factory settings.

you can add IP addresses to the deny list or allow list to restrict the access to the
camera. The IP address in the deny list cannot access the camera, while only the IP addresses in the allow list

the steps below to configure IP Restriction.

1. Go to Settings > Network Settings > IP Restriction.

2. Enable IP Restriction and specify the restriction rule. If you select Deny List, the devices with the IP addresses

specified in the table will not

be able to access the camera. If you select Allow List, only the devices with the IP

addresses specified in the table can access the camera.

IP Restriction

Reshrictior

Restriction Rul

Rezstare

Cescaphon

- on

e ) Deny List - Blodk the IP addresses on th

Allpw Lt - Allow only the |F addresses on the list

Add

3. Click Add to add the desired

IP address, give a description to identify this IP address, then click Save.



Cance

4. Click Save to save your settings.

Configure Multicast

When Multicast is enabled, you can watch videos using the multicast address and port. Follow the steps below to
configure Multicast.

1. Go to Settings > Network Settings > Multicast.Select the stream type, then enable Multicast. For the multicast
address and port, you can disable

2. Random IP Port and specify a static address and port, or enable it and use a random one. Click Save.

Multicast

Shream Typ= Mamn Sir=am

Mulicast Addrecs (224.0.1.0~230_ 255 2hh 365
Multicast Port {(1025-85535
Random IP P (v

Restore

After Multicast enabled, you can watch the video with the URL rtsp://A:B:C: D/multicastStreamN, for example,
rtsp://192.168.0.3/multicastStream1. A.B.C.D is the IP address of the camera, and N can be number 1 or 2 that
indicates the stream, 1 for main stream and 2 for substream.

Cloud Service

After connecting your camera to the internet, you can manage it remotely via Cloud Services. The camera
supports remote management with the support of TP-Link Cloud Services. With a TP-Link ID bound, you can
remotely monitor your areas on multiple platforms, including computers and mobile phones. Follow the steps
below to bind your TP-Link ID to the camera and download the VIGI Security Manager or VIGI app.

1. Go to Settings > Cloud Service.

2. Click Go to Bind. Enter your TP-Link ID and password and click Bind. If you do not have a TP-Link ID, click Sign
Up to register.



Cloud Semvice

TP-Link ID

This device is not bound

a3 TP < 1D 1 remckely v e Camsre

Scan the QR code in
tha app to view th

videno at any time

3. After binding your TP-Link ID, download VIGI Security Manager on the computer from the Download Center,
or download the VIGI app on your mobile phone by scanning the QR code below. Log in with your TP-Link ID.

Then you can monitor the live view and manage the camera remotely on your computer or mobile phone.

4. If you want to unbind the TP-link ID, click Unbind on the same page and follow the web instructions to unbind

the camera.

System Settings

This chapter guides you to configure the basic and advanced settings of your camera, export and import settings.
You can create and modify administrator accounts based on your needs. This chapter includes the following
sections:

Configure Basic Settings
o Modify System Time
» Manage User Accounts

« System Management

Upgrade Firmware

» Reboot Device Regularly

Configure Basic Settings
To configure the settings for your camera, go to Settings > System Settings > Basic Settings. You can view and
change the name of your camera, turn on or off the status LED (only for some models).


https://www.tp-link.com/support/download/

Basic Seftings

VIGI C540-W 2.0

Modify System Time

VIGI camera provides two methods to modify the system time. NTP (Network Time Protocol) can automatically get
the system time from the internet, or you can manually set the system time. You can also select the time zone
according to your region, and configure the DST settings. To configure these settings, go to Settings > System

Settings > Date.

Date
Time {UTC-00-00) Dublin, Edinkurgh, Lisbon, Lond
o Tima 2023-02-08 09:31:33
Time Settings Manual
st Time 2023-02-08
g 1
tart Time Bl Rst Sun 1-00
Er ct Last Sur 2:00
T Bia 50 mins

Manage User Accounts

You can modify the default user account (admin) based on your needs. The Administrator user name is admin and
the password is set when you set up your camera for the first time. To configure these settings, go to Settings >

System Settings > User Management.

User Managemant

Adminisirator

Remark




Click Edit to change the settings.

Username

User Group

Change Password

Remark

Reset Password Email

Permission List
7 Praview
v Tool
7 Event
/ Network
/ System

# Playback
/ Camera
/ Storage
# Cloud

v PTZ

Select the Change Password checkbox to change the password.




Username
ar s
Permission List
Preview Playback
Too Camera
Event Storage
Network Cloud
System PTZ
Change Password |9
Old Password
New Password
Confirm Password
Remark
Reset Pas rd Ema vivi luo@tp-link_ com
Cancel

Enter the old password and set a new password. Click Save to save your settings, then you will need use the new

password to log into the camera.
System Management

You can reset the camera to factory default settings, import and export the configuration file of your camera. To
configure these settings, go to Settings > System Settings > System Management.

Syztem Managanment

Rezet fo Factory Default

mpart configurstion file

Reset

Expor

Irnport

To reset the camera, click the Reset button to reset the camera. To export the configuration file, click the Export
button. To import the configuration file, click Browse to select your file, then click Import.

Upgrade Firmware
TP-Link aims at providing better network experience for users. We will inform you through the web management
page if there’s any update firmware available for your router. Also, the latest firmware will be released at the TP-



Link official website www.tp-link.com, and you can download it from the Support page for free.
Note:

« Backup your camera configuration before firmware upgrade.

« Do NOT power off the camera during the firmware upgrade.

Online Upgrade

1. Go to Settings > System Settings > System Management > Upgrade Firmware.

2. Click Check for Update to see whether the latest firmware is released.

Sysie anagement Upgrade Firmmeara

ent Hardware \arsion VIO C3401 1.0

et Firmmeare Version 0 i 220831 Rel 606220

SP Version

Cnline Updste Check for Update

oeal Upkats Biowsa Update

Please downioad the irmyare at TP-Link's official welksie:

3. Focus on the Online Upgrade section, and click Upgrade if there is new firmware.

4. Wait a few minutes for the upgrade and reboot to complete.

Local Upgrade

1. Download the latest firmware file for the router from www.tp-link.com.
2. Go to Settings > System Settings >System Management > Upgrade Firmware.
3. Click Browse to locate the downloaded new firmware file, and click Update.

4. Wait a few minutes for the upgrade and reboot to complete.

Reboot Device Regularly
You can The Scheduled Reboot feature cleans the cache to enhance the running performance of the camera.

1. Go to Settings > System Settings > Reboot Device.

2. Enable Scheduled Reboot.

3. Select the day and time and click Save to save your settings. Then your camera will reboot regularly at a
specific time.

nement woracds Fimwars Reboot Device

Regont Device

« Note: You can click Reboot Now to reboot the camera immediately.


http://www.tp-link.com

This guide uses the VIGI C540 (V2) web page for demonstration. Features and pictures may differ from your
actual product. © 2023 TP-Link 1910013302 REV1.0.0
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