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6 Series B Mixed Signal Oscilloscopes
Declassification and Security Instructions

(MSO64B, MSO66B, MSO68B)

Warning: The servicing instructions are for use by qualified personnel only. To avoid personal injury, do not
perform any servicing unless you are qualified to do so. Refer to all safety summaries prior to performing service.
Supports Product Firmware V1.28 and above
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6 Series B Mixed Signal Oscilloscopes Declassification and Security Instructions

Preface

This document helps customers with data security concerns to sanitize or remove memory devices from their
instruments.
This series of instruments contains an open architecture PC with removable mass storage. You can order
additional removable mass storage devices to swap in and out of the instrument as needed for security reasons.
These products have data storage (memory) devices and data export interfaces (USB ports, Ethernet, and
eSATA). These instructions describe how to clear or sanitize the memory devices and disable the data output
interfaces. The instructions also describe how to declassify an instrument that is not functioning.

Reference
The procedures in this document are written to meet the requirements specified in:

NISPOM, DoD 5220.22–M, Chapter 8

INFO Process Manual for Certification & Accreditation of Classified Systems under NISPOM

Products

The following Tektronix products are covered by this document:

MSO64B

MSO66B

MSO68B

Terms

The following terms may be used in this document:

Clear. This eradicates data on media/memory before reusing it in a secured area. All reusable memory is

cleared to deny access to previously stored information by standard means of access.

http://www.tek.com/register
http://www.tek.com


Erase. This is equivalent to clear.

Media. Storage/data export device. A device that is used to store or export data from the instrument, such as a

USB port/USB flash drive.

Sanitize. This removes the data from media/memory so that the data cannot be recovered using any known

technology. This is typically used when the device will be moved (temporarily or permanently) from a secured

area to a nonsecured area.

Scrub. This is equivalent to sanitizing.

Remove. This is a physical means to clear the data by removing the memory device from the instrument.

Instructions are available in the product service manual.

User Accessible. The user is able to directly retrieve the memory device contents.

User-Modifiable. The memory device can be written to by the user during normal instrument operation, using

the instrument user interface or remote control.

Volatile memory. Data is lost when the instrument is powered off.

Non-user-accessible memory. Data is retained when the instrument is powered off.

Power off. Some instruments have a “Standby” mode, in which power is still supplied to the instrument. For

the purpose of clearing data, putting the instrument in Standby mode does not qualify as powering off. For

these products, you must remove the power source from the instrument.

Instrument Declassification. A term that refers to procedures that must be undertaken before an instrument

can be removed from a secure environment. Declassification procedures include memory sanitization and

memory removal, and sometimes both.

Clear and sanitize procedure

Memory device table terminology

The following terms are used in the tables in this section:

User data. Describes the type of information stored in the device. Refers to waveforms or other measurement

data representing signals connected to the instrument by users.

User settings. Describes the type of information stored in the device. Refers to instrument settings that can be

changed by the user.

Both. Describes the type of information stored in the device. It means that both user data and user settings are

stored in the device.

None. Describes the type of information stored in the device. It means that neither user data or user settings

are stored in the device.

Directly. Describes how data is modified. It means that the user can modify the data.

Indirectly. Describes how data is modified. It means that the instrument system resources modify the data and

that the user cannot modify the data.

Memory devices

The following tables list the memory devices in the instrument.
Table 1: Volatile memory



Type & 
min. siz
e

Functio
n

Type of 
user inf
o stored

Backed 
up by b
attery?

Method 
of modif
ication

Data Inp
ut meth
od

Locatio
n

User ac
cessible To clear To sanit

ize

SDRAM

≥ 32 GB

Host pro
cessor 
memory

Both No Directly

Written 
by proce
ssor syst
em

Module 
socket (
SODIM
M)

on proce
ssor mo
dule boa
rd

Yes

Remove p
ower from
the instru
ment for a
minimum 
of 30
seconds.

Remove 
power fr
om the i
nstrume
nt for a 
minimum
of 30 sec
onds.

SDRAM

≥4 GB

Holds ac
tive
acquisiti
on data

User dat
a No Indirectly

Applicati
o n softw
are oper
ations

Module 
socket (
SODIM
M)

on acqui
sition bo
ard

No

Remove p
ower from
the instru
ment for a
minimum 
of 30
seconds.

Remove 
power fr
om the i
nstrume
nt for a 
minimum
of 30 sec
onds.

SDRAM

≥512 MB

Holds vi
deo grap
hics
data

User dat
a No Indirectly

Applicati
o n softw
are oper
ations

Acquisiti
o n boar
d

No

Remove p
ower from
the instru
ment for a
minimum 
of 30
seconds.

Remove 
power fr
om the i
nstrume
nt for a 
minimum
of 30 sec
onds.

CMOS 
RAM

≥256

Bytes

Holds cl
ock and 
BIOS

configur
ati on da
ta

None Yes Indirectly

BIOS

operatio
ns

Process
or modul
e board

Yes

Remove p
ower from
the instru
ment and 
press the 
CMOS cle
ar button f
or a mini
mum of 3
0 seconds
.

Remove 
power fr
om the i
nstrume
nt and pr
ess the 
CMOS cl
ear butto
n for a m
inimum o
f 30 seco
nds.

Table 2: Non-user-accessible memory



Type & min.
size Function

Type of u
ser info 
stored

Meth
od of 
modif
icatio
n

Data Input 
method Location User acc

essible To clear To saniti
ze

Linux Solid 
State Drive 
≥256 GB

Host instru
ment
Linux operat
ing
system and
application
software.
Holds user-
storable
data such a
s
waveforms,
measureme
nt results, a
nd
instrument
settings.

Both Directl
y

Written by
processor
system,
software
operations,
user input

2.5″ SSD

that is re
movable 
and is ins
erted in t
he socket
on the bo
ttom of th
e instrum
ent.

Yes

Run the
TekSecur
e
function.
SeeClear
ing the

Linux SS
D

on page 
9

.

Remove t
he

SSD

assembly

from the

instrumen
t

through t
he

trap door 
in

the botto
m

of the

instrumen
t.



EEPROM
≥2 Kbit

Stores facto
ry data, mai
ntenance
data, and us
er password

User setti
ngs User 
password
is settabl
e using PI
command
s

Indire
ct

Factory oper
ations and p
rogrammatic
commands

Acquisitio
n board Yes

Overwrite
user
password
. (see Ov
erwriting
the user 
passwor
d on pag
e 8

.) Clearin
g the enti
re memor
y device 
would dis
able instr
ument fu
nctionalit
y.

Overwrite
user pass
word. (se
e Overwr
iting the 
user pas
sword on
page 8

.) Sanitizi
ng entire 
memory 
device w
ould disa
ble instru
ment func
tionality.

EEPROM

≥2 Kbit

Holds AFG 
calibration d
ata

None Indire
ct

Factory oper
ations

AFG riser
board No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.



EEPROM

≥64 Kbit

Holds the fr
ont panel U
SB
configuratio
n

None None Factory oper
ations

Front pan
el LED
board

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.

EEPROM

≥1 Kb

depending o
n model

Holds the S
ODIMM
memory con
figuration
data (SPD)

None None Factory oper
ations

Module s
ocket (S
ODIMM)

on
processor
module b
oard and 
module s
ocket (S
ODIMM)

on acquis
ition boar
d

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.

Flash Memo
ry

≥16 Mbit Tw
o pieces

Holds a port
ion of the
Acquisition 
FPGA
configuratio
n n

None Indire
ct

Application s
oftware oper
ations

Acquisitio
n board No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.



Flash Memo
ry

≥128 Mbit

Stores proc
essor BIOS

firmware, BI
OS

configuratio
n n, and em
bedded cont
roller firmwa
re. The
Ethernet M
AC

address is s
tored in this 
device.

None Indire
ct

BIOS

operations, 
operating sy
stem operati
ons, and fac
tory operatio
ns

Processo
r module 
board

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.

Flash Memo
ry

Unspecified 
size, three p
ieces

Stores
power suppl
y configurati
o n data

None Indire
ct

Application s
oftware oper
ations

Internal t
o the UC
D9248

power su
pply contr
oller on t
he acquis
ition boar
d and pro
cessor ca
rrier boar
d

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.

Flash Memo
ry

≥32 KB

Stores
power mana
gement cont
roller firmwa
re

None Indire
ct

Application s
oftware oper
ations

Internal t
o the MC
9S08

microcont
rol ler on 
the acqui
sition boa
rd

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.



Flash Memo
ry

≥64 KB

one piece

Stores anal
og board mi
crocontroller
firmware

None Indire
ct

Application s
oftware oper
ations

Internal t
o the MK
L14 micr
ocontrolle
r on the a
nalog
board

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.

FLASH

Memory on-
chip 128KB 
and 32KB S
RAM

Processor d
rives an EM
MC

NAND flash 
part that is 4
GB of mem
ory and stor
es the factor
y calibration
and licensin
g informatio
n

None Indire
ct

Application s
oftware oper
ations

MKL27

microcont
rol ler on 
the front 
panel
board.

MKL02

parts on t
he front-e
nd acquis
ition boar
d. They e
ach have 
32KB on-

chip FLA
SH.

There is 
one MKL
02 per ch
annel.

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.



Flash Memo
ry

≥0.33 Mbit

Stores the p
rocessor car
rier FPGA

configuratio
n n

None None Factory oper
ations

Internal t
o the LC
MXO2

FPGA on
the proce
ssor carri
er board

No

Not appli
cable, do
es not co
ntain use
r data or 
settings.

Clearing 
would dis
able instr
ument fu
nctionalit
y.

Not
applicable
, does not
contain u
ser data o
r settings.

Sanitizing
would dis
able instr
ument fu
nctionality
.

Media and data export devices
The following table lists the data export devices in the instrument.

Table 3: Media and Data export devices



Type Function
Method of 
modificati

on

Data input
method Location User

accessible To disable

USB Host 
port

(supports r
emovable 
USB flash 
drive)

User storage of re
ference waveform
s, screen images, 
and instrument se
tups, and installati
on of firmware up
dates

Directly User writea
ble

Three USB
host ports 
on the front
panel of th
e instrume
nt; four US
B host port
s on the ba
ck panel of
the instrum
ent

No

USB Host ports can b
e disabled for use wit
h USB Storage
devices behind
password control.

Note: This opt
ion is available if Opti
on 6-SEC is installed.

USB Devic
e port

Supports remote 
control and data tr
ansfer to a PC

Directly
Remote co
ntrol using 
USBTMC

USB Devic
e port on th
e back of t
he instrum
ent

Yes

The USB Device port 
can be disabled by se
lecting Utility > I/O > 
USB DevicePort and
setting the USB Devic
e port to Off.

Note: This opt
ion is available if Opti
on 6-SEC is installed.

Ethernet
Transfer data and 
remote control of t
he instrument.

Directly

Remote Co
ntrol using 
LXI or
Socket Ser
ver

Ethernet p
ort on the b
ack of the i
nstrument

No

Ethernet port can be 
disabled behind pass
word control

Note: This opt
ion is available if Opti
on 6-SEC is installed.

Option 6-SEC for a secure instrument
Option 6-SEC provides the highest level of instrument security for 6 Series B MSO products. Option 6-SEC
features include:

Password protection to enable/disable external communication ports

Password protection to enable/disable firmware upgrades or downgrades

There is also a special BIOS installed that includes a default password (“Tektronix”). Additionally when the

CMOS reset is pressed the BIOS password is reset to “Tektronix” instead of being removed.



Note: Option 6-SEC must be ordered at the same time as ordering an instrument.

Overwriting the user password

Use this procedure to change the user password. The user password is not currently functional or accessible in
the oscilloscope user interface, but it is accessible from the programmatic interface. The user password is used to
protect a “user string” that can be set and displayed in the UI. This functionality is a legacy functionality and while
the user password does exist through the programmatic interface, there is no function to display the user string in
the user interface on this instrument.

1. Connect a PC to the oscilloscope (Ethernet or USB Device port).

2. Use a Windows remote terminal or a similar program to communicate with the oscilloscope. Tap the Utility > I/O

menu on the oscilloscope to see the current instrument settings.

3. Send the following commands to the oscilloscope:

a: PASSWORD “XYZZY” (or current password if changed from the default of “XYZZY”)
b.:NEW PASS “NEW PASSWORD” (Or other passwords up to 16 characters)
If you do not have access to a program that supports sending programmatic commands to the instrument, do the
following:

1. Copy the preceding commands to a text file.

2. Compress the text file into a ZIP archive file that ends in “.set”.

3. Copy the file to a USB drive.

4. Insert the USB drive into the oscilloscope.

5. Recall the file from the Recall Setup dialog box (File > Recall > Setup tab).

For more information on using programmatic commands, refer to your product programmer manual, available

at www.tek.com/manuals.

Clearing or sanitizing SSDs

Clearing means that all customer-generated data in reusable memory (acquisition records, settings,
measurements, screen captures, reports, and so on) is modified such that the data cannot be recovered using
standard means of access. Standard means of access include typical OS file utilities. The data may still be on the
memory device, but requires specialized software and/or hardware to recover. You typically clear an instrument
when you want to erase files to clear space or turn the instrument over to another person or department.

Sanitizing means that all data in reusable memory is changed or overwritten such that the original data is no
longer in memory, and the older data cannot be recovered using any known technology. You typically do a sanitize
operation when you move an instrument (temporarily or permanently) from a secured area to a nonsecured area.
To clean the Linux SSD, see Clearing the Linux SSD on page 9.
To sanitize the Linux SSD, see Sanitizing the SSD on page 9.

Clearing the Linux SSD

The fastest way to clear the user-accessible memory is to run the TekSecure function. The TekSecure function
writes all zeros in the user-data partition of the Linux SSD, and then reloads the partition with the necessary
factory default files and directories.
You can continue using the oscilloscope after running TekSecure, as TekSecure does not erase or change the
operating system, factory calibration constants, Ethernet settings, or Demo setups.

http://www.tek.com


To run the TekSecure application:

1. Tap Utility > Security on the oscilloscope Menu bar.

2. Tap Run SQE Tests TekSecure to start the process. The process takes up to 10 minutes to run.

Note: As the SQE Tests TekSecure function overwrites data in the user-data partition of the SSD, and the
old data cannot be recovered by known technology, then running SQE Tests TekSecure may meet your
organizations needs for sanitizing and retaining a working instrument. Your organization must make this decision
based on the fact that the other partitions on the SSD retain their data and files after running SQE Tests
TekSecure.

Sanitizing the SSD
The instrument does not have any function to sanitize the entire SSD and retain instrument operation.

Troubleshooting

How to sanitize a non-functional instrument

If your instrument is not functioning, proceed as follows to sanitize the instrument to return to Tektronix for repair

1. Remove any attached USB flash drives or external USB drives from your oscilloscope. Refer to your

company’s internal

policies regarding handling or disposal of the flash drives.

2. Follow your company’s internal policies regarding the handling or disposal of these boards.

3. Reassemble the oscilloscope and return it to Tektronix. New boards will be installed. The oscilloscope will be

calibrated

and returned.

Note: Replacement of any missing or damaged hardware will be charged according to the rate at the time
of replacement.

Repair charges
Replacement of any missing hardware will be charged according to the rate at the time of replacement.

Changelog

6 Series B MSO Declassification and Security Instructions document changelog
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