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Product Information

The product is an Over-the-Air (OTA) Bootload Server and Client setup for Zigbee SDK 7.0 and higher. It allows for
a Zigbee OTA bootloading session between a ZCL OTA Upgrade cluster client device and server device. The
procedures described in the user manual use EFR32MG12-based development boards.

Key Points

« The server is used for the OTA bootloading session.
« The product is developed by Silicon Labs.

« Document Revision: 0.1

o Document Number: AN1384

Introduction

The introduction section provides an overview of the product. It explains the purpose of the application note and
describes the steps necessary to set up the OTA bootloading session between the client and server devices using
EFR32MG12-based development boards.

Hardware and Software Requirements

The hardware and software requirements section provides information on the tools and components required for
the setup. It mentions that Simplicity Studio 5 (SSv5) project configuration tools are used for many of the steps. It
also specifies that IAR-EWARM is used as the compiler, and the compatible compiler version number can be
found in the SDK release notes.

The section further explains that two EFR32MG12-based WSTKSs are required, one for the client device and one
as the Network Co-Processor (NCP) component of the OTA Server. A PC Host running Linux or Windows Docker
container is also required for the OTA Server setup.

For devices using the EFR32MG1, only the serial dataflash option is available, and parts with numbers beginning
with EFR32MG1x6 or EFR32MG1x7 have an integrated serial flash.



Product Usage Instructions

1. Familiarize yourself with the basics of building and loading application images on Silicon Labs platforms. Refer
to the “Zigbee EmberZNet Quick-Start Guide for SDK v7.0 and Higher” (QSG180) for details.

2. If you are developing with the EmberZNet SDK 6.10.x and lower, refer to the “Over-the-Air Bootload Server and
Client Setup” application note (AN728) instead.

3. Configure the WSTK development board for use with the EFR32MG12 according to the instructions provided in
the “WSTK6001 User Manual”.

4. For more details about the bootloader, refer to “Bootloading Fundamentals” (UG103.6).

5. Consult the latest published revision of the Zigbee cluster library specification for details about the ZCL OTA
Upgrade cluster.

6. Set up and test the Zigbee OTA bootload cluster using Simplicity Studio 5 project configuration tools. Refer to
the “Zigbee EmberZNet Quick-Start Guide for SDK v7.0 and Higher” (QSG180) for instructions.

7. Ensure that you have the compatible version of IAR-EWARM compiler as specified in the SDK release notes.

8. Follow the procedures in this application note to perform the OTA bootloading session between the client and
server devices.

9. Refer to the “Advanced” section in the application note to customize the hardware and software configuration

for your own requirements.

AN1384: Over-the-Air Bootload Server and Client Setup for Zigbee SDK 7.0 and Higher

This application note describes the process users should follow to perform a Zigbee® OTA (over-the-air)
bootloading session be- tween a ZCL OTA Upgrade cluster client device and server de- vice. The hardware used
is an EFR32MG12-based development kit. (See the WSTK6001 User Manual for details about how to configure
the WSTK development board for use with the EFR32MG12.) You can also refer to procedures in this document
when setting up or testing OTA bootload downloads in your own development environments with your own
hardware.

If you are developing with the EmberZNet SDK 6.10.x and lower, see AN728: Over-the-Air Bootload Server and
Client Setup.

Before you begin implementing the procedures in this document, you should be familiar with the basics of building
and loading application images on Silicon Labs platforms. See QSG180: Zigbee EmberZNet Quick-Start Guide for
SDK v7.0 and Higher for details.

KEY POINTS

Configure and build two Zigbee OTA cli-ent images.

Configure and build the OTA server.
» Load the original client image.

Load the NCP server software.

Load the updated OTA client image on the server.

Introduction

This application note describes the steps necessary to demonstrate a Zigbee OTA bootloading session between a
ZCL OTA Upgrade cluster client device and server device. The procedures use EFR32MG12-based development
boards. (See the WSTK6001 User Manual for details about how to configure the WSTK development board for
use with the EFR32MG12.)

Refer to UG103.6: Bootloading Fundamentals for more details about the bootloader. For details about the ZCL
OTA Upgrade cluster, consult the latest published revision of the Zigbee cluster library specification. Also note
that, in the Zigbee Cluster Configurator, the ZCL OTA Upgrade cluster is referred to as OTA Bootloading. For



consistency, that terminology is used in this document as well. If you are searching Zigbee documents, be sure to
search for ‘OTA Upgrade.’

Refer to this application note when setting up and or testing the Zigbee OTA bootload cluster on your own. The
Advanced section de-scribes how this example can be expanded to use your own hardware configuration, and
how to change the software configuration to support your own manufacturer-specific information.

For further reference, see:

« Zigbee Document #07-5123, Zigbee Cluster Library Specification — “Over-The-Air Upgrade” chapter; available
from https://csa-iot.org/.

« QSG180: Zigbee EmberZNet Quick-Start Guide for SDK v7.0 and Higher

o UG491: Zigbee Application Framework Developer’'s Guide for SDK 7.0 and Higher

« UGA489: Silicon Labs Gecko Bootloader User’'s Guide for GSDK 4.0 and Higher

« AN1084: Using the Gecko Bootloader with EmberZNet

« AN1325: Zigbee Cluster Configurator User’s Guide

« AN1389: Running Zigbee Host Applications in a Docker Container

Hardware and Software Requirements

Many of the steps in this document are performed using the project configuration tools provided by Simplicity
Studio 5 (SSv5). These tools include a Project Configurator, a Component Editor, and a Zigbee Cluster
Configurator. For more information on configuring an application, refer to QSG180: Zigbee EmberZNet Quick-Start
Guide for SDK v7.0 and Higher, provided with your release.

A number of the procedures use IAR-EWARM as the compiler. The IAR-EWARM version must be compatible with
the EmberZNet SDK version. See the release notes for the SDK to determine the compatible compiler version
number.

These procedures use two EFR32MG12-based WSTKs (Wireless Starter Kits), one for the client device running in
System-on-Chip (SoC) mode, and one as the Network Co-Processor (NCP) component of the OTA Server. A PC
Host running Linux or Windows Docker con-tainer is also required as part of the OTA Server setup.

Client Hardware

The client device used in these procedures is an EFR32MG12-based WSTK running in SoC mode. You have two
choices for the down- load space. The first is to use an external storage device, such as a serial dataflash or serial
EEPROM, connected to the device. The second option, only available with devices with more than 512 kB flash
space, is to use a portion of the main flash as the download space. Bootloaders using the second option are often
referred to as either internal or local storage bootloaders. EFR32MG12 parts can use local storage; EFR32MG1
parts cannot. For a full list of supported external memory parts for EFR32MGx parts, see UG489: Silicon Labs
Gecko Bootloader User Guide.

For devices using the EFR32MG1, only the serial dataflash option is available; no local storage application
bootloader is presently offered. However, parts whose numbers begin with EFR32MG1x6 or EFR32MG1x7
contain an integrated serial flash that can be used just like off-chip serial dataflash but without any additional
components.

EFR32MG12- or MG13-based devices with at least 512 kB of internal flash also support internal storage for use
with a local storage application bootloader design, as well as external storage for use with an SPI flash-based
application bootloader design. In the procedures described in this document, internal storage is used on an
EFR32MG12 with 1024 kB of flash. Contact Silicon Labs technical support for assistance with other memory
layouts for other devices.

The Zigbee OTA client cluster can be used with an EmberZNet PRO-based device running in either SoC or EZSP
NCP mode. This document does not show how to configure an EZSP host application for an NCP-based client,
but the server hardware and setup de- scribed in section 2.2 Server Hardware is the same when the client is using
EZSP. This application note shows one example of how the OTA client cluster can be used with a specific
hardware configuration.

The client software is based upon the ZCL Application Framework contained within the latest version of the
EmberZNet PRO stack.



Server Hardware

The NCP device used in these procedures is an EFR32MG-based WSTK with a UART-connected host application
communicating via EmberZNet Serial Protocol (EZSP). In this application note, either a Linux system or Windows
PC with Docker container is required to run the host software that connects to the NCP. The storage for the OTA
software images is the host’s local file system. To avoid linking issues, do not use a virtual machine to run the
host.

It is possible for an OTA server to run on an EFR32MG-based SoC, or to use an NCP with a different (non-POSIX-
based) host system. A different configuration than the one presented here requires an alternative mechanism for
pushing images into the OTA server so they can then be served up to clients through the Zigbee OTA bootload
cluster protocol. For example, software images could be pushed through a utility backhaul, an Ethernet
connection to a local network, or some other proprietary mechanism.

A Linux system connected to a development board acting as a UART NCP is only one possible option to serve up
OTA files. It was the friendliest option for an OTA server because there are many mechanisms to push OTA files
into the server’s file system.

The following figure shows a diagram of the hardware configuration used for the Zigbee OTA application bootload
procedures. Note that only one client is required.
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Figure 2.1. Zigbee OTA Application Bootload Hardware Diagram
OTA File Storage

About the Zigbee OTA File Format

The OTA file format is defined in the Zigbee Cluster Library Specification, in the “OTA File Format” section of the
“Over-The- Air Upgrade” chapter. Images are composed of a Zigbee OTA header, followed by one or more blobs
of proprietary bootloader data, and then an optional set of cryptographic signature data appended to the end. The
OTA server only needs to read the OTA header to serve up the file, and thus can serve up files for different
manufacturers and or different products. The following figure shows an example of the layout of the file format.
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Figure 3.1. File Format Sent Over-the-Air

Silicon Labs has created a tool for generating OTA images called Image-builder. The non-ECC version of Image-
builder is included with the EmberZNet PRO release in the tool\image-builder sub-directory. For more information
on Image-builder, see AN716: Instruc-tions for Using Image Builder.

OTA signing refers to signing the OTA image file and is independent of any signature or encryption that may be
present on the update image file inside the OTA wrapper file. Currently, only the Smart Energy Profile has support
for signatures on images. This application note assumes that OTA images do not need to be signed.

About OTA File Storage
The new image is saved in external flash or internal flash, depending on which bootloader is used.

« If using an SPI Storage Bootloader, the new image will be saved into SPI flash.

« If using an Internal Storage Bootloader, the new image will be saved into internal flash.

The offset of the new image is set in the OTA Simple Storage EEPROM Driver software component. There are
two typical settings.

1. Using slot-manager: The slot offset is defined in the bootloader. In the application, set Gecko Bootloader
Storage Support to any selection except Do not use slot. In this case, the OTA Storage Start Offset and OTA
Storage End Offset will not be used.

2. Using absolute offset: In the application, you must set Gecko Bootloader Storage Support to Do not use slots.
In this case, the Storage Slot To Save Images To will not be used. The OTA Storage Start Offset and OTA
Storage End Offset must be set correctly. The OTA Storage Start Offset must equal the start offset of a slot
defined in the bootloader. The OTA Storage End Offset must equal the start offset plus the slot size of that slot.

General Procedure

The following outlines the steps to configure the OTA bootload cluster client and server. Details are presented in
subsequent sections.



Configure and build the original OTA client image.
Configure and build the updated OTA client image.
Create the Zigbee OTA server files.

Build the PC host.

Build Internal Storage Bootloader.

Load the original client image.

Load the EZSP NCP server software.

Load the updated OTA client image on the server.
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Run the Zigbee OTA client / server.

Configure and Build the Original Zigbee OTA Client Image

This procedure configures a Zigbee LO On/Off Light (Zigbee — SoC Light) to run on the BRD4161A board as an
example, but it can be adapted for any sample application. Other Zigbee device types can be configured similarly.
The example setup includes support for the Zigbee OTA bootload cluster client.

The procedures in this application note build two client images: the original version and the updated version. This
client will be the original version. The image generated will run before the Zigbee OTA process upgrades the client
device.

Perform the following steps to configure the OTA client:

1. In Simplicity Studio, create and name a new project. This can be blank or based on one of the provided
examples. For the purposes of this exercise, you may want to name the file ZNet_OTA_Client_7 (for the 7.x.x
stack).

2. Open the Project Configurator and click on the SOFTWARE COMPONENTS tab.

3. Search for OTA-related software components and install the following highlighted components.

@ readme.htm| ok 7Met_OTA_Client_7.slcp =0
ZNet_OTA_Client_7 SOFTWARE COMPONENTS
Y Filter components by € Configurable D & Installed D 2 Installed by you [:| o SDK extensions |:| El.colla Cl

v Zigbee | OTA Cluster Platform Bootloader

v Over-The-Air Bootloading

& OTA Bootload Cluster Client o
Description

( OTA Bootload Cluster Client Policy o] This component provide

& OTA Bootload Cluster Common Code

OTA Bootload Cluster Server

OTA Bootload Cluster Server Policy

® OTA Bootload Cluster Storage Common Code a

@ OTA Cluster Platform Bootloade: e

OTA POSIX Filesystem Storage Module

Quality
© OTA Simple Storage EEPROM Driver o SeRATIN
© OTA Simple Storage Module
OTA Simple Storage RAM Driver
¥ Uninstall

OTA client with signature verify support
4. Configure the OTA Bootload Cluster Client Policy component by setting the Firmware Version to a value of 1 as

the original version number. This is critical, as later steps assume you have the version setto a 1.



OTA Bootload Cluster Client Policy Documentation Pin Tool l &[> View Source »
Zigbee OTA Bootload Cluster Client Policy configuration
Image Type ID Firmware Version Hardware Version Perform EBL Verification (SOC Only) Include Hardware Version
“lo > i o . B

Delete Failed Downloads

5. Configure the OTA Simple Storage EEPROM Driver component by enabling the SOC Bootloading Support and
disabling SOC-Read-Modify-Write Support. The OTA Storage Start Offset and OTA Storage End Offset values
in this component may need to be changed for other storage layouts, including layouts involving Storage Slots.
Contact Silicon Labs technical support for guidance on choosing other values based on your use case. For this
example, the OTA client’s OTA Storage Start Offset (540672) and the End Offset (999424) are configured to
match with those specified for the Internal Storage Bootloader to be built in the later section.

OTA Simple Storage EEPROM Driver | Pin Tool X

’ <[> View Source

I Zigbee OTA Simple Storage EEPROM Driver configuration

SOC Bootloading Support Gecko Bootloader Storage Support Storage Slot To Save Images To OTA Storage Start Offset OTA Storage End Offset
® Donotuseslots “ o ~ | 540672 ~ | 990424
S0C Read-Modify-Write Support Frequency for Saving Download Offset to
EEPROM (bytes)
»
1024

6. Now Open the Project Configurator and select the CONFIGURATION TOOLS tab. Open the Zigbee Cluster
Configurator.

o readmentml o ZNet OTA Client_7.skp % =

ZNELOTA—C"E“!—?

Pin Tool %% Open
Description

B ey 2 =

Memory Editor % Open
e . .

Zigbee Cluster Configurator % Open

7. Highlight the Endpoint-1 from the Cluster List on the left pane. Expand the General group and enable the Over-

the-Air Bootloading Cluster client as shown below. Save the change with shortcut key CTRL-S or File->Save.



zeL GENERATE..  REGENERATE PREVIEW X% @

Zighee Cluster Configurator @ ZCLGLOBAL OPTIONS..  i= ZCL EXTENSIONS...
[SE———
<+ ADD NEW ENDPOINT 44
r ~ General
Endpoint - 1 B UELETE 7 o
ILI Cluster Required Cluster Cluster ID Manufacturer Code Enable Configure
Device LO Dimmable Light Basic Server 0x0000 Server v o
(0x0101)
Network 0
4 Identify Server 0x0003 — Server . -
Profile ID 0x0104
Version 1 Groups Server 0x0004 Server ¥ o]
Enabled Clusters 9
Enabled Attributes 53 Scenes Server 0x0005 v Server - o
Enabled Reporting 3
on/off Server 0x0006 Server = o
Endpoint - 2 W DELETE EDIT
Level Control Server 0x0008 Server v e
Endpoint - 242 W DELETE F# Eoi
Over the Air Bootloading Client 0x0019 wes Client b ¢

8. Open the Project Configurator and select the CONFIGURATION TOOLS tab. Open the Pin Tool and select the
Peripherals tab on the Configure pane at the right. Verify that the USARTO has the 10 Stream: USART (vcom)

selected as its software component. Save any changes made to Pin Tool with shortcut key CTRL-S or File-

>Save.
@ readme.html ‘-EZNELOTA,CIlentJSIcp il ZNet OTA Client_7.pintool =
|
DefaultMode Port I/0: PORTIO Configure Search | & &
i Pins\Fumiunslpenpherals\l
Ag A AlZ Al3 Peripheral L — Software Component Cusom Peripheral Name
= ol i Sl GPIO ]
() 12c0 ]
oy Too@ m o omoomom W 121 ]
@ @ @ © @ o @) @ IDACO ]
woow "W AR mie g LESENSE ]
) LETIMERO ]
L T —
LFXO ]
ORONO) SR e
PCNTO
© O © =
PCNTZ ]
29 PO | e I —
< : ]
® © 2 o rcit ]
n ONON | PRS.CH2 ]
R s PRS.CH3 ]
® 6 PRS.CH4 ]
28 3 PRS.CHS ]
® @ PRS.CHE ]
RS U PRS.CHT ]
w PRS.CHB ]
@ %.w PRS.CHO ]
Pl RAIL Utility, PTI : SL_RAIL_UTIL_PTI
@ @ @ g TIMERD ]
ITIMFR1
. - USARTO 10 Stream: USART (vcom) : SL_IOSTREA...O
125-pin BGA, 7x7 - (top view) TE
zoom: |G| 32| [& USART2 5
’ : . HIECADTY

9. Build the application according to your preferred method. If a .gbl (Gecko Bootloader) file is not generated as
part of the build, you may run the following commander command to create it manually from the S-record file
ZNet_OTA_Client_7.s37 as shown below. More information about the commander can be found in UG162:
Simplicity Commander Reference Guide.
commander.exe gbl create .\ZNet_OTA_Client_7.gbl —app .\ZNet_OTA_Client_7.s37

Configure and Build the Updated Zigbee OTA Client Image
This section builds the updated version image. The images are identical except for the version number embedded
in them.



Copy the Original OTA Client Image
Copy the original ZNet_OTA_Client_7.gbl file with its Firmware Version set to 1 to another folder to avoid it being
overwritten when the “updated” version is built next to enable an OTA update. Rename this file appropriately, for

example:
ZNet_OTA_Client_7_v1.gbl.

Modify, Generate, and Build the Updated OTA Client Configuration
To generate a new OTA Client configuration, perform the following steps.

« Open the previously saved OTA Client project created in section 4.1 Configure and Build the Original Zigbee
OTA Client Image.
« Open the Project Configurator and click on the SOFTWARE COMPONENT tab.

« Search for the OTA Bootload Cluster Client Policy component and click Configure to configure it.

@ readme.html x &k ZNet OTA_Client 7.slcp X
ZNet_OTA_Client_7 SOFTWARE COMPONENTS

garch ke 2nt's name
ota bootload cluster client policy £

|
v Highes I OTA Simple Storage EEPROM Driver

v Over-The-Air Bootloading

Y Filter components by @ Configurable [ ] © Installed [ ] 2 Installed by you [ ] ® SDK extensions [ |

& OTA Bootload Cluster Client Policy o ]

Description

X Uninstall

« Change the value in Firmware Version to 22. This value is an arbitrary choice, but it must be greater in value

than the previous version.

@ readmehtml X | & ZNet_OTA Client_7slcp |8 OTA Bootioad Cluster Client Policy X

OTA Bootload Cluster Client Policy Documentation ] { Pin Tool ‘ [ <[> View Source X

Zigbee OTA Bootload Cluster Client Policy configuration

Image Type ID Firmware Version Hardware Version Perform EBL Verification (SOC Only)
*lo | 2d *lo &

~ v v

Include Hardware Version Delete Failed Downloads

« Build the project. Locate the .ota file created in the compiler output directory. However, if only the .s37 file is
created from the then build, then follow the below instruction to create the file ZNet. OTA_Client_7.ota needed
for later upgrade. More information about the image-builder utility may be found in AN716: Instructions for
Using Image-Builder.
commander.exe gbl create \ZNet_OTA_Client_7.gbl —app .\ZNet_ OTA_Client_7.s37



image-builder-windows.exe —create ZNet_OTA_Client_7.ota —version 22 —-manuf-id 0x1002 —image-type 0 —
tag-id 0x0000 —tag-file .\ZNet_OTA_Client_7.gbl —string “ZNet_OTA_Client_7"

o Copy ZNet_OTA_Client_7.ota to the directory where you saved your ZNet_OTA_Client_7_v1.gbl and rename it
to track the version number, for example ZNet_ OTA_Client_7_v22.ota.

Create the Zigbee OTA Server Files

This procedure creates the source for a Zigbee 3.0 gateway host device. The device includes support for the
Zigbee OTA bootload cluster server. The host server software can support both signed and unsigned OTA images
since it will not do any verification on these files. To configure the OTA server:

« In Simplicity Studio, start the New Project Wizard. Select Linux 32 Bit as the target device and Makefile IDE as
the Toolchain. Click Next.

ﬂ Mew Project Wizard

Target, SDK, and Toolchain Selection
Select the target board, device, SDK, and IDE/toolchain to use for the project.

@ Target, K ) )

Target Boards:

Search or Select

Target Device:

Search or Select

Linux 32 Bit

SDK:

select SOI
Gecko SDK Suite: Amazon 202012.00, Bluetooth 4.0.0, Bluetooth Mesh 3.0.0, EmberZNet 7.1.0.0, Flex 3.4.0.0, MCU 6.3.0.0, Micrium OS K« ™

a Manage SDKs

IDE / Toolchain:

Select IDE / Toolchalr
Makefile IDE i

CANCEL BACK m FINISH

« Select the Zigbee Host Gateway as the example project as shown below and click Next.




New Project Wizard | ped

Example Project Selection
Select the project template to open in Simplicity IDE.

° Target, SDK ° Examples o Configuration

Filter on keywords -~ 4 resources found
ga‘tewaye *iﬁ’ IS 1S d HHHa Z1yuee 5.0 ydiewdy dppicdauunl 101 d Uik 1nost, proviany

only network-layer functionality and requiring the addition of application-...

Wireless o

TEChFIOIOgy Clear Filter
Zigbee - Host GatewayGPCombo

Zigbee (4) This is a Zigbee 3.0 gateway Green Power Combo apglication for a Unix
host.

Device Type © Clear Filter

[[] Host (4)
Zigbee - Host Gateway

Capabi"ty © Clear Filter This is a Zigbee 3.0 gateway application for a Unix host.

[] Multiprotocol (0)
Zigbee - GatewayCpc

Project Difficulty S This is a Zigbee 3.0 gateway application for a Unix host. As opposed to the

[] Advanced (3) standard Z3Gateway application, this application here uses the Co-...

[ Daminnar (14

CANCEL BACK m ‘ FINISH ‘

« Select Copy contents and click Finish to create the project as shown below.

BF vew Project Wizard O ®

Project Configuration ’
Select the project name and location.

° Target, SDK e Examples ° Configuration

Project name: Z3Gateway

D Use default location l

Location: | C:\SimplicityStudic\vS_workspace\Z3Gateway H BROWSE | |

With project files:

(O Link to sources

O Link sdk and copy project sources

(®) Copy contems

CANCEL | BACK NEXT FINISH

« The Z3Gateway host project files are generated in the Location specified in the previous step.




Build the PC Host

Building the OTA server can be done on a Linux system or in the Windows Docker container. This application note
assumes that you are NOT using a cross-compiler and that the target system is the same system as the one
where the development tools exist. It is possible to cross-compile for a different Linux system (for example, on an
x86 PC targeting an embedded ARM Linux system). See section 5.4 Using a Cross-Compiler for the OTA Server
for details on how to cross-compile for other systems.

Building the OTA Server for Linux requires several development tools. We assume you have access to these
tools. They are as follows:

« Make

« GCC

o sed

o awk

e Xargs

« The standard C Library and its development headers
« The Readline Library and its development headers

o The Ncurses Library and its development headers

The steps to build the OTA server under Linux follow. It is assumed that these steps are run after configuring the
server in Simplicity Studio.

1. Copy the EmberZNet PRO stack files from their installed location on Windows to a directory on the Linux PC
(e.g. User Home directory). This should include the files that were generated in a previous step.

2. Launch a Bash Shell.

3. Change to the EmberZNet project directory on your Linux PC or Raspberry Pi. For example, cd
/home/<UserlD>/Z3Gateway

4. Run Make on the generated Makefile from that directory, for example make —f Z3Gateway.Makefile or simply
make if the generated Makefile is in the current working directory and is specifically named Makefile.

5. The compilation should complete successfully with the generated Z3Gateway executable in the subdirectory
/build/debug/

To build the Z3Gateway OTA Server using the Windows Docker container, see AN1389: Running Zigbee Host
Applications in a Docker Container.

Build Internal Storage Bootloader

To run OTA upgrade successfully, the bootloader must be selected and configured correctly. Review UG489:
Silicon Labs Gecko Boot-loader User’s Guide for GSDK 4.0 and Higher to learn more about how the bootloader
works and how to configure it for OTA upgrade.

The following steps configure and build an Internal Storage Bootloader that stores firmware update image on an
EFR32MG12 of a BRD4161A board. The storage slot is configured to start at address 0x84000 with the size of
448 kB. This bootloader can be used by both the OTA client and server in the subsequent section.

« Run the New Project Wizard from Simplicity Studio (SSv5) to select and create the new internal storage

bootloader project.



EJ new Project Wizard O X

Example Project Selection
Select the project template to open in Simplicity IDE.

° Target, SDK o Examples o

- 14 resources found
Filter on L-‘-"f".‘.-'-' rds '

bootloader to use the internal main flash to store firmware update image...
Wireless o
Technology e
Bootloader - SoC Internal Storage (single image on 352kB de...
(] Bluetooth (0) This sample configuration of the Gecko bootloader configures the

[ Bluetooth Mesh (0) bootloader to use the internal main flash to store firmware update image...

[] Connect (0)

[] RAIL (0) Bootloader - SoC Internal Storage (single image on TMB devi...
This sample configuration of the Gecko bootloader configures the

[] Zigbee (0) bootloader to use the internal main flash to store firmware update image...
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« Once the project is created, open and configure the Bootloader Storage Slot Setup software component. Make
sure the storage start ) address is at 540672 9 (0x84000) with a size of 458752 (448kB). Make sure these
values match with the OTA client’'s OTA Storage Start Offset (540672) and the End Offset (999424) specified
during OTA client configuration at section 4.1 Configure and Build the Original Zigbee OTA Client Image.

& bootloader-storage-intemal-singlesicp readme.md |3 Bootloader Storage Slot Setup X

Bootloader Storage Slot Setup \ Pin Tool

\ > View Source 4

Bootloader Storage Slot Setup

Enable Slot 0 &

Start Address Slot Size

~ 540672 ~ 458752
v <

Enable Slot 1 »

« For the build to generate the required combined bootloader image, right-click on the project name in the Project
Explorer view and select Properties. Then add this string ../postbuild.sh ${ProjDirPath} ${Studio Sdk Path}
${Commander Adapt-er Pack Path} to the command box under Post-build steps as shown below. Click Apply
and Close.
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« Build the bootloader.
« The bootloader-storage-internal-single-combined.s37 bootloader image is generated. Note that only the Series
1 de-vice requires combined bootloader. See UG489: Silicon Labs Gecko Bootloader User’s Guide for GSDK

4.0 and Higher for more information.

Load the Original Client Image

Flash the appropriate bootloader for your board. In this case, you can use the same bootloader for both the OTA
Client and Server if you are using the same board (for example, BRD4161A). You can use Simplicity Studio to do
this (see QSG180: Zigbee EmberZNet Quick-Start Guide for SDK v7.0 and Higher for instructions on loading
application and bootloader firmware) or use Simplicity Commander commands (see UG162: Simplicity
Commander Reference Guide for additional detail):

commander flash -d EFR32 [path to bootloader-storage-internal-single-combined.s37] commander flash -d EFR32
[path to ZNet_OTA_Client_7.gbl]

Load the EZSP NCP Server Software

To use an EFR32MG device connected to a PC host through USB, it is necessary to build and load the EZSP
NCP software onto the target chip. The following describes the process of locating and flashing a prebuilt NCP
image to an EFR32MG12 as an example for the NCP target chip. You can also build your own images as
described in AN1320: Building a Customized NCP Application with Zigbee EmberZNet 7.x if the sample image
cannot be located.

1. Locate the prebuilt sample ncpuart-hw from GSDK 4.x release. As an example, the following is the image
location for the BRD4161A.
C:\SiliconLabs\SimplicityStudio\v5\offline\com.silabs.sdk.stack.su-
per_<GSDK_Ver>\protocol\zigbee\demos\ncp-uart-hw\ ncp-uart-hw-brd4161a.s37

2. Locate the prebuilt bootloader-storage-internal-single-combined.s37.

3. Flash in the bootloader image followed by the ncpuart-hw image as shown below.



commander flash -d EFR32 [path to bootloader-storage-internal-single-combined.s37] commander flash -d
EFR32 [path to ncp-uart-hw-brd4161a.s37]

Load the Updated OTA Client Image on the Server
The OTA Server application looks for OTA files in a directory called ota-files that is a sub-directory in the current
working directory from which the server application is launched.

For Linux

Launch a Linux shell on the OTA Server PC.

Locate the previously built OTA file ZNet_OTA_Client_7_v22.ota.

Navigate to the directory where the OTA Server is located (e.g. /home/<UserID>/Z3Gateway)

Make a subdirectory and copy the OTA file to it. cd /home/<UserID>/Z3Gateway mkdir ota-files cp -i [PATH To
ZNet_OTA_Client_7_v22.0ota] ota-files/

A 0w D=

For Windows Docker Container

1. Locate the previously built OTA file ZNet_OTA_Client_7_v22.ota.
2. Use Windows Explorer to create a directory called ota-files under the directory where the the Z3Gateway OTA
Server application will be built and run using Docker container.
3. Copy the OTA file to the ota-files directory.
R < v5_workspace_ .. » Z3Gateway
Name
B makefile

B settings
- .uceditar

n autogen

R config

B gecko_sdk 4.1.0
B otafiles

| T

B .project

B .projectlinkstore

B appc

B Dockerfile

. main.c

D readme.html
way. Makefile
eway.project.mak

lcp
B 73Gateway.slps

4. Make sure to rerun docker build to update the OTA file in the container.

B« 73Gateway » ota-files

MName

B Znhet OTA_Client_7 v22.0ta

Run the Zigbee OTA Client / Server



1. Make sure the WSTK for the NCP device is connected to the PC with a USB cable.

2. Launch the OTA Server by executing the OTA server application from the command line and pass it the location
of the communications port. The communications port will either be a USB or serial port device. The method for
determining which port the EFR32MG12 is connected to depends on the operating system of the host PC.

Under Linux
The USB port is usually registered as /dev/ttyUSBX, where X is a number as assigned by the operating system.
For example, the following would use ttyUSBO.

« Launch a Linux Shell.

« Change to the directory where the OTA Server application image is located. For example: cd
/home/<UserlD>/Z3Gate-way/build/debug/

« Start the server by running ./Z3Gateway -n 0 —p /dev/ttyUSBO.

Under Windows Running Docker Container

Make sure you have followed the instructions from the previously mentioned AN1389: Running Zigbee Host
Applications in a Docker Container to build and run the Docker container for the Z3Gateway host application.

The USB port is either COM1, COM2, COM3, and so on. The COM port can be determined by watching the Ports
(COM & LPT) section of Windows Device Manager while unplugging and relogging the WSTK’s USB connector.
The following example uses COM1.

« Start a command window as Administrator.

» Run the following silink command to start a silink session. silink.exe -automap 4900

« Start a new command window.

« Navigate to the directory where the Z3Gateway host app is built.

« Assuming a Dockerfile has already been created based on AN1389, run the following commands in the
command window to start the container. docker build . -t zZ3gateway docker run -it z8gateway

« To run your host app type the command within the container. ./ build/debug/Z3Gateway -n 0 -p /dev/ttySilink

« The following shows a successful launch of the Z3Gateway host application from the container.
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« Connect to the OTA Client device in your Simplicity Studio Serial 1 window or by launching a Windows
command prompt and connecting via telnet to its IP address on port 4901.
« Make sure both the client and server devices have Over-the-Air Boot loading Cluster printing enabled by
running the following commands:
o On the OTA Client: plugin ota-storage-common print Images
o On the OTA Server: plugin ota-storage-common print Images
In both cases, output should print to the CLI. If no output is visible, go back and verify the configuration of
the application and its Debug Printing configuration.
« Make sure that the client is running the older version of the client software. From the OTA client’s CLI type the
following command. You should see the corresponding output:
Z3Light>plugin ota-client info
Client image query info
Manuf ID: 0x1002
Image Type ID: 0x0000
Current Version: 0x00000001
Hardware Version: NA
Query Delay ms: 300000
Server Discovery Delay ms: 600000
Download Delay ms: 0
Run Upgrade Delay ms: 600000



Verify Delay ms: 10
Download Error Threshold: 10
Upgrade Wait Threshold: 10
Note that the current version field says 0x00000001.
Verify that the OTA Server has newer image in its OTA storage. From the OTA server’s CLI type the following
command. You should see the corresponding output:
plugin ota-storage-common print Images
Z3Gateway>Image 0
Header Version: 0x0100
Header Length: 56 bytes
Field Control: 0x0000
Manuf ID: 0x1002
Image Type: 0x0000
Version: 0x00000016
Zigbee Version: 0x0002
Header String: ZNet_OTA_Client_7
Image Size: 331502 bytes
Total Tags: 1
Tag: 0x0000
Length: 331440
1 images in OTA storage.
Note that the version number is 0x00000016. The exact size of the image may vary.
Erase any previous version file that has been saved in the client. This is not normally necessary in a
production system, but in this example a previous version may cause problems. Enter the following command
on the client:
plugin ota-storage-common delete 0.
Turn off receive message printing to limit console output during the download. Skipping this step will not
negatively impact the functionality.

o On the server: option printrx-msgs disable

o On the client: option printrx-msgs disable
Join the devices into the same network.

o On the server: net leave

o On the server: plugin network-creator start 1

o On the server: plugin network-creator-security open-network

o On the client: plugin network-steering start 0

If the client joins are successful, you should see a dialog about trust center interactions in the output.

To verify that the client is connected to the server, type info on both the client and the server. The PAN IDs
should be the same.
Start the OTA Client’s state machine on the client: plugin ota-client start Note: The download may take up to 10
minutes.

If all goes well, you should see the following output:



Bootload state: Get OTA Server EUI

O0TA Cluster: setting IEEE address of OTA cluster
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Repeating the Procedure

Once a Zigbee OTA client is upgraded through the Zigbee over-the-air boot load cluster, it can only be upgraded
again if the server has a different version of software. Therefore, to perform a Zigbee OTA firmware download
again, it is necessary to do one of the following:

« Downgrade the Running Image to the Original Version
Re-run the steps in the section 4.6 Load the Original Client Image to load the original version 1 of the OTA
Client software image.

« Create Another Image with a Newer Software Version

Run the following steps:

1. Re-run the steps in section 4.2 Configure and Build the Updated Zigbee OTA Client Image but specify a
different Firmware Version that is greater than 22.

2. Re-run the steps in section 4.8 Load the Updated OTA Client Image on the Server and replace the older OTA
Client upgrade image with the new one.

Make sure that the —version argument passed to Image-builder reflects the newest version number.

Advanced Topics



This section presents several advanced topics that allow the developer to customize the boot load to their specific
hardware and software.

Specifying Your Own Manufacturer ID

Follow these steps to specify a manufacturer ID other than 0x1002, which is the Silicon Labs-specific
manufacturing ID.

Each member of the Connectivity Standards Alliance (CSA) has its own manufacturer ID. The list of manufacturer
IDs is maintained in CSA Document 05-3874 Manufacturer Code Database. If your company does not have a
manufacturer ID, then it must request one from the CSA (https://csa-iot.org/).

« When configuring the OTA Client in the Project Configurator, do the following:
o Select the CONFIGURATION TOOLS tab and open the Zigbee Cluster Configurator.

@ reagmehtm| | ZNet OTA Client 7.sicp % -

ZNet_OTA_Client_7 CONFIGURATION TOOLS

Pin Tool

Memory Editor o

Description

Zigbee Cluster Configurator “g Open

Description

« Click on ZCL GLOBAL OPTIONS.
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Endpoint - 1 W oeETE S e Show NoFilter « CLOSE ALL Q, search Clusters

Device LO Dimmable Light A General
(Ox0101)

Network 0 Cluster Required Cluster  ClusterID  ManufacturerCode  Enable Configure
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« In the Product Manufacturer text box entry, select or enter your own manufacturer code.


https://csa-iot.org/
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Global Options
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Default Response Policy

Always
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o Save the change with shortcut key CTRL-S or File->Save.
o Re-compile the application.
« When generating the Zigbee OTA image file, do the following.
o Specify your own manufacturer ID by passing that value to the —manuf-id argument when executing the

image-builder command.

Note: You do NOT need to modify the manufacturer ID of the OTA server in this example. The server may have a
different manufacturer ID than the OTA Client. You may choose to modify the manufacturer ID to match the OTA
server device that your company is building.

Specifying Your Own Image Type ID
Follow these steps to specify an image type ID other than 0x0000.

1. When configuring the OTA Client in Project Configurator, do the following:
1. Select the OTA Bootload Cluster Client Policy software component.

2. In the Image Type ID text entry box, enter your own image type ID code.

OTA Bootload Cluster Client Policy Documentation Pin Tool <[> view Source X

Zigbee OTA Bootload Cluster Client Policy configuration

Image Type ID Firmware Version Hardware Version
o *1 22 % o
w v w

Perform EBL Verification (SOC Only) Include Hardware Version Delete Failed Downloads
o B @

3. Re-compile the application using IAR workbench.
2. If the project does not generate OTA file automatically, the new Image Type argument will need to be specified
on the command line when running the Image-builder with —image-type.

Modifying the OTA Client to Use a Different EEPROM

Many different external storage parts are available, and the choice of which one is used is based on many
different factors. AN772: Using the Ember Application Bootloader and UG489: Silicon Labs Gecko Bootloader
User’s Guide for GSDK 4.0 and Higher detail several different parts supported by Silicon Labs and their various



device parameters.
If the external storage part does not support read-modify-write, then the Project Configurator configuration must
be updated. The following describes the process:

1. Open the OTA client’s Project Configurator.

2. Select the SOFTWARE COMPONENT tab.

3. Select the OTA Simple Storage EEPROM Driver plugin and disable the option labeled EEPROM Read-modify-
write device Sup-port.

4. Re-compile the application.

Note: A new Bootloader will be required to support the change in EEPROM. You must load a new bootloader by
following the steps in section 4.6 Load the Original Client Image, and selecting one appropriate to the bootloader
you are using.

Using a Cross-Compiler for the OTA Server

It is possible to use a cross-compiler for building the OTA server for another target system. For example, building
on an x86 Windows PC for an ARM Linux system. This process is relatively straight forward once the cross-
compiler is properly installed and configured. To do this you must run make and pass it the name/location of the
compiler and linker on the command-line.

For example:

make CC=/opt/crosstool/gcc-4.0.1-glibc-2.3.5/arm-unknown-linux-gnu/bin/arm-unknown-linux-gnu-gcc
LD=/opt/crosstool/gcc-4.0.1-glibc-2.3.5/arm-unknown-linux-gnu/bin/arm-unknown-linux-gnu-gcc

The Makefile expects a GCC style command-line compiler, and it uses the compiler command (rather than the
linker command directly) for linking.

Using Encrypted GBL Images

Encrypted images protect the new application image from inspection or tampering by using a symmetric
encryption key. For more infor- mation about the Gecko Bootloader and encrypted GBL images, including
changing the bootloader type and loading an encryption key onto the device, see UG489: Silicon Labs Gecko
Bootloader User’s Guide for GSDK 4.0 and Higher.

Simplicity Studio
One-click access to MCU and wireless tools, documentation, software, source code libraries & more. Available for
Windows, Mac and Linux!
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals
and modules available for system and software imple-menters using or intending to use the Silicon Labs products.
Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples
described herein are for illustrative purposes only. Silicon Labs reserves the right to make changes without further
notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
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accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product
firmware during the manufacturing process for security or reliability reasons. Such changes will not alter the
specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of
the infor-mation supplied in this document. This document does not imply or expressly grant any license to design
or fabricate any integrated circuits. The products are not designed or authorized to be used within any FDA Class
[l devices, applications for which FDA premarket approval is required or Life Support Systems without the specific
written consent of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain
life and/or health, which, if it fails, can be reasonably expected to result in significant personal injury or death.
Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no
circumstances be used in weapons of mass destruction including (but not limited to) nuclear, biological or
chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims all express and implied
warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs
product in such unauthorized applications. Note: This content may contain offensive terminology that is now
obsolete. Silicon Labs is replacing these terms with inclusive language wherever possible. For more information,
visit www.silabs.com/about-us/inclusive-lexicon-project
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registered trademarks of ARM Holdings. Keil is a registered trademark of ARM Limited. Wi-Fi is a registered
trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their
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