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Introduction

RingCentral® has taken the “guesswork” out of router selection. Since we know that Quality of Service (QoS) is
paramount to your business, we have carefully selected and tested a set of dependable routers suitable for
supporting high quality Voice-over-IP conversations.

This document provides recommended configuration settings to ensure the highest possible QoS for voice calls
on the SONICWALL® SOHO wireless router.

Additional routers that have been tested and recommended are shown on the Recommended Routers page of
the RingCentral website.

Supported browsers for test

« Internet Explorer 11 or higher (Windows XP, 7, 8 or higher)
« Firefox version 36 or higher (Windows and Mac)

« Safari version 6.2 or higher (Mac)

Note:

The routers recommended here are quality hardware that we have tested internally and work reliably with our
services.

However, given the constantly updated firmware and physical changes made by manufacturers and the nature of
cloud-based services, RingCentral cannot control the final configuration of the hardware or your computer
systems/networks, or promise that any given router will work with your system, or guarantee that our information
is 100% up to date.

Quality of Service

RingCentral provides reliable, high-quality voice service. Your local network, Internet connection, and your router
all contribute to overall call quality, with sufficient dedicated bandwidth to voice calls being the biggest factor. To
help you manage your call quality, RingCentral offers tools to check your Internet connection speed, and
instructions to configure the Quality of Service (QoS) settings of your routers.
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The Quality of Service (QoS) settings on your router enable it to give priority to real time voice traffic over lower
priority data traffic, such as large downloads. This document provides recommended configuration settings to
ensure the highest possible QoS on the SONICWALL SOHO router. After configuring your router for optimum
QoS, select port and firewall settings for mobile and softphone apps from the table here.

Test your connection capacity

The RingCentral Connection Capacity test will help determine the maximum number of simultaneous
RingCentral calls that can be supported on your broadband connection. Run this test during normal business
hours when the connection is in use by other applications, including large file downloads.


https://www.ringcentral.com/support/qos-router.html
https://support.ringcentral.com/network-and-system-requirements/network-requirements/network-requirements-MVP.html?language=en_US
https://www.ringcentral.com/support/capacity.html

The capacity test should be run using the maximum number of simultaneous call connections needed, and should
use the G.711 codec selection.

Specific requirements for QoS: Bandwidth 100Kbps up and down per call; Latency (one-way) less than 150ms;
Jitter not to exceed 100ms; Packet loss less than 3%.

These requirements are the foundation for ensuring your local network can support satisfactory VolP. Failure to
meet these requirements will result in poor voice quality.

When the test completes, you will see the recommended number of simultaneous calls your connection can
support while maintaining good quality voice calls.

Start Test

Advanced Options

Download bandwidth starting point (Mbps): v @
Upload bandwidth starting point (Mbps): 5.0 v @
Codec: v

Download Capacity
E 4.01 Mbps (2917 packets/sec) -

Capacity | Upload Capacity

13.7 Mbps (9995 packets[sec)
=
Target Achieved Data Rate 10.0 Mbps
Losses Downstream results
v 4.07 Mbps (2959 pps) |GGG
Graph Upstream results
E} 4.99 Mbps (3633 pps) _

Advanced

Test your connection quality

RingCentral provides a VolP Quality test that will simulate VoIP calls between your computer and RingCentral,
and provide an estimate of the voice quality you should expect when using our service. For the most accurate
results, run this test at least three different times throughout a business day, and during peak usage times, while
connected to the network that you plan to use for RingCentral.

A two-minute test is typically sufficient, while longer tests are useful to find intermittent problems or to
simultaneously test VoIP performance along with other traffic such as file transfers or remote access. Select the
maximum number of simultaneous users you expect to support, and set the test duration between 1 and 5
minutes; 2 minutes is considered sufficient in most instances.

Click jitter and packet loss on the RESULTS SUMMARY panel to view the overall quality of your expected VolP
connection.

MOS score (Mean Opinion Score) refers to a test that has been used for decades in telephony networks to obtain
the human user’s view of the quality of the network. The MOS is the arithmetic mean of all the individual scores,
and can range from 1 (worst) to 5 (best). An MOS score of 4 is good.


https://www.ringcentral.com/support/qos.html

Number of simultaneous calls: 45

(=) Advanced Options

Test Duration (minutes): 2
Codec: 4
RESULTS SUMMARY

| Test audit report
Q Your connection's jitter was measured as 0.4 ms, which

indicates that it can produce a constant flow of data.
Voice-over-IP conversations should be of good quality.

which indicates that it is accurately transferring data.

Your connection's packet loss was measured at 0.0%,
Q Voice-over-IP conversations whould be of good quality.

Your connection's MOS score is estimated to be 4.2,
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Configure your router

SONICWALL SOHO QoS configuration

SONICWALL




Brand: SONICWALL

Model: SONICWALL SOHO
Hardware version: 12831
Firmware version: SonicOS Enhanced 5.9.1.10-10

To review the guide that covers configuring QoS in the SonicOS operating system click here.

1. Log into the SONICWALL router with administrative permissions. The default username is admin and the
default password is admin. Click OK.

2. the left side of the page, expand VoIP / Settings.
Check the Enable consistent NAT box and uncheck all other settings. Select Accept to save the changes. (See
the graphic on the next page.) On the left side of the page, expand VolP / Settings — illustrated; see instructions

above.

SONICWALL™> Network Security Appliance

4 Dashboard VolP
= System Setti ngs

» @ petwork /

» &P 36/Modem (2 Accept Cancel
> é’ SonicPaint

> N Firewall General Settings
» 'QE""’ Firewall Settings
: ¥| Enable consistent NAT -ee—
- Q VolP
Settings SIP Settings
Call Status

Ti ions
» ZB Anti-spam Enable SIP Transformation

» @ VEN Permit non-SIP packets on signaling port
3 .w SSLVPN Enable SIP Back-to-Back User Agent (B2BUA) support
{f
> Users SIP Signaling inactivity time out (seconds): 3600
b &5 High Availability S1P Media inactivity time out {seconds): 120

k G Security Senices

Il

Additional SIP signaling port (UDP) for transformations (optional):
» _.J WAN Acceleration

r 5% Log H.323 Settings

Enable H.323 Transformations
Only accept incoming calls from Gatekeeper
Enable LDAP ILS Support

e ——
H.323 Signaling/Media inactivity time out (seconds): |300

Default WAN/OMZ Gatekeeper 1P Address: 10.0.0.0

3. Go to Firewall Settings / BWM.
3A. Under Bandwidth Management Type, select Global.


http://help.sonicwall.com/help/sw/eng/7625/7/2/0/content/Policies_FirewallSettings_QoSMapping_Snwls.htm

3B. Under Priority, disable EVERY category, except for Medium, which is enabled by default; set Guaranteed to
50%; Maximum\Burst to 100%.
3C. Enable Realtime; set Guaranteed to 50%; Maximum\Burst to 100%.

3D. Click Accept to save changes/settings.

SONICWALL> Network Security Appliance

> Dashboard Firewall Settings
y = System BWM
> ? Network

r 2 3G/Modem QAccept l Cancel iF!estore Delaults...l
> éﬂ) SeonicPoint

» @ Fireval /

vﬁn“"'l Firewall Settings Bandwidth Management Type: WAN '* Global None
Advanced
BWM
Flood Protection Priority Enable Guaranteed Maximum\Burst
Multicast 0 Realtime m—— 50 | % 100 | %
L 1 Highest 0 % 100 | %
(e
2 High 0 % ) %
P LQ Anti-Spam
3 Medium High 0 % 100 |%
» 6 VPN =
» BY ssiven 4 Medium — 50 | % 190 | %
Py
> Users 5 Medium Low 0 % 100 |%
» &= High Availability 6 Low a % a %
€ ity 't e
> G Security Services 7 Lowest 2 % a0 | %
» = WAN Acceleration
l-'. Total: 100
> 2% Log

Note: This priority table is used only when global bandwidth management is selected.

In global BWIM mode, all traffic (by default) is marked as "medium” priority unless configured via firewall rulefapp firewall
rule,

4. Go to Network / Interfaces / X1 (WAN).
4A. Under the General tab, click the Configure icon (on far right).
4B. Go to Advanced tab > Link Speed: and set to Auto Negotiate (UNLESS there’s a need to set it to
something specific)
4C. Under Bandwidth Management check Enable Egress; set Interface Egress Bandwidth to match the
available bandwidth;
check Enable Ingress; set Interface Ingress Bandwidth to match the available bandwidth.

4D. Click OK to save changes/settings.



SONICWALL> | Network Security Appliance

General Advanced

Advanced Settings

Link Speed: Auto Negotiate v

® Use Default MAC Address: [Co.EAE4:24:9B:E9
Ovemide Default MAC Address: |
Enzble Multicast Support ™
Manzgement Traffic Only
Interface MTU: 1500 b
# Fragment non-VPN outbound packets larger than this Interface's MTU
Ignore Don't Fragment (DF) Bit
Do not send ICMP Fragmentation Needed for outbound packets over the Interface MTU

Bandwidth Management

# Enable Egress Bandwidth Management

Available Interface Egress Bandwidth (Kbps): 100000.000000
¥ Enable Ingress Bandwidth Management

Avzilable Interface Ingress Bandwidth (Kbps): 100000.000000

Note: BWHM Type: Global; To change go to Firewall Settings > BWM

Ready

OK Cancel Help

5. On the left side of the page, Expand Network. Select Address Objects and create objects and subnet masks for
80.81.128.0/255.255.240.0; 103.44.68.0/255.255.255.0; 104.245.56.0/255.255.248.0;
185.23.248.0/255.255.252.0; 192.209.24.0/255.255.248; 199.68.212.0/255.255.252.0;
199.255.120.0/255.255.252.0; 208.87.40.0/255.255.252.0 as shown at bottom.
5A. Scroll down and click Add to add the RCFFullRang Supernets.



» B pasvoard wwork . Address Objects » B pashioard
» E System L4 ! System
Add Ol
- e - oo
Interfaces Interfaces
PortShield Grou PortShi
= View Style: () Al Address Objects () Custom s
Failover & LB Failover & LB
Zones Add Group... Delete Zones
DNS DNS
iy D
Services L » 1 LANSubnets S @ > WAN Primary 1P
Routing J » 2  Firewalled Subnets Routing @ 3 WAN Primary Subnet
DALRIKIeS O » 3 LANInterface IP
. B > 4 WANSuboas 5B. Create objects for the following: RingCentral Supernets.
Neigl Discovery
B> T — RingCentral Supemets
MAC-IP Anti-spoof 5
- 80.81.128.0/20
DHCP Server ) » & DMZ Subnets
e 103.44.68.0/22
L) » 7 DMZInterface IP
Web Proxy 104.245.56.0/21
[J » 8 WLAN Subnets
Dynamic DNS 185.23.248.0/22
192.209.24.0/21
199.68.212.0/22
199.255.120.0/22
208.87.40.0/22
SONICWALL'| Network Security Appliance SONICWALL \ Network Security Appliance SONICWALL \ Network Security Appliance SONICWALL | Network Security Appliance
Nome: RCFullRange 1 Name: RCFullRange 2 Name: RCFullRange 3 Name: REFullRange 4
Zone Assignment: WAN A Zone Assignment: WAN v Zone Assignment: WAN - Zone Assignment: WAN hd
Type: Network v Type: Network - Type: Network - Type: Network -
Netwark: 80.81.128.0 Network: 103.44.68.0 Network: 104.245 56.0 Network: 185.23.248.0
Netmask/Prefix Length:  255.255.240.0 Netmask/Prefix Length:  255.255.255.0 Netmask/Prefix Length:  255.255.248.0 Netmask/Prefix Length:  255.255.252.0
[Ready [Ready [Ready [Ready I
Add Close Add Close Add Close | A dose
SONICWALL'| Network Security Appliance SONICWALL | Network Security Appliance SONICWALL | Network Security Appliance SONICWALL | Network Security Appliance
Name: RCFullRange 5 Name: RCFullRange 6 Name: RCFullRange 7 Name: RCFullRange 8
Zone Assignment: WAN - Zone Assignment: WAN - Zone Assignment: WAN - Zone Assignment: WAN -
Type: Network M Tyee: Network - Type: Network - Tyee: Network -
Network: 192.200.24.0 Network: 199.68.212.0 Network: 199.255.120.0 Network: 208.87.40.0
Netmask/Prefix Length: ~ 255.255.248.0 Netmask/Prefix Length:  255.255.252.0 Netmask/Prefix Length: ~ 255.255.252.0 Netmask/Prefix Length: ~ 255.255.252.0
Ready || [Ready || [Ready ||| [Done adding Addresz object entry
Add Close Add Close Add Close | add || Close

6. A. Once the address objects are added, add the address group from the same section of the interface, as seen

below.



SONICWALL  Network Security Appliance

Name:

UL B R LR A= L B L

LAN Primary Subnet
Secondary Default Gateway
uoIP

U0 IPv6 Link-Local Address

U0 IPv6 Primary Static Addres -
U0 Subnet 5|
WAN IPv6 Link-Local Address

WAN IPv6 Primary Static Addr
\WAN IPuR Primaryu Static Addr i

-
U0 IPv6 Primary Static Addres

RCFullRange1
RCFullRange2
RCFullRange3
RCFullRange4
RCFullRange5
RCFullRange6t
RCFullRange7
RCFullRange8

| Ready

OK

6B. Click OK. Once added you can expand the group and it should look like this:

RCFullRange Group

RCFullRangel 80.81.128.0/255.255.240.0
RCFullRange2 103.44.68.0/255.255.255.0
RCFullRange3 104.245.56.0/255.255.248.0
RCFullRange4 185.23.248.0/255.255.252.0
RCFullRange5 192.209.24.0/255.255.248.0
RCFullRanget 199.68.212.0/255.255.252.0
RCFullRange7 199.255.120.0/255.255.252.0
RCFullRange8 208.87.40.0/255.255.252.0

7. A. On the left side of the page, Expand Network and select Services.

Group

Network
Network
Network
Network
Network
Network
Network

Network

WAN

WAN

WAN

WAN

WAN

WAN

WAN

WAN

Cancel
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4 Dashboard
- Network
b S5 System
= Services
- P etwerk
Interfaces
Servioe Grom Ttems 1 1035 (of36) (aef[e][x ]
PortShield Groups B
2 — |=
Falover &LB Wiew Style: @ All Services (D) Custom Services ) Default Services Go to Service Objects =
Zones
DNS Add Group... Delete 41
Address Objects g
' e = Name Protocol Port Start Port End Configure Comments
Services
= L | AD Directory Servioes & =)
Roufing
NAT Polices > 2 AD Server I 2
ARP —
k3 NT Domain Login &
MAC-IP Anti-spoof
- =4
DHCP Server >4 SonicWALL S50 Agents I e
TP Helper s SonicWALL TS Agents & =
Web Prosx p
¥ [ " Terminal Services & 3.—?
Dynamic DNS
- i 3
Network Monitor 8T Citrix & &
» & 3zmodem » 8 IRC (Chat) Z =)
L3 é‘h SonicPoint o
gt » 3 DNS {Mame Service) Z =
b g Frewall — =3
; » FTP (Al & =
3 %‘J Firewall Settings 0 W ¥
v & vor o1 IKE # =)
F L@ Ant-Spam » 12 icMe ? _!“"j
@ e
et 13 Ping i =]
v MY s e
» é Users k14 Kerberos Z S
» B2 igh availabiity bos NetBios 7 =)
L4 G Security Services — p— ;., =)
F < =
[ _: WAN Accelerabon = P
» D e » 17 Syslog & &
» 18 varp é =]
» 19 PC Anywhere &z =
. r=
L] Timbukcu & ::?
-

Mode: Configuration b

7B. Under Services click the Add option. Then add the following services to support the RingCentral Desk

Phone. (See Table B.1, here.)

. RC2: UDP 5090 — Signaling
. RC3: TCP 5090 — Signaling

. RC1: UDP 20000 — 64999 — Media/Media Secured

RC4: TCP 5099 — Signaling (when line sharing is used)
RC5: TCP 5096 — Signaling Secured

. RC6: TCP 5098 — Signaling Secured

. RC7: UDP — 123 — Network Time Service

. RC8: TCP 636 — LDAP Directory Service

. RC9: TCP 443 — Provisioning

Other types of endpoints require addition of Services according to Tables B.2 through B.9, here.
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7D. Now select the Add Group option from the Service Groups section, also under the Services section. Name
the group RingCentral; highlight all RingCentral Services. Use the arrows in the box to move the highlighted

information from left the right.


https://support.ringcentral.com/network-and-system-requirements/network-requirements/network-requirements-MVP.html?language=en_US
https://support.ringcentral.com/network-and-system-requirements/network-requirements/network-requirements-MVP.html?language=en_US

SONICWALL®> | Network Security Appliance

Name: RingCentral

Host Name Server TCP «| |NTP
Host Name Server UDP rcl
AD NetBios Services rc2
NetBios TCP rc3
NetBios UDP rcd
RPC Services rch
RPC Services (IANA) rcb
DRP rc7
NetFlow / IPFIX rcd
webhttp rc9 v
-= <- Remove All
Ready
OK Cancel

Note:
Selections shown at left are the default profiles for the SONICWALL router before step 7B.
Select OK. The RingCentral Service should now be added.

8. On the left side of the page, Expand Firewall. Select Access Rules. Click the Add button.

Mode: Configuration »
» B oashicand

Firewal
=
» 2 spstem Access Rules
» D ook
|
» & 3qmedem Restore Defauls
» & SonicPoint
B et i renst oo 100 oF 106 GIENENE
Access Rules
App Rules | ViewSte: @ All Rules Matrix Oxop-down Boxes
App Control Advanced 4_..--——""'_——_-_
I Al Clear Statstcs Restore Defauts.
Match Objects |
Action Objects I Zone v > Zone Pricrity Source Destination Senvice Action Users Pa(k; Comment Enable Configure
Address Objects ‘
VPN 7
Service Objects
-
Email Addr Objects d 51 VPN > LaN 9 Amy Any cwe Allow All T4 alj (Z) (%
» 8§ Firewall Settings 52 VPN > AN 10 Any VIAN RemoteAccess Networls. Any Allow A = w (2
v & vor ~
53 VPN > LAN 1 Any VILAN RemoteAccess Networks Any Allow Al (-’ al) (Z
P Q@ Anti-Spam
-
» @ ven & VPN > WAN 1 Any Any TP Den, ] v w) (2) (%
» B ssLven 5 VPN >  WAN 2 Any Any SysloguOP  Allow A v al (2) (X
&
» Users -

9. Create two new rules for WAN to LAN and LAN to WAN, as seen below. Select Add for both and select the

drop-down menus as indicated in the screenshots.



SONICWALL | Network Security Appliance SONICWALL  Network Security Applance

General | _ Advanced | Feroym— General Adgvanced | QoS
Settings Settings
Action: ® allow Deny Discard Action: ) Allow Derry Discard
From : | waAN v From LAN L
To: | LAN 4 To WAN v
Source Port: Any v X Source Poct: Any v A
Service: | RC Services M Service: RC Services v
Source: | RCFullRange Group v Source: Any v
Destination: | RCFullRange Group \ Destination RCFullRange Group r
;J:;'S ] Al v .. these users will be allowed if not exdluded, t’::’::.q Al v these users will be allowed I not excluded,
5 I . Uk
:::;;M. | None v .. these users will be dented. i:(:}d None v . thase usors will be denied,
Schedule: | Always on \ Schedule Always on 4
Comment: | Comment:

¥ Enable Logging ¥ Enable Logging

¥ Allow Fragmented Packets ¥ Niow Fragmented Packits

Enable packet monitor Enable packet monkor

.
Enable Management " Enable Mansgement

. The RingCentral Access Rule should now be added.

O 19 LAN > WAN 7 Any RCFUlIRNGGrp Any Allow All w @
©11 WAN > AN 11 RCFUlIRNGGrp Any Any Allove Al @ @@ ®

. Click edit on both the LAN to WAN and WAN to LAN settings and go to the Ethernet BWM tab. Enable both the

inbound and outbound bandwidth management settings and set to Realtime.

SONICWALL> | Network Security Appliance

General | Advanced | QoS Ethernat BWM

Ethernet Bandwidth Management

#| Enable Outbound Bandwidth Management ( ‘allow’ rules only)

Bandwidth Priority: 0 Realtime v | -———
¥| Enable Inbound Bandwidth Management ( ‘allow' rules only]
Bandwidth Priority: 0 Realtime V| t—

Note: EWM Type: Global; To change go to Firewall Settings > BWM

Ready

OK Cancel Help



12. Go to the QoS tab and set the DSCP Marking Action to Explicit and set the Explicit DSCP Value to “46” and
click OK to save.

SONICWALL> | Network Security Appliance

General Advanced QoS Ethernet BWN

DSCP Marking Settings

DSCP Marking Action: | Explicit v | =

Explicit DSCP Value: | 46 - Expedited Forwarding (EF) ¥ | <t—

Ready

— OK Cancel Help

Congratulations. You have finished configuring your SONICWALL SOHO firewall/ router for QoS prioritization of
voice packets.

Now select the port and firewall settings for mobile and softphone apps from the table on the next page.

Ports and Firewalls Settings for RingCentral VolP Service

Please see RingCentral Ports and Firewalls reference link for the required TCP/UDP ports that need to be
opened for RingCentral devices to work. Categories are:

Device Type

Protocol

Source Port—Customer Side

Destination Port—RingCentral Side

Also see information on Port Triggering on the referenced page.

©2019 RingCentral, Inc. All rights reserved. RingCentral and the RingCentral logo are registered trademarks of
RingCentral, Inc. Other third-party marks and logos displayed in this document are the trademarks of their
respective owners.
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