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RAK7248 Raspberry Pi Lora WAN Gateway

What Do You Need?

RAK7248/RAK7248C/RAK7248P Westgate Developer D4H Gateway
16 GB SD Card + Card Reader

5V at least 2.5 A Micro USB Power Supply

A Windows/Mac OS/Linux Computer
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5. Latest RAK7248 Firmware

What'’s Included in the Package?

" (1x) LoRa Antenna (1x) GPS Antenna (1x) Power Adapter (1x) 16GB SD Card

RAKT7248 Developer gateway (1x)

Figure 2: RAK7248/P Westgate Developer D4H Gateway package contents

RAKT248C LFWAN Developer Gateway Lorai® Antenna LTE Antenna GI'S Antenna USE C - Power Adapter 16GH S50 Card
i1x) {lx) (2x) {1x) {1x) {1x)

Figure 3: RAK7248C Was Gate Developer D4H Gateway package contents

Product Configuration



After burning the firmware image onto the SD Card, make sure you have inserted the SD Card into the RAK7248
Westgate Developer D4H Gateway and have the Lora, and GPS Antenna connected. Refer to the guide on how to

burn the image

A WARNING

Before powering the Raspberry Pi 4, you should connect the Lora, LTE (only in the Cellular variant), and the GPS
antennas. Not doing so might damage the boards.

After the antennas are attached and the SD card is inserted into the Raspberry Pi, you can safely power on the
gateway.

Wi-Fi AP Mode
By default, the gateway will work in Wi-Fi AP Mode, which means you can find an SSID named
Rakwireless_XXXX on your PC Wi-Fi Network List.

8~ Rakwireless AA67 8~ Rakwireless AA67
@ Secured : /f'.

Secured

Enter the network security key

[l Corpec: musmatcaby Z

Connect Next Cancel

Figure 4: RAKwireless access point

NOTE

XXXX is the last 2 bytes of your RAK7248’s WIFI MAC address. Connect to this Wi-Fi SSID using the password
provided below. Take note of the default IP address of the gateway provided below as this will be needed in
connecting via SSH. By default, the gateway will work in Wi-Fi AP Mode, which means you can find an SSID
named Rakwireless_XXXX on your PC Wi-Fi Network List.

« Wi-Fi Password: rakwireless
o Default IP Address: 192.168.230.1

Raspberry Pi 4 Ethernet Port

You can also connect your PC with the gateway through an Ethernet cable. By default, the IP address of the
gateway’s Ethernet interface is 192.168.10.10 , so you need to set the IP address of your PC’s Ethernet to the
same network segment, for example, 192.168.10.20 .

1. To do this on a Windows PC, go to Control Panel -> Network and Internet -> Network and Sharing Center

and click Ethernet.



Control Panel » Netw d Internet » Network and Sharing Center

File Edit View Tools

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type No network access
settings Public network Connections: % Ethermet 3

Media streaming options
Change your networking settings
'E- Set up a new connection or network
=

Set up a broadband, dial-up, or VPN connecticn; or set up a router or access peint.

™ Troubleshoot problems

Diagnese and repair netwerk problems, or get troubleshoeting information.

Intemet Options

‘Windows Defender Firewall

Figure 5: Network and sharing center
2. Click Properties, then select Internet Protocol Version 4 (TCP/IPv4).

@ Ethernet 2 Status . Y Ethernet 2 Properties X
General Networking  Sharing
: Connect using:
Connection
IPv4 Connectivity: Internet @ Intel(R) 82579LM Gigabit Network Connection #2
IPv6 Connectivity: No network access
Configure...
Media State: Enabled
; This connection uses the following items:
Duration: 02:32:17 P
Speed: 100.0 Mbps = Client for Microsoft Networks A
E} File and Printer Sharing for Microsoft Networks
Details... W] 8 VirtualBox NDIS6 Bridged Networking Driver
%8 Q05 Packet Scheduler
'R Intemet Protocol Version 4 (TCP/IPv4)
Aciivity (] s Microsoft Network Adapter Muttiplexor Protocol
4 Microsoft LLDP Protocol Driver v
Sent — L\‘ L] - Received N >
W Install.. Uninstall Properties
Bytes: 69 586 538 | 2033943022 Description
Transmission Control Protocol/Intemet Protocol. The default
‘ - ; wide area network protocol that provides communication
& Properties Gisable Diagnose across diverse interconnected networks.
Close
OK Cancel

Figure 6: Ethernet properties
3. By default, the PC will obtain an IP Address automatically. Click Option Use the following IP Address and enter
the IP address 192.168.0.10.20 then press OK.



General Alternate Configuration | General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically

(O) Obtain an IP address automatically
(O Use the following IP address:

(®) Use the following IP address:

[ | 1P address: 192 .168. 10 . 20 |

| . = Subnet mask: 255.255.255. O

[ . . . ] Default gateway:

(@) Obtain DNS server address automatically
(O Use the following DNS server addresses:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
| ! : : l Preferred DNS server:

[ . . . ] Alternate DNS server:

Validate settings upon exit

e [] validate settings upon exit

oK Cancel

Figure 7: TCP/IPv4 Properties
Now, you should be able to access your gateway from your PC successfully using the IP
Address192.168.10.10 through SSH.

Log into the Gateway Windows OS

SSH (Secure Shell) is typically used to log in to a remote machine and execute commands. There are a lot of free

and good SSH Clients out there, namely Putty , BitVise SSH Client , Maxterm and many more. Feel free to choose
one that fits your needs, but for this guide, you will be using Putty



g PuTTY Configuratior

| Category:
= Session Basic options for your PuTTY session
- Loggin _ o
s Tor n?agal 9 Specify the destination you want to connect to
. Keyboard Host Name (or IP address) Port
- Bell 192.168.230.1 22
~ Features z tion ty
~ Window s
| Appearance (ORaw () Telnet ()Riogin (®SSH () Serial
S Load, save or delete a stored session
-~ Translation
. [ Selection Saved Sessions
. Colours
—| Connection .
' Data Default Settings Load
Il Proxy '
| Telnet Save
'/ ~Rlogin
4 SSH Delete
- Serial
Close window on exit:
()Aways ()Never (@) Onlyon clean exit
About Help Open Cancel

Figure 8: Putty Software for SSH in Windows

If you have connected to the gateway through Wi-Fi AP Mode, the IP Address is 192.168.230.1
If you have connected to the gateway through Ethernet, the IP Address is 192.168.10.10

It will then prompt you to enter the username and password. The default username and password are:

Username: pi

Password: raspberry




Figure 9: Command line after log in

Mac OS

Open the Terminal of Mac OS. Launch the Terminal application found in “the /Applications/Utilities/” directory. You
can also launch it from Spotlight by hitting Command + Spacebar and typing Terminal, and then return:

Q_ terminal

TOP HIT

1 Terminal

DEFINITION

®  terminal
SIRI KNOWLEDGE

@ Heathrow Terminal 3
Terminal 3
Terminal 3 station

@ Terminal 3 station
WEBSITES

Terminal

. manila-airport.net
@ miaa.gov.ph
en.wikipedia.org Kind Application
DEVELOPER Size 10.1 MB

R Terminal.php Created 26/02/2019

Modified 13/03/2020
. Terminal.php — Projects Last opened 22/05/2020

Figure 10: Opening terminal in Mac OS




Open the terminal of Mac OS. Enter root mode by typing the following command:

Linux OS

If the OS of your PC is Linux, you should do the same as the Mac OS, except the root mode.
Accessing the Internet

Assuming you have successfully logged into your gateway using SSH. Enter the following command in
thecommand line:

sudo gateway-config

You will then see a page like the following picture:

Documentation Center

RAK7248 (Gateway ID:DCA63Z2FFFE

Configuration options:

Version: 4.2.7R)

Setup RAK Gateway Channel Plan
Restart packet-forwarder

Edit packet-forwarder config
Configure WIFI

Configure LAN

o b oo I

Figure 11: Configuration options for the gateway

1. Set pi password- used to set/change the password of the gateway.

2. Set RAK Gateway Channel Plan — used to configure the frequency, which the gateway will operate on, and
theLoRaWAN Server which the gateway will work with.

3. Restart packet-forwarder — used to restart the LoRa packet forwarder.

4. Edit packet-forwarder config — used to open the global conf.json file, to edit LoRaWAN parameters manually.



5. Configure WIFI — used to configure the Wi-Fi settings in order to connect to a network.

6. Configure LAN — used to configure the Ethernet adapter settings.****

Connect through Wi-Fi

If you want to connect through Wi-Fi, it can easily be done with the Wireless capabilities of the Raspberry Pi 4 by
choosing 5 Configure WIFI. By default, the RAK7248 WisGate Developer D4H Gateway works in Wi-Fi AP
Mode.For the gateway to connect to the router, it must work in Wi-Fi Client Mode.

Configuration options:

nable AP Mode/Disable Client Mode
Enable Client Mode/Disable AP Mode
Modify SSID and pwd for AP Mode
Add New S55ID for Client

Change Wi-fi Country

Figure 12: Configuration options for Wi-F

There are 5 options to choose from in the Wi-Fi configuration menu:

—

Enable AP Mode/Disable Client Mode — the gateway will work in Wi-Fi Access Point Mode after rebooting

while the Wi-Fi Client Mode will be disabled (this is the default mode).

2. Enable Client Mode/Disable AP Mode — the gateway will work in Wi-Fi Client mode after rebooting, while Wi-Fi
AP Mode will be disabled.

3. Modify SSID and pwd for AP Mode — used to modify the SSID and password of the Wi-Fi AP. Only works if the
Wi-Fi AP Mode is enabled.

4. Add New SSID for Client — this is used if you want to connect to a new Wi-Fi Network. Only works in Wi-Fi

Client mode.

5. Change Wi-Fi Country — this is used to modify the Resident Country to match Wi-Fi standards.

A WARNING

To enable Wi-Fi Client Mode, you have to disable AP Mode first.

Once Wi-Fi AP Mode has been disabled by choosing 2 Enable Client Mode/Disable AP Mode, you can now then
connect to a new Wi-Fi Network by choosing 4 Add New SSID for Client.



~onfigure wif
Configuration options:

Enable AP Mode/Disable Client Mode
Enable Client Mode/Disable AP Mode
Modify SSID and pwd for AP Mode
Change Wi-fi Country

NEEW

Figure 13: Add a new SSID

Start by selecting your country of residence:

Select the country in which the Pi is to be used

United Arab Emirates
Afghanistan

Antigua & Barbuda
Anguilla

Albania

Armenia

Angola

Antarctica
Argentina

e~ RILRLERIRREIRINRIRN O -

Figure 14: Selecting country of residence

Enter the SSID of the network you want to connect:

A WARNING

Make sure to input the correct Wi-Fi SSID and Password, or you will not be able to connect to the RAK7248 again
via SSH in Wi-Fi AP Mode. If stuck in this situation, follow the procedure listed in the Reverting to Wi-Fi AP Mode



section, which is applicable for all Raspberry Pi-based gateways to work again in Wi-Fi AP mode.

Please enter SSID

Figure 15: SSID of the Network you want to connect to

Type the password. If there is none, leave the field empty.

Please enter passphrase. Leave it empty if none.

Figure 16: Wi-Fi password

Connect through Ethernet



« In the main configuration menu, choose 6 Configure LAN. This will let you set up a static IP address for the
gateway’s Ethernet adapter.

« Type a static IP Address according to the IP address of the router you want to connect to. Note that the
gateway and the router must be in the same network segment. Otherwise, the connection will fail.

« By default, the IP Address of the gateway’s Ethernet is 192.168.10.10 .

IP:

l192 .168.10.10

Figure 17: Default gateway Ethernet IP Address

Then configure the IP address of the router. This is the LAN interface IP address of the router.



[192.168.10.1

Figure 18: Router LAN IP

Press OK and the success message will appear.

After reboot, the gateway will connect to the router successfully through Ethernet.

Reboot

Lastly, reboot the gateway using the command shown below and put it in the command line.

sudo reboot

Optional Configuration

The configurations in this section are only optional and situational.

Reverting to Wi-Fi AP Mode

If you have entered either or both incorrect Wi-Fi SSID and Password in the Wi-Fi Client Mode setup for the
RAK7248 WisGate Developer D4H Gateway to connect to the router, follow this set of steps to work again in Wi-
Fi

AP Mode and redo the setup.

« Remove the SD Card from your RAK7248 WisGate Developer D4H Gateway and insert it into your PC. Your

PC should be able to detect it the same way as on the image below:\



SD HC boot (F:)

—

== 19.8 MB free of 42.2 MB

Then create a new file named “rak_ap” in this folder:

"] start_cd.elf
.| start_db.elf
| start_x.elf
| rak_ap

Figure 19: Creating rak_ap file to your SD Card
 Using your Command Prompt or Terminal, navigate to your SD Card and type the following command to

generate the rakap file.
cd > rak_ap

« Check if the rak_ap file is created successfully. If so, re-insert the SD Card into your RAK7248 WisGate
Developer D4H Gateway, and it should work again in Wi-Fi AP Mode.

Configuring the Gateway

If you have successfully logged into your gateway using SSH, enter the following command in the command line:
sudo gateway-config

You will see the following page:



Configuration options:

n

o o~ w

NOTE

Setup RAK Gateway Channel Plan
Restart packet-forwarder

Edit packet-forwarder config
Configure WIFI

Configure APN name

Configure LTE Module

Configure LAN

< o e won

o

Figure 20: Configuration options for the gateway

. Set pi password — used to set/ change the password of the gateway.
Set up RAK Gateway Channel Plan — used to configure the frequency, which the gateway will operate on, and
the LoRaWAN Server which the gateway will work with.

Restart packet-forwarder- used to restart the LoRa packet forwarder.
Edit packet-forwarder config — used to open the global_conf.json file, to edit LoRaWAN parameters manually.
Configure WIFI — used to configure Wi-Fi settings in order to connect to a network.

Configure LAN — used to configure the Ethernet adapter settings.

A unique ID will be generated for the gateway. This is also called gateway EUI in the figure above, and it is
essential for registering the gateway with any LoRa Network Server (TTN, ChirpStack).

There is yet another way to get your Gateway ID, by just entering the following command in the command
line.

sudo gateway-config

When generating the ID by using the command, you will see the following:

Figure 21: Gateway ID using the command line




Setting a New Password for the Gateway
It is a good security practice to change the default password Raspberry Pi which is the same for all Raspberry Pi
devices.

1. First, choose 1 Set pi password option referred to on the image below.

Configuration options:

Set pi password

Setup RAK Gateway Channel Plan
Restart packet-forwarder

Edit packet-forwarder config
Configure WIFI

Configure LAN

anon s o o IR

Figure 22: Set Pi password

2. Next, press Yes, and you will be asked to enter your new password twice then click Enter.

Figure 23: Confirm password change
3. The success message for changing the password will then pop up.



Password has been changed succesfully.

Figure 24: Successful password change

Setup RAK Gateway Channel Plan
This menu allows you to select your LoRa frequency band and one of the two available Networks Server options
by choosing 2 Setup RAK Gateway Channel Plan.

Configuration options:

Set pi password

Restart packet-forwarder
Edit packet-forwarder config
Configure WIFI

Configure LAN

[EGRRTSAY [

Figure 25: Choosing Setup RAK Gateway Channel Plan

You can choose one of two supported LoRa Servers: TTN or ChirpStack.
Server is TTN
NOTE: If you want to use the ChirpStack for your Network server, head to the next section: Server is ChirpStack



Select the Server-plan:

| I

=

2 Server is ChirpStack

Figure 26: Serveris TTN

If you choose TTN as the LoRa Server, you will see the same page, as shown in Figure 27. Visit the LoRa Alliance
Regional Parameter for more information on your local frequency plan. This will allow you to choose the correct
plan.

TTN Channe
Select the Channel—plan

n
2 AS 923{923 925]
AU 915 928
CN 470 510
EU _863_870
IN °65 867
KR 920 923

RU °64 870
US 902 28

Figure 27: Selecting the TTN channel plan

After choosing the correct frequency, the success message will appear, as shown in Figure 28.



Restart packet-forwarder

The packet-forwarder has been restarted.

Figure 28: Selecting the TTN channel plan

NOTE

« When a Channel plan is selected, the gateway is configured to connect to the nearest cluster to the region. If
new clusters are presented, the channel plans will be updated. For now, the only available clusters are:
eul.cloud.thethings.network (European)
aul.cloud.thethings.network (Australian)
nam1.cloud.thethings.network (North American)

« If you want to use another cluster, you can change the server address by selecting 4 Edit packet-forwarder
config.

« If you want to use TTN for the LoRa Network server, you can skip the If the Server is ChirpStack section and
head to registering the gateway in TTN.

Server is ChirpStack



—$ o lan configuratio

Select the Server-plan:

1l Server is TIN

I Server is ChirpStack

Figure 29: Server is ChirpStack
If you choose ChirpStack as your LoRa Server, you will see the following page with two options available:

1. ChirpStack Channel Plan Configuration — used to configure your Regional Frequency Band.
2. ChirpStack ADR Configure — used to enable/disable the Adaptive Data Rate (ADR) functionality.

Server Channel-plan:

l ChirpStack Channel-plan configuratio
2 ChirpStack ADR configure

Figure 30: Configure ChirpStack channel plan

First, select 1 ChirpStack Channel-plan configuration for configuring your frequency channel. Then, set the

IPaddress of the ChirpStack.



Server Channel-plan:

AS_923(923_925)
AU 915 928
CN_470_510
EU_433
EU_863_870
IN_865_867
KR_920_923
RU_864_870
US_502_928
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Figure 31: Regional Frequency Band Option

SERVER IP:

[127.0.0.1

Figure 32: Default ChirpStack IP Address

NOTE
The default IP Address is 127.0.0.1 . The latest firmware/GitHub repository installs ChirpStack on the
Raspberry Pi.

« If you want to use an external ChirpStack, you need to set it to its IP Address.
« If you have selected ChirpStack ADR Configure instead, you can enable/disable the Adaptive Data Rate (ADR)

functionality:



ChirpStack ADR configuratior
ChirpStack ADR configuration:

1 Enable ADR

JliDisable ADR

<Cancel>

Figure 1: ChirpStack ADR Enable/Disable

« If you want to use ChirpStack for the LoRa Network server, you can head to registering the gateway

& RAK
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