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Foreword
Suitable Condition
Tools Manufacturer Revision Applicable Module Type
BC25/BC32/BC35-GR/BC95-B5R/
Coolwatcher AT+CGMI/RDA_89xx BC95-BSR/BCE5/BCI2
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Device Connection

If the module has been welded or debugged separately, it is recommended that you connect to the Coolwatcher
and grab the log as shown below. Note that the BC65/BC92 for overseas type, Tx/Rx and TTL_Tx/TTL_Rx
directly connect, do not need to cross;

DBG_TXD -> TTL:RX
DBG_RXD - TTL:TX
GND -> TTL:GND

Coolwatcher

DBG_TXD -» TTL:RX
DBG_RXD - TTL:TX
GND - TTL:GND

Coolwatcher
= BC35GR

BC95B5R

DBG_TXD -> TTL:RX
DBG_RXD - TTL:TX
GND - TTL:GND

Coolwatcher

If TE-B corresponding to RDA module is used, from "Device Manager — Ports” to select the second COM
port(XR21V1412 USB UART ChB).

Coolwatcher

Coolwatcher is installation-free and can be used after decompression. Run coolwatcher_debughost.exe in the
\cooltoolswin32_custom_P3.R2.0.0005 path.
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coolwatcher_de
bughost

Coolwatcher Connection

Before connecting the device, run the AT"TRACECTRL=1 via the main UART to enable debugging output. After
capturing logs, to run AT"TRACECTRL=0 to disable debug output.

Click the Coolwatcher icon above, and then the configuration window as shown below pops up. Select “8910” for
Profiles and the corresponding Debug port for lastcomport,then to click "OK”;

@ P3R2.0.0005 by 2020-07-23

Profies The following it displays the pairs of key/values contained in each of the available profies.
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The message shown below is output after the device is successfully connected.

Coolwatcher

¥ CoolWatcher Developer with profile 8910

- =] X
File View Plugins Chip Fash Tools Help
b e R
Main & X Buffer Watcher & x
Ruby Script  General Desc  HWLb  SwWlb Address | Ox Size|32 | Regroup[] 32 (1 16 1 8 [ Auto | Poll

Select “Plugins— Activate Tracer” from the menu bar, as shown below, and open the log trace window.



@ CeolWatcher Developer with profile 8910 - o X
Fle View Plugins | Chip Flash Tools Help

b W Activste BufferProfile
Main Activate Flamulator & % Buffer Watcher ax
pAekueRe W Lib Address |0x size[32 | Regroup (132 [1 16 &7 8 ] Auto [Fol
Activate Calibrats
Activate RomBum

*/Tosls/coeltools-wind2_custom P3.R3.0.0005/profiles”
Eea———

Loading plugin Calib.

Loading plugin sombusn
Opening Chip on COM3...

E Connection SCURRENTCORNECTION (COM43) cpened (SCURRSNICOMNECTION) .

Event sniffer (re)starting. (Comnection: vent Sniffer (COMA3))
Loaging prefile serips : E3l0.rb

EVENT SNITTING ERROR: CONNECTION BROKEN?

EVENT SNITTING RESURRECTED.

# CoclWatcher Developer with prefile 8910 - o X
Fle View Plugins Chip Flash Tracer Tools Help
Bd S e
Main & x | Buffer Watcher &%
Ruby Script | Genersl  Dese  HWLb  SWLib Address | |size (32| Regroup [ 32 ) 16 [ 8 ] Auto [Pol

Trace tool & x
>oEEDE la
e e nex = =

Select “Tracer— Set Trace Levels” from the menu bar, or select all log types, and to select “Save Pcap”. Then to
click OK;

*
Hb MK R
Main & x Buffer Watcher 8 x
gh ——

RubyScript | General D HW Lib (] auto [Poll

| Buby Scipt. FESSNIRISCIINN <o Trace Lok T x
ione) A Aute Save Trace
jone) 1Bn  FMirc
f"__"l Split Size 10000 ke
22 Directory |logs
done) Row Limit | 500000 E
== DB file name Dbyam| &%
o0 | 7 Auto reapply trace levels an reset 'J;r

Ingex Recelved Tick tone) [] Tick in flow ID 0280
== [ Receive Event
°"'] [E4 Save Feap
)]
one)
ione)
one)
hone)
ok Cancel

Choose “Tracer—Start Tracer/Stop Tracer” in the menu bar, or the icon as shown below, to Start tracing logs or
Stop tracing.



@ CoolWatcher Developer with profile 8910 - 8 X
Fle View Plugins Chip Flash Tracer Tools Help
CEUNL L T
Main 8 % Buffer Watcher & x
Ruby Seript  Genersl  Desc  HWLb  SWLib Address | 0x Size |32 |Regroup[] 32 (] 16 |7 8 ] Auto | Poll
common plugin tracer v
Stop Lt
POEBOE /=i
Ingex Recetved e Level bescription -
5224 FRTET S 18, signal 12, noise -7, M3 8, CN 8, TirNo 1243, GX382D0a2,6X302C8a18369, 0X302(4850376
s2s5 mar aseas i@ 18, signal 12, noise -7, M3 8, CNt 8, TirNo 1243, OX182D8.2,Ex302CE-18363, X2 4eSATTE
526 wenrwan em Longtern: S 18, signal 12, noise -7, WO 8, CNT @, TirNo 1343, OXIIDBa,EXI02CE.183ES, NI 45876
5247 wanaaR e Longtern LLIF_FIVE_TN_RSP: ssTaErra-13, adjTimeErrsg, ussfn «893, ucSf =, adjCnt « 255
520 pan ws Longtern LLIF_AFC_CAL BSP: ssAfcValed, adjFredkrr = 8, count = 76 255 285, ussfn « B9, Calbur = 4, AGC 71
5249 nar s 08 18, signal 12, noise -7, M0 8, Cnt 8, Tirko 1243, Ox382D8e2,ExIA2CHa 18363, EX3O 450376
sase 17237091 31086 DL: MEAS_SPECIAL (M CFS, funces, SssGenEnse, MibGentnsd, pochPayload(e]saxes
5251 wanw2e s Longtern: i@ 18, signal 12, noise -7, MO & CNT 8, 1irNo 1248, OX382DB.,EX302CE-18363, OXI2 450376
5251 wnrwae ams Longrern: S48 18, S1gnal 12, NOLse -7, WO 8, CT 6, TirND 1343, EX32DBe,EX302CE.183ES, EXIE2 4576
5253 warae e TIMING(rRK_GLB_ONT, TX_GLB_NT, TX_AF_DELAY) :(Er8Sed, dncsed, exizfe)
5254 mamwan DL: LLIF_RS_SF_CFG(89€,9), cur n3dF, next Gxldf
sass mam nsa Longtern: u8 18, signal 12, nolse -7, M 8, CIT @, TirNO 1248, GX392D82,0X)02C8418369, B3 45E376
5256 w2 3 Longtern LLIF_FINE_TH_RSP: SSTAEFra-13, a8JTiRCErr=8, ussén «397, UCSF a8, 34JCnt 255
5257 warwan e Longtern LLIE_AFC_CAL_RSP: SSAFCVRLaS, BOJFMEQEFT = 8, COUNT = 77 255 265, USSP = 898, Calbur = 4, AGC <71
sas0 147320 316 Longtern: S48 18, signal 12, naise -7, A0 8, Cit 8, Tirko 1348, Gx32D0e,ExI02CE=18363, BX2450376

Save Log
Automatically Save

Select “Tracer— Set Trace Levels” in the menu bar, or the icon as shown below, select Auto Save, and Set the

save path. By default, log path \coolTools-win32_custom_p3.r2.0.0005 \logs; Where \ cooltools-

win32_custom_p3.r2.0.0005 \logs\cap is saved as Pcap file;
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Manual save

You can also choose“Tracer—Save”Trace from the menu bar, or Save the log as shown below.



@ CoolWatcher Developer with profile 8010 - =] ®
File View Plugins Chip Flash Tracer Tools Help

DRI N R

Main 8 % Buffer Watcher & x
Ruby Script ~ General Desc HWLb  SWlb Address |Ox size (32 |Regroup[] 32 () 16 [ 8 ] Auto |Poll
Wazeh ~
“_/zbbase”
[y ey —
“E:/Tools/cooltosls-windl_custon_B3.R2.0.0008/profiles”
- load TCoolWateher/cwuser.zn
Sroject set to 8805 for (CTES
Loading common plugin BufferProfile
Leading commen plugin dizasseshly. .
Loading common plugin flammlator
Loading common plugin keypad. -
Loading commen plugin tracer.. v
Tace tool a8 x
Save Log
PO EEOE o
Tndex Received Tick Level Description -
37405 wmnsn 5976 NLIC_MERS: RSRP CFG 9, MeasType &
7416 ez 57978 Longtern L1TF_AFC_CAL RSP: ssafcval-1, BAIFTeQErT = @, Coumt = 255 255 255, LsSfn = 51, Calour
37487 14:20022.841 57979 Longterm: SWR 15, signal 12, noise -3, Md @, Nt @, TirNo 1245, X3000=2,0XI0ICH=16369,8x0204=50463
7408 s7982 err curstate and optype 2 4480
37403 s7982 35126 Z05ETArCHEROrY V_ISN_MESSTArtIndexArC 6, v_Bsn_semindex
37430 s7982 €003 Z1ELI_IDLE_ MEAS_RESULT
37431 57983 erreas_tazisidlencassesultvalia
5 e B (368 -1, 121) _r5rp
37403 ez 579Ee errcaz_teasavenbLEerregueasResult
7454 102,062 57985 #5129 _10Freesl1Rrcuenory ¥_asn_memstartindexRre @, v_95n_meainoex @
37435 120022.851 538 Longtern: 5w 14, signal 12, noise -3, KO 8, CNt @, Tiro 1243, @XIAD0=2, EXAEICH=1367,EXRO2C4=506T
37496 14:20:22.851 58299 Longterm: SWR 15, signal 12, noise -3, Md @, CNT @, TirNo 1245, XIP00=2,0xI02CH=16369,0xI0204=50469
37497 1:20122.060 56299 LONgRerm L1TF_FING_TMRSP: SSTREFT=7, sdiTimeerr=g, ussfn =53, ucsf =8, odicnt = 255
37498 14120122871 58462 Longterm: SWR 15, signal 12, noise -3, Md @, Nt @, TirNe 124§, X3000=2,0XI02CH=16369,0xI0204=50469
743 19:20022.471 59626 Longtern L1IF_AFC_CAL RSP: ssAfcvals-2, BIFTEQErT = @, Count = 255 255 255, LsSn = 55, Calour = 4, AGC -71
37500 1:20022.081 58627 Longtern: 5 15, signal 12, noise -3, K3 8, CNT 8, Tiro 1243, @XIAD6=2, EXAEICH=1367,EXAR2C4=506 v
< >

Common Analytical Application
Import Log

Currently Notepad++ or UltraEdit is commonly used to view or analyze the Log;You can also import logs using
Coolwatcher; On the menu bar, choose “Tracer—Load Trace (bin)” and select the corresponding xxx.bin file

@ CoolWatcher Developer with profile 8910 - & x
Fle View Plugins Chip Flash | Tracer | Took Help

hd S e

Main & X Buffor Watcher & x
Ruby Script | General | Dese Clvas Traca Address size[32 |Regrowp(J 32 O 16 (9 8 (] Auto | Poll
[+ include ComiWascher | Clear Search ~
Show/Hide .. .

Set Trace Levels ...

T Reapply Trace Levels
commcn slupin Buffsrpec i

g common plugin disassemt Reload DB
Comen Plugin Sleias |oud Setings
Sommn plugin Kevad...
=, plagin cescer Save Settings 9
Load TFG
Trace tool & x
Save TFG
PO EBDE R =
Received Save Trace (bin/tre) bescription ~
14320704 9 |Longtern: SMR 17, signal 12, nolse -6, KA 8, Crt 8, Tirko 1243, £x3600-3, GORRCE-10EY, SIOICATO
s Longtern: si% 17, signal 12, nolse -5, NG 9, Gt 9, Zirue 1295, SIIEIDN3, EALACImLEIER, EIBIH-SO4ES
sanon TINING (FRE_GL8_ONT, FIX_GL_CNT, TX_BF_DELAY)  (ase7, xcsed, oxiafa)
consa Longtera: S1R 17, SiEnal 12, NGise -3, M3 8, GOt B, TIrUo 1345, BAISIDbe3, BAIRECEm183E3, BASRICARSOMES
oaass Longtern LITF_FINE_TH_S5%: ssTaErr, sdsTisstrred, usifn =465, uesf =1, sdicrt = 255
cous Longtern: st 17, signal 12, nolse -6, A 9, Cnt @, irue 195, SIIEIDN-3, ARACE-L8IER, EIBH-50463
sassz Longtern L1IF AFC_CAL_t5P: S3AFCUBl, SGSFTEGErT - 0, Gount - 265 265 255, uasin = 467, Calour = 4, AGC 73
sossa Longterns SiR 17, SLENal 12, NOLSe -5, M3 8, CNT B, 11PN 1385, SAISIDGe3, BILECE-183E3, BAIBECARSOMES
o Congterm: 548 17, signel 12, noise -5, MO 8, Crt 8, Tirko 1243, $x36208-3, Be30RCE-10363, BIRICA50LE3
10 conze Longterns S 17, signal 12, nolse -6, A8 0, Cnt 9, Tirue 1246, Sr3RI00-2, AIRACA-LEIED, EI04-0463
u conae Longtern 1335 1 BESTARGERTag, USS w563, UCST =B, BRICTE = 255
12 wasasone sies Longterns SiR 17, SIENal 12, NO1Se -6, M3 B, CNt B, 11PUD 1248, BYIBIDBe3, BAILECE-1E3ED, BNIBICA-SOMES
i s ous Longtern LIZF_AFC_CAL_15P: 33AFcVolst, sdSFreqfer = 8, count = 255 253 255, ussfn = 471, Caldur = 4, AGC 73
1 ci Longterns $h# 17, signal 12, nolse -6, A0 0, Cnt 0, Tirke 1248, 8138I00-2, M3R2CH-10JED, E00C4-E0469
s cien Congterns $18 17, signel 12, nsise -G, M3 9, Gt @, Tirue 124,
1 s1ss Longtern: Si® 17, S1gnal 12, notse -6, M3 B, CNT 0, TIrko 125, $438200-2, BIB2B1NES, PIL2A5-50463 v
< >

LOG Filter Log

Coolwatcher Log filter as shown below, input filtering keywords then press Enter,and support the use of a single
vertical bar the regular filtering;



*

Hd EKS TR
M:.L,smm General Desc HWLb SWLb — :::.::.:.M Sze[32 | Regroup[] 32 [1 16 @ 8 ] Avic aPn’I‘I
Trace tool input keywords then press Enter L3
reEEOC [Teversrnasiseruingeei =2
Common filtering keyword
Camp Cell cell search|Servcell frequency|ServingRSRP
AT Command AT CMDO
NAS/AS message EventReport|NAS:data
AT
Data Analysis CMDO|RAB:rab03|NAS:esm03|NAS:esm11|NAS:esm1(
INAS:emmO0|EventReport|NAS:data
|errc06_26|errc00_32|cpDataCnfCount|CFN:
I AT CMDC|RAB:rab03|NAS:esm03 |NAS:esmll|NAS:esmlO|NAS: emm00|EventReport |NAS:data|errc06_26|errc00_32 |cpDataCnfCount |CFN: EE;
ERUE - (R
[0x30c0] [D] ATEN/I[: AT CMDU line: AT+QISEND=0,10,"helloworld™ | ~
[D] ATEN/I[: A v L gworlag= Ny
[1] FreePdu [00000000)

[0x30c8] [D]
[ox30c8] [D]

o] ' ) pE S, datalen=50, rai=0, excepticmData=y
1] : UpCiot: cpOnlyIndiFlag=1

6] deteLen=50, rai=0, sn=29, typeOfData=0, cpbacaReqCounc=30, cpbateCnfCount=2%
o] rai=0, sn=29, cypeOfData=0, cpDataReqCount=30, cpDataCnfCouns=29
o] #bi=5, pti=0, rabmDatalen=50, relAssistInd=0, sn=2%

to] HessageType=oxeh,

5
18EMMESM_DATA_REQ: curS=0x07, magType=Uxeb, length=6l, an=2
NAS Send ESM DATA TRANSFORT

A_RE!

[0x3833] [D]
[0x3533) (D)
[0x3634] [D]
[0x3534] [D]
[0x3634] [D]
0x10d81 fD1 ATEN/T

(45 byces

Pcap(Output Pcap)

52002B0028450400288

t: NAS Recv ESH DATA TRANSPORT

O2EMMESM_DATA_TND: MessageType=235, BT
MESH DATA_IND: ebi=5, datalen=:

[0x30c8) LSEMMESH DATA_REQ: OP_EMMAS_DATA REQ, emmiagSn=3¢

[0x308] 52002£0032450000320 764654b51dch e fd2eT5617a000024 5 3350185, 000DEBESEcEEErTTELT2ECES

[0x30c8) 2708683el4 0 0000££0 7€466dbS. TRELE 0 s 000E8ESEcEcEETTEET2ECEd |
[0x3040] TS =
[ox3040) decodera] BBHTNASHE
[0x3040]

(ox3041) 2252008500324500003200 cateTedcedns

[0%30d4]

[0x304] set line mode

[0x30d5] info text len=7: SEND O

[0x3a85] [D] epdc_creat_CPDCE_DATA_CHF, ofn an[36]

[0x3a86) [D] 21EMMRS DATA CNF: emmMagSn=3€,

[0x3886] [D] 0_15resteRABMESM_DATA CNF: ebi=5, 8 . sn=zs, aCount=30, cpDATACHEC

[0x3a86] (D] _1SreateRRRMESM DATA CNF: ebi=5, transStatus=0, sn=28, cpDataReqCount=30, cplataCnfCoun

[0x3a87] [D]

[0x3b31) (D) eport: errc R G40cc9d2d5eselBeddc03aci0al 41000a1a0450001cE1a51e772d3bE51510b6d447debbe la3d 088840000
[0x3b32] [D] ta(S1 bytes, T400072085475ach 4 FA4646EabSI1ETae S0€50100401c1£50000 |

400072069479dck4efd46466dbE11 Tae7868£5c22390000250650100401c1£50000

decoderTIRRITNASIHE

EBI=5

Select “Tracer— Set Trace Levels” from the menu bar, and to select “Save Pcap”. Then to click OK; Pcap Default
save\ path\cooltools-win32_custom_P3.R2.0.0005\logs\cap; Pcap can be analyzed using Wireshark for data

interaction



Ml log_pubendyn_-1_220504-160837.peap - =] x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am7® BB e= 1S Ea8aan

W [2eply o dizplay Eilter - @Cirl B -]+

o Tise Seure Destination Protocal Langth  Faylead Info

- 1 2822-85-84 16:88:37.06000¢ 10.163.3.209 DNS 73 Standard query Bx3aca A www.baidu.com

|+ 2 2022-05-84 16:08:37,501000 211.136,17.167 8163329  jows 132 Standard query response @x3aca A www.baidu.com CNAME www.a.shifen|
3 2022-85-84 16:08:37.568000 10.163.3.209 39.156.66.14 ICHP 66 Echo (ping) request id-8xB0@2, seq-1/256, ttl=255 (reply in 4)
4 2822-985-84 16:88:37.78%000 39.156.66.14 18.163.3.209 ICMP 66 Echo (ping) reply id=8x8802, seq=1/256, ttl=52 (request in 3)
5 2822-85-84 16:08:37.91800¢ 10.163.3.209 39.156.66.14 ICHP 66 Echo (ping) request id-8xB8@3, seq-2/512, ttl-255 (reply in 6)
6 2022-85-84 16:08:38.139000 39.156.66.14 19.163.3.209 ICHP 66 Echo (ping) reply id-@x8ee3, seq-2/512, ttl-52 (request in 5)
7 2922-85-84 16:08:38.227000 10.163.3.209 39.156.66.14 ICHP 66 Echo (ping) request id-8x8@04, seq-3/768, ttl=255 (no response fq

Frame 2: 132 I;ytes on wire (1056
Ethernet II, Src: GalilMot_le:38

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

Domain Name System (response)

Wbi;s), 132 7by;:es ca;;ture}ﬂ (1’85:5’]:;;1{5}
tcl (@@:58:4c:1le:3B:c1), Dst: Infolibr_2c:18:58 (80:58:48:2c:
211.136.17.107, Dst: 18.163.3.289

53, Dst Port: 21159

Documents / Resources
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