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How to Securely Delete Files from Your Computer Hard Drive

It's common knowledge that when you right-click on a file you’re given the option to ‘delete’ it. This sends the file
to the Recycle Bin, which can then be emptied, and the file seems to vanish. The only problem is that files
‘deleted’ in this way don’t truly disappear from your hard drive. Instead, these files remain on your computer and
can be retrieved with easily accessible file recovery software. This problem exists due to data remanence.

This guide offers a two-step secure solution to address this data remanence problem:

« Step 1: Wiping files — Wiping deleted files from your hard drive for permanent removal
« Step2: Wiping free space and data remanence — Wipe the free space and data remanence Here is a step-by-

step instruction on how to implement this solution.

Step 1: Select Your Files for Wiping

Begin by installing BCWipe, unless you have already done so, you can get started with your free trial today. Once
you have installed the software, you can quickly wipe files from your hard drive without opening the full BCWipe
program by simply using the handy right-click feature.

« Right-click on the file you want to wipe and select ‘Delete with wiping’

> This PC » Documents > L& Delete with wiping
2 Add to Personal data.docx.bca
e 2 Encrypt with BCArchive

L

@ Personal data.do: ‘& Encrypt by Public Key and Send

23 Send with Transfer...
Backup to Dropbox...

Mave ta letico Internal Dronbox

« Select ‘Yes’ to run BCWipe with administrator privileges

BCWipe X
I 'ﬁ Run BCWipe with administrator privileges?

!*' Running BCWipe with administrator privieges allows for better
in-depth wiping with increased reliability.

Show this message next time

Yes No

Note: BCWipe will erase your selected files beyond recovery, so double check that you have selected the

correct files!

Step 2: Review Wiping Settings

BCWipe comes with default wiping settings.



« Click “Yes’ to wipe with default settings, or select ‘More >>’ to edit settings

@ Bcwipe ? X
Wipe target
l:& C:\Users) \Documents\BCWipe 7\Delete with wipin. .. Personal data.docx
wil be wiped and then deleted!
Continue this operation?
Cancel Skip Yes Yes to Al

By selecting ‘More >>’ you can:

« Set wiping schemes and other wiping options in the ‘Wiping options’ tab

EAINTFS Traius Army AR380-19
One random pass

[] view this file before deletion

@ scwipe ? %
Wipe target
— Fie
Eﬂ C:\Users) \Documents\BCWipe 7\Delete with wipin. .. \Personal data.docx
will be wiped and then deleted!
Continue this operation?
Skip Yes . Yes to Al Less <<
m
. Scheme:  |U.S. DoD 5220.22-M(E) v
ac:n'n
DoE M 205. 1-2 (U.S. Department of Energy)
Peter Gutmann
Bruce Schneler
@ [Junused sig . ccian GOST R 50739-95
British HMG IS5 (Baseline)
British HMG IS5 (Enhanced)
I [IMFT Recanavso p-5239-26 (MFM)
NAVSO P-5239-26 (RLL)
Bowrectory| - dan ROMP TSSIT OPSI

« Enable logging by checking ‘Use file log’ in the ‘Process Options’ tab



@ Bcwipe
Wipe target
Fie

I_ﬁ Ci\Users), \Documents'\BCWipe 7\Delete with wipin. .. \Personal data.docx
will be wiped and then deleted!

Continue this operation?

Cancel Skip
)

What do you want to do when the process finishes?
Close the window v [Jremember my choice

D

[ C:\Users\syed.hussain\Documents\1.LOG

Yes Yes to All Less <<

LogView Notepad Clear content
(O Truncate previous content
(®) Append to previous content
[CJMaximum appended size (in kB): 1024 3
Help About

Step 3: Wipe Your Files

Now there’s nothing left to do but wipe your files! Click on ‘Yes’ to start the wiping process. Your selected files are

now being wiped

@ scwipe ? X
‘Wipe target
£ File
l:ﬂ C:\Users), \Documents\BCWipe 7\Delete with wipin. .. \Personal data. docx
will be wiped and then deleted!
Continue this operation?

=% _

Wiping options  Process Options

What do you want to do when the process finishes?
Close the window v []remember my choice

= = [uselog file
| C:\Users\syed.hussan\Documents\1.LOG
LogView Notepad Clear content

(O Truncate previous content
(@) Append to previous content
[]Maximum appended size (in kB):

1024

Before you start wiping the free space and data remanence that your files left behind, it might be helpful to



understand that wiping free space refers to the process of overwriting everything on the drive that doesn’t contain
an active file. This includes cells that were completely empty.

Step 4: Enable ‘Wipe Free Space

Begin by installing BCWipe, unless you have previously done so. Not ready to buy yet? No problem, you can get
started with your free trial now. A quicker way of wiping the free space and data remanence that your ‘deleted’
files have left behind is to use BCWipe’s right-click feature.

« In Windows Explorers, right-click on the drive you want to wipe and select ‘Wipe free space with BCWipe

- Folders (7)
3D Objects Open
- Open in new window
" Pin to Quick access
Downloads Turn BitLocker on

Wipe free space with BCWipe

Give access to >

@ £

Malware scan

m Videos

. _ Restore previous versions
~ Devices and drives (2)

7-Zip >
Local Disk (C:) CRC SHA >
] 126 GB free of 471 GB r Scan with BullGuard
Pin to Start
Network locations (1) u v
« Click “Yes’ to run BCWipe with administrator privileges
BCWipe X

| —  Run BCWipe with administrator privileges?

Running BCWipe with administrator privileges allows for better
in-depth wiping with increased reliability.

= -

Show this message next time

Step 5: Review Additional Settings

At this stage, you can review and set additional options and settings. If your Recycle Bin isn’t currently empty,
click on the ‘Empty’ button



@ Wiping drive 'C:\' X

¢ Recyde Bin is not empty.
% Cick Empty to dean it (recommended).

« Under the ‘Scheme’ drop-down menu, select the wiping schemes you want to use

@ Wipe drive free space ? X

General Wiping options  Process Options

al Lﬂd M

-. . .

.~  Local Disk (C:) oy -
Total space: 471,5 506252722176 B
Free space: 126,9 GB | 1352539452245_
Wiped and Reserved: Notassigned!  Manage Reserved Part |

U.S. DoD 5220.22-M(E)

- British HMG IS5 (Baseline)
British HMG ISS (Enhanced)
NAVSO P-5239-26 (MFM)

; Help NAVSO P-5239-26 (RLL)

' |Canadian RCMP TSSIT OPS-II -

. US Army AR380-19
|0ne random ﬁ l

« Additional wiping options can be selected from the ‘Wiping Options’ tab




@ Wipe drive free space ?

General [ mwm}mm

[[J Unused space in Swap File Encrypt Swap File...

[AMFT Records ( 145934/748800) | yiew Dirty Records...

= | il |

[“INTFS Transactions Log File
[[]File slacks ( duster 4K8)
EEE @mvﬂadrs
[ Use skipped list Edit/View skipped list. ..
S Estimated wiping time: 5 Hours
-

Help oK Cancel About

« To enable logging, check ‘Use file log’ in the ‘Process Options’ tab

0 Wipe drive free space ?

General wuwgnpm-{ﬁm Options ]

What do you want to do when the process finishes?

Close the window v | [[]Remember my choice

g (D)

LogView Notepad Clear content

Truncate previous content

Append to previous content

Maximum appended size (in kB): 1024

Step 6: Manage Reserved Space



This is an optional step that reduces the amount of time that wiping free space and data remanence takes. By
using the ‘Manage Reserved Space

feature, BCWipe will block off a part of your computer’s free space after it has been wiped, which reduces the
amount of free space that needs to be wiped in the future.

« Select the ‘Manage Reserved Part’ option in the ‘General’ tab
« Drag the slider to define a threshold
« Click on ‘OK’ when ready

Reserved space manager ? X

Local Disk (C:) - NTFS

Total disk space: 471,5GB
Common unused space: 126,9 GB
Current free space: 126,9 GB

100%

Enter the minimum amount of free space remaining after wiping
(threshold). The rest of the free space will be reserved and reduced
automatically if the current free space becomes lower than the threshold.

Minimal free space: 76,2GB

Reserved 50,8 GB 60%

Help m[m]w

Step 7: Delete Windows Restore Points

If Windows Restore Points are detected, you will be prompted to delete them. In this case, it is recommended to
select ‘Yes'.

B BCWipe %

created by Windows System Protection. They may contain

0 BCWipe has detected existing Restore Points on drive C:\
shadow copies of deleted files.

Do you want to delete all Restore Points on the drive now?

Click "Yes' to delete Restore Points (recommended).
Click ‘No’ to continue the wiping task without Restore Points

deleting.
l Yes I No Cancel




Step 8: Wipe Free Space and Data Remanence

The process of wiping the drive’s free space and data remanence will now start. You will see this screen after the
wiping task has finished.

0 Wipe free space on drive D\ = X

Scheme: 'U.S. DoD 5220.22-M(E)’, passes 3, verification On,

o

Directory Slack... - Wiped passes 3/3 ( verified )
MFT Records... - Wiped passes 3/3
Free Space... - Wiped passes 3/3 ( verified )

Total process time 32 Mins.

Keep the window active Remember my choice

Congratulations, you now know how to securely wipe deleted files from your computer hard drive. Happy Wiping!
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