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Specifications:

e Product Name: Data Protector
o Functionality: Secure backup, fast recovery

o Part of: Insight Empowered OpenText IM&G Portfolio
Product Usage Instructions

Overview:
Data Protector is a comprehensive backup solution designed to safeguard business
critical data, ensuring fast and efficient data restoration in the event of data loss or

corruption.

Key Features:

Suitable for all data and storage types

Fast, reliable data recovery for enterprises

Supports disaster recovery from cloud, disk, and tape

Single management interface for scheduling and control

Seamless transition from infrastructure to virtual to cloud

Assured, secure backup protection with certifications

Usage Steps:

Install Data Protector software on your system.
Configure backup settings based on your requirements.
Schedule regular backups for automatic data protection.

In case of data loss, initiate data restoration using the software interface.

o &~ 0~

Monitor backup status and compliance reporting through the management interface.
Tips:

o Regularly test data restoration to ensure the effectiveness of the backup solution.

o Keep the software updated to access the latest features and security enhancements.

Asset Management



Towards greater data— Asset Management

e Digital organizations are data driven. Information flow supports everything from sales
to human resources. Reliable, fast restoration of the data if lost or corrupt is essential.

e The world’s data increases exponentially. Between 2010 and 2020, the data created,
used and consumed globally grew almost 5,000%1. It is predicted to be at 26%
CAGR2 by 2025.

« After people, digital organizations depend on the availability of their data to run and
succeed. Leveraging information to maximum effect demands comprehensive, secure,

flexible, and fast technology.

Insight Empowered offers a deeper, more contextualised assessment of the Information
Management and Government (IM&G) market, and how OpenText solutions help our

customers succeed in it.

1. Source: Forbes, https://www.forbes.com/sites/qgilpress/2021/12/30/54-predictions-
about-the-state-of-data-in-2021/?sh=407eaef397d3

2. Compound annual growth rate (CAGR)

Data loss—officially “not good” for business

« If you could no longer take or fulfill orders, or access customer details, they would not
be your customers for long.

o Data corruption or loss damages brand reputation. Fines for breaches are large and
growing.

o Employee productivity drops to nearly nothing if company data is no longer at their
fingertips.

e Increased post-pandemic remote and mobile access is fuelling a growth in
cyberattacks.

e Targeting home workers, Remote Desktop Protocol (RDP) attacks increased by 768%
in 20201.

o Meanwhile, employee error caused more than 67% of corporate data loss2.

e Data loss costs more than fines, and damages more than credibility. An organization’s
longer-term viability is on the line.

1. Source: ESET Cybersecurity Report,


https://www.forbes.com/sites/gilpress/2021/12/30/54-predictions-about-the-state-of-data-in-2021/?sh=407eaef397d3

https://www.welivesecurity.com/2021/02/08/eset-threat-report-q42020/
2. Source: Security, https://www.securitymagazine.com/articles/93169-simple-steps-
to-protect-data-from-human-error#

“We have your data’— the growing threat of ransomware

41% 205K+

Ransomware attacks increased 41% in 2019,and cost $20bn1 in 2020.

205K+
Ransomware attacks increased 41% in 2019,and cost $20bn1 in 2020.

More than 205,000 businesses admitted losing access to their files.

1. Source: https://purplesec.us/resources/cyber-security-statistics/ransomware
2. Source: https://www.england.nhs.uk/wp-content/uploads/2018/02/lessonslearned-
review-wannacry-ransomware-cyber-attack-cio-review.pdf

Your data will be lost— what does this mean to you?

Despite the most stringent security processes, data is vulnerable whether through

accidental loss or corruption, or external and internal attacks.

« Companies need a way to ensure that their data, all their data, can be protected with
suitable backup processes into appropriate backup storage locations.

o They must also be able to verify the data was backed up as required in the time
available, and it needs to be done efficiently.

« Restoration of that data, whether a single file or a full disaster recovery restore, is

critical and must be reliable and achievable on demand.
Data protector— safeguarding business critical data

o Data Protector is one of the few single backup solutions suitable for all data and
storage types.

o Data Protector ensures fast, efficient data restoration that quickly returns operations
to normal, minimizing revenue loss and reputation damage.

o Data Protector offers backup and disaster recovery for the largest of enterprises with
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complex environments ensuring fast, reliable data recovery.

o Data Protector provides disaster recovery from cloud, disk, and tape for virtual and
physical data in diverse, dynamic and distributed enterprises.

o Data Protector enables all scheduling and control through a single management
interface for clear status and compliance reporting, saving resources and simplifying
tasks.

o Data Protector supports data transition from infrastructure to virtual to cloud with no
backup disruption, with the right storage technology for every data type.

« Data Protector delivers assured, secure backup protection with Common Criteria
Certification and application integrations for efficiency.

o Data Protector helps reduce training, complexity, and costs with comprehensive
backup of the full environment.

o Data Protector provides the management overview and audit level detail necessary
for efficient and assured backup verification through consolidated and integrated

reporting.
Analysts speak— customers agree

Overall, OpenText Data Protector [is] a very good solution that delivers a well above

average performance, with some category-leading capabilities.”1

We were 80 percent recovered by the next business day, and fully restored by the day
after that.”2

1. Source: Recognized by Ovum (now Omdia) as a Leader in their report: Selecting a
Software-based Data Availability and Protection Solution for the Cloud Era, 2019-20.

2. Source: Systems Analyst, International Logistics Company
ATCORE Technology Ltd

Customer Case Study

e UK-based £12 bn leisure industry service provider.

e Issues around customer data protection and business continuity.

o Upgrading their data backup solution to the latest version provided the capabilities and
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functionality needed to hit their SLAs.
o Adding virtualization and cloud usage enabled cost savings, while advanced reporting

provided visibility for further resource savings.

1:10 deduplication ratio resulting in 90% more capacity.

50% faster backup completion.

Insights through advanced reporting.

Flexibility to back up physical and virtual environment.

Read the full case study here »

Know your data, empower your people, drive your future
The OpenText IM&G portfolio

1. Offers proven solutions for data analysis, management, archiving and protection. It
ensures your workforce can access and collaborate on whatever they want, wherever
they are.

2. Enables your organization to harness the power of Artificial Intelligence with advanced
analytics to quickly turn data into insight.

3. |s a multi-faceted, integrated solution that ticks every box on the data management

and control checklist.
Key highlights

Read how DATAGROUP protect their complex environments for their diverse customer

base.

Watch the video for data protection in a Hybrid IT World.

Get more detail from the Data Protector Value Brief and Data Sheet.

Get maximum value from your data, see how other Information Management and

Governance products can improve your data insight.

Ready to know your data,empower your people,and drive your future?


https://www.microfocus.com/media/case-study/atcore-technology-ltd-cs.pdf
https://www.microfocus.com/media/case-study/datagroup-cs.pdf
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https://www.microfocus.com/en-us/solutions/ai-data-analytics-governance

Learn more at our website.

Need help navigating the new normal?
Check out our blog.
Read the IDC InfoBrief on OpenText Information Management and Governance

Get in touch with your OpenText team.

© 2023 OpenText | 243-000027-001
FAQ

Q: What types of data and storage does Data Protector support?
A: Data Protector is suitable for all data and storage types,providing comprehensive

backup solutions for diverse environments.

Q: How can Data Protector help minimize revenue loss and reputation damage?
A: By ensuring fast and efficient data restoration, Data Protector helps quickly return
operations to normal, minimizing revenue loss and reputation damage in case of data

loss incidents.

Q: Does Data Protector offer disaster recovery for both virtual and physical data?
A: Yes, Data Protector provides disaster recovery solutions for both virtual and physical

data in diverse, dynamic, and distributed enterprises.
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