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Specifications

« Product Name: OpenText MxDR Advanced EDR Agent
o Features: Autonomous, next-gen EPP and EDR
« Protection: Industry-leading endpoint protection
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« Integration: Built-in automation for quick threat containment

« Scalability: Scalable security managed service

Product Usage Instructions
Installation

Follow these steps to install the OpenText MxDR Advanced EDR Agent:

1. Download the installation package from the provided source.
2. Run the installation wizard and follow the on-screen instructions.

3. Complete the installation process and ensure the agent is running.

Configuration

After installation, configure the agent as per your organization’s security policies:

1. Access the agent dashboard using the provided credentials.
2. Set up scanning schedules and threat response actions.

3. Integrate with other security tools if necessary for enhanced protection.

Threat Response

Respond to threats effectively using the OpenText MxDR Advanced EDR Agent:

1. Upon threat detection, review the alert details on the dashboard.
2. Initiate one-click remediation to contain and rollback unauthorized changes.

3. Investigate further using automated rules and behavioral analytics for thorough threat hunting.

Frequently Asked Questions

« Q: What is the key benefit of using OpenText MxDR Advanced EDR Agent?

o A: The key benefit is the combination of next-gen prevention with real-time detection and response in a
single platform with a single agent, empowering security teams to easily secure every user endpoint on
their network.

« Q: Is OpenText MxDR Advanced EDR Agent suitable for small businesses?

o A: Yes, OpenText MxDR Advanced EDR Agent extends security operations to small and medium

businesses, along with enterprise and public sector customers.
« Q: How can | contact for more information or support?

o A: For more information on OpenText MxDR Advanced EDR Agent or Managed Security Services,

contact us at SecurityServices@opentext.com.

Benefits

« Protect endpoints in real time
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« Detect threats without human intervention

« Remediate threats with automated or one-click response actions

« Al-based malware and ransomware protection

« Patented one-click remediation and rollback

« Industry-leading coverage for Windows®, Mac®, and Linux®, including legacy OSes
« Autonomous operation. Works on-and off-network

« Hunt by MITRE ATT&CK® Technique

« Rapid deployment interoperability features ensure a fast, smooth rollout

Resources

« Managed Extended Detection and Response
« ArcSight Intelligence

« Behavioral Analytics

Starting with EDR

As digital landscapes transform, the speed, sophistication, and scale of threats against endpoints have also
evolved. User endpoints remain a key attack vector for malicious actors seeking deeper access to your network.
Meanwhile, security analysts are overwhelmed with the sheer number of false positives and alerts, which require
time-consuming manual investigation. Security teams need a more efficient and robust solution to secure every
endpoint in their environment.

OpenText MxDR Advanced EDR Agent, powered by SentinelOne™, combines next-gen prevention with real-time
detection and response in a single platform with a single agent, empowering security teams to easily identify and
secure every user endpoint on their network.

Industry-leading endpoint protection

Deliver unparalleled endpoint protection and detection with broad visibility, rapid response times, and minimal
incident dwell time. As evidenced in the 2022 MITRE Engenuity™ ATT&CK® Evaluation, SentinelOne delivered
100-percent protection and detection with zero delays and the highest analytic coverage in real time.

Built-in automation quickly contains attacks

Patented Storyline™ technology provides analysts with real-time actionable correlation and context. Analysts can
understand the full story of what happened in the environment with automatic linking of all related events and
activities together with a unique identifier.

Automate response to affected endpoints to reduce the mean time to respond. Autonomously resolve threats with
our patented one-click remediation to reverse all unauthorized changes.

Streamlined security

Investigate, triage, and hunt with zero learning curve to bring IR and hunting to a broader pool of security talent.
Uplevel SOC resources for proactive threat hunting with automated hunting rules, intel-driven hunting packs, and
support for MITRE ATT&CK techniques. Easy-to-use search and pivot lighten analyst load to hunt across large
volumes of EDR telemetry.

Scalable security managed service

MxDR Advanced EDR Agent is architected as a highly available cloud solution delivered as a managed security



service from our 24x7x365 Security Operations Team. Best-in-industry coverage across all major operating
systems and a rich integration ecosystem extend the platform to your existing security investments.

Secure every endpoint in your environment

OpenText MxDR Advanced EDR Agent provides a comprehensive solution to secure every endpoint, no matter
where they are in your world. The OpenText Managed Security Services Team extends security operations of
small and medium businesses, enterprise and public sector customers. OpenText is your partner along your
journey to cyber resilience.

For more information on our OpenText MxDR Advanced EDR Agent or our Managed Security Services, contact us

today at SecurityServices@opentext.com.
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