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About This Manual

This document will briefly introduce the MK106 gateway plug and guide users how to operate the gateway using
mobile APP.

Product Introduction
Overview

MK106 is an IOT Bluetooth gateway plug that integrates WIFI and Bluetooth Low Energy wireless technology.
MK106 gateway is suitable for type | socket, and easy for installation. The plug works as a BLE scanner to gather
Bluetooth broadcast data of surrounding BLE devices, and upload these data frames to MQTT server through
2.4Ghz WIFI. It is mainly used for position tracking and BLE sensors monitoring.

Applications

« Location tracking in room

» Health/fithess monitoring in hospital
» Environmental monitoring

» Temperature sensor monitoring

« Beacon & BLE Sensor & BLE device raw data collection
Button Operation

« Short pressing button: to set the Bluetooth status. For devices that not connected to network, short pressing
button can set Bluetooth advertise/OFF, LED will flash GREEN/OFF.

« Holding the button for 10s: to restore factory settings. In any situation, after the device is powered up, long
pressing the button for 10s, that will trigger device to reset. When LED flashes GREEN and BLUE alternately



once, that means device resets successfully.
APP Operation
APP Download

Scan the following QR code to download Mokoscanner APP, you can also search “Mokoscanner” in Google play
or APP Store for download.

Configure Server Information

MK106 gateway supports multiple kinds of MQTT servers such as EMQTT, AWS IOT and Ali cloud IOT. This
section will describe EMQTT connection and AWS connection using Android mobile phone.

EMQTT Server Configuration

1. Insert the gateway plug into any power socket and shortly press the button, the LED will flash green (Device is
advertising data).
2. Run your Mokoscanner APP, tap the upper left icon to the “MQTT settings for APP” page, enter the

configuration information and save it.



MaokoScanner (D & MQTT settings for APP Clear

Host 47.104.81.55
Please add new device!

Port 1883 Clean Session D
Username
Password
Qos 1 ¥  Keep Alive 60 A

Client Id mokotest

Connect Mode

& TCP One-way SSL Two-way SSL

Note : Input your topic to communicate with the
device or set the topic to empty.

Subscribed Topic

Published Topic

- DEVIEEE

« Host: Your server IP address or domain name
Port: 1883

Username & Password: User authentication for connection

Client Id: Unique client identity of APP connecting the server
Connect mode: TCP

Subscribed Topic and Published Topic here can be empty

3. Tap “Add Devices” and select a device, then go into “MQTT settings for Device” page. Please enter the

configuration information here and save.

MokoScanner Add Device MQTT settings for device Clear
() mkitc-1006 51 Host 47.104.81.55
Please add new device!
Port 1883 Clean Session @D
Username
Password
Qos 1 v Keep Alive 60 v

@ Clientld  test001

%

Device Id gateway01

Connect Mode

& TCP One-way S5L Two-way SSL

Subscribed Topic {device_name}/{dev

Published Topic  {device_name}/{dev

g
ex



« Host and Port: The same as APP side.

« Username & Password: User authentication for connection

« Client Id: Unique client identity of device connecting the server

« Device Id: Use a random device id

« Connect Mode: TCP

Subscribed Topic and Published Topic: Use the default topics directly, or set them as random characters.

Note: The DEMO host 47.104.81.55 can be used directly if you need, just available for test.

AWS Server Configuration

1. Compared with EMQTT connection, the port uses 8883 not 1883, and AWS connection needs AWS
certificates, including CA root certificate, client CA certificate and client private key. Please choose “Two-way
SSL” as the Connect Mode.

2. MQTT settings for device also need choose Two-way SSL mode and attach AWS certificates.

MQATT settings Tor device Clear

< MQTT settings for APP Clear

Host s.iot.us-west-Z.amazonaws.com Host alfhygrOxxahcm-ats.iot.us-west-

Port 8883 Clean Session @ Port 8883 Clean Session @l
Username Username

Password Password

Qos 1 *  Keep Alive 60 A Qos 1 ¥  Keep Alive 60 :
Clientld  Mokotest Clientld  test001

Connect Mode Device ld deviceD0D1

TCP T SSL
™ St kel Q]-_r? oY, Connect Mode

Connect to Router

After server information is configured, you can set an available router SSID and password for the device, then

CA File /storage/emula.. €3] %-h- TCP One-way SSL @Tw&way SSL
Client Key /storage/emulat.. ;{E" CA File /storage/emula.. & ‘-&?
Client Cert File /storage/em... .-h Client Key /storage/emulat... LR

MNote: Inpul your topic to communicate with the
dewvice or set the topic to emply.

Subscribed Topic

Published Topic

device will connect to the specified network and server.

When device connects to network successfully, LED will turn solid blue. Then you can rename your device, and

you can set the gateway through APP.

Client Cert File /storage/em... @

Subscribed Topic mysubscribe

Published Topic mypubltsﬂ

save



Add Device MokoScanner

-, MK106-89C2

'
N

On-line

Connection successful

MK106-89C2

Please enter Wi-Fi
information

Wi-Fi : mokotest

Password: 12345678

Cancel Confirm

Set the Gateway via APP
Scan BLE Devices

Click the switch button to set the gateway start/stop scanning. The default scanning time is 65535s, that means
the device will scan all the time. And the scanning time is settable, it can be set from 10 to 65535. When the
scanning time expires, the gateway will automatically stop scanning.

£ MK106-89C2 e | £ MK106-89C2 wee | £ MK106-89C2

Scan Scan Scan

| @ | @
total:155 total:301 {TJ

Name: MName:

MAC:ef32831fh756 MAC:58baf0e10da7

RES1-78d8m RSSI-65dBm
Raw Data:0201067aff4c00021 Se2c56dbSdffbaBd2b06

0d0f5a71096e000000095b0 Raw Data:null

Name: MName
MAC:512508d66767 MAC:58baf0e10d47
RSSI-86dBm RSSI-64dBm

Raw Data:1eff0600010920027278aacd0435730d686a  Raw Data:0201060aff4c0010054b1c35514
§73bdfe6f4baec33di11d5d16f

MName
Name:

MAC:Zb4a97beeedt
MAC:dD21efec0f27

RSSI-64dBm

RSSI-87dBm
Raw Data:null
Raw Data:0201060303aafe1716aafe0000adb1 434889

94071c8d43a000000000010000
Mame

Name: MAC:2Zbda976ecedt

Set Filter Parameters



Click the “Edit Filter” to enter the edition page. Defaultly, the name filter, MAC filter and raw data filter are all
disabled, you can enable these options according to the actual needs.

« RSSI Filter: Slide the icon to set a RSSI value.
« Name Filter: Set the switch on, and enter a device name that needs to be filtered.
« MAC Filter: Set the switch on, and enter a MAC address that needs to be filtered.
« Raw Data Filter: Set the switch on, tap the “+” icon to add a textbox (it allows to add up to 5 rules), enter the

data type, data range (0~0 /1~29 is available), and raw data field (1~29bytes) that need to be filtered, then

“Done”.

Scan @

MK106-B9C2

< MK106-89C2
n~0dBm)

RSSI Filter (10048

® -100dBm

Name Filter
MAC Filter

Raw Data Filter

Done

4 MK106-89C2
n~0dBm)

RSSI Filter (-1oodar

@ -100dBm
Name Filter [ @
MAC Filter [ @)
Raw Data Filter + - @
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Scan

O

Scan @
Scan Time 65535 =
total: 155

Name:

MAC ef32831fb756

RSSI-7BdBm

Raw Data:0201061aff4c000215e2c56db5dffb48d2b06
0d0f5a71096e00000009500

Narme:
MAC:512508d66767
RSS1-86dBm

Raw Data)1eff0600071 092002727 a3acd0435730d686a
973bdfe6f4baec33dl11d5d16f

Name:
MAC:dD21 efecOf27
RSSI-87dBm

Raw Data:0201060303aafel716aafel000adb1 434889
94071c8d43a000000000010000

Name:

Scan (j
Scan Time 300 s %
total:301 @

Name:

MAC:58baf0e10d47
RSS51-65dBm

Raw Data:null

Name
MAC:58bafle10d47
RSS51-64dBm

Raw Data:0201060aff4c0010054b7c355(14

MName
MAC:2b4a976eeedb
RSS1:-64dBm

Raw Data:null

Name
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Note: If all filters have been set, device will execute each filter rule as “And” operation.



OTA

The Host, Port, and Catalogue is the file path where the upgrade packet is located, then click “Start Update”,
device will update the firmware over the air, and the LED will flash green. When update successfully, the LED will
become solid green, and device will reboot once.

4 MK106-890C2 || % More £ OTA
Modify device name MK106-89C2 Type Firmware v
Scan Device information Host 47.104.172.169
OTA U Port 8080
MQTT settings for device Catalogue /updata_fold/MK106_V1.0.3.bin
LED Settings

Data Report Setting

Remove Device

Reset

Start Update
N

Note: The OTA server (Host: 47.104.172.169, port: 8080) in the above picture is just available for your test. If you
need, MOKO can provide the lasted firmware upgrade packet, and then you can paste the file to your server to
operate OTA.

LED Settings

In this page, you can set the LED disabled/enabled in the following four states independently. Defaultly, LED state
should be all enabled.



< More < LED Settings

Medify device name MK106-89C2

Device infarmation ® Enable LED when bluetooth broadcasting
OTA ® Enable LED when bluetooth connected
MQTT settings for device ® Enable LED when WIFI and server connecting
LED Settings & Enable LED when server connected

Data Report Setting

Confirm

Remove Device

Reset

Data Reporting Setting

This parameter defines the time interval of device reporting data to server, you can set the value from 0 to 60
(interval range should be 0-3 seconds), and default value is 20.

< More < Data Report Setting

Madify device name MK106-89C2
Device information Data Report Interval(Unit:50ms)

OTA

MQTT settings for device

LED Settings
Confirm
Data Report Sellmz

Remove Device

Reset

Factory Reset
You can reset your gateway through the “Reset” button, then LED will flash blue and green alternately once, that
means the gateway restores factory settings successfully. And you can also hold the button on the casing for 10



seconds to reset the plug.

Maodify device name MK106-B9C2
Device information

OTA

MQTT settings for device

Reset Device
LED Settings

After reset,the device will be removed
from the device list,and relevant data
will be totally cleared.

Data Report Setting

Cancel Confirm

Remove Device

Remove Device
“Remove Device” button is used to remove a device from your APP. You can also operate it in the device list page.

Remove Device Remove Device

Please confirm again whether to Please confirm again whether to

remove the device remove the device

Cancel Confirm Cancel Confirm
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