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Mitel Mi Voice Border Gateway

Welcome

This Remote IP Phones Configuration Guide provides information about using your
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phone remotely with the Mitel® Border Gateway (MBG).

This guide covers the following topics:

• Supporting Documentation: how to access Mitel product and technical

documentation

About Mitel Remote IP and SIP Phones: basic information about Mitel remote IP

Phone, including an overview of the remote IP Phone capabilities

Configuring Remote IP Phones: procedures to configure your Mitel or non-Mitel IP or

SIP phone to work remotely using MBG

Troubleshooting: troubleshooting information for your remote Mitel IP Phone

Glossary: definitions of terms and acronyms found in this guide.

Warning:

The MiVoice Border Gateway solution alone is not suitable for providing reliable access

to call for emergency services (for example, 911, 999 or 112). E911 support for MiVoice

Border Gateway can be provided via a line interface module. For more information, see

the MiVoice Border Gateway Installation and Maintenance Guide available at Mitel.com

The system administrator should note that devices that are in teleworker mode and are

connected outside of the corporate firewall will not have e911 calls blocked. E911 calls

placed from such devices may report an incorrect cesid, or may be outside the coverage

area of the Public Service Access Point (PSAP).

E911 service is not guaranteed to teleworkers. Since a teleworker can be geographically

located away from the main office, if the teleworker relocates, the system administrator

must perform a manual database update to reflect the user’s location. For this reason, it

is strongly recommended that you not provide e911 services to a teleworker phone.

For more information about support for Emergency Services, refer to the Resiliency

Guidelines available at Mitel OnLine under MiVoice Business or 3300 ICP

documentation. (See Supporting Documentation on page 2.)

What’s New in this Document

This section describes changes in this document due to new and changed functionality

in the MiVoice Border Gateway Release 12.2 The changes are summarized in the

http://mitel.com


following table.

Table 1: Document Version 1.0 

Feature/Enhance

ment
Update Location Publish Date

NA

No changes have b

een made to this

document for the 1

2.2 release.

NA March 2025

Supporting Documentation

This chapter contains the following sections:

Access Product and Technical Documentation

Access Mitel Knowledge Base articles

Access Product and Technical Documentation

To access Product and Technical Documentation:

1. Log in to mitel.com

2. Click Business Phone Systems to access business phone documentation.

3. Click Devices and Accessories to access IP Phone documentation.

4. Click Applications > MiVoice Border Gateway to access MiVoice Border Gateway

documentation.

Access Mitel Knowledge Base articles

To access Knowledge Base articles:

1. Log in to Mitel OnLine.

2. Point to Support in the Menu, to display a list of options.

3. Click Knowledge Base. The Knowledge Base search engine opens.

4. From the Product list, select MiVoice Border Gateway (or Multi-protocol Border

Gateway) and thenclick Search.

http://mitel.com


Remote Devices

This chapter contains the following sections:

Remote Devices Supported with MiVoice Business

Remote Devices Supported with MiVoice Office 250

Remote Devices Supported with MiVoice MX-ON

Remote Devices Supported with MiVoice Office 400

Remote Mitel IP Phone Capabilities

Remote Devices Supported with MiVoice Business

The following devices can be configured for teleworking use with a MiVoice Business

(3300 ICP):

Supported Devices Notes

IP Phones

MiVoice 5020 IP Phone See note 4 (a), below.

MiVoice 5212 IP Phone See note 4 (a), below.

MiVoice 5215 IP Phone See note 4 (a), below.

MiVoice 5220 IP Phone See note 4 (a), below.

MiVoice 5224 IP Phone See note 4 (a), below.

MiVoice 5235 IP Phone

The 5235 IP Phone is not supported in a clustere

d environment.

See note 4 (c), below.



MiVoice 5304 IP Phone

Teleworker Mode programming is ONLY support

ed on 5304 IP Phones with firmware 2.1.1.2 or la

ter.

 

See note 4 (a), below.

MiVoice 5312 IP Phone See note 4 (a), below.

MiVoice 5320 IP Phone See note 4 (b), below.

MiVoice 5320e IP Phone See note 4 (b), (j), below.

MiVoice 5324 IP Phone See note 4 (a), below.

MiVoice 5330 IP Phone See note 4 (c), below.

MiVoice 5330e IP Phone See note 4 (b), (j), below.

MiVoice 5340 IP Phone See note 4 (c), below.

MiVoice 5340e IP Phone See note 4 (b), (j), below.

MiVoice 5360 IP Phone See note 4 (b), below.

MiVoice 5560 IPT See note 4 (c), below.

Mitel Navigator See note 4 (a), below

MiCollab Client Softphone for MiV

oice Business only
See note 4 (d), below.

Contact Center Softphone
If the highest cipher suite – TLS v1.2+ strict – is i

n use, some functionality may be lost.

MiVoice DECT (EMEA) See note 4 (e), below.

MiVoice 5540 IP Console See note 4 (b), below.



MiVoice 5550 IP Console

The MiVoice 5550 IP Console can be deployed i

n either a clustered or non-clustered environment

. However, in a clustered environment, it can be 

connected to only one MBG and it does not supp

ort resiliency or load balancing.

This means that if the MBG goes out of service, 

so too will the MiVoice 5550 IP Console.

 

See note 4(f), below.

MiVoice Business Console

The MiVoice Business Console can be deployed 

in either a clustered or non-clustered environmen

t. As of release 7.2, the MiVoice Business Conso

le handles MBG node failures and load

balancing in a clustered environment.

 

See note 4(g) below.

MiVoice 6905 IP Phone See note 4(h), 4(j), and note 5, below.

MiVoice 6910 IP Phone See note 4(h), 4(j), and note 5, below.

MiVoice 6915 IP Phone See note 4(h), 4(j), and note 5, below.

MiVoice 6920 IP Phone See note 4(h), 4(j), and note 5, below.

MiVoice 6930 IP Phone See note 4(h), 4(j), and note 5, below.

MiVoice 6940 IP Phone See note 4(h), 4(j), and note 5, below.

MiVoice 6970 IP Phone See note 4(h), 4(j), and note 5, below.



SIP Phones

Refer to Mitel Knowledge Base

article # 08-5159-00014 SIP CoE 

SIP Interop

Reference for SIP phone support 

on the 3300 ICP.

You can also search the Knowledge Base for arti

cles about using your SIP phone with the 3300 I

CP. Product = “3300 ICP” Key word = <your pho

ne name>)

Mitel 5634 Wi-Fi Handset See note 6, below.

MiVoice DECT (Global) with MiVoi

ce Business feature interworking o

ver SIP:

 

5603 wireless handset

 

5604 wireless handset

 

5607 wireless handset

 

5610 wireless handset Mitel 112 D

ECT phone

Mitel 600 series handsets (612d,6

22d,632d,650d)

See note 4 (e), below.



Mitel 712 DECT phone Mitel 722 D

ECT phone Mitel 732 DECT phone

Mitel 742 DECT phone

MiCollab Client See note 4 (i), below.

Peripheral Devices

5305 IP Office Conference Unit

5310 IP Boardroom Conference U

nit

Mitel S720 BT Speakerphone Supported with Mitel 6930 and 6940 IP Phones.

Line Interface Module

Cordless Module and Accessories

Programmable Key Modules

Other Notes

1. The list of supported devices is subject to change. Refer to the documentation that

accompanies your controller to determine which IP phones, SIP phones and

peripheral devices you may implement.

2. After Release 7.0 of the MiVoice Border Gateway, the SX-200 is no longer supported.

3. To enhance quality of service (QoS) and facilitate traffic management, MiVoice Border

Gateway can be programmed to insert Differentiated Services Code Points (DSCPs)

in the IP headers of voice and signaling packets. See the “Configuration Settings”

topic in the MBG online help for more information.

4. MBG can be configured to use specific SSL cipher suites to negotiate security

settings and encrypt information for network connections. If the highest cipher suite,

TLS v1.3+ very strict, is selected, the following will occur:

5020, 5212, 5215, 5220, 5224, 5304, 5312 and 5324 IP Phones, MiCollab Legacy

Client(v7.X) and Mitel Navigator don’t support TLS v1.3+, so will default to using



TCP/PSK (“pre-TLS”) for their transport protocol. (Note that 5020, 5215 and 5220

IP Phones do not support TCP/TLS under any circumstance.) These sets can

only connect to the MBG with the Legacy cipher suite enabled. 5330/40 devices

do not support TLS 1.2/1.3 protocol, so will no longer be able to connect if TLS

v1.3+ is enabled.

5320, 5320e, 5330e, 5340e and 5360 IP Phones and the 5540 IP Console can

continue to use TCP/TLS for their transport protocol provided that they have been

upgraded to the latest firmware version (>=6.5.1.x). This firmware is included with

MBG Release 12.1 Software

5235, 5330 and 5340 IP Phones and 5560 IPT default to using TCP/PSK (“pre-

TLS”) for their transport protocol. They can no longer use TCP/TLS and will

provide only partial functionality

(calls can be made but the phones will display “Application Loading” and the keys

will fail to update).

MiCollab Legacy Client (7.X) MiNET softphones default to using TCP/PSK (“pre-

TLS”) if anything greater than TLS v1.2+ is used. Note that MiCollab Legacy

Client (v7.X) is no longer supported.

DECT phones will no longer be able to connect.

5550 IP Consoles default to using TCP/PSK (“pre-TLS”) for their transport

protocol. They can

no longer use TCP/TLS and will provide only partial functionality (calls can be

made but the Phonebook will be inaccessible).

MiVoice Business Consoles running Release 9.0 and above will be fully

functional. Earlier versions default to using TCP/PSK (“pre-TLS”) for their

transport protocol. They can no longer use TCP/TLS and will provide only partial

functionality (calls can be made but the Phonebook will be inaccessible).

69xx IP Phones will be fully functional once upgraded to the firmware included in

MiVoice Border Gateway.

The SIP-based softphone included in the legacy MiCollab client will fail to connect

over TLS.

The 5320e, 5330e, 5340e, 6905, 6910, 6915, 6920, 6930, 6940, 6970, IP phones

support FQDN provided that they have been upgraded to the firmware version

6.5.

5. In the first release of the 6915, 6920, 6930, 6940 IP Phones, an external LDAP server



was not supported. However, once these phones are upgraded to the latest firmware

version included in MiVoice Border Gateway, access to an external LDAP server is

now supported. Branding, screen saver and enhanced application files for the 69xx IP

Phones must be hosted on MiVoice Business or on an external server directly

accessible by remote phones.

6.  To successfully register a Mitel 5634 Handset when MiVoice Border Gateway IP

address is used, make sure the Primary and SIP Proxy IDs are left blank or have the

MiVoice Border Gateway’s IP address.

For more information about Mitel MiNet/SIP Phones, refer to the appropriate User Guide

available at Mitel OnLine (see Supporting Documentation on page 2).

Remote Devices Supported with MiVoice Office 250

The following devices can be configured for teleworking use with a MiVoice Office 250:

Supported Devices Notes

IP Phones

MiVoice 5304 IP Phone See note 5, below.

MiVoice 5312 IP Phone See note 5, below.

MiVoice 5320 IP Phone See note 5, below.

MiVoice 5320e IP Phone See note 5, below.

MiVoice 5324 IP Phone See note 5, below.

MiVoice 5330 IP Phone See note 5, below.

MiVoice 5330e IP Phone See note 5, below.

MiVoice 5340 IP Phone See note 5, below.

MiVoice 5340e IP Phone See note 5, below.

MiVoice 5360 IP Phone See note 5, below.



Other Notes

Remote Devices

1. Always use MBG to connect the remote SIP devices to a MiVoice Office 250. MBG is

required because it supports RFC 5626 (Managing Client-Initiated Connections in the

Session Initiation Protocol), enabling the remote devices to work correctly. The

MiVoice Office 250 does not support RFC 5626.

2. The list of supported devices is subject to change. Refer to the documentation that

accompanies your controller to determine which IP phones, SIP phones and

peripheral devices you may implement.

3. On the MiVoice Office:

Set the NAT Address Type for MiNet devices to Native (under System > Devices

and Feature Codes > Trunks > <trunk number>).

Select Yes for the Use Registered Username value of the SIP phone profile group

(under System

Devices and Feature Codes > SIP Peers > SIP Phone Groups).

4. MiVoice Border Gateway can be configured to use specific SSL cipher suites to

negotiate security settings and encrypt information for network connections. If the

highest cipher suite, TLS v1.3+ very strict, is selected, the following will occur:

5304, 5312 and 5324 IP Phones default to using TCP/PSK (“pre-TLS”) for their

transport protocol. They can no longer use TCP/TLS.

5320, 5320e, 5330e, 5340e and 5360 IP Phones and the 5540 IP Console can

continue to use TCP/TLS for their transport protocol provided that they have been

upgraded to the latest firmware version (6.5.1.x). This firmware is provided with

the MiVoice Border Gateway Release 12.1 software.

5330 and 5340 IP Phones default to using TCP/PSK (“pre-TLS”) for their

transport protocol. They can no longer use TCP/TLS and will provide only partial

functionality (calls can be made but the phones will display “Application Loading”

and the keys will fail to update).

Remote Devices Supported with MiVoice MX-ONE

The following devices can be configured for teleworking use with a MiVoice MX-ONE:



Supported Devices Notes

SIP Phones

6863 SIP Phone See note 3 a, below.

6865 SIP Phone See note 3 a, below.

6867 SIP Phone See note 3 a, below.

6869 SIP Phone See note 3 a, below.

6730 SIP Phone See note 3 a, below.

6731 SIP Phone See note 3 a, below.

6735 SIP Phone See note 3 a, below.

6737 SIP Phone See note 3 a, below.

6739 SIP Phone See note 3 a, below.

6753 SIP Phone See note 3 a, below.

6755 SIP Phone See note 3 a, below.

6757 SIP Phone See note 3 a, below.

6920 SIP Phone

6930 SIP Phone

6940 SIP Phone

MiCollab Client See note 3 b, below.

Other Notes

1. The list of supported devices is subject to change. Refer to the documentation that

accompanies your controller to determine which SIP phones and peripheral devices



you may implement.

2. The system administrator is responsible to set up Mitel 6700, 6800, and 6900-series

SIP phones using a configuration file. For instructions, see the Mitel SIP Terminals for

MiVoice MX-ONE Installation Guide.

3. MiVoice Border Gateway can be configured to use specific SSL cipher suites to

negotiate security settings and encrypt information for network connections. If the

highest cipher suite, TLS v1.3+ very strict, is selected, then the following occurs:

Mitel 6700 and 6800-series SIP phones will no longer be able to connect.

The MiCollab Client Client v7.X will fail to connect over TLS. Note that MiCollab

Legacy Client (v7.X) is no longer supported.

Remote Devices Supported with MiVoice Office 400

The following devices can be configured for teleworking use with a MiVoice Office 400:

Supported Devices Notes

SIP Phones

6863 SIP Phone

6865 SIP Phone

6867 SIP Phone

6869 SIP Phone

6873 SIP Phone

6920 SIP Phone

6930 SIP Phone

6940 SIP Phone

MiCollab Client See note 3, below.

Other Notes



1.  The list of supported devices is subject to change. Refer to the documentation that 

accompanies your controller to determine which SIP phones and peripheral devices

you may implement.

2. The system administrator is responsible to set up Mitel 6800/6900 series SIP phone

s using a configuration file. For instructions, see the Mitel MiVoice Office 400 Install

ation Guide.

3. MBG can be configured to use specific SSL cipher suites to negotiate security setti

ngs and encrypt information for network connections. If the highest cipher suite, TL

S v1.3+ very strict, is selected, then the following occurs:

The MiCollab Client Client v7.X will fail to connect over TLS. Note that MiCollab Legac

y Client (v7.X) is no longer supported.

Remote Mitel IP Phone Capabilities

Combined with the MBG Solution, your Mitel IP Phone will provide you with a single-

phone solution for both office and remote telephony requirements.

When configured for teleworking use, the remote Mitel IP Phone has the following

capabilities:

Encryption to provide a secure voice path between the phone and system across the

Internet.

Adaptive jitter buffering and other software enhancements to improve voice quality

over the Internet.

G.729 compression to reduce bandwidth requirements.

Same operation as any other phone connected to the network.

Operation over any broadband LAN connection that provides connectivity back to the

corporate office where the MBG server is visible from the Internet.

Direct access to the corporate office phone system (for example, voice mail and

conferencing).

Support for Cordless Module and Accessories (on Mitel IP phones that support this

feature).



Configuring Remote Phones

This chapter contains the following sections:

Configuring Mitel IP Phones

Configuring Generic SIP Phones

Configuring 6800 and 6900 SIP Phones with MiVoice Office 400

Configuring 6700 and 6800 SIP Phones with MiVoice MX-ONE

Configuring the MiVoice 5550 IP Console for Remote Operation

Configuring the MiVoice Business Console for Remote Operation

Configuring Mitel Softphones for Remote Operation

Configuring IP DECT and SpectraLink Phones for Remote Operation

IPv6 Support on 6900 and 6900w Series IP Phones

Configuring Mitel IP Phones

After your IP Phone is installed, you can configure it to work remotely, accessing the

features of your OfficeVoice network using the teleworker service of the MiVoice Border

Gateway. For installation information,refer to the Installation Guide packaged with your

IP Phone.

Getting Started

Before configuring your IP Phone to work remotely, you must complete the following

steps

Install and configure the required MBG Solution software and hardware at your

corporate site.

Enter MAC addresses of your remote devices (IP Phones) in the MBG server

following the configuration instructions supplied with MBG.

Enter extension numbers of your remote devices (IP Phones) in the ICP. For more

information about programming the ICP, please refer to the MiVoice Business System

Administration Tool Help.

While configuring your Mitel IP phone, some keys offer specific functionality:

To delete an entry, press the Superkey or the key you have programmed as Superkey.

To backspace an entry, press *.

To enter a decimal, press #. Note: If you have entered three digits in the current field,



the cursor will automatically create a decimal and move forward.

Mitel IP Phone Configuration

For all MiNet IP Phones in the 5xxx series:

1. Verify that the IP phone’s extension number is assigned to an ICP and that the IP

phone’s MAC address is registered with the MBG server as instructed in the Getting

Started section.

Note:

For the MiVoice 5560 IPT, perform the following steps on the Left (Master) side.

2. Press and hold the 7 key, and plug the powered network cable (or DC adapter cord)

into the power input. Hold the 7 key until the CONFIGURE TELEWORKER prompt

appears on the phone’s display screen (this takes approximately 4 seconds).

3. Find the Group to which your phone belongs:

Group 1 Group 2

5020 5212 5320e

5215 5215 Dual Mode 5330

5220 5220 Dual Mode 5330e

5224 5340

5235 5340e

5304 5360

5312 Navigator

5324 5540 IP Console

5320 5560 IPT

For GROUP 1 sets:

1. Press # for Yes. USE PRESENT SETTINGS? appears on the display screen.



Press # for Enter. TELEWORKER GATEWAY appears on the display screen.

Enter the MBG IP Address using the # key to insert decimals if required, and then

press the down arrow key (▼). STORE IN NVRAM appears on the display

screen.

Press # to save. The “SAVING TO NVRAM, DO NOT REMOVE POWER”

message displays. The phone reboots and the time and date display.

2. If ENTER TW INSTALL PW displays, enter your Installer Password (provided by your

System Administrator).

3. If the IP phone has not been previously registered on an ICP, the system displays

USE SUPERKEY TO SEND PIN. Enter your PIN number and press the Superkey.

For GROUP 2 sets:

1. Press * for Yes. DELETE/NEW SETTINGS appears on the display screen.

2. Press # for New.

3. On 53xx series sets, IP ADDRESS TYPE appears on the display screen. Press * for

IPV4 or # for IPV6. TELEWORKER GATEWAY appears on the display screen.

4. On all other Group 2 sets, TELEWORKER GATEWAY appears on the display screen.

Enter the MBG IP Address using the # key to insert decimals if required, and then

press the down arrow key (▼) (the Vol- key on the 5560 IPT). STORE CHANGES?

appears on the display screen.

Press * for Yes.

5. If ENTER TW INSTALL PW displays, enter your Installer Password (provided by your

System Administrator).

If the IP Phone has not been previously registered on an ICP, the system prompts you

to send a PIN number by pressing either the Superkey or the Hold key, depending on

phone model, as shown:

Phone Model System Prompt

5212, Dual Mode 5215, Dual Mode 5220, 5224, 5312, 

5324

Use Superkey to SEND P

IN



5235, 5304, 5320, 5320e, 5330, 5330e, 5340, 5340e, 5

360,

Navigator, 5540 IP Console, 5560 IPT

Use Hold Key to SEND PI

N

6.  Enter your PIN number and press the appropriate key (Superkey or Hold)

Your IP Phone is now ready to be used remotely.

For information about setting up the Navigator Task Bar application, see the Navigator

User Guide available at Mitel OnLine.

For all MiNet IP Phones in the 69xx series:

1. Verify that the IP phone’s extension number is assigned to an ICP and that the IP

phone’s MAC address is registered with the MBG server as instructed in the Getting

Started section. Following are the 69xxseries phones:

69xx Series IP Phones

6905

6910

6920

6930

6940

2. Press key on the phone to view the services and static settings that allow you to

customize your phone.

3. Do one of following:

On the 6920, 6930, 6940 IP Phones, select Voice Services and the Voice

Services screen is displayed. Then select the MiVoice Border Gateway.

On the 6905, 6910 IP Phones, select User Settings followed by Voice Services

and then MiVoiceBorder Gateway.

4. Enter the IP Address of MBG and press Save.

5. Press Close to exit the Options screen.

Configuring Generic SIP Phones

Check your SIP device User Guide for instructions about configuring the SIP Registrar



and/or SIP Proxy information for your SIP phone.

Generic SIP Phone Configuration

Enter the following information to enable remote operation:

User Name: Enter your user name value provided by the MBG administrator

Password: Enter your password provided by the MBG administrator

SIP Registrar (or “Domain”): Enter the IP address of the MBG server

SIP Proxy (if applicable): Enter the IP address of the MBG server

Note:

The MiVoice 5360 IP phone does not support SIP.

Some SIP clients, such as iOS or Android devices running Mitel UC Advanced Mobile,

support multiple accounts. This enables you to configure one account for use on the

internal network and another for use on the Internet.

You can choose to have MBG present a built-in Mitel certificate or a trusted third-party

certificate uploaded in the MSL Web Server panel to SIP TLS connections (TCP 5061).

The default is Mitel certificate.

Note:

Changing this setting breaks the trust model with the existing clients, which results in

failures to connect until redeployment. Particularly, the MiCollab Client Deployment

profile setting for TLS server certificate validation must match the MBG setting, such as,

If the MBG setting is “Mitel”, the deployment profile setting for TLS-server-certificate CA

must be Mitel CA.

If the MBG setting is “Web server”, the deployment profile setting for TLS-server-

certificate CA must be Public CA.

Configuring 6800 and 6900 SIP Phones with MiVoiceOffice 400

Mitel 6800 and 6900 Series SIP Phones can be used as teleworker devices on a

standalone MBG in conjunction with a MiVoice Office 400.

The system administrator is responsible to set up Mitel 6800/6900 series SIP phones



using a configuration file. For instructions, see the Mitel MiVoice Office 400 Installation

Guide.

Configuring 6700 and 6800 SIP Phones with MiVoiceMX-ONE

Mitel 6700 and 6800 Series SIP Phones can be used as teleworker devices on a

standalone MBG in conjunction with a MiVoice MX-ONE.

For configuration instructions, refer to the Mitel 6700 & 6800 SIP Terminals for

MiVoice MX-ONE Installation Guide. Among other things, this guide provides

instructions on how to update a configuration file, and load it onto the devices, and

how to implement TLS security for set-side communication.

Configuring the MiVoice 5550 IP Console for Remote Operation

For configuration instructions for the MiVoice Business Console, refer to the

“Teleworker Configuration”topic in the MiVoice 5550 IP Console Online Help.

Configuring the MiVoice Business Console for Remote Operation

For configuration instructions for the MiVoice Business Console, refer to the

“Teleworker Configuration”topic in the MiVoice Business Console Online Help.

Configuring Mitel Softphones for Remote Operation

For configuration instructions for MiCollab Client softphones, please refer to the

MiCollab Client documentation for Release 3.1 or later.

For configuration instructions for Contact Center 5.3 softphones, please refer to the

documentation available at the PrairieFyre website at http://www.prairiefyre.com/

Configuring IP DECT and SpectraLink Phones for Remote Operation

Base station programming directs wireless phones to use the MBG server as their

ICP. For base station programming instructions, refer to the documentation provided

with your IP DECT or SpectraLink phone.

To enable MBG support for these phones, refer to the online help topic Configure IP-

DECT and SpectraLink Phone Support in the MBG interface.

IPv6 Support on 6900 and 6900w Series IP Phones

IPv6 is supported for the Mitel 6900 and 6900w series IP phones. Mitel IP phones can

be deployed in the following deployment configurations:

IPv4-only network

IPv6-only network

IPv6/IPv4 dual network

http://www.prairiefyre.com/


Note:

For information about deploying 69xx/IPv6 IPv4 Minet phones, see the Mitel IP Sets

Engineering Guidelines document.

Configuring DHCPv6 Option 17 on a Linux Machine for IPv6 Networks

To configure DHCPv6 Option 17 on a Linux machine for IPv6 networks:

1. Open a terminal and run the following command to install the isc-dhcp-server

package, if not already installed: sudo apt-get install isc-dhcp-server

2. Edit /etc/default/isc-dhcp-server to specify the network interfaces for the DHCP

server. For example, INTERFACES=”eth0″. Separate multiple interfaces with spaces,

for example, “eth0 eth1”.

3. Navigate to the DHCP configuration directory and open the dhcpd6.conf file in your

preferred text editor.

4. Identify the data that needs to be encoded in hexadecimal. Forexample:

id:ipphone.mitel.com sw_tftpaddr=[2023:f:b:2265:250:5600:8c:9314]:20001

5. Use an ASCII-to-Hexadecimal conversion tool with the delimiter set to COLON [:] to

convert data to hexadecimal. For example:

69:64:3A:69:70:70:68:6F:6E:65:2E:6D:69:74:65:6C:2E:63:6F:6D:3B:73:77:5F:

74:66:74:70:61:64:64:72:3D:5B:32:30:32:33:3A:66:3A:62:3A:32:32:36:35:3A:

32:35:30:3A:35:36:30:30:3A:38:63:3A:39:33:31:34:5D:3A:32:30:30:30:31

6. Insert the following line into dhcpd6.conf file, replacing YOUR_HEX_CODE with the

actual hexadecimal string: option dhcp6.vendor-opts

00:00:04:03:00:11:00:47:YOUR_HEX_CODE, where:

00:00:04:03: Mitel vendor ID in hexadecimal

00:11: Length of the option data in hexadecimal;

YOUR_HEX_CODE: Hexadecimal-encoded data from Step 5.

7. Save the changes to dhcpd6.conf file and exit the editor.

Troubleshooting

This chapter contains the following sections:

Mitel 69xx Series Phones with MiVoice Business (MiNET)

id:ipphone.mitel.com


MiNET IP Phone Error Messages

This section contains troubleshooting information about IP phone error messages,

connectivity, and voice quality.

Mitel 69xx Series Phones with MiVoice Business(MiNET)

PROBLEM POTENTIAL CAUSE SOLUTION



Branding and Screen save

r files are not displayed.

 

Phone fails to fetch files

from MiVoice Border Gate

way or an external server.

 

Update the corporate firew

all rules to allow external a

ccess to MiVoice Border G

ateway on TCP port 6881.

In ‘MiVoice Business’ Onlin

e Service URLs form, the 

Branding or Screen Saver 

fields point to an internal s

erver not reachable by rem

ote phones.

Upload the branding

(Branding-69xx.png) and s

creen saver (ScreenSaver-

69xx.zip) files to MiVoice B

usiness using the Phone A

pplications Update form an

d blank the associated field

s in the Online Service UR

Ls form. With these setting

s,

MBG will automatically fetc

h the files from MiVoice Bu

siness and make them ava

ilable to the phones for do

wnload.

 

Or

 

Upload files to an external 

server and program the Br

anding and Screen Saver f

ield in the Online Service 

URLs form to use this serv

er.



In ‘MiVoice Business’ Onlin

e Service URLs form, the 

Branding or Screen Saver 

fields point

to an external Fully Qualifie

d Domain Name (FQDN) t

hat the phones cannot res

olve.

Publish externally the FQD

N of the server hosting the

branding and screensaver 

files.

PROBLEM POTENTIAL CAUSE SOLUTION

Corporate firewall blocks 

MBG from fetching the bra

nding and screensaver file

s from MiVoice Business o

ver TFTP.

 MiVoice Border Gateway’s

ICP diagnostics test report

s a failure to reach UDP 20

001.

Update the corporate firew

all rules to allow connectivi

ty between MBG and MiVo

ice Business on UDP 2000

1.

MiVoice Border Gateway’s 

TFTP server has been dis

abled. The default is enabl

ed.

Enable the TFTP server in 

MiVoice Border Gateway fr

om the user interface.



Avatars are not displayed.

 Phone fails to fetch files fr

om MiVoice Border Gatew

ay or an external server.

 Phone > MBG TCP 6881.

 MBG > Avatar server.

Corporate firewall blocks r

emote phones from access

ing MiVoice Border

Gateway TCP port 6881.

 

Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Remote site firewall is bloc

king remote phones from a

ccessing MiVoice Border G

ateway TCP port 6881.

 Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Update remote site firewall

rules to allow access to Mi

Voice Border Gateway on 

TCP port 6881.

HTML application support 

has been disabled on MiV

oice Border Gateway.

 Default is enabled.

 Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Under MiVoice Border Gat

eway’s User Interface, Sys

tem configuration, Settings

, MiNet options, enable HT

ML application support

and save.

PROBLEM POTENTIAL CAUSE SOLUTION



In ‘MiVoice Business’ Onlin

e Service URLs form, the 

Avatar field uses a fully qu

alified domain name that c

annot be resolved by MiVoi

ce Border Gateway.

Configure MiVoice Border 

Gateway’s Mitel Standard 

Linux to use corporate DN

S servers.

 

Add the fully qualified dom

ain name associated with t

he avatar server to all the 

corporate DNS servers list

ed under Domains.

Corporate firewall blocks a

ccess between MiVoice Bo

rder Gateway and the avat

ar server.

Update the corporate firew

all rules to allow MiVoice B

order Gateway to access t

he avatar server TCP port 

80 for requests using http 

or TCP port 443 for reques

ts using https.

Avatar server is not accept

ing request from MBG.

On avatar server, allow acc

ess to http or https request

s from MiVoice Border Gat

eway.

 If MiCollab is the avatar se

rver, ensure that MiVoice B

order Gateway’s IP is inclu

ded

under Mitel Standard Linux

’s Local Networks or Remo

te Management.



Enhanced applications (ex:

MiCollab Meeting Center) 

are not working.

 Phone > MBG TCP 6881

 MBG > Enhanced applicat

ion server

 Reboot the phone to force

a firmware upgrade.

 Reboot the phone to force

a firmware upgrade.

In ‘MiVoice Business’ Onlin

e Service URLs form, the 

Application Info field points

to an internal server not re

achable by remote phones.

 The phone is not running t

he latest firmware version i

ncluded in MiVoice Border 

Gateway.

MiVoice Border Gateway S

ystem status Devices statu

s reports that the phone is 

running the Main version le

ss than 1.2.0.94.

Upload the enhanced appli

cation (AppInfo-69xx.cfg) fi

les to MiVoice Business usi

ng the Phone Applications 

Update

form and blank the Applica

tion Info field in the Online 

Service URLs form. With th

ese settings, MBG will

automatically fetch the files

from MiVoice Business and

make them available to the

phones for download.

 Or

 Upload files to an external

server and program the Ap

plication info field in the On

line Service URLs form to 

use this server.

PROBLEM POTENTIAL CAUSE SOLUTION

In ‘MiVoice Business’ Onlin

e Service URLs form, the 

Application info field points

to an external Fully Qualifie

d Domain Name (FQDN) t

hat the phones cannot res

olve.

Publish externally the FQD

N of the server hosting the

enhanced application files.



Corporate firewall blocks 

MBG from fetching the enh

anced application files

from MiVoice Business ove

r TFTP.

 

Mitel Border Gateway’s IC

P diagnostics test reports 

a failure to reach UDP 200

01.

Update the corporate firew

all rules to allow connectivi

ty between MBG and MiVo

ice Business on UDP 2000

1.

Corporate firewall blocks r

emote phones from access

ing MiVoice Border

Gateway TCP port 6881.

 

Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Update the corporate firew

all rules to allow external a

ccess to MiVoice Border G

ateway on TCP port 6881.

HTML application support 

has been disabled on MiVo

ice Border Gateway. The d

efault is enabled.

 Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Under MiVoice Border Gat

eway’s User Interface, Sys

tem configuration, Settings

, MiNet options, enable HT

ML application support

and save.



Remote site firewall is bloc

king remote phones from a

ccessing MiVoice Border G

ateway TCP port 6881.

 Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Update remote site firewall

rules to allow access to Mi

Voice Border Gateway on 

TCP port 6881.

PROBLEM POTENTIAL CAUSE SOLUTION

In MiVoice Business

Online Service URLs form,

the Application info field us

es a fully qualified domain 

name that cannot be

resolved by MiVoice Borde

r Gateway.

Configure MiVoice Border 

Gateway’s Mitel Standard 

Linux to use corporate DN

S servers.

 Add the fully qualified dom

ain name associated with t

he enhanced application s

erver to all the corporate D

NS server listed under Do

mains.

Corporate firewall blocks a

ccess between MiVoice Bo

rder Gateway and the

enhanced application serv

er.

Update the corporate firew

all rules to allow MiVoice B

order Gateway to access t

he enhanced application s

erver TCP port 80 for requ

ests using http or TCP port

443 for requests using http

s.



Enhanced application serv

er is not accepting request 

from MBG.

On the enhanced applicati

on server, allow access to 

http or https requests from 

MiVoice Border Gateway.

 If MiCollab is the enhance

d application server, ensur

e that MiVoice Border Gate

way’s IP is included under 

Mitel Standard Linux’s Loc

al Networks or Remote Ma

nagement.

Corporate firewall blocks r

emote phones from access

ing MiVoice Border Gatew

ay TCP port 6881.

 Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

The phone is not running t

he latest firmware version i

ncluded in MiVoice Border 

Gateway.

MiVoice Border Gateway S

ystem status Devices statu

s reports that the phone is 

running a Main version les

s than 1.3.x.x.

 

Contacts are not retrieved 

from Corporate Directory.

 Phone > MBG TCP 6881.

 MBG > Corporate server

The phone is not running t

he latest firmware version i

ncluded in MiVoice Border 

Gateway.

MiVoice Border Gateway S

ystem status Devices statu

s reports that the phone is 

running a Main version les

s than 1.3.x.x.

PROBLEM POTENTIAL CAUSE SOLUTION



Corporate firewall blocks r

emote phones from access

ing MiVoice Border Gatew

ay TCP port 6881.

 

Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Update the corporate firew

all rules to allow external a

ccess to MiVoice Border G

ateway on TCP port 6881.

Remote site firewall is bloc

king remote phones from a

ccessing MiVoice Border G

ateway TCP port 6881.

 

Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Update remote site firewall

rules to allow access to Mi

Voice Border Gateway on 

TCP port 6881.

HTML application support 

has been disabled on MiV

oice Border Gateway. The 

default is enabled.

 

Teleworker Network Analy

zer reports TCP port 6881 

as CLOSED.

Under MiVoice Border Gat

eway’s User Interface, Sys

tem configuration, Settings

, MiNet options, enable HT

ML application support

and save.



In ‘MiVoice Business’ LDA

P Client Configuration form

, the configuration uses a f

ully

qualified domain name

(FQDN) that cannot be res

olved by MiVoice Border G

ateway.

Configure MiVoice Border 

Gateway’s Mitel Standard 

Linux to use corporate DN

S servers.

 

Add the fully qualified dom

ain name associated with t

he enhanced application s

erver to all the corporate D

NS servers listed under Do

mains.

Corporate firewall blocks a

ccess between MiVoice Bo

rder Gateway and the corp

orate directory server.

Update the corporate firew

all rules to allow MiVoice B

order Gateway to access t

he corporate directory serv

er TCP port 389 for reques

ts using LDAP.

Corporate directory server 

is not accepting request

from MBG.

On the corporate directory 

server, allow access from 

MiVoice Border Gateway.

MiNET IP Phone Error Messages

The following error messages are specific to MBG. Messages are displayed on the IP

phone for 20 seconds, and then the connection between the MBG server and the phone

terminates (LOST LINK TO SERVER…DISCONNECTING appears on the phone’s

display screen). When the problem is solved, the screen briefly displays WAITING FOR

LINK, and then the connection to the MBG server is re-established.



Error Message Problem Solution

TW LICENSE REQUIRE

D

 

CONTACT TW ADMIN

There are not enough li

censes to support your 

remote IP phone

Your Administrator must contact

your Mitel Solution Provider to o

btain additional MBG licenses

CONNECTION REFUSE

D CONTACT TW ADMIN

Your IP phone is not inc

luded in the list of phon

es permitted to use the 

MBG

Your Administrator must enable 

your IP phone. See “Configuring

Remote IP Phone Properties” in

the MBG Installation and Mainte

nance Guide.

CONNECTION PENDIN

G

 

PLEASE STAND BY

MBG cannot communic

ate with the ICP.

Your IP phone will connect to th

e supporting ICP as soon as the

ICP becomes available

PASSWORD REJECTED
The Installer Password 

entered is incorrect

After a six-second delay, your IP

phone will reset and display the 

Installer Password prompt again

. Contact

your System Administrator for a

valid password.

TFTP ERROR 4orL2 & B

OOT

Download Error

The teleworker set is po

inting to an IP address 

other than that of the M

BG.

Ensure that you enter the prope

r MBG IP address while configur

ing the set for teleworker

operation.



TFTP server in MBG ha

s been disabled via the 

user interface.

Enable the TFTP server in MBG

from the user interface.

Glossary

Term Definition

Blade A software application running on the MSL operating system.

Firewall

Hardware or software, installed in a networked environment to pr

event communication that is no authorized by the network policy.

It prevents intrusion from a connected network device into other 

networked devices.

ICP
IP Communications Platform. The controller hardware used in a 

Mitel phone system, including the 3300 ICP.

LAN Local Area Network.

Local Streaming

Capability of MBG sets to stream the voice path directly from on

e MBG set directly to another MBG set when both sets are locat

ed behind the same NAT device.

MAC Address Media Access Control (address of remote device)

MiVoice Business
Brand name of the Mitel call-processing software that runs on ha

rdware platforms such as the 3300 ICP.

Mitel Standard Lin

ux
Operating system for MBG.

NAT
Network Address Translation. A technique for translating a set of

private IP addresses to a public set of IP addresses.

NVRAM Non-volatile Random Access Memory.



PPPoA Point-to-Point Protocol over Asynchronous Transfer Mode (ATM).

PPPoE Point-to-Point Protocol over Ethernet.

Router Hardware that interfaces between two networks.

VLAN Virtual LAN.
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