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Product Information

The CEC1736 is a device that requires provisioning in order to be configured. Provisioning is the process of
setting up the device with the necessary configurations and settings. This guide provides instructions on how to
provision the CEC1736 using two different

methods: using the web URL and using the TPDS application.

The CEC1736 is a secure boot solution developed by Microchip. It is designed to enhance the security of
embedded systems by providing secure boot functionality.

Product Usage Instructions

Provisioning Using the Web URL

1. Open a web browser and go to the following URL:

https://www.microchip.com/en-us/products/security/secure-boot-solutions/cec1736configurator
2. On the webpage, you will find complete instructions on how to provision the CEC1736. Follow the instructions
provided.

Provisioning Using the TPDS Application

1. Open a web browser and go to the following URL: https:/microchipdeveloper.com/authentication:trust-
platform-v2


https://www.microchip.com/en-us/products/security/secure-boot-solutions/cec1736configurator
https://microchipdeveloper.com/authentication:trust-platform-v2

2. On the webpage, you will find the TPDS application. Install the application by following the provided
instructions.

Once the TPDS application is installed, launch it from the Start menu.

In the TPDS application, select the “Configurators” tab located at the top.

Scroll down to the bottom and select “CEC1736".

This will open a web page with instructions on how to configure the CEC1736.

N o o ~ w

Click on the “Download Now” button to download the necessary files. Once the download is complete, unzip

the contents into a folder.

o

Locate the file named “CEC173x configurator.html|” within the unzipped folder. Open it with a web browser.

9. The instructions for provisioning the CEC1736 will be displayed within the opened web page.

INTRODUCTION

The purpose of this guide is to provide instructions on how to provision the CEC1736. There are two ways to
access the instructions to provision the CEC1736, using the web URL and using the TPDS application. Each will
be described in this document.

Using the Web URL

The following URL details complete instructions on how to provision the CEC1736.
https://www.microchip.com/en-us/products/security/secure-boot-solutions/cec1736-configurator

Using the TPDS Application

Step 1
To provision the TPDS using the TPDS application, use the following URL to install the application.
https://microchipdeveloper.com/authentication:trust-platform-v2

Step 2
Launch the TPDS application from the Start menu.

- Trust Platform Design Suite
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Step 3
On the top, select the Configurators tab.


https://www.microchip.com/en-us/products/security/secure-boot-solutions/cec1736-configurator
https://microchipdeveloper.com/authentication:trust-platform-v2
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The Trust Platform Design Suite (TPDS) is Microchip's dedicated software platform to enboard with embedded security. In addition to offer Secure Element
and security solutions, Microchip also offer a full enboarding experience to start with embedded security (including but not limited to trainings and
interactive appplication notes) to leverage Microchip's secure and optimized provisioning flow.
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Step 4

Scroll down to the bottom and select CEC1736
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This should open a web page with instructions on how to configure the CEC1736.
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CEC173x Configurator

The CEC173x ft:rt’igt.r.:rt:-l can be used to develop with the security features available on the CEC173x Trust Shield family of Root of Trust controllers. This easy-lo-

use toal is designed to be used in conjunction with the CEC1736 Development Board (EV19K07A), which provides a high level of customization. Features include:

* Hardware CNSA secure boot/secure updates
* Real-time SP| bus monitoring, I2c/sMBus filtering
* 384-bit Phy:

* Device and

¢ Unclonable Function (PUF)
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Side-channel attack coun

e to "sw_CEC173x-TCSM,” then "assets,” and run the HTML file named "CEC173x

configurator” in a browser, This will open a resource page from which the configurator can be run,

Press ‘Download Now’. Once complete, unzip the contents into a folder.
Open \CEC173xConfigurator\sw_CEC173x-TCSM\assets\CEC173x configurator.html| and the instructions for
provisioning the CEC1736 will be displayed.
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