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Required Equipment

« PC with 1GB RAM and Windows® 7, Windows 7 Service Pack 1 (SP1), and Windows 8.1 Professional OS

owww.xilinx.com/design-tools/vivado/memory.htm
« MicroZed™ Development Board (available for purchase separately)

Ohttp://microzed.org/

« MAXREFDES44# Reference Design

« A-to-B Micro-USB Cable

« Maxim DS28E35 Evaluation System (DS28E35EVKIT#) (2nd generation with DS2475 available for purchase
separately), used for programming only

« Xilinx Platform Cable USB or equivalent

» A terminal program such as Tera Term or HyperTerminal

« Embedded Design Tools (Xilinx SDK 2014.2)
Owww.xilinx.com/support/download/index.htm

o Firmware Files (MAXREFDES44 _NDA_FW.zip)
O Available by request with a nondisclosure agreement (NDA) on the Maxim MAXREFDES44+# webpage. Refer
to the “Design Resources” tab at www.maximintegrated.com/MAXREFDES44.

Overview

The MAXREFDES44# (also referred to as “Cheyenne”) software can be downloaded to the MicroZed
development board. Use the Xilinx SDK to download the board bitstream and executable files. This approach
allows the source code to be modified and is explained in detail in Section 5: Running the MAXREFDES44#
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(Cheyenne) Application.
Installing MicroZed Development Board’s UART Driver and Virtual COM Port

If the MicroZed development board has not been connected to the PC before, it is necessary to install the
software driver for the virtual COM port per the following procedure:

1. Follow the instructions in the Silicon Labs CP210x USB-to-UART Setup Guide to complete the installation of
the USB driver for the MicroZed, located here:
owww.silabs.com/products/mcu/Pages/USBtoUARTBridgeVCPDrivers.aspx

2. Connect an A-to-B Micro-USB cable to the host PC and connector J2 on the MicroZed development board.

3. Windows 7 will automatically assign a virtual COM port to the board. The Device Manager shows which COM
port is assigned and also allows the user to select a COM port. For example, in this system, the default virtual
COM port is COM17.

Look in the Ports (COM & LPT) listing and look for the Silicon Labs CP210x USB to UART Bridge item. Take
note of the COM port assigned by the system.

4 -‘? Ports (COM & LPT)

: ----- %" Communications Port (COM1)

.Y ECP Printer Port (LPT1)

15" Intel(R) Active Management Technology - SOL (COM3)
----- = Prolific USB-to-Serial Comm Port (COMS5)

<33 Sjlicon Labs CP210x USB to UART Bridge (COM17)

Setting Up the MicroZed Development Board

Use the following procedure to set up the MicroZed development board application:

1. Plug the MAXREFDES44#, component side facing the MicroZed board (Figure 1), into J5 that is the row with
pin 7 marked. Note: The MAXREFDES44# should be preprogrammed per Appendix A: Setup and Program the
MAXREFDES44+# before plugging into the system.

2. Connect the USB-JTAG cable with pod and ribbon connector between the JTAG connector on the board and a
USB port on the PC.

3. Plug the USB cable into the PC and port J2 on the MicroZed board. LED D5 will illuminate indicating power
good (see Figure 2).


http://www.silabs.com/products/mcu/Pages/USBtoUARTBridgeVCPDrivers.aspx
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Figure 1. MicroZed Development Board
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Figure 2. MAXREFDES44# Board Connected to MicroZed Development Board

Running the MAXREFDES44# (Cheyenne) Application

The MAXREFDES44# (Cheyenne) application can be loaded into the MicroZed board and then run without
rebuilding the Xilinx Vivado® design by using prebuilt exported files for the SDK. The system hardware should be
set up per the Installing MicroZed Development Board’s UART Driver and Virtual COM Port and Setting Up the



MicroZed Development Board sections. Below is the quick procedure to run the application:

1. If not already done, follow the install directions of the Installing MicroZed
Development Board’s UART Driver and Virtual COM Port section.
2. Set up the MicroZed board as described in Setting Up the MicroZed
Development Board section.
3. Start a Tera Term or HyperTerminal session and set the serial port parameters to your virtual COM port,
115200 baud rate, no parity, 8 bits, 1 stop bit, and no flow control.
4. Create a working directory path (e.g., C:\designs\maxim\MAXREFDES44) and open the Xilinx SDK 2014.2.
5. Select the working directory path and click OK.

Select a workspace

Xilinx SDK stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspace:] C:\designs\maxim\MAXREFDES44

[ ] Use this as the default and do not ask again

Eile Edit  Source

Refactor Mavigate Search Run  Project Xilink Tools Window Help

| Welcome 53 3 B ¢ P

XILINX

ALL FROGRAMMABLE.

Getting Started

=~ _ | Create an application project for a selected Import one of the existing projects
'x hardware platform

/’ Create Application Project ;g ! Import Project

Documentation & Tutorials

e Cheal Sheets e Quick Take Videos
Select one of the axisting cheal sheets on Xilinx Wiew short video tutorials on vanous SDK
f SDK features

aes@ll Release Notes Guide fu User Guide
= Infarmation about installation and new features | More detaled info on SDK actions, dialogs and
in this release \ buttons.

7. Choose Select archive file:, then click Browse to choose the location of the MAXREFDES44 SDK_vO0p0.zip,



and finally click Finish.

) Select root directory:

I @ Select archive file: I Cihdesigns\maxim\MAXREFDES44_SDK_v0p0.zip

Projects: 1

[¥] Cheyenne (Cheyenne)

¥] hw_platform_0 (hw_platform_0)

(&

|| standalone_bsp_0 (standalone_bsp_0)

/] Copy projects into workspace
Working sets
[] Add project to working sets

Working sets:

Select...

File Edit Source Refactor MNavigate Search Run Project Xilink Tools Window Help

- [ hw_platform_0
b standalone_bsp 0
: Dep |

ik 1o ErS @ E@rerEr-E@r -0 D RNEE S &
g (1 I~ Bl » - -
- = = =0
B®|Y~
o 15 Cheyenne

s ()

=B out 52 @ Ms
An outline is not available.

=9)

=n [:_‘ Probl 3";‘ b aTask.. Efnuul = Plup- .le!rm..

O'Bil!ms -
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ﬂ. Target Connections 'gf? “,

4 Local [default] Description Resource

. Expand the Project Explorer to view all the source files and double-click on main.c to open the file. When the

= EI"| (] sDk Log 52

BR-O)




main.c is open, scroll down to line 189. The system public x/y keys in main.c need to be the same as what was
programmed in DS28E35 using Appendix A: Set Up and Program the MAXREFDES444#. In your final design, it

is important to make sure the system public x/y keys are from your unique system key pair.

'mc.«‘.w—cnqu-ﬂsmm-iu‘m
File Edit Source Refactor MNavigate Search Run Project XilinxTools Window Help
- Re A @8 -E-C-iB-0-Qriv D HEEIG oS PED H-F-verar

[& Project Explorer 52 = 0 (&m \ =0
Bg|Y 7| // Seed the random number generator for each authentication B
g // In this case it is good to allow some time to pass by the
A e // 1-Wire Search ROM algorithm (i.e. Finding the DS28E35).
&> ¥, Binaries XTime_GetTime(&time);
b i Includes srand( (unsigned)time);
I (& Debug
i // start procedure setting system keys, getting device public key from pages 881, reading certificate and verify
printf("\n\n****Begin procedure to get public keys, certificate and verify****\n");
= IEI
b [€ delay.c // Set the system public key for x,y for DS2BE35 Peripheral Module
p [W delayh //Note: This is MSB first and LSB last which is the opposite of DS28E35 Evaluation Kit vop4
b [E ds2Be3S.c sprintf (system_PubKey x, "AFF715516179F20@B247EBEC692BCODS245E92C43A27A9737);
b m ds28e35.h sprintf(system PubKey y, "7373B442FDF7C6354B5D90BCB63B7DD6BA7ACCFEBTEFBEDD") ;|
b |[Sumaing // Convert system Pubkey x,y to bytes and confirm lenght is 24
b [€ enewire.c if(convert_str_to_bytes(system_PubKey_x, 24, buf) == 24)
b [B onewireh
» [A platform_config.h for (i = 0; i < 24; i++) // Pre-load system pubkey x into xq3 with LSB 1st
s [ plaoeme xq3[)=buf [1];
| 5 printf("\nSystem Public Key x: ");
> [ gatform, for (i = @; i< 24; i++)
libucl.a printf("%02x", xq3[i]);
& Iscriptid
[ README.tt else
» (2 hw_platform 0 ?;intf('::ERI:OR;Sy:tem Puhl‘i:c K;yb: is n°§424hb¥t“ 1::g\n“);
» i standalone_bsp.0 2 (convert_str_to_bytes(system_PubKey_y, 24, buf) )
for (i =9; i < 24; i+t) // Pre-load system pubkey y into yq3 with LSB 1st
yg3[i]=buf[i]; -
m ] »

10. Go to the file menu and select Xilinx Tools | Program FPGA.

File Edit Source Refactor Navigate Search Run Project [Xilinx Tools| Window Help
M TR 9% "B @~-68-E~C Tal Generate linker script

= Board S rt Package Setti
T D) [ e | By Lo SpponPcge st
1 n

CR-IR J // Seed t
4 =5 Cheyenne 28 Program FPGA
b 48 Binaries XTime Get| & Dump/Restore Data File
b il Includes srand((un [} Program Flash
> (= Debug
4 = src N.St:rf XMD Console
b & ud S G @ XSDB Console
g % e // set th|B1  Launch Shell
b delay.h //Note: | ,
b [ ds28e35.c sprintf(s &% Configure JTAG Settings
5 [ ds28e35.h sprintf(s| 3@ System Generator Co-Debug Settings
b IQ main._c Vil 2 Create Zynq Boot Image

11. Click on Program from the Program FPGA window that opens.



Program FPGA
Specify the bitstream and the ELF files that reside in BRAM memory

Hardware Configuration
Hardware Platform: |lw_platform_0 -
Connection: [Lecal || New |

Device: | Auto Detect | Select

| Bitstrearn: | Z_system_wrapper.bit Search... | Ercrwse..l

BMM/MMI File: | .Sr:an:h... | | Browse..

Software Configuration
Processor ELF File to Initialize in Block RAM

<

Run reset_zyngpl

@ Configure FPGA with bitstream: C:\desig...544\hw_platform_0\Z_system_wrapper.bit

Details > >

13. After the FPGA programming completes, go to the file menu and select Run | Run.b



4 =5 Cheyenne

b i;;': Binaries

b il Includes

I (= Debug

4 (= src
= ucl
[g delay.c
[0 delay.h
[g ds28e35.c
[ ds28e35.h
[g main.c
[g onewire.c
onewire.h
[n platform_config.h
[ platform.c
[h platform.h

14. Select Launch on Hardware (GDB) and click OK.

Run History
Run As
Run Configurations...

Debug History
Debug As
Debug Configurations...

Toggle Breakpoint

Toggle Line Breakpoint
Toggle Method Breakpoint
Toggle Watchpoint

Skip All Breakpoints
Remove All Breakpoints

M B e 0 o0

External Tools

Ctrl+Shift+B

The tools will now initialize the processor, download the ‘Cheyenne.elf to DDR, and then the Cheyenne

application will run. This takes approximately 5 seconds to complete, depending on the USB traffic. The

progress is shown in the lower right corner of the Xilinx SDK GUI.

| (8 crc- - e e o = S

| File Edit Source Refactor Nawigate Search Run Project Xilinx Tools Window Help
-Eea ®&-% @ d-&8-g-6- = (Hg C/ce- |
H-0-Q- R B #EE e
g B 1 v vE v e v
ARemoteARM Linux Application : - = - ~ = - - —
(2 Project Explorer 53 . B[ [& maine 2 B[8% out 522\ @ Ma a
Bg|l¥Y~ § // Seed the ranc = BRAaw e %~
= // In this case -
ok o C:")'_‘"”_‘ = // 1-Wire Searct U platform.h =
» 3, Binaries XTime_GetTime (&4 U stdioh K|
b [nj Includes E srand((unsigned) W stdlibh
I (= Debug u  stdboolh
4@ g Stant prosedt U stdinth
Description > G uc printf("\n\n**** =il
Run on Hardware b [8 delay.c 6 E—— o B i Ll 34
b [ delayh . ™ ’ B —r— ' |
b [ ds28e3s.c a1 ”; = O|/[E sokLog &2 =]
- °g
L S T T |
- Cheyenne.eif [Xilink C/C++ applica BB
#Target Connections I2 == % | B E[EE =
4 w:'q X | ﬁm‘ 17:53:47 INFO  : Proc =
- .: E - "oy -
4 Local [default] - L | « g 5

15. Observe the output in the Tera Term or HyperTerminal session.

E Eaunching Cheyenne.elf: (44%) - E_ﬂ

Take note that if everything is correct at the end of the print output, SUCCESS will be shown indicating the

DS28E35 is authentic.



| COM7:115200baud - Tera Term VT o | E |

| Eile Edit Setup Cgntrol Window Help

Jelcome to Cheyenne Usecase with DS28E3S 1-Wire ECDSA Authenticator
roject version: vBpA

wcl_dinit ok with 16384 words

Speed zet to Overdrive

Duepdrive only 1-Wire “laUF are supported
Detect the connected DS28E3S
DEZBEIS Found: 480 6h 13 81 uu BEa B8 41 - SUCCESS

wxxllegin procedure to get public keys. certificate and vepif gy

System Public Key x: AFF?15516179F2DBB247ERECG928CADS245E92C43A27AT73
vy 7373B442FDF7C6354B5DYBAECEG 3BYDD6BAYACCFERYEFBRDD

Reading device Pubkey x
Reading Page 3 to get device Pubhkey yw
SUCCESS

arrent Device Public Key and ManlD ave set to:l

Device Public Hey x: PAESZAE481D74D729F3334F8BECA3DDEDCY7CZ1821F7BACS
y: 4B??CFEED1BIAFC2954D56D48EBE4YB7S184EDBI 76 7E1758

ANID: LSB B8 MSE B8

SUCCESS

Bpgln reading of the FeptiFinate
Device Certificate »: CBF132ACGADEIEASEIEGDIF7AACZ4CACIEDSA4BCEASIF7FI
Device Certificate s: §39@BBATEAAZ4BAPIC6NEIEAE1AEFFPEL78029F19B21428C

ertificate Uerify Computation in Progress...

256 CERTIFICATE VERIFICATION OK

wuexBegin procedure to Read page 8. generate signature and verif yremes

Reading Pag
BEEEEBGBBBGBBBEEEEBBBBGBBBEEEEBBBBBBBBEEEBGBBBBBBB&EEEBBBBBBBB&
SUCCESS

Writing challenge to memory buffer

gbﬁééﬁggu ba4564d83bc8IfeleebIdiITadb?iPefcdeF433F2292hF 2 7hBeBF1282hd1

Compute and Read Page Signature
SUCCESS

Signature r: ATCAEI7IFIERBCBAAI1ABCASAFE2Z6SBD667B2FF479A8FF2E
=1 B7E96D32ZCFEAL39@92CY858FACYBDYF62317A29B31B76ADG

Nievice Public Hey x: PAESZAE481D74D729F3334F8BECAIDDBDCY?PC2Z1821F7BACS |
y: 4B??CFEED1BIAFC2954D56D40EBE49B7S184EDBI 76 7B1758
Signature Uerify Computation in Progress...

CDSA-EHA256 SIGNATURE VERIFICATION OK
aULth

DE2BE3S Application Example:

Summary

This reference design provides designers an example of using the MicroZed development board to interface with
a DS28E35 Peripheral Module and verify whether or not it is authentic without the need to hide a system private
key in the SoC’s memory.

The final design should only need to write-protect the MAXREFDES44+# Cheyenne code residing in SoC flash
memory. Additionally, this reference design can be used as a starting point to protect IP or prevent counterfeiting
of a peripheral using the Xilinx Zyng® SoC with the DS28E35.

Appendix A: Set Up and Program the MAXREFDES44#

The MAXREFDES44# ships with a blank DS28E35 device (i.e., device public keys and private key are not
loaded). To ensure it is ready to be used in the Cheyenne application it must be programmed.

Setup Procedure

The following steps were performed on a PC with Windows 7 OS to set up the DS28E35EVKIT GUI:

1. Obtain and unpack the DS28E35 Evaluation Kit_vOp4_preliminary_030715.msi contained within the
MAXREFDES44 NDA FW.zip or request the latest from the DS28E35EVKIT webpage at

www.maximintegrated.com/DS28E35EVKIT.
2. In afile viewer double-click the DS28E35 Evaluation Kit_vOp4_preliminary_030715.msi to begin the


http://www.maximintegrated.com/DS28E35EVKIT

installation.

e

ASVAD
File Edit View Tools Help
Organize = Include in library « Share with Burn New folder =~ 0 e

MName Date modified Type Size

-

W Favorites
M Desktop El Il@l DS28E35 Evaluation Kit v0p4_preliminary_030715.msi | 3/7/20151:52 PM Windows Installer ... 4319 KB
& Downloads |= DS2BE35EVKIT _setup.ixt 5/1/2015 1:47 PM TXT File 2KB
| Recent Places | 1} MAXREFDES44 xpr.zip 5/5/201512:09 PM  Compressed (zipp... 3983 KB

| 4 MAXREFDES44_SDK_v0p0.zip 5/5/2015 3:32 PM Compressed (zipp... 2,263 KB

4 Libraries & project_setup.tcl 4/28/20154:30 PM  Altiumn Script Doc... 1KB

Welcome to the DS28E35 Evaluation Kit Setup
Wizard

The installer will guide you through the steps required to install DS28E 35 E valuation Kit on your
computer.

WARNIMG: This computer program is protected by copyight law and intemational treaties,
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maxmum extent possible under the law.

4. Click Next again to install to the selected folder.

Select Installation Folder

The installer will install DS 28E 35 Evaluation Kit to the following folder.
Tonstallin this folder, chick “Mest”, To nstall to a different folder, enter it bedow or chck “Browse".

Folder:
|E:\F'rng|arn Files [xB6]\M axim IntegratedyD S 28E 35 Evaluation Kity

Disk Cost.

Install DS28E35 Evaluation Kit for yourself, or for anyone who uses this computer:

@ Evemyone

() Just me

o ) (e ]

5. Click Next again to confirm installation.



Confirm Installation

The installer is ready to install DS 28E 35 E valusation Kit on your computer.
Chck "Nest" to start the installation.

6. When the Installation Complete window opens, click Close.

Installation Complete

DS28E35 Evaluation Kit has been successfully installed.
Click "Close’ to exit,

Please use Windows Update to check for any critical updates to the MET Framework.

LAl Ce

7. Next, from the Windows Start button, under All Programs navigate to the Device Driver.



; Games
| Gaagle Chrame
, IAR Systems

Intel PROSet Wireless

| Java
/| KeyShot5 64
/| Lenovo Battery Utility 2015

Maintenance

. Maam Integrated

L. DS2BE35 EVKIT

Device Driver

&l DS2BE3S EVKIT Datasheet (old ha
() DS28E35 EVKIT Program

a5l Installation Instructicns
| Maam Integrated Products
| Maam Integrated Products MTK
| McAfee

Microsoft Office

| Microsoft Sitverlight

. Microsoft Visual Studio 2005
; Microsoft Visual Studic 2012
/ Notepad++

Back

Stewart Merkel
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

Shut down |71

8. Right-click on the install file and then choose Run as administrator.

-

Open
Edit
Print

Date modified Type

_'[! Windows Batch File
Security Catalog

M Setup Information

I #' Run as administrator

Troubleshoot compatibility

7-Zip

Fa  Scanforviruses

u

b

ED  Addte VAIO Gate

Send to

Cut
Copy

Create shortcut

Delete

Rename

Properties

Check reputation in KSMN
Kaspersky Application Advisor

9. A command window will open with a prompt asking to install the device driver.

Click Install.

At 6.5

W
H
m

1 KB
g KB

2 KB

3



Bl C\Windows\System32\cmd.exe

»pnputil —i —a K:\signed_871714\maxq?400._inf

maxg?408 _ inf

-7 Windows Security

Would you like to install this device software?

Name: Maxim Integrated Products Ports (COM & L.,
- Publisher: Maxim Integrated Products Inc

Always trust software from "Maxim Integrated I Install I |‘_[J_q!1:£'lgggl_l_ " |
Products Inc”. )

'# You should only install driver software from publishers you trust. How can [ decide which device
software is safe to install?

10. Plug in the DS28E35EVKIT board to the PC with the MAXREFDES44# connected as shown below. Make sure

the switch is set to the left of VCC3 ON.
integrated.. D€€PCOVEr® ®|n DS28E35

D
(o 5| SECURE_MEMORY
- - - ) - A LN
£ DS28E35 EVKit £ ol +-+m L)
)

BGND— ¢

vee-LmjAr—2

11. The device driver will now be automatically installed.

| &

. Driver Software Installation @

Installing device driver software
MAXIM USB-to-12C Adapter ¢ _iSearching preconfigured driver folders...

Close {

C

Programming Procedure
The following steps were performed on a PC with Windows 7 OS to program the MAXREFDES44+#:

1. Click and open the DS28E35 EVKIT Program.



. CutePDF
. Cygwin
. Digilent
. Games
. Google Chrome
. IAR Systems
. Intel PROSet Wireless
Java
. KeyShot 5 64
. Lenove Battery Utility 2015
. Maintenance
Maxim Integrated
). DS28E35 EVKIT

&5 Device Driver

. Maxim Integrated Products

. Maxim Integrated Products MTK

McAfee
. Microsoft Office
. Microsoft Silverlight

Back

Stewart Merkel
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

Shutdown | 7|

2. The DS28E35 EVKIT Program GUI will open as below. If everything is connected correctly, the DS28E35 ROM

ID will be found.

s

Fide  Help
Sehp JE28EF IS Feal DE24TS Eval DS28EIS Program 1-Wire User Defined BC User Dofined
Memory Resource Selechon
| =
Commanas
Ouptions
GC Leg e Leg
2 Legpng e Logging
——— ———
- &/ Device found with MOM ID: 4300000001136840 23
// Ead of search
i/ Begistration Nesbes selecved: 40 £8 13 01 00 00 00 41
- I 3
joou8 Hermal

3. Click on the DS28E35 Program tab.



File Help
Setup | DS28E35 Eval DS2475 Eval DS28E35 Program 1-Wire: User Defined || 12C: User Defined |

Memory Contents || Device Key Pair . Certificate |
i i . . Load
Page 0 ” Page 1 | Page2 | Page3 | Setup
Save
Setup
Segment LSB MSB
0123 |nn 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
4567 [oo 00 0o 00 0o 00 00 00 00 00 00 00 00 00 00 0O
Read Protect Write Protect EPROM Emulation Mode
Make
Sample
Set Counter to Starting Value
MSB LSB .
Verify
oo 01 FF FF  (maximum 00 01 FF FF) Sample

4. First click on Load Setup, then select the DS28E35EVKIT_setup.txt file that contains the saved system key pair
(located in MAXREFDES_NDA_FW.zip), and finally click Open as shown below. Notice the subtab Memory
Contents pages are all zeros. This could have been programmed with other values for configuration data, but
is not essential to have filled in for authentication.

EVKIT Program - Version 0.4 (Preliminary)

File Help
Setup | DS28E35Eval | DS2475Eval | DS$28E35 Program | 1-Wire: User Defined | 12C: User Defined

| Memory Contents | Device KeyPair | certicate |

: : " Load
Page 0 | Page1 " Page2 Page3 | Setup 1
@ Open E
Segment] | — - -
K9\ )=| | » Computer » LocalDisk (C) » designs » maxim » MAXREFDESS4 » MZ_Zynq HW » « | 44 || search Mz_2yng_Hw I3

0123

Organize v New folder =~ 1 @

4567
% Favorites Name ) Date modified Type Size
A B Desktop L. metadata 5/1/2015 6:14 PM File folder
& Downloads 4. Cheyenne 5/1/2015 6:14 PM File folder
% Recent Places 4. Cheyenne_bsp 5/1/2015 6:14 PM File folder
b MZ_Zyng_HW.cache 5/1/2015 6:14 PM File folder
4 Libraries 4 MZ_Zyng_HW.data 5/1/2015 6:14 PM File folder
-11 Documents 4 MZ_Zyngq_HW.icplanning 5/1/2015 6:14 PM File folder
J Music b MZ_Zyng_HW.runs 5/1/2015 6:14 PM File folder
=] Pictures b MZ_Zyng_HW.sdk 5/1/2015 6:14 PM File folder
B8 Videos b MZ_Zyng_HW.srcs 5/1/2015 6:14 PM File folder
1. RemoteSystemsTempFiles 5/1/2015 6:14 PM File folder
1™ Computer ). standalone_bsp_0 5/1/2015 6:14 PM File folder
It oy £, Local Disk (C:) | webtalk S/A/2015614 PM File folder
5 Applications (\\MA> l | DS2BE3SEVKIT setup.tt | 2 5/1/2015 1:47 PM TXT File 2KB
€ Network
File name: DS28E3SEVKIT setup.txt v [Tetfiles () .

3 [Com 1] [ oo

5. Click on the subtab Device Key Pair. Confirm the settings are shown as below for the device key pair. For setup
the Write Protect Device Key Pair is not protected. If this is the final design, it is recommended to always have
this set.

Also, note that each DS28E35 will have a device key pair with the private key hidden using DeepCover®

technology and the device public key x/y stored as visible to the public.



File Help

Setup | DS28E35Eval | DS2475Eval | DS28E35Program | 1-Wire: User Defined | I2C: User Defined |
i Memory Contents | Device Key Pair l Certificate
#® Device Key Pair Auto-Generated # No Key Pair (uncommon) # Static Device Key Pair Load
Static Device Key Pair Options SEsE
; : 3 Save
LSB Validate Key Pair Generate Key Pair MSB Setup
Private Key
lC'C' 00 00 00 00 00 OO0 00 OO0 00 OO 00 00 00 00 00 00 OO0 00 00 00 00 OO0 00
Public Key X
Icn'_\ 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Public Key Y
Ii:\c 00 00 00 00 00 00 00 OO0 00 OO OO0 OO OO0 00 00 00 OO OO 00 00 00 00 00
Write Alternate Image to Public Key
Inﬂ 00 00 00 OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO QO OO OO0 0O 0O 00 Make
e A T AR AR R A = e S S R R T Sample
Other Optio
’ ) Verify
Write Protect Device Key Pair (recommended) Sample
@ Use Full Public Key and write *Y" to Page 3

6. Click on the subtab Certificate. Confirm the settings shown below for the system key pair (Certificate Key Pair).
Observe the system key pair values are the same below. The Cheyenne application in its ‘C’ code uses only
the system public x/y keys for authentication. The system private key is to never be made public and is only
needed during programming of DS28E35 at the factory. Each DS28E35 programmed will use this same system
key pair to generate its unique certificate. If this is the final design, a new generated key pair should be used

and saved off since this system key pair is only for demo purposes.

EVKIT Program - Version 0.4 (Preliminary)

File Help
| Setup | DS28E35Eval | DS2475Eval | DS28E35Program | 1-Wire: UserDefined | I2C: User Defined

Memory Contents | Device Key Pair | Certificate|

¢ Maxim Generated Certificate Key Pair = No Certificate Generated Load

Setu
Alternative Certificate Memory Image 2

LSB MSB

I Save
Certificate r Setup
IOO 00 00 00 0O 0O QOO OO QOO OO QO OO QOO OO OO OO OO OO OO0 OO0 0O 00 00 00

Certificate s

[oo 00 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00 00 00 00 00 00

< & User Supplied Certificate Key Pair > Certificate Write Protect

Certificate Key Pair

LS Validate Key Pair Generate Key Pair MSB

rivate Key Make
[12 02 ED BC EF 4A 0A 28 AE 21 1C 55 2A 3E SE 57 92 F9 55 E7 27 A9 1A 4A Sample
Public Key X
[73 A9 27 3n c4 92 SE 24 D5 CO 28 69 EC EB 47 B2 DO F2 79 61 51 15 F7 AF Verify
Public Key Y Sample

DD B8 EF B7 FE CC 7A 8A D6 7D 3B Bé BC 90 SD 4B 35 Cé F7 FD 42 B4 73 73

7. Click on Make Sample.



Certificate Key Pair

LSB Validate Key Pair Generate Key Pair

Private Key

|12 02 ED BC EF 4A OA 28 AE 21 1C

Public Key X

55 2A 3E SE 57 92 F9 55 E7 27 AS 1A 4A

|73 A9 27 3R C4 92 SE 24 D5 CO 28

Public Key Y

69 EC EB 47 B2 DO F2 79 &1 51

IDD Be EF B7 FE CC 7A 8A Dé 7D 3B

Bé BC 90 5D 4B 35 Ce F7 FD 42 B4 73 73

Make
Sample

Verify
Sample

8. Confirm SUCCESS from the output 1-Wire Logging text box of the certificate created, completing the

programming of DS28E35.

1-\ire Log

o 1-Wire Logging

f/ Delay 60ms

<SP_OFF>

SOCCESS, sample created

Trademarks

mfﬁF']‘SQBEBCDGDSlEACIlCCEQAFTDS‘EEESASSEDSEURCSEFl

f/ Certificate s: B8C 42 21 9B F3 29 00 57 7E FF 05
f/ Certificate generated and written, SUCCESS

1-Wire is a registered trademark of Maxim Integrated Products, Inc.
DeepCover is a registered trademark of Maxim Integrated Products, Inc.

MicroZed is a trademark of Avnet, Inc.

Vivado is a registered trademark of Xilinx, Inc.

Windows is a registered trademark and registered service mark of Microsoft Corporation.

Xilinx is a registered trademark and registered service mark of Xilinx, Inc.
Zynq is a registered trademark of Xilinx, Inc.
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