(3} KYOCERG s

Microsoft
Windows Protected Print (WPP)

Information and deployment Guide

Version 1.0
01/2025
KYOCERA Document Solutions America

©2025 KYOCERA Document Solutions Inc.


https://manuals.plus/m/f7c5d8a5825e9513a327711981e31664c5c5dff8a91c41ca5c062a4d868ed26d

Revision History

Date

Version

Description

Author

01/2025

1.0

English Version

KDA Engineering
(Mark DeSarno)

©2025 KYOCERA Document Solutions, Inc.




Overview

What is Microsoft Protected Print

Windows Protected Print Mode (WPP) is a secure method to print documents for Windows. WPP
utilizes the Internet Printing Protocol (IPP). It's designed to reduce the risk of data breaches by
utilizing Windows OS driver technology, eliminating the need for outside third-party drivers and less
secure communication ports. Other benefits include:

o All manufacturers utilize the same driver

o Greatly Reduced support and management resources for printer output workflow.

o Printer Drivers updates for functionality and security are automatically applied.

Architecture:

If an enterprise decides to move all their printer fleet to WPP printing, all existing printer devices
currently installed utilizing 3™ Party drivers that are not Windows Modern Print Stack compliant
(WPP, MS Universal Print, Embedded OS) will be automatically removed after the device is set by
an administrator to WPP and the PC is restarted.

Listed are some of the Kyocera drivers that will be removed:
KX Driver

Kyocera Universal Driver (Full and Type 4)

PCL Mini Drivers

KPDL Mini Driver

Kyocera Network Fax Driver

PDF Print Drivers (Except Microsoft PDF printer)

Note: Kyocera TWAIN Driver is still operational for scanning.

Windows 11 accessible printer impact

Before enabling WPP After enabling WPP and restarting the PC
*Kyocera KX & Fax Driver are selectable *Added Devices: WPP TA-9003i
*Adobe PDF Print *Added MS Universal Print TA-3554ci

*MS Print to PDF
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Enable WPP On PC and Setup Printer MFP

This section explains how to set up the WWP environment and how to use its functionality.

Administrator Checks:
e The Windows 11 OS requires version 24H2 or later installed for the feature.
e Access to the Local Group Policy Editor feature.
e Ensure the print devices can directly communicate to the Windows 11 PC on the network.

Note: Windows 11 22H2 level update will not operate WPP correctly and recovery out of WPP
may not be possible. Do not activate WPP if the device at 22H2

Prepare the User Windows 11 PC

In order to use WPP you need to prepare following environment.

Item Name Description
1 PC PC’s Windows11 version must be 24H2 or later
2 Communication Ensure the print devices are online can directly

communicate to the Windows 11 PC in the network.

3 Administration Requires access to the Local Group Policy Editor feature

Enabling WPP

It is recommend the activation is performed by an adminstrator from the Local Group Policy Editor
so end suers are not able to accidentally disable from setting screen.

To enable WPP by following the next set of steps.

Open Local Group Policy Editor
Local Group Policy Editor
File Adion View Help
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Select Administrative Templates

A il G Paliy Efitex
Fie  Arman  Miew  Help

o B s Hm T

A Lol Camputer Poley
w i Compuinr Configurstion
v 3 SoPtware Setfings

Select ar1 e b view @ dessriphion,  Sefteng

- ] Contrci Panel
Ca=sa) —fo
~ g User Configuration I Network

© Softwane Setting o Prrteey
¢ 0 winores Settings L Sy
L Rdministalive Teeplat 1 Start Memu snil Taskbar
A Bylam
1 Windawa Cormporents:
M Sattirigs

Select Printers

|' Ll Wireviapy Pedliey Bolire

File Acion View Help

% 2@ = Em Y

4 Local Campuuter Palicy F

w (B Compute Corliguration

» 1 Software Settings bt
» 2 Wittdown Sathings .
. Deszription.
. Addmanistrutive Tamplates Manages retwork printer
w i User Configueation configuaniion snd publivking oplion
bl Sofivees Settings
¢ 2 Windoves Ssttings

¢ 1 Admnistrateve Template

Inside of Printers Setting Tab down and select Windows Protected Print
o
- A+ Bm T

[prre———— e

-n 3 II 5 A . Cralipss Wndes poiacisd pem e =0 T
1 FRES TR L ooy iy
. ATEEE TR il
5 g b R i SELEE T e e st BET Er ey e
Y Cuadeg P T T o N e e L < P Pl P A v Be
| Cmsspm B b ] Sl 17w e o bl Sty 6} i i b b il ey e =
| P | ik Py Liveer ing ed e p e -
| H— [ gy i sy e v mrd i e b 9 i sy i B
] e P Ly Sy I Db My L] S ey i =
1 Tt et i e et ot ki e il Lo g P puaiend bt Ty TG A s e e gl =
E!'—" OETEAE L g Lo gs T b
e e L £ = b Aar ey e [
~Apbpe By Btudl, Ve protichisl e - PR e
A B PREL TSR T R - W L P
- il Lh-nr.:r-l'.-m B L [ T —— [P - a
B e — e e et W et Tim e T Thet e St g et -

©2025 KYOCERA Document Solutions, Inc.



Select Enable then Apply and OK to Register the change.
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After selecting OK you will see the status change to Enabled
The Windows 11 PC requires a restart before adding print devices or errors will occur!
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The Windows 11 PC requires a restart before adding print devices or errors will occur!
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Confirming Windows Protected Print Mode is enabled

After you have restarted your Windows 11 PC, to ensure WPP was activated unders settings go to
Bluetooth and Devices the select Printers and Scanners

Bluetooth & devices

Add device

Wi o derioe

el

[ -'5‘ FTINRETS B SCONTETS ]

You will see Windows Protected Print Mode

(Since we had WPP setup through Logical Group Policies, user will not be able to disable the mode
from this screen to ensure they are WPP compliant)
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Setup the Printer/MFP

Ensure at this time that print devices being configured for WPP are active on the network with an
on-line status and can communicate with the PC’s being configured.

(Can be accomplished from the Command Prompt, Ping the printers that will be set-up)

Under “Setting” select Bluetooth & Devices then Printers and Scanners next add devices.

Bluetooth & devices * Printers & scanners
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WPP will scan the network for Print and scan device to add to the Windows 11 PC.

Bluetooth & devices » Printers & scanners
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Windows will automatically create the Printer, build the driver and configure the hardware options
for the device. The Print Device will appear as the model and host name

Bluetooth & devices » Printers & scanners
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= Fyocera TASKals M0 KMESTHT

Kyocera TASKalfa 3554ci KMSDACS2  Unjversal Print Driver

Delete 1 docurment waiting . o
(Not required showing it is supported )

=

== Kyoccra TASKalfa $003i WPP Printer
= Ready

g Microsoft Print to PDF MS PDF Print
= Ready
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WPP Windows 11 User Graphics interface for Printer.

Default initial screen offerings with Advanced Key output options.
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Advanced features offers:

o 29 different paper sizes

e All Cassette options
e Copy Counts to 9999
e Color and B&W Print Modes

e Finishing Features

O

O

O

Stapling/Hole Punch
Binding (Booklet)
Output Trays
Scaling
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— Realirg Fit
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Clients utilizing WPP will require less management of the print system workflow management

because of the integration of the printer profiles inside Windows 11.
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