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CYBERSECURITY PRINCIPLES

Hybrid Cloud Video Security

At Verkada, we know it’s mission critical to keep your data
secret and safe. We're dedicated to creating a peerlessly

secure, modern surveillance solution.

Security is Ever Evolving

As security threats evolve and adapt, so too, must organizations’ response
to them. That’'s why Verkada releases automatic updates to its firmware
and software. These updates and security enhancements protect you and
your critical data from known and emerging threats.

Remove Inherent Vulnerabilities

As soon as they’re brought online, internet-protocol (IP) cameras are one of the
most common points of entry for hackers. With Verkada, there’s no need to open
ports or punch through firewalls to enable internet access. The cloud-based
solution is ready to use, out-of-the-box.

Protect Your Data’s Journey

Whether data is at rest, in transit, or stored in the cloud, it's important to ensure
that right protocols are enforced to keep data safe. All Verkada systems
automatically encrypt data end-to-end with no configurations required, upholding
security best practices.
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Get started with a free
30-day trial camera today!
Visit verkada.com/try
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30-365 days of video Video feeds, thumbnails, Archived videos, user 2-factor authentication,
securely encrypted on firmware updates and history, audit logs RBAC, SAML / SSO
solid state storage settings securely transmitted securely stored in AWS integration provides secure

between cloud and device access across platforms
AES 128 AES 128, TLS v1.2 AES 256 AES 128, TLS v1.2
Encrypted at rest Encrypted in transit Encrypted at rest Encrypted in transit
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