
https://www.lumifywork.com/en-ph/courses/vmware-vsphere-advanced-administration-workshop/

 
ph.training@lumifywork.com

lumifywork.com

facebook.com/LumifyWorkPh

linkedin.com/company/lumify-work-ph

twitter.com/LumifyWorkPH

youtube.com/@lumifywork

CLOUD COMPUTING AND VIRTUALISATION 

VMware vSphere: Advanced
Administration

VMWARE AT LUMIFY
WORK

VMware is the world leader in

server virtualisation

technologies. Lumify Work is a

VMware Education Reseller

Partner (VERP), offering training

in vSphere, vRealize, vSAN,

Horizon, NSX-T, Workspace ONE,

Carbon Black, and other

VMware technologies and

platforms.

LENGTH

5 days

VERSION

8

WHY STUDY THIS COURSE

Learn a range of  skills, f rom performing rout ine VMware vSphere 8

administrat ive tasks to complex vSphere operat ions and conf igurat ions.

T hrough lab-based act ivit ies, students are immersed in real-life situat ions

faced by VMBeans, a f ict it ious company. T hese situat ions expose students

to real-life scenarios faced by companies that are building and scaling their

virtual inf rastructure.





T his course uses scenario-based lab exercises and does not provide guided

step-by-step instruct ions. To complete the scenario-based lab exercises,

you are required to analyse the task, research, and deduce the required

solut ion. References and suggested documentat ion are provided. T his

course ut ilises labs to teach students how to effect ively navigate and

manage vSphere.

Product Alignment 


• VMware ESXi 8.0


• VMware vCenter 8.0

WHAT YOU'LL LEARN

By the end of  the course, you should be able to meet the following

object ives:

Conf igure VMware vCenter® and VMware ESXi™

Conf igure and manage a vSphere cluster solut ion for vSphere HA, vSphere

DRS, and vSAN

Conf igure vSphere storage and networking

Perform lifecycle operat ions on vSphere components

Troubleshoot vSphere inf rastructure and connect ivity issues

Back up vCenter conf igurat ions
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AMANDA NICOL

IT  SUPPORT  SERVICES

MANAGER - HEALT H WORLD

LIMIT ED

My instructor was great being able

to put scenarios into real world

instances that related to my

specific situation.

I was made to feel welcome from

the moment I arrived and the

ability to
sit as a group outside the

classroom to discuss our

situations and our
goals was

extremely valuable.

I learnt a lot and felt it was

important that my goals by

attending this
course were met.

Great job Lumify Work team.

Implement solut ions for securing the vSphere inf rastructure
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Lumify Work
Customised Tra ining

We can also deliver and customise

this training course for larger

groups
saving your organisation

time, money and resources.

For more information, please

contact us on 02 8286 9429.

COURSE SUBJECTS

1. Course Int roduct ion

2. Creat ing and Conf iguring Management  Clust ers

3 . Creat ing and Conf iguring Product ion Clust ers

Introduct ions and course logist ics

Course object ives

Create a vSphere cluster for management workloads

Act ivate vSphere cluster features that help to improve resource

allocat ion and availability of  virtual machines

Use standard virtual switches to create networking in a cluster

Select the appropriate vSphere storage types to meet requirements

Conf igure iSCSI storage

Conf igure VMFS and NFS datastores

Recognise when to conf igure ESXi NT P and PT P support

Recognise ESXi user account best pract ices

Conf igure ESXi host sett ings

Use vSphere conf igurat ion prof iles to maintain consistent ESXi host

conf igurat ions

Use Cluster Quickstart  to create a vSAN-act ivated cluster

Conf igure advanced vSphere HA sett ings

Conf igure the vCenter ident ity provider

Assign specif ic permissions and roles to Act ive Directory Federat ion

Services (ADFS) users

Conf igure Enhanced vMotion Compatibility on a cluster and a VM
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4. Troubleshoot ing vSphere and Backing Up Conf igurat ions

5. Lif ecycle Management

6. vSphere Securit y

Perform a Cross vCenter Server migrat ion

Use content libraries to share virtual machine templates between sites

Manage VM and ESXi host resources using resource pools, scalable

shares, and vSphere DRS rules

Troubleshoot ESXi connect ivity issues

Troubleshoot ESXi storage issues

Troubleshoot vSphere cluster issues

Troubleshoot PowerCLI issues

Generate vCenter and ESXi log bundles

Back up vCenter

Create a vCenter prof ile to standardise conf igurat ions in the

environment

Troubleshoot upgrade-blocking issues

Increase logging levels on vCenter

Conf igure a VMware Tools™ shared repository

Upgrade vCenter

Upgrade ESXi

Upgrade VMware Tools

Upgrade virtual machine hardware compatibility

Conf igure a key management server

Encrypt virtual machines using vSphere VM encrypt ion

https://www.lumifywork.com/
https://www.facebook.com/LumifyWorkPh/
https://www.linkedin.com/company/lumify-work-ph/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork


https://www.lumifywork.com/en-ph/courses/vmware-vsphere-advanced-administration-workshop/

 
ph.training@lumifywork.com

lumifywork.com

facebook.com/LumifyWorkPh

linkedin.com/company/lumify-work-ph

twitter.com/LumifyWorkPH

youtube.com/@lumifywork

CLOUD COMPUTING AND VIRTUALISATION 

VMware vSphere: Advanced
Administration

Secure VMs in transit  with encrypted vSphere vMotion

Ident ify and implement dif ferent ESXi CPU scheduler opt ions

Apply security hardening guidelines to ESXi hosts

Replace vCenter cert if icates with trusted CA-signed cert if icates

Reconf igure the primary network ident if ier for a vCenter instance
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WHO IS THE COURSE FOR?

PREREQUISITES

T his course requires complet ion of  the following prerequisites:

System administrators

System engineers

VMware vSphere: Install, Conf igure, Manage

VMware vSphere: Operate, Scale, and Secure

Working knowledge of  VMware vSAN™

System administrat ion experience on Microsoft  Windows or Linux

operat ing systems

The s upply of this  cours e by Lumify Work is  governed by the booking terms  and conditions . Pleas e read the terms  and

conditions  carefully before enrolling in this  cours e, as  enrolment in the cours e is  conditional on acceptance of thes e terms  and

conditions .
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