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1. About This Guide

This guide explains the Installation/Setup & Configuration of PDM Server, Mail/Calendar Server. The

screenshots used are for illustration purposes only.

2. Intended Audience

The intended audience are System Integrators, Technical / Administrative users who will assist in
realizing the capabilities, functions, and the full benefits of the product.

Note:

v 1. Ensure the firmware version and package version number are up-to-date and

update/upgrade accordingly.

2. For more information about the latest version and compatibility, contact the BRT

Systems sales/support.

3. Document References

Document Name

Document Type

Format

BRTSYS AN 044 PDM User Guide - 1. Introduction

BRTSYS AN 046 PDM User Guide - 3. PDM Management
Console and Desk Viewer

BRTSYS AN 047 PDM User Guide - 4. Mobile Client App and

PanlL PD35L Display

BRTSYS AN 048 PDM User Guide - 5. Outlook Add-In

Application Note /
User Guide

PDF
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4. PDM Server Installation & Configuration

4.1 Hardware / Software Requirements

Hardware / Software

Specifications

Server Operating System

Ubuntu LTS 18.4+ / CentOS Stream 9+ / SUSE 15.5+ / RHEL
8.6+

Exchange Server

Microsoft Exchange 2013/2016/2019 & Microsoft 365

Database Software

MongoDB 4.2.0

PDM Management Console
Web Browser

Mozilla Firefox v69+/Chrome v65+/Safari

Client Software

Outlook Add-In 2010/2013/2016/0Outlook App
Ensure that any of the above outlook versions are installed.

Minimum Server Hardware
Requirements

Processor -Intel i7

Hard disk - 50GB

RAM - 4GB RAM

Network Ports

Exch S Port 443 Used for EWS connection
xchange server Port 587 Used for SSMTP
Port 9881 Used for PDM
Management Console
Port 3000 /| yse for AP
Port 443
PDM Server
Port 3002 Use.d. for. Socket
Notification
Port 3001/ | Used for PanL PD35L
Port 65533 | Device
Client (Outlook Add- | Port 3000/ | Used for API and socket
Ins) Port 3002 notification
PanL35L Eg; 2(5)(5);/3 Used for PDM API
Port 3000/
Mobile Client Port 443/ Used for API, Socket
Port 3002 Notification and mDNS
Port 5353
Desk Viewer Port 9881

Table 1 - Hardware / Software Requirements

4.2 Network Port Requirements

If your infrastructure has Firewall, ensure that the following ports are not blocked -

Source Destination Ports
PDM Server MS Exchange Server / Microsoft 365 443, 587
PanL PD35L 443, 3000, 3001, 3002,
Outlook Add-in 5353, 9881, 65533
. PDM Server
Mobile app
Desk Viewer

Table 2 — Network Port Requirements
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4.3 Installing PDM on Linux-Distribution Server

Note: This section is applicable ONLY for SUPERADMIN Users

4.3.1 System Requirements
e A static IPv4 address (assigned to PDM Server IP).
e A user account with “sudo-able” full permissions

e Access to the internet during installation to download dependencies. (optional)
4.3.2 Pre-Installation Procedure

Note: For Cent0S, RHEL and SUSE systems, administrators must explicitly open port
5353 by executing the following commands with sudo privileges:

firewall-cmd -zone=public -add-port=5353/tcp -permanent
firewall-cmd —reload

Installation and configuration of the PDM Server Software and its components are described in this
section. The screenshots and file names used are for illustration purposes only.

e Copy the PDM installation package zip file provided (for example - PDM_package_3.0.0-
2.1.0-P.zip) to the PDM Server PC (for example: /home/bridgetek/PDM/)

e Unzip or extract the installation files using the following command -

unzip PDM package 3.0.0-2.1.0-P.zip -d PDM package 3.0.0-2.1.0-P

e Upon extracting the package file, the PDM package folder is displayed.

POM_3.8 3 m

Hruwd
#  Starred - POR_package 100D LR .
iy ':'I'I' POM_paccage_180-F | 0-P.2ip i

T T

| Dsmdoade
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e Double click to open the PDM package folder to view the list of subfolders and files -

A iy 1LEDT&®

4.3.3 Installing PDM Server Software

The steps to install the PDM Server Software are given below.

e Open a terminal / command prompt from the package directory (for example -
PDM_package_3.0.0-2.1.0-P) and enter the following command to provide the execution
permission for the script files.

$ sudo chmod -R +x *.sh
e Run the following command to install the software -
$ sudo ./PDM_setup.sh
e Upon running sudo ./PDM_setup.sh, user will be prompted, to change the SSL Cert and Domain

Name from the default configuration. If user chose "yes”, then, the user must enter the
certificate path, certificate key path, and the new domain name.

Product Page 7
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e The user will be prompted to enter a superadmin password at the end of the installation.

4.3.4 Update PDM Server Software Package

The steps to update the PDM Server Software are given below. The screenshots used are for
illustration purpose only.

e Extract the new package and go to the new package directory path using the following
command -

$ cd PDM package 3.0.0-2.1.0-p/
e Run the following command to change mode -
$ sudo chmod -R +x *.sh
e Run the following command to update the package -

$ sudo ./PDM setup.sh

e Alist of options for installing updates are displayed. Choose one of the three options by entering
1/ 2/ 3 accordingly.

Enter 1, to use the setup configuration from previously installed package (enter the old software
package directory path to retain all previous PDM Server and PDM Management console

Product Page 8
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configuration data); Enter 2, to apply the new package’s setup configuration; Enter 3, to
configure manually. For illustration purpose, option 1 is used.

e Upon successful update, the difference between old and new component versions is displayed

as specified in table.

4.3.5 Change the current SSL Certificate and Domain Name

The steps to change the current PDM Configuration is given below. The screenshots used are for

illustration purpose only.

e Changing the current configuration for -

» SSL Certificate

> Domain Name for PDM Server

e For changing certificate, your certificate must be generated using the PDM Server IP Address.

e Use the following command to change certificate or domain name -

$ sudo ./PDM configure.sh

Product Page
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4.3.6 Un-install PDM Server Software Package

The steps to un-install PDM Server Software Package are given below -
e To un-install PDM Server software package, use the following command -

$ sudo ./PDM stopAndUninstall.sh

If you want to remove the database, enter Y. Selecting yes, will remove your previous
database and this will be equivalent to a fresh installation.

Note: It is recommended to back up the configuration data (PDM Management Console
> Settings > Import / Export Configuration > Export) before performing any

"r uninstallation operation. If required, you can restore the exported configuration.
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4.4 Domain Name Configuration

After the PDM Server Software installation, the network administrator MUST configure the DNS to
resolve the following Domains:

v’ app.<your_domain_name>
v' api.<your_domain_name>
v socket.<your_domain_name>

where in the domain name refers to the organization’s domain name. For example, if the
organization’s name is ABC Pte Ltd, then the domain name can be abc.com or abc.local.

The DNS records can be created/added in the following ways -

e Local DNS Server
e Global DNS Service

Local DNS

To configure the domains on a local DNS server, ensure the DNS records are created in the exchange
server. For illustration purpose exchange server 2010 is used in the example below -

Pp———
- H
. - e [ — Tumte =
- e tuile o= 'l .
—=lii. u B '
(= s -
—— — -
Ta e T T
. T T p—
T
ey e i
et
s e T
==
J—
T e p— — T —
= ] e | |
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Global DNS

To configure a public domain on a purchased GLOBAL DNS host server (for example GODADDY),
create the DNS records as shown in the picture below-

i = Bephisi s [l ey s

—

DS Managemaent
—

&
e . — - P
5 - — r
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4.5 SSL Certificate Setup

There are two types of SSL certificates that can be installed on a PDM Server - self-signed and
public CA certificates. This is configured during installation and can be updated at runtime by using
PDM_configure.sh.

Use of self-signed certificate

Certificates generated for the PDM Server must have a validity period of no more than one year, as
iOS devices do not accept certificates with expiration dates beyond this timeframe. Consequently,
applications on iOS will be unable to establish a connection with the PDM Server if the certificate
does not meet minimum validity period.

It is essential for the Subject Alternative Name (SAN) field in the certificate to include both the
domain name and the IP address of the PDM Server.

Users are required to install the certificate on their mobile devices to facilitate a connection to the
PDM Server. Administrators should distribute the certificate to users, ideally via email, as this
method simplifies the installation process for the end-users.

Additionally, when users access the PDM Management Console via web browser, they must
acknowledge and accept any security risks presented.

« Installing self-signed certificate
The end users must install the self-signed certificate on their OS.
For Windows

Refer to https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-
certificate for installing SSL certificate into Windows Trusted Root Certificate Authority.

For Mac

Refer to https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-
kyca2431/mac for installing SSL certificate into macOS Keychain Access.

Use of public cert

It is mandatory that the Subject Alternate Name record on the certificate contain the domain name.
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5. Mail/Calendar Server Setup & Configuration

5.1 Exchange Server 2019/2016 / 2013 Setup

Account Account Number of Description
Reference Type Accounts
User Account User X This account will be used by the normal end users
Mailbox to perform desk booking related activities.
Distribution Group X This group of users
Group for (Users) (pdm-user-group-<groupname>) are only
Users allowed to access the following PDM components -

e PDM Management Console

e OQOutlook Add Ins

e PanL PD35L device On spot booking
Resource Desk X These are accounts associated with the desk
Account Mailbox resource.

e This account will be part of the distribution

group.
Distribution Group X This group of desks
Group for (Room (pdm-desk-group-<groupname>) are only
Desks List) recognized as valid resources in the PDM.
Impersonation User 1 This user will be able to access multiple mailboxes
User / Service and act as the mailbox owner. This account will be
Account used -

e To communicate between PDM and Exchange
Server.

e All the PDM Server / Desk Booking related
emails will be sent by this user

e Upon installation of PDM Server, this user
account details must be added in the "PDM
Management Console -> Configuration ->
System”.

Exchange Server can be setup either using the Exchange Admin Centre Console or Exchange
Management PowerShell Command Prompt.

Note: Refer to the steps given under Appendix > Exchange Server setup using
. Exchange Management Shell - Quick Reference for more details.
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5.1.1 Using Exchange Admin Centre Console

Steps for setting up exchange server using the Exchange Admin Centre Console are given below -
- Login to Exchange Admin Centre Console

e Go to https://<exchange servername>/ecp and log in with Exchange Admin account.

Exchange Admin Center

s mmw e

=) mgn

- Create User Account

e Go to “recipients” > “mailboxes”.

Exchanoe Famin oenter

CEFFLAF RiahIT = RERE BT TP TFAAL GO EEED

e Click “+" and select “User mailbox".

Exchanoge sdimin cenbar

PR IHBL

Ha i T]|=Ta k1o
s8R0 -
|I| & el L RO TV Klidai ASCEELS
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e Enter the user account details and click [Save].

U1

U]

mpr! H l‘.‘—.n:lil'lll com

EfEEEEE
e The newly created User account will be displayed under the list of mailboxes.

ERChange admin Centes

[T kL] mmilbowos

= AU PO -

CHSSLET bkl &  PALBCN TV Plalii &SCHRRL

- Create Distribution Group for Users

e Go to “recipients” > “groups”.

Exchange admin cenier
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e Click “"+" and select “Distribution group”.

IEranoge ackmm comter

Enter the new distribution group information and click [Save].

e e g lgra |

Ei e e Gk |
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e The newly added distribution group is displayed.

i Tpmalls

> Create Desk / Resource Account

e In the Exchange admin centre go to “recipients” - "resources”.

Exchange admin center

[ alligind . MEsSOUNCes

+- p- .

[eEs=o W TP & RlALSON TP Pilikil dEIEES
e g = gt

hrave FT M

e Click “+" and select "Room mailbox"”.

Exchange admin center

Joale ] I ESCHATES DL
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e Enter the Desk account details and click [Save].

D

=]

e The newly created desk account will be displayed under the list of resources.

bxchange adimin center

) AT

- Create Distribution Group for Desks

The distribution group for Desks (RoomList) can be created only using the PowerShell command.

For example, the command to create a new user distribution group named “pdm-user-group-
<groupname>"is -

New-DistributionGroup -Name "pdm-desk-group-bridgetekl" —-RoomList

Note: A distribution group name should begin with prefix pdm-desk-group and he
x" followed by the group name.
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- Create Impersonation User / Service Account

Go to “recipients” - "mailboxes”.

Exchange admin center

+- & @ 2D
iPLaT waks & ST RE S Rt ) ENIRD AR

Click + and select User mailbox.

Exchange admin certe

FECpE T | e i i i Fita ) in

FlPD e
m & | AAALECRITNEE Eltigl, AT

Enter the Service Account details and click [Save].

HFE ™

e mmad Bhigd il - mib
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e The Service account will appear in the list of mailboxes.

Exchange admin center

IBCHI in&il ey

+-FBED -

ot g R § EELEEW T FLAAY MTTEET)

- Granting Service Account Impersonation Rights

The following steps will guide to grant the service account with impersonation permission for all
accounts -

e In the Exchange admin centre, navigate to “permissions” = “admin roles". Click “+",

‘] Enforprae Offioe 365

Exchange admin center

admin roles | use 25 Dutiook Web App police

" (+|lremrop

o ma
1

e Input the role group related details. Set the "Write scope” field as Default (for all accounts).

Appleahon Impenonatnn Role

- i

Lo '.'|_|'|J||I
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¢ Click “+" under “Roles”.

Roles:
—

MNAME -

e Add the admin role “ApplicationImpersonation”. Click [OK].

Cr LA RiALT &

T[T T re——
.

e The newly added admin role will be displayed under “Roles”.

Rales:
o

AT

22
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e Similarly, click “+" under “"Members” and add the service account and click [OK]. Service

account will be added and displayed. Click [Save].

4 |=

e The newly added role is displayed under the “admin roles”.
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- Discovery Management

Members of this management role group can perform mailbox search in the Exchange organization
for data that meets specific criteria.

e In the Exchange admin centre, navigate to “permissions” = “admin roles". Click and select
“Discovery Management”.

rNCHanoe .|-|'|| M COef

e Inthe “Discovery Management” interface, enter the Name, Under Rules, select "Legal Hold”;
select the "Service Account” under Members.
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Similarly, click ™+ under “Members” and add the service account and click [OK]. Service
account will be added and displayed. Click [Save].

25
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5.2 Microsoft 365 Setup

Account Account | Number of Description
Reference Type Accounts
User Account User X This account will be used by the normal end users
Mailbox to perform desk booking related activities.
Distribution Group X This group of users
Group for (Users) (pdm-user-group-<groupname>) are only
Users allowed to access the following PDM components -
¢ PDM Management Console
e Outlook Add Ins
e PanL PD35L device On spot booking
Resource Desk X These are accounts associated with the desk
Account Mailbox resource.
e This account will be part of the distribution
group.
Distribution Group X This group of desks
Group for (Room (pdm-desk-group-<groupname>) are only
Desks List) allowed to access the following PDM components -
e PDM Management Console
e Outlook Add Ins
e PanL PD35L device On spot booking
Impersonation User 1 This user will be able to access multiple mailboxes
User / Service and act as the mailbox owner. This account will be
Account used -
e To communicate between PDM and Exchange
Server.
e All the PDM Server / Desk Booking related
emails will be sent by this user
e Upon installation of PDM Server, this user
account details must be added in the "PDM
Management Console -> Configuration ->
System”.

Microsoft 365 can be setup either using the
PowerShell Command Prompt.

Microsoft 365 Admin Centre Console or Windows

Note: Refer to the steps given under Appendix > Microsoft 365 setup using Windows
% Powershell - Quick Reference for more details.
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5.2.1 Using Microsoft 365 Admin Center Console

Steps for setting up exchange server using the Exchange Admin Center Console are given below -

- Login to Microsoft 365 Admin Center Console

Go to the Microsoft 365 Admin center and log in with Microsoft 365 admin account.

Outlook

- Create User Account

&l Fpme

T

ST

l ATl AT

Lontpcts
Cousil uimry

Dabitial wonr's

In the Microsoft 365 admin centre, click “Users = Active Users = Add a user”.

BN microsoli 365 admin cenier | [ UL

Active users

{E0 I bl oz B PesTETE O TERGE B2 TN B i=NAT T ST F Tl b e 1
P T T B B 10 l"'.l'll'h laamin P OO PRAmL BNE Ty TR AN LTE

=, Al & i

LlaEs revnpst bas Bl mulEipls sar

Enter the basic information pertaining to User account. Click [ Next].

[ TS

Set up the basics

Iupisy rams &

S [ ]
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e Assign the “product licenses”. Click [Next].

Al & wwer

Assign product licenses

Swient liwatis ®

g
Licwrsss (1 "

) Amign pae d prort e
Bl Microec# 145 Bainems Standari
| it 25 bl desielilb

wify paed wiSnrd prodoed ko L eeappa d i IH

F7 My Fede® = Te ar ne ETeen - w4

e Go through the Optional settings and select as required. Click [Next].

LRI ]

- DOptional settings

il Tpmisas g

Sans iy B apwEeT gy m | B
'
B | [y ey e s
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e Verify the user account details and click [Finish Adding].

Bl i
o Review and finish
T ! " fmneed arings
L) #
| Irrpism ol meTiees
[ T
Fastmrrd
Frmmac i e aree
i, el L
- s
Aatr] a unei
8 i & User1 added to active users
@ Persus e L] ol vy DO 1 T T ol GO UL
l o ar dokaily
| Cipplay ravia Ll
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e
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Melat et 365 Bibriss S ilid
Save these uier weitings me o lemplatel
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The user account details are added to active users list.

Hiitge vk

Active users

Moddit g emer | Lissr femyasie

(sp tm 4 e mrame e ey g e e ey 8 e Prene e B erm a ey b e 20 heeen bobord B Vi ey oe up Liedd eee
ka skiv iz sumgm Tsam i i e sed fae miE eel e e e eres leen s S el ees medl ceviewre g Dk

-

iy it rraiffiple wsery

Fieay Semmrii
[y e e -
sgrmm ey Dridgerish b e el wigrinh e bl ornH Busrasy wpsdmd
Hnom Fram’ Twreywi - vhroTd
T T | wio Bl e R i [T SRS = Ly PSR RN P
I [CF S i 12 i geman n FiomnrH Bumram mervien I

> Create Distribution Group for Users

e Go to “recipients” - "“groups”. Click “new” and select “Distribution list”.

=00 1w Pt [ o T
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e Enter the new distribution list related information and click [Save].

Rt e e

B

e e bovipew |

L LNl B ] -

e The newly added distribution list is displayed.

w g Pl e |
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> Create Desk / Resource Account

e« Go to “Resources” - "Rooms & equipment”. Click “+Add resource”.

o
H
- an
b P
L' e
] Far & =y

L=

Rooms & equipment

e In the Add resource interface, enter the following resource related information - Resource
Type, Resource Name, Email address, Capacity & Phone number. Click [Save].

reservable

Respunce fype

Add resource

Create a madbox For Hhings hké a copference room, campany car, ar
equipment Ehal everyone needs 1a use 5o that ihade redources are

LEATH mnre abot resouwrce ypes

I Figom

Harma *

Deskl

Ermall *

8 THEESTE TET W ATTERL

¢ Vg pITEL frmw g Tp =t fap— =g —mirt =) el e Wl HT il

Domains

Desk]

i bridgetek cam |
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Capacity

e B ot L g ] WD aees

B Che ]

Location
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e A new resource (desk) account is added and displayed.

N Rooms & equipment
Ly
e II ot L W L
B e B ik
i I — A ——— I

© Desk]1 is ready

iU cimafed & few sl Foi ¥ Anfm et LEn nirs e e pin

MhE T TP Dl Ml P LG

Thg Tl Br0ad W] S{TUOETL Feivd [ g7 1 Sy PR O Vil P

Bl Sl ey 00TV EE I el Wil L CRRE) R PRERE 01 V) (TR

téal Shepe

- Create Distribution Group for Desks

The distribution group for Rooms (RoomlList) can be created only using the Exchange PowerShell.

- Create Impersonation User / Service Account

e In the Microsoft 365 admin centre, click “Users = Active Users 2 Add a user”.

Mliryoncdl 6% sciman oeerbe

il Hutia
- Limsz
I actres v
Curistly
VT 8]
buhammal Ly

Hrirdgrdeic

Active users

Cuiw lin 1 recere oreme m Tewnm viagy, shwn pes sy o faee kv e
yow wen | b el b i Toren s te Bem i Bty o el e

 deile] 3 pepr | Lism lrnnilates Surir] ek ey

Product Page

Document Feedbac

k

33
Copyright © BRT Systems Pte Ltd




BRTSYS_AN_045 PDM User Guide - 2. Installation and Configuration

_a ERTE 5 Version 2.0
'r Document Reference No.: BRTSYS_000116 Clearance No.: BRTSYS#077

e Enter the basic information pertaining to Service Account. Click [Next].

Set up the basics

Viar| mme ari ma—
Mevgery s
iy g [rmga=

Pt g

e Assign the “product licenses”. Click [Next].

dinn g o

& i Assign product licenses

il b pEn

Livwms (11
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e Go through the Optional settings and select as required. Click [Next].

Rt & wowm

Optional settings

crpfisesl prmie@m

L RRUT R LSRR ]

[F. TRTTRT FTErT

e Verify the details and click [Finish Adding].

B s

B & Review and finish
T — - Anirgaied bemraps
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& service account added to active users
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e The service account details are added to active users list.

Bk 7] Flgih Mgk
Active users
. Do b i rine = by s, wheis omm dtings ¢ by bt 70 i # iy Srkr peesd (B feees Srle s 08, (im ol o g Lkl Werd e emd
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Pl B i Times il nms diru] sl iphe e Ve B
T MreErs -
Fuftrd riwinal o o bl et o 11— o I (2 4 belEomaey rEEr
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srwidm_ o i wunw 3 ad Femdyeim - (= n i ol ik

- Granting Service Account Impersonation Rights

Refer to the steps given under section Granting Service Account Impersonation Rights in Exchange.

- Discovery Management

e In the Microsoft 365 admin centre, navigate to “permissions” 2 “admin roles". Click and
select “Discovery Management”.

Exchanoe admin centor
aclrrn role
EmaREen
+ 1 0D
Fidpan
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In the “"Discovery Management” interface, enter the Name, Under Rules, select "Legal Hold”;
select the "Service Account” under Members.

Loy Maragmmni

ooy s B msregerrend ol g can periorme wwchey
ol enpdrebwes A ME Bt coparinte Ior iLita al sy
PP [T,

| Ol

Rilsa R A il B

T =TT b

Similarly, click ™+ under “Members” and add the service account and click [OK]. Service
account will be added and displayed. Click [Save].
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OBRTSys

5.2.2 Modern Authentication using OAuth 2.0 — Open ID-Connect (OIDC)

- Access Azure Portal using the administrator account -
https://portal.azure.com

-

Lrsifs & 'rmse

- Go to Azure Active Directory from the left navigation menu. Mt
e Register Applications il s

e Setup Authentication (Redirect URI)
e Setup Client Secret
e Setup API Permissions

5.2.2.1 PDM Client

5.2.2.1.1 App Registration

- Select App registrations. Click + New registration.

m e

= BRTSYS | App regstratons
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- Enter the Application name - PDM Client; select the Supported account types — Accounts

in this organisation directly only from the available options. and click [Register].

Register an application

Fdife

- The PDM Client application is successfully created.

B PORA Climni
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5.2.2.1.2 Setup Authentication (Redirect URI)

- Go to Authentication page and click on + Add a platform. Select Web.

Cermurs phritoress
Trl".lhll.'nul Barihwetiinmiien

a . -

—

- In the configure Web UI -

(Optional) Enter the Redirect URIs - https://api.pdm.local/api/user/oidc-login
Enter the Front-channel logout URL - PDM Front-channel Logout URI
(https://api.pdm.local/api/user/single-logout). This field is needed only when
implementing single sign on. (Mandatory).

pdm.local - indicates the domain name.

Select ID tokens check box
Click [Configure].

Configune Wals
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- The configuration details are displayed.

3 PO Climil | At alion

5.2.2.1.3 Setup Client Secret

- In the left menu, select Certificates & secrets; click + New client secret.

PO Chiend | Certifoates & sscrels

- In the Add a client secret UI, enter the Description; choose an expiration period and click

[Add].

Add a clis

nt secret
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- The newly created client secret’'s Value (not its Secret ID) should be copied and saved

immediately. The value can no longer be viewed later.

POM Client | Cortificates & wecrety

e

5.2.2.1.4 Setup API Permissions

- From left navigation menu, go to API permissions — + Add a permission.

POM Chiwnl | AT

FPETTERERIE

- Go to the APIs my organization uses tab, type Office 365 in the search bar; Click and select

Office 365 Exchange Online from the search result.

Request APl permissions

fslery an AP
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- Click Application permissions; Check full_access_as_app; Click Add permissions.

Request APl permissions "

Ottice 185 fxcnanagn Cindng

¥ Py o garrrriae-te dhen pour aopicalem e
Fdbrgaras jreean irees | Bpph e puerrimn
Taas s s P m B G 6 TR e e e Il T I T E Ty e ——
I —
CL NS o M
Tid
(ot TTETT] Audrrin i sem el

PBemiasen i

. el aTueid fm app
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- The Office365 administrator must grant the permissions to be added. Click Grant admin
consent for BRTSYS. Click [Yes] to confirm.

s POR Cliewrt | AR permissicns
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Grant admin consent confirmation
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- Upon successfully granting permission, a green check mark will appear.

& PO Client | AFY pevrissicers

E = i i ket ;
i s

a

5.2.2.1.5 Setup Delegate Permissions

- From left navigation menu, go to API permissions — + Add a permission.

o POE Chierrl | AP1 prifiinnisin

-

- From the Request API permissions Ul, click Microsoft APIs and select Microsoft Graph.

Request APl permissions
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- Select Delegated permissions; Select permissions — EWS (EWS.AccessAsUser.All). Click

[Add permissions].

Wirpueedd] Giaprh

What iy

& ol peim

Lomla ] e | Bl

Request APl permissions
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- Select Delegated permissions;
permissions].

Select permissions - SMTP (SMTP.Send)

. Click

[Add

Reguest APl permissions
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- The Office365 administrator must grant the permissions to be added. Click Grant admin
consent for BRTSYS. Click [Yes] to confirm.

. PDM Clisnt | AP pEnmEsiod

[T

Grant admin conzent confirmation

Doy wou weant 1o grart congend for ihe requeshed permmmscns for af pocounts m BRTEYST Thal will updie sny esptmg

SO orsenl merorcd 1he dpoemhor Mregdy e o

mal st 1 Mied below

- Upon successfully granting permission, a green check mark will appear.

POM CRend | AF1 permilusaong
. o
= L ]
&
", Note: More platforms and URIs for each platform can be added, depending on the need.
-
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5.2.2.2 Add-In Client

5.2.2.2.1 App Registration

- Select App registrations. Click + New registration.

m —_—— _

B BRTSYS | &pp reqistrations

1 N T @ Pman 28

- Enter the Application name - PDM Add-In Client; select the Supported account types -
Accounts in this organization directly only from the available options. and click [Register].

Fegester an apgpication

Fiamis
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- The PDM Add-In Client application is successfully created.

B POM ficdid-In Cliemt

5.2.2.2.2 Setup Authentication (Redirect URI)

- Go to Authentication page and click on + Add a platform. Select Web.

Combnjires parfsrms
= POE Al b Tl | asterinsbion

Lot |
=]

- In the configure Web UI - -

Enter the Redirect URIs - PDM Login
Redirect URI - For example,
https://api.pdm.local/api/user/oidc-login
(Mandatory).

Enter the Front-channel logout URL -
https://api.pdm.local/api/user/single-logout.
This field is needed only when implementing
single sign on. (Optional).

pdm.local - indicates the domain name.

Select ID tokens check box
Click [Configure].
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- The configuration details are displayed. Click [Add URI] to additional Redirect URIs.

3 PO Aidel-I/ Chal | Authaticabon

- Enter the following details -

Redirect URIs - PDM Login Redirect URI V2 - For example

https://api.pdm.local/api/user/v2/oidc-login-callback (Mandatory). The highlighted text

indicates the domain name.
Front-channel logout URL. (Optional).
Select ID tokens check box

EJ Pl Bodiei =B Ceirvl | dtiimmmuraineg

- Upon adding the redirect URIs, click [Save].
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5.2.2.2.3 Setup Client Secret

- In the left menu, select Certificates & secrets; click + New client secret.

POM Add-n Clismt | Cartilcalas & secrls

- In the Add a client secret UI, enter the Description; choose an expiration period and click

[Add].

Add a clhient secret

- The newly created client secret’s Value (not its Secret ID) should be copied and saved

immediately. The value can no longer be viewed later.

POAY Aedid 1 Chierd | Coenilicatim & ey
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5.2.2.3 Mobile Client

5.2.2.3.1 App Registration

- Select App registrations. Click + New registration.

m — ...

B BRTSYS | &pp reqistrations

- Enter the Application name - PDM Add-In Client; select the Supported account types -
Accounts in this organisation directly only from the available options. and click [Register].

Register an application
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- The PDM Mobile Client application is successfully created.

= PO Balsile Chendil

5.2.2.3.2 Setup Authentication (Redirect URI)

- Go to Authentication page and click on + Add a platform. Select Web.

Cinpellgjiii jibatToimem
i) PO¥A Mohile Cliem | Auhanbeation
’ m i - B =~
[ee=] ‘ P -
g - -
- In the configure Web UI -
Comligues Wals
Enter the Redirect URIs - PDM Login
Redirect URI- For example, g
https://api.pdm.local/api/user/oidc-login
(Mandatory).
Enter the Front-channel logout URL -
https://api.pdm.local/api/user/single-logout.
This field is needed only when implementing
single sign on. (Optional).
pdm.local - indicates the domain name.
Select ID tokens check box : -
Click [Configure].
[
=23
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- The configuration details are displayed. Click [Add URI] to additional Redirect URIs.

3 PO Madils Cliwfil | Saitbsaillating

L] e LT

- Enter the following details -

Redirect URIs - PDM Login Redirect URI V2 — For example,
https://api.pdm.local/api/user/v2/oidc-login-callback; https://localhost (Mandatory). The
highlighted text indicates the domain name.

Front-channel logout URL. (Optional).

Select ID tokens check box

- P Mohile Client | Authentcaton

- Upon adding the additional redirect URIs, click [Save].
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5.2.2.3.3 Setup Client Secret

9

In the left menu, select Certificates & secrets; click + New client secret.

FOM Mokile Gt | Cerlificates & secets

In the Add a client secret UI, enter the Description; choose an expiration period and click
[Add].

Add a client secret

PO Rinirds Chavn Srcoul

The newly created client secret’s Value (not its Secret ID) should be copied and saved
immediately. The value can no longer be viewed later.

PO Mohile Client | Certilicates M w0ty
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5.2.2.4 PDM Management Console (WMC Client)

5.2.2.4.1 App Registration

- Select App registrations. Click + New registration.

m e e s

B BRTSYS | &pp reqistrations
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- Enter the Application name - PDM WMC Client; select the Supported account types -
Accounts in this organisation directly only from the available options. and click [Register].

1 b rerss g=d 0 g |

[ET e N | ad b i

Register an application
Fiam=
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- The PDM WMC Client application is successfully created.

] PO WAL Cliemt

5.2.2.4.2 Setup Authentication (Redirect URI)

- Go to Authentication page and click on + Add a platform. Select Web.

o) PO¥A WREL Cllanil | Authartestion

1

Cowifiigiaia jilat i i

- In the configure Web UI -

Enter the Redirect URIs - PDM Login

Redirect URI — For example,
https://api.pdm.local/api/user/oidc-login
(Mandatory).

Enter the Front-channel logout URL -
https://api.pdm.local/api/user/single-
logout. This field is needed only when
implementing single sign on. (Optional).

pdm.local - indicates the domain name.

Select ID tokens check box
Click [Configure].

Configure Wab
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- The configuration details are displayed. Click [Add URI] to additional Redirect URIs.

3 POM WML Dhient | Aulbentication

- Enter the following details as part of the additional URLs -

- Redirect URIs - PDM Login Redirect URI V2 — For example,
https://api.pdm.local/api/user/v2/oidc-login-callback; https://app.pdm.local
(Mandatory). The highlighted text indicates the domain name.

- Front-channel logout URL. (Optional).

- Select ID tokens check box

D PO W el | Auilherdwsition

- Upon adding the additional redirect URIs, click [Save].
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5.2.2.4.3 Setup Client Secret

- In the left menu, select Certificates & secrets; click + New client secret.

PO WL Clierd | Cedtificaies & secrels

- In the Add a client secret UI, enter the Description; choose an expiration period and click

[Add].

Add a chent secret g

Epre Fi0 Sy (14 prevvil

- The newly created client secret’s Value (not its Secret ID) should be copied and saved
immediately. The value can no longer be viewed later.
PO WL Chent | CeriScmies & secmets
™
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5.2.3 Modern Authentication using OAuth 2.0 - ROPC

- Access Azure Portal using the administrator account -
https://portal.azure.com.

- Go to Azure Active Directory from the left navigation menu.

5.2.3.1 PDM Client

5.2.3.1.1 App Registration

- Select App registrations. Click + New registration.
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- Enter the Application name - PDM Client ROPC; select the Supported account types -
Accounts in this organization directly only from the available options. and click [Register].

Hegister an spplication

- The PDM Client ROPC application is successfully created.

= FOHA CHaim BOSC
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5.2.3.1.2 Setup Authentication

- Go to Authentication page and set Advanced setting > Allow public client flows to Yes.

3 Pkl Client BOPC | Asithenboetion

- Click [Save].

5.2.3.1.3 Setup API Permissions

- From left navigation menu, go to API permissions — + Add a permission.

o PDM Client ROPC | AP permessians
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- From the Request API permissions UI, click Microsoft APIs and select Microsoft Graph.

Request APl permissions
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- Select Delegated permissions; Select permissions — EWS (EWS.AccessAsUser.All). Click
[Add permissions].

Reguest AP permissions
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- Select Delegated permissions; Select permissions - SMTP (SMTP.Send). Click [Add

permissions].

Request APl permissions
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- The Office365 administrator must grant the permissions to be added. Click Grant admin

consent for BRTSYS. Click [Yes] to confirm.

o POM Cllemt ROPC | AP parmiisors

Grant admin consent confirmation
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- Upon successfully granting permission, a green check mark will appear.

. PN Climnt BOPC | AP| permissiomn
" o ' =
g L
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:|:
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6. Appendix

6.1 Exchange Serve
Quick Reference

r setup using Exchange Management Shell -

- Open Exchange
Management
PowerShell as an
Administrator

a. From the exchange server, click Start > Microsoft Exchange
Server > Exchange Management Shell. Right-click Exchange
Management Shell and select “Run as administrator”.

b. The Exchange Management Shell is opened.

- Create User Account

c. Create user account using the following command -

New-Mailbox -Name "Userl" -DisplayName "Userl" -
UserPrincipalName "userl@bridgetek.com" -
OrganizationalUnit Users -Password (ConvertTo-
SecureString "P@sswOrd" -AsPlainText -force)

- Create Distribution
Group for Users

PDM requires users to be identified by distribution groups (for
example, useri@bridgetek.com). When creating User Groups, omit
the RoomList parameter as it is not required.

d. Create a new user distribution group named “pdm-user-group-
<groupname>" using the following command -

New-DistributionGroup -Name "pdm-user-group-
bridgetekl"

Note: A distribution group name should begin with prefix pdm-user-
group and be followed by the group name.

e. Add a user account (user1@bridgetek.com) to an existing user
distribution group list (pdm-user-group-bridgetek1) using the
following command -

Add-DistributionGroupMember -Identity "pdm-user-
group-bridgetekl" -Member userl@bridgetek.com

f. Use the following command to display a list of users who have
been added to a particular distribution group -

Get-DistributionGroupMember -Identity "pdm-user-
group-bridgetekl"

- Create Desk /
Resource Account

g. Using the following command, create a resource account —

New-Mailbox -Name "Deskl" -DisplayName "Deskl" -Room

- Create Distribution
Group for Desks

PDM requires desks to be identified by distribution groups (for
example, deskl@bridgetek.com). When creating User Groups, omit
the RoomList parameter as it is not required.
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h. Create a new desk distribution group named “pdm-desk-group-
<groupname>" using the following command -

New-DistributionGroup -Name "pdm-desk-group-
bridgetekl" —-RoomList

Note: A distribution group name should begin with prefix pdm-desk-
group and be followed by the group name.

Impersonation User /
Service Account

i. Add a resource account (deskl@bridgetek.com) to an existing
desk list (pdm-desk-group-bridgetekl) using the following
command -

Add-DistributionGroupMember -Identity "pdm-desk-

group-bridgetekl" -Member deskl@bridgetek.com

j-  Use the following command to display a list of desks that have
been added to a particular distribution group -

Get-DistributionGroupMember -Identity " pdm-desk-

group-bridgetekl"

- Create k. Create Service Account using the following command -

New-Mailbox -Name "service-account" -DisplayName
"service-account" -UserPrincipalName "service-
account@bridgetek.com" -OrganizationalUnit Users -
Password (ConvertTo-SecureString "PA@sswOrd" -
AsPlainText -force)

- Grant Service
Account
Impersonation Rights

I. Create Admin Role Group and Grant Service Account
Impersonation Rights using the following command -

New-RoleGroup -Name "Application Impersonation Role"
-Roles "ApplicationImpersonation" -Members service-
account@bridgetek.com

m. Using the following command, view the application impersonation
data -

Get-ManagementRoleAssignment -Role
“ApplicationImpersonation” —-GetEffectiveUsers

- Discovery
Management

n. Using the following command, add the service account into
Discovery Management Role -

Add-RoleGroupMember -Identity "Discovery Management"
-Member service-account@bridgetek.com

0. View the list of members in the Discovery Management Role,
using the following command -

Get-RoleGroupMember -Identity "Discovery Management"
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6.2 Microsoft 365 setup using Windows PowerShell - Quick

Reference

- Open Windows
PowerShell as an
Administrator

a. Enter PowerShell in Search box, then right-click on the Windows
PowerShell icon and Select “"Run as administrator”.

b. In the console, use the following command to install Exchange
Online Management Module.

SInstall-Module-Name ExchangeOnlineManagement

c. Using the following command, import the Exchange Online
Management Module -

S Import-Module ExchangeOnlineManagement

d. Using the following command connect to the Exchange Online
Management Module.

Connect-ExchangeOnline -UserPrincipalName
Administrator@bridgetek.com

Now the Microsoft 365 can be managed via PowerShell.

- Create User Account

e. Create user account using the following command -

New-Mailbox —-Name "Userl" -DisplayName "Userl" -
UserPrincipalName "userl@bridgetek.com" -
OrganizationalUnit Users -Password (ConvertTo-
SecureString "P@sswOrd" -AsPlainText -force)

- Create Distribution
Group for Users

PDM requires users to be identified by distribution groups (for
example, useri@bridgetek.com). When creating User Groups, omit
the RoomList parameter as it is not required.

e. Create a new user distribution group named “pdm-user-group-
<groupname>" using the following command -

New-DistributionGroup -Name "pdm-user-group-
bridgetekl"

Note: A distribution group name should begin with prefix pdm-user-
group and be followed by the group name.

f. Add a user account (userl@bridgetek.com) to an existing user
distribution group list (pdm-user-group-bridgetek1) using the
following command -

Add-DistributionGroupMember -Identity "pdm-user-
group-bridgetekl" -Member userl@bridgetek.com

g. Use the following command to display a list of users who have
been added to a particular distribution group -

Get-DistributionGroupMember -Identity "pdm-user-
group-bridgetekl"

- Create Desk /
Resource Account

h. Using the following command, create a resource account -

New-Mailbox -Name "Deskl" -DisplayName "Deskl" -Room
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- Create Distribution
Group for Desks

PDM requires desks to be identified by distribution groups (for
example, deskl@bridgetek.com). When creating User Groups, omit
the RoomList parameter as it is not required.

i. Create a new desk distribution group named “pdm-desk-group-
<groupname>" using the following command -

New-DistributionGroup -Name "pdm-desk-group-
bridgetekl" —-RoomList

Note: A distribution group name should begin with prefix pdm-desk-
group and be followed by the group name.

j- Add a resource account (deskl@bridgetek.com) to an existing
desk list (pdm-desk-group-bridgetekl) using the following
command -

Add-DistributionGroupMember -Identity "pdm-desk-
group-bridgetekl" -Member deskl@bridgetek.com

k. Use the following command to display a list of desks that have
been added to a particular distribution group -

Get-DistributionGroupMember -Identity " pdm-desk-
group-bridgetekl"

- Create
Impersonation User /
Service Account

I.  Create Service Account using the following command -

New-Mailbox -Name "service-account" -DisplayName
"service-account" -UserPrincipalName "service-
account@bridgetek.com" -OrganizationalUnit Users -
Password (ConvertTo-SecureString "PA@sswOrd" -
AsPlainText -force)

- Grant Service
Account
Impersonation Rights

m. Create Admin Role Group and Grant Service Account
Impersonation Rights using the following command -

New-RoleGroup -Name "Application Impersonation Role"
-Roles "ApplicationImpersonation" -Members service-
account@bridgetek.com

n. Using the following command, view the application impersonation
data -

Get-ManagementRoleAssignment -Role
“ApplicationImpersonation” —-GetEffectiveUsers

- Discovery
Management

o. Using the following command, add the service account into
Discovery Management Role -

Add-RoleGroupMember -Identity "Discovery Management"
-Member service-account@bridgetek.com

p. View the list of members in the Discovery Management Role,
using the following command -

Get-RoleGroupMember -Identity "Discovery Management"

Product Page
Document Feedback

68
Copyright © BRT Systems Pte Ltd




BRTSYS_AN_045 PDM User Guide - 2. Installation and Configuration

— BRTS Version 2.0
—G ?5 Document Reference No.: BRTSYS_000116 Clearance No.: BRTSYS#077

6.3 Glossary of Terms, Acronyms & Abbreviations

Term or Acronym Definition or Meaning

An Application Programming Interface, is a set of defined rules that enable
API . o i ;

different applications to communicate with each other.

The Domain Name System is a hierarchical and distributed naming system
DNS for computers, services, and other resources in the Internet or
other Internet Protocol (IP) networks.
An Embedded Web Server is an HTTP server used in an embedded

EWS
system.
The Internet Protocol is the network layer communications protocol in
IP the Internet protocol suite for relaying datagrams across network
boundaries.
Microsoft Management Console is a component of Microsoft Windows that
MMC provides system administrators and advanced users an interface for

configuring and monitoring the system

PanL Desk Manager is a desk booking system that addresses the desk
PDM resource allocation problems by enabling organizations to automatically

manage hotdesks.

Random Access Memory is a form of electronic computer memory that can

RAM be read and changed in any order, typically used to store working data
and machine code.
RHEL Red Hat Enterprise Linux is an en'_cerprise Linux operating system (0OS)
developed by Red Hat for the business market
The Resource Owner Password Credentials grant is designed for obtaining
ROPC ) -
access tokens directly in exchange for a username and password.
SSL Secure Sockets Layer is an encryption-based Internet security protocol.
SMTP The Simple Mail Trar)sfer I_Drotocol i_s an Internet standard communication
protocol for electronic mail transmission
URI A Uniform Resource Identifier is a unique sequence of characters that

identifies a logical or physical resource used by web technologies.

A Uniform Resource Locator, colloquially known as an address on the Web,
URL is a reference to a resource that specifies its location on a computer

network and a mechanism for retrieving it.
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