)
KIZY card nec

User Guide for

g

|ﬁ| S

AanN>X0ID iOS

AUTH=NTREND



Index

e ATKey.Card NFC briefing

* Initial ATKey.Card NFC via APP “SecurityKey NFC”
* iOS or Android

* Activation

* Reset

* Set PIN code

e Enroll fingerprints
* Check sign-in data

* Register to Passkey enabled services

e Authentication as a Passkey

*Please check PC (Windows, Mac) user guide separately!
https://authentrend.com/atkeycardnfc user quide pc/

A



https://authentrend.com/atkeycardnfc_user_guide_pc/
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KIZY.card nFc
ISO/IEC 14443 Mifare Type-A 13.56MHz contactless

Smart card, without battery.
Dimension: 85 x 54 x 0.8mm, meet ISO/IEC 7810 spec.

Ao

FIDO2 CTAP2.1 certified: Device-bound (Hardware) Passkey.

» Fingerprint sensor, allow max. 2 fingers

» NFC antenna area
Built-in Mifare Type-A UUID

v

For 7816 smart card reader
the reader must be full support for short
APDU and extended APDU commands.

back-side is blank, reserve for badge printing
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KlE)I.CardNFc Applications

facebook aws Google B Microsoft  facebook
3 GitHub 2 ProtonMail yahoo!
2 yahoo! ORACLE RSA Ay G cointree
Office 365 a eb 2 ProtonMail GitHub okta 43 Dropbox
my ' y A shopify Passwird  onelogin  BUI®
m 0 HID RSN owamcov  @GOVUK Aol EBVoilube

citrix. W 88 microsott [ HellolD (5760 Daddy @B ceerer

Azure Active Your Apps saas Applications.
Directory

R Passkey enabled IAM Passkey enabled Web services Passkey enabled SSO

i 2 o *  iOS needs Safari browser for NFC Passkey
Bala Sandhu .- l'l
8
Insert your security key into the USB port to sign - -

£ . -

Windows Passwordless login
joined Entra ID (Azure AD) PC

https://authentrend.com/download/ATKey for
MSFT_AzureAD guide.pdf

o

=

Physical access (Mifare TypeA UUID);
but w/o fingerprint matching
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Windows Passwordless login to any
Windows Account via ATKey.Login i

https://authentrend.com/atkey-login/ I

Go Passwordless for Your Personal :
Computer Authentication. K / back-side is blank reserve for badge printing



https://authentrend.com/download/ATKey_for_MSFT_AzureAD_guide.pdf
https://authentrend.com/download/ATKey_for_MSFT_AzureAD_guide.pdf
https://authentrend.com/atkey-login/
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ATKey.Card Smart

Badge

i
Take the card by “enrolled” thumb
finger (on fingerprint sensor sear)
and index finger (on back)

iPhone is fixed Android, normally it’s on back side,

please check your Android Phone

brand and model to make sure the
NFC antenna location

location
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KEy.Card nvee  Download APP: “SecurityKey NFC”

SecurityKey NFC

Serial Number 22300011
uID 41544B32

PIN Code Fingerprint Sign-in Data
Activated Activated 38 ot

Set Up Your Security Key

=
@ Q
PIN Code Fingerprint
L Ll
2% Sn-in Oat

Manage your ATKey.Card NFC

# Download on the GET IT ON
@ App Store ® Google Play

We recommend to check video here as step-by-step guide:
https://www.youtube.com/watch?v=2APP6j7TIrg&t=4s (iOS version)



https://www.youtube.com/watch?v=2APP6j7TIrg&t=4s
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® Remaining sign-in data you still
can register (to those Passkey

Stepl: Activate Card ©® &

¢ La U n C h ”Secu rity Key N FC” a p p records registered as “FIDO2

Security key””, U2F is not recorded

e Click “Manage”, then tap card on Phone NFC Antenna area to counter.
o . . . @ MifareT A UUID, for Mif

I0S: NFCON is aUtomatlca“y re;;(r;: ((;Igsr access coonrtroll)are
* Android: NFC ON/OFF is manually, please turn it on from Settings @ Unique serial number inside

each card; it may also prints on
card surface (besid*e FIDO logo)

>
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Serial Number

PIN Code Fingupint  Sgoiat
Activated  Activated feft

Set Up Your Security Key

Searching for the security key. Piease
posibon the secunty key in the correct
NFC detoction area

Dehe. You can mave the security key
ey from the NFC detection area how.

Searching for the security key, Please
position the security key in the correct
NFC detoction area.

To Activated state
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Step2: Reset ® &

* Reset to factory state, it does not need user’s PIN code or Fingerprint authentication
e Click “Reset”, then tap the card on NFC Antenna area

B g

AUTHENTREND AUTHENTREND

PIN code, fingerprints
are all reset, and sign-
in data is back to max.



Step3: Setup PIN code @

e Setup PIN code to the card, then you can enroll fingerprint

* PIN is only for card management, not for authentication
* Fingerprint failed continuously, user can’t login by typing PIN code instead of biometrics verifications.

PIN: 8 times
FPR: 15 times

A

22300011
41544832
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Step3-1: Configure PIN Policy ® #

* We allow user to configure the PIN code policy
* Change PIN code

* User can change PIN code (after PIN verified),or the card setup by Admin (with PIN code) but force to change at 15t time use

* PIN Policy

* Force PIN Change at next usage —normally this is admin feature to avoid any unexpected modification during delivery or
transportation to employees

* Admin can request minimum PIN length for security

fi = \'
i .

SecurityKey NFC

EHANGE T CTIET > CHANGE PIN PIN POLICY
Enter PIN Code

Please enter PIN first to manage Force PIN Change at next
Serial Number 22300011 usage @
uID 41544832 New PIN o PIN must be changed before next

usage
Activated  Not Set 38 1t Mini PIN L th
If you forget your PIN, you have to reset . inimum eng
2]
the security key. > Confirm PIN @ The following modification must be 4
SetUp Your Securtty kay longer than the previous set length
CANCEL
CONFIRM —_ CONFIRM >

10
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Step4: Enroll Fingerprint ® #

* Click “Fingerprint”
* |f it’s new card w/o fingerprint enrolled, type in PIN code to enroll fingerprint
* If the card with fingerprint enrolled, verified by fingerprint or type-in PIN code to continue

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

-




Step5: Manage Sign-in Data ® #

* Click “Sign-in Data”

* Verify by fingerprint or PIN to continue

* You can delete registered sign-in data from card, or assign friendly name (sign-in ID) for the

registered services

\
r . 7 ."
LY
E - |

Serial Number 22300035
vip 41544835

PIN Code Figuprot | SgnwOa
Activated  Activated 33,

Dy
SO
oll. )
nsor
5 -taBH-EnTREND

®

Searching for the security key. Please

A
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Done. You can move the security key
@y from the NFC detection ares now.

~ Until “Checked”
state, then remove

12



Register Card to Passkey enabled Service

* Example from iCloud @ (but it needs 2 security key as a backup)

Finis|

Fini

Settings Apple ID

punt nanﬁ?ﬁj

h Setting U

tting Up Your iPhone

Personal Information
irplane Mode
Sign-In ity
Wi-Fi
Payment & Shipping
Bluetooth

Cellular

iCloud
Notifications

Media & Purchases
Sounds & Haptics

Find My
Focus

Family Sharing

L]
@
L]
@ s
L
©
a8

Screen Time

Sign-In & Security

Two-Factor Authentication

Account Recovery

Legacy Contact

Automatic Verification

Two-Factor Authentication

or your phone
ity key.

Security Keys

Click 'Secu'fityf- keys

Security Keys

A FIDO® Certified security key is third-
party hardware that you can use for two-
factor authentication when you sign in.

Strongest account security

Replaces verification codes

Add Security Keys

You Need Two
Security Keys

Continue

- »)

AUTHENTREND

Add the First
Security Key

A

Name Your First
Security Key

ique name
| them apart.

Name Security Key,

Done, assign friendly

name of the card
iy Byl NS NN G N B N EEE Ny

asdf gh j kI
£z x ¢ v bnm ®

space return

9

v

Then, register 2" security
key/card if you have.

13



Register Card to Passkey enabled Service M

e Example from Github

Old password

New password

Confirm new password

Public profile

Account uiding mber and e le
.. Scroll down

Appearance
oility

Passkeys

Notifications

Billing and plans
Emails

and authentication Your passkeys

622-01C0O2D8E

& github.com

]

By Safari browser for NFC Passkey

the “Passkeys

O

Configure passwordless
authentication

2

Add a passkey

recognition, a device pa

£ 2Sign In

used for sign-
ord and two-factor credentials.

Add passkey Use Face ID to sign in?

A passkey for “AuthenTrend-QA" will be
saved in iCloud Keychain and available on all
your devices.

& github.com
Continue

t

2;Sign In

Use Face ID to sign in?
oose where to save a passkey for
“github.com”.
iCloud Keychain
!
iPhone, iPad, or
Android device

Security key

'

Select “Security Key

Continue

)

AUTHENTREND

Set Up Security Key

To set up a security key for “github.com”,
insert and activate your security key. If you
have an NFC key, bring it near the top of this
iPhone.

14



Authentication as a Passkey

ub

e Example from Gith

+ %, type:in ID pa
Let’s build
from here

Sign up for GitHub

Start a free enterprise trial >

@ By Safari browser for NFC Passkey

Sign in to GitHub

Username or email address

Password

fon In with a passkey

bousClick “Sign-in
a Passkey”

Choose how you'd ke to sign in to “github.com”.

iPhone, iPad, or
A

i ot

Android device

:
rity key”

A S ——TTENE

Use Security Key
To continue with “github.com’, insert and
activate your security key. If you have an
NFC key, bring It near the top of this iPhone.

. ")

AUTHENTREND

Use Security Key

&

AUTHENTREND

Bio-tap to login

To continue with *github.com’, insert and
activate your security key. If you have an
NFC key, bring It near the top of this iPhone.

@ rvenamend-ap

Recent activity

A

15



Authentication as a Passkey A\

e Example from Microsoft 365 Here assumes you already register Card as a security key to your Microsoft365 account

"
-y %
H
Sign in with a security key
|

l
Ll
Click “Sign-in with

a security key”

—

Office is now Microsoft

365
Use Face ID to

Click “Other Sign-in
Options” instead of
using Face ID

AA @ loginmicrosoftonine.com &

@By Safari browser for NFC Passkey

. )

AUTHENTREND

Press card by enrolled
fingerprint, doing Bia-tap
to login

| Use Face ID to sign in?

2 'wstatimy@euthentrend.com

Phone, Ped, o
W  Android device

o Securlty key

Click “Security Key”

16
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KEYCard NFC

AUTFENTREND

Visit
Or mail to

for more information
for advanced contact


https://authentrend.com/atkey-card-nfc/
mailto:customer.support@authentrend.com

Thank you!

No more phishing! Start your passwordless login from today.

AUTH=NTREND
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