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APIC Ul ACI show tech

&1 TACOHIM HAIM2 = 5= BTt ofLI™ TechSupport AlZh 'He|& x| 5t x| OF&
ARt 21 ¥HS0| JUE B 27t £4E[0 TACOH|IA X A0 RCAE AISE = U=

7|50 AZEt G2 0|1E = %‘Q L|Ck.Techsupport Time Range7} M& | 'last file
modification' E}UARZE yjgtoz 278 EZISIT 21 0t KAl LHo| E}UAEZ E 7|
Hto 2 5t X| ei&Lct

1. .

2. 1.

3. Navigation() Export Policies() .

4. TechSupport Create On-demand TechSupport( ) .Create On-demand TechSupport .

5. Create On-demand TechSupport( ) . Export to Controller . Techsupport GUI
Operational() .Include All Controllers in TechSupport(TechSupport ) APIC .Source
Nodes() Techsupport

6. Submit() On-Demand Techsupport Policy( ).

1. . Admin > Import/Export > Export Policies > On-demand TechSupport . TechSupport
. On-Demand Techsupport Policy( ) Main() Trannch/Hammer(/) Collect Tech
Supports( ) .
2.

Techsupport

1. Techsupport Export to Controller Export Destination(Remote Location) .

2. Export to Controller |, . . Admin() > Import/Export(/) > Export Policies( ) > On-demand
TechSupport . http/https . 3

:2.2 Ul Techsupport "admin" . . Ul |, sftp APIC "/data/techsupport/"

: techsupport URL  APIC .

:"files/2/techsupport.tgz" APIC 2 "/data/techsupport/"

Techsupport Export to Controller GUI ACI (APIC )3 URL . URL ~TAC _3

URL 3



?

_10of3.tgz / TAC RCA
_logs_30f3.tgz TAC RCA
DB _db_20f3.tgz MO ****

:Export to Controller() Export Destination() Remote Location() 3
scp sftp (: WinSCP Filezilla) APIC

1. APIC (sftp). () APIC APIC

2. APIC /data/techsupport ( APIC ).

TechSupport . "ABCTECH" .

ACI CLI show tech

Techsupport . show tech
Techsupport

- APIC
- APIC ACI
- ACI APIC .

()
APIC Techsupport

1. APIC SSH "rescue-user" . "admin"

2. bash -c "techsupport local" .
Using username "admin". Application Policy Infrastructure Controller apic1# bash -c "techsupport local" This command is
being deprecated on APIC controller, please use NXOS-style equivalent command Running bash commands Completed 1
of 10 commands Completed 2 of 10 commands Completed 3 of 10 commands Completed 4 of 10 commands Completed 5
of 10 commands Completed 6 of 10 commands Completed 7 of 10 commands Completed 8 of 10 commands Completed 9
of 10 commands Completed 10 of 10 commands Starting data compression Techsupport collected at
/data/techsupport/local_apic1_2018-05-29T08-17.tgz . Please remove the file once done.

3.
A:SCP  WInSCP pscp.exe(Windows ) SCP (MAC ) B:HTTPS  Chrome/Firefox
:https://[aci.apic.ip.ad]/files/[apic#]/techsupport/[ts_filename] :
https://172.16.176.120/files/1/techsupport/local_apic1_2018-05-29T08-17.tgz "Save
File( )" .

ACI Switch Techsupport

1. ACI SSH APIC "admin" .
2. "techsupport local”

fab5-leafl# techsupport local Running bash commands Completed 1 of 9 commands Completed 2 of 9
commands Completed 3 of 9 commands Completed 4 of 9 commands Completed 5 of 9 commands Completed
6 of 9 commands Completed 7 of 9 commands Completed 8 of 9 commands Completed 9 of 9 commands
Starting data compression Techsupport collected at /data/techsupport/local_fab5-leafl 2018-05-
29T08-16.tgz . Please remove the file once done

3.


https://172.16.176.120/files/1/techsupport/local_apic1_2018-05-29T08-17.tgz

- A:SCP ACI techsupport WIinSCP pscp.exe(Windows ) SCP (MAC )
- B:APIC HTTPS
APIC CLI (4 APIC ). ACI APIC techsupport . scp [node-
name]:/data/techsupport/[ts_filename] /data/techsupport :apic1# scp fab5-
leaf1:/data/techsupport/local_fab5-leaf1_2018-05-29T08-16.tgz
/data/techsupportChrome/Firefox
-https://[aci.apic.ip.ad]/files/[apic#]/techsupport/[ts_filename]
:https://172.16.176.120/files/1/techsupport/local_fab5-leaf1_2018-05-29T08-16.tgz "Save
File( )" .

,» TAC

TAC Faults, Events, Audit logs .RCA .APIC . apic/tmp tar . SCP apic SCP .APIC
tmp/tac-outputs

, 10,000. TAC

4.1(1i) show tech .

bash
mkdir /tmp/tac-outputs
cd /tmp/tac-outputs

icurl 'http://localhost:7777/api/class/firmwareARunning.xml' > /tmp/tac-
outputs/firmwareARunning.xml

icurl 'http://localhost:7777/api/class/fabricNode.xml' > /tmp/tac-outputs/fabricNode.xml
icurl 'http://localhost:7777/api/class/faultInfo.xml' > /tmp/tac-outputs/faultInfo.xml

icurl 'http://localhost:7777/api/c1ass/aaaModLR.xml?order—by:aaaModLR.created|desc&page—
size=100000' > /tmp/tac-outputs/aaaModLR.xml

icurl 'http://localhost:7777/api/class/faultRecord.Xml?order—by:faultRecord.created|desc&page—
size=100000' > /tmp/tac-outputs/faultRecord.xml

icurl 'http://localhost:7777/api/class/faultRecord.Xml?order—by:faultRecord.created|desc&page—
size=100000&page=1"' > /tmp/tac-outputs/faultRecord-1.xml

icurl 'http://localhost:7777/api/class/faultRecord.Xml?order—by:faultRecord.created|desc&page—
size=100000&page=2"' > /tmp/tac-outputs/faultRecord-2.xml

icurl 'http://localhost:7777/api/class/faultRecord.Xml?order—by:faultRecord.created|desc&page—
size=100000&page=3"' > /tmp/tac-outputs/faultRecord-3.xml

icurl 'http://localhost:7777/api/class/faultRecord.Xml?order—by:faultRecord.created|desc&page—
size=100000&page=4"' > /tmp/tac-outputs/faultRecord-4.xml

icurl 'http://localhost:7777/api/class/eventRecord.Xml?order—by:eventRecord.created|desc&page—
size=100000' > /tmp/tac-outputs/eventRecord.xml

icurl 'http://localhost:7777/api/class/eventRecord.Xml?order—by:eventRecord.created|desc&page—
size=100000&p..."' > /tmp/tac-outputs/eventRecordl.xml

icurl 'http://localhost:7777/api/class/eventRecord.Xml?order—by:eventRecord.created|desc&page—
size=100000&p..."' > /tmp/tac-outputs/eventRecord2.xml

icurl 'http://localhost:7777/api/class/eventRecord.Xml?order—by:eventRecord.created|desc&page—
size=100000&p..."' > /tmp/tac-outputs/eventRecord3.xml


https://172.16.176.120/files/1/techsupport/local_fab5-leaf1_2018-05-29T08-16.tgz

icurl 'http://localhost:7777/api/class/eventRecord.xml?order-by=eventRecord.created|desc&page-
size=100000&p..."' > /tmp/tac-outputs/eventRecord4.xml

cd /tmp
tar zcvf tac-outputs.tgz tac-outputs
cp tac-outputs.tgz /data/techsupport
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APIC APIC GUI . ADMIN -> IMPORT/EXPORT in Export Policies -> Core . . APIC APIC .

"Operational()" () . (),
"Export Location()" . APIC .

APIC /data/techsupport APIC SSH/SCP . APIC /data/techsupport , GUI Export
Location() APIC . “files/3/" 3(APIC3). Leaf Spine APIC  "/logflash/core" .SCP
APIC APIC SCP

Core

Just copy paste the block of commands on the ACI leaf that crashed

bash -c'
# set this to correct leaf name

leaf="$(hostname)"_data"

# collect data
mkdir /data/techsupport/$leaf
cd /data/techsupport/$leaf

show system reset-reason > show_sys_rr.log



vsh -c "show logging onboard internal reset-reason" > show_logg_onb_internal_rr.log
vsh -c "show logging onboard stack-trace" > show_logg_onb_stack-trace.log

vsh -c "show logging onboard card-boot-history" > show_logg_onb_card-boot-history.log
vsh -c "show processes log details" > show_process_log_detail.log

df -h > df.log

cp /var/log/dmesg ./

cp -rf /mnt/ifc/log/last_run/ ./

mkdir bootflash; cp /bootflash/mem_log* ./bootflash/

mkdir mnt_pss; cp -rf /mnt/pss/* ./mnt_pss/

mkdir mnt_pstore; cp -rf /mnt/pstore/* ./mnt_pstore/

# compress and combine files
cd /data/techsupport
zipfile="$leaf"".tgz"

tar -zcvf ./$zipfile ./$leaf/*

rm -rf ./$leaf/*

rmdir ./$leaf

echo ™

echo " //ll] Please collect /data/techsupport/"$zipfile" and upload to SR /////I"

Show tech for AVE(ACI Virtual Edge)

AVE CLI .show tech /tmp .SCP

cisco-ave:~$ vem
dpa

Itmp/dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs.tgz
cisco-ave:tmp$ tar -tf dogexp_ave _sw-dvs-60_10.48.16.46_2019-0226-1408_logs.tgz
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/cisco-vemlog.txt
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/cisco-vem-support.txt
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/cisco-vemdpa.txt
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/cisco-top.txt

dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log



dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/gruby_prune_debug
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/lastlog
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/wtmp
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/tuned/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/tuned/tuned.log
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/audit/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/anackonda/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/rhsm/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/firewalld
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/redis/

dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_logs/log/supervisor/

Vcenter ESX

bdsol-aci02-vc.cisco.com

. [lssues Tasks & Events ' gysgm Eogs | Sessions \

[Journal de vCenter Server [vpxd-7.log] ‘ v]

] tp @[ﬁ.ﬁcﬁons-r

| Getting Started  Summary | Monitor | Configure I@ Actions - bdsol-aci02-ve.cisco.com E

New Datacenter. ..
# New Folder...

¥@ Deploy OVF Template...

Export System Logs...

2019-02-25T13:44:33.725Z Section for VMware VirtualC
2019-02-25T13:44:33.725Z info vpxd[7F2C8BC78700] [t
2fae-5b5366d59890)

2019-02-25T13:44:33.726Z infe-wvpxd[7F2C8BC78700] [¢
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [(
vim.AuthorizationManager.hasUserPrivilegeOnEntities --
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [¢
2019-02-25T13:44:33.773Z info vpxd[7F2C89BB7700] [¢
2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [¢
-- 52157544-2f06-726e-b804-591af4eab9cc(52fd6131-ct

[5&] Assign License...

Settings

vCenter HA Settings

Tags & Custom Attributes »

TRo© (VU

Add Permission...
Alarms »

2019-02-25T13:44:33.875Z info vpxd[7F2C8AFSE700] [

Uﬁdate Manaci;er P 2



1 Selecthosts Select hosts

Select host lags to put inte an export bundle, You ean oplionally include vCenler Server and vSphere Web Client logs in the bundle.

2 Selectlogs
'_:-]v Q Filter -
M  Name Status Cluster Datacenter Version
™ [ 10481670 Connected [ Ave-Cluster [l PODO2 6.0.0
¥ [ 10481682 Connected [ AvE-Cluster [Ig PODO2 6.0.0
¥ [ 10.48.16.83 Connected J AvE-Cluster [l PODO2 6.0.0

[V Include vCenter Server and vSphere Web Clientlogs.
The vCenter Server system you selected does not support export of individual system logs. All
system logs will be exported from vCenter Server.

Next Cancel

Show tech

MSC (CSV JSON )

Audit Logs (212 Logs

Audit Logs




Controller Status 3{.-’3 n Welcome, Admin

Troubleshooting Report X

Select Logs

Sites
Tenants
Schemas
Users
B3 Infralogs
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