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Security
informa-
tion

This entry is from the Siemens Industry Online Support. The general terms of use

(http://www.siemens.com/terms _of use) apply.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1.2

Starting Guide for 3SK2 PROFINET with
Safety ES V17

Using the following instructions, the user will establish a connection between his
programming device/PC (Safety ES V17) and the 3SK2 safety relay via the
PROFINET Interface module.

Preconditions

e PG/PC with
o Ethernet interface

o Further system requirements can be found under:
https://support.industry.siemens.com/cs/ww/en/view/109793090

Required components:

e 3SK2 basic device (x: 1=Screw-type terminals, 2=Spring-type terminals)
o 3SK2112-xAA10 or
o 3SK2122-xAA10

e Interface module PROFINET: 3SK2511-xFA10

e Connection cable basic device <-> Interface module: 3UF7930-0AA00-0

e RJ45 connection cable: e.g. 3TK2810-0A

e SIRIUS Safety ES V17 Professional Licence

All required components are contained in the 3SK2 PROFINET starter kit
3SK2942-2AA11.

Safety ES installation

Safety ES V17 is part of the TIA Portal Framework and can be installed alongside
other packages such as SIMATIC STEP 7 V17 or Soft Starter ES V17. As a result,
devices with different engineering packages can be used in a project, e.g. a 3SK2
safety relay in addition to a SIMATIC S7 controller. This results in considerable
advantages for the user, e.g. with regards to uniform data storage. Nevertheless,
users who use Safety ES V17 as independent software also benefit from many
advantages of the TIA Portal Framework.

A CD containing the software is enclosed together with the 3SK2 PROFINET
starter Kkit.

Before starting the Setup program, please close all applications (MS Word, etc.).
After installing Safety ES V17, you may have to reboot MS Windows in order to
activate all system variables.

Insert the Safety ES V17 CD into the drive. A menu-prompted Setup program
guides you through the installation procedure for Safety ES V17. The Setup
program starts automatically when you insert the Safety ES V17 CD. If you have
deactivated this function on your computer, you can start the Setup program in MS
Windows Explorer by double-clicking the SETUP.EXE program on the CD.
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1.4

After starting the Setup program, you can install Safety ES V17. The Setup
program guides you step by step through the installation procedure. After
completion of the setup program and possibly restart of your PC, you can start
Safety ES V17 by double-clicking on the desktop symbol "TIA Portal V17".

As an alternative to an installation via CD, the installation file can be downloaded
from the Siemens Industry Online Support website:
https://support.industry.siemens.com/cs/ww/en/view/109793090

For this purpose, download the file “SIRIUS_Safety ES V17.exe” from the above-
mentioned website and start the setup program. All following steps are the same as
during installation via CD.

License key transmission

A USB memory stick containing the license Safety ES Premium is enclosed
together with the 3SK2 PROFINET starter kit.

To operate Safety ES V17, you must make sure the Automation License Manager
is installed. If it has not already been installed on your PG/PC, it will be installed
automatically during the installation of Safety ES V17.

Before you can start working with Safety ES V17, you must transfer the license key
(user authorization) from USB memory stick to the computer. There are two ways
of doing this:

e You will receive a prompt from the "Setup" program during installation of
Safety ES V17 that your computer does not have a suitable license key.
You can then either have the "Setup" program install the license or you can
install the license manually at later time with the "Automation License
Manager" program.

o |[f the license key cannot be installed during setup, continue the setup
program without installing the license key. Then boot the computer and
install the license key using the Automation License Manager.

Connecting 3SK2 basic device and PROFINET
interface module

Before the 3SK2 can be accessed via PROFINET, the basic device and interface
module (IM) must each be supplied with 24 V DC (D) and connected to each other
via the supplied connection cable 3UF7930-0AA00-0 (@).
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Figure 1: Wiring of PROFINET IM and 3SK2 basic device

Please consider the wire cross-sections permitted for SIRIUS spring-loaded
terminal blocks as well as the mechanisms for connecting and disconnecting in
order to ensure reliable edge contacting and a long service life of the terminal
blocks. See Figure 2, an excerpt from the operating instructions for the 3SK2.

35K21.2-2AA10
1]
E=3—0& 3RA2908-1A
DIN 5264 /0,5 x 3 mm
107 (A) 1%05..15mm?
CH 2)(0,5...1,5mm2
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-—" 2x05... 1,0 mm?
101 (B) 1%05..1,5mm?
2%05..15mm?
1x20t0 16
AWG 2x20t0 16
A

i
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Figure 2: Permitted wire cross-sections and procedure for SIRIUS spring-loaded terminal
blocks
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The correct connection of the connection cable is shown in figure 3.

Figure 3: Connection of PROFINET IM and 3SK2 basic device via connection cable

1.5

In this illustration, the 3SK device connector was attached to the rear of the 3SK2
basic device (3Z2Y1212-4GA01). With its help, the 3SK2 can be extended in a low
wiring way by 3SK output extensions (e.g. 3SK1211-2BB40 via 3Z2Y1212-2BA00)
and failsafe motor starters 3RM1 (e.g. 3RM1307-2AA04 via 32Y1212-2FAQ0). If
the 3SK2 is used with device connector, there is an empty connector available for
the PROFINET interface module in order to be able to adapt the device depth
(3Z2Y1210-2AA00).

In this example of the starter kit the usage of device connectors or other output
extensions of 3SK2 is not intended, but, of course, basically possible.

Finally, connect the PROFINET interface module with your PG/PC using the
delivered RJ45 connection cable.

Loading the Safety ES example project into 3SK2 via
PROFINET

In the following, a Safety ES project will be loaded into the 3SK2 via PROFINET.
As an example project, the application example “Emergency stop shutdown to SIL
3 or PL e with a 3SK2 safety relay” will be used. The project can be downloaded
using the following link:
https://support.industry.siemens.com/cs/ww/en/view/109479271

Alternatively, every other prepared project can be used. However, it must be
ensured that within the project the PROFINET IM is configured.

The before mentioned application example does not include a PROFINET IM.
Thus, in the first step it will be shown how the PROFINET IM can be added to a
3SK2 project which has until now been built without communication module.

3SK2 PROFINET - Starting Guide
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Entry type: Application example Entry |D: 109479271, Enfry date: 08/02/2021
* % & & 17 (6)
» Rate

Emergency stop shutdown to SIL 3 or PL e with a 3SK2 safety relay

Entry  Associated product(s)

Two-channel emergency stop shutdown of a motor by a 35K1 safety relay and power contaciors.

35K2 safety
relay

| Emergency
slop

Oy Start

Operating principle

The safety relay monitors the emergency stop command device on twe channels. When the emergency stop command device is aciuated, the safely relay
opens the enabling circuits and switches the power contactors off in a safety-related way. If the emergency stop command device is unlaiched and the
feedback circuit is closed, the Start button can be used to switch on again.

oh ot Tl&_Portal_Safety_ES_W17_Emergency_stop_35K2_5IL3.zip (1434 KB) I

oh ot Project for Safety ES V1.0 (1,7 KB)

boF o Wiring diagrams (168,3 KB)

0h e Safety_Evaluation_Emergency_stop_SIL3_35K2_ en.zip (53,3 KB)
A Clx download

A Configurators

Figure 4: Application example from Industry Online Support

Please open the Safety ES project file, which was downloaded from the before
mentioned website, in Safety ES V17. Switch to the device configuration of the
3SK2. Add the PROFINET interface module from the catalog to system slot 2.
Then open its properties by double-clicking on the PROFINET interface. Enter the
IP address, subnet mask and a device name in the tab "PROFINET interface [X1]".
Alternatively, you can skip this step, as default values are already created when
adding the PROFINET IM.

3SK2 PROFINET - Starting Guide
Entry-ID: 109778581, V 1.1, 08/2021



1 Starting Guide for 3SK2 PROFINET with Safety ES V17

© Siemens AG 2021 All rights reserved

74 Siemens - C:\Usersiz0034jbs\Desktop\TIAV17_Umstellung\TIAV17\Emergency_stop_35K2_SIL3\Emergency_stop_35K2_SIL3

Project Edit  View Insert Online Options Tools Window Help Totally Integ
CF (Y sveprojecr @ Y =2 X O (G MG B [T § Goonline ¥ Gooffine fo A M2 3¢ - [[] [<carchinprojec
Emergency_stop_3SK2_SIL3 » Safety Relay_1 [35K2 45mm] -0 EX
|| Devices | | Topology view |, Networkview [[I{ Device view || Options
i EE 2 ¥ & | [ Deviceoverview |

¥/ Module Rack |sior lsddress |¥[Catalog

[m]>]

~ [ Emergency stop_35Kk2_SIL3

=4 o 1 <Search>
Add new device =
i Devices & networks PROFINETinterface o 2 @riter  Profie: [
- " . » PROFINETinterface o 2x1 s
= = safetyRelay 1[35K2 45mm] o< b [z Basic unit 35K2
o - SafetyRelay_1 o £ =
3 ~ [ Interface modules
Representative_1 o 30 ~
= [ PROFINETinterface
Standard data_1 o 31

[T Device configuration 1
%/ Online & diagnostics =
3 Parameters & 35k2 511-*FAT0
i commissioning L » [ DPinterface
» ljgj Charts » [ Diagnostics display.
[t ungrouped devices
£ security settings
[38 Cross-device functions

»

»

»

» [[3 Unassigned devices -

+ [§§ Common data

b (5] Documentation settings <[] 100% ~] —e— & (<] 1l ] >
& s 5 s

! @ Languages & resources | Properties [} Info @|&] Diagnostics |

» [ version control interface

bl e e || General [ 10tags | Systemconstants [ Texts [ Terminals &References |

» [ Card ReaderiUSB memary » General .
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Name: |PROFINETinterface
Comment: ~
~
Ethemet

Interface networked with
~ | Information

Subnet: | Not networked [~] e—
<~ Details view Internet protocol version 4 (IPv4)
|| Module (@) SetIP address in the project
IPaddress: | 192 . 168 . 0 10
Subnetmask: ricleno: [

[# synchronize router settings with 10 controller o O
1 Parameters [ use router
i commssioning . Description:
! 55| outeraddress: [0 0 .0
[ . Basic unit 35K2
ol Charts () 1P address is setdirectly at the device

PROFINET

[V Generate PROFINET device name sutomatically

PROFINET device name: |safetyrelay_1

Figure 5: Configuration of PROFINET IM in Safety ES V17

Hint: In order to be able to diagnose the 3SK2 with a SIMATIC S7 controller, there
is a STEP7 block available in the Industry Online Support. In order to use this
block, the process data structure in the properties of the 3SK2 basic device need to
be converted from “32DI/32DQ" to “64DI1/64DQ". A detailed explanation of the block
as well as information regarding its usage in the STEP7 project can be found under
the following link:

https://support.industry.siemens.com/cs/ww/en/view/109747831

When the PROFINET IM is put into operation for the first time, a temporary IP
address must first be assigned to it in order to establish a connection with the
PG/PC. To do this, open the tab "Online access" in the project navigation and
search for the available participants under the network card connected to the
interface module.
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Figure 6: Assigning a temporary IP address

The same IP address does not have to be assigned as a temporary IP address as
in the project in the properties of the PROFINET IM (see figure 5). An IP address
on the same subnet is sufficient. However, the adapter options in the network
settings of your own PG/PC should be observed.

After you have entered an IP address and a subnet mask via "Online &
Diagnostics" under "Assign IP address", these parameters can be transferred to
the PROFINET IM via the "Assign IP address" button.

Alternatively, an IP address can also be assigned to the interface module directly in
the 3SK2 project under "Online & Diagnostics" and "PROFINET interface".

Note Please regard that for the interface of your PG/PC you may have to assign a
fixed IP address with the same subnet that is used for the PROFINET IM. The IP
address and subnet mask are set in the adapter options of the network interface
in the Control Panel of your PG/PC.

If the 3SK2 safety relay is marked in the project navigation, you can now use

"Online> Download to device..." or the corresponding symbol 2 10 load the
created project into the 3SK2 basic unit via the PROFINET IM. Alternatively, the
project can be transferred to the 3SK2 by right-clicking on the 3SK2 and
"Download to device". In the appearing dialog (see figure 7), the correct network
card of the PG/PC must first be selected. The list of available participants is then
updated via "Start search" and the PROFINET IM is displayed. After the interface
module has been selected, the charging process can be started via "Load".

3SK2 PROFINET - Starting Guide
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Extended download to device X
Configured access nodes of “Safety Relay 1"
Device Device type Slot Interface type | Address Subnet
Safety Relay_1 35K2 45mm SiriusSlot SIRIUS PtP -
35K2 45mm SiriusSlot SiriusSim =
———
PROFINETnterface PROFINETnterface 2 X1 PMNIIE 192.168.0.10
Type ofthe PGIPC interface: |—LPNI'|E | v|
PGIFC interface: Wl Intel(R) Ethernet Connection (7) 1219-LI [=] @
Connection to interface/subnet: | Direct at slot ‘2 X1 |V| @
sigmErEy | [~ ®
Select target device: Show all compatible devices |v|
Device Device type Interface type Address Target device
s sirnus3sk2pn 35K2 45mm PMIIE 192.168.0.10 35K2 122-2AA10
i = = PMIIE Access address =
-
D Flash LED
Online status information: [ pisplay enly error messages
= Connection established to the device with address 192.168.0.10.
@ scan completed. 1 compatible devices of 2 accessible devices found.
Scan and information retrieval completed. E
% Retrieving device information... |7|
Load | | Cancel |

Figure 7: Download to device

Then, the following dialog appears, in which it may be necessary to confirm by
selecting "Yes" in the drop-down menu marked in red that an already released
configuration on the 3SK2 should be canceled. If "Yes" is selected, the drop-down
menu is no longer highlighted in red (see Figure 8). Further down, information on
the utilization of the device can also be found in this dialog.
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Load preview X

9 Check before loading

Status | Target IMeszage Action
+ & ~ safetyRelay_1 Ready for loading. Load 'SafetyRelay_1'
(v ¥ Configuration Configuration warning Yes lz‘
Device Leading inte the device cannot be performed because there is a

released configuration in the connected safety relay. Should the

0 configuration release on the connected device be cancelled?

1 * Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unautharized
access, e.q. by use offirewalls and network segmentation. For
mere informatien about industnal security, please visit
H http:fiwww.siemens comlindustrialsecurity

0 * Download opticns  Please select which infermation should be loaded into the device:

0 User program 10,02 %

0 Equipment identifier @ 020%

(i ] Element name ™ o20%

0 Element comment @ 020%

(i ) Terminal identifier M 041%

ﬂ Element positions @ 082%

(i ) Device connector module list M 0:z0%

0 Usage through... 11.68 %

(<] Il 2]

| E Load i | Cancel |

Figure 8: Load preview

1.6

Now the 3SK2 basic unit is in configuration mode, the display of the 3SK2 shows
"PROJ" and the LED "Device" lights up orange. Now you can put the 3SK2 base
unit either first into test mode or directly into safety mode. The following describes
how the 3SK2 can be put into these two operating states. Further information can
be found in the online help of Safety ES, as well as in the device manual:
https://support.industry.siemens.com/cs/ww/en/view/109444336

Changing into test mode

In order to be able to switch between the operating modes of the 3SK2 an online
connection between the basic device and the PG/PC resp. Safety ES is necessary.
This can be done in the project navigation via a right-click on the 3SK2 and "Go
online" or, if the 3SK2 is marked, via the corresponding symbol in the header of

TIA Portal & Seenline o via "Online> Go online”.

The operating mode is shown in Safety ES in the status bar on the bottom right
edge of the screen (see figure 9).
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Figure 9: Safety ES V17 Status bar

You can then switch to test mode via the menu item "Parameters" of the 3SK2 and
"Commands".

U4 Siemens - C:\Users\z0034jbs\Desktop\Emergency_stop_35K2_SIL3_3SK2PN_Starterkit\Emergency_stop_35K2_SIL3_35K2PN_Starterkit

Project Edit View Insert Online Options Tools Window Help

Gf (W saveproject & ¥ 2l 2 X Dy 50 B R S Goonline ¥ Gooffline g3 M B % || [<earchinprojec |

Devices

[ =
» Diagnostics c d
ommands
~ _] Emergency_stop_35K2_SIL3_35K2PN_Starterkit Logbook
I Add new device Operating state commands
iy Devices & networks Password
~ [= safetyRelay_1 [35K2 45mm] » Engineering release [ Engineering mode |
[IY Device configuration Element diagnostics [ Test mode |
%/ online & disgnestics Compare parameters =
2 raramerers | akiameds \
Vi commissicning
~ kg Charts Device commands
B Add new chart
Il chare_1 Factory setting

Ungrouped devices

v i
» == Security settings

O 1 SEHTTE Restart
S

Cross-device functions

» [3 Unassigned devices
+ [g§ common data

+ [5]) Documentstion settings

Open access path

)
\
\
Delete memory module |
\
\
\

» [ Languages & resources

» L4 version control interface

Figure 10: Changing to Test mode

In order to switch to test mode, you must enter a password. The default password
of the 3SK2 in the delivery state is "0000" and must be changed during the first
change to test mode.

The test mode can be used to assist in performing the prescribed functional test of
the safety circuit. For example, you can force outputs of function elements in test
mode. After you have opened a 3SK2 plan (folder "Charts" in the project navigation
of the 3SK2), you can display the states of the inputs / outputs, the function
elements and the connections between the function elements via the

[ )

corresponding symbol * if you have an online connection to the 3SK2.

3SK2 PROFINET - Starting Guide
Entry-ID: 109778581, V 1.1, 08/2021 13



© Siemens AG 2021 All rights reserved

1 Starting Guide for 3SK2 PROFINET with Safety ES V17

B @B QLios 5] @7 & X
“= Not-Halt 1
Eingangszelle 2 B noTHALT 1
v iy
SLOTZ FIN3(Start)  —IN Q—1 1— START . Q=00 -====mmm
SLOTZ_F-INT(E-Stop Ch.1) —IN1-T1 =~ FAULT e
SLOT3_F-IN2(E-Stop Ch.2) —IN2-T2 ~

Eingangszelle 4

S5LOT3_F-IN11{_.back circuit) —IN Ol o o o o o o o !

Figure 11: Online monitoring

After the project has been tested, you can switch back to the configuration mode
via "Parameters"” of the 3SK2 and "Commands". To switch from online to offline
operation, select the menu item "Online>Go offline" or use the corresponding icon
;@' Go offline

1.7 Approving configuration and changing into safety
mode

Before the 3SK2 can be set into the productive safety mode, it must first undergo
an approval process. In order to start this process, the 3SK2 must be in configuring
mode and an online connection to the safety relay must be establsihed.

Open the corresponding dialog via the menu item "Parameters" and "Engineering
release>Release engineering". By ticking "Confirm", you as the safety officer
confirm the complete functionality of the project planning as well as compliance
with all safety-related regulations and standards for the application. Enter the name
of the releaser and the company name below and check "Confirm" again.
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Devices

~ | ] Emergency_stop_35K2_SIL3_3SK2PN_Starterkit
B Add new device
iy Devices & networks

i« [= safetyRelay_1 [35K2 45mm] ]

Y Device configuration
%) Online & diagnostics
¥ Parameters
¥ Commizsioning
- ligj chars
B Add new chart
Il char_1
» k4 Ungrouped devices
» Eg Security settings
» [38 crossdevice functions
» [ unassigned devices
» [§§ common data
» [5]] Documentation settings.
5IF g & e
» [& Version control interface
» [jgh Online access
» [5 Card ReaderiUsB memory

v | Details view

| Module

B Parameters
] e

lyap charts

» Diagnostics
Logbaok
Commands
Password
v Engineering release
Prepare engineering test

Cancel engineering release
Element diagnostics
Compare parameters

Figure 12: Release configuration

Offline engineering status

offine released:

o

Access authorization

Device access autherization exists [l] Yes [E no
Device access password: |
CRC comparison
Offine CRC: | ACC6BAB2
Online CRC: |ACC6BABZ
CRCs identical [ ves [ no

Online engineering status

Online released:

Confirmation: |With the release of the engineering, as Safety Manageryou confim complete functional capability of engineering
and compliance with all safetyrelated regulations and standards for the application

¥ confirm

Release information

Name of person releasing: |SIRIUS

Name of company of person

teleasing: [Siemens AG

Engineering CRC: |ACC6BAB2

[ Confirm

=, Release engineerin
g g

Finally, select "Release engineering".
A comparison is then carried out as to whether the open configuration corresponds

to the configuration available online in the safety relay. If not, an error message

appears.

EledseE engineering

engineering.

Release engineering

The engineering has been released successfully. Print the complete

Figure 13: Engineering successfully released

By right-clicking on the 3SK2 in the project navigation and "Print..." the complete

configuration can be printed out for the machine documentation.

After releasing the configuration, you can now switch the safety relay to safety

mode. To do this, there must be an online connection to the 3SK2. If this does not
yet exist, it can be done in the project navigation by right-clicking on the 3SK2 and
"Go online" or, if the 3SK2 is marked, via the corresponding symbol in the header
of TIA Portal & Seenlie or vig “Online> Go online”. Now switch to safety mode by

opening the "Commands" section in the "Commissioning" of the 3SK2 and

selecting the "Safety mode" button here.
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i

} Diagnostics
Logbook
Operating state commands

Password

Commands

b Engineering release [ Engineering mode |

Element diagnostics | Test mode |

Compare parameters
[ Safety mode ]

Figure 14: Changing to safety mode

With correctly wired sensors and actuators, the display of the 3SK2 shows "RUN"
and the LED "Device" lights green.

1.8 STEP7 integration

By integrating the 3SK2 Engineering into the TIA Portal Framework,
communication between the 3SK2 safety relay and a SIMATIC S7 controller can be
carried out easily via the PROFINET process image.

A joint Safety ES and STEP7 project can be found in the application example
Emergency stop group shutdown up to SIL 3 or PL e via 3SK2 safety relay
with PROFINET connection and fail-safe motor starters under the following link:
https://support.industry.siemens.com/cs/ww/en/view/109769503

| EL==
—
CPU
I
Eu:l Global E-Stop
- - ‘ Start

Motor starter

PROFINET
Interface

Drive 1 Drive 2

[ Lg

Figure 15: Application example with included STEP7 project
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2

Note

2.1

2.2

Starting Guide for 3SK2 PROFINET with
Safety ES V1.0 + SP3

Using the following instructions, the user will establish a connection between his
programming device/PC (Safety ES V1.0 + SP3) and the 3SK2 safety relay via the
PROFINET Interface module.

The procedure described in this document also applies in principle to the MSS
3RK3 basic devices with AS-i interface.

Preconditions

e PG/PC with

o Windows 7 SP1 64 Bit Ultimate, Professional and Enterprise
(standard installation) or

o Windows 10 64 Bit Professional and Enterprise (standard
installation)

o Ethernet interface

Required components:

e 3SK2 basic device (x: 1=Screw-type terminals, 2=Spring-type terminals)
o 3SK2112-xAA10 or
o 35K2122-xAA10

o Interface module PROFINET: 3SK2511-xFA10

e Connection cable basic device <-> Interface module: 3UF7930-0AA00-0

e RJ45 connection cable: e.g. 3TK2810-0A

e SIRIUS Safety ES Software Licence Premium

All required components are contained in the 3SK2 PROFINET starter kit
3SK2942-2AA10.

Safety ES installation

A CD containing the software is enclosed together with the 3SK2 PROFINET
starter Kkit.

Before starting the Setup program, please close all applications (MS Word, etc.).
After installing Safety ES V1.0 + SP3, you may have to reboot MS Windows in
order to activate all system variables.

Insert the Safety ES V1.0 + SP3 CD into the drive. A menu-prompted Setup
program guides you through the installation procedure for Safety ES V1.0 + SP3.
The Setup program starts automatically when you insert the Safety ES V1.0 + SP3
CD. If you have deactivated this function on your computer, you can start the Setup
program in MS Windows Explorer by double-clicking the SETUP.EXE program on
the CD.
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2.3

2.4

After starting the Setup program, you can install Safety ES V1.0 + SP3. The Setup
program guides you step by step through the installation procedure. After
completion of the setup program and possibly restart of your PC, you can start
Safety ES V1.0 + SP3 by double-clicking on the desktop symbol "Safety ES V1.0
+ SP3" or, under MS Windows, for example, via Start -> Safety ES V1.0 + SP3.

As an alternative to an installation via CD, the installation file can be downloaded
from the Siemens Industry Online Support website:
https://support.industry.siemens.com/cs/ww/en/view/109477416

For this purpose, download the file “Safety ES V1.0_SP3.exe” from the above-
mentioned website and start the setup program. All following steps are the same as
during installation via CD.

License key transmission

A USB memory stick containing the license Safety ES Premium is enclosed
together with the 3SK2 PROFINET starter kit.

To operate Safety ES V1.0 + SP3, you must make sure the Automation License
Manager is installed. If it has not already been installed on your PG/PC, it will be
installed automatically during the installation of Safety ES V1.0 + SP3.

Before you can start working with Safety ES V1.0 + SP3, you must transfer the
license key (user authorization) from USB memory stick to the computer. There are
two ways of doing this:

e You will receive a prompt from the "Setup" program during installation of
Safety ES V1.0 + SP3 that your computer does not have a suitable license
key. You can then either have the "Setup" program install the license or
you can install the license manually at later time with the "Automation
License Manager" program.

o |[f the license key cannot be installed during setup, continue the setup
program without installing the license key. Then boot the computer and
install the license key using the taskbar in "SIRIUS engineering\License
Management\Automation License Manager".

Connecting 3SK2 basic device and PROFINET
interface module

Before the 3SK2 can be accessed via PROFINET, the basic device and interface
module (IM) must each be supplied with 24 V DC (D) and connected to each other
via the supplied connection cable 3UF7930-0AA00-0 (@).

3SK2 PROFINET - Starting Guide
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Figure 16: Wiring of PROFINET IM and 3SK2 basic device

Please consider the wire cross-sections permitted for SIRIUS spring-loaded
terminal blocks as well as the mechanisms for connecting and disconnecting in
order to ensure reliable edge contacting and a long service life of the terminal
blocks. See Figure 17, an excerpt from the operating instructions for the 3SK2.

35K21.2-2AA10
1]
E=3—0& 3RA2908-1A
DIN 5264 /0,5 x 3 mm
107 (A) 1%05..15mm?
CH 2)(0,5...1,5mm2
107 (A) 1%05...1,0 mm?
-—" 2x05... 1,0 mm?
101 (B) 1%05..1,5mm?
2%05..15mm?
1x20t0 16
AWG 2x20t0 16
A

i

SNAE=

=t

Figure 17: Permitted wire cross-sections and procedure for SIRIUS spring-loaded
terminal blocks
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The correct connection of the connection cable is shown in figure 18.

Figure 18: Connection of PROFINET IM and 3SK2 basic device via connection cable

2.5

In this illustration, the 3SK device connector was attached to the rear of the 3SK2
basic device (3Z2Y1212-4GA01). With its help, the 3SK2 can be extended in a low
wiring way by 3SK output extensions (e.g. 3SK1211-2BB40 via 3Z2Y1212-2BA00)
and failsafe motor starters 3RM1 (e.g. 3RM1307-2AA04 via 32Y1212-2FAQ0). If
the 3SK2 is used with device connector, there is an empty connector available for
the PROFINET interface module in order to be able to adapt the device depth
(3Z2Y1210-2AA00).

In this example of the starter kit the usage of device connectors or other output
extensions of 3SK2 is not intended, but, of course, basically possible.

Finally, connect the PROFINET interface module with your PG/PC using the
delivered RJ45 connection cable.

Loading the Safety ES example project into 3SK2 via
PROFINET

In the following, a Safety ES project will be loaded into the 3SK2 via PROFINET.
As an example project, the application example “Emergency stop shutdown to SIL
3 or PL e with a 3SK2 safety relay” will be used. The project can be downloaded
using the following link:
https://support.industry.siemens.com/cs/ww/en/view/109479271

Alternatively, every other prepared project can be used. However, it must be
ensured that within the project the PROFINET IM is configured.

The before mentioned application example does not include a PROFINET IM.
Thus, in the first step it will be shown how the PROFINET IM can be added to a
3SK2 project which has until now been built without communication module.
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Entry type: Application example Entry 1D: 109479271, Enfry date: 12116/2015
L& & & igegFl
» Rate

Emergency stop shutdown to SIL 3 or PL e with a 35K2 safety relay

Entry  Associated product(s)

Application
Two-channel emergency stop shutdown of a motor by a 35K1 safety relay and power contaciors.

Emergancy

stop relay

|
|
35K2 safaty |
|
|
M

O] Start

Operating principle

The safety relay monitors the emergency stop command device on two channels. When the emergency sfop command device is actuated, the safety relay
opens the enabling circuits and switches the power contacters off in a safety-related way. If the emergency stop command device is unlatched and the
feedback circuit is closed, the Start button can be used to switch on again.

|m> o Project for Safety ES (1.7 KB)

For o Wiring diagrams {165,3 KB)
ot Project for Safety Evaluation Tool (10,0 KB)
A Chx download

A Configurators

Figure 19: Application example from Industry Online Support

Please open the Safety ES project file, which was downloaded from the before
mentioned website, in Safety ES V1.0 + SP3. In the “Main system” under

“Configuration”, add the PROFINET IM from the right column to the system slot 2.

Afterwards, via double clicking on the PROFINET IM, open its properties. Here,
you can assign an |IP address, subnet mask and a PROFINET device name.
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NET with Safety ES V1.0 + SP3

Search:

B Identification
- Basic unit Main system
Marking Determine oniine
- Project
[ Configuration System slot Module: Article number Fimware | Equipment identifier Inputs Outputs
- Main system T
B ____gg;amm . 2 |F M PROFINET-O BK2E11-FAI0 W10 = '
3 i K2 45mm K2 12270410 W10 20FH EF/2
Properties Interface module - System slot 2 X
Faiameter name ~
[Z] Module IM PROFINET-0
[Z] Anticle number [35K2 511-FAT0
[£] Firmware .o
[Z] Equipment identifier
(2] Inputs 6
[£] Outputs e
=125 Parameter sssignment
=13 Interface module
[£] Baud rale autamatic ~|
[£] MAC address 100-00-00-00-00-00
=25 Ethemet addresses
[£] IF address 192.168. 0 . 10
[£] Subnet mask 255 255. 255 O
(] Use router Mo ~|
[Z] Router address 192.168. 0 . 10
[£] Device name siius3skZon v
& Devices connected to an enterprise network o directy to the intemet must be
1Y sppiopriately protected against unauthorized aceess, e.g. by use of firewslls and
nebwork ssgmentation. Far more infarmation ahaut industrial security, please visit
hitp://www siemens com/industrialsecurity
Cancel Help

Figure 20: Configuration of PROFINET IM in Safety ES

=7 SIRIUS Safety Relay 35K2
1423 HMI modules
(L1 35K2611-38400 Diag Display
53 Interface modules
'H 3RK3E11-BAID DPlnlerface
|F 33K2511FA10 PROFINETAnterface
-9 Basic units
[ 35K2 1124410 35K2 22.5 mm
[ 35K2 122-#410 35K2 45 mm

Hint: In order to be able to diagnose the 3SK2 with a SIMATIC S7 controller, there
is a STEP7 block available in the Industry Online Support. In order to use this
block, the process data structure in the properties of the 3SK2 basic device need to
be converted from “32DI/32DQ" to “64DI1/64DQ". A detailed explanation of the block
as well as information regarding its usage in the STEP7 project can be found under

the following link:

https://support.industry.siemens.com/cs/ww/en/view/109747831

In order to establish a connection with the PROFINET interface module, the PG/PC
interface must be set first. The corresponding menu can be found under “Options”

(see figure 21).
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W Safety ES Premium - ChUsers\PRMN\Desktop'Safety ES Projekte\35K2PN_StarterKit.sdp- [offline]
Switching Device Edit Target System View Options Help

O e & | dod 2
[ Identification
; Basic unit
Marking
Project

Configuration

Main system
oo Logic
Diagram 1

Basic Settings...
Settings of Safety ES...

Cross references
Symbol list
Terminal list
Export macros...

Import macros...

Release information...
5et PG/ PC Interface...

B CEm

Determing onling

Figure 21: Setting of PG/PC interface

Select the interface of your PG/PC that is connected to the PROFINET IM.
Preferably "TCPIP.Auto" should be selected. Confirm both the warning that

Avticle number Firmware | Equipment identifier

IEK2E11-FAI0 W10
J5KZ2 12248800 W10

appears when the interface is selected and the window "Set PG/PC Interface" with

"OK".

Note Please regard that for the interface of your PG/PC you may have to assign a

fixed IP address with the same subnet that is used for the PROFINET IM. The IP
address and subnet mask are set in the adapter options of the network interface
in the Control Panel of your PG/PC.

Access Path | LLDP / DCP | PNIO Adapter | Info |

Access Poirt of the Application:

|57C'HLII'-JE (STEP 7]
(Standard for STEP 7)

Interface Parameter Assignment Used:

|cN0ne>

B2 <None> ~
BB ASIX AXBBT72C USE2.0to Fast Ett
A ASIX AXBETT2C USB2.0to Fast Ett
o ASIX AXBET72C USB2.0to Fast Bt .,

< >

(Parameter assigment for the |E-PG access
to your NDIS CPs with TCP/IP Protocol
(RFC-1006)

=

Properties...
Diagnostics...

B
Em

Warning

l "\

Caution: If you operate the "OK" button, you will no longer
be able to establish an online connection via router!

OK | Cancel

0K

Cancel | Help

Figure 22: Applying of PG/PC interface
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When the PROFINET IM is put into operation for the first time, it must first be
provided with a temporary IP address in order to establish a connection with the
PG/PC. To do this, open the dialog “Edit Ethernet Node® under “Target System®.

Edit Ethernet MNode X

Device connected to an enterprise network. or directly to the internet must be appropriately protected against unauthorized access, e.qg. by use of firewalls and
& network segmentation.For more information about industial security, please visit:
http://www siemens.com/industrialsecurity

Access point

|S?DNLINE -» AS1H AKBEYT2C USB2.0 to Fast Ethernet Adapter TCPIP Auto.1 j

Ethemet node

IP address | MAC address | Device pe | Device name: | Subnet mask
0.0.00 88-3F-33-01-C8-B3 Safety Switching De on.oo
Filter: All devices Change filter Update list Flazh
Set IP configuration
Gateway:
IP address: 192 0168 . 0 .10 0 B e s G
Subnet mask: 285 0285 0285 . 0 ™ Usze router Azzign IP Configuration

Address: 5 . .

Aszsign device name

Device name: |siriu333k2pr] Azsign Mame

Fieset ta factory settings

Reset
Cloze Help
[

Figure 23: Edit Ethernet node

Concerning the temporary IP address, it is not necessary to assign the same IP
address as in the properties of the PROFINET IM in the project (see figure 20).
Assigning an IP address in the same subnet is sufficient. However, the adapter
options in the network settings of the own PG/PC should be observed.

After you have entered the IP address as well as a subnet mask under "Set IP
configuration®, these parameters can be transferred to the PROFINET IM via the
button ,Assign IP Configuration®. After a successful transmission the following
dialog appears (figure 24).
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PMIO-Message (42:0014) x

The parameters were transfered successfully,

Figure 24: Successful parameter transmission

Via ,Target system>Load to Switching Device...“ or the corresponding symbol iy ,
the created project can now be loaded into the 3SK2 basic device via PROFINET
IM. In the appearing dialog (see Figure 10), the correct access point resp. the
correct network card of the PG/PC (see Figure 22) is selected under the tab
"PROFINET 10". Afterwards, the list is updating itself as soon as the point at
»Available stations” is marked and the PROFINET IM is displayed with the ethernet
characteristics as previously assigned (see Figure 23). Click "OK" to start the
loading process.

Load to Switching Device X

Local device interface | PROFIBUS P PROFINET 1O | SIRIUS Sim

1. Access paint:

STOMLIME -» ASI A88772C USB2.0 to Fast Ethemet Adapter TCPIP Auta.1 j

2, PROFIMET 10 address

™ IP address : | 192 0168 . 0 . 10

(" Device name: |

* Avaiable stations: IP address MALC Address Device Tupe Device name Subnet mazk

32.168.0.10 88-3F-99-01-C... Safety Switchi..
Update lizt 1321 1 i 1 afety Switchi

3. Compact device or modular device?

I™ The connection leads to a modular device (e.g. ET200pm)

Cancel Help
Figure 25: Load to Switching Device

Depending on the individual Safety ES settings the informative dialog “Settings of
Safety ES...” appears. Afterwards, the successful loading process is confirmed
with the following dialog.
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Download to safety relay (13:0046) X

Cownload bo zafety relay successfully completed.

Figure 26: Download successful

Note

2.6

Now the 3SK2 basic device is in Configuring mode, the display of the 3SK2 shows
“PROJ” and the LED “Device” lights up orange. At this point you can either set the
3SK2 basic device into Test mode or directly into Safety mode. In the following it
will be described how the 3SK2 can be set to these two different operating modes.
Further information can be found in the user manual ,SIRIUS engineering Safety
ES V1.0™:

https://support.industry.siemens.com/cs/ww/en/view/109769618

If you have set a different IP address in the project engineering that you had
loaded into the device than the one that was used for the download, you must
use the new IP address to establish the connection to the 3SK2 before you
perform the further steps.

Changing into test mode

In order to be able to switch between the operating modes of the 3SK2 an online
connection between the basic device and the PG/PC resp. Safety ES is necessary.
This can be fulfilled via the menu item ,Switching Device>Open Online...“ or the

corresponding symbol o Afterwards, you can switch to test mode via ,Target
System>Test mode*. For changing into test mode, a password is required. The
default password of the 3SK2 in delivery state is “0000” and needs to be changed
when used for the first time.

The operating mode is shown in Safety ES in the status bar on the bottom right
edge of the screen (see figure 27).

<@ RUNL Test mode BE—12% [OrC—4% [CEmm 173% |online===~ [IP 192.168.0.10

Figure 27: Safety ES Status bar

The test mode can be used to support the execution of the prescribed functional
test of the safety circuit. For example, you can force the outputs of function
elements in test mode. The menu command "Target System>Diagnostics

Logic>Monitor" or the corresponding icon [£f shows the status of the inputs /
outputs, the function elements and the connections between the function elements.

After finishing the test of the project, you can switch back to configuring mode via
»rarget system>Configuring mode®. To switch from online back to offline mode,
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2.7

2.8

select the menu item ,Target system>Go Offline” or use the corresponding symbol

=

Approving configuration and changing into safety
mode

Before the 3SK2 can be set into the productive safety mode, it must first undergo
an approval process. In order to start this process, an offline configuration must be
opened in Safety ES ("Offline" in the status bar at the bottom right edge of the
screen) and the 3SK2 must be in configuring mode.

Open the menu command "Target System>Approve Configuration". Define the
access path via PROFINET in the dialog that opens. Confirm with "OK". A
connection to the safety relay is established. Confirm the dialog with OK.
Afterwards, the following actions are performed:

e Comparison to see whether the opened configuration agrees with the
online configuration in the safety relay. If not, an error message is
displayed.

o Displaying the dialog box with the CRC. Enter the following data: Your
name, your company name

e Password prompt for device access, if assigned.
e Print preview in which you can decide whether the release data should be
printed out or saved as a PDF file.

After having approved the configuration, you can now switch the safety relay into
safety mode. To do this, switch to online operation via the menu item ,,Switching

Device>Open Online...“ or use the corresponding symbol = Afterwards you are
able to switch the 3SK2 to safety mode via ,Target System>Safety mode*.

With correctly wired sensors and actuators, the display of the 3SK2 shows "RUN"
and the LED "Device" lights green.

Integration in STEP7 via GSDML file

In order to exchange data with an S7 controller, the GSDML file of the PROFINET
interface module must be integrated in the corresponding TIA Portal STEP7
project.

The file can be downloaded within the article “GSDML file for SIRIUS 3SK2 and
3RK3 safety relays with PROFINET module®:
https://support.industry.siemens.com/cs/ww/en/view/109771958

In the following it is shown how the GSDML file can be used in TIA Portal STEP 7.
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Figure 28: Installation of the GSDML-file in TIA Portal
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Figure 29: 3SK2 PROFINET - Configuration in TIA Portal

of the project

(64D1/64DQ or 32D1/32DQ)

Add the PN interface module from the HW-catalogue into the network view

Via properties you can define IP-address, PROFINET device name etc.
Add process image for data exchange with the PLC into the device view

Attention: The chosen structure of process data must correspond to the structure
chosen in Safety ES.
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3 Contact/ Support

3 Contact/ Support

Siemens AG

Support Request siemens.com/support-request
Technical Support support.industry.siemens.com
Phone +49 (911) 895-7222
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