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CHAPTER

1

ABOUT THIS GUIDE

Firmware Manager is used to load firmware to a hardware node and access diagnostic information
from the supported modules (e.g. EIM, UOC, CN100). This guide describes the prerequisites,
installation, and usage of Firmware Manager.

1.1 Revision history

Version Description

A February 2021 Initial release of the document
1.2 Terms and Definitions

The following are the terms and their definitions used throughout this guide.
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Chapter 1 - About this guide

Terms Definitions

CPM Control Processor Module

EIM Ethernet Interface Module
ELCNBRIDGE Enhanced Local Control Network Bridge
ELCNNODE Enhanced Local Control Network Node
EPM ControlEdge Expansion Process Module
PLC Programmable Logic Controller

RFIM Remote Fieldbus Interface Module
TCMI Triconex Communication Module Interface
UEA Universal Embedded Appliance

ulo ControlEdge Universal Input Output
uocC ControlEdge Unit Operations Controller
CN100 CN100 Controller

CC-PCNTO2 C300 controller version

CC-PCNTO5 Next generation C300 controller

CEE Control Execution Environment

IOMs Input/Output Modules
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CHAPTER

2

ABOUT FIRMWARE MANAGER

2.1 INtrodUCHiON . ... e 9
2.2 Changesinthisrelease .. ... .. ... il 10

2.2.1 ResoIVed PARS ... 10
2.3 KNOWN ISSUES . ... ... e e e e e 10

2.1 Introduction

The Firmware Manager is used to load firmware and upload debug diagnostic information for the
following:

« EIM - Ethernet Interface Module
« ControlEdge Unit Operations Control System
o UOC- ControlEdge Unit Operations Controller
o vUOC- ControlEdge Virtual Unit Operations Controller
o EPM -ControlEdge Expansion Process Module
o UIO-ControlEdge Universal Input Output

NOTE

vUOC only supports to capture the diagnostic information.

« UEA - Universal Embedded Appliance
o TCMI- Triconics Communication Module Interface

o ELCNNODE-Enhanced Local Control Network Node
o ELCNBRIDGE-Enhanced Local Control Network Bridge

« RFIM - Remote Fieldbus Interface Module

« 1/O Network and Control Module
o CN100

o Series C IOMs
o CC-PCNTO5 controller

NOTE
CN100 and CC-PCNTO5 controllers support all Series C IOMs, except SPM and SVPM.
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2.2

2.2.1

2.3

Chapter 2 - About Firmware Manager

Changes in this release

Resolved two issues. Refer to the Resolved PARSs section in this document for more details.

Resolved PARs

PAR ‘ Function | pescription

1- UEA Firmware upgrade of TCMI using FM130.1 doesn't
DJO103R progress beyond 5% and fails.

1- uoC PLC to UOC conversion is failing.

DKGPO57

Known issues

PAR ‘ Description

1- Description: If the application image is not present, then flashing

7072Q1X | the recovery image will fail. This PAR is applicable to EIM, UOC,
EPM, UIO, TCMI, ELCN Node, ELCN Bridge, RFIM i.e., all nodes.
Recovery : NA Workaround : Refer to Load Recovery Image -

1- Description: On selecting EIP or 61850 personality, Firmware

6FJ2EB9 Manager is not flashing the recovery image by default. This PAR is
applicable to EIM only. Recovery: NA. Workaround: Flash the
recovery image, then flash the app image.

1- Description: After a fresh Experion installation, Firmware

6XP5L2I Manager requires ENAP service restart to detect EIMs. This PAR
is applicable to EIM, UOC, EPM, UIO, TCMI, ELCN Node, ELCN
Bridge, RFIM i.e., all nodes. Recovery: Click Start > Windows
Administrative Tools > Component Services. Right click and
restart Experion PKS eNAP Server. Workaround: NA.

1- Description: Status of the module displayed in Firmware

860C8G1 | manager on Experion flex or non-Experion node will be different
when compared to Experion server and console nodes. This PAR
is applicable to EIM, UOC, EPM, UIO, TCMI, ELCN Node, ELCN
Bridge, RFIM i.e,, all nodes. Recovery: None. Workaround: None.

1- Description: Firmware Manager shows EPM name as not

86V6ZP6 | configured even when it is configured and loaded in the
Monitoring side. This PAR is applicable to EPM only. Recovery:
None. Workaround: None.

Honeywell -10-




Chapter 2 - About Firmware Manager

PAR ‘ Description

1- Description: Firmware update fails when synchronized redundant

8EROUTA | pair is selected for flashing in one operation. This PAR is
applicable to EIM, UOC, EPM, UIO, TCMI, ELCN Node, ELCN
Bridge, RFIM i.e, all nodes. Recovery: None. Workaround: Update
firmware on secondary module(s) first and then update firmware
on primary module(s).

1- Description: Firmware Manager does not display the name of

86V6ZP6 EPM and UIO configured in Control Builder. This PAR is
applicable to EPM and UIO only. Recovery: None. Workaround:
None.

1- Description: Flashing firmware for multiple UIO modules fails.

8HEOG97 | This PAR is applicable to UIO only. Recovery: None. Workaround:
Flash one UIO module at a time.

1- Description: When multiple nodes are selected for flashing the

83CWUHT | firmware, Firmware Manager does not update the Firmware
version until flashing is completed for all the nodes. This PAR is
applicable to EIM, UOC, EPM, UIO, TCMI, ELCN Node, ELCN
Bridge, RFIM i.e., all nodes. Recovery: None. Workaround: Wait
until all the selected nodes are flashed.

1- Description: Firmware Manager is not flashing TCMI Firmware

83CWUI2 | while performing Load Firmware option. This PAR is applicable to
TCMI only. Recovery: None. Workaround: Flash the recovery
image; then flash the app image.

1- Description: TCMI node status is inconsistent between Experion

8GECYO2 | and Standalone nodes. This PAR is applicable to TCMI only.
Recovery: None. Workaround: None.

1- Description: Firmware Manager displays incorrect state even

8IAGKNV though application has failed. This PAR is applicable to TCMI only.
Recovery: None. Workaround: Check the actual status in the
TCMI LCD Display.

1- Description: Firmware Manager can’t flash firmware in TCMI

8HEOWJT7 | redundant nodes together. This PAR is applicable to EIM, UOC,
EPM, UIO, TCMI, ELCN Node, ELCN Bridge, RFIM i.e., all nodes.
Recovery: None. Workaround: Update firmware on secondary
module(s) first; then update firmware on primary module(s).

1- Description: TCMI application version is not shown completely.

7TBCMUXC | This PAR is applicable to TCMI only. Recovery: None. Workaround:

Tool tip on the version shows the complete version.

11 -
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Chapter 2 - About Firmware Manager

Description

1- Description: “Error adding nodes” message appears after adding

8CXDO0O2J | TCMI node in Firmware Manager. This PAR is applicable to TCMI
only. Recovery: None. Workaround: Close and relaunch Firmware
Manager.
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CHAPTER

3

PREREQUISITES

On a non-Experion node, install the following software before proceeding to install Firmware Manager.

o VC++ 10 runtime
o Microsoft NET Framework 4.5
e« VC++ 2015 runtime

NOTE

The Operating Systems supported for Firmware Manager on non-Experion nodes are Windows
7 (64-bit), Windows Server 2008 R2 (64-bit), Windows 10 (64-bit) and Windows Server 2016.
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CHAPTER

4

INSTALLATION OF FIRMWARE MANAGER

Firmware Manager is by default installed on the following Experion nodes:
« Server (ESV)
« Server TPN Connected (ESVT)
« Console Station (ES-C)
« Console Station TPN Connected (ES-T)
« Flex Station (ES-F).

NOTE

Not all features of Firmware Manager are available when installed on the Flex node.

On Experion nodes, you can download the latest version and upgrade, while on a non-Experion node,
you can install the newer version.

To install Firmware Manager, perform the following steps:

1. Download the Firmware Manager installation software from the Honeywell Process Solutions
website. To download FirmwareManager_Setup.exe, click
http://honeywellprocess.blob.core.windows.net/public/Support/Customer/FirmwareManager-
R130-1-Setup.zip.

Use FirmwareManager_Setup.exe to install Firmware Manager on Experion node running
R500.1 and later, or any non-Experion node.

2. Double-click the FirmwareManager_Setup.exe and follow on-screen instructions.

NOTE Log in using an account thatis part of the Administrators group to perform the
install or upgrade.

To launch Firmware Manager:

1. On non-Experion nodes, go to Start>Honeywell Tools>Firmware Manager.

NOTE

For non-Experion nodes, after you navigate to Honeywell Tools, right-click and select Run as
Administrator.
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Chapter 4 - Installation of Firmware Manager

2. On Experion nodes, go to Start> Honeywell Experion Tools > All Honeywell Tools > Firmware
Manager.
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CHAPTER

5

FIRMWARE MANAGER USER INTERFACE
OVERVIEW

5.1 Firmware Manager WorKSpacCe . . ... ... .. . o e 17
5.1.1 Tool bar Controls .. .. iiiiil. 18
5.1.2 Node Details ... . 23
5.1.3 Color Legend ...l 24
4 SOMING L 25

5.2 Firmware Manager SeCUNY ... ... .. . 25

The graphical user interface of Firmware Manager is explained here.
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Figure 5.1 Firmware Manager Home Screen

The Nodes list contains the list of available nodes in the network. Information about the nodes such as
IP address, Node identification index, Tag name, Type, Personality, Status, Boot/Recovery and
Application are displayed. Experion nodes presentin the network are auto-detected and the listis
periodically updated. The status bar displays the status of the operations performed on the Home
screen.

NOTE

The Nodes Listis pre-populated only on the Server (ESV), Server TPN Connected (ESVT),
Console Station (ES-C), and Console Station TPN Connected (ES-T).

The Load Firmware button is used to flash the firmware to the selected nodes. The Diagnostics
Capture button is used to capture maintenance information from a node.
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Chapter 5 - Firmware Manager User Interface Overview

Supported Modules ‘ Supported Personalities

CN100 CN100
CN1OORECOVERY

C300v5 (PCNTO5) C300V5

EIM EIMRECOVERY
EIMEIP
EIM61850

uocC uocC
UOCRECOVERY

EPM EPM
EPMRECOVERY

ulo ulo
UuloBOOT

UEA UEARECOVERY
UEATCMI
UEAELCN_BRG
UEAELCN_NODE

RFIM RFIM-APP
RFIM-BOOT

Series C 170 SERIES C-APP
SERIES C-BOOT

« Firmware Manager Workspace

« Firmware Manager Security

5.1 Firmware Manager Workspace

This section explains the various controls available in Firmware Manager.
« Tool bar Controls
« Node Details
« ColorLegend
. Sorting
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Chapter 5 - Firmware Manager User Interface Overview

Tool bar Controls

Honeywell | Firmware Manager

Add nodes

Nodes presentin the network are auto-detected for the following Experion nodes:
« Server TPN Connected (ESVT)
« Console Station (ES-C)
« Console Station TPN Connected (ES-T)
« Server (ESV)

As on Experion Flex / Flex server and non-Experion nodes, Firmware Manager does not auto-detect the
nodes present in the network, you must add the nodes manually to the list using the Add Node tool bar
feature. However, you can use the Add Node feature even for Experion nodes if a node in the network is
not auto-detected.

Export node(s)

To export the nodes available in the Node list:

1. Click Export % The Export Nodes window appears.
2. Click Browse and select a location to save the configuration file.

3. Click Export. The selected files are exported and saved.
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Chapter 5 - Firmware Manager User Interface Overview
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Figure 5.3 Export nodes

Import node(s)
For platforms where nodes are not auto-detected, you can import existing nodes to the Nodes List using
a configuration file from Home .For more information, refer to Export node(s).

To import nodes using a configuration file:

1. Click Import :l . The Import Nodes window appears.

2. Click Browse and select the configuration file.

Iraport Rodea W .:'_: H @

It ra e Pt i cefguan e

o P [ S T ——— m

Sanin:

L

Figure 5.4 Import the node(s) using a Configuration file

3. Click Import. The selected nodes are imported.

4. Nodes presentin the configuration are added and the results are displayed in Status bar on the
Home screen.
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Chapter 5 - Firmware Manager User Interface Overview

Search node

To search for a string available in the Nodes List:

Click Search “ . The Find dialog box appears.

—_

2. Type your search string.
3. Click the Find Next button.
4

The nodes with information matching your search string are highlighted.

ROYIBES O
£+ QG =
[ Address Index  Name Type Personality Status Boot/ y Appli
[ 192.16822.169 169 EIM_169 EIM EIMEIP oK EXP500.1-98.12 EXP500.1-08.12
[ 192.168.22.170 170 EIM_169SEC EIM EIMEIP BKUP EXP500.1-98 12 EXP500.1-98.12

Find What:| 170
Options Direction
[ Match case Oup
[ Match whele word © bown

Status:

03:03:56.677 PM Querying available nodes from the network.

03:03:57. 747 PM Querying available nodes from the network completed
03:08:57 806.PM Refresh Started

03:08:58.372.PM Refresh Completed

Refresh

You can manually refresh the Nodes List using the Refresh option.
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Chapter 5 - Firmware Manager User Interface Overview

Status:

03:46:22.021.PM Load FirmWare Not Configured:192.168.22 169 Firmware Management fetched empty file
03:46:22.029.PM Refresh Started
03:46:22 321 PM Refresh Completed

View Log file

You can view the log file by clicking the View Log file button. This file is specific to Firmware Manager
only and is used for debugging.

Honeywell Firmware Manager (110.1)

e velds @

£+ QG =
[ Address Index  Name Type Personality Status Bo Y Application
[1 192.168.22.165 189 EIM_169 EIM EIMEIP oK EXP500.1-98.12 EXP500.1-98.12
[ 192.168.22.170 170 EIM_169SEC EIM EIMEIP BKUP EXP500.1-98 12 EXP500.1-98.12

B CMTErLog - Notepad

File Edit Format View Help

[92/21/17 15:13:58:157] [Information] [Functien]CERHelper::GetStringdrrayFromErdb(..) ~
[Message]Query Executed, Record count is : 1

[92/21/17 15:13:58:174] [Information] [Functien]CERHelper: :GetStringdrrayFromErdb(..)
[Message]Exiting. ..

[92/21/17 15:13:58:224] [Information] [Functien]CFTENodeDiscovery: :GetAl1FTENode (.. )
[Message]Mode list collected,Mode Count : 2

[92/21/17 15:13:58:248] [Information] [Functien]CFTENodeDiscovery: :GetAl1FTENode(..)
[Message]Node Name : EIM_169, Mode IP : 192.168.22.169, Node Index : 169,Node state : OK
[92/21/17 15:13:58:254] [Information] [Functien]CFTENodeDiscovery: :GetAl1FTENode (.. )
[Message]Node Name : EIM _1655EC, Mode IP : 192.168.22.17@, Node Index : 178,Node state : E
[82/21/17 15:13:58:269] [Information] [Function]CFTEModeDiscovery: :GetALLFTENOde (.. )
[Message]Exiting. ..

[82/21/17 15:13:58:282] [Information] [Function]TaskControlManager:ResoveFacadeComponent()
[Message]PluginDataManager

[82/21/17 15:13:58:299] [Information] [Function]CExpSystemService: :GetFiWversionStatus(..)
[Message]Entering. . .

[82/21/17 15:13:58:317] [Information] [Function]CExpSystemService: :GetFiWversionStatus(..)
[Message]Exiting. ..

[82/21/17 15:13:58:331] [Information] [Function]TaskControlManager:ResoveFacadeComponent()
[Message]PluginDataManager

Status: [82/21/17 15:13:58:347] [Information] [Function]CExpSystemService: :GetFiWversionStatus(..)

T0356577F [Message]Entering. . .
n3na57 747 PM [92/21/17 15:13:58:362] [Information] [Function]CExpSystemService: :GetFiwWversionStatus(..)

Settings

The Settings control is used to configure the log files storage, logging levels, and refresh rate.

1. The Base IP configured in Control Builder is fetched automatically and displayed in the FTE Base
IP field. For a non-Experion node, this field is not applicable and is grayed out.

The Default Log Path displays the default log path.
Specify the Logging Level. The default level for the logger is Error and Exception.
Browse and specify the Diagnostic Location to save the diagnostic files.

Select the Refresh Rate from the drop-down list for automatic refresh.

o g~ w b

Click Save to save the settings.
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Chapter 5 - Firmware Manager User Interface Overview

Settings

ek e

Configure Firmware Manager Setfings

FTE Base IP 192168220

Default Log Path

Logging Level Error + Exception(Default)
Diagnestic Location CAPregramDataiHoneywell\Fi 1ageriLogs\Di apturel
Refresh Rate E -

Status:

Figure 5.9 Settings

Help

Click Help to access the Firmware Manager User's Guide.

[ HTML Help

- g X
@ ¢ =2 0 O & & &

Hde locdte Back Forward Stop Refresh Home  Font
Corterts | index | Search |

About this guide About this guide
About Fimware Manager

Prereauistes

(2] Installation of Firmware Manager

®: Fimars Manager User Inteffacs Overvien U
D. Getting Started wih Fimmware Managerfor EIM Revision history
B: Getting Started with Fimware Manager for UOC
b, Getting Started wih Fimware Managerfor UEA Version Date s
B, Getting Started with Fimware Manager for ELCN

p Getting Started with Firmware Managerfor RFIM
[2] Notices

This guide describes the isites, usage, and t
firmware to a hardware node and access diagnostic information from the supported

of Firmware Manager. The Firmware Manager is used to load
modles (e.g. EIM, UOC)

A February 2017 Initial release
B July 2017 Includes resolved PARs for this release
c September 2017

‘Supports UOC, EPM,UIO,UEA, TCMI, ELCNNODE, ELCNBRIDGE and RFIM modules for this release

Figure 5.10 Help

Print

Use the Print option to print the list of all the nodes and their details displayed on the Home screen.
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5.1.2

Chapter 5 - Firmware Manager User Interface Overview

[l Address Index  Name
[ 192.168.22.169 169 EIM_169
[ 19216822170 170 EIM_188SEC

RO9B &
+ Q

Personality Status y icati
EIMEIP oK EXP500.1-98.12 EXP500.1-98.12
EIMEIP BKUP EXP500.1-98.12 EXP500.1-98.12

(& Firmware Manager NodeList

Firmware Manager Nodes

Address Index Name Type Personality Status ‘Boot/Recavery Application
192168 22.169 160 EIM_160 EM EIMEIP oK EXP300.1-03.12 EXPS00.108.12
16216322170 170 EIM_169SEC EM EIMEI BEUP EXPS00.1-08.12 EXPS00.148.12
Status:
03:03:56.67
03:03:57.74
03:08:57 81
03:08:58 37
Figure 5.11 Print
N
Node Details
@
T Asddowgs irdda e T v
1 wides 5 [ e
1 e = et s uoe
1 miem = bt Costrnd T
1 0ites = Lt T e =
1 wmriem L bl Castred s ueE
1 @i = b P and w e
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Figure 5.12 Node details

The Nodes List displays details of all nodes presentin the network.

08

[o]®

NOTE

NA is displayed if a configuration detail is not applicable to that node type.

Honeywell
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Chapter 5 - Firmware Manager User Interface Overview

Column Name ‘ Details

Address Address of the node in the network. Example: 192.10.10.77.

Index Physical index of the node. Example: the device with IP
address 192.10.10.77 has a physical index 77.

Name The name you have configured for the node in the DCS
system. Example: EIM_121.

NOTE If a node is not configured in Control Builder,
its status will be Not configured.

NOTE Firmware Manager displays the name as Not
configured when installed on Experion Flex or non-
Experion nodes.

Type Type of node. Example: EIM.
Personality Personality of the node. Example: EIM nodes has three
personality types:
« EIM61850
« EIMEIP

« EIMRECOVERY

Status Current status of the node.

Boot/Recovery | Version of the boot firmware, where applicable. Example:
EXP500.1-77.0.

Application Version of the application firmware (Example: EXP500.1-
Version 77.0); else the field is blank.

5.1.3 Color Legend

The Color Legend for each node.

(Green): The node is running the latest supported firmware.

(Blue): The node is running a supported but not the latest firmware version.

® (Red): The node is running an older firmware version that is not supported.
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Chapter 5 - Firmware Manager User Interface Overview

o
] hedmas - Incer  Kame Trew Pursanaiity Stabm BactBecovery Applcation

ORI ol Conligured ] LMFILCONENY ALY TR s &

HEAMIHE TR Eid EEF = [

5.1.4 Sorting

Click the column header of any column to sort that column alphanumerically (in ascending or
descending order).

] Addmax Tpe Parocaliy Stakza BoclReczwery Applcaticn
LA Bw_iE ™ e o AP i FAPGS0 i 13

RV 1M -URE EM cuE (=T EsPoa 18 e B

5.2 Firmware Manager Security

To launch Firmware Manager on an Experion system, you must have one of these privileges:

« Local Engineers

o Product Administrators

For non-Experion systems, you must have the following privilege to launch Firmware Manager.

« Administrators

Honeywell -25-



Chapter 5 - Firmware Manager User Interface Overview

NOTE

Install Firmware Manager only on computers whose usage can be physically secured and are
used by trusted personnel.

For more information on security, see the Network and Security Planning Guide.

NOTE

For module specific security guidelines, see the respective Experion User's Guide.
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6.1 Add nodes for EIM

Nodes presentin the network are auto-detected when Firmware Manager is installed on any of the
following Experion nodes:

« Server TPN Connected (ESVT)

« Console Station (ES-C)

« Console Station TPN Connected (ES-T)
« Server (ESV)

On an Experion Flex and on non-Experion nodes, you must add nodes manually to the list using the
Add Node tool bar feature. This feature is mainly applicable to platforms where nodes are not auto-
detected.

To add nodes manually:
1. Click Add Node (+). The Add Nodes window appears.

2. On the left pane: Select the Type as EIM Select Parent as NA (not applicable) Enter the IP address
in the Address field Enter the last octet of the IP address in the Index field

3. Click Validate. The validated results are displayed on the right pane.
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NOTE

The Validate button verifies the details of the node you have entered and provides the
validation results in the right pane. Details about valid nodes, duplicate nodes, or
invalid nodes are provided. Only valid nodes can be added to the Nodes List.

4. Click Add to add the node.

5. Click and follow steps 2 through 4 to add more nodes.

6. Click the Homepage icon. You can see the new nodes you added in the Nodes List.
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NOTE

The status bar on the Home screen displays appropriate messages if there are issues in adding
a node.

6.2 Load Firmware

You can select either a single node or multiple nodes of the same type provided they are in an

applicable state to load firmware. You cannot flash a EIM if its Status is OK. The status must be NOBDB
state.

To load firmware:
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'
Select one or multiple nodes to load firmware by selecting the appropriate check box(es) . The
selected node(s) are highlighted. You can select multiple nodes of the same product type (for
example EIM) running with different personalities, and click Load Firmware. In this case, the nodes

will be flashed with the latest version of their respective personalities.
Click Load Firmware. The load operation begins and its progress is displayed on the progress bar.

A load symbol = appears beside the Application version column for the node on which firmware is
being loaded.

After the firmware is loaded, the load symbol changes to a green colored tick mark . Ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

NOTE In case you have selected multiple nodes to load firmware, the load operation is

a

performed in a sequential manner. The grey colored load icon
the nodes on which the load operation has not yet started.

is displayed for

Load Firmware for a single node through node selection

To load firmware on a single node:

Note: You must perform the following steps for both EIM recovery and the EIMEIP personalities.
EIM recovery personality must be flashed first.

1.

Select the check box corresponding to the node you want to load the firmware. The row is
highlighted.

Right-click on the selected row and click Firmware Version.

The Select Firmware Version window appears.

Select a firmware version and click Show Personality.
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Select Firmware Version

4 Node Types
4 EIM Selected Node Type : EIM

92,168

Select Firmware Version Select Personality

"EXP500.1-08,17

Show Personality

4. Selecta personality under Personality and click Select.

Select Firmware Version

4 MNade Types
4 EIM Selected Node Type : EIM
192.168.22.170

Select Firmware Version Select Personality

EXP500.1-88.12 | EIMRECOVERY
{EIMEIP
EIM&1850
EIMCLEAR

Show Personality

5. On the Home screen, click Load Firmware . The selected node is added to the Nodes List.

NOTE The pointer near the download status symbol shows the Firmware version and
Personality of the selected node. The same information is displayed in the Status bar.
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6.2.2 Progress bar for single node selection

When a single node is selected for loading firmware, the progress is shown indicating the percentage of
the task completed. Events such as flashing or rebooting that occur are also listed.

58%

6.2.3 Progress bar for multiple node selection

If you select multiple nodes, the firmware is loaded in a sequential manner (one node after the other)
and the progress bar and text box show the progress and the status for the node that is currently being
loaded.

ATTENTION: The latest version of the firmware is displayed after all the nodes are updated.

6.2.4 Cancel Load firmware operation

Click Cancel to cancel a Load Firmware operation that is in progress.

NOTE

« In case of a single node, you cannot cancel the load operation as itis already in
progress.

« In case you have selected multiple nodes to load firmware and click Cancel, the load
operation is canceled only after the load operation is completed on the current node.
Note that the load operation for the remaining nodes is canceled and a load canceled

symbol appears next to Application column for those nodes.

6.3 Load Recovery Image

The recovery image that comes with the Experion release may not match the image which is loaded
from the factory. In this case, the latest recovery image is required to be updated.

To update the Recovery Image in EIM:

-31- Honeywell



Chapter 6 - Getting Started with Firmware Manager for Ethernet Interface Module

1. Right-click the module in Firmware Manager, select the intended application image (either EIMEIP
or EIM61850) and flash the module with an application image. In this stage, the EIM module is
running with an application image.

2. Right-click the module in Firmware Manager, select the new Recovery Image and flash the
module. EIM Module is running with the new Recovery Image. Now select the application image

and flash the module.
3. Reboot the module. After rebooting, the module will transition to NO_DB state.

ATTENTION: After flashing the recovery image, you must flash the personalities.

6.4 Diagnostic Capture

Use the Diagnostic Capture feature to upload diagnostic information files such as log files from a node.

To capture the diagnostic data:

1. Select one or multiple nodes from the Nodes List to capture diagnostic data.

2. Click Diagnostics Capture. The caption of the button changes to Cancel.
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3. The upload symbol o appears beside the Application version column for the node(s) whose
diagnostic data is being uploaded. The data is saved to the location defined earlier in the Settings
page.

NOTE The Progress bar displays the progress and the text box displays the events
during the Diagnostic capture.

‘.
4. After the data is uploaded successfully, ™ is displayed.

5. To cancel the operation, click the Cancel button.
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In case of a single node, you cannot cancel the operation as it is already in progress. In case you
have selected multiple nodes to capture diagnostic information and click Cancel, the operation is
canceled only after the operation is completed on the current node. The diagnostic capture

operation for the remaining nodes is canceled and a Canceled symbol appears nextto

Application column for those nodes. If diagnostic capture fails, the Failed symbol o is displayed.

The diagnostics capture operation is sequential. is displayed for the nodes on which the
operation has not yet started.
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The graphical user interface of Firmware Manager represented for a UOC Control System is explained
here.
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FARCE- N IR Q)
£ Q8=
[] Address Index  Name Type  Personality Status y A
[0 10.1.1652 51 Not Configured voc uoc BKUP EXP505.1-31.10 EXP505.1-31.10
[ 10.1.1651 52 Not Configured uoc uoc oK EXP505.1-31.10 EXP505.1-31.10
[l 10.1.1653 53 Not Configured uoc uoc IDLE EXP505.1-31.10 EXP505.1-31.10
[ 10.1.1653:8 8 EPM EPM EPM IDLE 140.1.22.90 140.1.22.90
[ 10.1.1653:8:1 1 uio uio uio OK 130.1.16.0 140.1.22.90
[ 101.1653:8:2 2 uio uio uio oK 130.1.16.0 140.1.22.90
[ 101.1653:3 3 uio uio uio OK 130.1.16.0 140.1.22.90
[] 10.1.1653:4 4 uio uio uio OK 130.1.16.0 140.1.22.90
[ 10.1.1655 55 Not Configured uoc voc oK 130.1.16.0 EXP505.1-31.10
[ 10.1.1658 57 Not Configured uoc voc BKUP 130.1.16.0 EXP505.1-31.10
[ 10.1.1657 58 Not Configured uoc voc oK EXP505.1-31.10 EXP505.1-31.10
[ 10.1.16.59 59 Not Configured uoc uoc OK 130.1.160 EXP505.1-31.10
[ 10.1.1675 7% Not Configured uoc uoc NODB 130.1.16.0 EXP505.1-31.10
[l 10.1.16.55:1 1 uio uio uio OK 130.1.16.0 140.1.22.90
1 _1011R5KR-2 2 o, o, Ho. 0K 130.1.16.0 140.1.22.90

Status:

04:51:17.313.PM Querying available nodes from the network.
04:51:25.077.PM Querying available nodes from the network completed
04:56:25.426.PM Refresh Started

04:56:27.639.PM Refresh Completed

In the above example, the node with 10.1.16.53 asits IP is a UOC

An EPM with rack ID 8 is represented as 10.1.16.53:8

A UIO with slot ID 1 thatis configured under EPM rack ID 8, is represented as 10.1.16.53:8:1

A UIO with slot ID 3 configured under UOC address 10.1.16.53, is represented as 10.1.16.53:3

« Add Nodes for UOC
o Load Firmware to UOC
« Add Nodes for EPM and UIO

« Load Firmware to EPM

« Load Firmware to Single EPM Module

« Load Firmware to UIO

« Load Firmware for Single Node for UIO

« Diagnostic Capture for ControlEdge Unit Operations Controller

« ControlEdge PLC to ControlEdge UOC Conversion

Add Nodes for UOC

Nodes present in the network are auto-detected when Firmware Manager is installed on any of the
following Experion nodes:

« Server TPN Connected (ESVT)

« Console Station (ES-C)

« Console Station TPN Connected (ES-T)
« Server (ESV)

On an Experion Flex and on non-Experion nodes you must add nodes manually to the list using the
Add Node toolbar feature. This feature is mainly applicable to platforms where nodes are not auto-
detected such as a bench system to be used for converting a PLC CPM into a UOC CPM.
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To add nodes manually perform the following steps:

1. Click Add Node (+).
The Add Nodes window appears.

2. On the left pane, select the Type as UOC, Parent is not applicable, enter the IP address in the

Address field, and type the last octet of the IP address in the Index field.
3. Click Validate; the validated results are displayed on the right pane.
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4. Click Add to add the nodes.

+
5. Click to add more nodes.
6. Click Homepage to go to Home page.

New nodes are now added to the Nodes list.
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NOTE

If there is an issue in adding a node, it will be displayed in the status bar on the Home page.

Load Firmware to UOC

You can select either a single node or multiple nodes in an applicable state to load firmware.

NOTE You cannot flash a UOC if its Status is OK. Change the CEE state to IDLE in Control Builder to

flash the UOC.
To load firmware:

1. Select one or multiple nodes to load firmware by selecting the appropriate check box(es) . The

selected node(s) are highlighted. You can select multiple nodes of the same product type (for example
UOC) running with different personalities, and click Load Firmware. In this case, the nodes will be

flashed with the latest version of their respective personalities.

2. Click Load Firmware. The load operation begins and its progress is displayed on the progress bar.

A load symbol appears beside the Application version column for the node on which firmware is being

loaded.
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3. After the firmware is loaded, the load symbol changes to a green colored tick mark 0 . Ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

ATTENTION: After flashing the module with the recovery image, flash the UOC with the application
image.

NOTE: In case you have selected multiple nodes to load firmware, the load operation is performed

N

in a sequential manner. The grey colored load icon is displayed for the nodes on which the

load operation has not yet started.

7.2.1 Load Firmware for Single Node through Node Selection for
UuoC

To load firmware to a single node:
1. Select a node by selecting the appropriate check box.

2. Right-click on the selected row and click Firmware Version.
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The Select Firmware Version window of the selected node appears.

3. Selecta firmware version and click Show Personality.
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Sedect Finmware Wersion

Mode Types
e Selected Node Type: LIOC
Select Firmmeare Version
EXFs05.1-31

Select Personality

4. Selecta personality under Select Personality and click Select.

Sedect Finmware Y

4 Mode Types

e Selected Node Type :

UG

Sefect Fimmwvare Version

EXFS05 1-39,0
EXPS05.1-31.10

5. Click Load Firmware on the Home screen.
The selected node is displayed in the list.
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NOTE
The pointer near the download status symbol shows the Firmware version and
Personality of the selected node. The same information is displayed in the Status bar.

7.2.2 Progress Bar for Single Node Selection for UOC
When a single node is selected for loading firmware, the progress is shown with the percentage of the
task completed. Events such as flashing or rebooting that occur are also listed.
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Figure 7.2 Progress bar for single node selection

7.2.3 Progress Bar for Multiple Node Selection for UOC

If you select multiple nodes of the same type, the firmware is loaded in a sequential manner (one node
after the other) and the progress bar and text box show the progress and the status for the node that is
currently being loaded.

ATTENTION: The latest version of the Firmware is displayed after all the nodes are updated.

7.2.4 Cancel Load Firmware Operation for UOC

Click Cancel to cancel a Load Firmware operation thatis in progress.
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Figure 7.3 Cancel Load Firmware
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NOTE
« In case of a single node, you cannot cancel the load operation as itis already in
progress.

« In case you have selected multiple nodes to load firmware and click Cancel, the load
operation is canceled only after the load operation is completed on the current node.
Note that the load operation for the remaining nodes is canceled and a load canceled

symbol appears next to Application column for those nodes.
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Figure 7.4 Canceled Load Firmware

7.3 Add Nodes for EPM and UIO

To add nodes for EPM and UIO modules

1. Click Add Node (+).
The Add Nodes window appears.

2. On the left pane, select the Typeas EPM or UIO, select the Parent from the drop-down list, enter the
Address and the Index.

Parent selection
EPM:
For EPM, the UOC's address will be listed for selection.
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Honeywell Fimmwvare Manager (130.1)
Add Nodes @®
Add one o more podes 1o the Firsane Manager by providng following detals
This featurs Melps if & NO08 CANNOL bE detectid Sulbmatically by e Firmware Manager 1ol
Type" Parent” Address® Validation Results
EPM 10117
Status:

UlO:
For UIO, the UOC's and EPM's address will be listed for selection.

Honeywell Firmware Manag

Add Nodes ®
Add o Of moNE ROGES 10 the Fimwans Manager by peoviding Salowing detals
Tres Teatuee Relps i 8 node Cannot Be delecled aulomabcaly by the Femware Manager ool
Type' Parent* Address® Validabon Resulis
Wo 10.1.10.770
Status:

For a local UIO, select the UOC address but for a remote UIO, select the EPM address.

Address and Index
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EPM- Enter the rack ID.
UIO- Enter the slot ID.

NOTE

Enter the same rack ID/slot ID in the Address and Index fields, respectively.

For more information on Tool bars in Firmware Manager, refer to Tool Bar Controls .

7.4 Load Firmware to EPM

You can select either a single node or multiple nodes to load firmware provided the modules are in an
applicable state.

To load firmware:

1. Selectthe node(s) to load firmware by selecting the appropriate check box(es). The selected node
(s) are highlighted. You can select multiple nodes of the same product type (for example EPM),
running with different personalities and click Load Firmware. In this case, the nodes will be flashed
with the latest version of their respective personalities.

2. Click Load Firmware. The progress is displayed on the progress bar.

3. Aload symbol appears beside the Application Version column based on the firmware being
downloaded.

4. Aiter the firmware is loaded, the load symbol changes to a green colored tick mark * " Ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

7.5 Load Firmware to Single EPM Module

You can select a single node to load firmware.

NOTE
Flashing an EPM is restricted if its Status is OK.

To change the state in Control Builder, inactivate all the UIOs present under the EPM.

To load firmware to a single node:

1. Select a node by clicking the appropriate check box.

2. Right-click on the selected row and click Firmware Version.
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I Honeywell

[ Address index .- Name Type Personality Status Y App
101177 " uoe_1r uoe uoc oK EXPS20 1-2 EXF
101174 n UOC_TISEC uoc uoc BHUP EXPSZ
101.1.73 7] voc_ T3 uoc uoc [+ EXPS20.1-21 EXP520.1-21.0
1011401124 12 Uh0-2_12 W _2 uio_2 oK
10LLTr:1:2 2 w0 2 (L) [114] oK 13026.0

M 10T 1 U1 o wio oK 130260 150.1.21.70
101173001 1 Net Configured EPM EPM IDLE 15112474
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10011191 194 9 Net Configured DO_ME DO_2MB Mot_Config
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Status:

3. The Select Firmware Version window of the selected node appears.
Select a firmware version and click Show Personality.

4 Hode Types

Selected Node Type : EPM

EPM
Select Famvamare Version Sclect Personality
140122.0 EFM
140.1.22.50 EFMRECOVERY

4. Select a personality under Select Personality and click Select.
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Sedect Firmware Version

4 Mode Types

= Selected Node Type : EPM
Select Fammware Version Sciect Personality
MDD T
14012250 EPMRECOVERY

Click Load Firmware on the Home screen.
The selected node is added to the Nodes List.
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NOTE

The pointer near the download status symbol shows the Firmware version and Personality of the
selected node. The same information is displayed in the Status bar.

7.6 Load Firmware to UIO

You can select either a single node or multiple nodes to load firmware provided the modules are in an
applicable state.

NOTE
Flashing UIO is restricted if the UIO Status is OK.

To change its state in Control Builder, inactivate the UIO.

To load firmware:
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1. Select the node(s) to load firmware by selecting the appropriate check box(es). The selected node
(s) are highlighted. You can select multiple nodes of the same product type (for example UIO),
running with different personalities and click Load Firmware. In this case, the nodes will be flashed
with the latest version of their respective personalities.

2. Click Load Firmware. The progress is displayed on the progress bar.

3. Aload symbol appears beside the Application Version column based on the firmware being
downloaded.

]
4. After the firmware is loaded, the load symbol changes to a green colored tick mark " . Ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

1.7 Load Firmware for Single Node for UIO

To load firmware to a single node:

1. Selecta node.

2. Right-click on the selected row and click Firmware Version. The Select Firmware Version window
of the selected node appears.

@Sl B O
x Q Q>
[ Address Index  Name Type Personality Status Boot/ y pplicati
] 10.1.18.59 59 Not Configured uoc uoc 0K EXP505.1-31.0 EXP505.1-31.0hm2
[ 10.1.16.75 76 Not Configured uoc uoc NODB EXP505.1-31.10 EXP505.1-31.10
[ 10.11853:3 3 uio uio uio OK 130.1.16.0 140.1.22.90
[ 10.11853:4 4 uio uio uio OK 130.1.16.0 140.1.22.90
[ 10.1.16.53:8 8 EPM EPM EPM oK 140.1.22.90 140.1.22.90
[ 1011853:8:1 1 uio uio uio OK 130.1.16.0 140.1.22.90
[T 10.1.16.53:8:2 2 uio uio uic oK 1301160 140.1.22.90
[ 10.1.1855:1 1 uio uio uio OK 130.1.16.0 140.1.22.90
[ 10.11855:2 2 uio uio uio OK 130.1.16.0 140.1.22.90
[ 10.1.16.57:5 5 EPM EPM EPM oK 140.1.22.90 140.1.22.90
10.1.16.57: 5: 1 — — uio uio 0K 130.2.6.0 140.1.22.90
[ 10.1.16.57:5:2 Zz [U[s) uio uic oK 130.26.0 140.1.22.90
[ 10.1.1851:1 1 EPM EPM EPM OK 140.1.22.90 140.1.22.90
[ 10.11851:1:1 1 uio uio uio OK 130.1.16.0 140.1.22.90
N 1n11RE1-1-2 2 o o Hin (al’s 1A0 1160 140.1.22.90
Status:

10:40:39.401.AM For NodelP:10.1.16.53 : 8 Selected Firmware Version: 140.1.22.0,Personality: EPM

Please click Load Firmware to continue10:41:25.788.AM Refresh Started Irmwa i i
10:41:28.131.AM Refresh Completed L= B

3. Selectan appropriate firmware version and click Show Personality.
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Sedect Finmware
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4. Selecta personality under Select Personality and click Select.

Sedect Finmwane Y

d Mode Types
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Sl Firmware Version Select Perscnality
130260 [ Ao
1401220
140.1.22:90

5. Click Load Firmware .
The selected node is added to the Nodes List.
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NOTE
The pointer near the download status symbol shows the Firmware version and

Personality of the selected node. The same information is displayed in the Status bar.

7.8 Diagnostic Capture for ControlEdge Unit Operations
Controller

Use the Diagnostic Capture feature to upload diagnostic information files such as log files from a node.

NOTE

The Diagnostic Capture feature does not support EPM and UIO modules.

To capture the diagnostic data:
1. Select one or multiple nodes from the Nodes List to capture diagnostic data.

2. Click Diagnostics Capture. The caption of the button changes to Cancel.
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3. The upload symbol - appears beside the Application version column for the node(s) for which
the diagnostic data is being uploaded. The data gets saved to the location defined earlier on the
Settings page.
NOTE

The progress bar displays the progress and the text box displays the events during the
Diagnostic capture.

4. After the data is uploaded successfully, @ is displayed.

5. To cancel the operation, click the Cancel button.
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6. In case of a single node, you cannot cancel the operation as itis already in progress.

In case you have selected multiple nodes to capture diagnostic information and click Cancel, the
operation is canceled only after the operation is completed on the current node. The diagnostic

capture operation for the remaining nodes is canceled and a canceled symbol appears

next to Application column for those nodes. If diagnostic capture fails, Failed symbol o is

displayed. The diagnostics capture operation is sequential. is displayed for the nodes on
which the operation has not yet started.

ControlEdge PLC to ControlEdge UOC Conversion

ControlEdge UOC and PLC are distinct controllers that can be deployed using a common family of HW.
For information on ControlEdge HW components see ControlEdge 900 Platform Hardware Planning
and Installation Guide_ HWDOC-X430.pdf.

The ControlEdge Control Processor Module (CPM) is the central component which communicates on its
uplink ports with the Experion PKS system and on its downlink ports with I/O and devices. The UOC’s
hardware and model number are identical to that of the ControlEdge PLC but its firmware is different.
The CPM is always shipped from the factory preloaded with PLC firmware. To use a CPMin an
Experion PKS system, it must first be converted into a UOC CPM by loading firmware over a network
connection.

Network connectivity is established by using an Ethernet port and IP address that conform to the PLC’s
communication methodology. The handling of Ethernet ports and IP addresses in a ControlEdge PLC is
different from that of Experion. As a result, the PLC to be converted must be placed in a system where it
can communicate without needing to be a member of an FTE community.

There are two possible ways of doing this,

« Use a Bench system with a ControlEdge power supply and rack that can hosta CPM.

« Use an Experion PKS system with a ControlEdge power supply and rack or rack slot that can hosta
CPM and is not being used for on-process control.
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ATTENTION:
« Once the PLC is converted into a UOC, it should not be reconnected to a PLC system as
it requires Experion PKS infrastructure to operate.

« The PLC’s ControlEdge Builder is not used to perform PLC-to-UOC conversion.
Manually attempting to load UOC firmware to a PLC-CPM with the PLC’s Control Edge
Builder may resultin controller firmware corruption.

« UOC-to-PLC conversion is currently not supported. Manually attempting to load PLC
firmware to a UOC-CPM may result in controller firmware corruption.

« Do notinstall the PLC’s ControlEdge Builder software on either an Experion node type
or a Bench laptop or PC that has Firmware Manager installed. These applications have
similar controller communication infrastructure that are not designed to co-exist resulting
in Firmware Manager to module communication breakage.

At a high level, follow these steps to complete the conversion using either a Bench System or an
Experion PKS System.

1. [Bench System Only] When not using an Experion PKS system, Install the Bench System software
for UOC conversion using the Experion PKS Installation media.

N

[Common]Setup the Conversion System laptop/PC and the PLC-CPM.

i

[Common]Perform PLC to UOC conversion.

Bench System Software Installation

Setup Conversion System PC and PLC-CPM
» Perform PLC to UOC Conversion

« PLC to UOC Conversion Troubleshooting

Bench System Software Installation

ATTENTION:

o This section only applies to laptops/PCs that are not an Experion PKS node
type.

o The first Firmware Manager installation on the Bench System laptop/PC must
be done using an Experion PKS media set as described in this section to also
install the UOC firmware files on the PC. Subsequent Firmware Manager
updates may be done using an installation downloaded from the HPS website.
Recommended to check for the latest Firmware Manager software from the
honeywellprocess.com website and install if applicable

o A Bench System may have target UOC-CPM firmware that is older than
currently used in an Experion PKS system that has been updated since it was
installed from the Experion PKS Installation media. As a consequence, UOC-
CPM firmware update may be required following conversion using a Bench
System.

o The minimum Firmware Manager version that supports PLC-to-UOC
conversionis R110.4

To install Firmware Manager software on a Bench System laptop/PC:
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10.
11.

12.
13.

Insert the installation DVD 1 and launch setup.exe to launch the installation wizard.
Right-click on setup.exe and select Run as administrator.

Select Product Install Only and click Next.

The Honeywell Experion PKS Dialog Manager window appears.

Click Next.

Select Install Clean and click Next.

If pop-up appears saying Migration not selected, then click Yes.

The License and agreement window appears.

Select Accept the License... and click Next.

Select the Optional Features and click Next.

Type the company name and click Next.

In the Features and Options window, select UOC Bench systems and click Next.
Type the default security password for the install users and click Next.

The Summary page appears.

Verify the information provided and click Install.

Reboot the machine after the installation is completed.

Go to honeywellprocess.com website and check for the latest Firmware Manager software and
install if applicable. It is recommended to install the latest version.
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7.9.2

Setup Conversion System PC and PLC-CPM

NOTE

Both a Bench System Laptop/PC and an Experion PKS node can be employed in a
Conversion System to convert PLCs to CPMs. This common section refers to both as the
Conversion PC and when necessary makes specific references to either Bench System
laptop/PC or Experion PKS System PC.

Procure a ControlEdge controller rack with power supply. Either a redundant or non-redundant rack
may be used. For information on ControlEdge power supplies or rack types, see ControlEdge 900
Platform Hardware Planning and Installation Guide_ HWDOC-X430.pdf.

The PLC-CPM must have factory default settings. Refer to ControlEdge PLC Interface Reference
EPDOC-X467-ento set PLC-CPM factory default settings. If the CPM has not been received directly
from the factory and has previously been used as a PLC-CPM, the Firmware Manager will not be
able to connect. In that case, ControlEdge (PLC) Builder must first be used to reset to factory
defaults.

Repeat the following steps for each PLC-CPM to be converted.

1. Setthe CPM Mode switch to Stop to ensure that the PLC will accept firmware load.

2. Before inserting the CPM into the rack, set the desired FTE device index at its rotary switches.
Until a PLC-CPM is converted into a UOC-CPM, the device index is not used. Once the
conversion is complete, the UOC-CPM acquires a new IP address from the network’s BOOTP
server based on its device index.

NOTE
This is applicable only for Experion, not the bench system.

3. Ensure thatthe CPM is properly aligned with the slot guides, insert the new CPM in the rack,
and secure itin place with the captive screws at top and bottom of the module. Failure to
adequately secure the CPM may result in the inability to communicate with the CPM.

When the PLC-CPM is reset to factory defaults, as delivered when shipped from the factory, its
ETH2 interface has a fixed 255.255.255.0 subnet mask and an IP Address of either 192.168.1.50
for a primary or non-redundant PLC or 192.168.1.51 for a secondary PLC.

To prevent an addressing conflict, only one primary/non-redundant PLC-CPM and/or only one
secondary PLC-CPM may be connected at a time since the ETH2 port of each PLC-CPM
communicates through the same IP address.
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NOTE

When you are going for Experion system, ensure that the above IP addresses are not used
(not occupied). The communication connection between the PLC and the Conversion PC
cannot be established if any of the IP addresses are occupied.

For the Bench System PC:

« Configure the Ethernet adaptor (used to communicate with the PLC-CPM) to have an IP
Address of 192.168.1.XX and subnet mask 255.255.255.0. The IP address must not be one of
the PLC factory reset addresses, 192.168.1.50 or 192.168.1.51.

« Connectthe Ethernet adaptor (used to communicate with the PLC-CPM) to the ETH2 adapter
socket of the CPM. It may be connected directly or through a switch.

192.168.1.50

255.255.255.0 255.255.255.0

] 192.168.1.X%

Eth1 Eth2 i

Ps

enarnaasnannnad

Siet 1 of Redundant Controller Rack
or 1/4/812 10 Slot Rack

—

Laptop or PC with Bench
Firmware Manager Installation

I Eaemal DvD Dive I

DVD Drive for SW Installation

192.168.1.51 / 192.168.1.0 |

255.255,285.0 255,255 255.0
i : Ethi Eth2

i PLC

i CPM PS

; —

H

Slot 2 of Redundant Controller Rack

Laptop or PC with Bench
Firmmware Manager Installation

Bl DD Drve

DVD Drive for SW Installation

Figure 7.5 PLC-to-UOC conversion Bench System

For the Experion PKS System PC:

o Connectthe PLC-CPM’s ETH2 adaptor socket to the Yellow FTE cable. The PLC-CPM’s ETH1
adaptor must not be connected to the FTE network until the CPM has been converted as its

properties will be incompatible with the FTE network and could cause disruption of

communications.
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192.168.1.XX | 255.255.255.0 Subnet
Added

Server
\‘ Operator Station(s)

!

FTE
(switches not shown)

" 192.168.1.50 / .. 192.168.1.51/
2552552550 25525525510
- pe
Ethi Eth i ! Eth1 Eth2
PLC i PLC
PS CPM | CPM P3
i

Slot 1 of Redundant Controller Rack

or 1/4/8/12 10 Slot Rack Slot 2 of Redundant Controller Rack

Figure 7.6 PLC-to-UOC conversion Experion PKS System

« Ifthe FTE Mux Adapter does not already allow communication to and from the PLC’s factory
reset IP address and subnet mask, add a 192.168.1.XX IP Address and 255.255.255.0 subnet
mask to the FTE Mux Adapter. The IP address must not be one of the PLC factory reset
addresses, 192.168.1.50 or 192.168.1.51.

7.9.3 Perform PLC to UOC Conversion

NOTE

Both a Bench System Laptop/PC and an Experion PKS node can be employed in a
Conversion System to convert PLCs to CPMs. This common section refers to both as the
Conversion PC and when necessary makes specific references to either Bench System
laptop/PC or Experion PKS System PC.

To converta PLC to a UOC .
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1. Launch Firmware Manager. Browse to "C:\Program Files

(x86)\Honeywell\FirmwareManager\Honeywell. CMT.CommonMaintenanceTool.exe" Or Click
Start > Honeywell Tools > Firmware Manager.

NOTE
Firmware Manager can only be started under Administrative privileges.
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2. Click Add Node (+).
The Add Nodes window appears.
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3. On the left pane, select the Type as PLC, (Parentis not applicable). Enter the address
192.168.1.50 (or 192.168.1.51 when in Slot 2 of redundant controller rack) in the Address field.

Enter the 4th octet of the IP Address in the Index field.

4. Click Validate. The validated results are displayed on the right pane. Refer to the PLC-to-UOC
Conversion Troubleshooting section if validation fails.

5. Click Add to add the node. The PLC you added appears in the Nodes List on the Home
screen.
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6. Click Load Firmware on the Home screen to start the conversion process.
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7. The progress is displayed in the Progress bar. The conversion process requires loading both
the UOC Recovery and UOC Application mages, with a reboot of the module after each load is
complete. The complete process takes about 30 minutes. Refer to the PLC-to-UOC Conversion
Troubleshooting section if there is an error loading firmware.

Status:
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8. After the firmware is flashed, the Nodes List on the Home screen is updated to display the
Status as Connection Error for the PLC module because the UOC-CPM is no longer
communicating at the PLC-CPM'’s factory reset IP Address. The UOC-CPM starts up running its
UOC Application image and it reaches a pointin startup processing where it waits for IP
address assignment from an Experion PKS BOOTP server.
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a. When using a Bench System for conversion, no BOOTP server is present. The UOC-
CPM acquires no IP address and is unable to communicate. Its status LED blinks red
once per second. After the firmware is flashed, the Nodes List on the Home screen is
updated to display the Status as Connection Error for the PLC module.

b. When using an Experion PKS System for conversion, a UOC at the configured FTE IP
address shows up within the Firmware Manager’s node list. When viewing the module
itself, note that after the UOC has completed its boot up process its status LED transitions
to the green blinking (if primary) or orange blinking (if secondary) state.
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9. To properly connect the UOC-CPM to FTE following conversion from PLC-CPM:

« Remove the Yellow FTE or Bench System cable from ETH2.
« Connectthe Yellow FTE cable toETH1.
« Connectthe Green FTE cable to ETH2.
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7.9.4 PLC to UOC Conversion Troubleshooting

Unable to Validate PLC-CPM (when Adding to Firmware Manager)

1. Firmware Manager on the Conversion System PC cannot communicate to PLC-CPM at
192.168.1.50 / 255.255.255.0.

a. Confirm that the Conversion PC is properly configured to communicate with the PLC.
The built-in firewall of the PLC prevents it from responding to ping. Power off the rack
with the PLC-CPM to be converted. Configure a test PC or laptop with static IP Address
192.168.1.50 and subnet mask 255.255.255.0 to match the PLC-CPM. Disconnect the
Ethernet cable from the PLC-CPM ETH2 and connect to the test PC. From the
Conversion PC, open a command prompt and ping 192.168.1.50 (i.e. the test PC
configured the same as the PLC). If successful, the Conversion PC is properly configured
to communicate with the PLC. Otherwise, refer to Setup Conversion System PC and
PLC-CPM section to review how to configure the Conversion PC.

b. Ensure thatthe PLC’s ControlEdge Builder software is not installed on the Conversion
PC as this is not designed to coexist with the Firmware Manager software.

2. APLC in slot2 of a redundant controller rack takes the secondary redundancy role (when the
PLC is in factory reset). When adding the PLC to the Firmware Manager, use the default ETH2
secondary IP address of 192.168.1.51 (instead of the default ETH2 non-redundant/primary IP
address, 192.168.1.50).

3. The Conversion PC must be connected to the PLC’s ETH2 port which has a static IP address.
Do not connect with the PLC’s ETH1 port as this port expects dynamic IP address assignment.

4. The PLC was configured with a non-default password. The PLC must be in factory reset for the
Firmware Manager to use the default password to connect with the PLC. To confirm the
password was changed, open the lodfile (see below) and search for “Open Session Failed
Exception: R101Driver_Connect_Password_incorrect”. The ControlEdge (PLC) Builder must
first be used to reset the PLC back to factory defaults before attempting PLC-to-UOC
conversion.

Validation Hesults

rvalid Mode |Padresses:
192.168.1.50 [Invalid IFAddress]

Wo Valid Nodes to add
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5. Failure to adequately secure the CPM in the rack may result in the inability to communicate

with the CPM because the CPM hardware may falsely detect removal under power and not
complete system startup following the last restart. Secure the PLC in place with the captive
screws at top and bottom of the module.

Uninstall the PLC’s ControlEdge Builder software when installed on the same Conversion PC
that has Firmware Manager installed. These applications have similar controller
communication infrastructure that are not designed to co-exist resulting in Firmware Manager
to module communication breakage.

Firmware Manager Fails to Load Firmware to the PLC

1.

The Conversion PC does not have the UOC firmware installed for Firmware Manager to load to
the PLC as part of the conversion process.

a. Ifthe Conversion PC is an Experion PKS System PC, it must be installed with Experion
PKS R505.1 or later.

b. Ifthe Conversion PC is a Bench System laptop PC, the Firmware Manager must first be
installed from an Experion PKS Installation media set to install the UOC firmware files on
the PC.

The Firmware Manager only supports PLC-to-UOC conversion starting with R140.1 or later
PLC firmware as the firmware loading protocol differs with earlier PLC firmware. If the PLC has
R120.1 or earlier firmware, the ControlEdge (PLC) Builder must first be used to update the
PLC to R140.1 or later firmware before attempting the conversion. Note that PLCs shipped
from the factory have R140.1 or later firmware at the time R505.1 was released (i.e. the
inaugural release of the UOC).

The PLC-CPM rejects firmware update when the Mode switch is in the Run position. Change
the PLC’s Mode switch to Stop and retry the conversion.

Manual Firmware Update

In the event the UOC application firmware is manually loaded to the PLC (e.g. from the PLC
ControlEdge Builder or from Firmware Manager but not following the PLC-to-UOC conversion
procedure), the PLC reboots and no longer communicates at the previous PLC IP Addresses.
Instead the CPM acts like a UOC-CPM and you need to configure a device index, connectto an
Experion system, and use the Firmware Manager to manually load the UOC recovery firmware to
complete the conversion.
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8.1 Load Firmware to CN100

You can select either a single node or multiple nodes in an applicable state to load firmware.

NOTE

CEE must be IDLE and all IOMs must be inactive to perform firmware upgrade, otherwise a
firmware upgrade could cause a loss of control.

To load firmware:

1. Select one or multiple nodes to load firmware by selecting the appropriate check box(es) .
The selected node(s) are highlighted.

You can select multiple nodes of the same product type running with different personalities, and
click Load Firmware. In this case, the nodes will be flashed with the latest version of their
respective personalities.
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2. Click Load Firmware. The load operation begins and its progress is displayed on the progress bar.

Aload symbol L appears beside the Application version column for the node on which firmware
is being loaded.

3. After the firmware is loaded, the load symbol changes to a green colored tick mark o .Ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.
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ATTENTION: After flashing the module with the recovery image, flash the CN100 with the
application image.

A4

operation is performed in a sequential manner. The grey colored load icon
is displayed for the nodes on which the load operation has not yet started.

NOTE
| NOTE: In case you have selected multiple nodes to load firmware, the load
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8.1.1 Load Firmware for Single Node through Node Selection for
CN100

To load firmware to a single node:

1. Selecta node by selecting the appropriate check box.

2. Right-click on the selected row and click Firmware Version.

&
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The Select Firmware Version window of the selected node appears.

3. Selecta firmware version and click Show Personality.

Sedect Firmwars Varsion

# Hiode Ty
py =i Salociod Noda Type: CN100

Safact Firrware Version Select Personality

4. Selecta personality under Select Personality and click Select.

Sedect Firmwars Varsion

# Hiode Ty
py =i Salociod Noda Type: CN100

Safact Firrware Version Select Personality

[ Jm=m

5. Click Load Firmware on the Home screen.
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The selected node is displayed in the list.
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NOTE

The pointer near the download status symbol shows the Firmware version and
Personality of the selected node. The same information is displayed in the Status bar.

8.1.2 Progress Bar for Single Node Selection for CN100

When a single node is selected for loading firmware, the progress is shown with the percentage of the
task completed. Events such as flashing or rebooting that occur are also listed.
SiiiTiiG! 0%

0327 04.890.FM For NodeB-10.1.16.75 Setecied Fimmvans Version: EXPS05.1-11 10 Parsonakty. LG
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NR2T058.2F1. P Load Fumwars 0.1 96 "5 Loadng |

Figure 8.1 Progress bar for single node selection

8.1.3 Progress Bar for Multiple Node Selection for CN100

If you select multiple nodes of the same type, the firmware is loaded in a sequential manner (one node
after the other) and the progress bar and text box show the progress and the status for the node that is
currently being loaded.

ATTENTION: The latest version of the Firmware is displayed after all the nodes are updated.

8.14 Cancel Load Firmware Operation for CN100

Click Cancel to cancel a Load Firmware operation that is in progress.
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Figure 8.2 Cancel Load Firmware

NOTE

In case of a single node, you cannot cancel the load operation as itis already in

progress.

In case you have selected multiple nodes to load firmware and click Cancel, the load
operation is canceled only after the load operation is completed on the current node.
Note that the load operation for the remaining nodes is canceled and a load canceled

symbol appears next to Application column for those nodes.
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Figure 8.3 Canceled Load Firmware

8.2 Load firmware for Series C IOMs connected to CN100

Series C 10 present in the network are auto-detected when Firmware Manager is installed on any of the
Experion nodes.
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8.3 Load Firmware to Series C IOM

You can select either a single node or multiple nodes to load firmware provided the modules are in an
applicable state.

NOTE
Flashing of an 10 module is restricted if the IOM Status is OK.

To change its state in Control Builder, inactivate the IOM.

To load firmware:

1. Selectthe node(s) to load firmware by selecting the appropriate check box(es). The selected node
(s) are highlighted. You can select multiple nodes of the same product type (for example IOM),
running with different personalities and click Load Firmware. In this case, the nodes will be flashed
with the latest version of their respective personalities.

2. Click Load Firmware. The progress is displayed on the progress bar.

3. Aload symbol appears beside the Application Version column based on the firmware being
downloaded.

4. After the firmware is loaded, the load symbol changes to a green colored tick mark ¥ ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

8.4 Diagnostic Capture from CN100 and series C IOMs

Use the Diagnostic Capture feature to upload diagnostic information files such as log files from a node.

To capture the diagnostic data:
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1.

Select one or multiple nodes from the Nodes List to capture diagnostic data.

2. Click Diagnostics Capture. The caption of the button changes to Cancel.
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3. The upload symbol

appears beside the Application version column for the node(s) for which
the diagnostic data is being uploaded. The data gets saved to the location defined earlier on the
Settings page.

NOTE The progress bar displays the progress and the text box displays the events

during the Diagnostic capture.

4. After the data is uploaded

successfully, o is displayed.

5. To cancel the operation, click the Cancel button.
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In case of a single node, you cannot cancel the operation as itis already in progress.

In case you have selected multiple nodes to capture diagnostic information and click Cancel, the
operation is canceled only after the operation is completed on the current node. The diagnostic
capture operation for the remaining nodes is canceled and a canceled symbol appears next to

Application column for those nodes. If diagnostic capture fails, Failed symbol o is displayed.

The diagnostics capture operation is sequential.

operation has not yet started.

is displayed for the nodes on which the
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CHAPTER

9

GETTING STARTED WITH FIRMWARE
MANAGER FOR PCNTO05

PCNTO5 is the next generation C300 controller. It is based on a new hardware design and uses the
Firmware Manager for firmware maintenance and related activities, rather than "CTOOLS" which is
used by previous versions of the C300.

9.1 Load Firmware to PCNT O ... . ... 67
9.1.1 Load Firmware for Single Node through Node Selection for PCNTO5 ......................... 68
9.1.2 Progress Bar for Single Node Selection for PCNTO5 ... .. ... ... i iiiiiiiiiiiia... 68
9.1.3 Progress Bar for Multiple Node Selection for PCNTO5 ... .. .. ... ... iiiiiiiiiiiii... 69
9.1.4 Cancel Load Firmware Operation for PCNTO5 _ ... .. .. .. ... 69

9.2 Load firmware for Series C IOMs connectedto PCNTO5 ... ... ... ... ... ... 69

9.3 Load Firmware to Series C IOM ... i 69

9.4 Diagnostic Capture from PCNTO5 and seriesCIOMs ... ... .. .. ... ... .. ......... 70

9.1 Load Firmware to PCNTO05

You can select either a single node or multiple nodes in an applicable state to load firmware.

NOTE

CEE must be IDLE and all IOMs must be inactive to perform firmware upgrade, otherwise a
firmware upgrade could cause a loss of control.

To load firmware:

1. Selectone or multiple nodes to load firmware by selecting the appropriate check box(es) .
The selected node(s) are highlighted.

2. You can select multiple nodes of the same product type running with different personalities, and
click Load Firmware. In this case, the nodes will be flashed with the latest version of their
respective personalities.

3. Click Load Firmware. The load operation begins and its progress is displayed on the progress

bar.A load symbol - appears beside the Application version column for the node on which
firmware is being loaded.
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>
4. After the firmware is loaded, the load symbol changes to a green colored tick mark i the

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

ATTENTION: After flashing the module with the recovery image, flash the C300 with the
application image.

NOTE
In case you have selected multiple nodes to load firmware, the load operation is

X

performed in a sequential manner. The grey colored load icon
the nodes on which the load operation has not yet started.

is displayed for

9.1.1 Load Firmware for Single Node through Node Selection for
PCNTO05

To load firmware to a single node:

1. Select a node by selecting the appropriate check box.

2. Right-click on the selected row and click Firmware Version.The Select Firmware Version window
of the selected node appears.

3. Selecta firmware version and click Show Personality.
4. Select a personality under Select Personality and click Select.

5. Click Load Firmware on the Home screen
The selected node is displayed in the list.

The pointer near the download status symbol shows the Firmware version and Personality of the
selected node. The same information is displayed in the Status bar.

9.1.2 Progress Bar for Single Node Selection for PCNT05

When a single node is selected for loading firmware, the progress is shown with the percentage of the
task completed. Events such as flashing or rebooting that occur are also listed.
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Progress Bar for Multiple Node Selection for PCNT05

If you select multiple nodes of the same type, the firmware is loaded in a sequential manner (one node
after the other) and the progress bar and text box show the progress and the status for the node that is
currently being loaded.

ATTENTION: The latest version of the Firmware is displayed after all the nodes are updated.

Cancel Load Firmware Operation for PCNT05

Click Cancel to cancel a Load Firmware operation that is in progress.

NOTE

« In case of a single node, you cannot cancel the load operation as itis already in
progress.

« In case you have selected multiple nodes to load firmware and click Cancel, the load
operation is canceled only after the load operation is completed on the current node.
Note that the load operation for the remaining nodes is canceled and a load canceled

symbol appears next to Application column for those nodes.

Load firmware for Series C IOMs connected to PCNT05

Series C 10 present in the network are auto-detected when Firmware Manager is installed on any of the
Experion nodes.

Load Firmware to Series C IOM

You can select either a single node or multiple nodes to load firmware provided the modules are in an
applicable state.

NOTE
Flashing of an IO module is restricted if the IOM Status is OK.

To change its state in Control Builder, inactivate the IOM.

To load firmware:

1. Selectthe node(s) to load firmware by selecting the appropriate check box(es). The selected node
(s) are highlighted. You can select multiple nodes of the same product type (for example IOM),
running with different personalities and click Load Firmware. In this case, the nodes will be flashed
with the latest version of their respective personalities.

2. Click Load Firmware. The progress is displayed on the progress bar.

3. Aload symbol appears beside the Application Version column based on the firmware being
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downloaded.

4. After the firmware is loaded, the load symbol changes to a green colored tick mark . Ifthe

firmware load operation fails, a Failed symbol o appears. The reason for failure is shown in the
status bar below the progress bar or in the FM log file.

Diagnostic Capture from PCNTO05 and series C IOMs

Use the Diagnostic Capture feature to upload diagnostic information files such as log files from a node.
To capture the diagnostic data:

1. Select one or multiple nodes from the Nodes List to capture diagnostic data.

2. Click Diagnostics Capture. The caption of the button changes to Cancel.

3. The upload symbol - appears beside the Application version column for the node(s) for which
the diagnostic data is being uploaded. The data gets saved to the location defined earlier on the
Settings page.

NOTE The progress bar displays the progress and the text box displays the events
during the Diagnostic capture.

4. After the data is uploaded - successfully, s displayed.

5. To cancel the operation, click the Cancel button.

6. In case of a single node, you cannot cancel the operation as itis already in progress.

7. In case you have selected multiple nodes to capture diagnostic information and click Cancel, the
operation is canceled only after the operation is completed on the current node. The diagnostic
capture operation for the remaining nodes is canceled and a canceled symbol appears next to

Application column for those nodes. If diagnostic capture fails, Failed symbol o is displayed.

The diagnostics capture operation is sequential. is displayed for the nodes on which the
operation has not yet started.
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GETTING STARTED WITH FIRMWARE

MANAGER FOR UNIVERSAL EMBEDDED
APPLIANCE

10.1 Getting Started with Firmware Manager for Triconics Communication Module Interface _...... 71
10.1.1 Adding Nodes for TOMI . e e 71
10.1.2 Load Firmware for TCMI .. 72
10.1.3 Load Recovery Image for TCMI e 78
10.1.4 Diagnostic Capture for TCMI e . 78

10.2 Getting Started with Firmware Manager for Enhanced Local Control Network .................. 80
10.2.1 Adding Nodes for ELCN . e e 80
10.2.2 Load Firmware for ELCN . 81
10.2.3 Load Recovery for ELCN e 87
10.2.4 Diagnostic Capture for ELCN . . 87

This chapter explains how to get started with Firmware Manager for TCMI and ELCN modules.

« Getting Started with Firmware Manager for Triconics Communication Module Interface

« Getting Started with Firmware Manager for ELCN

10.1 Getting Started with Firmware Manager for Triconics
Communication Module Interface

« Load Firmware for TCMI

« Load Recovery Image for TCMI

« Diagnostic Capture for TCMI

10.1.1 Adding Nodes for TCMI

The nodes present in the network are auto-detected and the list of nodes in the Home screen is
updated periodically. However, on non-Experion nodes, you must add the nodes manually to the list

using the Add Node tool bar feature. This feature is mainly applicable on platforms where nodes are
not auto-detected.

To add nodes manually:
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1. Click Add Node (+).
The Add Nodes window appears.

2. On the left pane,
Select Type as UEA,
Select Parent as NA (not applicable)
Enter the IP address in the Address field

Enter last octet of the IP address in thelndex field

3. Click Validate. The validated results are displayed on the right pane.
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4. Click Add to add the nodes.

5. Click and repeat steps 2 through 4 to add more nodes.

6. Click the Homepage icon. You can see the new nodes you added in the Nodes List.
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NOTE

The Status bar on the Home screen displays appropriate messages if there are issues in adding
a node.

For more information on Tool bars in Firmware Manager, refer to Tool Bar Controls .

Load Firmware for TCMI

You can select a single node or multiple nodes to load a firmware. The module should be in applicable
state to load a firmware.
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To load firmware perform the following steps:

1. Selecta single node or multiple nodes to load firmware by selecting check box . The selected

nodes are highlighted.

The user can select multiple nodes of the same product type (for example UEA), running with
different personalities and click Load Firmware. In this case, the nodes will be flashed with the
latest version of its respective personality.

ATTENTION: When the UEA board is received from the factory it has only the recovery
image (UEARECOVERY) presentin it. You must flash the TCMI application image
(UEATCMI) next. If the Firmware Manager is executing on an Experion node, use the
Browse option to find the firmware.

ATTENTION: Firmware will be flashed based on the personality which is already running
(UEARECOVERY or UEATCMI) in the UEA. For instance, if a recovery image is flashed by
the Firmware Manager (UEARECOVERY) , the firmware flashing of TCMI nodes fail since

the firmware is already flashed for UEARECOVERY. To further flash the TCMI nodes, you

must reboot the module and select the relevant personality.

2. Click Load Firmware. The progress is displayed on the progress bar and text on the Load
Firmware button changes to Cancel.

+
Aload symbol ~ is displayed besides the Application version column based on the firmware
being downloaded.

3. Once the firmware is loaded, the load symbol changes to a green colored tick mark o . Ifthe

firmware load fails, a Failed symbol o is displayed. The reason for failure can be known from the
status bar below the progress bar or FMlog file.
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NOTE

In case you have selected multiple nodes to load firmware the load operation happens

in a sequential manner. The load icon (grey color)

v

is displayed for the nodes if

the load process has not started.

Load Firmware for a Node using Browse Option for TCMI

To load firmware to a node using browse option, perform the following steps:

1. Selecta node.

2. Right-click on the selected row and click Firmware Version.

L Aderses Index  Mams
AT ™
ERETIrEY M
LR ™
AT =)

Mol Gomtgared uEs  uEsTDH Bar

oh R

Trpe  Pemomalsy State BoctiRecovery Azplizaon

Hol Eostgured UDA  UEATW o X 4 1301-110

W b [117% UERRECOERY AW UEA_1BLEH & < il

s Ve

Wl Eomtguned URA URATCHE e 4130111 B L RUTRT

The Select Firmware Version window of the selected node appears.

3. Click Browse button to locate the TCMI node that you wish to load firmware.

Sedect Firmwane Yersion

a4 Node Types
WEA

Selected Hode Type : UEA

S — =0

4. Once the firmware file is located, click Select.
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Sedect Firmwane Wersion

Nizde T
: UE‘:FH Selecled Mode Type : UEA

5. Click Load Firmware .

Selected node is loaded into the list.
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Once the firmware is loaded, the following screen appears.
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Load Firmware for Single Node through Node Selection for TCMI

To load firmware to a single node, perform the following steps:
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1. Select a node by clicking the appropriate check box.

2. Right-click on the selected row and click Firmware Version.
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The Select Firmware Version window of the selected node appears.

3. Selecta firmware version and click Show Personality.

Sedect Firmwarne §

d Moo Types .
LEA Selecled Mode Type : UEA
Lefact Firmmware Version Salect Personaliby

T
TR 100.1-29.0
TCHA_ 104 1-31.0
UEA_100.1-11.0

4. Selecta personality under Select Personality and click Select.

d Mode Types .
Tk Selected Mode Type :  UEA

Select Firmmware Version Select Personality

TR 100, 1-25.0 | UEATCMI
TCR_100.1-26.0
TCRI_00.1-28.0
TCA_100.1-29.0
TCM_100.1-31.0
UEA_1G34-11.0

5. On the Home screen, click Load Firmware. The selected node is added to the Nodes List.
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NOTE

The pointer near the download status symbol shows the Firmware version and Personality of the
selected node. The same information is displayed in the Status bar.

Progress Bar for Single Node Selection for TCMI

When a single node is selected for loading firmware, the progress is shown with the percentage of the
task completed. Events such as flashing or rebooting that occur are also listed.

L ———— 0%

43070, 300 AM Fr MOOBIP: 10,1 4. 177 Salecisdd Freswars verson: TCMI100.1-20.0, Persosably, UEATCM
Flaase ook Load Firmeare i comtinua0d 400 10.816 AM © Load Firmwara 10 1.4 177 Staring
D401 328 AM . Lead Fimmeaee 10,1 4,177 Leading |

Figure 10.3 Progress bar for single node selection

Progress Bar for Multiple Node Selection for TCMI

If you select multiple nodes, the firmware is loaded in a sequential manner (one node after the other)
and the progress bar and text box show the progress and the status for the node that is currently being
loaded.

ATTENTION: The latest version of the Firmware is displayed after all the nodes are updated.

Cancel Load Firmware Operation for TCMI

To cancel the Load Firmware operation click Cancel.

& @ G
Apdress i Hame Tree  Personainy G BeovFeeoeeny BRI
5 m tonigurd T o uza_1oa w11 avaa
2 oamm ME AACe uth  uzacE B LGA, A L0 L RUIRT
1254 20 1% W Corlgured uts  uzarcw e UEe,_ 12 1 [T
554 B tonigurd URA URArZa o LS, 10 100 araa

Figure 10.4 Cancel Load Firmware
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NOTE
. Ifyou select a single node and choose to abort the load operation, the load operation is

not cancelled since itis already in progress.

« If multiple nodes are selected and the load operation is cancelled, then the node for
which loading is in progress gets completed and loading for rest of the nodes is

cancelled. A load cancelled symbol is displayed near the application column for
such nodes.
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Figure 10.5 Load Firmware failed

10.1.3 Load Recovery Image for TCMI

This section explains about the steps to update load recovery image for UEA.
To update the Recovery Image in UEA TCMI:

1. Right-click the module in Firmware Manager, select the new Recovery Image and flash the
module.
After the recovery image is updated the UEA node will automatically reboot and enter ALIVE state,
indicating successful start of the recovery image.

NOTE
To update an application image in UEA TCMI:

Right-click the module in Firmware Manager, select an intended application image
(UEATCMI) and flash the module with an application image.

In this stage the UEA module is running with an application image.

2. Reboot the module.
UEA Module is running with the TCMI Image.

ATTENTION: When the UEA box has only the UEA recovery image, the UEA box needs to be
flashed with the required Application image (UEATCMI) before upgrading the UEA recovery image.
On a UEA box that runs only the UEA recovery image, trying to update the UEA recovery image to
the later version will resultin a failure.

10.1.4 Diagnostic Capture for TCMI

Diagnostic Capture feature is used to upload diagnostic information files like log files from a node. To
capture the diagnostic data, perform the following steps:
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1. Selecta node or multiple nodes from the list to capture the diagnostic data.

2. Click Diagnostics Capture.
The caption of the button changes to Cancel.
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3. The upload symbol s displayed beside the Application version column for the node for which
the diagnostic data is being uploaded. The data gets saved to the location defined earlier on the
Settings page.

NOTE

The progress bar displays the progress and the text box displays the events of
Diagnostic capture.

&
4. On successful upload ofdata, ™ is displayed.

5. The diagnostic capture operation can be cancelled by clicking the Cancel button.
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6. If you select a single node and choose to abort the operation, the diagnostics capture will not be
cancelled since itis already in progress.

If you select multiple nodes and choose to abort the operation, the node for which diagnostic
capture is in progress gets completed and the diagnostic capture operation for rest of the nodes is
cancelled.

A Cancel symbol is displayed for such nodes.
If diagnostic capture fails, Failed symbol o is displayed.

The diagnostics capture operation is sequential. The upload symbol (grey color) is displayed
for the nodes if the operation has not started.
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10.2 Getting Started with Firmware Manager for Enhanced
Local Control Network

o Load Firmware for ELCN

« Load Recovery Image for ELCN

« Diagnostic Capture for ELCN

10.2.1 Adding Nodes for ELCN

The nodes presentin the network are auto detected and the list of nodes in the home screen is updated
periodically. However, on non-Experion nodes, you must add the nodes manually to the list using the

Add Node tool bar feature. This feature is mainly applicable on platforms where nodes are not auto-
detected.

To add nodes manually:
1. Click Add Node (+).
The Add Nodes window appears.
2. On the left pane

Select Type as UEA
Select Parent as NA (not applicable)
Enter the IP address in the Address field

Enter the last octet of the IP address in the Index field.

3. Click Validate. The validated results are displayed on the right pane.
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4. Click Add to add the nodes.

5. Click to add more nodes.

6. Click Homepage to go to Home page. The new nodes you added appear in the Nodes List.
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NOTE

If there is any issue in adding a node, it will be displayed in the Status bar on the Home screen.

For more information on Tool bars in Firmware Manager, refer to Tool Bar Controls .

10.2.2 Load Firmware for ELCN

You can select a single node or multiple nodes to load a firmware. The module should be in applicable
state to load a firmware.

[ bwdress e Hame Ty Parsonainy s Beofeeowry  Appaion
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To load firmware perform the following steps:

1. Selecta single node or multiple nodes to load firmware by selecting check box
nodes are highlighted.

. The selected

The user can select multiple nodes of the same product type (for example UEA), running with
different personalities and click Load Firmware. In this case, the nodes will be flashed with the
latest version of its respective personality.

ATTENTION: When the UEA board is received from the factory it has only the recovery
image (UEARECOVERY) presentin it. You must flash the ELCN application image
(UEAELCN_BRG or UEAELCN_NODE) next.
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ATTENTION: Firmware will be flashed based on the personality which is already running
(UEARECOVERY or UEAELCN_BRG OR UEAELCN_NODE) in the UEA box. For
instance, ifan ELCN Node firmware is flashed in the UEA box (UEARECOVERY) , the
firmware flashes the latest ELCN Node firmware to the UEA box.

2. Click Load Firmware. The progress is displayed on the progress bar and text on the Load
Firmware button changes to Cancel.

+
Aload symbol T is displayed besides the Application version column based on the firmware
being downloaded.

3. Once the firmware is loaded, the load symbol changes to a green colored tick mark o . Ifthe

firmware load fails, a Failed symbol o is displayed. The reason for failure can be known from the
status bar below the progress bar or FM log file.
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Figure 10.7 Load Firmware Status

NOTE
In case you have selected multiple nodes to load firmware the load operation happens

N

in a sequential manner. The load icon (grey color) is displayed for the nodes if

the load process has not started.

Load Firmware for a Node using Browse Option for ELCN

To load firmware to a node using browse option, perform the following steps:
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Select a node.

Right-click on the selected row and click Firmware Version.
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The Select Firmware Version window of the selected node appears.

Click the Browse button to locate the ELCN node that you wish to load firmware.
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Sedect Firmwan: Yersion

Click Load Firmware .
Selected node is loaded into the list.

Once the firmware is loaded, the following screen appears.
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Load Firmware for Single Node Through Node Selection for ELCN
(UEAELCN_NODE or UEAELCN_BRG)

To load firmware to a single node, perform the following steps:

1. Selecta node.

2. Right-click on the selected row and click Firmware Version.

2
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The Select Firmware Version window of the selected node appears.

3. Selecta firmware version and click Show Personality.

Sedect Firmware Yersion
d Mode Types
4 Selected Hode Type : UEA
Select Firmware Yersion Select Perscnality
ok o |

UEA_100.1-11.0

4. Select a personality under Personality and click Select.
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Sedecd Firmwarne Yersion

Niode T
4 UE;FH Selecled Hode Type: UES

Sedec Firmware Version Sclec Personality

EXP501.1-35.0

UEAELCH_BRG
UEA_1D0.1-11.0

UBAELCH RODE .2

5. Click Load Firmware .

Selected node is loaded into the list.
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NOTE

The pointer near the download status symbol shows the Firmware version and
Personality of the selected node. Same information is displayed in the status bar.

Progress bar for Single Node Selection for ELCN

When a single node is selected for load firmware, the progress is shown on the progress bar with the

completed load percentage. Events such as flashing or rebooting that occur during the load appear as
and when the events occur.

Progress Bar for Multiple Node Selection for ELCN

When multiple nodes are selected for loading firmware, loading occurs in a sequential manner (one

node after the other) and the progress bar and text box show the progress and the status for the current
node thatis being loaded.

ATTENTION: The latest version of the Firmware is displayed if all the nodes are updated.
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Cancel Load Firmware Operation for ELCN

Click Cancel to cancel a Load Firmware operation that is in progress.

@S ds @
QS =
Address Index  Name Type Perscnality Status ¥ A
1 10.1.1.109 109 Not Configured UEA UEAELCN_NODE oK UEA_100.1-11.0 EXP501.1-37.0
O 1011197 197 Not Configured UEA UEAELCN_NODE oK UEA_100.1-11.0 EXP501.1-37.0
1 10.4.1.205 205 Not Configured UEA UEAELCN_BRG oK UEA_100.1-11.0 EXP501.1-37.0
10.1.1.206 206 Not Configured UEA UEAELCN_BRG BKUP UEA_100.1-11.0 EXP501.1-37.0 é
Status: I 30%

11:43:52 616.AM Refresh Completed

11:44:09.028 AM - Load Firmware10.1.1.206:Starting Cancel
11:44:10.046.AM : Load Firmware10.1.1.206:Loading

Figure 10.9 Cancel Load Firmware

NOTE
« In case of a single node, you cannot cancel the load operation as itis already in
progress.
In case you have selected multiple nodes to load firmware and click Cancel, the load
operation is canceled only after the load operation is completed on the current node.
Note that the load operation for the remaining nodes is canceled and a load canceled
symbol appears next to Application column for those nodes.
R dw O
X Qg
Address Index Name Type Personality Status ' A
0 1011108 109 Not Configured UEA UEAELCN_NODE 0K UEA_100.1-11.0 EXP501.1-37.0
1 10.4.1.197 197 Not Configured UEA UEAELCN_NODE oK UEA_100.1-11.0 EXP501.1-37.0
1 10.4.1.205 205 Not Configured UEA UEAELCN_BRG oK UEA_100.1-11.0 EXP501.1-37.0
10.1.1.206 206 Not Configured UEA UEAELCN_BRG BKUP UEA_100.1-11.0 EXP501.1-37.0 o
Status: 100%

11:45:33.165.AM : Load Firmware10.1.1.206:Rebooting

11:48:43.377.AM : Load Firmware10.1.1.206:Completed e
11:48:46.428 AM Refresh Started LELI BEEIE
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10.2.3 Load Recovery for ELCN

To update the Load Recovery Image in UEA ELCN:

1. Right-click the module in Firmware Manager, select the new Recovery Image, and flash the
module.

After the recovery image is updated, the UEA node will automatically reboot and enter the ALIVE
state indicating a successful start of the recovery image.

NOTE
To update an application image in UEA ELCN:

Right-click the module in Firmware Manager, select an intended application image

(either UEAELCN_BRG or UEAELCN_NODE), and flash the module with an application
image.

In this stage, the ELCN module is running with an application image.

2. Reboot the module.

The ELCN Module is running with the ELCN application image (UEAELCN_BRG or UEAELCN_
NODE) image.

ATTENTION: When the UEA box has the UEA recovery image only, the UEA box must be flashed
with the required Application image (UEA_ELCN_BRG or UEA_ELCN_NODE) before upgrading the
UEA recovery image. On a UEA box that runs only the UEA recovery image, trying to update the
UEA recovery image to a later version will resultin a failure.

10.2.4 Diagnostic Capture for ELCN

Use the Diagnostic Capture feature to upload diagnostic information files such as log files from a node.

To capture the diagnostic data:

1. Selectone or multiple nodes from the Nodes List to capture the diagnostic data.
2. Click Diagnostics Capture.
The caption of the button changes to Cancel.
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3. The upload symbol is displayed beside the Application version column for the node for which

the diagnostic data is being uploaded. The data is saved to the location defined earlier in the
Settings page.
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NOTE

The progress bar displays the progress and the text box displays the events during the

Diagnostic capture.

V]
4. After the data is uploaded successfully,

is displayed.

5. To cancel the operation, click the Cancel button.
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6. In case of a single node, you cannot cancel the operation as itis already in progress.

In case you have selected multiple nodes to capture diagnostic information and click Cancel, the
operation is canceled only after the operation is completed on the current node. The diagnostic

capture operation for the remaining nodes is canceled and a canceled symbol

appears

next to Application column for those nodes.

If diagnostic capture fails, the Failed symbol o is displayed.

The diagnostics capture operation is sequential.

is displayed for the nodes on which the

operation has not yet started.
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11.3 Diagnostic Capture for RFIM ... . . 92

11.1 Adding Nodes for RFIM

As the RFIM nodes are not auto-detected, you must add the nodes manually to the list using the Add
Node tool bar feature.

To add the RFIM nodes manually:
1. Click Add Node (+). The Add Nodes window appears.
2. On the left pane
Select Type as UEA
Select Parent as NA (not applicable)

Enter the IP address in the Address field

Enter the last octet of the IP address in the Index field.
3. Click Validate. The validated results are displayed on the right pane.
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4. Click Add to add the nodes.

5. Click and repeat steps 2 through 4 to add more nodes.
6. Click the Homepage icon to go to Home page. The new nodes you added appear in the Nodes
List.
6
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NOTE

If there is any issue in adding a node, it will be displayed in the Status bar on the Home screen.

NOTE

After the firmware is upgraded to RFIM, you cannot revert the module to FIM.

For more information on Tool bars in Firmware Manager, refer to Tool Bar Controls .

11.2 Load Firmware for Single Node through Node Selection
for RFIM

To load firmware to a single node:

1. Select a node by clicking the appropriate check box.
2. Right-click on the selected row and click Firmware Version.
fir
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The Select Firmware Version window of the selected node appears.
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3. Selecta firmware version and click Show Personality.

Sedect Firmwan: Yersion

i Node Types
r‘:l:f Selecled Mode Type : AFIM

Sedect Firmware Wersion Select Perscnality

| ExPs01.1-12.0
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4. Selecta personality under Select Personality and click Select.

NOTE

Multiple firmware can be loaded into RFIM. The sequence is as follows:

1. Select the RFIM-RECOVERY personality and click the Load Firmware button.
2. Then select the RFIM-APP personality and click the Load Firmware button.

Sedect Firmwane Wersion

4 Node Types
R:“::-‘P Selecled Hode Type : AFIM

Select Firmware Wersion Select Perscnality

| EXFS01.2-120

RFIM-APF
EXFE 1-32.0

RFIMRECOVERY .1

5. Click Load Firmware .

The selected node is added to the Nodes List on the Home screen.
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Chapter 11 - Getting Started with Firmware Manager for Remote Fieldbus Interface Module

NOTE
The pointer near the download status symbol shows the Firmware version and the same
information is displayed in the Status bar.

Progress Bar for Single Node Selection for RFIM

When a single node is selected for loading firmware, the progress is shown indicating the percentage of
the task completed. Events such as flashing or rebooting that occur are also listed.
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Figure 11.1 Progress bar for single node selection

Cancel Load Firmware Operation for RFIM

Click Cancel to cancel a Load Firmware operation that s in progress.

(5]

« Addreax Inder  Kame Trpe Pamoaaliy Stakza BoctiRecovery Application
ERETE T T ol Configured AN

Figure 11.2 Cancel Load Firmware

NOTE
« In case of a single node, you cannot cancel the load operation as itis already in
progress.
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Figure 11.3 Load Firmware Failed

Diagnostic Capture for RFIM

Use the Diagnostic Capture feature to upload diagnostic information files such as log files from a node.

To capture the diagnostic data:
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1. Select one or multiple nodes from the Nodes List to capture diagnostic data.
2. Click Diagnostics Capture.

The caption of the button changes to Cancel.

EARTH T T Y ol Configursd () LR [ ERPRL L NP 2L

3. The upload symbol s displayed beside the Application version column for the node for which
the diagnostic data is being uploaded. The data is saved to the location defined earlier on the
Settings page.

NOTE

The Progress bar displays the progress and the text box displays the events during the
Diagnostic capture.

@
4. After the data is uploaded successfully, * is displayed.
5. To cancel the operation, click the Cancel button.
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6. In case of a single node, you cannot cancel the operation as it is already in progress.

In case you have selected multiple nodes to capture diagnostic information and click Cancel, the
operation is canceled only after the operation is completed on the current node. The diagnostic

capture operation for the remaining nodes is canceled and a Canceled symbol appears
next to Application column for those nodes.

If diagnostic capture fails, the Failed symbol o is displayed.

The diagnostics capture operation is sequential. is displayed for the nodes on which the
operation has not yet started.
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Notices

TRADEMARKS

Experion®, PlantScape®, SafeBrowse®, TotalPlant®, and TDC 3000® are registered trademarks
of Honeywell International, Inc.

Experion®, PlantScape®, SafeBrowse®, and TotalPlant® are registered trademarks of Honeywell
International Inc.

Experion®, PlantScape®, and SafeBrowse® are registered trademarks of Honeywell International,
Inc.

Experion® and SafeBrowse® are registered trademarks of Honeywell International, Inc.
Experion® is a registered trademark of Honeywell International, Inc.

PlantCruise™ is a trademark of Honeywell International, Inc.

ControlEdge™ is a trademark of Honeywell International, Inc.

OneWireless™ is a trademark of Honeywell International, Inc.

Matrikon® and MatrikonOPC™ are trademarks of Matrikon International. Matrikon International is a
business unit of Honeywell International, Inc.

Movilizer® is a registered trademark of Movilizer GmbH. Movilizer GmbH is a business unit of
Honeywell International, Inc.
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OTHER TRADEMARKS

Microsoft and SQL Server are either registered trademarks or trademarks of Microsoft Corporation
in the United States and/or other countries.

Other brands or trademarks are trademarks of their respective owners.

Trademarks that appear in this document are used only to the benefit of the trademark owner, with
no intention of trademark infringement.

THIRD-PARTY LICENSES

This product may contain or be derived from materials, including software, of third parties. The third
party materials may be subject to licenses, notices, restrictions and obligations imposed by the
licensor. The licenses, notices, restrictions and obligations, if any, may be found in the materials
accompanying the product, in the documents or files accompanying such third party materials, in a
file named third_party_licenses on the media containing the product.
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DOCUMENTATION FEEDBACK

You can find the most up-to-date documents on the Honeywell Process Solutions Support website
at: http://www.honeywellprocess.com/support

If you have comments about Honeywell Process Solutions documentation, send your feedback to:
hpsdocs@honeywell.com

Use this email address to provide feedback, or to report errors and omissions in the documentation.
For immediate help with a technical problem, contact HPS Technical Support through your local
Customer Contact Center, or by raising a support request on the Honeywell Process Solutions
Support website.

HOw TO REPORT A SECURITY
VULNERABILITY

For the purpose of submission, a security vulnerability is defined as a software defect or weakness
that can be exploited to reduce the operational or security capabilities of the software.

Honeywell investigates all reports of security vulnerabilities affecting Honeywell products and
services.

To report a potential security vulnerability against any Honeywell product, please follow the
instructions at:

https://www.honeywell.com/en-us/product-security.
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SUPPORT

For support, contact your local Honeywell Process Solutions Customer Contact Center (CCC). To
find your local CCC visit the website, hitps:/www.honeywellprocess.com/en-US/contact-
us/customer-support-contacts/Pages/default.aspx.

TRAINING CLASSES

Honeywell holds technical training classes that are taught by process control systems experts. For
more information about these classes, contact your Honeywell representative, or see
http://www.automationcollege.com.

FACTORY INFORMATION

Company name: HONEYWELL System Sensor de Mexico, S. de R.L. de C.V.

97



https://www.honeywellprocess.com/en-US/contact-us/customer-support-contacts/Pages/default.aspx
https://www.honeywellprocess.com/en-US/contact-us/customer-support-contacts/Pages/default.aspx
http://www.automationcollege.com/

Chapter 11 - Getting Started with Firmware Manager for Remote Fieldbus Interface Module

Company address: Avenida Miguel De La Madrid, #8102 Colonia Lote Bravo Ciudad Juarez,
Chihuahua, C.P. 32695, México
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