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Motion MEMS and environmental sensor expansion board
(X-NUCLEO-IKS01A2)
Hardware overview (1/4)

X-NUCLEO-IKS01A2 Hardware description

* The X-NUCLEO-IKS01A2 is a motion MEMS and
environmental sensor evaluation board system.

* It is compatible with the Arduino UNO R3 connector
layout, and is designed around ST’s latest sensors.

Key products on board

MEMS 3D accelerometer (£2/+4/+8/£16 g) + 3D
gyroscope (x125/+245/+500/+1000/+2000 dps)

et o

MEMS 3D magnetometer (x50 gauss) + MEMS 3D @u
accelerometer (+2/+4/+8/+16 g) ] :I"’” E@ i |

[Eeets ol 4

\ -ssn S_I.- MXN :
MEMS pressure sensor, 260-1260 hPa absolute digital P
output barometer [ HTs221 LSM6DSL ST morpho connector**
|:| LPS22HB |:| LSM303AGR|:| Arduino UNO R3 connector
Capacitive digital relative humidity and temperature _
[ ] bIL 24-pin

Socket available for additional MEMS adapters and
other sensors (UV index) Latest info available at www.st.com

X-NUCLEO-IKS01A2

Lys

ie.cugmaniod ** Connector for the STM32 Nucleo Board



Dynamic NFC tag expansion board
Hardware Overview (2/4)

X-NUCLEO-NFC04A1 Hardware Description

« The X-NUCLEO-NFC04A1 dynamic NFC/RFID tag IC
expansion board is based on the ST25DV04K NFC Type
V/RFID tag IC with a dual interface 4 Kbits EEPROM that
also features an FC interface. It can be powered by the pin
of Arduino connector or directly by the received carrier
electromagnetic field.

+ The X-NUCLEO-NFCO04A1 expansion board is compatible
with the Arduino™ UNO R3 connector pin assignment and
can easily be plugged onto any STM32 Nucleo board.
Various expansion boards can also be stacked to evaluate
different devices operating together with the dynamic NFC
tag. The board also features an antenna with a 54 mm |SO

24 .2 diameter, single layer, copper etched on PCB.

Key products on board

Dynamic NFC/RFID tag IC with 4-Kbit, 16-Kbit or 64-Kbit
EEPROM, and Fast Transfer Mode capability

[JsT25DV04K | | Printed Antenna

Latest info available at www.st.com
X-NUCLEO-NFC04A1

Ly,
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NUCLEO-F429Z1 board
Hardware Overview (3/4)

NUCLEO-144 Hardware Description 4 J )

The STM32 Nucleo-144 boards (NUCLEO-F207ZG, NUCLEO- : 5] %!
F303ZE, NUCLEO-F412ZG, NUCLEO-F413ZH, NUCLEO-F429ZI, I “m iA
NUCLEO-F446ZE, NUCLEO-F722ZE, NUCLEOF746ZG, NUCLEO-

F767Z1 and NUCLEO-H743Zl) provide an affordable and flexible
way for users to try out new concepts and build prototypes, by
choosing from the various combinations of performance and power
consumption features provided by the STM32 microcontroller.
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Key Product on board

J

Latest info available at www.st.com
NUCLEO-F429ZI
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STM32L4 Discovery Board for IoT node (B-L475E-I0OT01A)
Hardware Overview (4/4) 3

STM32L4 Discovery Board for 10T node (B-L475E-IOT0O1A)
Hardware Description

The STM32L4 Discovery kit for the 10T node (B-L475E-IOT01A) allows users to
develop applications with direct connection to cloud servers. The STM32L4 Discovery
kit enables a wide diversity of applications by exploiting low-power multilink
communication (BLE, Sub- GHz), multiway sensing (detection, environmental
awareness) and ARM® Cortex®-M4 core-based STM32L4 Series features. Arduino™
Uno V3 and PMOD connectivity provide unlimited expansion capabilities with a large
choice of specialized add-on boards.
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Key Product on board

J

Latest info available at www.st.com
B-L475E-IOTO1A
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FP-CLD-WATSONL1 Software Description

FP-CLD-WATSONL1 is an STM32Cube function pack. It can
connect an loT node based on the STM32L4 Discovery kit I0oT
node (B-L475E-IOT01A) or theNUCLEOF429ZI to IBM Watson
I0T, transmit sensor data and receive commands from remote
applications. This package lets you jump-start end-to-end I0T
development so that you can focus on adding desired functions..

Key features

Complete middleware to build applications based on Wi-
Fi/Ethernet connectivity, inertial and environmental sensors, and
to connect an STM32 Nucleo-144 development board with
STM32F429ZI MCU, or an STM32L4 Discovery kit 10T node (B-
L475E-I0TO1A) to IBM Watson loT Cloud.

Provide software interface to access temperature and humidity
sensor (HTS221), pressure sensor (LPS25HB), motion sensors
(LIS3MDL, LSM303AGR, LSM6DS0, LSM6DSL) and to write
and read the RFID/NFC tag (ST25DV04K)

Integrated mbedTLS and MQTT protocol middleware

Integrated Fast Fourier Transform (FFT) algorithm for vibration
analysis

Sample implementation based on Wi-Fi connectivity available
for STM32L4 Discovery kit 10T node (B-L475E-I0OT01A), based
on Ethernet connectivity available for X-NUCLEO-IKS01A2, and
X-NUCLEO-NFCO04A1, when both connected to a NUCLEO-
F429Z7I

Easy access to IBM Watson loT Cloud services for sensors
data visualization and processing.

Lys
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FP-CLD-WATSON1
Software Overview

Overall Software Architecture

Applications

FP-CLD-WATSON1

Middleware

Hardware
Abstraction

$TM32Cube Hardware Abstraction Layer (HAL)

Hardware

B-L475E-I0TO1A
Discovery kit loT node

development board

Latest SW available at www.st.com
FP-CLD-WATSON1
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Setup & Demo Examples
HW prerequisites (1/2) pmry

+ 1x Motion MEMS and environmental sensor expansion board for STM32 Nucleo (X-NUCLEO-
IKS01A2)
* Note: the vibration analysis application is available only when using the X-NUCLEO-
IKSO01A2 board
+ 1x Dynamic NFC tag expansion board expansion board for STM32 Nucleo (X-NUCLEO-
NFCO4A1) (optional)
« 1x STM32 Nucleo development board (NUCLEO-F429ZI)
* NFC-enabled Android™ device (optional)
« Windows 7 or higher - Laptop/PC

« Ethernet port for connectivity supporting DHCP

* 1 x micro USB cable NUCLEO-F4297ZI

"I Micro USB Cable X-NUCLEO-IKS01A2 X-NUCLEO-NFCO04A1
& o ranted (Optional)



Setup & Application Examples
HW prerequisites for Nucleo and expansion
board with Ethernet connectivity (2/2)

X-NUCLEO-IKS01A2

Sensors

&

NUCLEO-F429ZI

- £ wEF SEk Ep Ty A
- —

ST280%04K-0
MPD fype Y- ISR 1 3853
D MFCAFID 3

Aren : MOEF raranga carfsining | sacoed el
KICF sire: 57 Hpien

Taxtrecasd

Fdi 1hin phin oo AR F icor e

STM32 Nucleo-144 )
Dynamic NFC

CERTIFIED

X-NUCLEO-NFCO04A1

Lys
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Setup & Application Examples (Azure_Sns _DM)
HW prerequisites for B-L475E-IOTO1A gy

1x B-L475E-IOTO1A development board
NFC-enabled Android™ device (optional)
Laptop/PC with Windows 7, 8 or 10

1 x microUSB cable

Wi-Fi Router or access to a Wi-Fi network

MicroUSB Cable

le.ougmantsd



Setup & Demo Examples
SW prerequisites

STSW-LINKO0O09
e ST-LINK/V2-1 USB driver

STSW-LINKOO7:
« ST-LINK/V2-1 firmware upgrade

FP-CLD-WATSON1

« Copy the .zip file content into a folder on your PC. The package will contain source
code example (Keil, IAR, System Workbench) based only on NUCLEO-F429Z|

Serial line terminal (e.g. TeraTerm, https://ttssh2.osdn.jp/ )

* A mobile application for Android/iOS capable to read/write NFC tag (i.e. ST25 NFC
https://play.google.com/store/apps/details?id=com.st.demo)

ougmenhed


https://ttssh2.osdn.jp/
https://play.google.com/store/apps/details?id=com.st.demo

FP-CLD-WATSON1
Wi-Fi, NFC and sensors software for Cloud connectivity

0 www.st.com/stm32ode-fp

‘ , l —l FP-CLD-WATSON1 package structure

, . _htmresc
life.augmented o - Dbocs
WWw.St.com g i Documentation ~ BSP, HAL and drivers
_ 9 . Drivers - o
Select Function Pack: N _ ~ FFT, NDEF, MQTT, Wi-Fi lib.
FP-CLD-WATSON1 Download & unpack - M"fd'e‘”ares * IBM Quickstart sample
. Projects “application

E Release Motes.html

e, o

Visualize sensors data A\Projects\Multi\Applications\MQTT_IBM

—  DIKEIL AR ¢,

Tools by ARM  SYSTEMS
Chrome

Web browser n'f' T — 6

Compile/Flash and
NFC-enabled
m smartphone

A

Run the project
fe . onagrnanhed
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Quickstart mode configuration
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Configure IBM Cloud Configuration Parameters
via serial interface(1/2)

Configure a serial terminal with the following parameters to view log messages and write AP
parameters. Tested with Teraterm version 4.96

« BaudRate : 115200 * Flow Control : none

e Data : 8 hit  NewLine RXAUTO

* Parity : none « NewLine TX : CR+LF
« Stop: 1 bit

e Local echo: Enabled

B-L475E-IOTO1A requires Wi-Fi connectivity, provide Wi-Fi Credentials using terminal. This
step is not needed for Nucleo-F429Z1 based configuration:

=% WIFI connection ===

Puzh the User button ¢Blue> within the next 5 seconds if youw want to update the
WiFi network configuration.

Your WiFi paroine need to be entered to proceed.
Enter S3ID: nono

You have entered nono as the ssid.

Enter Security Mode <@ — Open, 1 — WEP. 2 — WPA. 3 — WPA2»:3

You have entereq » zecurity mode.

Enter password: 12345678

Initiali=zing the WiFi module

Module initialized successfully: Inventek eS-WiFi I5M43362-M3G-L44-5FI C3.5.2.3.
BETA?

Retrieving the WiFi module MAC address: c4:7f:51:B3:8a:16

granted



Configure IBM Cloud Configuration Parameters

via serial interface(1/2)

Configure a serial terminal with the following parameters to view log messages and write AP
parameters. Tested with Teraterm version 4.96

« BaudRate : 115200 * Flow Control : none

e Data : 8 hit * NewLine RX AUTO

* Parity : none « NewLine TX : CR+LF
« Stop: 1 bit

* Local echo: Enabled

Press RESET (Black) button on STM32 Nucleo to trigger initialization phase. Enter the root
CA when firmware asks for it:

* (copy-paste from Projects\Common\Bluemix\comodo_bluemix.pem):

xxx Board personalization =

xxx Ethernet connection =
Initializing LwIP on Ethernet interface

Starting DHCP client to get IP address...
[Paddress = 192_.168.8_.4

Mac address: Je:ild:bd:aa:fc:Ba
Retrieving the IP address.

IPF address: 192.168.8.4

Updating TLS security credentials.

Enter the x58? certificates or keys as per the following format:
BEGIM CERTIFICATE

YMPGnBu6YGB?t +aEMrSP+1gmI gNb1LTU +-¥ j 1i5wuw0Quu f uvn?uJBUcABLNAkecmn L

RYEUQIN?Z-5G? jGr8imksrUuEvmEF - Bibyc +E1 ixUABhmnM3 0T DPhS Lo ?unBrNsu

Lys

Enter your root CA:




Configure IBM Cloud Configuration Parameters

via serial interface(2/2) o

Enter Registration mode.

lfnter Registration Mode ¢1 - Quickstart, 2 — Simplel:

Enter Bluemix Configuration String.

Enter the Bluemix connection string of vyour device: (template: DeviceT vpe=ixxx;
eviceld=xxx>
PeuiceType=deuice_type;Deuiceld=id1

Device will start streaming sensor data to IBM Watson |oT platform service.

fetting the RIC from the network time.

onf iguring the RTC from Date: Wed. 13 Jun 2818 B6:56:21 GHMT

Fft library initialized

Device Client Connected to guickstart.messaging.internetofthings.ibmcloud.com P
latform in QuickStart Mode

ou can see your published data at https: sguickstart_internetofthings.ibmcloud

iz pushed zshortly,. application publishes the senszor values. a

Cthe green Led switches accordingly? and a timestamp

puszh,. application enters in a loop and publishes automatically
every second. Mext double push returns to previous mode

ayluadBuPPEP' {"d"'{"temperature": 3858, “"humidity': 56.18,. "pressure': 270_.9
A, "acc_y'": B, "acc_z=": 99Y7. "Motor_status': "OK',. "FFTMaxFregfimp':
"FFTHaxFreq"' a x>
uhllahlng sensor data

£"dY = {"temperature’: 38.58,. “"humidity': 56.28,. “pressure’': 9Y8.7
: "acc_x - "acc_yp': B, _e'": 248_ ""Motor_status': "OK". "FFTMaxFregAmp'':
767 . "FFTHaxFreq": aB >
uhlishing senzor data
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FP-CLD-WATSON1
Provision of device credentials using NFC (optional)(l/Z)

This feature is only available for NUCLEO-F429ZI based configuration. NFC Usage for device credential
provisioning is optional. And it requires usage of the X-NUCLEO-NFCO04A1 expansion board.

Write Bluemix Configuration parameters to X-NUCLEO-NFC04A1 using a mobile
application. E.g. with ST25 NFC mobile application for Android devices:

T [Sne  owe w e 0w an
Select ihie MDEF record o add

TSNS HAF CCFLE SETEMRE M #3 wEF SSFRE WVESDAFLE  bENEEY EraL i
el kg
e A PADEF bt
T2E000 k-0 ST2E0W04K-J
aTic WFCAFID iag MR fype W - IS0V DD 1 355D .
R Ty W RV T 1 BERE D MFCAFID 3 Eomudlrecasd

Crearse on Crea il MOEF recore
Areal : Ha MOLF cais 2t ankoromT deia
SThlermrierirmricy

lararkasimpr

N ;IR Tuetrecard

ermoay Bn (lyial: - 51 2kyen (=]

e bt : andd we A b £xane mpln W HIEF repasd
it . s Hile?

Ul witaed

Bring B Crout i F soiin
Android ==
phone 5 o

near Crarss o veard BOEF pcore
NFC tag

WiTireca

w
e W Py NS e

ST2E0V04K-J
MRy - ESOIES 5853
Dpvvie MFCAFIG 1

Wrile Mdef el

= STZSOVTSE-S ] = HBEFAchvily B
L] B [-30 A FLE (L=
7

Ibmmicde =g Gevion Type=desice_bype Oeeics]
didt

Arew : MOEF rasaange cantsining | scondjz
HOCF aire: 52 Bpze

Textrecasd

F2i 158 phsin ter A F e s




FP-CLD-WATSON1
Provision of device credentials using NFC (optional) (2/2)

2. Format of configuration string passed in step #5 above:
» ibmmode=q;DeviceType=your_device type;Deviceld=idl

:
9



FP-CLD-WATSON1
Quickstart URL to visualize sensors data

» Paste Quickstart URL in Chrome web browser  Paste the URL in

< the web browser

= (5] Q @ DlLosi g aches an LnnebolUnngcaomcloud,com e g Liseron

1EM Watson IoT Flalloom QUITKITART  SERVICE STATUS  DOCU

o Quickstart

Mo s'&n-L g required 1o sex how sasy il is tacorneck vau- cevize boWatsan loT 2.atfcrm and view [ive sensar dede

dl elalus FFTHz:® syfmp

One set of sensors
data are visualized at
a time, selected from
the list below i.e.
A FFT_max_f

Ewund Caslisgin L Waluw Time Frcuived

Mptrrrennan, e

—
g temperature 0.1 Jun 13, 2028 2:02=17 ™M
statLg hamid Ty FY R Ju= 1!: el TN IR o |
e Ul 37013 Ju 13, 2028 2:00:17 PM
. 1
: i List of sensors
----- aec_z m b — I n r
: Data received
FFTH axFroghanp 245 Ju . 2:00: PM
s FFTI* xFreg 2 Jun 13, 2028 2:02-17 MM
Led state 1 Jun 1!: il TP M |

stens
r slelng Tienezlamy 2013-0%-LITOE:28:3LL Jui 13, 2008 L:EE13 PM
Y/

le.ougmeanhed



Registered mode configuration
Create dashboard in IBM Cloud

=/



FP-CLD-WATSON1: Registered mode
Create Watson loT Platform IBM Cloud

+ “Registered mode” enables to connect your STM32 Nucleo and expansion
boards to IBM Cloud and build scalable IoT applications based IBM Watson
loT platform

- Create a free account at IBM cloud by following instructions at
https://console.bluemix.net/registration/

» Once you have an IBM cloud user account, use your credentials to create
Internet of Things Platform Starter cloud foundry app

Create a Cloud Foundry App

nnnnnnnn Doenain:
FFTSenece o
Choose a region/location to deploy in: Choose an organization: Choose a space:
o = UnzedKingso 521
o Doss
VERSK
elected P
TP
= KforNodes™ — CloucaNeSQLOB
Dataut
ntemat of Thinga P
Lt
| © ©
SDakenadeis wriaz. e
‘ ’I Davslop, deploy, and scala sarvar-cida JavaScrpte appe wieh aase. Tho LBM SDIC for Nodk. ™ provides anhancad parformanca, socuriy, and seniceabily ‘

- Need Hep? Estimana Montmy Cost
ougranted e PRV o cimate



https://console.bluemix.net/registration/
https://console.bluemix.net/catalog/starters/internet-of-things-platform-starter/

FP-CLD-WATSON1: Registered mode
Launch Watson IoT Platform (1/2)

* Click on the xxxx-iotf-service link in your IBM cloud dashboard

#5 1BM Cloud

Dashboard

Cloud Foundry Apps 512 ME/Z GE Usea

Name Route Memory (M8) State
FFTSersor -zh
Cloud Foundry Services 510 Usec
Name - Sarvice O Mering
TSersorchodaniNoSQLOE Cludani NoSQL DB

Lys
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FP-CLD-WATSONL1: Registered mode
Launch Watson IoT Platform (2/2)

* Click on Launch to open IBM Watson IoT platform service

= 7% 1BM Cloud

© FFTSensor-iotf-service 0.01% used | 193 53 Megatyte avaiabie Details

United Kingdom Org: stm(98217 Space: uk
Connecticns

— UU

Let's get started with Watson loT Platform

data frcen the phyzical workd
:

o kT Platiorm 2 ' Expand using slep-ty-siep reciper. A

Lys
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FP-CLD-WATSONI1: Registered mode
Create a device type (1/2)

* Click on Device then Device Types

< C )} & Secure | https://xI3q5Scinternetofthings.ibmcloud.com/dashboard

&

hem.dabral@st.com ¥
QUICKSTART  SERVICE STATUS  DOCUMENTATION  BLOG DRl T
1ID: (xI3g5¢c)

Device Types + Add Device

IBM Watson IoT Platform

vices

of all devices that have been added. It can be filtered, organized, and searched on
Bt started, you can add devices by using the Add Device button, or by using APL

MEMBERS

Eb
]

NAGEMENT
m

Device Type o] ClassID ¥ Date Added Descriptive Location ]

1 result

-F401 STM32 Device Mar b, 2018 11:17 AM

SETTINGS

EXTEN

ougmenhed



FP-CLD-WATSONL1: Registered mode
Create a device type (2/2)

» Select Device as Device Type, enter Device Type name then click on

Browse Diagnose Action |I]e'\rice Types

Add Type Identity Device Information

Device types group devices that have similar characteristics, such as model number,
firmware version, or location. Give the device type a unique name and a description that
identifies characteristics that are shared by devices of this type.

Type I Device or Gataway
Name Enter Name :

The device type name is used to identify the device type
uniguely and uses a restricted set of characters to make it

Select Type

Open in new tab

suitable for API use.

Description

Cancel

Ly,
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FP-CLD-WATSON1: Registered mode
Add a device (1/4)

- Select BroweDevices in left side bar, then add your device by clicking

on Add Device
* Please note that you might have to create a device type first

Descrigtive Locaion & ¥ m



FP-CLD-WATSON1: Registered mode
Add a device (2/4)

 Select Auto-generated authentication token, then click on Next

Ly,

1. cugmanted

Browse Diagnoss Action Device Types
Add Device Identity Device Information Security Summary X
Device Security There are two options for selecting a device authentication token.
Auto-generated authentication Self-provided authentication token

token (default)

Provide your own authentication token for this device.

Allow the service to generate an authentication token for The token must be between 8 and 36 characters and

you. Tokens are 18 characters and contain a mix of
alphnumeric characters and symbols. The token is

contain a mix lowercase and uppercase letters, numbers,
and symbols, which can include hyphens, underscores,
and periods. Do not use repeated characters, dictionary

returned to you at the end of the device registration

process. words, user names, or other predefined sequences.

Authentication Token @

Make a note of the generated token. Lost authentication
tokens cannot be recovered. Tokens are encryped before
being stored.

Authentication token are encrypted before we store them.




FP-CLD-WATSON1: Registered mode

Add a device (3/4)

 Select Device Type, enter your Device ID, then click on Next

Browse Diagnose

Add Device

Identity

ougmenhed

Action Device Types

Identity Device Information Security

Select a device type for the device that you are adding and give the device

a unigue ID.

Select Existing Device
Type

STM32

Device ID

Summary

STM32-Nucleo-F401

Cancel

Next



FP-CLD-WATSON1: Simple Registration mode
Add a device (4/4)

- Take note of device credentials generated for your device

DEVICE DRILLDOWN DeViCe STM32-Nucleo-F401

Device Credentials

Cennaction Information

Recent Events
. L]
- Device Credentials
Dizvice Information You registered your device to the organization. Add these credentials to the device to connect it to the platform.
After the device is connected, you can navigate to view connection and event details.
Ietadata

Extenticn Configuration

Diagnostics Organization ID x13g95¢c
Connection Logs Device Type STM32
Device Actions Device ID STM32-Nucleo-FA401

Authentication Method use-token-auth

Authentication Token K7*KfFCEx&yeXrkbmK

g Authentication tokens are non-recoverable. If you misplace this token, you will need to re-register

the device to generate a new authentication token.

Find out how to add these credentials to your device A

Ly,

1. cugmanted



Provision credentials to STM32 Nucleo

Reboot the STM32 Nucleo board. When requested select Registered
mode. Enter device credentials as shown below

Fnter Registration Mode <1 — Quickstart, 2 — Simplel:
2

auu have selected the Simple regisztration mode.

Enter the Bluemix connection string of vour device: <template: Orgld=xxx;Device 1 1
Type=xxx;Deviceld=xwux:Token=xxx> Devlce I1
Orgld=yuzagl:DeviceType=Ff42?zi;Deviceld=11;Token=hddihddi

Device Credentials

You registered your device to the organization. Add the

After the device is connectad, you can navigats to visw

\ Device Type f&29zi
Simple Registeration Mode = 2 Device ID ;

Authentication Method use-token-auth

Authentication Token hdd1lhddl



FP-CLD-WATSONI1: Registered mode
Provision of device credentials using NFC (optional)(1/2)

This feature is only available for Nucoe-F429Z| based configuration. NFC Usage for

device credential provisioning is optional. And it requires usage of X-NUCLEO-
NFCO04Al expansion board.

 Device credentials can also be written to device via NFC by using a mobile application. E.g. with ST25

NFC aii:

Select the NDEF record to add

AT ] O (e T Y SmATEM i i £ wEF SEk Ep Ty A

Sms record
— — =
Create a SMS NDEF record
Please tap an NFC tag... E_ﬂﬂ_c'fﬂ:r"l;f Hr_ﬁmﬂ"'ﬂ;“‘*’
= hCAMD iag Sype V- SO0 TR E-mail record
y ARG T - R EC 1 BERE Dpvavi e MPCHAFIG g
‘Create an Email NDEF record
Areal : Ma MOLF caia =0 aakrosT cels

Barartarhngr §Thly-rineioray

[LER R

ey gnikyial: - 513 kphn

IU—— I:> I:>

frieeriviepis
Uri record
Bring Create a uri NDEF record
Android ot
hone a o
p 8 Create a veard NDEF record
near
NFC tag

Wifi record

v
* o Create a Wifi handover NDEF record
£

@3 wEE SEPRE BESOAFLD  bEaEEY
—
ST250W04K-0 Write Rl text
MRS fype V- ROV DS 13553 N v
Dpaie MACHAFIG 0

i)
nienrhdd thddl

Aren : MOCF rarasge cantsining | secoedjr)
KDEF i 52 Bptes

Tactreczsd
(=]

Lys
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FP-CLD-WATSON1: Registered mode
Provision of device credentials using NFC (optional) (2/2)

» Format of configuration string passed in step #5 on last slide:
» Orgld=yuzagl;DeviceType=f429zi;Deviceld=il;Token=hdd1hdd1l

Device il

Device Credentials

You registered your device to the organization. Add the
After the device is connected, you can navigate to view

Organization ID yuzagl

Device Type f429zi

Device ID il

authentication Method — use-token-auth

Authentication Token hdd1lhddl

-
9



FP-CLD-WATSONI1: Registered mode
Visualize messages received from STM32 Nucleo

* Browse devices, select your device ID, then click on Recent Events

tab —
IBM Watson IoT Platform QUICKSTART  SERVICE STATUS  DOCUMENTATION  BLOG em.dabral@st.co

1D: (yuzagl)

Browse Action Device Types + Add Device

This table shows a summary of all devices that have besn added. It can be filtered, organized, and searched on
using different criteria. To get started, you can add devices by using the Add Device button, or by using APL

Device ID Device Type ClassID + Date Added I
- ¢ ¢ g v oMy

1 result

[} i f429zi Device Jun 13, 2018 3:45 PM

5|

Identity Device Information Groups Recent Events State Logs x

(o]

;._\"g:g -'\f\f Showing Raw Data | The recent events listed show the live stream of data that is coming and going from this
device.
e
Event Value Format Last Received
status {"d"{"temperatura":31.6,"humidity":47...  json a few seconds ago
status {"d":{"temperature”:31.6,"humidity™:47...  json a few seconds ago
status {"d":{"temperature”:31.6,"humidity™:47...  json a few seconds ago
status {"d"{"temperatura":31.6,"humidity":47...  json a few seconds ago
status {"d":{"temperature”:31.6,"humidity":48...  json a few seconds ago

Lys

& ougmanted



FP-CLD-WATSON1: Registered mode
Create dashboard to visualize data (1/4)

* Click on Boards in left bar, then Create New Board

Your boards Public boards

Your boards

RISK AND SECURITY USAGE OVERVIEW
OVERVIEW

4 Cards 3 Cards

Owned by you Cwned by you




FP-CLD-WATSON1: Registered mode
Create dashboard to visualize data (2/4)

- Name your board, then click on Add New Card

<|_Sensors Data Nucleg

£x Settings




FP-CLD-WATSONI1: Registered mode
Create dashboard to visualize data (3/4)

« Select Card Type, click on your device ID, then click on Connect data set.

-+ Select status as Event; select one among data set available in the
messages received, select type and unit of the data set, then click Next

®

Card source data Create Gauge Card

M32-Nucleo-F40: 0 ect data set
Card preview I@ Connect new data set
New data set o
Card information

I status I

I MNew data set I

I Text I - I I

-
9



FP-CLD-WATSON1: Registered mode
Create dashboard to visualize data (4/4)

 For each data set contained in the messages generated by STM32
Nucleo (Temperature, Humidity, etc.), a different card can be added

< Sensors Data Nucleo ¥

Undo £ Settings

OK Status Motor -
\\\mnnlrr;mwf otor_status
A\ 7,

\\\1111“”{”,‘,
W I/
AS /f,

\!
11\\\\\\

-
-
—
= -
o -
— -
- =
=~
-~

\\\\\nnurm”m}

/
T

&
I

N



Registered mode configuration
Connect device to a NodeRED
application

&7

''''''



FP-CLD-WATSON1: Registered mode
Connect device to Node-RED application

* Node-RED is a flow-based development tool for wiring together
hardware devices, APIs and online services (nodered.org)

* Node-RED is pre-integrated in Watson loT Platform

Node-RED on IBM Bluemix for IBM Watson IoT Platform

Node-RED

Flow-based programming for the Internet of Things

Node-RED is a programming tool for wiring fogether hardware
devices, APIs and online services in new and interesting ways. Go to your Node-RED flow editor

The version running here has been customized for the IBM Watson

0T Fratform. Learn how to customise Node-RED

More information about Node-RED, including documentation, can be
found at nodered org

ougmenhed



FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

- Before connecting your devices to Node-RED, you have to generate
API keys in IBM Watson loT dashboard

2 |
|

8684




FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

« Select Standard Application, then click on Generate Key

Browse IBM Cloud Apps

Generate API Ke—y Information Permissions X

The application will have access for the following roles:

Role |5tandard Application -

-+ Add Another Role

£ | Generate Key |

-
9



FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

* Note down API Key and Authentication token

You’ve just added a new API Key: NodeRED application for NUCLEO Here
are it’s credentials:

Authentication tokens are non-recoverable. If you misplace this token, you will need to re-register the API key to

generate a new authentication token.

Generated Details API Key Information
API Key a-x13g5c-mbbfkl8mob [F Description NodeRED application for NUCLEO
Authentication Token YIYAB@Q3xE*-@k0o1T [ Role Standard Application

Expires Never

Authentication tokens are non-recoverable. If you
A misplace this token, you will need to re-register the
API key to generate a new authentication token.

View API Kay Add Anocther

Ly,

1. cugmanted



FP-CLD-WATSON1: Registered mode
Connect device to Node-RED application

* Go back to your IBM Cloud dashboard and click on your app URL to
open Node-RED flow editor. It is optional to secure it using a
username/password



https://console.bluemix.net/dashboard/apps/

FP-CLD-WATSON1: Registered mode
Connect device to Node-RED application

* In Node-RED flow editor, select Manage Palette from menu option, click on install tab
and install node-red-dashboard in your Node-RED palette

« Select Import to import the flow described in file FFTSensorFlow.json that can be found
inside folder STM32CubeFunctionPack WATSON1_F4 V2.1.1/Utilities/NodeRED

« Copy and paste the content of the JSON file to clipboard




FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

« Configure the Watson IoT platform node using following parameters:
» API key and authentication token
» Device Type
* Device ID

Fiow 1 Flow 3 Edit iIbmiot In node

~ noce properties

+ Authemcasen AP ey .

Gy AT ey a0 v| |

5 Input Type

o Deukce Type

o Enter your device type bere

O et your devicn saimm been

o,
¥ Name

Use the ool Type property 10 configure this node %o rezenve Events
senl by 10T Cevices, Commands senl 10 10T Devices. Slalus Messapes
refeming o loT Deyices, of Slalus Messanss referrng lo T
Applesions

Check the 100 tab, 10 gat more Informaton ot each of the Dekls

ougmeanted



FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

Edit ibmiot in node

Delete Cancel

v node properties

Edit ibmiot in node = Edit ibmict node

* Authentication API Key v
Delete Cancel Update
G AP| Key STM32 Nucleo A 4 \

£ Input Type Device Event v f .
W Name STM32 Nucleg| ‘
«f Device Type o Allor | STM32 ) )
& Device Id o Allor | STM32-Nucleo-F401 i AP| Key a-x13g5c-mbbfk18mob
= Event @ Allor |+
& AP Token R
I Format o Allor | json
® Qos 0o v W Server-Namg | x13q5c.messaging.internetofthings.ibmcloud.com
¥ Name i
% Scalable ] % Application ID
Use the Input Type property to configure this node to receive Events
sent by loT Devices, Commands sent to loT Devices, Status Messages
referring to loT Devices, or Status Messages referring to loT (o) KE‘ED Alive &0 Seconds i# Use Clean Session

Applications
Check the info tab, to get more information about each of the fields

Ly,
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FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

* In order to visualize the sensor data received from STM32 Nucleo In
Node-RED dashboard:

 Click on the Deploy button on top-right of the Node-RED application page
 Click launch icon in dashboard tab

1. click on the Deploy buttdh .,‘
guaps: 2- Click on the Launchiconto .

open application web page




FP-CLD-WATSONI1: Registered mode
Connect device to Node-RED application

- Aweb based dashboard will appear. Sensor data from STM32
Nucleo is visualized in real time

Acc.X AccY Acc.Z Max Freq Y
[ Accx D Acx Daez =
1.000
. . W
980
~~~~~~~~~~~~~~~~~~~~~~~ - oo [ LIVAA N 1Y
e V
950
1 0 i
2:33:1 18 pm 318 pm 12:34:18 pm 122318 pm 2 12:3%:18
Temperat Pressure Humidity
29.1 ‘ 972.87 48.1
-0 wnits 40 20 wmiits 1260 ] % 100
Max Frequency Amplitude
(]
9885
223
9T

wr
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Application scenario
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Condition Monitoring Sensor to Cloud
Pre-Integrated Application Packages

FP-CLD-WATSON1 - Condition monitoring data Wi-Fi to Cloud

1BM Watson loT Platform

& Temp

- Vibration data pushed to IBM cloud over WIFI.
Demo kit mounted on top of Motor/Pump/Fan P E—
P P Condition levels for motor: “OK, Warning, Failure”

« Condition monitoring and preventive maintenance
 Vibration monitoring of motors, fans and pumps

* [dentification of load unbalance and misalignment
m * Alarming of equipment failures

le.ougmeanhed



http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32-ode-function-pack-sw/fp-cld-watson1.html?solution=HW-CLD-WATSON1

Typical Use Case of Monitoring Industrial Motor

Functionality

Vibration _ﬁ
Capture L ——

Mechanical vibration

D

Gear Mesh .
Output shaft (or Gearbox) Connectivity Connectivity

» Displacement ] Looseness
* Speed ——

» Acceleration

» Acoustic noise
» Angular speed

+ Torque
A
1. G
> f

t

—

Processing

Secure @
Connections J

|12 cugrmenhed



Quick Start Guide Contents

FP-CLD-WATSON1: STM32Cube function pack for IoT node with Wi-Fi,
NFC and sensors for vibration analysis, connected to IBM Watson loT
cloud

Setup & Demo Examples
Documents & Related Resources

STM32 Open Development Environment: Overview

N
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STM32 Open Development Environment
Fast, affordable Prototyping and Development

* The STM32 Open Development Environment (ODE) consists of a set of stackable boards
and a modular open SW environment designed around the STM32 microcontroller family.

STM32 Nucleo
expansion boards
(X-NUCLEO)

STM32Cube
development software

@V¥®» sSTM32 Open
' " Development
. Environment
STM32 Nucleo
development boards

STM32Cube
expansion software
(X-CUBE)

Function Packs
(FP)

www.st.com/stm32ode

Lys
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STM32 Nucleo
Development Boards (NUCLEOQO)

« A comprehensive range of affordable development boards for all the STM32
microcontroller series, with unlimited unified expansion capabilities and integrated
debugger/programmer functionality.

Power supply
through USB or
external source

STM32 microcontroller

YHHLY

Integrated debugging
and programming
ST-LINK probe

Complete product range

from ultra-low power to high-performance

ST morpho extension header

Arduino™ UNO R3 extension headers

Lys
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STM32 Nucleo
Expansion Boards (X-NUCLEO)

- Boards with additional functionality that can be plugged directly on top of the STM32
Nucleo development board directly or stacked on another expansion board.

Move/Actuate

~

loEEERERRRREERE
: @

Environmental sensors

Example of STM32 expansion board (X-NUCLEO-IKS01A1)

DIL24 support for
\ new devices
Lys

e cugmanied WWW.St.com/x-nucleo



STM32 Open Development Environment

« STM32Cube software (CUBE) - A set
of free tools and embedded software bricks
to enable fast and easy development on
the STM32, including a Hardware
Abstraction Layer and middleware bricks.

« STM32Cube expansion software

(X-CUBE) - Expansion software provided
free for use with the STM32 Nucleo
expansion board and fully compatible with
the STM32Cube software framework. It
provides abstracted access to expansion
board functionality through high-level APIs
and sample applications.

Software components

Tools & IDEs

IAR BEWARM, Keil MDK-ARM, GCC+ased IDEs
(e.g. Ac6 System Workbench for STM3?2)

_— Application examples
Sample applications (e.g. based on ST OpenSofwareX)

Upper level middleware

(e.g. ST OpenSoftwareX)

STM32Cube expansion middleware
STM32Cube Hardware Abstraction Layer (HAL)

STM32Cube

middleware

STM32 Nucleo expansion boards (X-NUCLEQ)

STM32 Nucleo developer boards

* Compatibility with multiple Development Environments - The STM32 Open Development
Environment is compatible with a number of IDEs including IAR EWARM, Keil MDK, and GCC-based
environments. Users can choose from three IDEs from leading vendors, which are free of charge and
deployed in close cooperation with ST. These include Eclipse-based IDEs such as Ac6 System

Workbench for STM32 and the MDK-ARM environment.

‘Y’ OPEN LICENSE MODELS: STM32Cube software and sample applications are covered by a www.st.com/stm32cube

mix of fully open source BSD license and ST licenses with very permissive terms.

le.ougmantsd
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STM32 Open Development Environment

Building block approach

Accelerometer, gyroscope

Inertial modules, magnetometer

COLLECT

Sense

Pressure, temperature, humidity

Proximity, microphone

Bluetooth LE, Sub-GHz radio \ - TRANSMIT
NFC, Wi-Fi, GNSS .\ onnect

Audio amplifier

Touch controller Translate ACCESS
Operation Amplifier
Stepper motor driver ' 4 Move / CREATE
DC & BLDC motor driver \
Industrial input / output Actuate
POWER
Energy management & battery
General-purpose microcontrollers PROCESS

Process

Secure microcontrollers

Software

Lys
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