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Release Notes

Before you install or upgrade AmpCon-Campus, read this topic to get a quick overview of what is added, changed, improved, or deprecated
in each release.

AmpCon-Campus 2.2.0

New Features

The following features are added to AmpCon-Campus 2.2.0:

* Supports designing MLAG campus fabrics for small or mid-size campus networks and designing IP Clos campus fabrics for large-scale
campus networks. For more information, see Designing Campus Fabircs.

« Supports receiving immediate alarm notifications through emails when issues arise. For more information, see Alarm Notifications.

« Supports automatically identifying terminal devices connected to each managed switch and manually adding terminal devices. For
more information, see Wired Clients.

Improvements

The following improvements are added to AmpCon-Campus 2.2.0:

» The supported switch list is updated with more supported switch models. For more information, see Supported Switches for 2.2.0.

« When you click a switch in a topology, the Client Info tab is displayed, where you can see metrics of terminal devices connected to the
switch. For more information, see Client Info.

« The following telemetry metrics are added to the “Telemetry Dashboard” page. For more information, see Global Telemetry Data.

o CPU usage

(@]

Memory usage
o Fan

In Bits Rate

(@]

(@)

Out Bits Rate

Out Pkts Rate

(@]

o In Pkts Rate

» The following telemetry metrics are added to the detail page of each managed switch. For more information, see Telemetry Data of a
Switch.

o Added Version (means PicOS version) in the Device Information tab
o Added In Bits Rate, Out Bits Rate, Out Pkts Rate, In Pkts Rate, Usage, and Fan in the Switch Overview tab

o Added In Bandwidth Utilization, Out Bandwidth Utilization, Out Bits Rate, In Bits Rate, Out Pkts Rate, and In Pkts Rate in the
Port Overview tab

o Added a Device Overview tab with Redundant Power Supply Unit (RPSUs) and fans related metrics
o Added an ARP tab with ARP-related metrics

o Added a MAC tab with MAC-related metrics

o Added an OSPF tab with OSPF-related metrics

o Added a BGP tab with BGP-related metrics

o Added an IP Route tab with IP Route related metrics

« The following resource usage related alarms are supported. For more information, see Resource Usage Alarms.

o The CPU usage is over 85%

o The memory usage is over 85%
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o The input bandwidth usage is over 85%
o The output bandwidth usage is over 85%
o The switch is offline

o The switch is powered down

o The proportion of the fan's Pulse Width Modulation (PWM) to the total width is over 85%

New Changes

« The recommended PicOS version for supported switches is PicOS 4.6.0E or later.

« Importing the AmpCon-Campus license is no longer required during initial Ul login. You can log in to the AmpCon-Campus Ul first and
then import the license. For more information, see Importing AmpCon-Campus Licenses.

Overview

AmpCon-Campus Management Platform is a powerful management platform for PicOS® campus switches, offering automated Zero Touch
Provisioning (ZTP), real-time telemetry monitoring, topology auto-discovery, and automated lifecycle management. In addition, AmpCon-
Campus supports designing and managing MLAG fabrics and IP Clos fabrics and monitoring terminal devices.

With an intuitive web-based Ul, AmpCon-Campus automates routine workflows, eliminating costly downtime and time-consuming manual
tasks. By using AmpCon-Campus, you can efficiently deploy, orchestrate, and manage campus networks at scale.

Deployed as a software appliance on a virtual machine (VM) or Docker, AmpCon-Campus operates seamlessly in campus networks.

How AmpCon-Campus Can Help

AmpCon-Campus is highly scalable and includes only the features that you truly need. You can use it to build small, medium, and large
campus networks.

« Simplify physical network design

By using AmpCon-Campus, you can design MLAG campus fabrics for small or mid-size campus networks and design IP Clos campus fabrics
for large-scale campus networks.

AmpCon-Campus helps you eliminate the complex campus networking configurations during the fabric design and management process.
* Enhance terminal device management

AmpCon-Campus supports automatically identifying terminal devices connected to each managed switch and manually adding terminal
devices.

By using this feature, you can accurately and securely identify terminal devices in your network and thus facilitate refined management of
terminal devices.

- Automate switch configurations and provide unified switch management
AmpCon-Campus helps you to configure, monitor, and manage switches in campus networks.

By using AmpCon-Campus, you can maintain the High-Performance Network (HPN) architecture more efficiently, prevent and eliminate
issues, and thus increase the resource utilization rate and decrease the operation costs.

* Improve the efficiency of switch deployment by using ZTP
AmpCon-Campus supports using ZTP to automatically deploy switches in campus networks.
* Provide telemetry for real-time network monitoring

AmpCon-Campus supports telemetry to capture rich information about real-time network telemetry information, application workload
usage, and system configurations.

* Provide automatic discovery of topology for visual switch management

AmpCon-Campus supports automatic discovery of topology to provide the network view of switches in all locations. You can simplify the
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network management by checking switch stats and port-level running status.
« Automate daily operation tasks by using Ansible playbooks

AmpCon-Campus supports using Ansible playbooks to automate daily network operations and decrease the operation cost.
* Deliver multiple deployment solutions

AmpCon-Campus provides multiple deployment solutions, including Docker, KVM, VMware, and Nutanix AHV.
« Support deploying, configuring, and managing remote switches at scale

AmpCon-Campus makes it easy to deploy, configure, and manage a large number of remote switches. You can use AmpCon-Campus to
deploy, configure, or manage switches at scale.

Key Features

AmpCon-Campus provides a powerful feature set, which simplifies the deployment, configuration, and management of switches.

Zero Touch Provisioning

Zero Touch Provisioning (ZTP) is a technology for automated deployment and configuration of network devices. When large numbers of
switches need to be deployed or upgraded, you can use ZTP to reduce labor costs and improve deployment efficiency. ZTP can help you to
implement fast, accurate, and reliable switch deployments.

In scenarios like the construction or expansion of campus networks, a large number of switches are required. If these switches are
configured manually, improper configurations might lead to errors, and it's difficult to troubleshoot issues.

AmpCon-Campus provides ZTP, which improves the efficiency of switch deployment, daily maintenance, and fault handling, while reducing
labor costs.

After you plug in the switch, the DHCP server automatically provides the switch with an IP address and the address of a provision script that
is obtained from AmpCon-Campus server. The switch automatically runs the script to register with the AmpCon-Campus server, install PicOS
(for white-box switches only), configure the switch based on system configurations and switch configurations, and install a valid license on
the switch.

By using AmpCon-Campus, no experienced network personnel are required at the remote site; anyone who can put the switch in the right
place and plug it in will do.

After switches are deployed through ZTP, they can be automatically added to sites and managed by AmpCon-Campus.

In traditional solutions, such tasks are manually performed by network administrators. The AmpCon-Campus ZTP solution, however, frees
administrators from these tasks, allowing them to focus on the orchestration of core overlay services.

Full-Stack Network Design

AmpCon-Campus supports two standards-based campus fabric architectures, MLAG fabrics and IP Clos fabrics. These two fabric types cover
the networking requirements of small, medium-sized, and large-scale campus fabrics.

By using AmpCon-Campus, you can deploy an MLAG campus fabric on a two-layer network with the collapsed core and access layers, or you
can deploy an IP Clos campus fabric on a campus-wide network that involves multiple buildings with separate distribution and core layers.

AmpCon-Campus automatically pushes networking configurations to switches in batches, eliminating manual CLI work and cutting
deployment time from weeks to hours.

AmpCon-Campus provides comprehensive lifecycle management of switches and supports managing and redesigning fabrics to meet
changing requirements of campus networks.

Switch Lifecycle Management

AmpCon-Campus simplifies the management of switches, including configuration management, switch inventory, software updates, and
more.

AmpCon-Campus includes native configuration management capabilities, which you can use to push an update to a single switch or to an
entire group of switches. By using AmpCon-Campus, you don't need to edit and push switch configurations one by one. In this way, the
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likelihood of errors can be reduced, the switch configuration process can be simplified, and you don't need to deal with the added expense
or headache of a third-party tool.

In practice, the configuration management feature can greatly simplify the job of updating switches to deal with a new class of devices, such
as security devices to protect Internet of Things (IoT) sensors. Your network administrators can detail how the network needs to treat the
security devices (such as putting them on your own VLAN), and detail where traffic from devices is allowed to go. By adding only one
configuration in the AmpCon-Campus Ul, you can push the update to appropriate switches.

AmpCon-Campus greatly simplifies the job of detailing network access level and priority each class of devices need to get and pushing the
update to all relevant switches.

Once the desired configurations are set and the network is stable, you might want to make sure that accidental changes don’t disrupt
operations. When you make a configuration change such as adding devices or a VLAN, it is important to back up your configuration.

AmpCon-Campus makes configuration backup easy by automating and scheduling configuration backup on a specified date and time and
saving the last N backups as you need. You can use the backup configuration to recover quickly from a crash or corruption of a switch. In
addition, you can mark a specific backup instance as the Golden Config. The Golden Config will never be deleted and is used by default as
the configuration to roll back a switch to a stable configuration when the switch operation is compromised. You can also use the Golden
Config as the basis to run an automated compliance check to verify whether the network is operating as designed.

AmpCon-Campus also supports switch inventory features. Though third-party tools also support this capability, these tools add expense to
your company. In addition, such tools typically run on a Windows Server Enterprise Edition machine, which also adds additional server
licensing costs. In contrast, AmpCon-Campus can be deployed in minutes on a virtual machine.

AmpCon-Campus provides detailed inventory of all switches, including switch hardware details, software versions, configurations, and more.

AmpCon-Campus automates the process of checking and updating switch licenses with the latest support entitlements. A License Audit task
checks whether a group of specified switches has valid licenses and creates a report of the license status including the support expiration
date and other details.

The License Action task automatically updates the license keys on all switches whose support is due to expire in the next 30 days and logs
the result to a report, which you can examine or download.

AmpCon-Campus incorporates a unique workflow to enable return merchandise authorization (RMA) replacements. When hardware of a
switch fails and is replaced with new switch hardware, the RMA feature takes the configurations from the failed switch hardware, updates
the serial number of the new switch, and pushes the configurations to the new switch to bring it up seamlessly in the network.

The nature of PicOS itself makes it simpler to manage switches compared to other legacy network operating system (NOS) of switches or
routers. Because PicOS is Linux-based and compartmentalized, you can update or change one component or aspect without affecting other
components. For example, if you're pushing a security patch, it affects only the security component of the NOS; you don't need to replace
the entire software or firmware image.

Role-Based Access Control (RBAC)
AmpCon-Campus adopts role-based access control, which is used to permit individual users to perform specific actions and get

visibility to an access scope. You can assign each user a specific role with associated permissions.

In addition, you can authenticate user logins through a TACACS+ server, which also determines their access permissions based on
their roles. If the TACACS+ server can’t be reached from AmpCon-Campus, you can log in to the AmpCon-Campus Ul with local
users that are defined in AmpCon-Campus.

Parking lot
You can use parking lot to manage switches that have been shown in the network and registered with the AmpCon-Campus server

but haven’t been configured by the administrator.

Setting up a group of switches

To perform switch lifecycle operations more conveniently, you can organize switches in groups by region, location, building, and more.

Importing switches
For those switches that were not originally deployed through AmpCon-Campus, you can import them directly to AmpCon-Campus

to manage them.

Decommission workflow

To shut a switch down temporarily and then redeploy it in another location, you can decommission the switch in the AmpCon-Campus
Ul.
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« Operational logs

You can use operational logs to track all activities and troubleshoot issues by drilling down and analyzing issues.

« Monitoring

You can get an overview of all switches or drill down to a switch to check its status and metrics such as port stats.

Automatic Discovery of Topology

AmpCon-Campus supports automatic discovery of topology for automated identification and visualization of the network structure. It
provides a map view to display all the locations. You can use the map view to pull up any location and drill down into an individual switch,
right to the port level, to check port stats and overall health of the switch. In this way, network management and maintenance can be
simplified.

AmpCon-Campus supports automatic discovery of neighboring information to generate a topology map after switches are added. You can
manually plan the topology and customize the network structure layout according to actual needs.
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AmpCon-Campus dynamically shows the current network status, which reflects changes such as device online status and link faults in real
time. By clicking a device or a link, you can see detailed stats information.

B Cnline ﬂr‘@.

[ — Up — Down Mixed

@
S

O]
B
&
o ad
G FH03 0
PICOS PICOS
62A544ABC508 S2AS44ABCS0S
l;.d s  te1/13 be-1/1/1
s te11N1 be-1/1/2

By selecting a timeline, you can see the network topology and device link status at different time. You can analyze the historical topology to
trace problems.
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When you click a switch in a topology, you can view real-time or historical information about the switch, switch ports, and terminal devices
connected to the switch.
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Telemetry Monitoring

AmpCon-Campus uses the telemetry technology to automatically collect real-time or historical metric data from managed switches. In
addition, AmpCon-Campus analyzes the telemetry data to predict equipment failures and performance anomalies and then trigger
immediate alarms.

AmpCon-Campus collects real-time data from various network devices, including routing neighbors, switch utilization, and port stats. The
data can help network administrators gain insights for quick decisions and network adjustments. You can view the telemetry data of all
managed switches on the “Telemetry Dashboard” page.
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AmpCon-Campus uses telemetry to track performance metrics of each managed switch in real time, such as port traffic, bandwidth
utilization, and packet loss rate. With telemetry information, you can identify bottlenecks, optimize configurations, and ensure efficient

resource usage on a switch.

You can view the telemetry data of a specific switch on the detail page of the switch.
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AmpCon-Campus uses real-time telemetry data to predict equipment failures and performance anomalies, issuing immediate alerts. The

operation team can take corrective actions before issues are escalated. The downtime risk can be reduced, and the continuity and reliability
of your campus networks can be improved.
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Lask Time Switch 5N Type Pessage Count Oiperation
J0E503-24 10:10:55 10,8018 awitch 108,018 have po leense yet 1
2025-03-24 10:11:01 1:8.0.18 impart switch ip 10.8:0.18 success |
20250334 101 1:04 10.8.0,10 saatch 10.8.0.10 have no license vet 1
2025-03-24 11111 10.8,0,10 import switch ip 10,80, 10 success 1
2050324 16:11:14 10.8.0.26 switch 10L8.0.24 have no license pel 1
A025-03-24 1061123 10.8.0.24 impart switch ip 10,8.0.26 success 1
20250324 10x11:33 10.8.0.4 switch 10.8.0.4 hawe no license yot 1
2025-03-24 10:11:40 10.8.06 f import switch ip 10806 sunbcess |
20025%-03-24 10:1.3,33 10.8.0,14 switch 1080014 have no license yet 1
A05-03-34 101340 10.8.0.14 import switch ip 108014 swecess |
1-10 0f 38 Herm i : : ¥ 10/ page

If you can't access the AmpCon-Campus Ul to view alarms but need immediate alerts when issues arise, use the alarm notification feature to
receive real-time email notifications. In this way, you can promptly find problems and prevent incident escalation.

Flexible Ansible Extensions

Ansible is an open-source tool to automate configuration management, application deployment, and task automation. Ansible uses simple,
declarative language written in YAML, which is called playbooks, to automate your tasks. You declare the desired state of a local or remote
system in your playbook. Ansible ensures that the system remains in that state. For more information about Ansible, see Getting started
with Ansible and Using Ansible playbooks.

AmpCon-Campus integrates with Ansible to automate and simplify network management, such as configuring interfaces, VLANs, and
security settings.

By using Ansible to automate network management, you can reduce errors, save time, and ensure consistency across your network. Then,
you can focus on more strategic tasks.

AmpCon-Campus provides commonly used features that your network teams need for day-to-day operations. You can also use AmpCon-
Campus to add capabilities that you might require by writing Ansible playbooks.

If a network management task follows a certain routine regularly, build an Ansible playbook to automate the task.
AmpCon-Campus offers a series of Ansible playbooks, which are templates for automating the following routines:

« Compliance and consistency checks, to ensure switches stay in compliance with industry regulations that require a certain
configuration to maintain proper security and privacy

« Connectivity checks for PicOS Software Switches

* Network operation and remediation routines such as dynamic policy enforcement
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If the pre-built Ansible playbooks can't meet your needs, you can customize an automation workflow by writing a playbook on AmpCon-
Campus or importing a local playbook to AmpCon-Campus.

AmpCon-Campus supports the following schedule types of playbook run:

Ansible Playbook

Cimiate |

= = oEal
T playtookcymil

* Run Now: Executes the task immediately upon creation

* One Time: Executes the task within the selected time range after creation

+ Scheduled: Executes the task periodically after creation
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An Ansible job is a single execution of an Ansible playbook. AmpCon-Campus displays the list of Ansible jobs, the list of switches with Ansible
jobs, the execution results, and the output of these jobs.
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In addition to running Ansible playbooks on managed switches, AmpCon-Campus supports running Ansible playbooks on the Linux servers
that you added.

Terminal Device Management

In the AmpCon-Campus Ul, you can easily monitor third-party devices and track their status. By using this feature, you can view terminal
devices connecting to each managed switch in your network and thus facilitate refined management of terminal devices.

AmpCon-Campus supports automatically identifying terminal devices. But if a terminal device is removed or always offline, you might not
see the terminal device in the AmpCon-Campus Ul. To monitor the status of the terminal device, you can manually add it to AmpCon-
Campus.

When you click a switch in a topology, you can see the real-time or historical information about the terminal devices connected to this switch
in the topology.
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Architecture

AmpCon-Campus is built on Ubuntu Linux and incorporates a web GUI and a MySQL database with Python codes built on top of an Ansible
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engine. Switches and AmpCon-Campus communicate with the SSH protocol. AmpCon-Campus gets switch stats through gNMI.

Zero Touch Provisioning (ZTP) Workflow

Figure 1. ZTP Workflow of White-Box Switches

AmpCon-Campus
Server

DHCP Server PicOS® Switch

DHCP Discover
DHCP Offer
DHCP request
DHCP Ack with options =4 TFTP request to get the
' shell script E
[ — ————— —_—
TFTP response with

the shell script

[ -

Execute the shell script to
complete the ZTP deployment
including downloading a PicOS

image, installing PicOS and its
license, registering with the

AmpCon-Campus server,

updating switch configurations,
and rebooting the switch

After a switch is powered on, the switch sends DHCP Discover to get an IP address, and the DHCP server provides the switch with an IP
address.

The switch sends a request to the DHCP server, and the DHCP server sends a response including the HTTP server address.

The switch sends an HTTP request to the HTTP server to get the shell script, and the HTTP server sends an HTTP response with the shell
script.

The switch executes the shell script to complete the ZTP deployment, including downloading a PicOS image, installing PicOS and its
license, registering with the AmpCon-Campus server, updating switch configurations, and rebooting the switch.

Figure 2. ZTP Workflow of Integrated Hardware and Software Switches
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shell script .
e TFTP response with "

the shell script

Execute the shell script to
complete the ZTP deployment
including registering with the
AmpCon-Campus server,
updating configurations,
installing a PicOS license, and
rebooting

After a switch is powered on, the switch sends DHCP Discover to get an IP address, and the DHCP server provides the switch with an IP
address.

The switch sends a DHCP request to the DHCP server, and the DHCP server sends a DHCP response including the TFTP server address.

The switch sends a TFTP request to the TFTP server to get the shell script, and the TFTP server sends a TFTP response with the shell
script.

The switch executes the shell script to complete the ZTP deployment, including registering with the AmpCon-Campus server, installing a
PicOS license on the switch, updating switch configurations, and rebooting the switch.

Switch Configuration Workflow

The AmpCon-Campus server includes a component called Configuration Manager, which is used to create a standard configuration to

configure switches. All configurations are tied to specific switches by the switch serial number (or Service Tag) and are stored in the
AmpCon-Campus database.

After you use the AmpCon-Campus Ul to push configurations to switches, each switch then downloads its appropriate configurations.
At the same time, the switch accesses another AmpCon-Campus server component, License Manager, which accesses the customer’s
account on the License Portal to generate a license key and install the license on the switch.

The switch runs a shell script to automatically apply and validate the new configurations, update its status in the AmpCon-Campus
database, and join the network. From your perspective, all these switch configurations happen with the touch of a button in the
AmpCon-Campus Ul. You can use the AmpCon-Campus Ul to deploy dozens or hundreds of switches to far-flung sites while your
network team stays at home and monitors the process centrally.

Getting Started

Welcome to the AmpCon-Campus management platform. AmpCon-Campus helps you deploy and manage your network more efficiently
and gives you deep visibility into your network.
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Read “how to” guides to learn how to use AmpCon-Campus with your network landscape, and then start your AmpCon-Campus tour based
on the quick start flow.

Managing Switch Lifecycle
Deploy, configure, and manage switches in one click with AmpCon-Campus.

 Step 1: Importing or Deploying Switches

« Step 2: Configuring Switches

 Step 3: Managing Switch Lifecycle

Step 1: Importing or Deploying Switches
To manage switches with AmpCon-Campus, you need to deploy switches or import switches first.

* For switches that are deployed but not deployed with AmpCon-Campus, you need to import these switches to AmpCon-Campus via IP
Discovery. The importing process can be easily done through the AmpCon-Campus Ul.

Import switch and build VPN connection

IP 1 1.210.168
System Config * Global
Site # default

After you import switches, you can use AmpCon-Campus to configure and monitor these switches and manage the lifecycle of these
switches.

* For switches that are not deployed, you can deploy these switches with AmpCon-Campus via Zero Touch Provisioning (ZTP). AmpCon-
Campus simplifies the switch deployment process.

For white-box switches, the deployment procedure is as follows:

Copyright © 2025 FS.COM All Rights Reserved Page 14 of 71


https://pica8-fs.atlassian.net/wiki/spaces/ampconcampus22/pages/394559955/Managing+Switch+Lifecycle#Step-1%3A-Importing-or-Deploying-Switches
https://pica8-fs.atlassian.net/wiki/spaces/ampconcampus22/pages/394559955/Managing+Switch+Lifecycle#Step-2%3A-Configuring-Switches
https://pica8-fs.atlassian.net/wiki/spaces/ampconcampus22/pages/394559955/Managing+Switch+Lifecycle#Step-3%3A-Managing-Switch-Lifecycle
https://pica8-fs.atlassian.net/wiki/spaces/ampconcampus22/pages/394821832

Add System
Configurations

Provision New
Switches with

LTP

Learn more about detailed deployment steps here.
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Add
Configuration

Templates

Add Global
Configurations

Add Switch

Stage Switches

Configurations

For integrated hardware and software switches, the deployment procedure is as follows:

Add System
Configurations

Add Switch
Configurations

||

Stage Switches

Learn more about detailed deployment steps here.

Step 2: Configuring Switches

Optional:

: Configuring
Uploading - Switch Models

Images

Ennf;ﬂ:?atinn - Add Global
. Configurations
Templates

Provision New

Switches with

LTP

« AmpCon-Campus includes native switch configuration management capabilities, which you can use to push configurations to a single

or multiple switches.
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Generate Config

Select Site Template test-demao

* After the desired configurations are pushed to switches and the network is stable, you might want to make sure that accidental
changes don't disrupt operations. You can back up and restore configurations for disaster recovery.

Ciperation

Soapshat  Sef Golden Condig | Rollbeck Config | Delete  Tag Managemeand

Smapabat 5ot Golden Confiy AollieckConfig  Delete  Tag Management

—

120t 2iems | 1 |

* You can compare configurations for troubleshooting or auditing.

« Compare running configurations with initial configurations on the same switch

« Compare running configurations or backup configurations on one switch or on different switches
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&N Belprt Select Confip | Running Canhg 5N Selert Confg | Running Canfig

i class-of-service {

]

10 )
1l interface {

Step 3: Managing Switch Lifecycle

I class-of-service |

d

1 flrseall | 1 Flrewall {
Flltes cajp | Fi]lLer cogp
descript fom: = description: =
] input { ! inpist {
T Interfacs =1nbound-cemtral -plans” T Interfage = nbegind-conkral «plans"
0 1 [ ]
1 ! f !

1 }

11 lwterface §

17 _hq_a__{l 17 ecrp |
i3 mas-path: 4
14 hash-mapping | 1 hash-mapping |
1 faeld { 14 Field [
[ 11 ingreii- inberbace | 1 ingresi- intertace -I
it dizable: true 1 dizable: true
i ] 14 |
L} vlan [ 1 wlam |
i disshle: trye 1 disable; true
1 } &b 1
e ip-protocol { ! ip-protocol [
J disahie! true 2 disshle; true
2 ] i
ip-sowrce | b ip-source |
Hi dizable: False L dizable: false
1 } ]
] e destinatien | ip-dastination |
iy ] disnble: False disabler false
| ] E ]
Il port-source | B part-source |
| disnble: False ¥ disable: falae
] 13 ]
14 porT - SEs Tinat bon | F port-destination [
E dizable: False digable: false
| 1
1 1
3l symactric: folse

i symeetric: folse

» By using AmpCon-Campus, you can upgrade PicOS on a single switch or on multiple switches at scale.

O 55860-Pic05-4.5.0E-3b574830da.bin 55860 4.50E 3b574830da 2025-03-2805:05:27 2025-03-28 05:05:27 1d5
Pic05-4,5.0E-3b574830da-fs-x86.bin xB6 4.50E 3b574830da 2025-03-2805:05:27 2025-03-28 05:05:27
53410 _plcos-4.4.5.10-ea2a73d4 1c.bin 53410 44510 ealai3dd1c 2025-03-2805:05:27 2025-03-28 05:05:27
PicO5-4.5.1E-6ec07153d8-fs-x86h.bin xB6 4.5.1E 6ec07153d8 2025-03-28 05:05:27 2025-03-28 05:05:27
53270-PicO5-4.6.0E-095e7 ab4fa.bin s3270 4.6.0E 096e7abdfa 2025-03-28 05:05:27 2025-03-28 05:05:27 Delete Upload Md5
1-10 of 10items 10/ page
Switch
& Upgrade ¢ Pushimage resh
Host Name IP Address - Switch SN Version/Revision Platform License Expire License Status Y Upgrade Status Operation
D1 0.22 G1AZBLIQOOTSC 4.6,0E-EC1/a1bb7814fd 55840 2030-12-11 00:00:00 Active Upgrade Pushim
D2 026 G1AZBLIODDSBA 4.6,0E-EC1/a1bb7814fd 55860 2030-12-11 00:00:00 Active Lipgrade sh
PICOS 0.6 DO3EC2D10180 4.60E/b73255c441 XB6
PICOS 0.14 62A544ABC182 4.6.0E/e216c12b14 xB6
PICOS 218 H2A544A8C181 4.60E/e216c12b14 x86
PICOS 0.10 £2A544A8C183 4.6,0E/b73255c441 %86
PICOS 0.34 62A54488C184 4.60E/b73255c441 x84
(=11t i AQARAAARMIAR A& NEMTsIEE~441 vRA

« AmpCon-Campus supports Returning Merchandise Authorization (RMA), which means replacing a switch with another switch of the

same switch model.

When the hardware of a switch fails and is replaced with a new switch, you can RMA to take the configurations from the failed

switch, install or upgrade PicOS, update the serial number of the new switch, and push the configurations to the new switch to
seamlessly manage it with AmpCon-Campus.

* You can decommission (DECOM) a deployed switch to revoke the PicOS license and configurations from the switch. The
decommissioned switch will not be managed by AmpCon-Campus.

* You can remove a deployed or imported switch from AmpCon-Campus. The switch will be removed from the AmpCon-Campus
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database and thus not be displayed in the AmpCon-Campus Ul.

* You can connect to a switch from the AmpCon-Campus Ul by creating an SSH session.

CLI Configuration

Host * 1 W51.4 User Name * admin Password * sase

Port * Session * S8H Mew Tab (_:l m

Viewing Network Landscape

Explore powerful dashboards in AmpCon-Campus to have deep visibility into your network and devices.

Switch View Page: Getting an Overview of All Switches

The “Switch View” page gives you an overview of switches in your deployment and helps you understand the current status of all switches.
The page covers the following information:

« The total numbers for different types of switch configurations and templates

« The proportion of switches in each lifecycle state

« The total numbers of switch models and their proportions

» The currently available license number

« The total number of devices that will expire in each month over the next six months
* The license usage information

+ All activities for all switches and each activity progress

« The total numbers for different types of running tasks

« The total numbers for different types of automation jobs
Learn more about the “Switch View” page here.

Config/Template Muwailable Licenses

Hurcdware Model Available Licenses

Global Config . Geperal Config | lrrnul.}lr : ;il:r&:rnﬁ; Hetrievad Config > - Confgmnd m
1 3 1n 110 1002
Deployment and Lifecycle Work Flow
I i 1
I
Hardware Models Deployment License Expiration

B Parking Safich

Deplowed Saiich
B w5812 S48

Imported Salich

PR hi)- 540
B Configumsd,/Staged
SEBR0-LR XA
I Dacoer Swach

= |"'|-|1-||||.l.|||._; Gwalich

Switch Page: Diving Deep into Each Switch
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The “Switch” page lets you view all managed switches at a glance and monitors each switch by analyzing detailed telemetry metrics.

Learn more about the “Switch” page here.

Switch

Sysname = SN/Service Tag
PICOS G1TLS7DO000SE
PICOS 65FDCSDTESTA
PICOS ESFDCBOTESTE
PICOS &5FDCBD3437C
PICOS GIS713N000712
PICOS CIASF1ERCDY
PICOS 234 8LYX
PICOS AESFRGOHALYX
PICO5 C3ASFIERC/D3
PICOS C3ASF1ERCTID2

Parking Lot

Model

S5860-48XMG

ash812_54x

as>812_54x

as5812 54x

N8560-32C

as5812_54x

ash812 H4x

as5812_54x

as5812 54dx

as5812 54x

Version

4.60E-EC1

4.60E

4.60E

4.60E

2.8.7-feat-pclint-update-yulia

444

4.60E

460

4.6.0E

4.6.0E

Status

Imported

Imported

Imported

Imported

Imported

Imported

Imported

Imported

Imported

Imported

Mgmt IP —fs Operation

/] LO.Ba/ 55.92 UnStage 55H Log Configuration Config View v
] 082/ 16165 UnStage SSH Log Configuration Config View
[ x] 0.78/ f16.164 UnStage 55H Log Configuration Config View v
] 0.74/ 6162 UnStage SSH Log Configuration Config View v
] 0.70 UnStage SSH Log Configuration ConfigV

[ ] 0.66/ 1673 UnStage SSH Lop Configuration Config View Vv
] 062/ 16168 UnStage SSH Log Configuration Config View v
@ 158/ 4167 UnStage S8H Log Configuration Config Vie
(%] 05411 1672 UnStage SSH Log Configuration Config View
a 05011 1671 UnStage SSH Log Configuration Config View

1-100f 11 tems

Lifecycle Actions W

Lifecycle Actions v

fecycle Actions W

Lifecycle

Lifecy

Lifecycle Actions w

fecycle Actions v

Wi i'.'_- ."\r Lons v

w  Lifecycle Actions v

roycle Actions v

Actions W

cle Actions v

> 10/ page

Telemetry Pages: Monitoring Switch Metrics

To ensure the network is healthy and switches are working well, AmpCon-Campus uses the telemetry technology to automatically collect

real-time and historical metric data from managed switches.

* You can view telemetry data of all managed switches in the “Telemetry Dashboard” page.

Learn more about the “Telemetry Dashboard” page here.
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In Discards
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* You can view the telemetry data of a specific switch on the switch detail page to gain detailed insights into the switch.
Learn more about the telemetry data on the switch detail page here.
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Device Information

Model: as5812 Sdx

Usage (%)

112 13K4LA0Y X

PICOS

In Qctets

Wcpu B memory

Top 5

Fan (%)

142

-AEOF-CATC

0c:75ec24:00:01

4.6.0E

m Fan 1

In Pkts

2 Fan 2

Fan 3

W Fan 4

®Fan 5

® Fan rear 1 m Famn rear 2 ® Fan rear 3

| Far L1

Top 3

Topology Page: Visualizing Your Network Structure

The “Topology” page provides a map view to display switches and their connectivity status. You can drill down into an individual switch, right

to the port level, to check port stats and overall health of the switch.

Learn more about the “Topology” page here.

4_

O o 6 o0 8

Wired Clients Page: Identifying Terminal Devices

B0

L

B Onfne Offfine

= Up =— Chowm kdiamd

The “Wired Clients” page displays terminal devices connected to each managed switch. AmpCon-Campus supports automatically identifying

terminal devices and manually adding terminal devices.

Learn more about the “Wired Clients” page here.
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Designing a Campus Fabric

Design your campus fabric with AmpCon-Campus to eliminate complex networking configurations.

Step 1: Preparing Supported Switches

Step 2: Choosing Campus Fabric Types

Step 3: Designing a Campus Fabric

Step 4: Verifying the Fabric Deployment

Step 1: Preparing Supported Switches

Check the supported switches for fabric design.

Import or deploy switches used for the fabric design.

Add a site used for the fabric design. If you don’t create a site, you can use the built-in site default.

Add switches to the site. These added switches will be used for the fabric design.

Ensure that all switches used for the fabric design are up and connected to AmpCon-Campus. You can verify by clicking Service >
Switch from the navigation bar and checking the Mgmt IP column.
v: The switch is up and connected to AmpCon-Campus.

X: The switch is down or not connected to AmpCon-Campus.

Ensure that all switches used for the fabric design retain only basic routing configurations, without any other service configurations.

Step 2: Choosing Campus Fabric Types

AmpCon-Campus supports two standard-based campus fabric architectures, MLAG fabrics and IP Clos fabrics. These two fabric types cover
the networking requirements of small, medium-sized, and large-scale campus fabrics.

« The MLAG fabric architecture is applicable to small or mid-size campus networking.
This architecture simplifies the network topology, reduces latency, and lowers costs by eliminating the need for separate core and

distribution devices.

« The 5-stage IP Clos fabric architecture is applicable to large-scale campus networking.
This architecture provides a scalable and flexible solution for interconnecting multiple switches in a hierarchical manner, allowing

efficient utilization of network resources and simplified routing.

Step 3: Designing a Campus Fabric

Click Topo > Campus Fabric from the navigation bar. On the “Topo” page, click + Campus Fabric.
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Name T She ST Topology Type Date Created
test_a detault MLAG 2025-04.09 03:22:12
test_b defauit MLAG 2025-04-09 04:35:38
test_bbbib default MLAG 2025-04-10 034014
test_miag detault MLAG 2025-04-10 08:53.23
11 default IP Clos 2025-04-10 09-58:37

Operation

Waw  Delcio

Wiy  Dielede

Yiew Delelo

Wieree  [Dedpdo

View Delere

1-5of 5 lbemi L] 10/ pags

Start to design a campus fabric by using AmpCon-Campus. The MLAG fabric design procedure and IP Clos fabric design procedure are

similar. See the following diagram:

1. Adding a Topology 2.Adding Switch Nodes

Add a fabric topology with underlay

settings (BGP or OSPF). Add switches to the fabric topology.

6. Applying the Fabric 5. Confirming Configurations

Click Applyto push fabric configurations Confirm whether the topology and fabric

to the selected switches. configurations are correct.

Learn more about the MLAG fabric design procedure here.

Learn more about the IP Clos fabric design procedure here.

Step 4: Verifying the Fabric Deployment

On the “Topo” page, locate the fabric, and then click View.
Click the Deployment Status button to go to the status page.

Check the Deployment Status column to see whether the status is SUCCEED.

* If the deployment status of any switch is FAILED, click Log to check more details for troubleshooting.

* If the deployment status of any switch is PENDING, the fabric is waiting to be deployed.

* If the deployment status of any switch is RUNNING, the fabric is being deployed.

* If the deployment status of all switches is SUCCEED, the fabric deployment is finished.
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3. Configuring Networks

Add network-related configurations

4. Allocating Ports

Allocate interconnection ports among

switches.
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Alerting for Predictive Maintenance

Check for alarms to find issues, and enable email notifications to get informed and take actions when something unusual happens.

Checking Alarms

AmpCon-Campus automatically detects equipment failures and performance anomalies and displays discovered issues on the “Alarms”
page.

Click Monitor > Alarm from the navigation bar. On the “Alarms” page, you can check alarms of different types and then take corrective
actions based on alarm details. You can filter alarms with alarm levels.

The following alarm types are supported:

Packet Loss Alarms

Resource Usage Alarms

Interface Monitoring Alarms

Optical Module Alarms

Learn more about alarms here.

Alarm M8 13 A 15 J admin ~ n
Alarms

Last Timae Switch 5N " Type 4 Missage . Colint Ciparation
202810 14 08:32:00 TII254X 1633002 eaitch T31254X 1633002 hardware id not in lhoense 3

2024-10- 14 08 28:54 SESFEGOHALY X I appdy conhg to switch SESFBGOHALY X success, Confi: set vians vian-id 123 vian-namea default 1

2024-10- 1408 24:13 1080468 ot sawitch ip 1008 044 success i

2024-10-14 08 20:08 10,8048 switch 10080046 have no license yei 1

2024-10-12 020313 FI2632X 1830021 Erro found interface: we-1/1/1 on sentch S 72632 X 183002 1 aon_marked packets overflow 1787

2024-10-1108:50:0:4 10,8082 I import switch ip 108082 success 1

2004-10-11 084959 108082 switch 108/ 0L62 have no license yet 1

2024-10-11 08 4547 108078 1 import switch ip 10080078 success 1

2024-10-11 084943 1080.78 wwdtch 10080.78 have no license ye !

2024-10-11 084530 108074 1 impart switch ip 10080074 success i

1-100of 38 tems 1 " 3 4 > 10/ paga

Setting and Receiving Alarm Notifications

If you need to be notified immediately when issues happen, you can enable the alarm notification feature to receive real-time notifications
through emails.
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Configure an SMTP Server for sending, relaying, and routing email messages.

Send Test Email

Test Email Address  xx@gmail.com

[ |

Configure a notification rule to define the alarm types, alarm levels, and fabrics to be monitored and to designate the email address to
be notified.

Create Rule

Rule Name =

Email

Silent Period (Minutes)

Email Notification

Alert Level

w 3items

Resource Lisage Al...

Interface Monitori...

Fhrvtie ol Bdeds o Allary

Once done, alarm notifications will be sent to the designated email address. You can get notified immediately when issues happen and then
take correction actions to prevent issue escalation.

View all historical alarm notifications sent in the last 30 days for root cause analysis or auditing.
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Email Detail

memory usage | Wam
Found switch ASUKADGS memory usage over 85%

Alert Details

Sentch SN

Stk Modsd

fbort Scope

el Leaid!

Alert Tone

Running Ansible Playbooks

Run Ansible playbooks on AmpCon-Campus to automate routine operations in your network.

Prerequisites

Ensure that each switch to run Ansible playbooks is managed by AmpCon-Campus. For more information, see Prerequisites.

Step 1: Checking Pre-Built Playbooks

AmpCon-Campus offers a series of pre-built Ansible playbooks for automating the following routines:

« Compliance and consistency checks, to ensure switches stay in compliance with industry regulations that require a certain
configuration to maintain proper security and privacy

« Connectivity checks for PicOS Software Switches

* Network operation and remediation routines such as dynamic policy enforcement

Click Maintain > Automation > Playbooks. On the “Playbooks” page, click the Show Pre-built Playbooks toggle. Check whether these pre-
built Ansible playbooks meet your needs.

If yes, click Save AS on the “Playbooks” page to create a copy playbook, and then go to Step 4: Running Playbooks.

[ e Impart J I (0 Update Pre-fnin Playhosis J Shaw Pre-built Playbooks D

Name S % Description S Y CreatedBy S % LastMadified 1Y Ty S ¥  Operation

shaw_switch_cpu_uthization | Pretullt | show_switch_cpu_utilization 2024-10-09 10:16:03 View SuveAS Export
check_security_compliance | fre-bullt | check_security_compliance 2024-10-09 10:16:03 View SaveAS Export
create_vian_20 | Fre bull | create_vian 20 2024-10-09 10:16:03 View SaveAS Export
shaw_switch_hard_drive_utilization | Pre-bullt show_switch_hard_drive_utilization 2024-10-09 1:16:03 View SavoAS Export
conf_snmpv3 | Pre bull | cond_snmpv3 2024-10-09 10:14:03 View ‘EaveAS: Eiport

show_switch_port 2024-10-09 10:16:03 View SaveAS Export
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Step 2: Writing or Importing Playbooks

If the pre-built Ansible playbooks can't meet your needs, you can create a customized workflow by writing a playbook on AmpCon-Campus
or importing a local playbook to AmpCon-Campus.

* Click Maintain > Automation > Playbooks. On the “Playbooks” page, click + Playbook, and then write a playbook in the AmpCon-
Campus UL.

o When you write playbooks for managed switches, refer to Examples for Ansible Playbooks.

o When you write playbooks for added Linux servers, refer to Using Ansible playbooks.

= B tesl
1 ploybosiipmi

* Click Import, and then Import a local playbook to AmpCon-Campus.

 Browse... No file selected.

Step 3: Checking Playbook Syntax

Before you run a playbook, check whether the playbook syntax is valid or not.
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i= Maltaln = Sulomation = Playbooks & playtook yami is valid “ 0 & G -‘ 0 l admin « 4

Playbooks

=+ otk &% Impert J | 53 Undate Pre-iud |l Playbocks mmmw

Name = Description = T Created By = T Laat Modifed =T Te = T Operation

sk switch_cpu_utifzation: 3024-6-14_ 18398 shanw_ switlch_cpu_utifization i 240814 10:29:40 Erit Save AS Bun Esporl Remows: Tag Mainagesad §C e
showe_version:: 024-8-13_17:21:10 show_wersion adfmin F024-08-13 0% 1:40 Edit Sawm A5 Bun Export Remowe Tag Management  Checl
show_switch_cpo_utifization: <2024-8-12_17:0:2 show_switch_cpu_utifization admin 2024-08-12 02:00:31 Edit SaveAS Bun Expoit Remove TagMuragement Chechk
show_switch_port:2024-8-12_ 14,2851 show. switch_port i F024-08-12 0 29,35 Edit SevmAS Run Baeort Remove Tag Management Chock
shadiy CPI show_switch_cpu_utilization cdmilin H24-08-00 075144 Ecit S A% Run Export Remowe TagManagoment Cheok

Step 4: Running Playbooks

Run a playbook to complete the automation operations. You can designate the schedule type of the playbook run.

* Run Now: Executes the task immediately upon creation
* One Time: Executes the task within the selected time range after creation

+ Scheduled: Executes the task periodically after creation

Run Playbook X
" Select Playbook " Select Switch / Set Extra Variables ° Run Playbook
Playbook Mame how cwdbch. epu_ulization 2025411 151515
Playbook Description
Schedule Type + Run now OneTime ) Scheduled
Schedule days &
time 00
! Previous Run Playbook

Step 5: Checking Ansible Job Results and Output

After you run the Ansible playbook, you can check the execution result and output of the Ansible job.

Bt Chratpt

% o] T

2024-10-0% 11 153

17 al'] |biera
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Before you install AmpCon-Campus, you must check supported information, installation requirements, and prepare the AmpCon-Campus

license.

Supported Information

Before you deploy AmpCon-Campus, check the supported AmpCon-Campus deployments and supported switches.

For detailed information, see the following child topics:

Supported Deployments

AmpCon-Campus supports the following deployments:

Table 1. Supported Deployment Information

Indicator

Deployment method

Maximum number of switches supported
Maximum number of registered users
Maximum number of online users
Storage duration of system logs

Storage duration of operation logs
Maximum storage of current alerts

Maximum storage of historical alerts

Supported Switches for 2.2.0

Support information

VMware ESXi 6.7, 7.0, 8.0, QEMU / KVM for Ubuntu 22.04 LTS, Oracle
VirtualBox for lab only, physical machine based on Ubuntu 22.04 TLS

with Docker

1000

1000

100

2 months

2 months

Unlimited

2 months

AmpCon-Campus 2.2.0 supports managing the following switches:

(D NOTEYou are recommended to install PicOS 4.6.0E or later. Or else, some features of AmpCon-Campus might not work.

Table 1. Supported FS Switches

Category Model
1G Switch

_ S5870-48T6BC
Portfolio
1G Switch

, S5870-48T6BC-U
Portfolio
1G Switch

_ S5870-48MX6BC-U
Portfolio
1G Switch

, S5810-48TS-P
Portfolio
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Port Configuration Switch ASIC
48 x 1G, 4 x 25G,2 x 100G Trident3-X3
48 x 1G PoE, 4 x 25G, 2 x 100G Trident3-X3
36 x 1/2.5G POE,

Trident3-X3
12 x1/2.5/5/10G PoE, 4 x 25G, 2 x
100G
48 x 1G copper, 4 x 10G SFP+ Helix4

CPU

Intel x86

Intel x86

Intel x86

ARM Cortex A9
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1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

5@G Switch
Portfolio

5G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

10G Switch
Portfolio

200G Switch

Portfolio

1G Switch
Portfolio

1G Switch
Portfolio
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S5810-28TS

S$5810-28FS

S5810-48TS

S5810-48FS

S$5860-24MG-U

5$5860-48MG-U

S5860-48XMG-U

S$5860-24XMG

S5860-48XMG

$5860-20SQ

S$5860-24XB-U

N5850-4856Q

N5850-4856C

N5850-48X6C

S6860-24CD8D

S$3410-24TS

S3410-24TS-P
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28 x 1G copper,

4 x 1G SFP,

4 x 10G SFP+ The last 4 x 1G
copper ports and 4 x 1G SFP ports
are combo ports.

8 X 1G copper,

28 x 1G SFP,

4 x 10G SFP+ The 8 x 1G copper
ports and the first 8 x 1G SFP ports
are combo ports.

48 x 1G copper,4 x 10G SFP+

48 x 1G SFP,4 x 10G SFP+

24 x 5G copper UPOE,4 x 25G
SFP28

48 x 5G copper UPOE,
4 x 25G SFP28,
2 X 40G QSFP+

48 x 10G copper UPQOE,
4 x 25G SFP28,
2 X 40G QSFP+

24 x 10G copper,
4 x 10G SFP+,
4 x 25G SFP28

48 x 10G copper,
4 x 25G SFP28,
2 X 40G QSFP+

20 x 10G SFP+,
4 x 25G SFP28,
2 X 40G QSFP+

24 x 10G copper UPOE,
4 x 10G SFP+,
4 x 25G SFP28

48 x 10G, 6 x 40G

48 x 10G, 6 x 100G

48 x 10G-T, 6 x 100G

24 x 200G, 8 x 400G

24 x 1G/100M/10M copper, 4 X
10G/1G SFP+

24 x 1G/100M/10M copper PoE, 2 x
10G/1G SFP+

Helix4

Helix4

Helix4

Helix4

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Trident2+

Trident3-X5

Trident3-X5

Trident4-X9

Hurricane2

Hurricane2

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

Intel x86

Intel x86

Intel x86

Intel x86

ARM Cortex A9

ARM Cortex A9
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1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

200G Switch
Portfolio

1G Switch
Portfolio

1G Switch
Portfolio

25G Switch
Portfolio

S3410-48TS

5$3410-48TS-P

S3410C-16TF

S3410C-16TF-P

S3410C-16TMS-P

S3410C-8TMS-P

S3410L-24TF

S3410L-24TF-P

S3410L-48TF

$3270-10TM

$3270-24TM

$3270-48TM

$3270-10TM-P

S$3270-24TM-P

N8550-24CD8D

S5870-48T65

S5870-48T65-U

N8550-48B3C
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48 x 1G/100M/10M copper,4 x
10G/1G SFP+

48 x 1G/100M/10M copper PoE,4 x
10G/1G SFP+

16 x 1G/100M/10M copper, 2 x 1G
SFP

2 x 1G SFP,16 x 1G/10M/100M
copper The first 8 copper ports
support PoE.

2 x 10G/1G SFP+, 2 x 5G/2.5G/1G
copper PoE, 16 x 1G/100M/10M
copper The first 6 x 1G/100M/10M
copper ports support PoE.

2 x 10G/1G SFP+,2 x 5G/2.5G/1G
copper PoE, 8 x 1G/100M/10M
copperThe first 6 x 1G copper
ports support PoE.

24 x 1G/100M/10M copper, 4 x 1G
SFP

24 x 1G/100M/10M copper PoE, 4 x
1G SFP

48 x 1G/100M/10M copper, 4 x
10G/1G SFP+

10 x 1G/100M/10M copper,

2 x2.5G/1G SFP

24 x 1G/100M/10M copper,

4 x2.5G/1G SFP

48 x 1G/100M/10M copper,

4 x 2.5G/1G SFP

10 x 1G/100M/10M copper PoE,

2 x 2.5G/1G SFP

24 x 1G/100M/10M copper PoE,

4 x 2.5G/1G SFP

24 x 200G, 8 x 400G

48 x 1G-T, 6 x 10G

48 x 1G PoE, 6 x 10G

48 x 25G, 8 x 100G

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Hurricane2

Trident4-X9

Trident3-X2

Trident3-X2

Trident3-X7

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

Intel x86

Intel x86

Intel x86

Intel x86
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100G Switch
Portfolio

100G Switch
Portfolio

100G Switch
Portfolio

100G Switch
Portfolio

25G Switch
Portfolio

N8550-32C

N8550-64C

N8560-32C

$5890-32C

S5580-48Y

Table 2. Supported Edgecore Switches

Table 3. Supported DELL Switches

Category

1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio
1G Switch Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio

Multi-Gig Switch
Portfolio
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Model

N3024EP-ON

N3024ET-ON

N3048EP-ON

N3048ET-ON

N3224F-ON

N3224P-ON

N3224T-ON

N3248P-ON

N3248TE-ON

N2224PX-ON

N2224X-ON

N2248PX-ON

N2248X-ON

N3132PX-ON

N3208PX-ON

N3224PX-ON

N3248PXE-ON

N3248X-ON
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32 x 100G

64 x 100G

32 x 100G QSFP28

32 x 100G QSFP28

48 x 25@G, 8 x 100G

Port Configuration
24 x 1G PoE, 4 x 10G

24 x1G, 4 x 10G

48 x 1G PoE, 4 x 10G

48 x 1G, 4 x 10G

24 x1GSFP,4x10G
24 x 1G 30W PoE, 4 x 10G
24 x1G, 4 x 10G

48 x 1G 30W PoE, 4 x 10G
48 x 1G, 4 x 10G

24 x 1G/2.5G30W/60W PoE, 4 x
25G

24 x 1G/2.5G, 4 x 25G

48 x 1G/2.5G30W/60W PoE, 4 x
25G

48 x 1G/2.5G, 4 x 25G

24 x 1G PoE,8 x 1/2.5/5G PoOE, 4
X 10G

4 x1/2.5/5G PoE,4 x 1G PoE, 2 x
10G SFP+

24 x 1/2.5/5/10G 90W PoE, 4 x
25G

48 x 1/2.5/5/10G 90W PoE, 4 x
25G

48 x 1/2.5/5/10G, 4 x 25G

Trident3-X7

Tomahawk?2

Trident3

Trident3-X7

Trident3-X7

Switch ASIC

Helix4

Helix4

Helix4

Helix4

Trident3-X3

Trident3-X3

Trident3-X3

Trident3-X3

Trident3-X3

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Hurricane3-MG

Firebolt 4 FS

Hurricane3-MG

Trident3-X3

Trident3-X5

Trident3-X5

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

CPU

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

ARM Cortex A9

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

ARM Cortex A9

Intel x86

Intel x86

Intel x86

Intel x86
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10G Switch Portfolio S4048-ON

10G Switch Portfolio S4128F-ON
10G Switch Portfolio S4128T-ON
10G Switch Portfolio S4148F-ON
10G Switch Portfolio S4148T-ON
25G Switch Portfolio S5212F-ON
25G Switch Portfolio S5224F-ON
25G Switch Portfolio S5248F-ON
25G Switch Portfolio S5296F-ON
100G Switch Portfolio Z9100-ON

100G Switch Portfolio Z9264F-ON
100G Switch Portfolio S5232F-ON

Table 4. Supported Delta Switches

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86

Intel x86
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CPU

Intel x86

Intel x86

Intel x86

Category Model

10G Switch Portfolio AG7648

25G Switch Portfolio AG5648 v1-R
100G Switch Portfolio AG9032 v1

Table 5. Supported HPE Switches

Category Model
10G Switch

, HPE AL 6921-54T
Portfolio
10G Switch

, HPE AL 6921-54X
Portfolio

Installation Requirements

48 x 10G, 6 x 40G Trident2
28 x 10G, 2 x 100G Maverick
28 x 10G, 2 x 100G Maverick
48 x 10G SFP, 2 x 40G, 4 x 100G Maverick
48 x 10G BASE-T, 2 x 40G, 4 x _
100G Maverick
12 x 25G, 3 x 100G Trident3-X5
24 x 25G, 4 x 100G Trident3-X5
48 x 25G, 8 x 100G Trident3-X7
96 x 25G, 8 x 100G Trident3-X7
32 x 100G Tomahawk
64 x 100G Tomahawk?2
32 x 100G Trident3-X7
Port Configuration Switch ASIC
48 x 10G Trident2
48 x 25G Tomahawk+
32 x 100G Tomahawk
Port Configuration Switch ASIC
48 x 10G-T, 6 x 40G Trident2+
48 x 10G-T, 6 x 40G Trident2+

Before you install AmpCon-Campus, check the following requirements:

Server Requirements

Ensure that the machine to install the AmpCon-Campus server meets the following requirements:

Table 1. Server Requirement Details

Indicators

CPU Clock speed
Number of cores

Memory

Hard disk
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Requirements
2.0 GHz or faster
4 CPU cores

16 GB

512 GB

CPU

Intel x86

Intel x86
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Operating systems Ubuntu 22.04 X86 architecture

Network Requirements

Set the firewall and proxy properly to allow the following network access.
» Ensure that the AmpCon-Campus server machine allows the following protocols and ports:

Table 2. Network Requirement for the AmpCon-Campus Server Machine

TCP/UDP Port Protocol
TCP 80 HTTP

TCP 443 HTTPS
UDP 69 TFTP

UDP 80 OpenVPN

 Ensure that the switch machines to be managed allow the following protocols and ports:

Table 3. Network Requirement for Switches

TCP/UDP Port Protocol
TCP 22 SSH
TCP 9339 gRPC/gNMI

Browser Requirements

When you use a browser to log in to the AmpCon-Campus Ul, use Chrome 98, Edge 98, Firefox 94, or higher versions.

Deploying AmpCon-Campus

To deploy AmpCon-Campus, see the following instructions:

Installing the AmpCon-Campus Server

You can install the AmpCon-Campus server on a virtual machine or a physical machine by using one of the following methods:

Installing on VirtualBox for Lab Only

You can install the AmpCon-Campus server on VirtualBox for lab purposes only. Production environments require a proper enterprise-scale
virtualization solution as described in Supported Deployments. For how to use VirtualBox in general, see the Oracle VirtualBox

documentation.

« Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server image file by going to the FS AmpCon-Campus website and then clicking
AmpCon-Campus for VirtualBox 2.2.x Software in the Resources section.

 Put the compressed AmpCon-Campus server image file to the machine where the hypervisor exists, and unzip the file.

Open the VirtualBox console, and then click File > Import Appliance.
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' Oracle VM VirtualBox Manager

'-h.-’?: Preferences. .. Ctr1HG g ;
lqu\? w
\FJ Import Appliance. _. Ctrl+E I Kew Add Settings. Discard Start
—

[y Export applaance... CtritE @ Genaral
8= vy b Name: WLAN AP Basa
g= ‘ool | Opersting 3vstem: Other Linux {32-hit}
':'-'E"I:' Check for Updates. . ] Systam
Ay Reset All Warnines Baze Memory. 530 MB
: | Boot Order: Ploppy: Optical. Hard Dick
II_I_-?rI Quit Ctrl=R | Acceleration: Nested Paging. PAE/NN, EWVM Poravirtualization
E—iu:-l Powered Off IE] Display
Video Memory: 16 MB . ’
WLAN_SAP_Base (FLAN_SAP_Base Link) Graphics Controller:  VBoxVGa
@ Pascrad OFE Rem:}telﬂeskt{}p Server: D'*:Eab‘e:l
Recording: Disghlad
2] Storage
WLAN AP Basa (TLAY AP Baze Link) -— B
@P‘w&re& off — Controller: IDE

IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA
SATA Port 0O: WLAN AP Base wdi {¥ormel, B 00 GBE)

{0 Andie

Host Driver: Windows DirectSound
Controller: ICH ACS7T

@ Network
Adspter 1: Intel PRO/1000 MT Desktop (Host—only Adapter. " VirtuslBox Host—{Only Bthernet Adapter )
&

USE Controller: OHCI
Device Pilters: 0O (0 active)

[] Shared folders
None
@ Deseription

None

Select Local File System, and then select the AmpCon-Campus server .ova image file.

= (ol v

W G S O .

¥oew  Add Settinge Discard Start

AR Bacze (AR Base Link) @ -

@ Powered Off

T Import Virtual Appliance

WLAN AD Base (TLAN_AD Bass Link!
@ Powered Off

Appliance to import

Pleaze choose the source to import opplisnce from: Thie can be 8 local file system to
import ONF archiwve or cne of known cloud service providers to impert cloud VM from

WLAN AC Base (FLAN_AC _Base Link!
@ Powered OFf

Source: |Local Pile System e

Plagze choose 8 file ‘to import the wirtusl spplisnce from VirtuslBox currently . 4
e o - supports importing spplisnces saved in the Open Yirtuslizstion Pormet (0VE). To
M—m—hu \TLAN_SAF_Base Link) continue, select the file to import helow
@ Powered Of
Fila: |C:\Users'\Gavin. Yang\Desktop \RELEASE 1 _20_ 188 _gmpron_t.ova | -

WLAN AP Base (TLAN AP Baze Link)
@ Pozered Gff

hernst Adapter )

Help Expart Mode Back Cancel

ﬁ[l Shared fol dars

Kone
%_‘J Dascription

None

Confirm the settings for the .ova file, and then click Finish.
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W G S b

New Add Settings Discard Start
AR Base (AR Ba=e Link]
@ Powered Off

WLAN AD Base (TLAN_AD Baszs Link!
@I Powersd Off

[ General

' Import Virtual Appliance

Appliance settings

These are the wirtual machines centsined in the spplisnce and the suggested settings of WLAN IELP BE.SE
the imported VirtualBeox machines. You can chenge meny of the properties shosn by i

WLAN AC Base (FLAN_AC Base Link) double—clicking on the items and dissble others using the check bexes below.

@ Powered Off

fﬁ’ USE Controller i
@ Network Adapter Intal PRO/1000 MT Desktop (B2540EM)

WLAN SAP Base (TLA% SAP Bsse Link

(i) Powered 0Of Cﬁ- Storage Controller (IDE} PITi4

<.> Storage Controller (IDE) PITH4

AP ) (TLAN_AP_Baz=_Link) .’ Storage Controller (3ATA) ANCI

@ Pozered Gff
W {} Storage Controller {SCSI} Lsilogic
Virtual Disk Imape RELEASE 10 188 _ampeoon_t—0 vmdk
Base Polder C:\Users\Gavin. Yang"\VirtuaiBox VM= L)
Mochine Base Folder: | C:'Users"Gavin. Yeng'VirtualBex VM= o
MAC Address Policy: |Include only NAT network adapter MAC addresses B
Additional Optionz: Import hard drives as VDI bk Adpies”)
Applisnce is mot signed i

oo | e

ﬁ[l Shared folders

None
@ Description

None

Wait for the importing process to finish. Once completed, the virtual machine is successfully imported, and the AmpCon-Campus server is
installed.

(D NOTE: The AmpCon-Campus server is installed in the /usr/share/automation/server directory. Currently, you can’ t customize the installation directory.

¥ Oracle VM VirtualBox Manager

Pile Machine Help

0 = W @ : @ 4 @

New  Add Settings Discard Start _ . i
Importing appliance ... &8
AR Basa (AR Fz=e Link) = al = ' 11%
@) Pover=d Off Name RELEASE_10 188_ampeon_t ;
Cperasting System: Ubuntu (64—bzt)
[] WLAN_AD Base (FLAN_AD Bace Link) dystem
@ Pover=d 0f Baze Memory- 18384 ME
| Processors: 4
R i Boot Order: Floppy. Optical. Hard Disk
WLAN AC Base (VLAN AC Bsce Linkl Avceleration: Nested Paging. PAE/NK, EVM Paravirtuslizstion
@ Powered OFf
Me—
WLAN_SAP Base (WLAN_34F Baze Link) z
A —SaF_base_Link/ Di
@:J Powered OF @ splay
Video Memory: 16 ME
_ Graphics Controller: VBoxVGa
WLAN AP Base (TLAN_AP Basze Link! Remote Desktop SBerwver: Disshlaed
@I Powered Off Recording: Disahled
. Storage
RELEASE_10 ) 188 ampcon t = Controller: IDE
@ Powered Off — Controller: 2ATA
{ Controller: 8031
f{;ﬂ Aundio

Host Driwer: Default
Controller: TICH ACHT

@ Network
Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter: Intel(R} Wi-Fi & AX201 160MHz)
&

USE-Controller: OHCI

Device Filters: 0 (0 mctive)
[ ] Shared folders
None

@ Description

None

Check the settings of the imported virtual machine.
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¥ Oracle VM VirtualBox Manager

File Machine Help

0 = e

New Add Discard Start
AR Base (AR Ba=e Link] @ Genaral
@) Powered Off Name: kE 1 CIB8 et

Operating 3ystem: Ubuntu {64-bhit}

[] WLAN AD Base (FLAN AD Baze Link) System
|
@ Povered O£ Bace Memory: 16384 MB
| Processors: 4
Boot Order: Floppy. Optical. Hard Dick

WLAN_AC Base (VLN AC_Base Link/ Avceleration: Nested Paging. PAE/NX, EVM Paravirtualizstion

@ Powered Off

WLAN SAP Base (WLAN_SAP Basze Link) B o
L ant_ —Sir_base_Link/ D
@ Powered Off D aaglay
Vides Memory: i MB
) Graphics Controller: VBoxVGA
WLAN AP Base (TLAN_AP Basze Link! Remote Desktop Serwer: Disshled
@ Powered Off Recording: Disshled
- Storage
@’ RELEASE 10. - 188_ampcon_t — Controller: IDE
@' Fowersd Of: p— Controller: BATA
.} Contreller: 2CSI
SC31 Port 0: RELEASE 14 \. 188 smpcon t0.+vdi (Nor=mal. 512.00 GB)
00 Audio

Host Driver: Defeault
Controller: ICH ACHY

@ Network
Adapter 1: Intel PRO/1000 MT Decktop (Bridged Adapter. Intel (R} Wi-Pi 6 AXP01 1A0MHz)
&

USE Controller: OHCI
Device Pilters: 0O {0 active)

[ Shared folders
None

'i;%‘} Description

Start the imported virtual machine by clicking the virtual machine and then clicking Start.

' Oracle VM VirtualBox Manager

File Machine Help

00 = aas g > -

¥oew  Add Settinge Discerd | Start

AR Base (AR _Baze Link) = General
@) Poverad OfF Name: RELEASE_10. . 188 _ampeon_t
Operating 3ystem: Ubuntu (64-bat)

WLAN AD Base (TLAN AD Baze Link) System o
|
@ Powered 0Ff Base Memory: 13816 MB

| Processors: 4

Boot Order: Floppy. Optical. Hard Disk

WLAN_AC Base (VLAN_AC Base Link/ Avceleration: Nested Paging. PAE/NI, EVM Paravirtualizstion

@ Powered Off

WLAN SAP Base (TLAN_SAF_Basze Link) B
LY o LnEopmnt. ) D
@ Powered Off D izplay
Vides Memory: 16 ME
) Graphics Controller: VEoxVGA
WLAN AP Base (TLAN AP Baze Link! Remote Desktop Server: Dissbled
@I Powered Off Recording: Disghlad
~ = Storaga
QO Poveced R == Controiler: IDE
, @ Fowered Off — Controller: BATA
| Controller: 2C3I
3C3I Port 0: RELEASE_10. \. 188 ampeon t—0.+vdi (Mormal. 512 00 GB)
{0 Audio

Host Driver: Default
Controller: ICH ACHT

|§| Natwork
Adapter 1: Intel PRO/1000 MT Dezktop (Bridged Adapter. Intel (R} Ti-Pi 6 A¥P01 180MHz)
&

USE Controller: OHCI
Deviece Filters: O (0 active)

[] Shared folders

None

'i;%) Description

Modify the network interface configuration.
a. Log in to the virtual machine with the default username (pica8) and password (pica8).

b. Modify the IP address with the real IP address of the virtual machine.
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| 2

This is the network config written by 'subiguity’
network

o il @
ethernets

enp0s3 Auto capture kevboard ... B

#

addresses
= 110
gatewayd

Mouse integration ... i

- 1 114,114
search
VErsion

c. Apply the network interface configuration by running the following command:

sudo netplan apply

Start the AmpCon-Campus server:
a. Go to the AmpCon-Campus installation directory by running the following command:

cd /usr/share/automation/server

b. Start the AmpCon-Campus server by running the following command:

sudo ./start.sh

Now the AmpCon-Campus server is installed and started.

After you install the AmpCon-Campus server, you need to add system configurations and import AmpCon-Campus Licenses.

Installing on VMware ESXi

You can install the AmpCon-Campus server on VMware ESXi 6.7, 7.0, 8.0. For how to use VMware ESXi in general, see the VMware ESXi
documentation.

» Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server image file by going to the FS AmpCon-Campus website and then clicking
AmpCon-Campus for VMWare ESXi 2.2.x Software in the Resources section.

« Put the compressed AmpCon-Campus server image file to the machine where the hypervisor exists, and unzip the file.

Open the VMware ESXi console, and then click Create / Register VM.
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Select Deploy a virtual machine from an OVF or OVA file, and then click Next.
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Enter the virtual machine name, upload the AmpCon-Campus server .ovf and .vmdk files, and then click Next.

Copyright © 2025 FS.COM All Rights Reserved

Page 38 of 71



AmpCon-Campus Management Platform User Manual vV2.2.0
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Confirm the storage type and datastore, and then click Next.

LI Ry wirtusl iachime - el avf

= 1 ] coamBun fype Select storage
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In the Network mappings drop-down list of the Deployment Options window, select the network adapter to which the virtual machine
is connected, and then click Next.

Click Finish.
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Wait for the importing process to finish. Once completed, the virtual machine is successfully imported, and the AmpCon-Campus server is
installed.

(D NOTEThe AmpCon-Campus server is installed in the /usr/share/automation/server directory. Currently, you can’ t customize the installation directory.

On the VMware ESXi console, click the new virtual machine name that you specified in step 3.

vimvare Esxi’ pevin_unngg T 123+ | Hep= | R
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Click Console to open the virtual machine console.

Copyright © 2025 FS.COM All Rights Reserved Page 40 of 71



AmpCon-Campus Management Platform User Manual V2.2.0

vmware ESXi’ bowin_wang) B3I v | Helpw |
T3 Kaiigator [k besl_mmpcon_ov
o Comsoia | [EE Monitor B SNl o Sutpend W0 Rectan &R
test_ampcon_owvt
af O35 F .
E Bk
Wil
= General informasion = Hardwace Configuranon
F &l N v B CF
N RLY - s
[ ‘_j SAnE + 7 Ha
LT BB s
¥ N N
Perf LSTmAry | + B video cand
B Co C @ Res
@ Consumed i
] I
B o
=
& 0 = = Rosource Cor
= - & Consumad
= &
E = Wl Consum
E 4 i B
g = | |-Bm
-~ [}
£ =2} e
e
; 1)
1355 1405 1413 L. 1430 41 1240 'Il-'l:{l-
Tema

'''''''

G000

Modify the network interface configuration.

a. Log in to the virtual machine with the default username (pica8) and password (pica8).

b. Modify the IP address with the real IP address of the virtual machine.

sudo vi /etc/netplan/00-installer-config.yaml

B test_ampcon_ovf

# This is the network config written by 'subiguity’
netwark
ethernets
enslal

= o o T

gatewayd .20, 754
Nnameservers
addreczps
- N A i a2
search
WvErsion

c. Apply the network interface configuration by running the following command:

sudo netplan apply

Start the AmpCon-Campus server:

a. Go to the AmpCon-Campus installation directory by running the following command:

cd /usr/share/automation/server
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b. Start the AmpCon-Campus server by running the following command:

sudo ./start.sh

Now the AmpCon-Campus server is installed and started.

After you install the AmpCon-Campus server, you need to add system configurations and import AmpCon-Campus Licenses.

Installing on QEMU or KVM

You can install the AmpCon-Campus server on QEMU or KVM. For how to use QEMU or KVM in general, see the KVM documentation and
QEMU documentation.

In this topic, KVM virt-manager is used to demonstrate the AmpCon-Campus server installation steps.

« Ensure that the installation requirements are met.

« Download the compressed AmpCon-Campus server image file by going to the FS AmpCon-Campus website and then clicking
AmpCon-Campus for QEMU/KVM 2.2.x Software in the Resources section.

» Put the compressed AmpCon-Campus server image file to the machine where the hypervisor exists, and unzip the file.

Open the virt-manager console by running the following command:

virt-manager

Click the following button to start the importing process.

¥ Virtual Machine Manager@1 — | X

File Edit View Help

Name v LFU usaqe

w QEMU/EKVM

‘ PICOS-V

Running

Select Import existing disk image, and then click Forward.
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wa New VM@pica8 W

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system

Local install media (ISO image or COROM)
Network Install (HTTP, HTTPS, or FTP)

) import existing disk image
Manual install

Click Browse to select the AmpCon-Campus server .qcow2 image file.
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v New VM@ pica8 h 4
m Create a new virtual machine
Provide the existing storage path:
Browse...
Choose the operating system you are installing:
Q Type to start searching...
Cancel Back Forward

Click Browse Local to add a local location.

Copyright © 2025 FS.COM All Rights Reserved Page 44 of 71



AmpCon-Campus Management Platform User Manual vV2.2.0

wa [ocate or create storage volume@pica8 X
a0, default Details XML
Filesystem Directory
209, °OPt Size: 36.67 GIB Free [/ 25.04 GIB In Use
Filesystem Directo : AL
‘ Y Y Location: fvar/lib/libvirt/images
20% pica8
Filesystem Directory Volumes 4+ ®
Volumes v Size Format U:
.. X | ® Browse Local Cancel Choose Volume
Find the location of the AmpCon-Campus server .qcow2 image file, and then click Open.
Page 45 of 71
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ws | ocate existing storage@pica8 b 4

(T CH - mpcon-de-2.1.0-release-581585d 2 9 b 4P

{2 Home « B opt » 2

[ Desktop - = Sijize Type Modified

B ampcon-dc-2.1.0-release-581585d29b.qcow2 16.6 GB QEMU QCOW disk image
4 Other Locations [ ampcon-dc-2.1.0-release-581585d29b.qcow... 75 bytes Text 16 Dec
[m containerd 27 Feb
Cancel Open

Select Ubuntu 22.04 LTS, and then click Forward.

(D NOTE: Do not select other operating systems because AmpCon-Campus supports only Ubuntu 22.04 currently.
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v New VM@ pica8 h 4

m Create a new virtual machine

Provide the existing storage path:

Jopt/ampcon-dc-2.1.0-release-581585d29b.qcow?2 Browse...

Choose the operating system you are installing:

(Aot |
=

Cancel Back Forward

Adjust the memory and CPU settings as needed, and then click Forward.

(D NOTE: The memory and CPU settings need to meet the Server Requirements.
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v New VM@ pica8 h 4

m Create a new virtual machine

Choose Memory and CPU settings:

Memory:| 15989 —

Up to 15989 MiB available on the host

CPUs:

Up to 4 available

Cancel Back Forward

In the Network selection section, select Macvtap device, and enter the device name. Then, click Finish.
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v New VM@ pica8 h 4

m Create a new virtual machine

Ready to begin the installation

Name:  ubuntu22.04

0S: Ubuntu 22.04 LTS
nstall: Import existing OS image
Memory: 15989 MiB

Storage: ...dc-2.1.0-release-581585d29b qcow?2

Customize configuration before install

w Network selection

Macvtap device...

Device name: macvtap0

A In most configurations, macvtap does not work
for host to guest network communication.

Cancel Back Finish

Wait for the importing process to finish. Once completed, the virtual machine is successfully imported, and the AmpCon-Campus server is
installed.

(D NOTE: The AmpCon-Campus server is installed in the /usr/share/automation/server directory. Currently, you can’ t customize the installation directory.
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File  Virtual Machine View Send Key

—E—' K s = % ﬁ::-“
Ubuntu 22.04.2 LTS plca8 ttul W Virtual Machine Manager@1 — O g
picaB login: | 21.073403] cloud-in File Edit View Help

07:21:57 +0000Q, Up 20.97 seconds.

[ 21.624179] cloud-init [1050]: Clojees S| Open g ~

0. Up 21.56 seconds. -

I 855] cloud-1init[1050]: Clo

atasourceNone. Up 21.72 seconds

[ 21.728341] cloud-init [1050] : 202 SiERCESIL

R PP " generic
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Modify the network interface configuration.

a. Log in to the virtual machine with the default username (pica8) and password (pica8).

b. Modify the IP address with the real IP address of the virtual machine.

c. Apply the network interface configuration by running the following command:

sudo netplan apply
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Start the AmpCon-Campus server:

a. Go to the AmpCon-Campus installation directory by running the following command:

cd /usr/share/automation/server

b. Start the AmpCon-Campus server by running the following command:

sudo ./start.sh

Now the AmpCon-Campus server is installed and started.

After you install the AmpCon-Campus server, you need to add system configurations and import AmpCon-Campus Licenses.

Installing on Physical Machines (Ubuntu Docker)
You can install the AmpCon-Campus server on a physical machine based on Ubuntu 22.04 with Docker installed.

« Ensure that the installation requirements are met.

* Prepare a physical machine based on Ubuntu 22.04 with Docker installed.

« Download the AmpCon-Campus server installation package by going to the FS AmpCon-Campus website and then clicking AmpCon-
Campus for Ubuntu Docker 2.2.x Software in the Resources section.

Unzip the AmpCon-Campus server installation package by running the following command:

tar -zxvf

Replace with the name of the compressed AmpCon-Campus server installation package.

Modify the network interface configuration.
a. Modify the IP address with the real IP address of the physical machine.

sudo vi /etc/netplan/00-installer-config.yaml

b. Apply the network interface configuration by running the following command:

sudo netplan apply
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Go to the directory where the unzipped AmpCon-Campus server installation files exist.

cd <AmpCon-Campus installation directory>

Replace with the name of the directory containing the unzipped AmpCon-Campus server installation files.

Install the AmpCon-Campus server by running the following command:

sudo ./install_or_upgrade.sh

Wait for the installation process to finish. Once completed, the AmpCon-Campus server is installed and started.

NOTEThe AmpCon-Campus server is installed in the /usr/share/automation/server directory. Currently, you can't customize
the installation directory.

After you install the AmpCon-Campus server, you need to add system configurations and import AmpCon-Campus Licenses.

Adding System Configurations

Before you deploy, configure, and manage switches with AmpCon-Campus, you must configure system configurations in the AmpCon-
Campus Ul.

System Configurations

System configurations contain the following two types:
* Global system configuration

The first time you log in to AmpCon-Campus, you must add information to the global system configuration, The global system configuration
can't be removed.

* Non-global system configuration

If the default username and password of switches to be managed are different, you can add multiple non-global system configurations. You
can remove the non-global system configuration if it is not needed.

A system configuration contains the following information:

« The URL, username, and password of the License Portal. The information is used to send requests to the License Portal.
 Default username and password of switches to be managed. The information is used to access the switches.

* A security configuration file with PicOS security-related set CLIs. Before you deploy and configure a switch, the switch needs to be
configured with an initial security configuration to eliminate any unauthorized access. Security Config file is loaded to switch at the
beginning of switch deployment.

A parking security configuration file, which is used to push initial parking security configuration for those switches in the parking
status. This configuration is not included in the non-global system configuration.

« The maximum backup number for the configuration snapshots. This configuration is not included in the non-global system
configuration.

» The IP ranges of switches that are allowed for AmpCon-Campus management. This configuration is not included in the non-global
system configuration.

« Whether to enable debug logs for server-side operations or not. This configuration is not included in the non-global system
configuration.

Adding a Global System Configuration

The first time you log in to AmpCon-Campus, the global system configuration is blank. You must configure the global system configuration:

Log in to the AmpCon-Campus Ul with the URL of the AmpCon-Campus server in the format of "https://.com/login" or "https:///login".

The default AmpCon-Campus Ul username and password is admin/admin.

Click Service > System Config from the navigation bar.
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On the “System Config” page, input the following information:

« Configuration Name: The name of the configuration.
 Device Default Login User: The default username of switches to be managed.

* Device Default Password: The default password of the default user.

® NOTEs . Epsure that the Device Default Login User and Device Default Password on the “System Configuration” page can be
used to log in to these switches.

* If the switches to be managed don't share the same username and password in the global system configuration, create
one or multiple non-global system configurations and apply system configurations to these switches based on the
Device Default Login User and Device Default Password values.

* License Portal URL: https://license.pica8.com

* License Portal User: The user ID for the License Portal.

* License Portal Password: The password of the user for the License Portal.

 Config Backup Number: The maximum backup number for the configuration snapshots.
« DB Backup Number: The allowed maximum number of database backups.

 Security Config File: The .txt file with PicOS security-related set CLIs.

 Parking Security Config File: Optional. To eliminate any unauthorized access, switches in the parking lot need to be configured with
an initial parking security configuration. That is, configurations in Initial parking security config file will be pushed to switches that
already registered to AmpCon-Campus but without generated configurations.

* Allow Switch Source IP: Optional. Allow specified subnets from which switches can access AmpCon-Campus.

« Debug: Optional. Enable debug logs for server-side operations or not.

Click Save.
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System Configuration @

Configuration Mame # Global

Device Default Login User () *  admin

Device Default Password # LT LR L

License Portal URL # https://license.picag.com/ ol
License Portal User # ans

License Portal Password * sssssaes

Config Backup Mumber (%) # 2

DB Backup Number (2) # 2

Security Config File # config_gen/security/security.config + @&
Parking Security Config File Choose File | No file chosen

Allow Switch Source IP (%)

DEBUG (& J

‘ Reset ‘ Update Encrypt Key Svslog Config

The global system configuration is configured now. If you don't add non-global system configurations, the global system configuration will
be used to deploy switches.
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Adding a Non-global System Configuration

To add a non-global system configuration, follow these steps:

Log in to the AmpCon-Campus Ul, and click Service > System Config.
Click the + icon. The “Add New System Config” page opens.

Input the following information:

« Configuration Name: The name of the configuration.

Device Default Login User: The default username of switches to be managed.

Device Default Password: The default password of the default user.

License Portal URL: https://license.pica8.com

License Portal User: The user ID for the License Portal.

License Portal Password: The password of the user for the License Portal. License Portal URL, License Portal User, and License
Portal Password are used to access the License Portal.

Security Config File: The .txt file with PicOS security-related set CLIs.

L
K K]
[
=

System Configuration @ ¢

Configuration Name

Device Default Login User (%) *

Device Default Password *

License Portal URL * o
License Portal User #

License Portal Password *

Security Config File * ‘ Choose File ‘ No file chosen

(N )
I—'—

Click Add.

After you add the non-global system configuration, you can do the following actions:
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+ To view the switch information associated with the system configuration, click View Associated Switch on the "System Config” page.

View Associated Switch

SN/ Service Tag Model Version Mgmt
SSFDCED3437A 855812 _54x 2.8.7-pim/ 7427 2a61eb 0,18
SSFDCBD3437C as5812 S4x 8. 7-pim/FT6272ab1eb 0.74
SSFDCED34370 ast812 S4x 8. 7-pim/ 7627 2ab1eb 278

SSFDCBD3437E as5812 S54x 9.8.7-pim/76272a61eb a2

1-dof ditems 1 I ; 10/ page

« To apply a non-global system configuration to specific switches, click Manage Switch, select the switches, and then click Save.

SN / Service Tag Status

DO3ECZ2D1D180 as5812_54x 4.6.0E/b7a255c441 Imported
62A544A8C182 as5812_54x 4.6.0E/e216c12b14 Imported
62A544A8C181 as5812_54x 4.6.0E/e216c12b14 Imported
62A544A8C183 as5812_54x 4.6.0E/b7a255c441 Imported
G1ASBLIO0075C 55860-48XMG-U 4.6.0E-EC1/31bb7814fd Imported
G1AZBLIODDSBA 55860-48XMG-U 4.6.0E-EC1/albb7514fd Imported
S2A544A5C 1584 as5812_54x 4.6.0E/b7a255c441 Imported

A2AS44ARCIES as5812 54y 4.6,0E/b723255c441 Imported

1-Zof & items

« To remove a non-global system configuration, click View Associated Switch to check whether the system configuration is associated
with any switches or not. If not, click Remove.

NOTEIf the non-global system configuration is still associated with some switches, the removal will fail. You need to click
Manage Switch to unselect these switches first.

Importing AmpCon-Campus Licenses

AmpCon-Campus is the control center for all switch licensing. It tracks the current switch entitlement and allows the appropriate number of
switches to be managed by AmpCon-Campus. AmpCon-Campus needs a valid license with active support to perform its functions.

The following license types are provided:

* Trial license: The trial period lasts for 90 days and an additional 14 days. After the trial license is expired, you must install a formal
license to continue using AmpCon-Campus.

« Formal license: After a formal license is installed, you cannot install a trial license.
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To manage switches with AmpCon-Campus, you need to add the Hardware IDs of the switches to an AmpCon-Campus license and then
import the license to AmpCon-Campus.

Prerequisite

Obtain the Hardware ID of each switch that you want to manage by running the following commands in each switch:

run start shell sh

sudo license -s

admin@swd# run start shell sh
admin@swd :~% sudo license -s
{
"Type' :"100GE",
"Feature":["Base Product”, "Layer3”, "OpenFlow’"],

"support End Date":"2026-01-01",
"Hardware ID":’ "-FBDF-7493"

¥

admin@swd : ~%

Creating an AmpCon-Campus License

To create an AmpCon-Campus license, follow these steps:

Log in to the License Portal, and then click AmpCon Licenses > New AmpCon License.

@O NOTEYou can get the username and password of the License Portal from the sales team.

Input the following information:

« Software Type: Select Ampcon-Campus.

Software Version: Select AmpCon-Campus 2.2.0.

Device Type: From the drop-down list, select a device type.

Feature Type: Select Foundation. Currently, only the Foundation feature type is supported.

License Type: Select Trial License or Standard License.

License Name: The name of the license.
In the Addition Method section, select either of the following ways:

« Form input: Enter the Hardware IDs of switches to be managed with AmpCon-Campus, and select the expiration date.
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Software Type Software Version

AmpCon-Campus AmpCon-Campus 2.2.0

Device Type Feature Type

FPSW Foundation

License type

Standard License

License name

test-license

Addition Method

® Form input File upload

Hardware id & Expiration date

TT11-1111-1111-3010;1111-1111-1111-

3020;1111-1111-1111-3030 2099-12-31

Add AmpCon License

* File upload: Click Upload to upload a .xlIsx file with the Hardware IDs of switches to be managed with AmpCon-Campus and the
expiration date. You can click Blank template to download a .xlsx template file.
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Software Type Software Version

AmpCon-Campus AmpCon-Campus 2.2.0

Device Type Feature Type

FPSW Foundation

License type

Standard License

License name

test-license

Addition Method

Form input @ File upload

Hardware id & Expiration date

Upload

Add AmpCon License

Click Add AmpCon License.

Importing an AmpCon-Campus License

To import an AmpCon-Campus license, follow these steps:

Get the updated or new license from the License Portal.
Log in to the License Portal, and then click AmpCon Licenses.

Click Copy to copy the license string or click Download to download the .lic license file.
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Finrs Ampon Lisems Varity Rausks Cods Arpenn Licanem Surmmar g

1 1 u.. I ':‘u.
ful e i . . . = : ]

Lizpress i Licensa pame Licensa key Fotal i Cragtn llma Lompany Eniraaie Type SoftWare wErsi Diessic bypas Foalurn Type
TR pae-lant & .i:m.-FI"Iln_Iﬂ Copy Ll Doendoad 1 F : Lels o L 1B Ampeon-DT Aengen-DC 2.1 PR o e
177 Jaspar pwd £ wCunkifzte.. (] Copy L Download 1 &£ :mmtm iso Ampene-T Foundses
11 dnyi-in # smpqoboviy0.. ) Copy L Downlosd 1 2 x.ﬂ.ml-ﬂi g Ampeon- | - - Lounmwten
178 june tew dlvtOtmn. L) Copy L Download 1 & :?ﬂ.iﬂ.‘i}tlﬂl tan AmpranaT . . EgunOETer
1T £ chiETMuade.. L] Copy L Download 2 # ﬁm e a0 Ampeon-DC Arrpoon-DIC 0D - -
13 1M1 # WAL Lk u Copy A1 Downloed 2 :'mmj_‘ &l e OC Aemgsreey-DC 200 ks -
172 w113 £ yravpgtmiL. L1 Copy L Dowsioad 3 £ E’mm'ﬂn Tat Ampenn-DC Aempatien [0 3.1 FrEW Founditen
169 w128 2 usprvric. (J Copy L Downiosd 2 & ::mm-.m o PR — Ampoon-Campas 200 FPSW Fooodutien
22 fesd_ | NF # Lpetnrandl ﬂ Copy L Dowslosd 1 # Ot 11 03 RS AN tam Ampenr- T ROCE
158 S i ww f GtV WS ﬂ Copy L Downipad 1 £ G (5 . WS im0 dppoanaT = - BOCE

In the AmpCon-Campus U, click System > Software License > License Management from the navigation bar.
On the “License Management” page, click Import.

Select either of the following ways to import licenses:

+ Select Copy License.txt, and paste the license strings that you copied in step 1.b to the License Key box.

Import

License Method Add License.lic

License Kay *

+ Select Copy License.lic, and then upload the .lic license file that you downloaded in step 1.b in the License Key selection box.
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Copy Licensetxt | € Add License.lic

C!wme File | Mo file chosen

Click Apply.

After you import the new license, the All Licenses table is refreshed.

Optional: Editing an AmpCon-Campus License

After you create an AmpCon-Campus license, if you want to manage new switches with AmpCon-Campus, you can edit the license. Follow
these steps:

Log in to the License Portal, and click AmpCon Licenses.
Locate the license that you want to edit, and click the edit icon in the Total hw-ids column.

Click the Add Device icon, enter the Hardware ID of each new switch that you want to manage, and select the expiration date.

Total items bt

License iD: 187 License Mame: 22222

Add Device @

Click Save.

NOTEAfter you edit a license, import the updated license to AmpCon-Campus so that newly added switches can be managed by AmpCon-Campus. For more information, see
Importing a License.

Copyright © 2025 FS.COM All Rights Reserved Page 61 of 71


https://pica8-fs.atlassian.net/wiki/spaces/ampconcampus22/pages/332535147

AmpCon-Campus Management Platform User Manual V2.2.0

Upgrading the AmpCon-Campus Server

To upgrade the AmpCon-Campus server, follow these steps:

Procedure

Download the new AmpCon-Campus server package from the ES website.

Go to the package directory, and run the following upgrade command:

sudo install_or_upgrade.sh

picaB@ica8:~/automation/ampcon-dc-release-al76ae9f76$|sudo ./install or_ upgrade.sh
>>>5>5>5>>>5>>5>5>5>>>>> AmpCon project /usr/share/automation/server dir already exists, ready to upgrade CCCCECCCCCLCCCLCLCCEC
<=

e3b287efead5

d71d504c4246

61fd6c4243de

d48200740c1c

2ddbe7cfb51a

371333d52cfc

8ad421c010f4

00d599689a78

f26ab79470f5

Untagged: ampcon-nginx:al76ae9f76

Deleted: sha256:4d48ec1f437c0ea5c305abbbde51c468bc2a2fed7ae261811ae34a8d13ceb093
Deleted: sha256:34b88254152158746a3974c46ac5b10bae®b72053ecleb9dba’/ 363434922318
Deleted: sha256:4e384544996e6b4ac348b97509264219bb3160d9bd0dd180bfOb3aab3d61803¢c
Deleted: sha256:05b9c373a5059d7fed0edaf32db375f67fala7/dbee521a97ced96341f62704b36
Deleted: sha256:7d6854caaldcbl169eadc109eella9c4t24belb7c3abb1cab30204c900el1725a4
Deleted: sha256:569225b98d5ed33c96aBela/7f75747fad7847a359e30196008415fcbc3eb2eatf
Deleted: sha256:5cb2a2a33f650d9481edB899a2¢c81dd20bdc284715¢cf905663aea281598b57bdd
Deleted: sha256:bf10bb318a4231fc808cbeabd378c3eafelf2a245e4c32705cl1cal2B8fbbaebca
Deleted: sha256:9e50d14a0d7a41df98f36d31f9b9fa2086cd50768626465F160e08ebbc13c927
Deleted: sha256:14dfb5adabbaeea’2ebea2df75T0d1d37e36b53d8cdB810e27600bc2497811227
Deleted: sha256:cbccabb860639299dcbdbbaBba0774624e390001cb65ebecSeaece37c9c5d089e730
Deleted: sha2b6:ff7064fa9%6621d2e10cd89ba2celB8271f5930a2f65e9e60795Fa344956¢2774c¢c
Untagged: ampcon-main:al76ae9f76

Deleted: sha256:8aa61b8d2c4f52544ecadf31931d743e8db37c0c9bc2214bcbe54865093ad88
Deleted: sha256:2c2c212e2e95d7¢c9c1832d500ff4bd21516a232ed3ffc69ef55¢cf521d42c2eda
Deleted: sha256:01e573cdecfbcD26ad4b2lfebabcbcadd31foco071fb01f0d097455499b209b39
Deleted: sha256:cf18c8cae9138bbbaaddodeaf7571edlcfcf337085aefc05e5036101a403d32f
Deleted: sha256:cbe7a9f34f5e0188eec16066T155cT6a743224809874879291c4339b38c78f6d
Deleted: sha256:218440e14f4bba0418b6543b8caifeld4f2feBcaa995eedfe2cabaaebffef106
Deleted: sha256:59edc750d53f6f675769dc61d41b9998aa%a9f7dfee94f95a52e1681ecadbd34

Wait for the upgrade process to complete. Once you see a success message, the upgrade is finished.
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c34a2614b4d6c:
f57B58e1602c:
ebd407%ef461:
5f70bT18a086:
Shaaedd48b114d:
GdbZ2eS5ffdacl:
d7dd&5b3f3fd:
Obabkc9B6512b:
B13RB6deBebb:
Loaded image:
1b51bdbcaadl:
b335b3014145:
fBdB5efa2df5:
3ff3cddccddd:
23a39861c0cd:
alad3d9cicha:
cOBfdf56d255:
727b32888db9:
Seacded783a9:
Loaded image:

- A 1 I i 1 i1
mwmwomwumiun
m o mwaumunn

_u:uLuu layer
ampcon-ssh:al76ae9f76
pading layer

mmnnn

rabbltmq al76aelf76
Import docker custom images successfull

All docker containers prepare started ...

Network server_custom_net

Network server_custom_net

Container
Container
Container
Container
Container
Container
Container
Container

Container

rsyslog-service
rabbitmg-service
openvpn-service
mysgl-service
celery-beat-service
ssh-service
celery-worker-service
flask-main-service
nginx-service

Congratulations! container nginx-service is healthy
AmpCon pruject upgrade post actiun start

p1ca?Mp1caE ~Iautnmat1unfampcun -dc-release- al?Eaer?Em l

Log in to the AmpCon-Campus Ul to see whether the server is upgraded to the new version.

Uninstalling the AmpCon-Campus Server

To uninstall the AmpCon-Campus server, follow these steps:

Procedure

Go to the root directory of the AmpCon-Campus server, and run the stop script with sudo privileges:

cd /usr/share/automation/server

sudo ./stop.sh

Clear the files in the server directory with sudo privileges:

sudo rm -rf /usr/share/automation/server

Administering AmpCon-Campus

You can administer AmpCon-Campus by using the user interface. For more information, see the following child topics:

Managing User Access

After you deploy AmpCon-Campus, you can manage user access so that users are assigned with appropriate permissions.

® NOTEOnly users with the SuperAdmin role have access to the
only available to AmpCon-Campus users with the SuperAdmin role.

Role-Based Access Control

“User Management”

AmpCon-Campus Management Platform User Manual V2.2.0

10.75kB/10.75kB
3.584kB/3.584kB
5.12kB/5.12kB
1.024kB/1.024kE
571.8kB/971.8kB
1.838MB/1.83BMB
1.188MB/1.188MB
3.584kB/3.584kB
3.584kB/3.584kB

77.97MB/77 .97MB
24 .97MB/24 .97ME
7.725MB/7.725MB
25.97MB/25.97MB
3.072kB/3.072kB
1.536kB/1.536kE
4.608BkB/4.608kE
4.608kB/4.60BkE
40.02MBE/40.02MB

page. Adding, editing, or deleting users, login restrictions, and TACACS+ configuration are

Role-Based Access Control (RBAC) is used to permit individual users to perform specific actions and get visibility to an access scope. Each

user can be assigned to a specific role with associated permissions.
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AmpCon-Campus supports the following user roles. The permission levels are as follows: SuperAdmin > Admin > Operator > Readonly.

* SuperAdmin

o Provides access to all AmpCon-Campus functions
o The only role that can manage users and groups

« Admin

o Provides access to almost all AmpCon-Campus functions
o Can't manage users and groups
o Can't access Switch model and System Config

* Operator

o Provides access to most of AmpCon-Campus functions

(@)

Can't manage users and groups

@]

Can't access Switch model and System Config

(@)

Can't view and manage licenses and can’t view license logs

@]

Can view but can't configure Campus Fabric and Wired Clients

* Readonly

o Views limited pages such as Dashboard, Switch, Topology, Config Files View, and Alarms

o Provides access to CLI Configuration, Template Verify, and Config Snapshot Diff

User Self-Management

All AmpCon-Campus users can change their own passwords and email addresses. Follow these steps:

In the AmpCon-Campus Ul, click the username, and then click User Management.

2 admin ~ @

User Management
Version

Logout

To change the user password, enter a new password in the New Password field, and then enter the password again in the Confirm
Password field.

User Account Settings

User Mame

Old Password [IX1T]
Mew Password

Confirm Password

Email #

To change the email address associated with the AmpCon-Campus user, enter a new email address in the Email field.

Managing All Added Users
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When you add a user, you need to select a user role for the user and specify the user type (a group user or a global user). A group user
means that the user is a member of a specific group. A global user means that the user is not limited to a group.

To add a user, follow these steps:

Log in to the AmpCon-Campus Ul with a user of the SuperAdmin role.
Click System > User management from the navigation bar.
Click Add User, and enter the following information:

o User Name: The username.

o

User Password: The password of the user. The password needs to be a combination of uppercase letters, lowercase letters,
numbers, and special symbols. The character count needs to be greater than 10.

O

Confirm Password: The password of the user.

(@]

User Role: SuperAdmin, Admin, Operator, or Readonly.

O

User Type: Global or Group.

Email: The email of the user.

(@]

If you select Group as the user type, select a group name from the Group Name drop-down list.

To assign the user to a new group that hasn’t been created, create a group as described in Managing Groups.

Add User

User Name *

User Password * esessnsesse

Confirm Password * o000 e00000e

User Role * SuperAdmin

User Type * Group

Group Name Select Group

test
1222
test 160

test_xfx

Click OK.

To edit an added user, follow these steps:

Log in to the AmpCon-Campus Ul with a user of the SuperAdmin role.
Click System > User management from the navigation bar.

On the “User Management” page, locate a user, and then click Edit.

® NOTEThe built-in user admin can't be edited here.

Modify user information as needed.
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EEARAEEE

Click OK.
To delete an added AmpCon-Campus user, follow these steps:

Log in to the AmpCon-Campus Ul with a user of the SuperAdmin role.
Click System > User management from the navigation bar.

On the "User Management” page, locate a user, and then click Delete.

() NOTEThe built-in user admin can’ t be deleted.

User Management
4+ Lises = TACACS: Satfings
Lhser Mame + T Created At +» T  fole * Email * ¥  Group Diperation
.
admin [0 2025-03-27 11:01:59 SuperAdmin All Groug Dielele

1-1of 1items (2] > 10/ page

In the pop-up window, click Yes to confirm the deletion.
You can lock an added user so that the user can't be used to log in to the AmpCon-Campus Ul. Or you can unlock an added user to enable
the login again.

(D) NOTEThe built-in user admin can’ t be locked or unlocked.

* To lock an added user, follow these steps:

Log in to the AmpCon-Campus Ul with a user of the SuperAdmin role.
Click System > User management from the navigation bar.
On the "User Management” page, locate a user, and then click Lock.

In the pop-up window, click Yes to confirm the lock operation.
* To unlock an added user, follow these steps:

Log in to the AmpCon-Campus Ul with a user of the SuperAdmin role.
Click System > User management from the navigation bar.

On the "User Management” page, locate the locked user, and then click Unlock.
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User Management

Liser Name Created At - Roke Ermail Groug Operation
i B 2005.04-0209-14:12 S Acmin xu gl com All Grougp
plute 2005-03-26 07 0852 Resdonly pluloESpicaflcom Al Group
ST pcdoman 2023 03-L QLT SuperAdmin 16 L.com Al Group
pecimiin 20250314 105003 SuperAdmin Al Groug
§-% 0 £ jerna 10/ page

In the pop-up window, click Yes to confirm the unlock operation.

Now you can log in to the AmpCon-Campus Ul with the user again.

User Permissions on Menu Pages

For menu pages in the AmpCon-Campus Ul, different user roles have different permissions. For more information, see the User Permission
Table topic.

Configuring TACACS+ Authentication and Authorization

In addition to using local users (global users or group users), you can also enable the TACACS+ integration to manage user access. For more
information, see the Configuring TACACS+ Authentication and Authorization topic.

User Permission Table

For menu pages in the AmpCon-Campus Ul, different user roles have different permissions. See the following table:

Table 1. Menu Permissions

Configuring TACACS+ Authentication and Authorization

AmpCon-Campus supports integrating with the Access Controller Access Control System (TACACS+) server to do authentication and
authorization for the AmpCon-Campus login users.

In addition to using local users (global users or group users), you can also enable the TACACS+ integration to manage user access.

« Before You Begin

* Procedure

« Sample Configuration of Authorization Level on TACACS+ Server (Linux tac_plus)

Before you enable the TACACS+ integration, read the following notes:

* You can configure at most two TACACS+ servers on the AmpCon-Campus server. One is the primary and active server, while the other
one is the secondary server, which is used for backup. Configure the secondary server only when backup is needed.

* You can designate authorization levels by using the priv-lvl parameter on the TACACS+ server. The priv-lvl configuration is sent in the
TACACS+ authorization response. The priv-lvl parameter value is mapped to one of these local role levels: Readonly, Operator, Admin,
and Superadmin.

For how to configure authorization levels on the TACACS+ server, see the Sample Configuration of Authorization Level on TACACS+ Server
(Linux tac_plus) section.

« AmpCon-Campus sends authorization requests with “Arg[0]” service=sAmpCon-Campus. On the TACACS+ server, you need to set the
value of the parameter “service=AmpCon-Campus” to process authorization requests of AmpCon-Campus users.

* If both the primary and the secondary TACACS+ servers are unreachable, you can use local users (global user or group user) to log in
to the AmpCon-Campus Ul.

To enable the TACACS+ integration, follow these steps:

In the AmpCon-Campus Ul, click System > User management.
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Click TACACS+ Settings.

Click Enable to activate the TACACS+ service. The TACACS+ Settings pop-up window is displayed.

Enter the following information:

Parameter Description
Enable Enable or disable TACACS+ authentication and authorization.

Primary Server
4 The IP address of the primary TACACS+ server.

IP
Secondary ,
Optional. The IP address of the backup TACACS+ server.
Server |P
The shared key of TACACS+.
NOTE
Server Key , ,
The value of the Server Key field needs to be the same as the shared keys of the primary and secondary
TACACS+ servers. The shared keys on both TACACS+ servers need to be the same.
Session Timeout The TACACS+ connection timeout in seconds.
Auth Protocol The authentication protocol type of TACACS+ including ASCII, PAP, or CHAP.

The mapping ranges for TACACS+ authorization. The configuration page displays the default mapping
values. You can configure a custom range for mapping values. The values are integers that range from 0
to15.

NOTEs

Don't overlap any range with other ranges among different user levels.If the priv-Ivl configuration of a
user on the TACACS+ server is not found in the level-mapping configuration on AmpCon-Campus, the
user role level is mapped to Readonly.

TACACS+ User
Level Mapping

Click OK.

For how to configure authorization levels on the TACACS+ server, see the following example:

user = leontest {

global = cleartext "abc"
service = AmpCon {
default attribute = permit
priv-lvl =15

}
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}

user = automation1 {

global = cleartext "automation™
service = AmpCon {

default attribute = permit
priv-lvl =10

}

}

user = testtest {

global = cleartext "testtest"
service = AmpCon {
default attribute = permit
priv-lvl =5

}

}

user = testpica8 {

global = cleartext "testpica8"
service = AmpCon {
default attribute = permit
priv-lvl =1

}

}

Updating the Encrypt Key for Sensitive Data Encryption

After you deploy AmpCon-Campus, a default encrypt key is generated to encrypt sensitive data in the AmpCon-Campus database. In this

way, plain text like password and sensitive TACACS+ keys is not shown in the AmpCon-Campus Ul. You can update the encrypt key as you
need.

Procedure

To update the encrypt key, follow these steps:

Log in to the AmpCon-Campus Ul, and click Service > System Config.
On the “Global System Config” page, click Update Encrypt Key.

Enter the original key and the new key. The default encrypt key is pica8pica8
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Click Save.

Configuring External Syslog Servers

You can forward AmpCon-Campus logs to other external Syslog servers.

Prerequisite

Ensure that the Syslog service of the target server is enabled.

Procedure

To update the encrypt key, follow these steps:

Log in to the AmpCon-Campus Ul, and click Service > System Config.
On the “Global System Config” page, click Syslog Config.
Enter the following information:

o IP: The IP address of the external Syslog server.

o Port: The port number of the external Syslog server.

o Protocol: TCP or UDP.

o Level: SUCCESS or ERROR. The mapping rules of AmpCon-Campus Log levels and Syslog rules are as follows:

« SUCCESS is equal to info (level=6)

« ERROR is equal to warning (level=4)

For example, if the ERROR level is specified, the Syslog server receives logs with a warning level or higher from AmpCon-Campus.
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