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Chapter 1- VPN

How to Configure Site-to-site IPSec VPN Where the Peer has a
Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HG Brarmch
100100, 100,254 [ 0, 100, 200254

WM Tumned YR Tunne

192.168.148.0/24 192.1568.140.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 8



ZYXEL

MNMETWOREKS

VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

(1]
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

(28
£l
|
Bu
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next.

. . ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

e T “
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

Formp
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1
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VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check
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How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer has a Dynamic IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HZ Bronch
100,100, 100.254 Dynamic Address

YPM Tunnel YN Tuninel

192,168, 68.0/24 192.148.1480.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

VPN > Site to Site VPN
Type My Address and select Peer Gateway Address as Dynamic Address. Type a secure

Pre-shared key.
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Scroll down to find the Phase2 setting. Type Local and Remote Subnet and select

Responder Only. Then click save change.
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

Ginus n

VPN > Site to Site VPN
Type My Address as 0.0.0.0 and type Peer Gateway Address. Type a secure Pre-shared
key.
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Scroll down to find the Phase2 setting, type Local and Remote Subnet. Then click save

change.
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Fartwork, Connection Defsils
STy L7 0T

Consacon-apmsla: DRE
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VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to Site VPN
tunnel between USG FLEX H devices. The example instructs how to configure the VPN
tunnel between each site while one Site is behind a NAT router. When the IPSec Site to Site

VPN tunnel is configured, each site can be accessed securely.

HG Branch
100.100.100.254 100.100.200.254

192.148.1.100

YPH Tunnel

192.168.168.0/24

192.1468.160.0/24

“¥'Note: Please ensure that you have NAT mapping UDP port 4500 to USG FLEX H
device.
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Remote Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address. Click Next.
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and Remote

Subnet to be the IP address of the network connected to the peer gateway.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Local Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

e -
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

[t

— — ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

wir g b lmad=y
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Fartwork, Connection Defsils
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VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check
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How to Configure Remote Access VPN with Zyxel VPN Client

This example shows how to setup Remote Access VPN on USG FLEX H and Zyxel VPN
Client. The example instructs how to implement Remote Access VPN by SSLVPN and IPSec

VPN.
Remole Ly r I .

Hl GirEway

-
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Before Begin
User & Authentication > User/Group > User
Create local user for remote access authentication.
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Download and install the new TGB Client

Set up SSL VPN
VPN > SSL VPN

Select the incoming interface, the default port is 10443. And up to your requirement to
select Full Tunnel or Split Tunnel. And we now support OpenVPN config file.

For example: We pick up Split Tunnel and allows to access 192.168.100.0/24
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The default Address Pool is 192.168.51.0/24 and select the User who can access SSL VPN.

Cheri Firhaps
| i |

LY 3] ban =i 2 Fhs

Set up IKEv2 VPN
VPN > IPSec VPN > Remote Access VPN

Select the incoming interface. And up to your requirement to select Full Tunnel or Split

Tunnel.
For example: We pick up Split Tunnel and allows to access 192.168.100.0/24
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The default Address Pool is 192.168.50.0/24 and select the User who can access IKEv2
VPN.

Bl

===

LY

EvE-H T

Set up Remote Access on TGB Client

The new TGB Client merge SSL VPN and IKEv2 VPN. You don't need additional software for

each other.

W' Zyxel IPSec VPN Client
Configuration Toocls 7

Save Ctrl+5

Import
Export

Get from Server
Wizard...
Quit

55L
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Input the Gateway Address, Username and password to fetch configuration file.

W' VPN Configuration Server Wizard x

Step 1: Authentication

What are the parameters of the YPM Server Connection ? @ O

You are going to download your VPN Corfiguration from the WYPN Configuration Server.
Erter below the authentication information required for the connection to the server.

Gateway Address; |TJaT 88D @ Port: |443

Authentication: |Lugir1 + Password v |

Login: |zwel_vpn |

Password: |"‘“'“| |

Mext = Cancel

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 40
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You will obtain IKEv2 as well as SSLVPN settings.
W Zyeal s VPN Cleesi - [ ®
Covfigusiin Togh 1

o es_palkcy [ R S5L Configuration

2ok e criwhdd meiard

. Ert ol IR aavey
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Test SSLVPN Tunnel on TGB Client

Right click the profile and “Open Tunnel” and log in.

You will see the profile being green and can access internal resource now.
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Test IKEv2 Tunnel on TGB Client

Right click the profile and “Open Tunnel” and log in.

You will see the profile being green and can access internal resource now.

Test IKEv2 Tunnel on Windows Client

Download Windows VPN configuration script
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Perform the windows bat file and input credentials.

w Windoere Seourity b4
5. g Coannect b
lgn in
Tyeel ypn "
= Lonmect b
Connect o

[ iSermEme o Basvaoid o IRCDrmect

T

Lannect
'E] Hemotefooass 1021448 28
drtion nesaed

=

Carice!
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VPN is connected and can access internal resource.

oy Aemotefccess 02044828

B Select Commind Prampt

Test IKEv2 Tunnel on iOS Client

Download i0OS/macOS VPN configuration script.

Send the script to Device.

Profile Downloaded
Review the profile in Settings app If

you want to install it.
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Settings > Profile Downloaded

1746 9

Settings

ICloud Storage Almost Ful

Profile Downloaded

Airplane Mode

Wi-Fi

Bluetooth

Celular

Personal Hotspot

VPN
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Press Install.

install Profile

"Q From Zyxel: RemoteAccass Wiz 1

Enter Username and Password.

F

Lance Enter Username Mext

zyxel_vpn
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Cancel Enter Password Next
ENTER YOUR PASSWORD FOR THE VPN PROFILE
“VPN'

l;n;x_,;):.’;:d by the From 7y xe

RemoteAccess Wiz _10.214.48 28" profiie

Now, it can connect.

4 RemoteAccess_Wiz_10.214.48.28 Edit

Type IKEv?2
Server 10.214.48.28
Account zyxel_vpn
Address 192.168.50.1
Connect Time 0:09
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Test IKEv2 Tunnel on Android Client

Download Android(strongSwan) VPN configuration script.

Download strongSwan from Google Play Store.

Hot Games

strongSwan
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Send the script to device then Install and Import strongSwan profile.

15:51 Ei--'

X Import VPN profile IMPORT

Praofile name
RemoteAccess_10.214.48.28
10.214.48.28

VPN I:,-;,:-

IKEv2 EAP (Username/Password)

zyxel_vp r1|

10.214.48.28
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VPN is connected.
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Test OpenVPN

VPN > SSL VPN
We now support OpenVPN config file, Click Download to obtain the ovpn file.

FErrerw Leitem

L B

Lt TR Tl

Chmrr m i e RN e ge o
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Import the config file. VPN is connected.

Profiles ="

DISCONNECTED

CONNECTION STATS

KB

S———

A
53308 ! 2858
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How to Configure Site-to-site IPSec VPN between ZLD and uOS
device

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer gateway is ZLD device. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ-uOS Branch-ZLD
100.100.100.254 Ao 100.100.200.254

! 'l ..-.. l .v-w.-‘“ ' ...... 'l

VPN Tunne" VPN Tunnel

192.168.168.0/24 192.168.2.0/24
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Set up IPSec VPN Tunnel for uoS

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

T Hebai ) 4
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to USG FLEX H and Remote
Subnet to be the IP address of the network connected to the peer ZyWALL.

- - n
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

L}

.......
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www.zyxel.com

Set up IPSec VPN Tunnel for ZLD

VPN > IPSec VPN > VPN Gateway

Select the WAN interface and type the Peer Gateway Address.
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Type Pre-shared Key. The default proposal which created by wizard is "Encryption:AES128,
Authentication:SHA1, Key Group:DH2". Those are the same as uOS.
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VPN > IPSec VPN > VPN Connection

www.zyxel.com

Select VPN Gateway and set Local Subnet to be the IP address of the network connected

to be ZyWALL and Remote Subnet to be the IP address of the network connected to the

peer USG FLEX H.
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The default proposal which created by wizard is "Encryption: AES128, Authentication: SHA1,

Key Group: DH2". Those are the same as uOS.

O Aodd VP Cannaefion
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Ll Enpice Comrlectidty Snack
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Test IPSec VPN Tunnel

Ping the PC that is connected to ZLD device
Win 11 > cmd > ping 192.168.2.34

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

v hiPa Thek
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How to Configure Route-Based VPN

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HG) Branch
100, 100,100,254 100.100,200.254

H 1l aaaa I i T H T I
VPN Tunnel YPH Tunnel
WTI WTI

192.168.168.0/24 192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-Site.
Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 67



ZYXEL

MNMETWOREKS

VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and configure the Remote Subnet.

- =
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

&

Fabiey L Buadirg
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Set up IPSec VPN Tunnel for Branch
VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site-to-Site.
Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

= -
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Type to Route-Based and Remote Subnet.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary
The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

% & s vl
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Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

8 adminatrater Command Promp
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How to Use Tailscale

What's Tailscale?

Tailscale is a secure, peer-to-peer VPN solution that simplifies connecting devices over the
internet. Unlike traditional VPNs, Tailscale establishes direct connections between devices
without requiring complex firewall configurations or static IP addresses. It uses a mesh
network topology, allowing every device to communicate directly with every other device

securely.

Start to Tailscale and implement on Firewall

1. Please refer TailScale KB to create an account and start.

2. Navigate to “Settings -> Personal Settings -> Keys" and “Generate auth key".

i ol o T - W o " T i u
[T Ty e - Y re— Sy Berrmws el - B Did =) Ea¥rus
Keys
— oo g} 1T 1
L A {od I W ¥
el
|||||| T
Chush i
Wt E Atk kiry's
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3. Give a Description Name as you want and disable “Reusable” due to security reason then

click "Generate key".

Generate auth key *

Description |
Add an optional description for the key

Zyxel

Reusakle

Use this key to authenticate more than one device

Expiration
Humber of days until this auth key expiras, This will not affact the node
key axpiry of any machine authenticated with this auth key

a0 - } days

Must be between 1 and 20 days.

DEWICE SETTINGS
These sattings will apply to any devices authenticated using this key

Ephemeral
Darwices authenticated by this key will be automatically removed
aftar going offline, Learn mare A

Tags
Devices authenticated by this key will be autematically tagoed
This will also disable node kay expiry for the device, Learn mane =

Cancel Generate key
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Copy the key.

Generated new key 4
Be sure to oopy vour new key below. It won't be shown in full
again

tekey-auth-kc5HbhKCcODT1CNTRL- i}

{0 Thiz key will expire on Jun 2, 2025. If you'll then want 1o
continue using an auth Key, you'll need 1o genarale & new ona.

Done

4. Login Firewall and navigate to "VPN -> Tailscale”, paste to the "Auth Keys".

i

“FNote:

. When you want to change the key, please click Logout.
. You can choose the zone by yourself. We recommend using Tailscale zone

for some predefined rules.
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www.zyxel.com

5. Go back to the Tailscale admin page. You will see the Firewall device.

T IR Fe S

B bprtews A bpgm  F S

Machines

R T R ns o LR s !

inmbrd T2 34-38

g padgiey e e w

aghasinm

Sty el il B

Click "Disable key expiry”
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Scenario

We have two subnets, 192.168.168.0/24 and 192.168.160.0/24, which are located behind

firewalls. Both the firewalls and the Client A are part of the Tailscale VPN network. The

objectives are as follows:
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Casel: Allow Client A to access the 192.168.168.0/24 and 192.168.160.0/24 subnets

1. Advertised 192.168.168.0/24 in Firewall A.

Grnwmi Iettnga

- ] L T ot
L=
o lETH
L]
Bauting
@ X
AlnESinll Wateinki
+ ikl
T

2. Advertised 192.168.160.0/24 in Firewall B.
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i
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3. Ensure Both subnets have been approved from Tailscale portal.

Ega Ij':l.lEI.I:IJI'ﬂ.IW Trial 14 dags lwh

B Machines & Apps T Services  Edit route settings of firewall-b = ¥

Subriet routes

Machines

Manage the devices conneched fo your tal P rangas as subnet routes

Cannect 10 devices you can'l ingtal Talscale on by achvamising

EEIE G004

Exit mada
4 machines
Allave your network bo roube intermet traffic through this
machins
A HIM
s @5 exit node
firewall-a

e, Wikl ol oom. b

- - L m

Tirewall-b LT L D T (RN

e Wl Dyl o b T W B n PR o B

Endl POEhE

Test the Result

Now, Client A know how to route traffic and able to access 192.168.168.1 and 192.168.160.1.
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Case 2: Allow Client A to access internet through Firewall

1. Take Firewall A as example. Enable “Exit Node" and “Default SNAT".
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2. Ensure the Exit-Node have been enabled from Tailscale portal.

Edit route settings of firewall-a X

& Key expiry is enabled

If this machine's key expires, your relayed traffic may be
interrupted until you reauthenticate.

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more A

192168.168.0/24

Exit node

Allow your network to route internet traffic through this
machine. Learn more A

Use as exit node
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3. Client A need to select Firewall A as exit node.

Tailscale

o [
Connected - Using exit node MNone

Fecommended fuewall-a (usgiex300h)
Kovin Wod @ryxel com tw

Iyxelcom.tw
o fnewall-2 (usgliex500h)

This device: cient-a (bwnbnt123234-01) (300.95.1.123)

Network dewwes

Allew Jocal netwark access

Exit nodes »
Preferences > I
About
Exit

Test the Result

The internet traffic will send to Firewall A.
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Case3: The devices within the 192.168.168.0/24 and 192.168.160.0/24 subnets can
communicate with each other

Once you completed advertised Networks, you can communicate each other.

Test the Result

The ping test from Firewall A

kevinfmujiaxuandeMacBook-Air @219 M ifcenfig end

enb: flags=88463<UP, BROADCAST , SMART , RUNMING , SIMPLEX  MULTICAST> mtu 1588
options=atd<LAN_MTU, CHANNEL _ IO
ether 28:7b:d2:5F:c¥%:db
inett feld::;1@:%bda;eSfd:adc?hens prefixzlen &4 secured scopeid Bxld
inet 192.168.168.4 netmask @xfIfffféd broadcast 19%2.168.168.255
ndé optlons=2@1<PERFORMMNUD  DAD>
nedia;: autoselect (1@BEbaseT <full-duplex=z]
status: active

kevinfwujlaxuandeMacBook=-A1r @219 N ping 192.148.140.33

PING 1%2.168.169.33 (192.168.148.33): 66 data bvtes

Gh4 bytes from 192.148.1408.33: lcmp_seg=0 ttl=124 time=3.301 ms

&4 bytes from 192.1468.1408.33: 1cep_seqg=l ttl=134 time=3.2467 ms

The ping test from Firewall B

IPvil Address
Subnet Mask

Default Gateway

Wireless LAN adapter Wi-Fi

A State Media disconnected

nection-specifi
adapter £ 5§

nnected
ONS Suffix
de>ping 192.168. 168
Pinging 192.168.168.4 with 32 bytes of data
Reply from 192.168 bytes

Reply +rom 192. 168 id: bytes

Ping statistics for 192.166

Received = 2, Lost

d trip times in milli-se

Maximum = Jms, Average
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How to use Ext-group user to connect Remote Access VPN

Remote Access VPN now supports using external user groups for VPN accounts. This article

will guide you through the setup process

Before Begin

You already followed Topic “How to configure Remote Access VPN with Zyxel VPN Client”
as well as "How to setup AD authentication with Microsoft AD" to complete Remote Access
and Authentication server settings.

User & Authentication > User/Group > User

Create a user and select User type as ext-group-user. At this point, the group identifier will

Automatically populate with the CN that has the group attribute.

hootharbenben ™ 3 liaeSrus ™ 3 Liae

Fredfie Marnogemend

I":nrhgllrn1nr| Yalidaohoin

Faase enhar an sdsing user ocoount in s server to voldahe e obDowe seifings
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VPN > SSL VPN

Taking SSL VPN as an example, User select the ext-group user you just created. And

choosing AD authentication.

Cramanmnl Lesingi
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Test the Result

VPN Status > SSL VPN > Remote Access VPN

User within the group can successfully connect
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Chapter 2- Security Service

How to Block HTTPS Websites Using Content Filtering and SSL

Inspection

This is an example of using a FLEX Content Filtering, SSL Inspection and Security Policy to

block access to malicious or not business-related websites.

“d'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up Content Filter

Go to Security Service > Content Filtering. Click Add to create a content filtering profile in

Profile Management.

Fredila Menagemeard

El X i

Mo B [T ] Bobguge 3

Type profile name and enable log for block action in General Settings.

Tick Streaming Media category in Managed Categories, and click Apply.

[’1_|
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Set Up SSL Inspection

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Frokly ey p==g sl

a ®

Hemre [ Tk Comillaids ¥ ST

Type profile Name, and select the CA Certificate to be the certificate used in this profile.

Leave other actions as default settings.

"o-. - - o - - -

Canligwolon

Click Apply to add SSL Inspection profile.

e ¢ iR Sy

ey s g el i oo e

=Nl -
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Set Up the Security Policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.
Select Content Filtering, and SSL Inspection. Click Apply to save.

Prodids

Export Certificate from FLEX and Import it to Windows

When SSL inspection is enabled and an access website does not trust the FLEX certificate,
the browser will display a warning page of security certificate problems.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

Wy Carbficohu

Pl Hengs Ipoce

t i Bad Belswaza |rl'ﬂ-H‘|| I.In:-I1| I

B  iee# e (IS | m i waalnl iy Wikl By T

Click Export Certificate to export certificate file, and Save default certificate as default.crt

file to Windows OS.

L LVl i =
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In Windows Start Menu > Search Box, type MMC and press Enter.

n O 8 -

el

-'-'\.—\.r-i

R ey

In the mmc console window, click File > Add/Remove Snap-in...

i e = | Loasin Back

i Sl Aevon Vies  Deontss Wisdos kel
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e il
= L
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Exét

In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impaort.

File name:
C:\Jsers\JSER \Downloads'default.crt Browse. .,

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {(P7B)

Microsoft Seriglized Certificate Store (L55T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..
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Test the Result

Using Web Browser to access the YouTube. The gateway will redirect you to a blocked

page.

Contant Filterimg

Access Restricted

Wab access is restricted. Please contact the administrator.

Go to Log & Report > Log/Events and select Content Filtering to check the logs.
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Go to Security Statistics > SSL Inspection > Summary. Traffic is inspected by SSL

inspection.

s
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Go to Security Statistics > Content Filter to check summary of all events.
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How to Configure Content Filter with HTTPs Domain Filter

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service. The filtering feature is based on over 100 categories that is built in USG

Flex H such as pornography, gambling, hacking, etc.

When the user makes an HTTPS request, the information contains a Server Name
Indication (SNI) extension fields in server FQDN. Using the SNI to query category from
local cache then the cloud database, then take action when it matches the block category

in the Content Filter profile.

Iyxal clowd sarver

3, Query cloud 4, Reply resull

-
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emey 5. Take oction 1. Acces to Focebook

block [redirect|

&, Take aclion
oSS | DEoCE J wWearn

“d'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the Content Filter

Go to Security Service > Content Filtering > Profile Management > Add a Content Filter
profile. Configure a Name for you to identify the Content Filter profile such as

"Social_Networking”. Configure the Action to block when the Content Filter detects events.

Generol Jeflings

(4]
a

Navigate to Test Web Site Category and type URL to test the category and click Query.

=2

Feal ‘Wek Lba Calegaory
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You will see the category recorded in the external content filter server's database for both
HTTP and HTTPS Domain you specified.

Bleuags L

Scroll to the Managed Categories section, and select categories in this section to control

access to specific types of Internet content.
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Set Up the Security Policy

Go to Security Policy > Policy Control to configure a Name for you to identify the Security
Policy profile. For From and To policies, select the direction of travel of packets to which
the policy applies and apply the Profile > Content Filter “Social_Networking” on this

security policy.
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Test Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the browser

and cannot browse facebook.

A

Your connection isn't private

s Wrrhm e

Navigate to Log & Report > Log / Events, you will see [alert] log of blocked messages.
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How to Block Facebook Using a Content Filter Block List

This is an example of using USG Flex H UTM Profile in a Security Policy to block access to
a specific social network service. You can use Content Filter and Policy Control to make

sure that a certain web page cannot be accessed through both HTTP and HTTPS

protocols.
Block list
& ;
3. Query . 4, Reply result
2. Responder 5. Inspected file
= : a =

: ¥

Gateway
- Fe
Intermet 1. Inifiator

“d'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Content Filter

In the USG Flex H, go to Security Service > Content Filtering > Profile Management >
Add a Content Filter profile. Configure a Name for you to identify the Content Filter profile
such as “"Facebook_Block". Configure the Action to block when the Content Filter detects

events.

[ ]

Go to Block List and type URL "*.facebook*.com” to add the URL that you want to block.
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Set Up the Security Policy

Go to Security Policy > Policy Control to configure a Name for you to identify the Security
Policy profile. For From and To policies, select the direction of travel of packets to which
the policy applies and apply the Profile > Content Filter “Facebook_Block” on this security

policy.
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Test the Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the browser

and cannot browse facebook.

A

Your connection isn't private

s Wrrhm e

Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.
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How to block YouTube access by Schedule

This is an example of using the USG Flex H to block access YouTube access by schedule.
You can use Application Patrol and security policy with schedule settings to make sure
that YouTube cannot be accessed in your network at a specific prohibited time. This

article will guide you on how to deploy it.

— X @ Prohibited time

| | e gl = """"" : I_ black
™
I*“(") Allowed time

2 YouTube

“'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Schedule

Go to Object > Schedule > Recurring > Add Schedule Recurring Rule. Configure a Name
for you to identify the Schedule Recurring Rule. Specify the Day Time hour and minute

when the schedule begins and ends each day.

L= e i et
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Create the Application Patrol profile

In the USG Flex H, go to Security Service > App Patrol > General Settings > Application
Management. To add an App Patrol profile, configure the profile name and select “Search
Application”. Then enter the keyword “youtube” to search the key-related results and

select all YouTube-related apps and click Add.

Bk bl whee
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Set Up the Security Policy

Go to Object > Service to add a UDP 443 service object.

Configuration
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Go to Security Policy > Policy Control to configure a Name for you to identify the Security
Policy profile. For From and To policies, select the direction of travel of packets to which
the policy applies. Select the service QUIC_UDP443 and select the Schedule that defines
when the policy would be applied.

In this example, select “Youtube_Blocked_Time".

¥ iy Y -

Canfigurakian
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Add another security policy to block YouTube by schedule. To configure a Name and the
From, To traffic direction. Select the Schedule that defines when the policy would be
applied. Finally, to scroll down the Profile, check Application Patrol and select a profile
from the list box. In this example, Schedule: Youtube_Block_Time; Application Patrol:

Youtube.

-y
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Then go back to the security policy page and move the security priority of block UDP 443
is higher than block YouTube by schedule.
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Test the Result

Type the URL http://www.youtube.com/ or https://www.youtube.com/ onto the browser

and cannot browse YouTube.

G

Loprweec] 1 e mlEmel

Open the YouTube APP on the phone and cannot access to YouTube.

>

Connect to the Internet
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Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

- == _—n = o =

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 117



ZYXEL

MNMETWOREKS

How to Control Access to Google Drive

This is an example of using a FLEX UTM Profile in a Security Policy to block access to a
specific file transfer service. You can use Application Patrol and Policy Control to make
sure that a certain file transfer service cannot be accessed through both HTTP and HTTPS

protocols.

Boonhb o

Cange Cv e & Dot “. @3

“W'Note: Al network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create app patrol profile
Go to Security Service > App patrol > Profile management, and click Add to create profile

Fagps M
m——m I

L 8

L #) o

o pars o

I

Click add to add application in this profile.
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Search Google Documents(aka Google Drive), and select this Application.

Action set to Drop, and click Add.

Awnt Appre e »
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Set Up SSL Inspection on the FLEX

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Frobilyg HII'!HII —
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Type profile Name, and select the CA Certificate to be the certificate used in this profile.

Leave other actions as default settings.

Carhgwoton

Apply profile to security policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile
section.

Select Application Patrol, and SSL Inspection.

Pratie
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Export Certificate from FLEX and import to Lan hosts
When SSL inspection is enabled and an access website does not trust the FLEX certificate,

the browser will display a warning page of security certificate problems.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

Wy Carbficohu
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Click Export Certificate to export certificate file, and Save default certificate as default.crt

file to Windows OS.

L LVl i

In Windows Start Menu > Search Box, type MMC and press Enter.
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In the mmc console window, click File > Add/Remove Snap-in...
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In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

ap File Action View Favorites Window Help
5| 7[00

4 [ Certificates (Local Computer # I Cipject Type

Personal i Certificates
| Trusted Roaot Certificatinn
| Enterprise Ty Find Certificates... |
intermediake All Tasks b Find Certificates..
1 Trusted Pukblic
1 Untrusted Cer View : i por El

1 Third-Party Fx Mew Window from Here
Trusted Peopd  wow Taskpad View..

- Dther People
Homegroup » Refresh
bchfes Tnes Export List..,

ﬂ'l"-_l:rh-:rl'nr Iru Help

Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Specfy the file you want to impaort,

File name:
C:\UsersUSER \Downloads\default. ot | | Browse..,

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 {(PFX,.P12)
Cryptographic Message Syntax Standard- PRCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (L55T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..

Test the Result

Access to Google drive from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.
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How to Block the Spotify Music Streaming Service

This is an example of using a FLEX UTM App Patrol Profile in a Security Policy to block the
Spotify Music Streaming Service. You can use Application Patrol and Policy Control to

ensure that the Spotify Music Streaming Service cannot be accessed on the LAN.

_JAS el B
male (”Ci"() .
AN
@ Spotity - 0 = .
Application Firewall LAN Hosts

“'Note: Al network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create a App Patrol profile
Go to Security Service > App patrol > Profile management, and click Add to create profile.
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Click add to add application in this profile.

W e

C=]

Search Spotify, and select this Application. Action set to Drop, and click Add.

=
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Apply profile to security policy

Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.

Apply Application Patrol profile to Security policy.

Frafiicr
R P I R - L ez el
Test the Result

Access to Spotify from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.
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How does Anti-Malware Work

There are many viruses exist on the internet and it may be auto-downloaded on
unexpected situation when you surfing between websites. The Anti-Malware is a good

choose to protecting your computer to downloads unsafe application or files.
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Enable Anti-Malware function to protecting your traffic

Go to Security Service > Anti-Malware. Turn on this feature. Select Collect Statistics and

Scan and detect EICAR test virus.

™
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Geneial SeHing

-888

Select Destroy infected file and log in Actions When Matched

Asliant When Malehed
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Test the Result

Download EIACR file from a LAN host to verify if Anti-malware works for detection.

Go to Log & Report > Log/Events and select Anti Malware to check the logs.

e - Flws = Bl Sl L

1 - gy B [r— ] [e—— [S— L

Go to Security Statistics > Anti-Malware to check summary of all events.
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How to Detect and Prevent TCP Port Scanning with DoS
Prevention
This is an example of using a USG Flex H DoS Prevention Profile to protect against

anomalies based on violations of protocol standards (RFCs Requests for Comments) and

abnormal traffic flows such as port scans.

R R e Y d

Anomaly Attacks
(Port scan - Flood - Sweep attacks)

“F'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the DoS Prevention
In the USG Flex H, go to Security Policy > Dos Prevention > Add a profile. Configure a
Name for you to identify the profile such as “DoS_Prevention”. Configure the Scan

Detection and Flood Detection to block when the Dos prevention events were detected.
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Set Up the DoS Prevention Policy

In the USG Flex H, go to Security Policy > Dos Prevention > DoS Prevention Policy
Configure a Name for you to identify the policy such as "DoS_Prevention”. Configure the

From and Anomaly Profile to block when the DoS prevention events were detected.
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Test the Result
Using the port scan tool Nmap or hping3 to scan the wan interface.

For example, using Nmap security scanner for testing the result:

Open the Nmap GUI, set the Target to be the WAN IP of USG Flex H (10.214.48.19 in this
example) and set Profile to be Intense Scan and click Scan.
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Navigate to Log & Report > Log / Events, you will see log of blocked messages.
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How to block the client from accessing to certain country using
Geo IP?

The Geo IP offers to identify the country-based IP addresses; it allows you to block the

client from accessing a certain country based on the security policy.

When the user makes HTTP or HTTPS request, USG Flex H queries the IP address from

the cloud database, then takes action when it matches the block country in the security

Geo-|P Database

policy.

Geo-IP detection * w . United States

CFErmcany

— _ 3
2 _|—-= -------- ) I>< f China

Block the chent accessing to the certain country Japan

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG Flex 500H (Firmware Version: uOS 1.10)
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Set Up the Address Objet with Geo IP

Navigate to Object > Address > Geo IP > Add geo IP related objects.
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Navigate to Object > Address > Address, you can see the customized GEOGRAPHY

address object.

] —F a= F ormsa { (= =

Go to Object > Address > Address Group> Add Address Group Rule, add all customized
GEOGRAPHY addresses into the same Member object.
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Set Up the Security Policy

Go to Security Policy > Policy Control, configure a Name for you to identify the Security

Policy profile. Set deny Geo IP traffic from LAN to WAN (geo_block_policy in this example).

]
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Test the Result
When the LAN PC tries to access a website that matches the blocked geographical location,

it is unable to reach those sites.

Tha site can't be reached

To view the log message, go to USG Flex H Log & Report > Log / Events. You will find log
messages similar to the following. Any traffic that matches the Geo IP policy will be blocked,

and the details will be displayed in the Message field.

p——
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How to Use Sandbox to Detect Unknown Malware?

This is an example of using the USG Flex H to employ Sandboxing for detecting unknown

malware. To achieve this goal, you can configure the Sandboxing profile within the

security service path, and this article will guide you on its deployment.

Sandboxing DB
o

o .
Sandboxing

_:_ [ ; T *ﬂ
» © = : gﬁ
' °n &

:}( & To block potentiol mallcious programs or fles.

“W'Note: All network IP addresses and subnet masks are used as examples in
this arficle. Please replace them with your actual network IP addresses and
subnet masks. This example was tested using USG FLEX 500H (Firmware Version:
uOSs 1.10).
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Set Up the Sandbox

Navigate to Security Service > Sandbox. Enable Sandbox option and choose the desired
action when the Sandbox detects malicious and suspicious files. Additionally, select the
desired file type for submission; currently, we support the following file types: Executables
(exe), MS Office Document (doc...), Macromedia Flash Data (swf), PDF Document (pdf),
RTF Document (rtf), and ZIP Archive (zip).

I"F':':gl.- LT ]
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Test the Result

When downloading the file, the firewall will query the Sandbox DB to detect whether it is a
malicious or suspicious file. You can navigate to Log & Report > Log/Events to see the

sandbox related logs.
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How to Configure Reputation Filter- IP Reputation

As cyber threats such as scanners, botnets, phishing, etc. grow increasingly, how to

identify suspect IP addresses of threats efficiently becomes a crucial task.

With regularly updated IP database, FLEX prevents threats by blocking connection to/from
known IP addresses based on signature database. It filters source and destination

addresses in your network traffic to take the proper risk prevention actions.

This example illustrates how to configure IP Reputation on FLEX gateway to detect cyber

threats for both incoming and outgoing traffic.

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the IP reputation filter

Go to Security Service > Reputation Filter > IP reputation. Turn on this feature. Select Block

on Action field. The threat level threshold is measured by the query score of IP signature

database.
I? Repulation Ll Treeat Fllle LREL Thral Fllis
iP Blocking
Bhof Black -
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Select categories in Types of Cyber Threats Coming from the Internet, and Types of Cyber

Threats Coming from The Internet and Local Networks.

Types of Cybrer Threats Coming From The Intern ek

BTG Pros)es Driapyal of G e Explaiks
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Types of Cyber Threat: Coming From The Infemel And Local Metwarks
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Go to Security Service > Reputation Filter > IP reputation > White List and Black List to

manually adding IP addresses to Black List.

- Fall bk 1
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Test the Result

Verify an IP in Test IP Threat Category. In Test IP Threat Category, enter a malicious IP and

query the result.

Test IP Threat Category

IP to test 104,244.14,252

Message X

threat-level result: High
category result: BothetsPhishing

Try to generate ICMP packet from LAN to destination IP 107.155.48.246, and 104.244.14.252

Go to Log & Report > Log/Events and select IP reputation Filter to check the logs.

gy F F fal - Fiims = =, Wl Clisar Lag
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Go to Security Statistics > Reputation Filter > IP reputation to check summary of all events.
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How to Configure Reputation Filter- URL Threat Filter

URL Threat Filter can avoid users to browse some malicious URLs (such as anonymizers,
browser exploits, phishing sites, spam URLs, spyware) and allows administrator to manage

which URLs can be browsed or not.

This example demonstrates how to configure the URL Threat Filter to redirect web access

after the client hits the URL Threat Filter categories.

“W'Note: Al network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the URL Threat Filter

Go to Security Service > Reputation Filter > URL Threat Filter. Turn on this feature. Select
Block on Action field. When a client hits URL Threat Filter, the page will be Blocked. Choose
Log-alert on Log field.

IF Reputation DHS Threat Filter URL Threat Filter

URL Blocking

Enable ‘:)

Action brlock -

Log log alert -

Statistics ‘:)

Secuiily TReeal Calegadies
' ' ] =
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Test the Result

Verify a URL in the Security Threat Categories. In Test URL Threat Category, enter a

malicious URL and query the result.

Test URL Threat Category

URL 1o lest hitips el irmealicicuswaks QU-‘-I"I

Message X

domain categaony resul’rl information-security. malicious-sites (threat) I
wrl category results information-security.malicicus-sites [threat)

Using Web Browser to access the malicious site. The gateway will redirect you to a blocked

page.

- i i g e grmrveEs lale Lo g

1
[F]

s

Cearan Finarng

Access Restrictad

e =cCaEN i FeEINcead PlEsas COMICT T M PERITEiGr
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Go to Log & Report > Log/Events and select URL Threat Filter to check the logs.

T +.|
L
]
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Go to Security Statistics > Reputation Filter > URL Threat Filter to check summary of all

events.

- e e
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How to Configure Reputation Filter- DNS Threat Filter

DNS Threat Filter is a mechanism aimed at protecting users by intercepting DNS request
attempting to connect to known malicious or unwanted domains and returning a false, or
rather controlled IP address. The controlled IP address points to a sinkhole server defined
by the administrator.

When a client wants to access a malicious domain, the query is sent to the DNS server for
getting the domain name details. All of the traffic now here gateway intercepts this query
which is outgoing. The cloud server identifies that this is bad site. What gateway can do
here is send the redirect IP address where we deploy a blocked page to the client. The
client will connect to redirect IP address instead of the real IP address of malicious domain,
and get the blocked page with the web access. This example shows how to configure DNS

Threat Filter to redirect web access after client hit the filter profile.

“F'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Threat Filter

Go to Security Service > Reputation Filter > DNS Threat Filter. Turn on this feature. Select
Redirect on Action field. When a client hits DNS Threat Filter, the page will be redirected to
the default blocked page or a custom IP address. Choose Log-alert on Log field. Configure

Default on Redirect IP field to allow gateway redirect to the default blocked page.

Ot Thre=d Filier

CIMG Thagea! Filles
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Test the Result

Verify a domain name in the Security Threat Categories. In Test Domain Name Category,
enter a malicious domain and query the result.

Ted Damain Narmes Colagory

Diormeoin norma 1o hest malicounsebstetest o Suery

I i Think Wi cabegory i3 incamest chiek B link 1e sobmil & fegudsl 1o fisiew il
Memsage x
darmain colagony resull: ntornafian-securihgmol ciou-sbe | Frest) |

url colegory resull: infoemafione-security, malichous-sibes| threaf)

Using Web Browser to access the malicious site. The gateway will redirect you to a blocked
page.

@ Zoelle N + - - [ #] x

L [ A ‘e ' MArOOUIWO g TR ] ZOee 0D s

Web Page Blocked!!

You have tned 0 access 2 web page whuch belomgs o a DINS Fiber casegory thet s blockad

Go to Log & Report > Log/Events and select DNS Threat Filter to check the logs.

e o Farmsinn 1 =N |
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Go to Security Statistics > Reputation Filter > DNS Threat Filter to check summary of all

events.
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How to Configure DNS Content Filter

Compared to web content filter, DNS content filter is a stronger tool for SMB because it can
restrict the number of attacks faced by network access, thereby helping to reduce the
remediation workload of IT professionals.

DNS content filter intercept DNS request from client, check the domain name category and
takes a corresponding action, reducing the risk of phishing attacks, and obfuscate source
IPs using hijacked domain names. Fully customizable blacklist to ban access to any
unwanted domains and prevent reaching those known domains hosting malicious content.
This example shows how to configure DNS Content Filter to block users in the local

network to access the gaming websites.

Lecutiby Sardced Cloud

3. Quary CRoasd 4. Eenhy resudl
e ] - T #
.
4 il
POIFE
il AT IR AE NERLED
nigmet ,Take actian ; 1, Acces fo bimord.com

“'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Content Filter

Go to Security Service > Content Filtering > For DNS Domain scan. Turn on this feature.
Select Redirect IP for the Blocked Domain. If user selects the default, when client hits DNS
Content  Filter profile, the page will be redirected to block page

http://dnsft.cloud.zyxel.com/.

Lorfark Filenng

Fer ONE Oommin oo

L8

Add a new profile in Profile Management to block gaming websites.

ey agr—in-l

e [ Barsa=a
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Action: block

Log: log or log alert

Gerwrmi Defrge

Enable the checkbox of "Games" in managed categories.

Py e L Hea

[ L

Apply the profile to security policy. In this example, the profile is applied to security
policy rule "LAN_Outgoing"”.

wrwrm e

a

s Lo L + L = i L S i P = v § [ L ] 1]
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Test the Result

Access a gaming website blizzard.com. The gateway will redirect you to a blocked page.

D Ty Securty Coud -DNS Fille x K3

< C A Notssure | blizzardcom = % 0O 2
Web Page Blocked!!

You have traed 1o access 8 web page whach belongs to o DNS Filter category thar is blocked.

Go to Log & Report > Log/Events and select Content Filter to check the logs.
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Go to Security Statistics > Content Filter to check summary of all events.
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External Block List for Reputation Filter

The administrator can configure an external block list for the Reputation Filter to expand its
usage. This article will provide guidance on setting up the external block list for the IP
Reputation and DNS Threat Filter/URL Threat Filter.

DB Server

Blacked IPs and LRLs

: Sync with the DB server
[ |

. . v
LAN Mavigate to the blocked IP or URL Block list * q
D ; ] qx H e I Internet
- USG Flex H
Y block

“'Note: Al network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Set Up the DB server

The administrator can set up websites to maintain external block lists. The USG Flex H
firewall can update the external block list via a URL. For example,
http://10.214.48.58:8080/blocked_IP.txt

C M M MNotsecure  10.214.48.58:8080/blocked_IP.txt

8.8.8.8
81.222.75.14
168.95.1.1
6.6.6.6

http://10.214.48.58:8080/blocked_URL.txt

C Mm I\ Motsecure  10.214.48.58:8080/blocked URL.txt

v . zyxel. com.tw
Ww . Cnn . com
www . bot . com. tw

Set Up the External Block List of IP Reputation

Navigate to Security Services > External Block List > IP Reputation and add a service URL
such as http://10.214.48.58:8080/blocked_IP.txt and then click "Update Now" to update the
block list.
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If the IP Reputation external block list is updated successfully and you can observe the

corresponding log message.
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Set Up the External Block List of DNS Threat Filter/URL Threat Filter

Navigate to Security Services > External Block List > DNS Threat Filter/URL Threat Filter
and add a service URL such as http://10.214.48.58:8080/blocked_URL.txt and then click
“"Update Now" to update the block list.

DG Trepat Files "UE, Thigml e

Eriwm= Bloch Lo

=]
Febs Mianopranl
+ Add
1 CTIT R Fisgn LA = DiEwiiphan T
gnuoiee Updaie

If the DNS/URL threat filter external block list is updated successfully and you can observe

the corresponding log message.
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Test the Result

For instance, if the IP addresses 8.8.8.8 and 168.95.1.1 exist in the external block list,

attempts to access these blocked IPs will be blocked as expected.

Go to Log & Report > Log / Events to observe block messages.

Attempts to access URLs that exist in the block list will also be blocked as expected.

Welb Page Blocked!!

om Barre mied 12 acce o web paps whech belongs o 0 DN S Fusy comgony dan 1 Bicek

Go to Log & Report > Log / Events to observe block messages.
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How to set up DNS SafeSearch?

SafeSearch is a feature that acts as an automated filter of pornography and potentially
offensive and inappropriate content.

This guide explains how to configure your gateway to set up DNS Safe Search.

! s T I = :
. * Infernet - nd
USG FLEX H : "
] -
SafeSearch DNS server
Google
Website Youtube
Bing

— — g

“'Note: DNS SafeSearch is supported on USG Flex H series. This example was tested
using USG FLEX 200HP (Firmware Version: uOS 1.35).
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Step 1: Set up a SafeSearch Profile

Log in to Local Web GUI - Navigate to Security Services > Content Filtering.

@ Security Services e
App Patrol

Content Fi@ing <

Profile Management

e %d
ST Acd

Configure the Profile

DNS Safesearch: Click the button to enable the function.

Enforce safe search on Google,Youtube,Bing.

To enable DNS Safe Search, please make sure DNS Domain Scan is turned on.

Restrict Youtube Access: The Restrict YouTube Access setting allows you to choose

between Strict and Moderate modes.

AW
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DNS Safesearch % = Enforce zaofe zearch on Google,
YouTube and Bing.

= To enable DN3 5afe Search, please
make sure DNS Domain Scan is
turned on.

35L W3 or previous vers
Connection

Restrict YouTube Access [ Strct - ]
Qg Strict
Drop Log Moderate

Step 2: Apply the safe search profile to Security Policy Rule

After completing the profile, a message will pop up to guide you in applying the profile to
the Security Policy Rule |

Info

Profile SafelSearch has been saved. A profile fakes effect only
when it is applied to a security policy.Apply this profile to a
security policy now?

corcs ) (D
[hs1]

Click OK and apply the profile to the desired rule

Bt | e | P b o e el il
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After implementation, please navigate to Security Policy > Policy Control to check if the rule

has been correctly set up.

& Security Policy ~
Policy Control v

Dol Prevention

Step 3: Verified SafeSearch Function

Before verified the SafeSearch, if there is no other setting on DNS, normally the query result

will display as below.

www.youtube.com

_ ¢ v
~
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www.google.com

www.bing.com
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Sexual health

Ensure that the DNS server assignment is automatic get from the firewall.

IP assignment: Automatic (DHCP)

DMNS server assignment: Automatic (DHCP)

www.youtube.com
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www.google.com
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Troubleshooting

DNS Safe Search is not working

. Double-check the Ethernet or Wi-Fi adapter: Ensure that the DNS IP address is set as
automatic get DHCP assignment.

. Devices are using alternative DNS servers (e.g., hardcoded DNS like 8.8.8.8).

. DNS over HTTPS (DoH) or DNS over TLS (DoT) may be enabled and bypassing your
filtering.

. Cached DNS or browser settings are showing previous search results without

SafeSearch applied.
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How to Use Two Factor with Google Authenticator for Admin
Access

Google authenticator is the most secure method to receive verification code for 2-factor
authentication. Google authenticator gives a new code every 30 seconds, so each code
expires in just 30 seconds which make it a secure option to generate codes for 2-step
verification. Furthermore, Google authenticator is free to download, easy to use, and is able
to work without Internet. This example illustrates how to set up two factor with Google

Authenticator for admin access.

USG FLEX 200H

Step 1. Asthenlicole vsernome possearnd

— e
S — Bep 1. Werly socurity code and oooopl oooess

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Two Factor with Google Authenticator Flow

1. Enable Google Authentication on specific admin user.
2. Set up Google Authenticator.

3. Configure valid time and login service types.

Enable Google Authentication on specific admin user

Go to User & Authentication > User/Group. Select a specific local administrator and enable

Two-factor authentication.

Lymng cHRompHE =9l TDIE

.'I" ﬂ

Click "Set up Google Authenticator" to start setting up Google Authenticator on your mobile

phone.

wela - bl b B A v e v

e ap Froagly dylmerbooior |
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Set up Google Authenticator

C=zsmicezd ik et Doogie ddo poa occoaw o ooghe ¥ iy por GEvECE
idbmetumins un woree rem i Rtrerre e
i

et b i Pl i VLR

= LM =ETE ™I
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1. Download and install Google Authenticator on your mobile device.

Apple Store Google Play
Google Authentcator Google
* 7( Authenticator
[ ore J

Proview

As t o r 5

- » A0 Wi 0P
* s X
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2. Register the admin account to Google Authenticator. Open Google Authenticator App and
scan the barcode on Web GUI.
= :

L]
Al your oacourt b Googhe
Busanbicalar Bt g woo Fret scoount

Atter chcking the ™+ ioon in

Hald Auiha 2ol or, L The

m

3. Enter the token code which displays on Google Authenticator to “Step 3" and click

"Verify code and finish” to submit and verify the code.

—
4 3 & a ]
ok o P aE i
. m

Y- P T T Wiy pour device

522 ?25 e Enfer code

Vierily codie and finish
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4. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the application

on your mobile device. Download the backup codes and record them in a safe place.

¥ M Eoegr SO KD C0Den

il £ el b=l § s e =L L e T e il mhiaiini. i b= T o

Configure valid time and login service types

Go to User & Authentication > User Authentication. Two factor authentication for admin
access is enabled by default. You need to select which services require two-factor
authentication for admin user manually. The valid time is the deadline that admin needs to
submit the two-factor authentication code to get the access. The access request is

rejected if submitting the code later than valid time. By default, the valid time is 3 minutes.

Twa-Pachar AuvihenSealiaon

Adrmin Adc i
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Test the Result

1. Login with the admin account "admin2".

USG FLEX 200H

2. A pop-up window appears for administrator to enter the verification code.

USG FLEX 230H

3. Enter the code shown on Google Authenticator and click "Verify". You can also enter

the backup code if you don't have mobile device on hand.

= ot ke B il 1 B O = (E
752 897 o
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4. Authorize with username, password and the token code successfully. Go to Log &

Report > Log/Events and select "User" to check the login status.

~mmgarry | - | P - Bwbark Ol Ly -, &
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How to Use Two Factor with Google Authenticator for Remote
Access VPN and SSL VPN

Google authenticator is the most secure method to receive verification code for 2-factor
authentication. Google authenticator gives a new code every 30 seconds, so each code
expires in just 30 seconds which make it a secure option to generate codes for 2-step
verification. Furthermore, Google authenticator is free to download, easy to use, and is able to
work without Internet. This example illustrates how to set up two factor with Google

Authenticator for Remote Access VPN and SSL VPN.

Step | Open VAN tunnel
—————
Shep 2 Verily secuwiily code and occepl access
=

“'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Two Factor with Google Authenticator Flow

4. Enable Google Authentication on a user.
5. Set up Google Authenticator.
6. Configure valid time and VPN types.

Enable Google Authentication on a User

Go to User & Authentication > User/Group. Select a local user and enable Two-factor

authentication.

- F Pl 1 = . . = [ =

Profile Monogement

FEREFRESED

Two-locior Authenbcobon
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Click "Set up Google Authenticator" to start setting up Google Authenticator on your mobile
phone.
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Set up Google Authenticator
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5. Download and install Google Authenticator on your mobile device.

Apple Store Google Play
Google Authenteator Google
* 7( Authenticator
L ores ]

What's New

Proview

Al tth r »

- » AW Wi opp
L

6. Register the user account to Google Authenticator. Open Google Authenticator App and

scan the barcode on Web GUI.

Al winiar Gacourd b Ghaghe
Aufwenhicalor
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7. Enter the token code which displays on Google Authenticator to “Step 3" and click

"Verify code and finish” to submit and verify the code.

= [ooghe Athenticaton 5 @ m

Gaaoh

Vrily yoaur deviee
ikl DO b bubar

?54 3?? i Enter code

= |

Verlly code and Anizsh

8. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the application

on your mobile device. Download the backup codes and record them in a safe place.

Merw preas s e

LT A TR
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Configure valid time and login service types

Enable two factor authentication for VPN access. Configure valid time and select which
VPN type requires two-factor authentication for VPN user. The valid time is the deadline
that user needs to submit the two-factor authentication code to get the VPN access. The
request is rejected if submitting the code later than valid time. By default, the valid time is 3
minutes. The authentication page is working on specific service port. After building up VPN

tunnel, user have to enter the code in the Web GUI.

Tord=laslar Aulhanbssticn

Admin Accois

WFMN Accem
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Test the Result

Remote Access VPN (IKEv2)
1. Open Remote Access VPN tunnel on SecuExtender VPN Client.

W' Secutxtender VPN Client - O X
Configuration Tools 7
RemoteAccess: IKE Auth
Authenticaton pProtocol  Gateway Certificate
=7 xev2
=9
; i sec_policyl_RemoteAcces Remote Gateway
= )
"o SSLVPN Interface |Any ad
Remote Gateway |1o.214.4a.44
Integrity
(O Preshared Key
Confirm
(O Certificate
@EaP [CJEAR popup
Login |vntestuser |
Password |ouoo I [IMutple AUTH support
Cryptography
Encyoton |AESCBC18 |
Integrity |SHA2 256 v/
Key Grovp | Auto vl
< >
@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter the
code shown on Google Authenticator and click "Verify". You can also enter the backup

code if you don't have mobile device on hand.

3. Authorize with username, password and the token code successfully.

B gl Cwwgary | mpaaga 1 e i N Tl Poi kg ¥ g
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SSL VPN
1. Open SSL VPN tunnel on SecuExtender VPN Client.

W Secutxtender VPN Client - (=] X
Configuration Tools ?

Authentication  Sequrity Gateway Establishment Automation Certificate Remote Sharing

i -3 RemoteAccess
O sec_polcyl RemoteAccess Remote Gateway

2 - m interface [Any 72|

Remote Gateway [10.214.45.44

Authentication
Select Certificate
Extra Authentication
[Z)Enabled [[JPopup when tunne! opens
Login lvmnesmser ]

Password [ouu ]

@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter the
code shown on Google Authenticator and click "Verify". You can also enter the backup

code if you don’t have mobile device on hand.

i ]

3. Authorize with username, password and the token code successfully.

0 s B Lol B Sprage | ey # 0 bal o0 D g B ks 0
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How to set up AD authentication with Microsoft AD

This is an example of using USG FLEX H to configure AD authentication with Microsoft
Active Directory(AD). The article briefly explains the parameters for the AD configuration

and guides how to join domain to the AD server.

Authentication
o
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Set Up a profile for AD server

Go to User & Authentication > User Authentication > AAA Server > AD. Click +Add to

create a new profile

Enter the Server Address and port for Server settings. (10.214.48.XX:389 in this example).

Enter the domain name and the credentials for logging into the AD server, and click Apply.

A E -

1gre Lptegs

Racarewd Tarkeg

CAmfigurules ¥ o s
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Join Domain

After the profile is created, go to System > DNS & DDNS > DNS, create a domain zone

forwarder, and configure the DNS server IP as the IP address for the domain controller.

7] Dl ® DT Emrme B Gemrp Wia B

After the action above, go back to the profile page, tick it and click Join Domain

= an o
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Test the Result

Scroll down to the bottom of the profile, you will see the Configuration Validation section,

using a user account from the server specified above to test if the configuration is correct.
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Check computers on Microsoft AD, you can see your firewall means join domain successfully.

Jﬂrﬂﬂﬂrm'.hmml:m =i i | 4
File Echion Vew Help
g A0 Do B itaavTah

T e T Tp———| ot Ot
B vk Chisiin | 8 areron Compuie
v i vmiam | {8 ATFEDN Lempuin
Buzliin |
- ] Compute
2 | g E = L
1

4. Cermam Cormtrolien

3 ForsgmiityPrincipl | O 1 Lompuie
3 Kim R | TWOBNTIIIAE Cempue
%) LisshhneF sl || i R 100 Cprmgaan
Flanrged hnua.m.:l.ﬁ.,._.—iml._.ldﬂﬁimﬁﬂ
Y Pibgiain Dl il (L oRTRTH TR U] {iprmae
i asiwrdp dim | IRAISGFLERSOD T ampie
B Sininin |
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\ TP Dedces
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How to Set Up Captive Portal?

The Captive Portal feature provides functionality that requires LAN client users to complete
the authentication procedure of Network Access Login page before accessing the internet.

This article will guide users on how to set up and verify this feature.

E I TTTT l*— & |h‘-|'II'I'I‘EI'
USG FLEX H

¥

Hetwork Access Login

Client

“F'Note: Captive Portal is supported on USG Flex 100H, USG FLEX 200H, USG FLEX
200HP, USG FLEX 500H, USG FLEX 700H.This example was tested using USG FLEX 200HP
(Firmware Version: uOS 1.32).
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Configure the Captive Portal via the Web-GUI

1. Enable the Captive Portal and add a policy - Navigate to the Web-GUI path Captive
Portal > Authentication Policy > Policy > To enable the Captive Portal function and add

a policy.

LAl L T T —

2. Add an Authentication Policy — Enable the Authentication Policy, provide a Description,

select the Incoming interface, choose the Sign In Method, specify the Authentication

Server and Portal Type, and enable Log.

o 1 I —
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Check the settings — Ensure the Captive Portal function and the Authentication Policy

are enabled.

Edit the Advance settings — The default server address is 6.6.6.6, the default HTTP
port is set to 1080, and the default HTTPS port is set to 1443.

?.'_"I' EL I NET FEmsEr

[=]

&
o
[ ]

e i e B
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Verify the Captive Portal function

The PC client must complete the authentication process of the Captive Portal before
gaining access to the internet.
1. The PC client connects to the LAN port and opens the browser, which will be

redirected to the Network Access Login page.

Hetwork Access Login

2. Enterthe login User Name and Password.

MNetwork Access Login

3. Once successfully logged into the Network Access Login page, the client will be
redirected to the Welcome page, which displays the client's IP address, lease

remaining time, and access timeout.

Welcomel
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4. Eventually, the client can access the internet normally.

Iyxel Group recognired oy
Top 5% and Indushry Mover by
S&F Global CSA Scores

How to logout the Captive Portal?

1. Enter the defined server link. The default link is https://6.6.6.6.
B [ G dooge o (i

-
]

G [ 6 eass

oy

2. Enter the Welcome page and click ‘Logout’.

Wl ormal

3. Redirect to the Network Access Login page. If the user needs to access the internet,
they must re-enter the username and password to complete the Captive Portal

authentication process.
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Hetwork Access Login

How to check the status?

When the user successfully logs into the Captive Portal page, they can navigate to the GUI
path: Network Status > Login Users > Login Users, to check if the user account has already

logged into the Captive Portal.

They can also navigate to the GUI path: Log & Report > Log / Events > System, to verify the

log message indicating that they have successfully logged into the captive portal.

When the user successfully logs out the Captive Portal page, they can navigate to the GUI
path: Log & Report > Log / Events > System, to verify the log message indicating that they

have successfully logged out the captive portal.
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Feature Change:

"J’S’ror’ring from firmware version uOS 1.32, the user must log in to the Captive Portal
before using the User Aware function for security policy or BWM policy utilization.

Prior to firmware version uOS 1.32, users were able to successfully log in to the device's

GUI link to utilize security policies or BWM policies, as shown below:

LY XEL

HETHOLEEE

Starting from firmware version uOS 1.32, if an account that does not belong to the Local

Administrator attempts to log in to the Web-GUI page, access will be denied, as shown

below:
W55 FLEX 200HP
o
U

Therefore, starting from firmware version uOS 1.32, if users wish to utilize security policies

or BWM policies for login users, they need to enable the Captive Portal function. Users
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must successfully log in to the Network Access Login page to activate the security or BWM

policies, as show in below:
The user successfully logged in to the Network Access Login page.

Mebwork Access Login

Welcome!

They can then activate the security or BWM policies for the specific user account.

———m b = | . &
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Chapter 4- Maintenance

How to Manage Configuration Files

This is an example of how to rename, download, copy, apply and upload configuration files.
Once your USG FLEX H device is configured and functioning properly, it is highly
recommended that you back up your configuration file before making further configuration
changes. The backup configuration file will be useful in case you need to return to your

previous settings.

startup-config

system-default-config last-good-config

2YXEL

W' Note: The system-default.conf file contains the ZyWALL default settings. This
configuration file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the ZyWALL is currently using. If
you make and save changes during your management session, the changes are
applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was saved
when the device last restarted.
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Download the Configuration Files
Maintenance > File Manager > Configuration File

Select the statup-config.conf and click “Download”.

Copy the Configuration Files

Maintenance > File Manager > Configuration File

Select the file and click “Copy".
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A pop-up screen will appear allowing you to edit the Target file name.
The file as format: [a-zA-Z0-9~_.=-]{1,63}.conf

Copy Flle

Source fike

Target file

storiup-config.cond

clone.cond

= -

Apply the Configuration Files

Maintenance > File Manager > Configuration File

Select a specific configuration file to have ZyWALL use it. For example, select the system-

default.conf file and click Apply to reset all of the ZyWALL settings to the factory defaults.

Or select the lastgood.conf which is the most recently used (valid) configuration file that

was saved when the device last restarted. If you uploaded and applied a configuration file

with an error, select this file then click Apply to return the valid configuration. Click “OK",

ZyWALL will reboot automatically.
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Upload the Configuration Files

Maintenance > File Manager > Configuration File

Select Upload and Browse a new or previously saved configuration file from your computer

to the USG FLEX H device. You cannot upload a configuration file which has the same

name in the device.
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How to Manage Firmware

For management convenience, administrators have the capability to upgrade the firmware
effortlessly either from a PC or using the cloud firmware upgrade function. Additionally, the
firmware upgrade can be scheduled to occur automatically within a preconfigured

timeframe.

Local Firmware Upgrade

You can click the green button to upgrade firmware by browsing the .bin file from your PC.

“'Note: You can download the latest firmware version from myZyxel.com portal.
(hitps://portal.myzyxel.com/my/firmwares)
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Cloud Firmware Upgrade

The cloud firmware upgrade function allows you to verify the most recent firmware version
by clicking the "Check New" button.
Furthermore, the "Auto Update" feature can be activated to automatically download

firmware to your firewall first and reboot your device within a specified time frame.

Claud Frrrauerm fndarmckion

i i
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How to set up configuration file backup rotation

In enterprise network environments, the integrity and availability of device configurations
are critical to maintaining stable operations. To mitigate the risks associated with frequent
configuration changes and human error, Zyxel uOS offers a Configuration Backup Rotation
mechanism. This feature automatically retains the most recent configuration files while
removing the oldest ones, enabling efficient storage management and reducing
maintenance efforts. This document is intended to explain the principles, configuration
methods, and limitations of the backup rotation function. It aims to assist network
administrators in planning effective backup strategies and improving the automation and
reliability of routine operations. With this feature, users can ensure that, even in the event of
a misconfiguration or failure, the system can quickly revert to a known good state—

minimizing downtime and maintaining a stable, resilient network infrastructure.

startup-config

system-default-config last-good-config

2YXEL

“W'Note: The system-default.conf file contains the default settings. This configuration
file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the Firewall is currently using. If
you make and save changes during your management session, the changes are
applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was saved
when the device last restarted.
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Go to Configuration Backup Schedule section and enable “Enable Auto Backup”.

. L
N
e vaeee ¥ L Mahad ¥
chGet Duilen ieranse
l "‘
o

You can select the backup cycle based on your requirements. In this guide, we select daily
backup and set the time to 01:00.

v

"oy e we * Lar Moo ¢

After Enabling auto backup, the backup rotation feature becomes available. The maximum

number of auto backup configuration files is 50. In this example, we set 5 for rotation.
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Note: By default, the system allows up to 65 backup files, with a maximum total size of 200
MB.

Verification

Maintenance > File Manager > Configuration File
Five scheduled backup configurations are generated based on the scheduled backup
settings. The firewall has automatically backed up five files, and it deletes the oldest file

before performing an automatic backup.

[ e
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If the Auto Backup total size limit is reached, no new files will be generated, and backup

rotation will not remove old files. The following event will be recorded in the Event log.

I

BT el g 1 s b P T 1] B R W oy 1

If the Auto Backup maximum file number is reached, no new files will be generated, and

backup rotation will not remove old files. The following event will be recorded in the Event

log.

L e LLREgs= i Eedagnias ez @0 i ¥ o ren T we B
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How to Setup and Configure Daily Report

Administrators can efficiently oversee gateway events by reviewing the Daily Report for
management purposes. This example demonstrates how to set up the Daily Report,
including the option to select specific log messages for inclusion. Once configured, you can
utilize "Send Report Now" to assess your device's current status and establish a schedule

for receiving the report.

“FNote: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Mail Server

Before setting up the Email Daily Report, we will be required to set up a mail server.
Navigate to the System > Notification > Mail Server. Input your Mail Server and port, and
activate TLS Security and STARTTLS in their respective fields. Next, complete your account

and password for SMTP Authentication as the Sender.

8
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You can verify the correctness of the settings by using the Mail Server Test below. If it is

successful, you will receive an email.

Mol Zarver Teat

Mail server test sent from USG FLEX 500H!

Mail Tester - gmail.com>

-

This is a test mail sent from USG FLEX 500H

Set Up Email Daily Report

Navigate to Log & Report > Email Daily Report. Enable your Email Daily Report

@ Log & Report »+ = Email Doilly Report

General Settings

Enable Email Daily Report D
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Type your Email Subject and your Sender and Receiver in the field.

Ernail SeHings

Y

Maka

O

Scroll down the page and go to Report Items to set up which messages you would like to

include in the daily report

Brpas B
pre Uiy
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You can set up a Schedule at the bottom of the page

Schedule
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Test the Email Daily Report

To confirm if the daily report has been set up successfully, click "Send Report Now."
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How to Setup and Send Logs to a Syslog Server

For management purposes, administrators can easily monitor events occurring on the
gateway by reading the syslog. This example shows how to send logs to a syslog server.
You can also specify which log messages to syslog server. When the syslog server is

configured, you will receive the real time system logs.

Beeerenemrnarn—na—— . e - -
Intermet Gateway Syslog Server
LAM: 192.1658.168.1/24 IP Address : 192.145.148.33

“W'Note: Al network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the Syslog Server
Install the syslog server. In this example, we use tftpd32 as the syslog server.
45 Wepd3?2 by Ph. lounin - o s
Eumend Dischsip |' j Hiossse
Serem rindaces. |47 168 16833 Fieskel PCIe GbE Famy Confoder = ShowDi |
Titp Serves | Thp Chark | c-hJ:Fm| Suog cmnm |I:-H5 vervet | Log v |
tesl o dafe

Set Up Remote Server Setting on the Gateway

Go to Log & Report > Log Settings > Log Category Setting. Use the drop-down list to select

what information you want to log from each log category.

O ———— o
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Go to Log & Report > Log Settings > Remote Syslog Server. Set Log Format to be
CEF/Syslog and type the server name or the IP address of the syslog server. Turn on

“Active” to send log information to the server.

Amium .j

Lexg Format CEFTysiog -

ey AokgneT 172160 18533 T Moewet o P Agkdepi
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Test the Remote Syslog Server

Check logs on the syslog server.
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How to Setup and Send logs to the USB storage

The USG FLEX H Series device can use a connected USB device to store the system log
and other diagnostic information. This example shows how to use the USB device to store

the system log information.

“FNote: The USB storage must allow writing (it cannot be read-only) and use the
FAT16, FAT32, EXT2, or EXT3 file system. This example was tested using USG FLEX 200H
(Firmware Version: uOS 1.10). The USB port can provide max. 200mA output power.
You might need to connect external power for the USB storage device.

USB Storage device

Plug in an external USB storage device. USB storage devices with FAT16, FAT32, EXT2, or
EXT3 file systems are supported to be connected to the USB port of the gateway.

Set Up the USB storage on the Gateway

Go to Log & Report > Log Settings > Log Category Setting. Use the drop-down list to select

what information you want to log from each log category.
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Go to Log & Report > Log Settings > USB Storage. Turn on “Enable USB storage” to store

the system logs on a USB device.

Tasar= Log
I
Al Ghnraig
s

Check the USG Log Files

Go to Maintenance > Diagnostics > System Log. Select a file and click “Download” to view the

log.

o Lag B wd 1= LR Tl s
Benim | o e i il . 1
B  =ree A T [ -
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You can also connect the USB storage to PC and find the files in the following path. \Model

Name_dir\centralized_log\YYYY-MM-DD.log

|
E:I|'

usgflex200h:dir centralized_log 2023-05-20log
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How to Perform and Use the Packet Capture Feature

This example shows how to use the Packet Capture feature to capture network traffic
going through the device's interfaces. Studying these packet captures may help you

analyze network problems.

“F'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).

Set Up the Packet Capture Feature

5. Go to Maintenance > Diagnostics > Packet Capture. Select “none"” and click “Edit".

4]

6. In Interfaces, select interfaces for which to capture packets and click the right arrow

button to move them to the list.

o
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7. In Filter, select IP Version for which to capture packets. Select any to capture packets
for all IP versions.
Select the Protocol Type of traffic for which to capture packets. Select any to capture
packets for all types of traffic.
Select a Host IP address object for which to capture packets. Select any to capture

packets for all hosts. Select User Defined to be able to enter an IP address.

il

8. In Misc setting, select "Save data to onboard storage only", "Save data to USB storage"

or "Save data to ftp server".

Wing wrting

Lt
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9. Click the icon to start capturing packets.

Fackw T ot

10. Click the icon to stop capturing packets.

Download the Captured Packet Files

In Captured Packet Files, select the file and click Download. You can download one file
only at once. The captured files are named according to the date and time of capture, so

new files will not overwrite existing ones.

Check Real-Time traffic using command

Traffic-capture is a CLI-based packet capturing tool on the device. It can be used to sniffer
and analyze network traffic by intercepting and displaying packets transmitted in the
network interface.

Syntax:

cmd traffic-capture <interface name>

cmd traffic-capture <interface name> filter <icmp|tcp|udp|arp|esp>

cmd traffic-capture <interface name> filter “src <ip address>"

cmd traffic-capture <interface name> filter “port <port number>"

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 227



ZYXEL www.zyxelcom

MNMETWOREKS

cmd traffic-capture <interface name> filter "host <ip address> and port <port number>"

cpdump: wverbose output suppressed, use -v or -wvv for full protocol decods
istening on ged, link-type EN18ME (Ethernet), capture size 262144 bytes
16:@7:36.738176 | e, ethertype IPva (@x@Bes),
length 77: 192.158.168.33,5353 » 224.8.9.251.5353: @ A (QM)? zytwapexone.local
. (38)

16:87:36.738249 [ 000, ethertype IPv4 (@x8808),
length 77: 192.168.168.33,5353 » 214.8.9.251.5353: @ A (QM)}? zytwapexone.local
. (38)

16:87:36.739617 I =L, ethertype IPve (@x8808),
length 77: 192.168.168.33,5353 » 214.9.9.251.5353: @ AdAA [(QM)}? zytwapexone.lo
[cal. (35)

16:87:36.739654 *_ |, ethertype IPv4 (Bxesee),
length 77: 192.168.168.33,5353 » 224.9.9.251.5353: @ AAAA (QM)? zytwapexone.lo
[cal. (35)

16:87:37.866145 [ = L, ethertype IPva (@xB88e),
length 74; 192.168.168.33 » 8,8.8.8: ICMP echo request, id 1, seq 478, length

Eqﬂtxﬂﬁu cwd traffic-capture ged filter "src 192.16E8.168.33"

F:Hlt:m-F RPC interrupted.
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How to Allow Public Access to a Server Behind USG FLEX H

Here is an example of allowing access to the internal server behind a USG FLEX H device
with network address translation (NAT). Internet users can access the server directly by its
public IP address and a NAT rule will forward traffic from the internet to the local server in

the intranet.

Imtermet

Y
=

Intermet user
Access tha HTTP server via hitp:10.214 4846

Public IP
10214 4845

HTTP server
19216816833
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Set Up the NAT

Go to Network > NAT, and click +Add to create a NAT rule.

- Input the rule name

- select Virtual Server

- Incoming Interface: ge1l

- Configure the Source IP to limit the access by the Source IP. You may select Any

- Configure the External IP. Select Any to choose the gelinterface IP as the external IP.

- Configure the internal IP. Click +Add Object to create an address object as a host
192.168.168.33 which is the IP address of the internal server.
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- Port Mapping Type: Select HTTP for both external and internal service.

www.zyxel.com

||—| et =7 =

Ganaral Sattings

e b @
Porl Mapping Type
fl: risal e I::I 1:1 H& {_} i
Mapping Rule
S a— g -
0 &
a dmfine &2 ']
- - — Pl

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 231



ZYXEL

MNMETWOREKS

Test the Result

Type http://10.214.48.46 into the browser, and it display the HTTP service page.

Frddae

49 It LA FEEY
D e e
i Eham
Mithkia Cal
- WY Sarew il

Gy lrpe BTG IO 44713 P
Ferem poiree (X170 06
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How to Configure DHCP Option 60 - Vendor Class Identifier

USG FLEX H series supports DHCP option 60. By VCI string matching, a DHCP client can
select a specific DHCP server within the WAN network. This feature proves beneficial in
network environments where multiple DHCP servers offer services. Clients that need
Internet service can be directed to the DHCP server that provides corresponding Internet
connection details via the identical option 60 string. On the other hand, IPTV clients can

relay to another DHCP server for obtaining IPTV service information.

Set Up DHCP 60 on the USG FLEX H

1. Goto Network > Interface > External, and edit the WAN interface.
2. Make sure the WAN interface is set as a DHCP client. Select Get Automatically (DHCP)

for Address Assignment.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 233



3.
4.

ZYXEL www.zyselcom

MNMETWOREKS

Scroll down and expand the Advanced Settings: DHCP Option 60
Enter the VCI string in the field of DHCP Option 60, and click Apply

Shverswtt SaHtrit

atowit L&

Test DHCP Option 60

To check the functionality of DHCP Option 60, we can use packet capture software to

check if option 60 string exists in the DHCP discover message that is sent from the USG
FLEX H.

-
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Fremg TF: M7 bytes o edrs [ITH Blisl, M7 byees csprersd [17H Blin] o drserfes el [LlAr dld - (FE]- 2500 AUFN- B Dl s, 14 B
Phbpresd 00, %rm: DponlCom oT:iel: M (B8 o B0 g0 ol B, Owi: Bresdomd PP 000000 8]
Iebprrae Proftosm] Sersioe 4, %en 8,080,868, Dadr 255, 795 2%%, 155
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Dllsrn aprdedrs pddraan cededing:  ulaieiiinudiga auiwd
Lpwwr Bopi rems non ghess

Bad Hife rams sol gises

Mgl vasile SEP

dgtlen. (L] B=F Medsage Ty (Olicewss

Ggrlesc [Ri] OF hddreas desis [l

Jotloe: [Li] mowt Hess

gt iee- %] Parsseser Bppankt Lld

T or. 128 Famdor rlaer [Sa=tlTler

Lesglhi T
Wi oo Loean BT Liw s Cid-#

dprtlen T8 ihev ldestltls
doitdce: [E95] Esd
Paddirg (WETEEREY

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 234




ZYXEL

MNMETWOREKS

How to Configure Session Control

Session control can address abnormal user behavior. By monitoring session activities, the
firewall can detect deviations from normal usage, such as sudden traffic spikes or
unauthorized access attempts. This proactive approach enables prompt action to be taken

to investigate and mitigate potential security threats .

2.0Detect sassion
3.Reach the limit

. {—— Gateway  aceeoesareninns e
PC:192.168.1659.33
. Mock the Jeniod session Lontro 1.Access websites trigger sessions

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 235



ZYXEL

MNMETWOREKS

Set Up the Session Control

Go to Security Policy > Session Control. Turn on this feature.

@ Security Policy * > Session Contral =

General Settings

Session Contro a

Default Session per host 1000 (0 - 20000, O is unlimited)

You can field in the value of the Session per hosts you would like to limit.

The field here is for the client who is not in the rule under the list

[E S

i i - i s ik

To limit a user’s session. You can set up specific rules for each user

Click Add >Select one of the user and field in the Session limit for the user and click save.

| =}

o L T-1 - KB PLT -

Fonaral Eul'lling:.

- [ 2 i LA
Lt per Hos ] [C) = OO0 3 Lrliriland )
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Test the Result

Log in as User: Zyxel

ZY XEL

HETWORKS

Iyxel ¥ou now have logged in.
Click the logout button fo termingte the occess session

You could nenew your leasa tirme by clicking the Kanew bution

Fof security reason you miust login in again after 1 danys .
User-defined lease fime (max 1440 minutes): 1440 &

Updating lease time outamaticall

FRemaining fimea baforg auth. limaout [hh:mmzss); | 2360944

Try to access web browser to hit the session limit

Go to Log & Report > Log/Events and select Session Control to check the logs.
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How to Configure Bandwidth Management for FTP Traffic

This example illustrates how to use USG Bandwidth Management (BWM) for controlling
FTP traffic bandwidth allocation. By specifying criteria such as incoming interface, outgoing
interface, source address, destination address, service objects, application group, and user,
you can create a sequence of conditions to allocate bandwidth for packets that match
these criteria. Once BWM is set up, it allows you to limit bandwidth for high-consumption
services like FTP, ensuring bandwidth guarantees. This is a practical example of
implementing BWM for FTP traffic with a USG device.

FTF Server
Download 20Mbps 192.168.168.33

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. The total available bandwidth assumption is 5SMbps. This example was tested
using USG FLEX 500H
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Set Up the BWM rule for FTP download

Go to Network > BWM scan. Click on "Add" button to create a new BWM rule.

Mot
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Draorarilosd (2 Uit
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Reigied leHing
] w
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Incoming Interface: ge3
Outgoing Interface: gef
Source: LAN1IP Subnet
Application Group: FTP
Traffic Shaping: Download Limit 20 Mbps.

“W'Note: The terms "incoming interface" and "destination interface" indicate the
direction of traffic that the client initiates during a session. The term "Source IP
information" denotes the initial IP address. Furthermore, the Application Group
function identifies client traffic types based not only on the service port but on other
criteria as well.

Different Scenarios:
(1) Shared

If you select the “Shared” setting in the BWM rule, the selected IP addresses will share
the configured bandwidth.
e.g. Limit the maximum FTP download bandwidth to 20 Mbps for whole of LAN1 PCs.
(2) Per User
If you select the "Per User" setting in the BWM rule, each user will have a limited
bandwidth.
e.g. Limit the maximum FTP download bandwidth to 20 Mbps for each user.
(3) Per-Source-IP
If you select the “Per-Source-IP" setting in the BWM rule, each selected IP address will
have a limited bandwidth.
e.g. Limit the FTP download bandwidth for each LAN1 PC to 20 Mbps.

“W'Note: If you select the “Per User” option or configure “User” as a condition, the
Captive Portal service must be enabled, and the PC must be authenticated by the
firewall first.
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Turn on this feature. It will enable BWM function to allowing the rules to be effectively

applied.
e s
g
L] - B
17 ke e e =L L L] LA~ Enifeates  j—— A fr—iad b % P
[y - il [FEI S it
Test the Result

The PC connect to LAN1 and download file by FTP. the download speed is around 20 Mbps.
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Hoar Fakgwoncl Puin .
Ln:.niutrlln"-,l:l-eﬂ:np'- w | Bamnobe sbe © 101wl 202500008 -
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i ChatiPT Task A&
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& FLEX offcisl D_. [, I3 LARNFOITS-250E-mT 12 rip 7T oAz
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Go to Log & Report > Log/Events and select BWM to check the logs.

g 3 = O by . g © Bk
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How to Configure WAN trunk for Spillover and Least Load First

In the realm of network management, WAN trunk spillover and the Least Load First (LLF)
algorithm are vital for optimizing resource utilization and enhancing network performance.
WAN trunk spillover ensures seamless connectivity by distributing traffic across multiple
WAN connections, preventing bottlenecks, and maximizing bandwidth usage. The LLF
algorithm intelligently balances traffic load by prioritizing the least loaded WAN links,
minimizing latency, and improving overall network efficiency. This is an example of using
the FLEX H series for two spillovers and the Least Load First configuration. The following
example is based on GE1 1G/1G and GE2 500/500 Mbps for illustration.

internet

" Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.20).

Least Load First
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The “Least Load First" algorithm allocates new session traffic based on the current outbound
bandwidth utilization of each trunk member interface. This utilization, measured as outbound
throughput over available bandwidth, serves as the load balancing index. For instance, if WAN
1 has a throughput of 1000K and WAN 2 has 5K, the Zyxel Device calculates the load
balancing index accordingly. With WAN 2 showing a lower utilization, indicating lesser
utilization compared to WAN 1, subsequent new session traffic is routed through WAN 2 for

optimal load distribution.

Spillover

The "Spillover” load balancing algorithm prioritizes the first interface in the trunk member list
until its maximum load capacity is reached. Any excess traffic from new sessions is then
directed to subsequent interfaces in the list, continuing until all member interfaces are utilized
or traffic demands are met. For example, if the first interface offers unlimited access while the
second incurs usage-based billing, the algorithm only activates the second interface when
traffic surpasses the threshold of the first. This approach optimizes bandwidth usage on the
first interface, minimizing Internet fees and preventing overload situations on individual

interfaces.

Set Up the User-Defined Trunk

Spillover and Least Load First

Go to Network > Interface > Trunk page, and click Add button to create user-defined
Trunk. In the general settings, we can configure the following settings;

Name: Least Load First (Enter a descriptive name for this trunk)

Algorithm: LLF

Load Balancing Index: Outbound

Note: This field is available if you selected to use the Least Load First or Spillover method.
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Gerecai SeMings
Lead Balancing Seting
Lis = -
L C:touns -1
+ Add m
Intertoce ¢ Mode Ut (Xups) ©
jaln

Click Add to add a member interface to the trunk, in this scenario, we have ge1, and ge2 for
Internet access.

Member: ge1(Wan)

Mode: Active

Limit(Kbps): 1024000

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

=g o

] wiertace Voce T Uit (3gy) &

Click Apply to save changes.

Some changes were made

Wheat do you want fo do then?

coee ) I
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After the Trunk LLF is created, let's create a second WAN trunk for spillover testing, click Add
button to create 2" user-defined Trunk.

Name: Spillover (Enter a descriptive name for this trunk)

Algorithm: Spillover

Load Balancing Index: Outbound

403 fandecrg ettty

rmneie b Mee * — g b

Click Add to add a member interface to the trunk.
Member: ge1l(Wan)

Mode: Active

Limit(Kbps): 819200

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

(7] hdestacn Mute ¢ Lsvt (Kbps) &

Click Apply to save changes.

Some changes were made

What do you want fo do then?

Cancel
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Go to Default WAN Trunk section, select User-Defined Trunk and select the newly created

(LLF or Spillover) Trunk from the list box. Click Apply to save changes.

L) lisvsont = fefiDoe = i e

Trunk

Oetautt WAN Trunk

User-Defneod Trunk

+ Add Q H
[l Nome ¥ Algorthm L Members
L3 3"
\ | L L i B . -
Some change: were mode
Dedzult Tromk
Yihgr 90 yOu wont o o0 Ment
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Test the Result

Spillover
1) Apply Spillover in User-Defined Trunk.
2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.

3) Go to Traffic Statistics > Port to check interface utilization. Upload traffic should go to ge1
as this interface is the first member interface in Trunk Spillover. Check if maximum load
capacity 819200bps is reached. Any excess traffic from new sessions is then directed to

subsequent interfaces in the list

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface ge2 to see if new sessions are captured on ge2.
Least Load First

1) Apply LLF in User-Defined Trunk

2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.
3) Go to Traffic Statistics > Port to check interface utilization.

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface with lower traffic load to verify if the ICMP traffic is routed

through the less congested interface.
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How Does SIP ALG Function Work on USG FLEX H?

SIP ALG consists of two key services for managing traffic on firewalls: SIP transformation and

SIP pinholes.

SIP Transformation

The SIP transformation function modifies SIP header information, facilitating SIP signaling
traffic over NAT operations. This enables seamless communication between private IP
addresses and public IP addresses.

SIP Pinholes

SIP pinholes ensure the persistence of registered SIP sessions and RTP sessions during NAT
operations. This prevents issues such as dropped calls or non-functioning phone calls caused

by expired SIP/RTP sessions on the firewall.

Cloud-based SIP servers are typically sophisticated enough to distinguish between a client’s
local (private IP) and public IP, making SIP transformation unnecessary in most scenarios.
However, the SIP pinhole feature remains essential for proper NAT operations. The SIP ALG
feature on H Series firewalls focuses on supporting SIP pinholes. This ensures that SIP and

RTP sessions are managed effectively, maintaining reliable communication across firewalls.

SIF Server
N 10.214,48.200
USG FLEX 100H 5IP Phone#2
sss ————— 192.168.168.36
=== WAN IP
S5IF Fhaoneat 10.214.48.74
10214 48101
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SIP ALG Feature for Keep SIP/RTP Activity Sessions on Firewall

Go to Network > ALG > SIP ALG feature.

¥

FIP LG
-
L ALG

t dad

Pad =

SIP Signaling port:
Default SIP service port is 5060. You can configure to other ports to fulfil your network

environment.
SIP Inactivity timeout:

In firewall default setting, general UDP session timeout is 300 seconds, and UDP stream

timeout is 60 seconds. (System > Advanced)

You can configure Media(RTP) and Signaling(SIP) timeout for your SIP phone, it could keep

the sessions on firewall to prevent lost incoming phone call due to session expired.
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Peer to Peer connection restriction:
It is for incoming STP/RTP traffic. If the source IP address doesn't match to exist sessions,

then firewall will drop the incoming traffic.

Test the Result

Dial the SIP phone call from SIP Phone#1 to SIP Phone#2.
5P Server
10.214.48,200

USG FLEX 100H SIF Phone#l
L;_ _—_ [ seeses | 192,168, 68,36
WAN IF
SIP Phoned 10.214.48.74

10.214.48,10} _D

Turn on SIP ALG feature and enable “SIP Inactivity Timeout” service, also have an extend

Signaling(SIP) and Media(RTP) inactivity timeout as 3000 seconds.

-

FTF LG

AL T
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Use CLI command to check exist sessions has been extended successfully.

CLI> show conntracks | match "<IP address>"

Before enabling the SIP ALG feature, system will use the default UDP timeout.

After enabling the SIP ALG feature, system will extend the timeout value.
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How to Deploy Device HA

The Device HA feature acts as a failover when one of the devices in the network fails or can't
access the Internet. Device HA uses a dedicated heartbeat link between an active device and
a passive device for status syncing and backup to the passive device. On the passive device,
all ports are disabled except for the port with the heartbeat link. This example illustrates how

to deploy the Device HA in your network.

Prievvary device
hiole: Active
il ._.-"-. - —
Heartbeoal Connschon
Secondory device
Slale: Poasive

“F'Note: Device HA is supported on USG FLEX 200H, USG FLEX 200HP, USG FLEX 500H,
USG FLEX 700H.This example was tested using USG FLEX 200H (Firmware Version: uOS
1.32).
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Prerequisites for Device HA

The primary and secondary devices in Device HA mode must meet the following

requirements:

1. The same model - Both devices must be of the same hardware model. In this example,
both devices must be USG FLEX 200H. You cannot set up Device HA between different
models, USG FLEX 200H and USG FLEX 200HP.

2. The same firmware version - Both devices must be running the same firmware version
(uOS 1.31 or later versions).

3. The same Organization on Nebula - Both devices must be registered to the same
Organization on Nebula.

. Assign the primary USG FLEX H to the first site
. Assign the secondary USG FLEX H to the second site

pE

4. Enable SSH port number - The SSH service under System > SSHH must be enabled on
both devices. SSH port number must use 22 to enable synchronization for Device HA.
5. WAN connection of the active device - Ensure that the active device has normal WAN

connectivity to the internet and is connected to Nebula.

“'Note: It is highly recommended to complete device registration steps on Nebula
before pairing HA.
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Configuration on the primary device

1. Set up with your desired configuration and networking settings.

2. The highest-numbered copper Ethernet port is reserved for heartbeat communication.
Make sure the heartbeat port is not assigned to any interface. In this example, P8 is the
heartbeat port on USG FLEX 200H. Remove P8 from interface ge4.

General Sefings

Indedoce Proparhes

:'.li'.“No’re: Heartbeat port for HA synchronization
USG FLEX 200H/200HP: P8

USG FLEX 500H/700H: P12

Go to Network > Interface and make sure p8 doesn't belong to any interface.

Dwhs § Plarree © Insw ¥  Duvoeples ¥ g WL £ § Trpu ¥ Migrmpigen ¥ i Enfwmmcy |

has =~ O

Hory ¥ hame T dosyn B Tia pmepden P edgbrimes 0 AN DT Ty T | Bhgrraem T | Entgrwrae B
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3. Go to System > Device HA > HA Configuration.

. Select Primary role.

. Select HA MAC address.
If Virtual MAC Address is selected, the MAC address of each interface will be
replaced as follows.
D8:EC:E5:XX:XX:1D -> D6:EC:ES:XX:XX:1D

. Configure Management IP for active and passive role. The two management IPs
must be different but in the same subnet.

. Select monitor interfaces. HA failover will be triggered when monitored interface
is down. Turn on “Enable” to enable Device HA and Apply.

H& Conhgureban

Generg| Settings

o]

raragement Corfiguiahion

| % Pomary (Loerge Confroier ]

Msantor imerfoon

R
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Configuration on the secondary device

1. Make sure the secondary device is reset to default settings. Follow the wizard to
register it to Nebula and it to the same organization as the primary device.

2. After the secondary device is registered to Nebula successfully, remove wan
connection from the secondary device and login to the device via lan interface to
configure HA.

3. Make sure the heartbeat port is not assigned to any interface. In this example, P8 is the
heartbeat port on USG FLEX 200H. Remove P8 from interface ge4.

Fereral Seftings

Imerfoce Properiies

4. Go to System > Device HA > HA Configuration. Select Secondary role. Turn on
“Enable” to enable Device HA and Apply. Logout from the secondary device and
unplug all Ethernet cables of wan and lan interfaces.

Hi C el guimSan

- |

Meo=sigermen Lonfgpurabeomn
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Connect the heartbeat ports

Connect the heartbeat ports of the primary and secondary device directly and avoid putting

a device in between such as a switch.

"4 Note: The heartbeat port of the primary and secondary device must be
connected directly to each other (not through a switch).

Check HA status

Login to the primary device and go to System > Device HA > HA Status. Make sure the
heartbeat link status is connected. You can also use the SYS LED on the active device to
check the paring status.

Pairing status: Paired

Last Full Sync Status: Success

H& Shobus

Statuz

ACTve Faziive

TRy S comedary

iynehronizotion Siafus
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You can also enter the command on the primary device to check HA status. usgflex200h>
show state vrf main device-ha status

Synchronization can take up to 5 minutes or so. Once it has finished synchronizing, you can
verify if the settings are synchronized by accessing the passive device through Passive
Node Management IP. Once pairing is complete, the secondary device's license will
automatically be transferred to the primary device and you will receive an email notification.

usgflexz@oh@3ls> show state vrf main device-ha status
status
enabled truas
initial-role primary
pairing-state paired
pairing-msg Faired
ha=mealth-state conmected
Jocal-state active
local-role primary
active
role primary
=n 523 =]
icon-coler on

passiva
role secondary
2n 521 3298

icon-color on

If Paring Status is not “Paired”, check what the error message is and resolve the error. In
this example, the error is “"Device firmware mismatch”. Check the firmware version on

primary and secondary again and make sure firmware version on both devices are identical.
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“'Note: After the error is resolved (Upgrade two devices to the same firmware
version), you can keep the heartbeat port connected on both devices, and disable
and enable HA on the primary device to trigger pairing again.

Ha Canfiguralion

Ganeral Setings

[ ]

Manogemant Canfiguoiicn

Morahor mfpriocs
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HA Synchronization

. Full Synchronization: Use the command on active device to manually force a full
synchronization. You can also use SYS LED on the passive device to check the status
of HA synchronization.
usgflex200h> cmd device-ha force-sync full

. Incremental Synchronization: This happens automatically when changes are made to
the active firewall. The updates are synced to the passive firewall within 5 seconds. It

is important to only make configuration changes on the active device.

“F'Note: Al configuration changes must be made on the active device. Do NOT
manually configure the passive device.

Connect the network cables to the secondary device

Once the devices have been properly synchronized, connect all network cables to wan and

lan interfaces of the secondary devices.
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Test HA Failover

1. In this example, gelis the monitored interface. Unplug the Ethernet cable of gel

interface from the primary device to trigger HA failover.

Manadar irleduse

et | 3 - ™ b r |
oUOreed O Radniboied L onnes 1Ty e Faeie m

2. Check HA Status and HA log by accessing Active Node Management IP
https://10.10.10.1. In HA Status, the secondary device becomes Active role.

. Vit e - - oA - 1A o' -
HA Stahuz
Acfive Poitive

ﬁ - i o ﬁ mEE---- ﬁ

Secondyy Nenary
Deavice MA Shafue tnabled
ormg Jigh Pored
tynchvonizofion Jiotus

- L 30 N A

Poliover Shotys
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In HA Log, the secondary device (Local) changes the state from Passive to Active.

IYXEL wsnnae [

&

Check Virtual MAC Address

Active Device

On Dashboard > System Information, MAC address is the physical MAC address.

Svabermn Informalcn &
Hal Miame usgflex20ahcIze
T 1218
Aden DEBCES 10 ~ e bc:Ea =
e V0 22[ABWY.0JbS | 2025-03-19 ThI&1E
T e H
SO28=03-2T Ti:41:58
2K

Comhbsied

In Network > Interface, it shows the Virtual MAC address.
Intefase Propedie:
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intarfose Proparie:

LA v
.
SYS LED Status
State SYS LED on Active Device SYS LED on Passive
Device
Pairing in Progress Alternating Green Solid
Green on: 500ms, Red on: 500ms ‘
Pairing fail Red Blinking (1sec) Green Solid
%
Sync. in Progress Green Solid Amber Blinking (500ms)
Sync. Completed Green Solid Amber Solid
Active Node Running Green Solid Amber Solid
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How to check Packet Flow Explorer

The Packet Flow Explorer is a powerful tool for analyzing and understanding routing-related
issues. When used correctly, it offers a basic overview of your firewall's configuration without
requiring an in-depth examination. This example demonstrates how to check the routing and

SNAT status using the Packet Flow Explorer.

internet

GEI WAN Interfacs GE2 WAN interfoce

“FNote: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG FLEX 200H (Firmware Version: uOS 1.31).
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Scenario and Requirement

1. Dual WAN interfaces are in the default WRR mode, and both WANSs are active.

Lood Baloncing Sefing
H
Irdsrtoce * Mode * Farameter =
2. A static route is configured to route traffic to 8.8.8.8 from the GE2 WAN interface.
Uciic Route
Configurcton
+ Add © Rehesh . M [
| Sahes @ Home Dethnchon Next Hop & Doscriphon ¥ Mahic ¥
age Dr 3A/3 gel

3. A policy route is configured to route all internet traffic through the GE1 WAN

interface when source is LAN1 subnet.

Putey beute

—y e mbtan

e Voo o

e " et st eyt e b Pavtumine ' MO Catm ' lovme ' Jnam it ' emae T DOY Seteg Y e s .t

Based on the configuration above, we expect that if a host is placed in the LAN 1 subnet,
all traffic will be routed through the GE1 WAN interface, except for traffic to 8.8.8.8, which
will be routed through the GE2 WAN interface.
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Verification

1. Place a host in the LAN1 subnet, then run the command ping 8.8.8.8 -tin the Windows Command
Prompt to check for ICMP response from 8.8.8.8.

C:\Users\NT122546>paing 8

th 32 bytes of data:
bytes=32 time=9ms
bytes=32 time=8ms
bytes=32 time=6ms
bytes=32 ti

bytes=32 time=6ms

Pinging 8.8.8
Reply from

—

—

-
|

~1

Reply from
Reply from
Reply from
Reply from
Reply from

o0 mOomOow
—
-
-
|
~1

-
-
| 1]
thtn Onony 0y
~ J

000 oo Mmoo

="

bytes=32 time=6ms

-

=
|

~l

The host receives ICMP response.

2. Confirm that the traffic is being sent out through the GE2 WAN interface, as per the
static route configuration.
Type the command ecmd traffic-capture geZ2 filter "host 8.8.8.8" to capture packets on
the GE2 WAN interface and verify that the traffic is being sent out through the GE2
WAN interface.

We're unable to see packets to 8.8.8.8. Let's capture the packets on the GE1 WAN interface

instead.

cmd traffic-capture gef filter "host 8.8.8.8"

Traffic to 8.8.8.8 is being sent out through the GE1 WAN interface, indicating that the

static route is not working as expected.

3. Go to “Maintenance > Packet Flow Explorer > Routing Status”to check for possible

issues.
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As we can see, the policy route has a higher priority than the static route, causing

traffic to 8.8.8.8 to be affected by the policy route.

We can try temporarily disabling the policy route to see if traffic to 8.8.8.8 goes
through the GE2 WAN interface.

cmd traffic-capture geZ2 filter "host 8.8.8.8"

Now we can see the traffic to 8.8.8.8 appearing on the GE2 WAN interface. However, there is
no ICMP response from the uplink router. Upon checking the source IP, it is the
LAN host's IP, but it should be the GE2 WAN interface IP. The result shows that the

firewall GE2 WAN interface does not have source NAT.
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4. Goto “Maintenance > Packet Flow Explorer > SNAT Status”to check for possible issues.

INAT Dt 0y

INAT New

betilne vTw Fobuy baste . N & S
- LA - Tuar Dt
ina SO papes

Oumgenny

A ALl L ] Lotyprw 19y

femety fanam '™ fne=w ra™was

Mouse over the External interface. It indicates that SNAT is off on the GE2 WAN

interface. This would be a misconfiguration on the GE2 WAN interface.

INAT Smatus

THAT Fow

Ubeta ide ¥4 Pubey Rasle S anks o =
I>Tchaer |
sl L -

Lnbyee—y
S —

T
Voboom (etarhane ShAL L
h

We can go to “Network > Interface > Interface”, and double click ge2 to tick SNAT.

L

Se=omn Avsom Y™

Chonoe 1o g Differant ISP O o

The above scenario is a simple example for checking routing and SNAT status in Packet

Explorer.
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Test the Result

Generate ICMP traffic from LAN hosts to 8.8.8.8 and confirm if the traffic is sent out through
the GE2 WAN interface.
1. Runthe command ping 8.8.8.8 -tin the Windows Command Prompt to check if it has

an ICMP response from 8.8.8.8.

Pinging B8.8.8.8 with 32 bytes of data
ly from 8.8.8.8 ) 2432 time=lms
from 8.8.8.¢ wtes=32 time=Ums

from 8.} ) . 4 wte time=4ms

from 8.8.8.¢ wres time=Ums

trom time=Ums

o O

time=lms
time=Ums

from

P

ly from

time=3ms

Reply from

Reply from ¢ time=tms

> 00

Reply from 8.8.8.8: bytes time=Ums
Reply from 8 3.8: byte time=4ms
Reply from 8.8.8.¢ ) 25=32 time=lms

Reply from 8.8.8.¢ wtes=32 time=ims

2. Type the command cmd traffic-capture geZ2 filter "host 8.8.8.8" to capture packets on
the GE2 WAN interface and check if the traffic is sent out through the GE2 WAN

interface.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 270



ZYXEL

MNMETWOREKS

How to set up a Link Aggregation Group (LAG) interface

A Link Aggregation Group (LAG) combines multiple Ethernet ports into a single logical link,
LAG interface, between network devices. It helps to increase bandwidth and provide link
redundancy.

The LAG interface of Zyxel USG FLEX H firewalls combines multiple Ethernet interfaces as

members and supports three types of modes, Active-Backup, LACP (802.3ad), and Static.

Prerequisites of Ethernet interface member

To be a member of LAG interface, the Ethernet interface must Meet all of the following
conditions:

1. The Ethernet interface can only bind to one port. And the port cannot be used by other
VLAN interface.

The Ethernet interface cannot be a member of other bridge, or LAG interface.

It does not have an IP address (must be set to unassigned).

It cannot have MAC address overwrite settings, must use default MAC address.

a ~ DN

The interface must not be referenced by any other configurations except the Zone.
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Create a LAG interface

1.  Edit the member Ethernet interfaces and make sure the MAC address is set to use

default MAC address and the Address Assignment is set to unassigned.

- -

Gl hettiags

rbwrdace Fropasiie

2. Click +Add to create an interface and select the Interface Type as LAG.

-

Crmnuial Saflimegi

Inleflizce Peipartia
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“FNote:
. LAG support interface Role: External, Internal and General

. When the interface role is external, the LAG IP address does not support
PPPOE or PPPoOE with a static IP

3. Select the LAG mode

T Mg
IFfMetmaE 7
° @ g @
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LAG mode: Active-Backup

Provides automatic link failover by keeping backup ports not transmitting traffic until the

primary port experiences a link-down event.

ArlvE 4 L Digwm
ip— : ——
bociug v
A0 LaG

Mii Monitoring Interval: Defines how frequently the system checks if a LAG member
interface is active or down

Primary: Allows you to specify which member interface should be preferred as the active link

il i ] =R g

LAG mode: LACP (802.3ad)

Provides automatic link failover and load sharing by allowing all ports in the LAG group to
transmit traffic. The LACP messages will be periodically sent.
When in LACP mode, the connected Switch must also configure LACP mode for the

physical ports that connect to the USG FLEX H Firewall.

(

1A LA
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Transmit Hash Policy: Determine how outgoing traffic is distributed across the aggregated
links. The default option is src-dst-ip-mac. Select src-dst-ip-mac to distribute traffic more

efficiently by considering both source-destination IP and MAC.
1) el D ped D

s B i
LR & A E 8 |

LAG Mode: Static

All ports in the LAG group will be always active for link failover and load balancing. The use
case is when using legacy networking equipment that doesn’t support LACP. When in LACP
mode, the connected Switch must also configure LACP mode for the physical ports that
connect to the USG FLEX H Firewall. When in Static mode, the connected Switch must also

configure Static Trunk mode for the physical ports that connect to the USG FLEX H Firewall.

0 el D e 0
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Checked by CLI: show state vrf main interface lag
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How to Set Up AP Control Service for Zyxel APs

In today’s digital landscape, wireless networks have become a critical infrastructure for
businesses and organizations. As the number of connected devices continues to rise and
network demands grow, managing and optimizing wireless environments has become
increasingly challenging. Serving as the backbone of centralized Wi-Fi management,
wireless controllers play a vital role in enhancing network stability, security, and operational
efficiency. This article delves into the key functions of wireless controllers, their application
scenarios, and their importance in enterprise network architecture. This is an example of
using USG FLEX H series to manage the Zyxel Access Points (APs) and allow wireless

access to the network.

T eI

Smart TV ‘ Laptop

...... 7 |
. FLEX H |Controller)
-
»
Tablet PC
»
- —— =]
Smart Phone Zyxel AP Desktop

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.32).
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Set Up the AP Management on the FLEX H series

In the USG FLEX H, go to Wireless > AP Control Service, enable the AP Management
Service, and set the AP login password.

Wireless > AP Control Service

AF Logn Password R o

. |

* Note

This password Is for the AP admin account. Use It with usemame ‘admin’ 1o log in to the AP
Connect the Zyxel AP unit to the lan interface.
Go to Wireless > Access Points > AP List. The Zyxel AP will be listed under Unmanaged AP

tab. Tick the AP and click "Add to Managed AP List.

Wireless > Access Points > AP List > Unmanaged AP

Wielezt ¥ > AccenPorhs * APttt w

_+ Add fo Manoged AP List Q < [
Name * IP Address *
3 P.Fa-an 1. DL oy 1 0000
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Once the actions above are completed, the AP will be listed in the Managed AP tab.

Wireless > Access Points > AP List > Managed AP

e

===

Ve
Pommmmn Moty ¥ Mt b e * howan ¢ Maaw b Sovwd Chawt ¥ BT 2dan ¥ T4t ot ST e b e e b

“¥'Note: The APs may fake few minutes to appear in the Managed AP List.

Go to Wireless > WLAN Settings > SSID Settings to configure a name for the SSID and set a
password for WLAN security.
Wireless > WLAN Settings > SSID Settings

LUD Lafbinge

¢ Daabiesd taome WLAN Tecuwy

vV B 8 B § § 8
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Test the Result

Go to Wireless > Access Points > AP List > Managed AP tab. You can check the list of APs
currently connected, along with detailed information such as IP address, model name,
current clients, MAC address, and radio information.

Wireless > Access Points > AP List > Managed AP

A

More

Sommmmn Thatnt ¥ St ¥ e b * bammen t Seew b St Chaw § AL Bt ¥ LAl b b M Y e T e Nase ¥

Go to the Wireless > WLAN clients, you can check the list of wireless stations associated
with a managed AP and the details information such as SSID Name, Security, IPv4 Address,

and association time.

Wireless > WLAN clients

=

Asa Pabzy Do

MAC Sdmvem * teeet Rarves ¥ Caveermem ¥ MESwe?t nus Laniaty ¢ Pk hvbmrs ¥ Assetas bves ¥

Using a laptop to connect to SSID: Zyxel_Wireless_Network and type the password for
authentication. Go to the Log & Report > Log / Events > APC, you will see WLAN Station
Info as shown below.

Log & Report > Log / Events > APC

ArG

=gy Clearlog = Sebwer

8t et Cowgoy ¥ Waage ! T S Dat Py & Mok ¥
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What Could Go Wrong?

If you can't see AP information in the AP List, please check the number of APs connected to
the USG FLEX H firewall has exceeded the maximum Managed AP number it can support. If
your mobile device can't access to the Internet via AP connects to the USG FLEX H firewall,

please check if the LAN outgoing security policy allow access to the Internet.
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How to set up SMTP with Microsoft OAuth2.0?

This guide explains how to configure your gateway to send emails using SMTP with
Microsoft OAuth 2.0 authentication through a Microsoft 365 account. OAuth 2.0 provides
secure, token-based authentication, replacing less secure basic authentication methods.
Follow these steps to register an application in Microsoft Azure and configure your gateway
for SMTP.

Microsoft
Azure

SMTP with Microsoft DAuth2.0

H (T TTIT Il * Intermat - .
USC FLEX H E-mail Server

“d"Note: SMTP with Microsoft OAuth 2.0 is supported on USG Flex H series. This
example was tested using USG FLEX 200HP (Firmware Version: uOS 1.35).
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Prerequisites

1. A Microsoft 365 account with a licensed Exchange Online mailbox.

2. Administrative access to the Microsoft Azure Portal (https://portal.azure.com).
3. SMTP AUTH is enabled for the mailbox (see Step 3 below).

4. Your gateway device with SMTP configuration access (firmware version uO0S1.35 or

above).

Step 1: Register an Application in Azure Portal

1.

Sign in to Azure Portal - Navigate to https://portal.azure.com and sign in with an
account that has administrative privileges for Microsoft Entra ID.

Navigate to App Registrations - In the left-hand menu, select Microsoft Entra ID >
App registrations > New registration.

Configure the Application —

Name: Enter a descriptive name (e.g., "Gateway SMTP App").

Supported account types: Select Accounts in this organizational directory only
(Single tenant) for most cases.

Redirect URI: The redirect URI specifies where the authorization server should send the
user back after successfully authenticating to return an access token to their email
account.

Type: Select “Web".

URI: Enter https.//[device fqdn or ipj/cgi-bin/msoauth2.cgi. Replace [Device FQDN or

IP] with the actual fully qualified domain name or IP address of an internal interface that
the administrator computer can connect to. (Note: Redirect URI must begin with the

scheme https). Finally, click Register.
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Register an application
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Copy Application IDs — On the app's Overview page, copy the Application (client) ID

and Directory (tenant) ID. These are required for your gateway configuration.

e = I NEENN

B SMTH

Create a Client Secret — Navigate to Certificates & secrets > Client secrets > New
client secret. Add a description (e.g., "SMTP Secret") and select an expiration period
(e.g., 24 months). Click Add, then immediately copy the Value of the client secret.
Note: This value is only shown once, and you will not be able to retrieve it after leaving
this page. If you lose it, you'll need to generate a new one. This is your “Client Secret”.

Store it securely, as it grants access to your application.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 284



ZYXEL

MNMETWOREKS

SMITP | Lermlicabs

Step 2: Grant APl Permissions

Add Permissions:
o From the left-hand navigation of your application's overview page, click on API
permissions > +Add a permission.

Select Microsoft Graph

Choose Delegated permissions > Search for offline_access

Click Add permissions.

Add 2nd permissions. Click +Add a permission

Select Microsoft Graph

Choose Delegated permissions > select SMTP.Send

O O O O o o o

Click Add permissions.
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Ragquest API permissions
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Step 3: Enable SMTP AUTH for the mailbox

1. Sign in to Microsoft 365 admin center - Navigate to Users > Active users > click the

user's mailbox > Select Mail tab.

Active users =
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2. Ensure that the checkbox option “Authenticated SMTP" is selected.
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Step 4: Configure SMTP in Your Gateway

1. Access the Gateway GUI
o Loginto your device's configuration interface from internal interface (LAN side).
o Navigate to System > Notification > Mail Server

2. Enter SMTP Settings

Mail Server: smtp.office365.com

Port: 587 (recommended, supports STARTTLS).

Encryption: Enable TLS Security and STARTTLS

Authentication Method: Select Microsoft OAuth2.0.

O O O o o

Sender Email Address: Enter the Microsoft 365 email address (e.g.,
sender@yourdomain.com).
o Client ID: Paste the Application (client) ID from Step 1-4.
o Client Secret: Paste the client secret value from Step 1-5.
o TenantID: Paste the Directory (tenant) ID from Step 1-4.
3. Apply Configuration

o You must click Apply before requesting a token.

o Click Apply to save the configuration on your gateway.
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WA

4. Obtain OAuth 2.0 Token
o After applying the configuration, click "Get New Token" button.
o This will open a new browser tab to the Microsoft Azure sign-in page.
o Sign in with the Microsoft 365 account associated with the sender email address

(e.g., sender@yourdomain.com ).

o Grant permissions when prompted

o The browser will close automatically upon successful authentication, and your
gateway will have securely obtained an authentication token from Microsoft.

o0 The Token Status field will update. (e.g., “Valid").

o If the browser does not open: Click the “Refresh Token Status” button to check if

the token was successfully obtained or to retry the token retrieval process.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 289


mailto:sender@yourdomain.com

ZYXEL

MNMETWOREKS

F WA

e =]

Owtnd lavie srw bnemwed

Verify the SMTP with Microsoft OAuth2.0 function

1. Ensure token is successfully acquired.

WA
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Fill in the recipient email address and send a test email.
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Navigate to Log & Report>Log/Events>System and check for the successful
token-retrieval log message.

Navigate to Log & Report > Email Daily Report > Send Report Now to send an email
through your firewall.
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Ensure that the email is successfully received in the mailbox.
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Troubleshooting

1.

Authentication Failed:

o Double-check credentials: Ensure that the Client ID, Tenant ID, and Client Secret
are copied precisely without any extra spaces.

o Ensure admin consent was granted for APl permissions

o Check that the sender email address exists in your Microsoft 365 tenant

Permission Denied:

o Confirm API permission is granted (Step2-1).
o Verify the application has admin consent

o Check that the sender email account is active
Client Secret Expired:

Generate a new client secret in Azure Portal and update it in the gateway settings.

Connection Issues:

o Verify SMTP server settings (smtp.office365. com:587). Ensure port 587 is
unblocked.
o Ensure STARTTLS encryption is enabled

o Check firewall/network connectivity

Browser Issues:

o Browser doesn't open: Check if pop-up blockers are enabled and allow pop-ups
for the gateway

o Browser opens but shows error: Verify the Azure application redirect URI
configuration. And make sure the administrator's PC located in the network that can
access the URI (Located in LAN side of gateway is recommend).

o Token not acquired after sign-in: Click "Refresh Token Status" button to check
token status

o Multiple browser tabs open: Close extra tabs and try again

o Browser doesn't close automatically: Manually close the tab after successful sign-

in
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6. Token lIssues:

o Token acquisition failed: Verify internet connectivity and try clicking "Get New
Token" again

o Token expires quickly: This is normal - the gateway will automatically refresh
tokens

o "Refresh Token Status" button shows no token: Repeat the "Get New Token"
process

o Token status not updating: Wait 10-15 seconds then click "Refresh Token Status"

again

Security Best Practices
1. Secret Management:

o Store client secrets securely

o Rotate secrets before expiration

o Use different applications for different purposes
2. Access Control:

o Grant minimum required permissions only

o Regularly review application permissions

o Monitor application usage through Azure logs
3. Monitoring

o Enable audit logging in Microsoft Entra ID

o Monitor for unusual authentication patterns

o Set up alerts for failed authentication attempts
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Additional Information
1. Token Lifecycle:

o Access tokens expire after 1 hour

o Your gateway automatically handles token refresh

o

Initial token must be acquired through browser sign-in

(o]

Subsequent token renewals happen automatically in the background
o No user interaction required for token renewal after initial setup
2. Supported Email Types:
o Plain text emails
o HTML formatted emails
o Emails with attachments
o Bulk email sending (within Microsoft limits)
3. Rate Limits — Microsoft imposes sending limits
o 30 messages per minute
o 10,000 messages per day (default)
o Higher limits available through Microsoft support
4. Support-If you encounter issues:
o Verify all steps were completed correctly
o Check Microsoft Entra ID audit logs for authentication errors
o Contact your system administrator for Azure access issues
o Refer to Microsoft's official OAuth 2.0 documentation

For technical support with your gateway device, contact our support team with your

configuration details (never share client secrets).
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Chapter 6- Nebula

How to Set Up Nebula site-to-site VPN on the USG FLEX H?

This example shows how to use Nebula VPN to establish Site to Site VPN tunnel between
USG FLEX H and USG FLEX/ATP. The example instructs how to configure the Nebula Site-
to-Site VPN using the Nebula Control Center. Once the Site-to-Site VPN tunnel is

established, LAN hosts can communicate with each other through the VPN tunnel

seamlessly.
Site A Site B
B ° -Site-fo-Sie VBN Tunnel - Bl 11 esaac
USG FLEX/ATP USG FLEX H
e ] — ks
192.1568.66.0/24 1721568, 1468.0/24

“'Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Site-to-Site VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall > Site-

to-Site VPN > Configure the Primary interface, Secondary interface (backup interface), on
the local networks, enabling the interface will require routing through the VPN. Enable the
Nebula VPN and choose the Site-to-Site VPN topology.

USG FLEX/ATP site
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Verify the VPN Connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

() ) ; A
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How to Set Up Nebula Hub-and-Spoke VPN on USG FLEX H
(Hub site)?

This example shows how to establish Hub-and-Spoke VPN tunnel between USG FLEX H
and USG FLEX/ATP. The example instructs how to configure the Nebula Site-to-Site VPN
using the Nebula Control Center. Once the Hub-and-Spoke VPN tunnel is established, LAN

hosts can communicate with each other through the VPN tunnel seamlessly.

Hub spoke
H T T T T T I" * Site-to-Site ¥PN Tunnel - '= Py p——— | |
USG FLEX H USE FLEX/ATP
I —
192.148.148.0/24 192.148.656.0/24

“J" Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Hub-and-Spoke VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall > Site-

to-Site VPN > Configure the Primary interface, Secondary interface (backup interface), on
the local networks, enabling the interface will require routing through the VPN. Enable the
Nebula VPN and choose the Hub-and-Spoke VPN topology and ensure that the USG FLEX

H is set as the Hub site.

USG FLEX H site
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USG FLEX/ATP site
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Verify The VPN Connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 302



ZYXEL

MNMETWOREKS

How to Set Up Nebula Hub-and-Spoke VPN on USG FLEX H
(Spoke site)?

This example shows how to use Nebula VPN to establish Hub-and-Spoke VPN tunnel
between USG FLEX/ATP and USG FLEX H. The example instructs how to configure the
Nebula Site-to-Site VPN using the Nebula Control Center. Once the Hub-and-Spoke VPN
tunnel is established, LAN hosts can communicate with each other through the VPN tunnel

seamlessly.

Hub Spoke
H camsmmsas | . * Site -to-SiHe WH Tunnel - u I T T I

USG FLEX/ATP USG FLEX H
——— e e
1921 68.68.0/24 192.168.168.0/24

“J" Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Hub-and-Spoke VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall > Site-

to-Site VPN > Configure the Primary interface, Secondary interface (backup interface), on
the local networks, enabling the interface will require routing through the VPN. Enable the
Nebula VPN and choose the Hub-and-Spoke VPN topology and ensure that the USG FLEX

H series is set as the Spoke site.

USG FLEX/ATP site
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USG FLEX H site

—— 5 = -

Verify The VPN connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

SYIRL v
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How to Onboard Firewall to Nebula within Initial Setup Wizard

In the initial setup wizard, there are 2 ways to onboard your firewall to Nebula. One is
started by Web Configurator (Local configure first), and the other one is started from
Nebula CC (Cloud configure first). A brand new firewall with version 1.35 and default
configuration will start with the Initial Setup Wizard. You can follow these steps to onboard

your firewall, no matter whether it's started by Web Configurator or Nebula CC.

Onboarding via Web Configurator (Local Configuration First)

You can choose to onboard your firewall locally by selecting Web Configurator.

Do you want to use Nebwla or the Web Configuratar for inltiol configuration®

Mirbenio Web Configwofor
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In Step 3, The Web GUI will prompt you to register your firewall.
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Click Next to proceed. The browser will redirect you to the Nebula Control Center (NCC),

where you must assign the firewall to an existing Organization and Site or create a new one.

After clicking Next, your firewall will be registered to Nebula server.
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Once registration is complete, your browser will return to the Initial Setup Wizard, and

showing the device registration status.
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In step 5, you can choose whether to use the default interface IP address or apply the
interface IP address already configured in Nebula server. If need using Nebula SD VPN

suggestion to select “Yes" to apply Nebula site assige IP subnet to avoid subnet conflict.
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In Step 6, Click Finish to close the wizard from Web GUI.

After completing the wizard, you can log in to Nebula Control Center (NCC) to check your
firewall status. Ensure the Configuration Status shows Up to date, indicating the firewall

has fully synchronized with the cloud.
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If needed, you can click Config Override to force a configuration sync from the firewall to

the Nebula server immediately.

Ll i

Bemmtes Do) Rermote comfigraraior [2250 nnhig owsrride Bwbook cesee

Confirm config override X

The local GUI settings will override the Nebula Cloud configuration
settings This action cannot be undone.

The config override process toke a few minutes. Once complete, yvou'll
receive o notification in the Notificotion area: Avoid chonging device
settings in Nebula during this process, as changes moy be lost

To confirm, please type "S272L16295034" and click Confirm

SN2 16295034

(o [ i
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Onboarding via Nebula (Cloud Configuration First)

You can also onboard your firewall by registering it to Nebula in advance or by pre-
configuring it in your site settings. Once your firewall connects to the Internet and NCC,
configuration will be automatically provisioned from Nebula to the device.

Go to https://nebula.zyxel.com/, log in with your Zyxel account, and create a new

Organization and Site.
[hs2]

Click Add to register your firewall to the created site.

Add dewioes o
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You can pre-configure interface settings in Nebula to match your network environment.

The default WAN setting on the firewall is DHCP. If your Internet connection also uses
DHCP, you can simply connect the WAN cable to the firewall without needing to manually

configure the device through the wizard.

Do you want 1o use Nebwula or the Web Configuratar for inihal configurafiond

b:_,*;& |
MHebuia Web Conflguralor
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In Step 1, Configure the WAN IP address to ensure the firewall can connect to the Internet.

Cooraresth To Intermnel
1 Cannectlis
inienar

Once connected to the Internet and Nebula CC, the wizard will automatically verify the
device's registration status.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 316



ZYXEL www zyxel.com

MNMETWOREKS

Cawvee Regiitralion

Cionnact To
st L - T i
Shs PRl Bl SIS et s regEmnian prerEn The e 1e frglae e wmicricn
Yritorm Tirm —
3 bevice
LT

In step 5, Click OK to finish the wizard. Please wait 3-5 minutes for Nebula CC to provision

the configuration to the firewall.
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Before the configuration is fully applied, a notification message will appear. You will also

see a banner at the top of the page.

Applying Clowd Configuration...

hi process mony fake abbout 3-3 rmdnut

ik Plecse do not modify seifings vio the local GUI durng this fime,

You will also see a banner at the top of the page. Please wait 3-5 minutes until all settings

from Nebula are applied. Once the synchronization is complete, the warning message will

disappear.
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www.zyxel.com

You can also monitor the firewall's status on the Nebula site and ensure the Configuration
Status becomes Up to date.
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