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Capture data efficiently using DW ESD

Programmatically Checking DataWedge Readiness Before DevCon 2025

Sending Requests
| have an application that launches immediately after device reboot. Sometime my appl does not
scan immediately.

- System takes time to prepare and invoke DW. App must check if DataWedge is fully initialized and
ready before sending any requests to it. This ensures that the application operates reliably after
the restart.

+ Future: Notifications APIs will be introduced instead of polling to check the Data\Wedge readiness

LaunchI -

No Response
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Capture data efficiently using DW
Checking DW Status DevCon 2025
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ScheduledExecutorService scheduler = Executors.newScheduledThreadPool( corePoolSize: 1);
Runnable statusQueryTask = () -> {
if (Boolean.TRUE.equals(bIsDataWedgeReady)){
Log.d(LOG_TAG, msg: "DataWedge is ready, create profile");
createProfile();
scheduler.shutdown();
telse {
Intent dwIntent = new Intent();

dwIntent.putExtra( name: "com.symbol.datawedge.api.GET_DATAWEDGE STATUS", wvalue: "");
this.sendBroadcast(dwIntent);

b
// Schedule the task to run every 500 milliseconds
scheduler.scheduleWithFixedDelay(statusQueryTask, initialDelay: @, delay: 500, TimeUnit.MILLISECONDS);

private BroadcastReceiver myBroadcastReceiver = new BroadcastReceiver() {
[@0verride

public void onReceive(Context context, Intent intent) {
String action = intent.getAction();
Log.d(LOG_TAG, msg: "DataWedge Action:" + action);

// Get DataWedge status info
if (intent.hasExtra( name: "com.symbol.datawedge.api.RESULT_GET_DATAWEDGE_STATUS")) {

String dwStatus = intent.getStringExtra( name: “"com.symbol.datawedge.api.RESULT_GET_DATAWEDGE_STATUS");
bIsDataWedgeReady = true;

Log.i(LOG_TAG, msg: "DataWedge Status: " + dwStatus);
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| need to programmatically create my profiles when | need and enable scanning

//create a profile with returning result
Intent intent = new Intent();
intent.setAction("com.symbol.datawedge.api.ACTION");

intent.putExtral(
name: "com.symbol.datawedge.api.CREATE_PROFILE",

value: "DWDataCapturel"

1;
intent.putExtra( name: "SEND_RESULT", value: "true");
intent.putExtra( name: "COMMAND_IDENTIFIER", wvalue: "1234");

this.sendBroadcast(intent);

ZEBRA TECHNOLOGIES



Capture data efficiently using DW

Why do | need to receive DW naotifications in my app?

IntentFilter filter = new IntentFilter();
filter.addAction("com.symbol.d ig pi.NOTIFICATION
filter.addAction("com.symbol.da .api.RESULT_AC
filter.addAction("com.zebra.c el.ACTION"
filter.addCategory(Intent.CATEGORY_DEFAULT);
registerReceiver(myBroadcastReceiver, filter);

private final BroadcastReceiver myBroadcastReceiver = new BroadcastReceiver() {
@0verride
public void onReceive(Context context, Intent intent) {
String action = intent.getAction();
if(action.equals("com.zebra.datacapturel.ACTION")){

String = intent.getStringExtra( name: "com.symbol.da e.data_string");
].
else if (action.equals("com.symbol.datawedge.api.NOTIFICATION_ACTION")) {
if (intent.hasExtra( name: "com.symbol.c Ige.api.NOTIFICATION")) {
Bundle b = intent.getBundleExtra( name: "com.symbol.d e.api.NOTIFICATION");
String = b.getString( key: "NOTIFICATION_TYPE");
].
].

i
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| need to configure and scan in my multi-threaded application DevCon 2025

+ The order of your calls matter. So, you must synchronize your calls.

- For example, when an app was launched, enabling different decoders commands were sent in separate
threads; Sometime the correct decoder was enabled and sometime an incorrect decoder was enabled.

IDLE
Thread 1 (EEEENSEESN)  Thread 2

Intent intent = new Intent(); Intent intent = new Intent();
Bundle params = new Bundle(); Bundle params = new Bundle();
params.putString("decoder_code39","false"); params.putString("decoder_code39", "true");
params.putString(“"decoder_codel28","true"); params.putString("decoder_codel28","false");
intent.setAction("com.symbol.datawedge.api.ACTION"); intent.setAction("com.symbol.datawedge.api.ACTION");
intent.putExtra( name: "com.symbol.datawedge.api.SWITCH_SCANNER_PARAMS", params); intent.putExtra( name: “com.symbol.datawedge.api.SWITCH_SCANNER_PARAMS",params);
intentHandler.post(() -> { intentHandler.post(() -> {

switchScanParams(intent); switchScanParams(intent);
I Bk
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| need to configure and scan in my multi-threaded application

public static BroadcastReceiver dwBroadcastReceiver = new BroadcastReceiver() {
@0verride
public void onReceive(Context context, Intent intent) {
String action = intent.getAction();
assert action != null;
if (action.egquals("com.symbol.datawedge.api.NOTIFICATION_ACTION")){

Bundle extras =
assert extras != null;
String notificationType = extras.getString( key: "NOTIFICATION_TYPE");
if (notificationType !'= null) {
switch (notificationType) {
case "SCANNER_STATUS":
// Change in scanner status occurred
isScannerIdle = extras.getString( key: "STATUS").equals("IDLE")

&& extras.getString( key: "PROFILE_NAME").equals(PROFILE_NAME);

//Handle other updates
break;

case "PROFILE_SWITCH":
// Received change in profile
break;

default:
// Handle default values
break;
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private static final Object dwIntentCalllLock=new Object();
1 usage

private static final String PROFILE_NAME="MyProfile";

2 usages

static boolean isScannerIdle=false;

2 usages

private final Handler intentHandler;

1usage

public DWHandler(){
HandlerThread handlerThread = new HandlerThread({ name: "DWIntentThread");
intentHandler = new Handler(handlerThread.getLooper());

public void switchScanParams(Intent intent){
try {
//Loop until scanner is IDLE
while (!'isScannerIdle)d{
Thread.sleep( millis: 200L);
}
sendIntent(intent);
} catch (InterruptedException e) {
throw new RuntimeException(e);

}
1 usage
private void sendIntent(Intent intent){
synchronized (dwIntentCalllLock){
App.getInstance().sendBroadcast(intent);
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| need to configure and scan in my multi-threaded application

public static BroadcastReceiver dwBroadcastReceiver = new BroadcastReceiver() {
@0verride
public void onReceive(Context context, Intent intent) {
String action = intent.getAction();
assert action != null;
if (action.egquals("com.symbol.datawedge.api.NOTIFICATION_ACTION")){

Bundle extras =
assert extras != null;
String notificationType = extras.getString( key: "NOTIFICATION_TYPE");
if (notificationType !'= null) {
switch (notificationType) {
case "SCANNER_STATUS":
// Change in scanner status occurred
isScannerIdle = extras.getString( key: "STATUS").equals("IDLE")

&& extras.getString( key: "PROFILE_NAME").equals(PROFILE_NAME);

//Handle other updates
break;

case "PROFILE_SWITCH":
// Received change in profile
break;

default:
// Handle default values
break;
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private static final Object dwIntentCalllLock=new Object();
1 usage

private static final String PROFILE_NAME="MyProfile";

2 usages

static boolean isScannerIdle=false;

2 usages

private final Handler intentHandler;

1usage

public DWHandler(){
HandlerThread handlerThread = new HandlerThread({ name: "DWIntentThread");
intentHandler = new Handler(handlerThread.getLooper());

public void switchScanParams(Intent intent){
try {
//Loop until scanner is IDLE
while (!'isScannerIdle)d{
Thread.sleep( millis: 200L);
}
sendIntent(intent);
} catch (InterruptedException e) {
throw new RuntimeException(e);

}
1 usage
private void sendIntent(Intent intent){
synchronized (dwIntentCalllLock){
App.getInstance().sendBroadcast(intent);



Capture data efficiently using DW =
DevCon 2025

Use Case:

How do | utilize a single device to meet both professional and personal needs while getting the
flexibility to switch between work and personal profiles and ensuring that corporate data remains
secure and separate from personal applications, thereby safeguarding my privacy?

Solution:

Android Work Profile on mixed-use company-owned devices enables organizations to enforce
corporate policies and restrictions while preserving the privacy of personal data. Formerly known
as Corporate-Owned, Personally Enabled (COPE).

ZEBRA TECHNOLOGIES


https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
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Customers can provide a Zebra Mobile Computer to their associates to do the enterprise work as
well as use it for their personal use.

There will be two user profiles in the device:
Personal — Associate can use for their personal use
Work — Administrator will install all the enterprise applications.
DataWedge will be supported in the COPE mode but there are few things need to know:
By default, DataWedge won't be enabled in the Work Profile, but it will be available in Personal.
Administrator must enable the DataWedge application in the Work profile.

When Data\Wedge is enabled in the Work Profile user will not be able to use DataWedge in
personal user apps.
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Supported Features Limitations
Barcode scanning via internal imager Cannot use SD card for configuration
deployment

Keystroke data dispatching

Intent data dispatching Unsupported features

Dispatching data using IP Output + Voice Input

« Serial Input
Data Capture Plus

« Enable scanning in Launcher screen
Advanced data formatting
Basic data formatting

Import/Export DataWedge configurations
Mass deployment
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As a developer | need to enable the scanner only in scan fields which ready to accept scanned
data and disable the scanner in manual entering field to avoid any accidental scans and filling unintended data.
So, | should be able to quickly disable and enable the scanner. What is the most efficient way to achieve this?

Suspend the scanner (temporarily inactive). This can be called only when the scanner s in
the or state. The scanner state can be retrieved using or

private void suspendScanner() {
Intent i = new Intent();
i.setAction("com.symbol.datawedge.api.ACTION");
i.putExtra("com.symbol.datawedge.api.SCANNER INPUT PLUGIN", "SUSPEND PLUGIN");

i.putExtra("SEND RESULT", "true"); Resume the scanner
i .putExtra("COMMAND IDENTIFIER", “"MY SUSPEND SCANNER"); //Unique identifier
this.sendBroadcast(1i); private void resumeScanner() {

¥ Intent i = new Intent();

i.setAction("com.symbol.datawedge.api.ACTION");
i.putExtra("com.symbol.datawedge.api.SCANNER_INPUT PLUGIN", “RESUME_PLUGIN");
i.putExtra("SEND RESULT", "true");

i.putExtra("COMMAND IDENTIFIER", "MY RESUME_SCANNER"): //Unique identifier

this.sendBroadcast(i);
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https://techdocs.zebra.com/datawedge/15-0/guide/api/getscannerstatus
https://techdocs.zebra.com/datawedge/15-0/guide/api/registerfornotification
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How can | ensure uninterrupted scanning functionality when user actions or EMM intermittently delete
configured scanning profiles, causing applications to lose scanning capabilities?

Restrict DataWedge configuration deployment (EMM)

Data\WWedge provides an option for admins to turn On/Off automatic importation of DataWedge configuration
files when they're pushed to the /enterprise/device/settings/datawedge/autoimport folder on the device.

Restrict user actions (Ul)

DataWedge provides an option for admins to control whether the device user has access to the Data\Wedge
user interface and can change configuration settings on the device.
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https://techdocs.zebra.com/stagenow/5-10/csp/datawedgemgr/#auto-import-settings-enabledisable
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Restrict access to intent API

DataWedge provides an option for admins to control access to DataWedge intent APls, allowing only
approved apps to configure DataWedge. Data\Wedge intent APls are categorized, allowing the administrator
to grant DataWedge API access to specific apps based on category. By default, Data\WWedge accepts any
intent API to avoid impact to existing applications.
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Restrict access to intent API

DataWedge provides an option for admins to control access to DataWedge intent APls, allowing only
approved apps to configure DataWedge. Data\Wedge intent APls are categorized, allowing the administrator
to grant DataWedge API access to specific apps based on category. By default, Data\WWedge accepts any
intent API to avoid impact to existing applications.
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Zebra recommends to use VersionManager APl to retrieve EMDK version pre-installed on
the device.

Note: Use of emdk service package name and PackageManager APls to retrieve EMDK version is
not recommended and will not provide required result on A14 onward.

S/ Get an instance of VersionManager:

VersionManager versionManager = (VersionManager) emdkManager.getInstance(EMDKManager.FEATURE_TYPE.VERSION);

S/ Use the getVersion method, passing in the VersionManager . VERSION TYPE.EMDK:
String version = versionManager.getVersion(VersionManager.VERSION TYPE.EMDK);

Techdocs:
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As kiosk application my application will be started on the device reboot. If my application needs to

interact with the EMDK using the EMDK API what is the best way to find out whether EMDK is
ready or not?

Code snippet: TBD
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to Datawedge

=ervice

re token
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identifier to be

accessed from dataws

DevCon 2025

: query api";

mgr.acquireTo

¥xtras 1in intent.

"com.

"APPLICATION PACKAGE":

"TOKEN", token

intentType: EB.Intent.BROADCAS

r

action:

'com.symbol .datawedge.api .ACTION",

appName: 'com.symbol.dataws

data: extraData

EB.Intent.send(params);
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DataWedgelntentdemo.html

e DW workflow
iCiate to EB

€ ID OCR H < ID OCR

Results Results

Date Of Birth:
Document Number: GDC000001

First Name: RSAMUND SPECIMEN

can result

Last Name: BSTENBYEN

Read content uri

image (optional)
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/lcreate local db file
var db = new EB.Database(EB.Application.databaseFilePath('testdb'), 'testdb’);

/lcreate a table in the db
db.executeSql(CREATE TABLE " + tableName + ™ (name TEXT,age INTEGERY)’);

/linsert row
db.executeSqI('INSERT INTO student (name, age) VALUES (?, ?);', ['sam’, 20]);

db.close()

/Icheck network and upload file
function checkNetworkAndUpload() {

if( EB.Network.hasNetwork() )

var f = EB.Network.uploadFile({
url: "
filename: "/data/user/0/com.zebra.mdna.enterprisebrowser/rhodata/db/syncdbtestdb.sqlite",
authType: "basic",
authUser: "admin”,
authPassword: "password",
},uploadFileCallback);

}
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Push EB config

launch EB
4
Customizing Ul on EB
by injecting a stylesheet
.MobileBody
{
font-size:25px;
Config.xml }
.MobileButton
<CustomDOMElements value="file://%INSTALLDIR%/mytags.txt { .
height: 100px;
}

<link rel="stylesheet' type="text/css' href="file://%INSTALLDIR%/mystyle.css' pages='*'/>
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function setlayout()

{
var layoutGroupName = "mylayoutgroup";
var layout = "FunctionKeyLayout";
var bool = new Boolean(false);
var data= {CURRENT_LAYOUT_GROUP': layoutGroupName, 'CURRENT_LAYOUT_NAME': layout};
/Icreate bundle with data
var intentBundle = new createlntentBundle(EB.Intent BROADCAST, "", "com.symbol.ekb.api.ACTION_UPDATE", "","", "", ", ", data);
/lsend intent to EKB
EB.Intent.send(intentBundle, intentReceived);
}
var createlntentBundle = function (intentType, permission, action, categories, appName, targetClass, uri, mimeType, data)
{
var intentData = {};
intentData.permission = permission;
intentData.intentType = intentType;
intentData.action = action; F2clr  F3Back  F4Nxt
intentData.categories = categories; 1.Inbound Process Login to Server
intentData.appName = appName; - _ _ _
intentData.targetClass = targetClass: 2.0uthound Process You will be logged in to server and will
intentData.uri = uri; ’ 3.Stock Transfer ke directed for items picking
intentData.mimeT);pe = mimeType; 4.Internal Warehouse Processes > Username:*
intentData.data = data; 5.Move Handling Unit Password:*
return intentData; 6.Queue Change N
5 F8LOff  Selection: I“"II
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v Zebra DNA Cloud™ x =+

< c 23 stage-dnacloud.zebra.com/app/designStudio

Layout
1.

dering on de
ion for all

Design Studio

Customize your solutions further using the design studio tools to build pe

This will be s

Enterprise Keyboard

Zebra-built software keyboard supports

. Rows and Columns
Max 5, Max columns: 10

custom keys and layouts as well as industry- -
specific dictionaries to improve input speed

and accuracy.
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Sensitive permissions - android.permission.MANAGE_EXTERNAL_STORAGE ,
android.permission.SYSTEM_ALERT_WINDOW , android.permission.PACKAGE_USAGE_STATS ,
android.permission. ACCESS_NOTIFICATIONS and all runtime permissions ex- READ_CONTACTS,READ_VIDEO etc

Zebra provides a mechanism for this purpose! Obtain permissions automatically

wan @ T owdl

An example showing auto-granting sensitive permission using Zebra Mx or Zebra EMDK SDK

Allsw APP
and media or
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This is important because | want to launch an emergency alert
This is important because | can perform action based on free fall detection , thread detection and Device vulnerability
This is important because | can detect different events (such as SB card/USB insertion) and then perform action by displaying a message to user

Solution - With the help of Zebra solution shown below, apps can bypass Android background restrictions (Restriction added from Oreo)

Sample Code — Start activity and broadcast from background using Zebra Mx XML interface
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Solution - With the help of Zebra secure storage manager, data/files can be shared between application securely.

Android Content Secure storage
provider manager

Standard content provider

Data sharing with other application

Data Sharing with authorized target by Admin
Data persistence

Secure data with encryption methodology

Automative data retrieval
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‘ TO Insert/ update / delete data private String TARGET_APP_PACKAGE = “target app_package";
private String DATA NAME = "data_name";
< private String DATA VALUE = "data_value";

private String DATA_INPUT_FORM = "data_input form";
private String DATA_OQUTPUT_FORM = "data_output_form";
private String DATA_PERSIST_REQUIRED = “"data_persist_required";

/> private String MULTI_INSTANCE_REQUIRED = "multi_instance_required";
° TO query data AUTHORITY = “content://com.zebra.securestoragemanager.securecontentprovider/data";
Uri cpUri = Uri.parse(AUTHORITY);
< ContentValues values = new ContentValues();

// TARGET _APP_PACKAGE gives both package name info and signature info in single entry. This can be either single target app or even mul
/> tiple target apps.

- SDK 30 or above values. put (TARGET APP_PACKAGE,
"{\"pkgs_sigs\": [{\"pkg\":\"com.ztestapp.clientapplication\",\"sig\":\"ABSFFSDF.. WREWED\"}]}");

, // Dummy sig is placed here. use SigTool to get this base64 String.

android:name="com.zebra.securestoragemanager

values.put(DATA_NAME, “unique name to identify data in UTF-8 encoded format");
values.put(DATA VALUE, “any string data/json data");

° Authonty URL for Sharing data values.put(DATA_INPUT_FORM, "1"); //plaintext =1, encrypted=2
values.put(DATA_OUTPUT_FORM, “"1"); //plaintext=1, encrypted=2, keystrokes=3

" . values.put(DATA_PERSIST REQUIRED, "false");
content://com.zebra.securestoragemanager.sec e e et N e 18

ureconten tpro vider/data“ values.put(AUTO_DELETE_REQUIRED, "false");
Uri createdRow = getContentResolver().insert(cpUri, values);

Log.d(TAG, "Created row: " + createdRow.toString());
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Thank You

' ZEBRA

ZEBRA and the stylized Zebra head are trademarks of Zebra Technologies Corp., registered in many jurisdictions worldwide.
All other trademarks are the property of their respective owners. ©2025 Zebra Technologies Corp. and/or its affiliates. All rights reserved.

ZEBRA TECHNOLOGIES



	Slide 1
	Slide 2: Develop Applications for Zebra Mobile Devices by Use Case
	Slide 3: Capture data efficiently using DataWedge (DW)
	Slide 4: Capture data efficiently using DW
	Slide 5: Capture data efficiently using DW
	Slide 6: Capture data efficiently using DW
	Slide 7: Capture data efficiently using DW
	Slide 8: Capture data efficiently using DW
	Slide 9: Capture data efficiently using DW
	Slide 10: Capture data efficiently using DW
	Slide 11: Capture data efficiently using DW
	Slide 12: Capture data efficiently using DW
	Slide 13: Capture data efficiently using DW
	Slide 14: Capture data efficiently using DW
	Slide 15: Capture data efficiently using DW
	Slide 16: Capture data efficiently using DW
	Slide 17: Capture data efficiently using DW
	Slide 18: Capture data efficiently using Ent. Mobility Dev Kit (EMDK)
	Slide 19: Capture data efficiently using EMDK
	Slide 20: Capture data efficiently using EMDK
	Slide 21: Capture data efficiently using Enterprise Browser (EB)
	Slide 22: Capture data efficiently using EB
	Slide 23: Capture data efficiently using EB
	Slide 24: Capture data efficiently using EB
	Slide 25: Capture data efficiently using EB
	Slide 26: Capture data efficiently using EB
	Slide 27: Capture data efficiently using EB
	Slide 28: Some useful tips…
	Slide 29: Some useful tips …
	Slide 30: Some useful tips …
	Slide 31: Some useful tips …
	Slide 32: Some useful tips …
	Slide 33
	Slide 34

