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Programmatically Checking DataWedge Readiness Before 

Sending Requests
• I have an application that launches immediately after device reboot. Sometime my appl does not 

scan immediately. 

• System takes time to prepare and invoke DW. App must check if DataWedge is fully initialized and 

ready before sending any requests to it. This ensures that the application operates reliably after 

the restart.

• Future: Notifications APIs will be introduced instead of polling to check the DataWedge readiness
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Programmatically create a profile

• I need to programmatically create my profiles when I need and enable scanning
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Do not forget to register for notifications!

• Why do I need to receive DW notifications in my app?
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I need to configure and scan in my multi-threaded application

• The order of your calls matter. So, you must synchronize your calls.

• For example, when an app was launched, enabling different decoders commands were sent in separate 

threads; Sometime the correct decoder was enabled and sometime an incorrect decoder was enabled.  

Success

Wait for 

Notifications 
and Results 

IDLE

Thread 1 Thread 2Sync

Set Config

Scanner Status



ZEBRA TECHNOLOGIES

Capture data efficiently using DW

I need to configure and scan in my multi-threaded application



ZEBRA TECHNOLOGIES

Capture data efficiently using DW

I need to configure and scan in my multi-threaded application



ZEBRA TECHNOLOGIES

Capture data efficiently using DW

How do I utilize a single device to meet both professional and 

personal needs?

Use Case: 

• How do I utilize a single device to meet both professional and personal needs while getting the 

flexibility to switch between work and personal profiles and ensuring that corporate data remains 

secure and separate from personal applications, thereby safeguarding my privacy?

Solution: 

• Android Work Profile on mixed-use company-owned devices enables organizations to enforce 

corporate policies and restrictions while preserving the privacy of personal data. Formerly known 

as Corporate-Owned, Personally Enabled (COPE).

• Work Profile - Zebra Technologies TechDocs

https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
https://techdocs.zebra.com/datawedge/latest/guide/programmers-guides/work-profile/
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How do I utilize a single device to meet both professional and 

personal needs? Contd.

Customers can provide a Zebra Mobile Computer to their associates to do the enterprise work as 

well as use it for their personal use.

There will be two user profiles in the device:

• Personal – Associate can use for their personal use

• Work – Administrator will install all the enterprise applications.

DataWedge will be supported in the COPE mode but there are few things need to know: 

• By default, DataWedge won't be enabled in the Work Profile, but it will be available in Personal.

• Administrator must enable the DataWedge application in the Work profile. 

• When DataWedge is enabled in the Work Profile user will not be able to use DataWedge in 

personal user apps.
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How do I utilize a single device to meet both professional and 

personal needs? Contd.

Supported Features

• Barcode scanning via internal imager

• Keystroke data dispatching

• Intent data dispatching

• Dispatching data using IP Output

• Data Capture Plus 

• Advanced data formatting

• Basic data formatting

• Import/Export DataWedge configurations 

Mass deployment

Limitations

• Cannot use SD card for configuration 

deployment

• Unsupported features

• Voice Input

• Serial Input

• Enable scanning in Launcher screen
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How do I temporarily suspend/resume scanning in my app?

As a developer I need to enable the scanner only in scan fields which ready to accept scanned 

data and disable the scanner in manual entering field to avoid any accidental scans and filling unintended data. 

So, I should be able to quickly disable and enable the scanner. What is the most efficient way to achieve this?

• Suspend the scanner (temporarily inactive). This can be called only when the scanner is in 

the SCANNING or WAITING state. The scanner state can be retrieved using Get Scanner Status or Register 

for Notification.

Resume the scanner

https://techdocs.zebra.com/datawedge/15-0/guide/api/getscannerstatus
https://techdocs.zebra.com/datawedge/15-0/guide/api/registerfornotification
https://techdocs.zebra.com/datawedge/15-0/guide/api/registerfornotification
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Profile Stability in Multiple Applications:

How can I ensure uninterrupted scanning functionality when user actions or EMM intermittently delete 

configured scanning profiles, causing applications to lose scanning capabilities?

Restrict DataWedge configuration deployment  (EMM)

• DataWedge provides an option for admins to turn On/Off automatic importation of DataWedge configuration 
files when they're pushed to the /enterprise/device/settings/datawedge/autoimport folder on the device.

Turn On/Off Auto Import Settings

Restrict user actions (UI) 

• DataWedge provides an option for admins to control whether the device user has access to the DataWedge 
user interface and can change configuration settings on the device.

Enable/Disable Device DW UI

https://techdocs.zebra.com/stagenow/5-10/csp/datawedgemgr/#auto-import-settings-enabledisable
https://techdocs.zebra.com/stagenow/5-10/csp/datawedgemgr/#device-ui-enabledisable
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How do I prevent an un-authorized app programmatically altering 

the scanning functionality and DataWedge configuration?  

Restrict access to intent API

• DataWedge provides an option for admins to control access to DataWedge intent APIs, allowing only 

approved apps to configure DataWedge. DataWedge intent APIs are categorized, allowing the administrator 

to grant DataWedge API access to specific apps based on category. By default, DataWedge accepts any 

intent API to avoid impact to existing applications.

Control Access to DataWedge Intent APIs

https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis
https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis
https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis
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How do I prevent an un-authorized app programmatically altering 

the scanning functionality and DataWedge configuration?  

Restrict access to intent API

• DataWedge provides an option for admins to control access to DataWedge intent APIs, allowing only 

approved apps to configure DataWedge. DataWedge intent APIs are categorized, allowing the administrator 

to grant DataWedge API access to specific apps based on category. By default, DataWedge accepts any 

intent API to avoid impact to existing applications.

Control Access to DataWedge Intent APIs

https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis
https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis
https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis
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How do I retrieve EMDK version on the device programmatically?

• Zebra recommends to use VersionManager API to retrieve EMDK version pre-installed on 

the device. 

• Note: Use of emdk service package name and PackageManager APIs to retrieve EMDK version is 

not recommended and will not provide required result on A14 onward.

​Techdocs: Can I determine programmatically which EMDK version is on a device?

https://techdocs.zebra.com/emdk-for-android/13-0/faq/#qcanidetermineprogrammaticallywhichemdkversionisonadevice
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How do I use EMDK API calls for an application after a reboot?

• As kiosk application my application will be started on the device reboot. If my application needs to 

interact with the EMDK using the EMDK  API what is the best way to find out whether EMDK is 

ready or not?

• Code snippet: TBD
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How do I get gain permission to access DataWedge APIs?

• Controlled Access to Datawedge

https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis/
https://techdocs.zebra.com/datawedge/15-0/guide/programmers-guides/secure-intent-apis/
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I would like perform OCR in my web app using DW

DataWedgeIntentdemo.html
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How can I create SQLITE database at a secured location on device 

for offline usage and then upload DB to server connectivity is back?

//create local db file

var db  = new EB.Database(EB.Application.databaseFilePath('testdb'), 'testdb’);

//create a table in the db

db.executeSql('CREATE TABLE "' + tableName + '" (name TEXT,age INTEGER)’);

//insert row

db.executeSql('INSERT INTO student (name, age) VALUES (?, ? );', ['sam', 20]);

db.close()

//check network and upload file

function checkNetworkAndUpload() {

if( EB.Network.hasNetwork() )

            var f = EB.Network.uploadFile({

          url: "http://10.233.82.114:8080/",

          filename: "/data/user/0/com.zebra.mdna.enterprisebrowser/rhodata/db/syncdbtestdb.sqlite",

    authType: "basic",

    authUser: "admin",

          authPassword: "password",

     },uploadFileCallback);

}

http://10.233.82.114:8080/%22
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How do I change the style of my web page appearance on EB

But I don’t want modify the server code. 

Customizing UI on EB 

by injecting a stylesheet 
to override.

.MobileBody 
{
  font-size:25px;
}
.MobileButton 
{
 height: 100px;
}

mystyle.css

<CustomDOMElements value="file://%INSTALLDIR%/mytags.txt

<link rel='stylesheet' type='text/css' href='file://%INSTALLDIR%/mystyle.css'  pages='*' />

Config.xml

mytags.txt
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How can I use my custom Enterprise Keyboard (EKB) layouts in my 

web pages?

function setlayout() 
{

    var layoutGroupName = "mylayoutgroup";

     var layout = "FunctionKeyLayout";  

    var bool = new Boolean(false);

    var data= {'CURRENT_LAYOUT_GROUP' : layoutGroupName, 'CURRENT_LAYOUT_NAME': layout};

    //create bundle with data

   var intentBundle = new createIntentBundle(EB.Intent.BROADCAST, "", "com.symbol.ekb.api.ACTION_UPDATE", "", "", "", "", "", data);

  

     //send intent to EKB
     EB.Intent.send(intentBundle, intentReceived);

}

var createIntentBundle = function (intentType, permission, action, categories, appName, targetClass, uri, mimeType, data) 

   {
    var intentData = {};

 intentData.permission = permission;

 intentData.intentType = intentType;

 intentData.action = action;

 intentData.categories = categories;
 intentData.appName = appName;

 intentData.targetClass = targetClass;

 intentData.uri = uri;

 intentData.mimeType = mimeType;

 intentData.data = data;
           return intentData;

};
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How to create customer EKB layouts? Use design studio in Zebra 

DNA cloud!
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I would like to auto grant some of the secure permissions so that 

my application will be able to perform required operation 

without prompting for “permission grating consents.”

Sensitive permissions - android.permission.MANAGE_EXTERNAL_STORAGE , 
android.permission.SYSTEM_ALERT_WINDOW , android.permission.PACKAGE_USAGE_STATS , 
android.permission.ACCESS_NOTIFICATIONS and all runtime permissions ex- READ_CONTACTS,READ_VIDEO etc

Zebra provides a mechanism for this purpose!  Obtain permissions automatically 

https://techdocs.zebra.com/mx/accessmgr/#permission-access-action 

• An example showing auto-granting sensitive permission using Zebra Mx or Zebra EMDK SDK

<wap-provisioningdoc>
<characteristic type="AccessMgr" >
<parm name="PermissionAccessAction" value="1"/>

<parm ame="PermissionAccessPermissionName"value="android.permission.MANAGE_EXTERNAL_STORAGE"/>
<parm name="PermissionAccessPackageName" value="com.android.example"/>

<parm name="PermissionAccessSignature" value="MIIDPjCCAiYCAQEwDQYJKoZIhvcNAQELBQAw" />
</characteristic>

</wap-provisioningdoc>

Below XML to get all runtime permissions auto granted to an application

<wap-provisioningdoc>
<characteristic type="AccessMgr" >

<parm name="PermissionAccessAction" value="1"/>
<parm name="PermissionAccessPermissionName" value="ALL_DANGEROUS_PERMISSIONS"/>

<parm name="PermissionAccessPackageName" value="com.android.powerapplication"/>
<parm name="PermissionAccessSignature" value="MIIDPjCCAiYCAQEwDQYJKoZIhvcNAQELBQAw" />
</characteristic>

</wap-provisioningdoc>

https://techdocs.zebra.com/mx/accessmgr/#permission-access-action
https://techdocs.zebra.com/mx/accessmgr/#permission-access-action
https://techdocs.zebra.com/mx/accessmgr/#permission-access-action
https://techdocs.zebra.com/mx/accessmgr/#permission-access-action
https://techdocs.zebra.com/mx/accessmgr/#permission-access-action
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I would like to start an activity/service from my application 

background components so that my application can do 

required operations from background;

• This is important because I want to launch an emergency alert

• This is important because I can perform action based on free fall detection , thread detection and Device vulnerability 

• This is important because I can detect different events (such as SB card/USB insertion) and then perform action by displaying a message to user
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start 

Solution - With the help of Zebra solution shown below, apps can bypass Android background restrictions (Restriction added from Oreo)

• https://techdocs.zebra.com/mx/intent/#action 

• Sample Code –  Start activity and broadcast from background using Zebra Mx XML interface

<wap-provisioningdoc>

<characteristic type="Intent" version="10.5" >

<parm name="Action" value="StartActivity"/>

<parm name="ActionName" value="android.intent.action.MAIN"/>

<parm name="Package" value="com.example.android"/>
<parm name="Class" value="com.example.android.MainActivity"/>

</characteristic>

</wap-provisioningdoc>

<wap-provisioningdoc>

<characteristic type="Intent" version="10.5" >

<parm name="Action" value="Broadcast"/>

<parm name="ActionName" value="android.intent.action.RecieveData"/>

<parm name="Package" value="com.example.android"/>
<parm name="Class" value="com.example.android.Receiver"/>

</characteristic>

</wap-provisioningdoc>

https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://developer.android.com/develop/background-work/services/fgs/restrictions-bg-start
https://techdocs.zebra.com/mx/intent/#action
https://techdocs.zebra.com/mx/intent/#action
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My app needs to share data and files with other applications in 

secure way

Solution - With the help of Zebra secure storage manager, data/files can be shared between application securely. 

https://techdocs.zebra.com/ssm/1-0/guide/use/  

Android Content 

provider

Secure storage 

manager

Standard content provider Yes Yes

Data sharing with other application Yes Yes

Data Sharing with authorized target by Admin No Yes

Data persistence No Yes

Secure data with encryption methodology No Yes

Automative data retrieval No Yes

https://techdocs.zebra.com/ssm/1-0/guide/use/
https://techdocs.zebra.com/ssm/1-0/guide/use/
https://techdocs.zebra.com/ssm/1-0/guide/use/
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Add Permissions in the Manifest​​

• To insert / update / delete data

<uses-
permission android:name="com.zebra.securestora

gemanager.securecontentprovider.PERMISSION.
WRITE"/>

• To query data

<uses-permission
android:name="com.zebra.securestoragemanager.
securecontentprovider.PERMISSION.READ"/>

• SDK 30 or above

 <queries> <package 
android:name="com.zebra.securestoragemanager" 

/></queries>

• Authority URL for sharing data

 "content://com.zebra.securestoragemanager.sec
urecontentprovider/data“



Questions?



Thank You

ZEBRA and the stylized Zebra head are trademarks of Zebra Technologies Corp., registered in many jurisdictions worldwide.
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