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A: Operating the Enforcer 32-WE

Default Master Manager Code; 1234
Default Engineer Code: 9999

There are three different devices that may be used in the process of arming/disarming the alarm
system; these are the keypad, tag reader and keyfob.

[A] = Exit engineer menu / Select area A.

= Moves backwards to the previous main menu item / Selects area B.

= Displays additional information in the log / Scrolls to previous option in a sub-menu / Selects
area C.

[D] = Moves forward in the log / Selects area D.

= Used for Fire and PA alarms.

[«][®] = Directional buttons (used for choosing options and moving through text).

| [B][&]

S N = Selects items and enters menus.
= Moves forward in the main menu and sub-menu / Exits option to sub-menu and sub-menu to
main menu.
How to navigate through the menu'’s.

= "NO” - Press to move forward when in Engineer or Master Manger mode

= "BACK” - Press to move backward when in Engineer or Master Manger mode

= “YES” - Press to enter in a submenu or option when in Engineer or Master Manger mode
[®] = Press to move from one option into another option while in a submenu

[A] = Press to quick exit the Engineer Menu from any main menu (written in capital letters)

= “"CANCEL" - Press to move back from one programmable option to the previous option.

Main menus are indicated with capital letters and end with a question mark (?), for example "LEARN WIRELESS DEVICE?". The sub-menus are
indicated with small letters and they also end with a question mark, for example “Control Inputs?”. Programmable options are indicated with small
letters and do not finish with question mark (?) but Yes/No or other options are offered, for example “Bypass PA/Fire”.

In order to navigate in the menu system one has to answer to the questions in the main and sub menus. For example, if the question is "LEARN
WIRELESS DEVICE?”. Pressing 'YES' will bring you in the sub-menu “Control Inputs?”. Pressing (YES) will take you to the programmable
options of this submenu. Pressing ‘NO’ will take you out of the individual option, will move you up from one sub-menu to the next sub-menu or
back to the main menu.
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B: Entering Engineers Menu

Enforcer 32WE
Time 02:53 c

Engineer 'Enter Your Code ' N 'ARM SYSTEM? '- N 'Arm Areas? N 'Please Wait Enforcer 32WE
Code [****] [ABCD Arming Wireless }_C-\rea ABCD )

BYPASS FIRE/PA?

YV

Engineer
Menu

1 Engineers Menu: Bypass Fire/PA (Inputs)

BYPASS FIRE/PA?

I

Bypass Fire/PA
M M
(No [0] )

4
Bypass Fire/PA:
[0] No
[1] Yes

|DATE & TIME?

PA = Personal Attack
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2 Engineers Menu: Date & Time*

._.a|DATE & TIME? Year (00-99) Month (1-12) Day (1-31) Hours (0-23) Minutes (0-59)
s € '-—P' —P'
! - [07])_ [01] [01] ] [23] [31]
! | T T ! |
[x]

3 v :
! <
! (/]
g Options Summer Time Adj }
! [0INo , ... [0]
i [1] Yes
; £
! A 4
; LEARN WIRELESS

B pevices?

W Pyronix

WwWw.pyronix.com



3 Engineers Menu: Learn Wireless Devices*

e LEARN WIRELESS Learn Inputs? :Learn Devices? e s Inpnt 01 vy Learning... (Input Learnt __» Input 01 :
- DEVICES? . ; “Available [01]. | e \ e ‘Learnt [01]-
! S R N S At L 0 SO [rrmemeee Neememeee NI LT
f Sl S 1
1
" A :7 """" . R Y S -. :, """"""""
[Delete Devices? r--h ‘Delete All7 A Enter Your Code ,_Jlnputs Inpnt 01
L. K , [2000] ! Deleted! Available [01]
.......... A e peeaae == S gt SRS Do
T
| |« % ' '
Input 01 Jlnput Input 01
“Learned __[01].- “\Deleted! “Available 0]

A 4

Learn Bells? {Learn Devices? Select Bell Learning (Bell Learnt'  Select Bell :
\ . ‘Available .. . . ‘Learnt ..
7 W [ """""" """""" """"""""""" e
l ]
t Delete Devices? Delete All? : 7 Jp: ENter Your Code + [Bells ":'Select Bell :
___________ . 20001 ¢ \Deleted! “Avallable __ [11.-
A [ [ [

A

|PROGRAM INPUTS?

{ Select Bell

:‘Learned [11-

;,.{Bell Deleted

‘Select Bell :
‘Available [1 -
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4 Engineers Menu: Program Inputs*

e PROGRAM INPUTS? Input [01] _} Input Type [07] P- Input In " Common Input L
i Input 01 Entry Delay 1 ; \Area A1 ‘No [0].
i .| TR promssmmr o Tmmmmms L [
i RLPR A A
é T ?‘ v v Common Input:
! 4 [0] No
| .
i it s
i nuse
i [01] Fire
i [02] Gas —— P SRRERELREEEEE L e P EPREEIREES L e
[ [03] PA* Input Attributes” Chime i Allow Bypass i Double Knock Rty Combined Input :
i [04] Silent PA* | NP___,.___[____IP_]_,' Yes .. e (1. ‘NP_’_,.___[_____[Q]_,' ‘No oo [0].-
! [05] Tamper A A a “.
: [06] Instant Chime: Allow Bypass: Double Knock: Combined Input:
i [07] Entry Delay 1* [0] No [0] No [0] No [0] No
} [08] Follow [1] Single [1] Yes [1] Yes [1] Yes
[ [11] Push To Arm [2] Follow
; [12] Switcher <
[ [13] 24 Hour
|
: [16] Fault
|
i [17] Arming Control N """ IIO """ . MkT """"" . NA '.'f"l """ - S . IL -------- -
i [18] Shunt ! Normally Open 7 Mas est 7 NOn ctivity Inp - 7 1p: Special Log '
: [19] Disarm Only** "NP___.___[_____[Q]_," NO[[Ol "N_O___.___[ _____ [01.- NO.[[O],
i : *%k .0 .7 . PR .
' [20] Keyswitch Latchd A A A A
; [21] Entry Shock Normally Open: = Mask Test: Non Activity In Special Log:
: [22] Line Fault [0] No [0] No [0] No [0] No
i [23] Keyswitch Pulsed** [1] Yes [1] Yes [1] Yes [1]1 Arm
! [29] Interior [2] Disarm
|
; [32] Flood [3] Always
i [39] CCTV <
: [40] Perimeter g
i [41] Patrol / Keybox v e . e .
: [42] Medical Input -h Enter Number: A S Enter Name: '
E [43] Entry Delay 2* Descriptic;n? \Input 01 fpeeeeeees ; N I ;
i
! v v v
|
i 4 . .
: PROGRAM EOL? These |n9uts types cannot be bypassed . .
** |f these input types are used, the system will not comply to EN50131-1 Security Grade 2

. . v
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5 Engineers Menu: Program EOL (End of Line for the wired inputs)

PROGRAM EOL?

Choose EOL Range Choose EOL Mode |
1K/ 1K* [0] Double EOL [1 300ms

A
Choose EOL Range:
[0] 1K/ 1K*
[1] 4K7 | 2K2*
[2] 4K7 | 4KT*
[3] 4K7 / 2K2* Wide

T
[x] 4
Choose EOL Mode:

[0] Single EOL*
[1] Double EOL

nput Response

|

|

‘A
Input Response:
[01] 100ms

[] e
[30] 3000ms

—
(03]

A 4

INSTALL RIXs?

*

6 Engineers Menu: Install RIXs

INSTALL RIXs?

I

'RIX Address:

>
Options:
[0] RIX Address 0
[1]1 RIX Address 1
[2] RIX Address 2
[3] RIX Address 3

i g

i |

:

i

]

i

i

i

i

i

1

1

1

i

1 \ 4

1 2
e PROGRAM OUTPUTS?

»
Options:
[0] No
[1] Wired

RIX Installed
[0] No
A K

|

|
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7 Engineers Menu: Program Outputs

PROGRAM Endstation PGMs? 'BELL PGM [0014] 'STB PGM [0016] ' 'PGM [0000] |
=P - GVl v 4 an
: OUTPUTS? *Bell Any - “Strobe Any B *Not Used <
! A 2 T & Ut [ftet T [ttt T [ o
i :
! * v \ 4 Options:
: B B . B . T BELL PGM, STB PGM. PGM.s =
i RIX Module _>' RIX Address: . 'PGM 1 [0000] _>' Repeat for PGM 2 _ ST See Output Type Table on
i PGMs? | o] . "Not Used .~ ‘toPGM4 ' following page.
v NeeMsy, ) L e et esed e e
: [ . [ r
: Address Options : <
i y [0 [11[2) 3] ¥ v
[}
[
! ROX Module 'ROX Address: | 'ROX Installed: . 'PGM 1[0000]  :__.'Repeatfor PGM2 ' ‘Enter Name: :
! . L v 4 VL Gl g ]
i PGMs? " [oj : ‘No o] . *Not Used 77 to PGM 16 Ealg i
; crremenepoptid D A T - Tt S oo eTEMIo . e
. 4 [ [ r j [
! Address Options:
5 | Y v v !
i
| R R . R R .
i ) ; LN ) \
! : Device Address: S PGM1 [0000]
i U . ‘“NotUsed . !
! [T [
i Address Options:
! [0, [1]- [2], [3]
[}
.
\ 2 N N N Y N \
: Reader PGMs? ; Reader Address: PGM1 [0000] I PGM2 [0000]
i [o] . ‘Not Used J *Not Used J
i """" [ Mk L B [ --------------------
i Address Options:
E l [0, [1]. [2], [3] l l
i
]
i peTTmTmmmemneen . peTTemmmmmemeeens . peTTemTmmmemneen .
i ' User Output No. S User Output Type User Output Name el User Output Time e
: oo tatehed [0 . o1 .-
i ¥ [ [ l
; User Output No: User Output Type:
i [00] to [30] [0] Latched
; [1] Pulsed
|
i
i
i
i
i
! v Endstation = Main Panel
; PGM = Programmable Outputs
{51 INSTALL KEYPADS/ STB = Strobe

READERS?
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Program Output Types

Options

[0000] Not Used

[0001] Fire

[0002] PA Any

[0003] Burglary Any
[0004] Final Arm All
[0005] Open After Alarm
[0007] Tamper Any
[0008] Duress Any

[0009] PA Device Any
[0010] Gas

[0011] Arm Fail

[0012] Entry Deviation
[0013] System Ready Any
[0014] Bell Any

[0016] Strobe Any

[0017] Bypass Rearm Any
[0018] Burglary Any
[0019] Ready All

[0020] Exit Starts All
[0021] Exit Starts Any
[0022] Final Arm Any
[0023] STB If Arm Fail
[0024] Unable To Arm
[0025] Keyswitch Disarm
[0026] Arm With Bypass
[0027] Pulsed Burglar Any
[0028] Power Fault
[0031] Entry

[0032] Exit

[0033] Entry/Exit

[0034] Lights

[0035] Follow Input
[0036] Shunt Fault
[0037] Restore 1

[0038] Restore 2

[0039] PIR Latch 1

[0040] PIR Latch 2
[0041] AC Mains Good
[0042] PIR LED Enable
[0043] Follow Test
[0044] Off During Test
[0048] Walk Test
[0049] Detector Masked

[0050] Follow 24 Hr
[0051] Line/GSM Fault

[0052] AC Mains Fail
[0053] Battery Fault
[0054] Low Volts

[0055] Global Fault 1
[0056] Global Fault 2
[0057] German Relay
[0058] Guard Code Used
[0059] Engineer Access
[0060] Follow Power Up

[0063] Test UK STU
[0064] Pre RM Service
[0065] Input Fault
[0066] ATE Pin not used
[0067] Follow Chime

[0170-0199] User Defined 1-30

[0202] PA A

[0203] Burglary A
[0204] Final Arm A
[0207] Tamper A
[0208] Duress A

[0209] PA Device A
[0210] Fire Reset A
[0213] System Ready A
[0214] Bell A

[0216] Strobe A
[0217] Bypass on Rearm A

[0218] Burglary A

[0219] Ready A

[0220] Exit Starts A

[0222-0240] Area B

[0242-0260] Area C

[0262-0280] Area D
[0620-0639] Logic Gate 1-20
[1001] Follow Input 01
[1002-1066] Follow Inputs 02-66

10
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8 Engineers Menu: Install Keypads/Readers

v
PROGRAM TIMERS?

Options:
[0] Keypad
_._. p|INSTALL KEYPADS/ evice Address ,E)evice Type ) [1] Reader
i READERS? —x [0 Keypad [0] [2] Not Used
| . .
i | R —— —
i T >: it Keypad Device Arms Area Device Disarms ’Cjewce in Area _
: | @ le— ; . ; [ABCD] ( | [ABCD] | [ABCD]
! - : T
i > :
i Address Options: Py v v |
. < B
1 [0] Only for Keypad :
; [1] Keypad or Reader
i [2] Keypad or Reader |f’|ié;&érn 1] Readeris 1| Device Arms Area Device Disarms
; [3] Keypad or Reader >’ A
e T rm/Dlsarm [ABCD] [ABCD]
O T N !
! Options: I PR m + +
! [0] Arm/Disarm 4 e : |
i [1] Arm/Disarm Sub-Area :
: [2] Access Control C > ‘Not. Us-e. d: | Device in Area )
i [3] Disarm Only o [ABCD]
| |
i [4] Entry Door Control < |
|
i < '
1
!
5 o .
! Device i Enter Number: ;_-_» ‘Enter Name: "._
E Name? \Device O . S ;
E | [ I
i
|
i
1
i
i
i

W Pyronix
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9 Engineers Menu: Program Timers*

PROGRAM TIMERS? A Entry Time 1 A Entry Time 2 A Exit Time A Bell Time Repeat for Areas B, i
== —-—»‘ v v v Ve < —
! > [030] - [030] [020] ] [03] 1CandD ! ]
! T N s — Srmrmrmempmememem
: 1 o S R
i 4 4 4 4
i ¢ 0-255 Seconds ¢ 0-255 Seconds ¢ 0-255 Seconds ¢ 2-15 Minutes |
i
i )l
i
|
[ Bell Delay Strobe Time }- Number Re-arms AC Fail Delay }-_»Epeaker Time ]_-_
|
i [ | [90] [ [00] [ ‘[9] ( [005] [00]

! ‘. ‘.

i a4 “a 4

: ¢ 0-99 Minutes ¢ 0-99 Minutes ¢ 0-9 Times * 0- 250 Minutes | 0-99 'V"”“tes

[ <

|

i

! Final Door Delay Double Knock Delay Send Entry Line Fault Delay Arm Fail Time

: [005] [10] [000] }- [250] [250]

i I N I I . .

i D\ P 4 4

: + 0-255 Seconds + 0-75 Seconds + 0-255 Seconds + 0-250 Seconds | 0-255 Seconds

i

i

i

|

i Guard Code Delay Fire Bell Time Arm Fail Warning NAT Day Timer NAT Hours Timer

. V]

i ( [03]}- ( j04) ) - ( (00] ooy J ™ 100

i R [ [ RS o

: ‘4 4 4 A4 4

; ¢ 0-10 Minutes ¢ 1-99 Minutes ¢ 0-99 Minutes ¢ 0-14 Days | 0-23 Hours

| >

i

|

i

|

i Pulsd Burglr Any WLs Supervn Time WL Jamming Time Service Timer

i —Pi v —Pi v

: [005]} [02] = [100] [000

i [ . l

! D\ R "4 )

; v 0-255 Seconds Y 0-99 Hours + 0-100 Seconds vy  0-365Days

: WL = Wireless

i A 4 NAT = Non Activity Timer

! CHANGE CODES? Conf = Confirm

-{B}-1 Supervn = Wireless Supervision Time
Burglr = Burglary

t W Pyronix
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10 Engineers Menu: Change Codes*

. ?
EXIT MODES?

CHANGE CODES? ! o ; . . ; .
P Change Duress/ s Empty [01 s Enter User (33?3* User Type v User In Area :
1 Guard Codes? R [ 1.- ‘Duress [2] . [ABCD] .
| A I S B S e T [ Ve voe: - e
! ser lype:

i | [2] Duress
! l L [3] Guard
! < S
! /1
g :'U.ser Arm Options _’{Area Arm Choice "User Name ‘_
i \Disarm/Arm  [0] . ‘No o N .
i P\ L [
: User Arm Options Area Arm Choice
i [0] Disarm/Arm [0] No
i [1] Disarm Only [1] Yes
: [2] Arm Only
i [3] None
5 A i
! Change Master ‘Master Manager {User In Area {User Arm Options
/1 —{/]
: Q/Ianager Code? “Code [Fe***] J \ [ABCD] . = "Disarm/Arm [o .
ol e r——— L S m e meeme e pmemgmme? N e ammm-a- r-------' ‘-------------\:-'
= Sh ~
: x
: I ‘ User Arm Options
i < [0] Disarm/Arm, [1] Disarm Only
i [2] Arm Only, [3] None
H peTTmmmm soeet poTTT T .
i i Area Arm Choice e User Name :_-
! Wo o e .
i r r
; 4
i Area Arm Choice
! [0] No
: [1] Yes
i
!
i - JTTTTmmmmemmesmes -
i Change Engineer ! Engineer Cocii***
; Code? 1
: Iy
;
e - |
]

W Pyronix
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11 Engineers Menu: Exit Modes
EXIT MODES? i y
RN A. Exit Mode Repeat for Area's v
i Timed [0] B,Cand D

}

)

! ! ; R

! : A Exit Mode
; [0] Timed
} .
[}

[}

}

|

[1] Final Door
X [2] Timed/Final
4 [3] Push To Arm

SYSTEM OPTIONS

H W Pyronix
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12 Engineers Menu: System Options

SYSTEM OPTIONS?

SYSTEM DISPLAYS?

Arm with Fault Arm with Tamper Arm if Digi Flt. Arm with Tec/Flt Arm Fail = Alarm
== "( "( }"( NMn
: Yes [1] Yes [1] Yes [1] Yes [1] 0 [O]
| 4 - | - - =
; ‘A A A A
! Arm With Fault: Arm with Tamper: Arm if Digi Modem Fault: Arm With Tecnical Fault : w
: [0] No [0] No [0] No [0] No [0] No
i [1] Yes [1] Yes [1] Yes [1] Yes [1] Yes
1 <
! | @
: Do Bat Load Test *@ub-Area Abort rm Acknowledge } _»Qypass on ReArm *@orce Auto-Arm
; o | [0] o | [0] trobe Flash [0] o | [0]
! A

Arm Acknowledge :
i Do B; Load Test: Sub Area Abort: Am ACKnOWIed e -Ew
i . [0] No [0] None [0] No Auto-Arm Force:
i [0] No 1y [1] Strobe Flash 1y [0] No
! [1] Yes [1]Yes [2] Bell Squawk 1] Yes 1] Yes
i [3] Both Stb/Sqk
H <
!
i E ) . .
; Tag Only Disarm } *Gumk Arm *Gommon FinalDr *Ensarm Choice *@eypad PA Key
| [¢] 0] 0 [0] Yes [1] ell+Signal [2]
i = I " o I
! A < Keypad PA Key:
: EQM Quick Arm: Common Exit Mode: Disarm Choice: [x] [0] Silent + Digi
; [0] No [0] No [0] No [0] No [1] Bells Only
i [1] Yes [1] Yes [1] Yes [1] Yes [2] Bell + Signal
i P [3] Disabled
]
!
]
: > ' Manager Prog PA ’Cag Disarm+Door _’Geypad Fire Key _’(Arm with SpvnFit _’@eyfob on Entry _
i Yes [1] Yes [1] Yes [1] Yes [1] o [0]
! | <. | . | . I \ | .
! 4 4 '
X

| X Manager Prog PA: Tag Disarm+Door: Keypad Fire Key: Arm With W'th Keviob on Entry:
: [0] No [0] No [0] No Supervision Fault: ﬁW
! [0] No
i [1] Yes [1] Yes [1]Yes [] Yes [1] Yes
]
i
!
: WLs Bell Supervn Digit Codes
i 0 [0] i 0 [0]~ Fit = Fault
i | < R Tec/Fit = Technical Fault
! Wireless Bell Supervision: 6 Digit Codes Digi = Digital Modem
]
; [0] No l?] :‘;0 SpvnFit = Supervision Fault
i [1] Yes [1]Yes WL = Wireless
: A 4 PA = Personal Attack
i

0

ronix
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13 Engineers Menu: System Displays

SYSTEM DISPLAYS?

=P Area A Text —p Repeat for :_ Full Area Text Top Display Text va Site Name
i | Area A Area B, C D S Il Areas Armed Enforcer 32WE
i 'y — NSRRI :
1 X
5 i
i < |
i
i
!
|
i Display If Armed Display Alarms Ready LED On Display PAs Dsply Silent PAs
: Yes 1] Yes 1] Yes [1] Yes [1] Yes 1]
i . 4 ) N ) €
; Display If Armed: Display Alarms: Ready LED On: Display PAs: -Display Silent
i [0] No [0] No [0] No [0] No PAs
; [1] Yes [1] Yes [1] Yes [1] Yes [0] No
i < [1] Yes
]
i
i
i
!
i . .
! Display Inputs Disarm LED On
i Yes [1] Yes [1]
! \ .
i ‘l
1 o\
i v \ :
i VOLUME CONTROL? N N
(B} ’ Display Inputs: Disarm LED On:
[0] No [0] No
[1]Yes [1] Yes

16
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14 Engineers Menu: Volume Control

VOLUME CONTROL?

?
(B} REVIEW LOGS?

Tech Alert = Technical Alert

A Entry [ Repeat for i A Exit r Repeat for i Alarm
e v Vi o v Vm o v V4
i i ( 4l ) “ecn @™ w e e U
i | A I ] I 1 I
i Volume Options:
! [0] Silent
; [1]->[4] Buzzer
1 [5]->[7] Louder Internal
i Sounder
]
i ¢
i
i
i
!
] .
i ire }-_{amper 4 Hour } Chime )_-_’[Code Stop Sound
! ( [4] : [4] ( : [1] ]
: !_\Code Stoa Sounds
i < + + v v | 107N
: vl [1] Yes
1
!
]
; /E Tones Only Hlarm Tones Only} Silent TechAlert )_- ain Sounder ALMusable Call FlIt 71—
i ( (1] ) (NO l [0] ( : [0
' T N
i - E/E Tones Only Alarm TAones Only Sllent Tech Alert Main Satinder ALL Dlsable CamFauIt
]
i [0] No [0] No [0] No [0] No [0] No
i [1] Yes [1] Yes [1] Yes [1] Yes [1] Yes
]
i
|
! y E/E= Entry / Exit
|
1

W Pyronix
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15 Engineers Menu: Review Logs

> REVIEW LOGS? > 'Panel Log? N £01/01 00:11:44 ‘-_.Repeat for all i 71— f'Start of Log

] ‘Alarm Silenced . 'Events ! | E
i | Y — A . - S S .. [ .......
1 X

| P

i SoTTTTT e .

i .

! *User 01 K

: TtTtttotttotTeiil | To obtain more information on the event:

i Press

i

i . 2
! N 11- R > N

i Access/Ctrl Log? :01/01 00:11:44 T Repeat for all : 3 : Start of Log

! "User open Door | . \.

! | A ) ' S
|

! c

i |

]

; - ¢ _______

i

i Wser01

; IR A To obtain more information on the event:

! Press

|

i \ 4

]

! ?

LB DIAGNOSTICS?

If a device on the Enforcer 32-WE system is not installed correctly or has been lost from the bus, a device fail will be present. An example of
each fault is as follows:

- Failure on the panel = “Control Panel, Wireless Jamming Pnl”

- Keypad address 3 ( 1-3 available) failure = “Device 3, Device Fail Kpd”

- Tag Readers address 2 (1-3 available) failure = “Device 2, Device Fail Trd”

- Remote Input Expanders addresses 0 (0-4 available) = “RIX-00, Device Fail RIX"

- Remote Output Expanders address 0 = "ROX-00, Device Fail ROX"

If a ‘location name’ is entered for a device, the location will be displayed on the keypad instead of the address, for example instead of “Device
3" for the Keypad will display “Entrance Corridor”.

e W Pyronix
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16 Engineers Menu: Diagnostics

16.1 Engineers Menu: Diagnostics->View PSU’s, View Inputs and Wireless Range and Battery Status

?
- DIAGNOSTICS Select RIX PSU: Select RIX PSU:
i T .'50] to [3] .10]
! 4 ' '
i - A R i . B i .
: _ > RIX PSU: [0] _-» 'ROX PSU: [0] Keypad Volts [0]: _- _» {Reader Volts [0]:
e N B R S L S N 2 oo NBAY :
i
! A 4 A 4
5 (.
! View Inputs? i : { _- N ‘Input [33] 1
i ' 253K L. :
:
i |
i y
: A
[ e T Options:
; "I - [C] Close
i [O] Open
: [T] Tamper
é Wireless Range& . [-] Not learnt
i Battery Status? [F] Fault
| | v
i . L e
: 12331 ---------- S Input [01]
i Virouiioooiind Excellent _[100]
i
[}
i |
i R TREERRREE
! View GSM : Bell M A
i Signal Strength? ‘Excellent [80].- Options:
: - [ No Device Installed
é ViewGSM | | W [?] Waiting for info
i Signal Strength Battery Status? 5'|nput [01] ‘_ [0] Missing
! See following page "Battery Good R [1] Weak
: O T [2] Good
i [3] Excellent
! 5|ENGINEER TESTS?
PSU = Power Supply
,‘ = 19
W Pyronix
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16.2 Engineers Menu: Diagnostics->View GSM Signal Strength

~._.p|DIAGNOSTICS? ’ﬁliew PSUs? )

' A |

NOTE: This function will only be displayed if a Digi-GSM is installed.

The GSM signal strength range is from 0 to 31.

0/ 99: Not known, no network or not detectable

1-10: Bad Range
11 - 20: Ok Range
21 - 31: Good Range

A 4
Wireless Range&
Battery Status?

I

View GSM Signal Strength GSM Version
(Signa| Strength? ) (O No Network ) Verison 1.13 }
I

v
?
{5)-|ENGINEER TESTS?
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17 Engineers Menu: Engineer Tests

Sound Demo Options:
—._.p|ENGINEER TESTS? ,60%0'3 Demo j » [00] No Sound, [01] Chime Single, [02] Chime Follow, [03] Exit
! | No Sound [00] [04] Exit Fault, [05] Entry, [06] Tech Fault, [07] Tamper
- 4 08] Alarm, 09] PA. 10] Fire
: v [08] [09] [10]
; Walk Test? _’{Walk Test Areas ‘ ! Walk Test Inputs '>:'Walk to activate i ‘Walk Test Inputs ‘
| [ABCD] . Input 01 L -gach input J .Completed!
i —— e MEEELL o TRELEL [roeeeees SEESELoLs RATRERRL L
i
]
1
| l :
| P . ,oTTTTIsIE eI
i Soak Test? : Soak Inputs [--] : : Soak Inputs [01]
. 1 L/
; [ ] \ “Input 01
i —x—  eeeeee- e nput V1. feeeenn .
12 I3 e -3 Rttt S L LT E R LSRN
: | 4 :Soak Days Left .—h Initial Soak [00]
; OO N
i
E Test Bell? -_» TestlngBeII ------- N <
o) Soak Days Left: Start Initial Soak:
: - [00-99] Days [00-99] Days
i v
1 . R
: Do Battery Load p Testing Battery . Battery Test
i JTest? 34V ;. ‘Passed! :
:
i v v
! Test PGMs? PGMTest [0000] ~ Choose PGM Number:
L7 o TESEIFERRL
E ) S > 10000] to [0019]
S A P
i
i |
1 [ . A
: Test Contact ID 'Are You Sure? \
i Communlcatlons’7 ' R
o emmdieations e g Lo, peeeeean
i [x]
i + ]
i A
]
i, [5-|ENGINEER RESTORE
OPTIONS?
,‘ — 21
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18 Engineers Menu: Engineer Restore Options
ENGINEER Restore Burglary Restore PA Restore Tamper Restore Soak Restore Faults
=P -—Pif —>| '—.—P' '—.—P' '—.—P' '—-—
RESTORE OPTIONS? - No [0]} No [0] No [0] No [0] No [0]
A l N | .. | .. l .

[ A [ . . .
A A 4 4 4
Restore Burglary Restore PA Restore Tamper Restore Soak Restore Faults
[0l No [0] No [0] No [0] No [0] No
[1] Burglar Alarm [1] Yes [1] Yes [1] Yes [1] Yes

[2] Do Not Use

Anti
nti Code Rstore
No [0]
! A

Anti Code Restore
[0] No
[1] Yes

dl

A
B DIGI MODEM
SIGNALLING?

22 W Pyronix

WWW.pyronix.com



19 Engineers Menu: Digi Modem Signalling*

19.1 Engineers Menu: Digi Modem Signalling: Programming Contact ID

Y DIGI MODEM Iva Program ARC Communicator Communicator
i SIGNALLING? Signaling? Disabled [1] Enabled [0]
! A
5 7]
i X T
: ARC Details N : Enabled ' Enabled ’- 'Format [130] .
i [01] *No [0y . "Yes 1 ".Contact ID h
i LI a0 T [f7777Tt o TrTrTrmmmmmTeEenn o Temmmees [*=°
i A
i Choose ARC: ARG Active:
i [00] - [29] [0] No l
: < [1] Yes
i ARCt=Cort2!  '"T"""™"™""(¥™¥ (""" e —H — e ———HHVW——VY Y
: ARC 2-25 = SMS \_h:'m Number "2nd Number "Valld Areas "‘ Area ARC Account .
i ! e e A___] . No o .0
! """" F====-=---" .. "'_'-""r """""""" F==°°==°=" S e r """" .
[ a0 4 :
i \ l ARC Tel Number: l i Choose Area: | i
i SMS Control P 1st and 2nd Tel No [ABCD] :
: Enable? o -
. N 1 . ‘. N,
: . P -P" If Area ARC ‘ -P' Area A Account Activate Event Types:
i < : \Acc. is YES 1 N See event Types Table
[ SMS Control Enable - |\ [x] RPN A
5 Moro detauther |1l o ARG Aot Ly {EvemiType 148 o (EvemiType 1733
i along o -N rea '--P ne ccount >. vent Type : ‘Event Type 17- :
i ‘Acc.isNO  / R *1...5.. 901234 6 - '....567.9.12.4.. R
5 e potTTTTTT o Trrmmmmtremtteet o Tmmnnees [~"°°°r v
i
i < v 4 |
|
: \_"Redials '_>:'Time Out __-_» { Test Calls '—E
i A '\ (0) U [45] 0. ..
] - = A 1  Se=eeee-- [  TesssssspeseseSte 0 Tmmemmmes [ S
i Prefix Tel No ‘A - ~A Test Calls:
i Redials: Time Out: ‘[O] No
| 5 .
i [03] to [99] times l [00] to [99] sec [1] Timed (Hours / Min)
I |
: Communication Formats:
i Advised Event Tvpes for Contact ID pmmimmmm N [004] RS232 Tx
R vised Event Types for Contact ID: (Format [130] [005] Scope Pager
i 1,5,9,10,11,12,13,14,16, 21,22,23,25,27,28,30 i [t >
i ! Contact ID ! [128] SIA Level 1
H A [129] SIA 3
i ALARM RESPONSE? - [130] Contact ID ARC = Alarm Receiving Centre
-(B} Please see Appendix 1 for Event Types 9
PP YP [133] SMS Message Acc. = Account

W Pyronix
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19.2 Engineers Menu: Digi Modem Signalling: Programming SMS Message

e DIGI MODEM iva Program ARC Communicator Commumcator
[ SIGNALLING? Signaling? Disabled [1] Enabled Communicator

|
! I A 0] Enabled
i {1} Disabled
| ¢ x— & T
: ARC Details p: Enabled ‘.F>, Enabled ;'Format [133]
i [01] ‘No o o] .- "No o] .. “SMS _Me_s_sl_a_g_e _____ .
| T A e
A
i =2 Choose ARC:
i [00] - [25] l
|
| l
S e
: L User Mobile 7 Valid Areas ‘-_ Event Type 1-16 Event Type 17-32
| R A1 8.0, O s 12.... B
e e T 7 T -
i v
!
! SMS Control
: Enable?
! ) <
| '
| < e e ~
: SMS Control Enable - ! Redials :_ : Time Out v SMS Event types:
| See next page EOUR (%) N p 160] i [06] First Alarm
: Red|a|s M [10] Hig.h Tech Faults
! [03] to [99] times [00] to [99] sec [27] Mains Fail
i l [28] Duress
|
|
|
: v ARC = Alarm Receiving Centre
! Prefix Tel No Acc. = Account
|
1 [
i
|
|
|
|
|
|
|
I A
|

|ALARM RESPONSE?
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19.3 Engineers Menu: Digi Modem Signalling->SMS Control Enable

v

DIGI MODEM
SIGNALLING?

'Y

Program ARC
Signalling

P_rogrgm ARC
Signaling?

See previous page

v
:" ? :" i 2 ~‘. :" ~‘. CSMS Outout M
SMS Control AR SMS Arm? vl Y SMS Disarm? SMS Status SMS Output
Enable? Yes ... (.. Yes ... wes LML \Yes (...
| SMS Arm SMS Disarm SMS Status SMS Output
[0] No [0] No [0] No [0] No
[1] Yes [1] Yes [1] Yes [1] Yes
| »iSMSNoChange - JiSMSStartUDL
wes . ML es . ML
SMS No Change SMS Start UDL
[0] No [0] No
[1] Yes [1] Yes
\ 4
@efix Tel No )
|

ALARM RESPONSE?

W Pyronix
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20 Engineers Menu: Alarm Response

it m i m - N

,.

ALARM RESPONSE? Area A start at Area A stop at "Repeat for B,C,.D N Repeat for B,C,D i Fire start at
——— Vlp g —7 —/1 v 1
g '(Signal Digi_[3] SignalDigi__ [3] J ™ iStartsat S Pistopsat ST P signalpigi 131 ) -
| N . [ | |
: Starts At Options: Stops At Options:
i [0] Keypads [0] Keypads
; [1] Int Sounders [1] Int Sounders
i [2] Bells Only [2] Bells Only
; [3] Signal Digi [3] Signal Digi
!
|
i < v v v v
|
i
!
! N 'Fire stop at ' 71 'Gas start at '- N 'Gas stop at ' 71 'PA start at ' 71 'PA stop at

v v

: Signal Digi [3] Signal Digi [3] Signal Digi [3] -~ Signal Digi [3] -~ Signal Digi [3]
i | | | | |
:
@ | | ! !
; <
i /]
|
| N '24 Hour start at 24 Hour stop at Any Alarms Start If Areas Armed Any Alarms Stop
i v . _
! Signal Digi [3] Signal Digi [3] Signal Digi [3] -~ [----] Signal Digi [3]
! I I I I A I
|
i If Areas Armed:
! l l i l [ABCD] |
! <
i ra
i
i If Areas Armed }
|
i ( [—]
i o
|
i If Areas Armed:
: [ABCD]
i
i 4
|
i {B]- OPTIONS UP/DOWN-

LOADING?

26
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21 Engineers Menu: Options Up/Downloading*

- OPTIONS UP/DOWN- ira Download by | ... N' If o Dial Mode Option Dial In Options Number of Rings
i LOADING? Modem [1] i.[1.:.d.am i uto-Answer  [0] Direct Dial [0] Before AMC [05]
! T A R T I ’ I | | :
! A : | s |
: Download By: < 1 v
I [0] None Lo Dial Mode Option: Dial In Options: Number of Rings:
! [1] Modem T \ [0] Auto Answer [0] Direct Dial [00] No. of Rings
! [2] RS-232 o A [1] Panel Dials [1] AMC Dial -
, S = [2] Dial Back [15] No. of Rings
. < :
|
] < + A
|
|
S Prefix Tel No RM Tel No
| ] If \
| . |

‘Hone_ _J | '

l bane...
5 l
: .
i < v
|
: Send Event To PC ‘Modem TelNo :Send Alarms . :'Send Faults . {Send Open/Close
! M 2 — Ay —/—
! 1] : "No [0]. “No [0].* “No [0 .
: N [~ T - A [ A [ <
i » Send Alarms: Send Faults: Send Open/Close:
! Send Event to PC [01 o [0] No [0] No
i SENCG EVENL IO vL [1] Yes [1] Yes
i [1] - [4] [1] Yes
| »l
e T
: R ' Send Access/Ctrl '_
é Send Access Control Even:s: No P 0] .-
. [0] No o
: [1] Yes
i v
i
i v
; GDL Password edials (03] }
|
5
i ¢ ¢ AMC = Answer Machine Compatible
; L RM = Remote Maintenance
: UDL = Upload/Download
! PC CONNECT MENU?
{B} Access Ctrl = Access Control

W Pyronix
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22 Engineers Menu: PC Connect Menu

-.—.p|PC CONNECT MENU? va Select PC to B — Select Operation | — Calling Remote PC
i dial 1) Connect to PC [0] )
] . T
! | A | L | L I
i A A -
i Select PC to Dial: Select Operation:
; [1] PC Modem 1 [0] Connect to PC
' .
i [2] PC Modem 2 [1] Test Dial
; [3] PC Modem 3 [2] RM Service
i [4] PC Modem 4 [3] Data from PC
i [4] Data to PC
: [5] Diagnostics
i [6] Commissioning
! A 4 \ 4 \ 4
i A 4
! PC = Personal Computer
SOFTWARE p
"B REVISION? RM = Remote Maintenance

23 Engineer Menu: Software Revision

SOFTWARE
REVISION?

Version 9.26 Radio Hub
00000160Enforcer V02.22
A | |

l l

|FACTORY DEFAULT?

28
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24 Engineers Menu: Factory Default

Y FACTORY DEFAULT? s FACTORY N ’,'Please Wait i Factory Default
i DEFAULT [ L ! Complete! |
i Y S
!
i .
; A ? i
; Default Codes: E)Iear WLs Data? \é\/lgzlrzzs Data
: < [2000] Standard Default I f —‘
i [2002] EN 50131 Settings Default
|
i
i Clear Codes? Codes have been
! Cleared! —‘
! |
i \ 4
g Clear Logs? Logs have been
H Cleared!
i I
i T
! |
|
i A 4
B EXIT ENGINEER
MENU?
,‘ = 29
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25 Engineers Menu: Exit Engineers Menu

> EXIT ENGINEERS

E.nforcer 32WE
Time 0:25

. )

: MODE?

i |

i

! y

i

]

. (57| BYPASS FIRE/PA?

OR

BYPASS FIRE / PA?

Enforcer 32WE
Time 0:25

. )

Press the A key to exit Engineers
mode from any main menu item
(displayed in capital letters )

C: Stand Alone Keypad Menu

l’Press and Hold [D] key
for 5 seconds

NOTE: This menu is dedicated to the keypad itself.

Nt - mm o= / This menu is mostly used for the following features: Keypad Address, Keyclick Volume, and Backlight Force.
. NOTE: The keypad on the Enforcer must be always programmed to '00’
A 4
KEYPAD CODE ADDRESS  [] LANGUAGE ZONE STATUS: KEYCLICK VOLUME TAG VOLUME —
[ ] ENGLISH  [00] 1: <0.1k 2:<0.1k (71 1] M
Press and hold [D] key . 4 A] Ell\
n M * * * |
| v
[(A] Enter 00
Enforcer 32WE .
' _ MASTER VOLUME TAG ID: FACTORY RESET BACKLIGHT FORCE v
Time 02:53 c e 1] [ PRESENT TAG... [ ] [1]
T s T . I .
A . [A] EY A
v 4 v \ 4 ]
Volume Options: < v
[0] Silent Enter 2000 Backlight Force
[1]->[4] Buzzer for factory reset [0] No
[5] ->[7] Louder Internal Sounder [1] Yes
PA/Fire Timer
( [0] )
[A] '
v
PA/Fire Timer
[0-3]

30
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D: Appendix 1: Alarm Events

Contact ID Event Types Event Types
Description Code For CID for SMS
v'= Enabled x = Disabled
EVENT TYPES 1 = Arm
Final Arm CL 3401 v x
System Auto Armed CA 3403 v x
System Rearm cpP 3463 v x
EVENT TYPES 2 = Auto Arm/Disarm
Forced Arm CF 3401 x x
System Auto Disarmed OA 1403 x x
Auto Arm cancelled by user CE 3405 x x
EVENT TYPES 3 = Special Disarm
Special Disarm OoP 1401 x x
Access Exit Request DX 1425 x x
EVENT TYPES 4 = Arm Error
Arm Fail CI 1454 x x
EVENT TYPES 5 = Alarms
Fire Input Active FA 1110 v x
Burglary Alarm BA 1130 v x
Perimeter Alarm 1131 v x
Interior Alarm BA 1132 v x
Flood Active WA 1154 v x
24h Alarm BA 1133 v x
Entry Delay Alarm BA 1134 v x
Tamper Alarm TA 1137 v x
Expander Device Tamper TA 1137 v x
Case Tamper TA 1137 v x
Tamper on Sensor TA 1144 v x
Gas Alarm GA 1151 v x
Keybox Alarm 1250 v x
Bell Tamper TA 1321 v x
Radio Jamming XQ 1344 v x
Radio supervision failure uy 1381 v x
Radio low battery XT 1384 v x
No Input Activity - sent NA 1680 v x

EVENT TYPES 6 = Alarms send only once for one arm period
(These event types is suggested to be used with the SMS messages. We do not recommend to enable event type
5 and 6 in the same time. One or another must be used to avoid double sending events)

Medical Alarm Send Once MA 1100 x v
Fire Alarm Send Once FA 1110 x v
PA Alarm Send Once PA 1120 x v
Silent PA Alarm send Once HA 1122 x v
Burglary Alarm Send Once BA 1130 x v
Perimeter Alarm Send Once 1131 x v
Interior Alarm Send Once BA 1132 x v
24h Alarm Send Once BA 1133 x v
Entry Delay Alarm Send Once BA 1134 x v
Tamper Alarm Send Once TA 1137 x v
Gas Alarm Send Once GA 1151 x v
Keybox Alarm Send Once 1250 x v
EVENT TYPES 7 = Alarms Silenced
Alarm Silenced | OrR | 1406 | * _ *
EVENT TYPES 8 = Confirmed Alarm
Confirmed Output | BV | 1139 | * _ x

EVENT TYPES 9 = PSTN / GSM Line Fault Restore

CCTV Line fail (Line fail input) | LT | 1351 | Y _ *




D: Appendix 1: Alarm Events (Continued)

CCTV Line OK (Line fail input) LR 3351 v x
Telecom Line OK (modem) LR 3351 v *
EVENT TYPES 10 = Batt/Bus/Mains/Line Faults
RS 485 Fault 1A 1300 v v
Low Volts AT 1302 v v
Battery Critical YT 1302 v v
Battery Load Fail YT 1309 v v
Battery Missing YT 1311 v v
Battery Restore YR 3311 4 v
Modem Failed 1330 v v
Expansion Device Fail ET 1333 v v
Expansion Device Restored ER 3333 v v
Telecom Line Fault (modem) 1350 4 v
STU comms failure on STU LT 1351 v v
input indication.
Telecom line fault (modem) uB 1572 v v
EVENT TYPES 11 = System Reset/Logs/Time
System Restart 1305 v *
Reset To Factory Default 1305 4 x
Deleted Code X 1306 4 x
Changed Code 5\Y, 1306 v x
Site Changed YG 1306 v *
Code Added i\, 1306 v x
Engineer reset needed 1313 v x
Engineer Reset RN 3313 v x
Logs Cleared 1621 v *
Logs nearly full 1623 v x
Clock Set To T 1625 v x
PC - Clock set to T 1625 v x
EVENT TYPES 12 = Disarm
Disarm System oP 1401 v x
EVENT TYPES 13 = Engineer Access
Engineer Access LB 1627 v x
Engineer Exit LX 1628 v x
EVENT TYPES 14 = Door Access Alarm
Door Left Open DL 1426 v *
Door Forced DF v x
EVENT TYPES 16 = Wrong Tag Used

Invalid Tag JA 1421 v *

EVENT TYPES 17 = Special log input switcher opened
Input Special Log Switcher UA 1146 x x
Input Opened

EVENT TYPES 18 = Special log input switcher closed
Input Special Log Switcher UR 3146 x x
Input Closed

EVENT TYPES 19 = Special log input opened
Input Special Log Opened _ UA _ 1146 _ x x
EVENT TYPES 20 = Special log input closed
Input Special Log Closed _ UR _ 3146 _ x x
EVENT TYPES 21 = Sub Area Arm / Shunt Opened

Sub Area Armed CG 3402 4 x
Sub Area Input Armed CG 3402 v x
Shunt Opened 3402 v *

EVENT TYPES 22 = Sub Area Disarm / Shunt Closed
Sub Area Disarmed 0G 1402 4 x
Sub Area Silenced oG 1402 v x




D: Appendix 1: Alarm Events (Continued)

Sub Area Input Disarmed oG 1402 v x
Sub Area Input Silenced oG 1402 v x
Shunt Closed 1402 v x
EVENT TYPES 23 = Sub Area Alarm
Sub Area Alarm _ BA _ 1130 _ v _ x
EVENT TYPES 24 = Walk Test
Input Walk Tested _ | 1607 | x _ x
EVENT TYPES 25 = Alarm / Faults Restores
Burglary Restore BH 3130 v x
Perimeter Restore 3131 v x
Interior Alarm Restore BH 3132 v x
24h Alarm Restore BH 3133 v x
Entry Delay Alarm Restore BH 3134 v x
Tamper Restore TH 3137 v x
Case Tamper Restore TR 3137 v x
Tamper On Sensor Restore TH 3144 v x
Gas Restore GH 3151 v x
Keybox Restore 3250 v x
Fuse fail restore IR 3300 v x
Bell Tamper Restore YH 3321 v x
Radio Jamming restore XH 3344 v x
Radio Supervision restore. Ul 3381 v x
Radio low battery restore XR 3384 v x
EVENT TYPES 27 = Mains Fault/Restore
Mains Fail Alarm AT 1301 v v
Mains Fail Alarm Restore AR 3301 v v
EVENT TYPES 28 = PA / Fire / Duress / Code Guessing alarm
Fire Alarm FA 1110 v v
Fire Restore FH 3110 v v
2 key PA PA 1120 v v
2 key PA restore PR 3120 v v
PA Alarm PA 1120 v v
PA Restore PH 3120 v v
Duress Code HA 1121 v v
Silent PA Alarm Input HA 1122 v v
Silent PA Alarm Input Restore HH 3122 v v
Wrong Code Entry JA 1461 v v
EVENT TYPES 29 = Medical Alarm / Restore
Medical Alarm MA 1100 x x
Medical Alarm Restore MH 3100 x x
EVENT TYPES 30 = Input Bypass
Input Force Armed 1570 x x
Input Bypassed at Rearm BB 1570 x x
Input Bypassed BB 1570 x x
Fire Input Bypassed FB 1571 x x
24h Input Bypassed BB 1572 x x
EVENT TYPES 31 = Open after alarm
Stopped Arming (0] 1406 x x
Abort 1406 x x
PC dialled the panel 1412 x x




E: Compliance

Your panel is suitable for use in installations designed to meet the Notification Equipment Grade 2 / Options

European requirements of Security Grade 2,Environmental Class 2. A B C D
When all parts are working normally, this equipment in combination " X X -
with the modem (PSTN or GSM) and suitable ARC equipment will meet Remot_ely powered audible 2 Optional | Optional | Optional
the requirements of Alarm Transmission System 2: ATS2 BS EN50131- | WD (siren)

1:2006+A1:2009. This is classified as Grade 2 Option B (from EN Self-powered audible WD Optional 1 Optional | Optional
50131-1) as per the table: Main ATS ATS2 | ATS2 | ATS2 | ATS3
External arm/disarm readers meet the requirements of environmental Additional ATS Optional | Optional ATS 1 Optional
class 4.

All Wireless devices comply with the following EU requirements: ATS = Alarm Transmission System. WD = Warning Device.

. . Only the following are certified:-
EMC Directive 2004/108/EC
. - /108/ Enforcer 32-WE with input/output board
Low Voltage Directive 2006/95/EC KX10DP-WE MC1-WE KF4-WE DIGI-GSM
R&TTE Directive 1999/5/EC KX12DQ-WE MC2-WE DELTABELL-WE DIGI-1200

And meet the following standards where relevant:

EN 61000-6-3:2007 EMC. Generic emission standard. Residential, commercial and light industry

EN 50131-1:2006 Alarm systems - Intrusion and hold up systems

EN 50130-4:1996+A1+A2 Immunity requirements for components of fire, intruder and social alarm systems
EN 60950-1:2006+A12:2011 Information technology equipment. Safety. General requirements

EN 50131-5-3:2005+A1:2008 Grade 2. Interconnections for equipment using radio frequency techniques

ETSI EN 301489-3:2000 EMC. Radio equipment. Part 3: Short range devices (SRD) 9kHz to 40 GHz

ETSI EN 300 220 EMC. Receiver Class 1, Environmental Category 1

CEPT/ERC Recommendation 70-03 Annex 1

Compliant operation is only guaranteed when installed and operated according to the relevant installation and user manuals.

Access Levels

Level 1: Access by any person; for example the general public.

Level 2: User access by an operator; for example customers (systems users).
Level 3: User access by an engineer; for example alarm company personnel.
Level 4: User access by the manufacturer of the equipment.

Please note: Technical functions (e.g. gas, fire and flooding) are not security graded and fall outside the scope of EN50131-1 and EN50131-3
Compliance labelling should be removed or adjusted if non-compliant configurations are used.
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