UPS SNMP CLI

User’s Manual

Milpower Source UPS CLI interface
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Chapter 1. Introduction

a. Scope

This manual is applicable to M359-X-X-1 and M362-X-X-1 UPSs (for M359-1 the CLI is supported
only by units of Rev E or higher).
b. General

The UPS’s Command Line Interface (CLI) allows the configuration of Milpower Source’s UPS from a
PC station by using an RS232 connection. The only software required for the configuration is a VT100

terminal so the configuration can be done both from Windows and from Linux.

Chapter 2. Installation and Confiquration Management

a. Required Hardware and Software

1. PC computer with serial VT100/VT220/VT320 terminal (such as freeware TeraTerm app)
2. DBO straight through cable.

b. Starting a Session

Connect your computer to the UPS using a 9 pin serial (RS232) cable.

Verify that the UPS is on.

Open a serial VT100/VT220/VT320 terminal.

Set the connection definitions to baud rate ‘19200°, data ‘8’ bit, parity ‘none’, stop bits ‘1°,
flow control ‘none’.

5. Press "Enter" key. The following report will be shown on the terminal screen.

el
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Be i Jetup. Cpnbol Window  Help

HilFowar fAgent Flrseaars UHISYT al.ﬂ datas  July 16 281
System wnigue ID I8 :PF:DP:B5 230 56T TR 2P 1% 40

Spstem miac addr — BAIBHIAIZAZIVIDE
EHAF verzion - 2
HIB veraion - 2.84

THCE Fay I settings Dizakled
1P addieaa — 19 168019

Retnask - 255255 9568
Pefault gatewns - 192.168.8.1
get community ateing - publie

set community string private

Erap community string — Erap

Note the firmaware version on top of the screen.
For M359 only: If the version is below 2.02.13 then the agent firmware should be upgraded to
allow CLI interface. For the upgrade procedure refere to MPS web site.
If you do not see this screen check the following:
a. Is the UPS connected to the PC with a pin-to-pin (not crossover) RS232 cable?
b. Is it connected to the right COM port?
c. Isthe UPS turned ON?
d. For M359-1 only: verify that the UPS is revision E or higher.
Type ‘console ’ (with single space) followed by admin password (default 'webpass').
If the password 1s correct, then the CLI main menu will be displayed on screen as described in
next chapter.

c. CLI Menus

1.

N

Nk w

After login to CLI, all Ethernet communications will cease until agent reboot. This does not
influence the UPS controller, so UPS would continue working as before.

The CLI has a 5 minute timeout, so that after 5 minutes of inactivity the agent will log you out
and reboot. Any action restarts the time counter.

The following screenshots show the available menus.

Press relevant keys to move between menus. No need to press ‘enter’

After finishing all updates, press ‘r’ in the main menu to reboot.

On each menu, press ‘b’ to move back one level, numbers are used to choose options.

In various occasions when you required typing some value a default/current value will be
displayed in square brackets. Press ENTER without typing anything to accept/leave the current
value displayed or type a new one.
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Main menu:

Be £ JSstup Control Window Help 7
59 agent CLI =
1: syatem configuration
2: users configuration
3z snnp confi?uration
4: changs adnin password
»: rehoot agent
~

1. System configuration:

e £ Setup Corool Window el

ysten configuration

ashow veraion

show systen 1D

system doscri;tion conf ig
system P confiyg

back

“"

FAWN-
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1.1. System version

Be Ed 3stup Conbrol Window  Help

yuben conf igurat ion

s show verzion
2: show system ID
31 systoam -:lusr-rlfl ion confiy
4: gystem [P config
h: back

gent software veraion: A35Y agent ¥ 6213

ontreller software wersion: U

#8 any key Lo cont inus

HI5% Co

1
ntrol Program Jersion Z2.85 28-1Z-18

1.2. System ID

HOR: S SO e
ysten configuration S
1: show veraion
2: show systen 1D
31 system doscrirtion conf ig
4: system IP canfig
bh: back
yeten unigue ID — 3B:FP:DA:B5:30:56:31:34:29:48:15:43
ysten mac addr -~ BB:84:A3:29:DA:F6
ress: any key to continue
~
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1.3. System description

Be £ Setp Coool Wndow el

yston description confiyg

1: show current system description
2: update system desoription
b: back

1.3.1.  Current system description

)

ysten description confiyg

1: show current ux:te- dezeription
23 ::d:te system description
c

urrent systen description:

vystan description: MilPover Source UPS SNMP Agent2
yeten contact: sysContact neot set

ysten name: sysNamne not set

ysten location: syslocation not set

ress any key te continue
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1.3.2.  System description update

)

ysten description confiyg

1: show current uxate- dezeription
s ::d:te system desoription
: c

enter new system dezoription.

contact IsysContact mot setl -~ unknown
name [sysNane not set] -

location [syslecation not set) -

ew system description:
vsten description: MilPover Source UPS SNMP fAgent2
yzten contact: unknown
ysten name: sysNane not set
ysten location: syslocation not set
g2 'y’ to approve, any other key to abort

14. System IP

)

ysten IF config

1: show current IP configuration
2: update IFP configuration
b: back
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14.1. Current system IP

e £ 3w Coool Widw e

ysten IF config

1: show current IP configuration
2: update IF configuration

b: back

urrent IP configuration:

CP dizabled
IP address: 192.168.8.19

etmask: 255.255.255.0
efault gatevay: 192.168.8.1

g2 any key to continue

1.4.2.  System IP update

He £ Setwp Conool Windw teb

ysten IF config

1: show current IP configuration
2: update IF configuration
b: back

lease enter IP parancters.

cquire IP configuration using DHCP? [N] -
IP address (192.168.9.19) - 192.168.9.28
tmask [255.255.255.8) -

fault gatewvay [192.168.8.1]1 -

sz 'y’ Lo approve. any other key to ahort
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2. Users configuration:

)

sors configuration

show users liot

renove user

create a new user

aedit user zecurity data
back

“"

TAWNM-

R R

2.1. Users list

G Jstup Control Window Help

show users list

ronove user

create a new uaer

edit user security data
back

Hindex! type | uger nane I auth | priv
! ! ! iprotacoliprotocoll
1 1 readsurite | n3%9 I ns { DES
2 | readsurite | NN H i
3 | read only | newllser ! none | none
4 | read only | NA i H
5 1 read only | NA : H
6 ! read only | N : !
7 | read only | N7A i !

29 any key to continue
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2.2. Remove user

Be Eoe Setup Control Window Help
-~
sers configuration
1: show users list
2% renove user
31 create a new user
4: edit user zecurity data
bh: back
lease entor user index <in the range of 1 to 7
ing to renove user - neullzer
g3 'y' to approve, any other key to abort
~

2.3. Create user

5 Jera term - COMI VI
Be Eo¢ JSetup Control Window Help

"3 create a new user -~
4: edit user security data
b: back

please enter user index {in the range of 1 to 72
pntering a nev user to entry nunber 2
hiz iz & veadsurite user,
ter user nane - newllzer?
nter secure user nane [neuwlser2] -
hoose authorithation levsl:
I none
MDS

:
L=

authent ication passwerd:
Ploaze enter new password: wese
Please retype new password: s

ran 'y’ to approve, any other key to abart

Note: The password should be at least 4 characters long, no spaces alowed
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24. Update user

5 yera term - COMI VI

ploace enter user index (in the range of 1 to 7
ting user 3 data,

iz 13 a read only user.

ping to edit user newlser

frese 'y' to approve,. any other key to abort
pose authorithation lsvel:

1: none

2: MbS

uthentication passuvord:

Please enter new password: wess
lease retype new password: wwss

Please retype new password: swss

Prean 'y' to approve, any other key to abhort

Note: the password shuld be at least 4 charecters long, no spaces alowed

3.SNMP configuration:

Be Co Jetup Control Window Help

nmp conf iguration

1: gshow annp version

2: gset SNMP version 2

3z get SNMP version 3

4: show veraion 3 context
5: version 2 communities
bh: back

SMNP configuration choices:
1. Prints agent current version
2. Changes Agent version to SNMP V2
3. Changes Agent version to SNMP V3
4. Show Version 3 context
5. Version 2 communities.
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3.1. Show version 3 context (V3 only)

Be £ Setup Corool Wndow el

nmp conf iguration

show annp version

set SNMP version 2
set SNMP version 3
show veraion 3 context
verzsion 2 communities
back

TNaAWN-
LU R A Ll

fault syaten context: DefaultContextNane
ysten engine ID: BB:80:5D:54:04:4D:33:35:39

ress any key te continue

3.2. version 2 communities (V2 only)

e £ S Coool Windw teb

nmp U2 comnunities config

1: show current annp cuonnunities description
l2’= :ﬁpd:te snnp cunnunities
: c
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3.2.1. show SNMP v2 communities

e £ 3w Coool Widw e

nmp UZ communities config

1: ghow current annp connunities description
12)3 ::d;tc snnp cunnunities
: c

urrent snmp communities:
‘got' communityr public
‘set' community: private
"trap’ community: trap

22 any key ta continue

3.2.2. update SNMP v2 communities

5 Jera term - COMI VI

Be £ St Conol Wdw teb

nmp U2 comnunities config

1: show current annp connunities description
i: :‘pd:te snnp cunnunities
: c

: leane enter new system conmunities

SNMP 'get’ conmunity [public]l - noqublic
ENMP 'set’ conmunity (frlvatol -

ENMP ‘trap' comeunity ltrapl -

ew snnp comnunities:

‘get' community: newPublic

‘set’ community: private

trap’ ce-unity- trap

Press 'y’ to approve. any other key to abort
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4. Change admin password

1: syatem configuration
2: users configuration

31 snnp confi?uration
4:
*

changs adnin password
: reboot agent

lease entor old password: wessmews
lease enter new password: wess
lease retype new paszword: wess

Note: the password should be at least 4 characters long, no spaces alowed
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