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About This Network Configuration Example

This Network Configuration Example (NCE) describes how you can set up the networking and security
infrastructure for a midsize branch office. Our solution combines a security gateway, switches, and access
points to meet all the requirements for a resilient WAN, LAN, and Wireless LAN (WLAN) connectivity, a
secure network, and other services in the branch office. This NCE provides step-by-step configuration for
the initial onboarding and provisioning of basic services, such as a DHCP Server, traffic separation in virtual
local area networks (VLANS), EX series switch, and Mist-based WLAN configuration. In addition, we cover
a plethora of advanced SD-WAN and security services such as advanced policy-based routing (APBR),
AppQoE, and SkyATP.

Use Case Overview

The proliferation of 4G LTE cellular networks along with the decreased form factor and affordability of
LTE-capable devices are contributing to the rapid deployment of new branch offices. LTE networks provide
broadband access to the Internet and help you to avoid the cost of building redundant physical infrastructure
at remote office sites. You can also leverage the connectivity of 4G cellular networks as backup connections
to locations that already have primary wired connections.

Enterprise networks respond to IT innovations and show their business agility by quickly adopting the
software-defined WAN (SD-WAN) technology. The financial benefits of SD-WAN include automated
provisioning to improve operational efficiency, lower WAN operational expenditures (OpEx), and lower
capital expenditures (CapEx). You can use SD-WAN to optimize application experiences and network
performance by prioritizing business-critical applications on the network links that guarantee
Quality-of-service (QoS).

Juniper Networks solutions satisfy the following business needs for branch site deployments:



¢ A solid and cost-effective business continuity plan that ensures continuous business operations even
when WAN connectivity is interrupted.

e Data integrity and confidentiality protection.

Segregated networks for guest and internal users.

¢ Basic wireless—by using a site survey, you can determine the quantity and placement of wireless access
points throughout the office to ensure adequate wireless coverage.

e PoE+ support for desk phones, smart cameras, and wireless access points
e Support up to 50 active client (guests and employees) devices at any given time.

e Manage the connectivity for guest and employee devices. Employees may have multiple devices, like a
desk phone, laptop, and smartphone.

Benefits for a Midsize Branch Office Solution.

The midsize branch office solution from Juniper Networks offers a low-cost, low-maintenance, and secure
solution using an SRX Series device to provide security, EX4300 family of switches to provide versatility,
and Mist access points to provide a stellar wireless experience.

Technical Overview

The EX4300 family of switches is a versatile platform that satisfies the demands of an enterprise's campus
and branch locations. They support IEEE 802.3af Power over Ethernet (PoE) and IEEE 802.3af PoE+ ports
up to 30W. You can interconnect the switches as a single logical device in a virtual chassis to add Ethernet
ports as needed and still keep the simplicity of managing a single networking switch. The platform delivers
a cost-effective solution for 1GbE or mixed 1GbE/10GbE/40GbE environments that you can tailor to the
specific demands of each location.

MIST access points provide the wireless network of tomorrow today. Their built-in Al capabilities enable
a self-driving wireless network, which continuously evaluates the state of the network and proactively
resolves issues that may jeopardize the stellar user experience.

The SRX Series device brings the next-generation firewall capabilities, 4G LTE, and advanced SD-WAN
capabilities. With Junos OS, you can manage all the wired networking equipment using one CLI. Furthermore,
Junos OS supports AppQoE, the industry-leading application that monitors primary and secondary wired
links on an SRX Series Services Gateway in the branch. If traffic performance in the primary link falls below
the acceptable levels specified in the SLA, traffic automatically switches to the secondary link. For added
reliability, you can also configure an additional backup cellular wireless LTE connection to the Internet to
ensure business continuity if both the primary and secondary links fail.



Figure 1 on page 7 shows a typical branch office setup with connections to corporate headquarters
starting from an SRX Series Services Gateway and going over the internet to the headquarters.

Figure 1: Branch Office with Redundant Internet Connectivity
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LAN Segment

A typical branch office has three independent connections to the Internet.

e Wired connection to the corporate headquarters with guaranteed QoS link. The link is built on an MPLS
network.

o Local broadband Internet access.

o Wireless connection with 2G, 3G, or 4G LTE.

The connection to the branch terminates on an SRX Series Services Gateway. The SRX Series Services
Gateways provide next-generation firewall (NGFW) capability along with wired and wireless services to
onsite employees that include:

o SD-WAN driven access to the Internet

Next-generation firewall protection

Antivirus protection

Enhanced web filtering

Intrusion prevention

¢ Advanced application visibility and control



The throughput capacity of the three Internet links is not equal. The primary link (MPLS) provides a lower
throughput at a guaranteed quality of service (QoS) compared to the broadband Internet link. The LTE link
delivers lower throughput compared to the broadband Internet connection, and it does not have the
guaranteed QoS of the MPLS link.

Business-critical applications have priority over all other traffic. They will predominantly use the primary
MPLS link which has QoS guarantees. The non-critical applications will use any remaining throughput
capacity on the primary and secondary links. LTE is configured as a backup link and becomes active only
when both primary and secondary links are down or unavailable. Configurations of the MPLS link and
WAN technology are similar to Asymmetric digital subscriber line (ADSL), very-high-bit-rate digital subscriber
line (VDSL), and T1/E1 and is beyond the scope of this document.

How to Configure a Midsize Branch Office using
Juniper Mist Cloud

Requirements

This example shows how to configure a WAN link in Active/Active mode with an LTE backup link on the
SRX300. You'll need the following hardware and software components:

e One SRX300 Series device (SRX320, SRX340, SRX345, SRX380 or SRX550M): Software version: Junos
OS Version 19.4R1.

e One EX Series ethernet switch (EX2300, EX3400, or EX4300): Software version: Junos OS Version
19.4R1.

e Two MIST access points (AP12, AP41, AP43, AP61, or AP32).
e One LTE Mini-PIM for the SRX300.

e One SIM card with a subscription for data services.

Overview

In this example, we configure an SRX320 to provide the wired and wireless connections for on-site

employees to the Internet and Intranet and wireless Internet access to guest devices. The primary link is
on an MPLS network, the secondary link is broadband Internet over Ethernet, and the backup link uses an
LTE network. The primary and secondary links are configured in Active/Active mode. Traffic is not routed



through the LTE modem unless both the primary and secondary links go down. The switch connects to
the SRX device and provides the Layer 2 functionality and ports for the branch. Moreover, you can configure
a virtual chassis (VC) with multiple EX2300, EX3400, and EX4300 switches to provide higher port density
for the branch. For wireless access, we connect two Juniper access points to an EX switch.

Figure 2 on page 9 shows the branch office topology.

Figure 2: Branch Office with Redundant Internet Connectivity
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Our topology has the following hardware layout on the SRX Series device:

e The LTE Mini-PIM is installed in slot 1 on the SRX Series device.

e The SIM card is installed in slot 1 of the LTE Mini-PIM.

e The primary MPLS link is connected to ge-0/0/6 interface.

e The broadband Internet link is connected to interface ge-0/0/7.

e The interface cl-1/0/0 identifies the slot for the modem Mini-PIM.
e The link over the cellular network terminates on interface dI.O.

e The wired ports ge-0/0/6 and ge-0/0/7 receive their IP address, network mask, and default gateway
via DHCP.

e The cellular service provider assigns the IP address, network mask, default gateway to the LTE interfaces
(cl-1/0/0 and dI1.0).



On the EX switch, we have the following layout:

e Interface ge-0/0/0 on the EX switch is connected to interface ge-0/0/0 of the SRX.

e The access points are connected to ports ge-0/0/9 and ge-0/0/10 of the EX switch.

We will configure two security zones, a trusted security zone named trust and an untrusted security zone
named untrust, on the SRX device. By having interfaces in different security zones, we can separate the
traffic and mitigate the risks on the corporate intranet. Security zones are used to implement clear and
simplified security policies. We host interfaces with access to the Internet in the untrust zone and internal
interfaces that access the corporate Intranet in the trust zone. While there are six VLANs listed, only four
are routable. Specifically, we configure four interfaces (VLAN and IP interfaces)—one for each of the four
types of devices that are connected in the branch office along with the default VLAN. The VLANSs are as
follows:

e VLANT1 is the default VLAN used by the SRX device and is configured on all access ports on the switch.

e VLAN1O is used by all wireless traffic, including all of the management traffic of the Juniper access
points.

e VLAN20 is used by the loT devices that are commonly found in buildings, such as lighting and HVAC
controllers.

e VLANSO is used by the surveillance cameras in the office.
e VLANA4O is the wired VLAN used by employee computers and is routed to the corporate Intranet.

e VLAN99 is a wired VLAN that we use as a restricted VLAN for all ports where dynamic profiling is
enabled in the switch. It is a non-routable VLAN. Devices initially connect to VLAN99 and once the
device is identified by the SRX, it assigns the device to an appropriate VLAN and port.

See Figure 3 on page 10 and Table 1 on page 11 for information on the interfaces, security zones, and
security policies that are configured on the SRX for this example.

Figure 3: Security Zones
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Table 1 on page 11 lists the security policy that you should define and the expected behavior for traffic
flows between the trusted and untrusted zones.



Table 1: Security Policies for Zones

From Zone

trust

untrust

trust

untrust

To Zone

trust

untrust

untrust

trust

Security Policy Behavior to Allow Traffic

No

No

Yes

Trust-initiated only.

Table 2 on page 11 lists the VLAN and the IP address information for the interfaces.

Table 2: VLAN and IP Address on the Interfaces

Interface

dl.o

ge-0/0/6

ge-0/0/7

Irb.0

ge-0/0/0.10

ge-0/0/0.20

ge-0/0/0.30

ge-0/0/0.40

VLAN ID

10

20

30

40

IP Address

DHCP

DHCP

DHCP

192.168.1.1

10.10.10.1

10.10.20.1

10.10.30.1

10.10.40.1

Network Mask

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

Table 3 on page 11 lists the VLANS, usage, and port type used in this example. All other ports on the SRX
Series device and EX switch are untagged VLAN ports.

Table 3: VLAN Usage

VLAN

vlanil

VLAN ID | Name

1 Def

ault

SRX to EX Port

Type

untagged

Usage

Used by the SRX device and all access ports.



Table 3: VLAN Usage (continued)

SRX to EX Port

VLAN VLAN ID @ Name Type Usage

vlan10 10 WLAN tagged Used for wireless traffic. This includes all
management traffic for the Juniper access
points.

vlan20 20 loT tagged Used by all loT devices.

vlan30 30 Security tagged Used by the surveillance cameras.

vlan40 40 Corporate tagged VLAN on the wired Ethernet used by
employees.

vlan99 99 Restricted — Used in switch ports where a dynamic profile

assigns a default restricted VLAN.

Configure the SRX Series Device

Overview

This section shows how to configure the SRX Series device starting logically from the lower layers to the
upper layers of the network. We start our configuration on a SRX device with its factory default
configuration. Alternatively, you can use the zeroize command to reset the SRX to its factory-default
settings.

1. Set the hostname and password for the SRX device. In this example. we use Mist-SRX-GW as the
hostname

set system host-nanme M st - SRX- GW
set system root-authentication plain-text-password

2. Configure the time zone on the SRX device and add a DNS and NTP server. In this example, we set the
time zone to America/Los_Angeles and use an IP address of 8.8.8.8 for the DNS server and
216.239.35.12 for the NTP server.



set systemtinme-zone Anmerical/lLos_Angel es
set system nane-server 8.8.8.8
set systemntp server 216.239.35.12

3. Create the four VLANS for the four types of branch office devices that will connect to the corporate
intranet and the VLAN for the access points. See Table 3 on page 11.

set vlans vlanl0 vlan-id 10
set vlans vlan20 vlan-id 20
set vlans vlan30 vlan-id 30
set vlans vlan40 vlan-id 40

4. Configure the interface (ge-0/0/7) as the primary Internet link and set the interface to be a DHCP
client.

set interfaces ge-0/0/7 unit O description "WAN Interface 1 - Primary"
set interfaces ge-0/0/7 unit O famly inet dhcp vendor-id Juniper-srx320

5. Configure the modem interface (LTE-MPIM) and activate the slot seated with the SIM card.

set interfaces cl-1/0/0 description “WAN Interfaces 2 — Backup”

set interfaces cl-1/0/0 dialer-options pool 1 priority 100

set interfaces cl-1/0/0 act-sim1

set interfaces cl-1/0/0 cellular-options sim1 radi o-access automatic

6. Configure the dialer interface.

set interfaces dl0O unit O famly inet negoti ate-address
set interfaces dlO unit O fam |y inet6 negoti at e-address
set interfaces dlO unit O dialer-options pool 1

set interfaces dlO unit O dialer-options dial-string “*99”

7. Create a security policy to allow traffic between the trusted and untrusted zones. Be sure to include
the desired network segments and applications in the policy.

set security policies fromzone trust to-zone untrust policy allowin-zone natch
sour ce- address 192.168. 1. 0/ 24

set security policies fromzone trust to-zone untrust policy allowin-zone match
sour ce- address 10. 10. 10. 0/ 24



set security policies fromzone trust to-zone untrust policy allowin-zone natch
sour ce- address 10. 10. 20. 0/ 24

set security policies fromzone trust to-zone untrust policy allowin-zone nmatch
sour ce- addr ess 10. 10. 30. 0/ 24

set security policies fromzone trust to-zone untrust policy allowin-zone match
sour ce- address 10. 10. 40. 0/ 24

set security policies fromzone trust to-zone untrust policy allowin-zone natch
desti nati on- address any

set security policies fromzone trust to-zone untrust policy allowin-zone nmatch
application any

set security policies fromzone trust to-zone untrust policy allowin-zone then
permt

8. Configure the SRX device to allow the EX switch to obtain an IP address from the DHCP pool and to
connect to the Internet. This allows the EX switch to connect to Juniper Mist Cloud. Modify the security
policy to allow ICMP ECHO (ping) and DHCP service messages in the trusted security zone and add
the irb.O interface to the security zone.

NOTE: We configure DHCP services later in the document as part of the“Application Quality
of Experience on a SD-WAN"” on page 39.

set security zones security-zone LAN-NETs host-inbound-traffic system services
pi ng
set security zones security-zone trust host-inbound-traffic systemservices dhcp

set security zones security-zone LAN-NETs interfaces irb.0
set interfaces irb unit 0 famly inet address 192.168.1.1/24

9. Configure the system logs that we will need to collect from the SRX device. In this example, we set the
maximum size of the Syslog to 100KB, keep the 3 most recent files only, set the files readable by all
users, and add all emergency log messages related to users to the syslog.

In addition, we configure other system logs to capture interactive commands and session status using
the following syslog messages:

Messages Syslog file Name File Size

Severity level messages from all facilities LOG-Messages 100 KB

Severity level messages from the authorization facility



Messages

Any severity level message from the interactive

commands facility

RT_FLOW_SESSION_CREATE events

RT_FLOW_SESSION_DENY

RT_FLOW

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og
syst em sysl og

archive size 100k
archive files 3
archi ve worl d-readabl e
user * any emergency

Syslog file Name

LOG-Interactive-Commands

LOG-Accepted-Traffic

LOG-Blocked-Traffic

LOG-Sessions

file LOG Messages any notice

file
file

file
file
file
file

file
file
file
file
file
file
file
file

10. Commit the configuration

comm t and-quit

LOG Messages

aut hori zation info

File Size

1MB

1MB

1MB

LOG | nteracti ve- Commands i nteracti ve-conmands any

LOG Accept ed-

Traffic any any

LOG Accepted-Traffic nmatch RT_FLOW SESSI ON_CREATE

LOG Accept ed-
LOG Accept ed-

Traffic archive size 1m
Traffic archive files 3

LOG Bl ocked-Traffic any any

LOG Bl ocked-Traffic

LOG Bl ocked- Traffic archive size 1m
LOG Bl ocked-Traffic archive files 3

LOG Sessi ons
LOG Sessi ons
LOG Sessi ons
LOG Sessi ons

any any

mat ch RT_FLOW
archive size 1m
archive files 3

11.Set the Access Point Name (APN) for the SIM in the modem (LTE-MPIM).

mat ch RT_FLOW SESSI ON_DENY

request nmodemwirel ess create-profile profile-id 10 access-point-nanme broadband

cl -

1/0/0 slot 1



At this point, the SRX device is providing Internet access to the EX switch and the Juniper access points.
Once the EX switch and Juniper access points are configured, we will modify the configuration on the SRX
to accommodate the trunk ports that are connected to the EX switch.

Results

WARNING: To avoid using an additional cable during configuration, you must follow

A the instructions as detailed. When we configure the SRX interfaces as trunk ports to
the EX switch, the switch will lose access to the Internet. We restore the Internet
connection on the SRX later in this document.



Configure the EX Series Switch in the Juniper Mist Cloud

Overview

With Juniper Mist cloud services, you can use Juniper Mist Wired Assurance to centrally manage all your
Juniper switches. Juniper Mist Wired Assurance gives you full visibility on the devices that comprise your
network’s access layer.. The Juniper Mist portal provides a user interface to access your architecture
through the Al-driven cloud services with your Juniper Mist account. You can monitor, measure, and get
alerts on key compliance metrics on the wired network including switch version compliance, PoE compliance,
switch-AP affinity, and VLANSs insights. Juniper switches and Juniper access points (APs) combine to
support dense, heavily utilized networks that can host a large number of mobile devices, and provide
end-user security with reliable performance.

We group the adoption and management of EX Series Switches into three categories:

e Day 0 represents zero-touch and single-click activation for adopting new and existing switches into the
Juniper Mist Cloud.

o Day 1 represents template-based configuration for managing switch configurations across the organization,
multiple site, or individual switches.

o Day 2 represents ongoing switch insights and intelligence, leveraging the Marvis Virtual Network Assistant
driven by Mist Al.

How to Activate a Greenfield Switch

To adopt a cloud-ready switch (greenfield switch) manually, you need an activation code for the switch.
Activation codes are sent by e-mail to the address on record at the time of purchase. You can also contact
the Juniper Mist Customer Engagement team to get your activation code. Using the activation code adopts
the switch and any Juniper access points that are part of the purchase order, as well as claims any
subscriptions that are included in your purchase. A cloud-ready switch comes with the claim code and
cloud ready sticker on the packaging box and with a QR code on the front or back of the switch depending
on the model type.

Figure 4: Cloud-ready switch and QR code
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Step-by-Step Procedure
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This procedure describes how to manually add a cloud-ready switch to the Juniper Mist Cloud.

1. Use a Web browser to log in to your Juniper Mist account. The Monitor page appears, showing an
overview of the Juniper Mist cloud and any Juniper access points and clients that are already connected.
Click on Organization > Inventory in the menu on the left to open the Juniper Mist Inventory Screen.

Inventory [ s (B | o eneors - Gl swiches | [ Adopt s

2. Select Switches at the top of the Inventory screen, and click the Claim Switches button and enter the
activation code or claim code for the switch.

Claim Switches and Activate Subscriptions x

Enter Switch claim codes or Activation codes Site Assignment
4 Assign claimed Switches to site

Primary Site -

Name Generation

[ Generate names for Switches, with format:

Format includes arbitrary text and any/none of these
options

Manage Configuration

Manage configuration with Mist
Root Password

.......... Reveal

Claim Cancel

3. Complete the fields on the screen. Select the Manage configuration with Mist check box and enter a
root password for the switch. Note that this choice puts the switch under the management of the
Juniper Mist portal. As such, we recommend that local configuration using the CLI be restricted to
prevent conflicts (for example, you might want to create a system login message on the switch to warn
against making configuration changes locally, from the CLI).


https://manage.mist.com/

NOTE:

4. Unbox your switch, connect the management port of the switch to the Internet, and power it on. As
part of the zero touch provisioning (ZTP) process, the switch automatically accesses the phone home
server (PHS) and connects to the Juniper Mist Cloud for configuration updates.

Once the ZTP process resolves, the switch automatically appears in the Inventory page. If the switch
does not appear after a few minutes, despite refreshing the web page, try logging out and then logging
back in. If you still do not see the switch, see “Troubleshooting” on page 21 for information about how
to confirm whether the device is connected to the cloud.

How to Activate a Brownfield Switch

Brownfield switches are switches being brought into the Juniper Mist Cloud from a previous deployment.
We recommend that you back up the existing configuration on the switch before getting started. To
prevent users from using the CLI to configure the switch after it has been adopted into the Juniper Mist
Cloud, you may also want to create a system login message on the switch to warn against making
configuration changes, or you can restrict their management access altogether by changing the password
or placing restrictions on the CLI user accounts.

How to Manually Add a Brownfield Switch to the Juniper Mist Cloud

Step-by-Step Procedure

This procedure describes how to set up a secure connection between a supported EX Series switch running
a supported version of Junos OS. Be sure you can log in to both the Juniper Mist portal and the switch
since you will be making configuration changes to both systems.

1. Loginto your organization on Juniper Mist Cloud Click Organization > Inventory to open the Inventory
screen.

nventory [Wesrin [ | o Enieorg = )| [ oa

2. Select Switches at the top of the Inventory screen and then click Adopt Switches in the upper-right
corner to generate the Junos OS CLI commands needed for the interoperability. The commands create


https://kb.juniper.net/InfoCenter/index?page=content&id=KB21476&actp=METADATA#ex_series
https://manage.mist.com/
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a Juniper Mist user account and an SSH connection to the Juniper Mist Cloud over TCP port 2200
(This is the TCP port value used for the management session that is used for configuration updates and
sending telemetry data).

Switch Adoption x

Use this CLI command to adopt a Juniper Switch: Copy to Cliphoard

set system services ssh protocol v2

set system login user mist class super-user

set system login user mist authentication encrypted-password
$63ubRasGATEMENONNSEZQoVYCgHMTVoUT|BOTORBWhHDS7O7hQuwkPC76qTCposBh) S HILRORXKuyfLXBS M2TKZOACIU
3qjziTkoglyo.

set system services outbound-ssh client mist device-id 9777¢1a0-6ef6-11e6-8bbf-02e208b2d34f

set system services outbound-ssh cllent mist secret

3ff2758d1e996be43af024a36adb845a26c2186¢41 abdfe0dS6baTd4s2e72b2b7 4de8854a0ee1f4c29f332d5fdchbfe2588bd
d55a97d9b273dd0bféed21c7 1beT

set system services outhound-ssh client mist services netconf keep-alive retry 3 timeout 5

set system services outhound-ssh client mist oc-term.mistsys.net port 2200 timeout 60 retry 1000

In the window that appears, click Copy to Clipboard to get the commands from the Juniper Mist Cloud.

On the console of the switch, type configuration to enter configuration mode and then paste the
commands you just copied (type top if you are not already at the base level of the hierarchy).

On the Juniper Mist portal, click Organization > Inventory > Switches and select the switch you just
added.

Click the More drop-down list at the top of the screen, and then click Assign to Site to continue making
your selections as prompted.

Confirm your connection from the switch to the Juniper Mist Cloud in the Junos CLI by typing show
system connections.

user @ost > show system connections | grep 2200
0
tcpd 0 O 10.10.70.89.63208 <ip-address>. 2200 ESTABLI SHED



The output shows that the switch established a connection to the Juniper Mist Cloud. It includes the
IP Address of the management interface, the IP address of the Juniper Mist Cloud and the connection
status.

Troubleshooting

Confirm your connection from the switch to the Juniper Mist Cloud by running the Junos OS command
below on your switch console.

user @ost > show system connections | grep 2200

The command output shows the switch connection to the Juniper Mist Cloud. It includes the IP address
of the management interface on the switch, the destination IP address of the Juniper Mist Cloud, and the
connection result.

tcp4 0 O 10.10.70.89.63208 <ip-address>.2200 ESTABLI SHED

If you do not see the switch in the Inventory list, the SRX may be blocking the acknowledgment messages
for the initial connection request. If the SRX is blocking the inbound packets over TCP port 2200, add a
firewall rule to enable communication on port 2200. The switch will appear in Organization > Inventory
> Switches.

Day 1: Use a Template-Based Configuration with Device and Port Profile

Overview

A key feature of switch management through the Juniper Mist Cloud is the ability to use configuration
templates and a hierarchical model to group switches and to make bulk updates. Using templates allows
you to have consistent configurations across the organization and to conveniently apply them with
granularity to a particular switch as well as at scale across your entire network.

You can create a template configuration and then apply those settings to all the devices in a group. When
a conflict occurs, the more narrow settings override the broader settings. For example, when there are
settings at both the branch and organizational levels that apply to the same device, the more narrow
settings (in this case, branch) override the broader settings that are defined at the organization level.

Figure 5 on page 22 shows the configured network behind the SRX device.
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Figure 5: Network Behind the SRX Device
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Procedure

The following procedure configures the EX switch based on this configuration example.

Step-by-Step Procedure

1. To create a Switch Configuration template, click on Organization > Switch Template in the menu on
the left. In the Switch Configuration template, we define the standard configurations that are used for
all the switches in the branch. For this example, we will take the following actions:

Click on the headings (All Switches Configuration, Shared Elements, and Select Switches Configuration)
to expand the configuration and the down arrow to collapse the configuration.

a. Under All Switches Configuration, we will add the following:

e Under RADIUS, add a RADIUS server for the organization or branch.



e Under NTP, add the NTP server for the branch.

Monitor

& < emplates: PROD-Template
ooy Marvis™
o INFO
23 Clients

Name
(7] Access Points

PROD-Template
Switches

All Switches Configuration v
F} Gateways Configuration applying to all switches managed by the template
<7 Location RADIUS NTP CLI CONFIGURATION 1
ool) Analytics Authentication Servers NTP Servers Additional CLI Commands
~ 4422 set groups basic system login message "\n\nAccess to this
B Newwork 192168110 1812 equipment and associated network, resources or data \nis
oo restricted to those authorized. This equipment \nand related
networks, resources or data may only be used for the
54.203.27.225: 1812
@ Organization (comma-separated)
Add Server
Timeout |5 (0~ 3600 seconds!
Retries |3 ©-10

Accounting Servers

192:168.1.10: 1813

54.203.27.225: 1813

Add Server

Interim Interval | 600 (600 - 86400 seconds,

b. Under Shared Elements, we will add the following:

e Under Networks, add the VLANSs for the branch—vlan10 (native VLAN for access points), vlan20
(loT network), vlan30 (Security Network), vlan40 (Corporate Network) and vlan99 (Restricted).

e Under Port Profiles, create the new port profiles, such as "mist_ap”, camera_device” and
“corp_device,” for the related port and map the port profiles to the above VLAN.

o Under Dynamic Port Configuration, create a rule that assigns the port profile “mist_ap” to Juniper
access points automatically. Our rule uses LLDP to detect the chassis ID and when it identifies a
device where the first three octets of the MAC addresses match our Juniper access points, it
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assigns the device to the Juniper access point profile that was created. In the figure below, we

use “xx-xx-xx" as an example.

¢ Switch Templates - PROD-Template

Marvis™

) INFO
Clients
Name
Access Points PROD-Template
All Switches Configuration
Gateways
Shared Elements v
/ Location Elements shared among switch configurations
uﬂu Analy DYNAMIC PORT CONFIGURATION PORT PROFILES
pply por s to ports b onnected
Network . Irst matchin e will be applie r nust have Port configuration for a set of related ports
* Systerr c
Edit Rule v X ap default (1), trunk, edge
Check | LLDPChassisiD v camera_device camera_netwark (30), access
Selectthe | 15t | segment (separated by ) corp_device corp_network (40), access, edge
Start at character offset | 0 (0 = first character)
* default default (1), access
If text starts with
Add Profile
Apply Configuration Profile
mist-ap

¢. Under Select Switches Configurations, we will add the following:

NETWORKS

Named VLAN IDs that can be used by Port Profiles
* 1

camera_network 0
corp_network 40
# default 1
lot_netwaork 20

X | Add Network
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e Under Port Configuration Rules, define the port configuration rules and map the port profiles to
the physical ports in the switch. Create a rule to associate the port profile with your switches, in
the example we have an EX2300 switch with a role of “access.”

€ monicor < Switch Templates : PROD—Template

o/ow Marvis™

INFO
,9‘3\ Clients

Name
D Access Points PROD-Template
Switches

All Switches Configuration
@ Gateways
Shared Elements
<7 Location
Select Switches Configuration v
aal] Analytics Configuration applying to switches matching certain conditions
E\D\:\ Network T
access-2300 m Port Config | CLI Config

role:access model:EX2300*

@ Organization

Name
default

L . access-2300
all remaining switches

Applies to switch name offset

Applies to switches if the provided text can be found at the
selected character offset (0 = first character) within the switch
name

| Applies to switch role v| Applies to switch model

access EX2300* W
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e Map the port profiles to physical ports in the switch

@) Monitor
‘E-. Marvis™
2. Clients

E] Access Points
Switches

6 Gateways
</ Location

I:IEII] Analytics

[u]
oo Newwork

@ Organization

< Switch Templates : PROD-Template

INFO

Name

PROD-Template

All Switches Configuration
Shared Elements

Select Switches Configuration v
Configuration applying to switches matching certain conditions

access-2300 Info QGCLIEE CLI Config

role:access model:EX2300*

Apply port profiles to port ranges on matching switches

default

all remaining switches
ge-0/0/5 iot_device
ge-0/0/6 corp_device
ge-0/0/7 camera_device
ge-0/0/4 restricted_dev...
ge-1/0/4 restricted_dev...
Unassigned ports Default

Add Port Range
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e Enable the dynamic port profile assignment by mapping the switch port to a “restricted_device”
profile. This maps a port profile to a VLAN with restricted access and enables “Dynamic
Configuration.”

S < Switch Templates : PRO D-Template

.«E‘ Marvis™

INFO
{9"‘ Clients
Name
E] Access Points PROD-Template
Switches
All Switches Configuration
6 Gateways
Shared Elements
<7 Location
Select Switches Configuration v
onl] Analytics Configuration applying to switches matching certain conditions
DDC! Network
access-2300 Info CLI Config
role:access model:EX2300*
@ Organization
Apply port profiles to port ranges on matching switches
default

all remaining switches Edit port range ) v X

[ ] Port Aggregation

Port IDs

| ge-0/0/4
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)

Configuration Profile

restricted_device restricted (99), access, edge WV

[w#] Enable Dynamic Configuration

If you have features that are not supported on the Juniper Mist Cloud, you can include the statements
in the CLI configuration text box.



2. To map the switch template that you created to your site, click Network > Switch Configuration in the
menu on the left. Select the check box next to your site and click the Assign to Template link to map
the “PROD-Template” to your site.

Switch Configuration
1 5ite
SITE A SWITCHES CONFIGURATION TEMPLATE
Primary Site 1 PROD-Template

<7 Location

nl:lﬂ Analytics

o Netwark

@ Organization

3. To configure devices at the branch office, click Switches in the menu on the left, select Primary Site
and add the switch to the primary site. In this example, the Primary Site is the branch office.

Switches Branch-1 v List  Topology Location Search a

3 7 26W

ents  Total AP Power

B0l Version Compliance I::l Swiitch Uptime |

Switches Mi

St APs Wiire

cli
1

CV1819AN102.5G-Site. SUJ1 | Ex2300-vC =
10.10.10.1 " 101040.2 0 B 2

[ ar-ar
______———{[Sleasve [ Apa3-2
“_____——@ EV1B19AN 10256 5ite SUJ...
O Primarysite HomesSwitch 1 £=> 00:00:5E:00:53:10

Ex3400-vC

Click on each switch for more details. The switch inherits its configuration from the template. If you
want to override any of the settings, you can include additional CLI commands at the switch level.
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Additional CLI commands are combined with the template configuration commands and then sent to

the switch.

¢ switches - EX2300-1

A, Marvics

EX2300-C-12P
a5 PP Ulink

m Switch-AF A r..,-,|
2 o corvionce | Y v
m Version Complance

m Swatch Uptime

IP CONFIGURATION
P Address
& DHCP Saatic

Mt (VLAN]

dedsilt

IP CONFIGURATION [OUT OF BAND)

P Address
@ DHCP Saatic

Matweti (VLAN]

dedault

NTP
& Override Sne/amplate Setings
NP Servers

e googhe com

{eomma-separated)

PROPERTIES
INSIGHTS witch in
MAL ADDRESS D0:00:5E:00:53-00
MODEL EXB00-C-12¢
VERSION 20.4 30630_dev_co.

Switch Configuration

‘Configuration is Managed by Mist

PORT CONFIGURATION

Port Profile Assignment

*
peO/0E Defauit
gras1n Updink
geoion AP

* gedvod ist-ap

* gedirs iot_device

* ge0i0ie corp_device

* geaiarT camera_device
Unassigned ports Dafault

Add Port Range
PORT PROFILES

Port configuration for a set

related ports

*ap k. edgy
* camera_device Van30 [30), acoess
* corp_device viand) (40 access. ecige
* default L

| Add Profile
NETWORKS

Mamad VLAN ID5 that can b d by Part Prafiles

* viand0

- CPU | Mamory | Temp  PeE @ PSUs @ Fans
STATISTICS
STATUS
1P ADDRESS 10.10.40.2
MIST AFS
WIRELESS CLIENTS ]
TOTAL POWER DRAW o.oowW
UPTIME 144 19h Bm
LAST SEEN BASIE PML Aug 10

RADIUS
Override Site/Template Sestings

Authenticanan Saners

(LRI RRT-ERLLHS

Timeout S 19 - 3600 seconds)

Retries 3

Accounting Servers

192.968.1.10 : 1813

Inverien Interval - @ 3600 second:

CU CONFIGURATION

Ste/Template CLI Commands

Adenienal CLI Comemands

o ursit 20 family inet address

s uriit 30 faemily inet acidress
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Wireless Configuration on the Juniper Mist Cloud

Juniper Mist Wi-Fi Assurance, driven by machine learning on Juniper Mist, replaces manual troubleshooting
tasks with automated wireless operations. This subscription service makes WLANSs predictable, reliable,
and measurable with unique visibility into user service levels. You can set up and track service-level
thresholds for key wireless criteria connection metrics, such as time to connect, capacity, coverage, and
throughput.

Juniper Mist Wi-Fi Assurance provides the industry’s most scalable guest access solution with flexible
options including multiple language support, customizable branding, social login, external captive portal
integration, and AAA/RADIUS integration.

Step-by-Step Procedure

1. To create the templates for the branch office, click Organization > Config Templates in the menu on
the left.

2. Select whether you want to apply the template to the entire organization or to specific sites. For this
example, we apply our configuration to the entire organization.

s O @
¢ Config Templates : Branch [ coe JEEE] o NEEEN

Name WILANS sduian | WLAN Data Tunnels A Tl

Branch o = mane Steuney. [ —— pranset r—

uuuuuuuuuu

Except for these sites (exceptions)

O Limited to APs in profiles




3. Create the WLAN template for this branch. We will use this template to create the SSIDs (WLANS)
needed for the branch. For our example, we enabled 802.1x authentication with the RADIUS server
for security and selected Untagged as the supported VLAN type.

Create WLAN o
SsiD Security
Sranch O WPA-2/PSK with passphrase Reveal

& Wea-2/EAP (B02.1X)

WLAN Status O Open Access
® gnabled O Disabled Mare Qptions
O Hide ss10 O Prevent banned dients from associating

{Co are)

Radio Band Edit banned elients in Network Security Page

® 24CGHzand5GHz O 24GHz O 5GHz Fast Roaming

Band Steering ® Default
O oppenunistic Key Caching (OKC)
O Enable o 1?" ' y Caching (
e

Client Inactivity
Drop inactive clients afcer | 1800 seconds RadSec
O Enabled ® Disabled O Mist Edge Proxy

RADIUS Authentication Servers

Geofence Contact Mist for Firmware
O Minimum client RSS1(2.4G) | 0 192,168.1.10 1812 primary
O Minimum client RSSISEE) | O Add Server
Block clients having RSS! below the minimurr
RADIUS Accounting Servers
192.168.1.10 : 1813 primary
Data Rates
Add Server
® Compatible (allow all connections)
O Mo Legacy 2.4G, no 11k) O Randomize authentication and accounting server per AP

O High Density (disable all lower rates)

O Custom Rates NAS |dentifier

WiFi Protocols MAS IP Address

wiF-6 ‘® Enabled O Disabled

WLAN Rate Limit CoA/DM Server

O Enabled ® Disabled
O Limit uplink to | 10 Mbps “| fakie o

O wimit downlink to | 20 Mbps ~

VLAN

Per-Client Rate Limit -
erilient Rate Limi ® Untagged O Tageed O Pool O Dynamic

O wimit uplink te | 512 | Kbps *
[ wirnit downlink ta | 1 Mbps =
Guest Portal
Application Rate Limit @ No portal (go directly to internet)
O Enabled ® Disabled O Custom guest portal

O Forward to external portal

O 550 with Identity Provider (T} Contact Mist for Firmware

s guest/external portal in case of exception

Lo JEEE




4. To create a site for “Branch-1", click on Organization >Site Configuration in the menu on the left and
select Create Site.

e ——
Sites [ |

a
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5. Enter all relevant information for this site.

ion: Branch-1

Information Location
[] Access Points Site: Name required Lascation Search (or click on the map) required
Branch-1 Street address or latitude, longitude
Site 1D
Ol 4c4-9653-50dbeab BAVLABE | 1o |
Leeatian 7 53 592 ra
s1 Palo Alto
Eonuy yl
United States - i
‘alo Allo
Time Zone " Mily
. rd -
AmericafLos Angeles (GMT -DE:00/-07:00) w
@]
Mountain MORTH SAM JOBI
» iy Miew
Notes + Sunnyvale
Add Notes
' —_— v Santa Clara
4 Map  Satellite St
LUDE Map data ©2020 Google  Terms of Use.
Street Address
RF Template 1133 Innovation Way, Sunnyvale, CA 54089,
Mo RF template o Latitude . Longitude

Site Groups Engagement Analytics

+* O Enable

Dvwiell Time Categories (value in seconds between 0 and 18 hours)

Categories Min dwell Max dwell
Firmware Upgrade
Passerby 1 300
Enable Auto Upgrade Custemer 301 14400
Upgrade Verzion Associate 14401 28800
® Auto upgrade to production firmware Asset 28801 42000
O Auto upgrade to re2 firmware Active Haurs
O Auto upgrade to custom firmware Select Version
Day Start End
Upgrade Schedule Sunday 1200AM ~ 1200AM ~ |
Time of Day requred Day of Week Monday 1200AM + 1200AM ~ |
200am ~ ;osun v Tuesday 1200AM = 1200AM + |
Wednesday 1200AM 1200AM v |
Thursday 1200AM + 12:00AM ¥ |
Bluetooth based Location Services Friday 1200AM ¥ 1200AM |
O vBLE Engagement Saturday 1200AM = 1200AM * |
App Wakeup
O asser visibility Occupancy
Occupancy Analytics

6. You can assigned access points to the switch on the branch site. To claim an access point for the branch
site click on Access point > Claim AP in the menu on the left.



Additional SSID Configuration

In midsize branch offices, you often find multiple SSIDs and WLANSs for different VLAN groups with
different security. In our configuration, we configure the SRX switch port as a trunk port with native-vlan-id
enabled for the management of the access points. In the procedure below, we will update our branch site
to include WLAN networks for guest access and |IOT devices.

Step-by-Step Procedure



1. To edit the template for the branch office, click Organization > Config Templates in the menu on the
left.

- B

onfig Templaces : Branch

seaman | | WLAN Dota Tunnels A Tarent

s mna wamm saanry [P — - protosat e —

() Limiced to APs In prfiles

2. To create additional WLANSs for the branch office, click Add WLAN. We start by creating a WLAN with
an SSID for guest access on VLAN3O. To assign the VLAN ID, click Tagged and enter the VLAN ID.
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Edit WLAN

SsiD

| Branch-Guest

WLAN ID
| abfcbb?a-bete-4182-5b8d-b27757365e57

(o]

WLAN Status
@ Enabled O Disabled

O Hige ssip

Radio Band

® zaGHzand5GHz O 246Hz O 5GHz
Band Steering

O Enable

Client Inactivity

Drop inactive cients after | 1800 | seconds

Geofence Contact Mist for Firmware
O Minimum client RSSI {2.4G) | 0

O Minirmumn client RSSI (SG) | O

Block dients having RSEI below the minimum
Data Rates

@ Compatitle (allow all connections)
O Mo Legacy (2.4G, no 1)

O High Density [disable all lower rates)
O Custom Rates

WIFi Protocols

WiFi-6 ® Enabled O Disabled

WLAN Rate Limit
O tmitpiinkta |10 Mbps =
O Limit downlink to |20 Mbps ¥

Per-Client Rate Limit

O Limitupinkto 512

O Limit dewnlinkts | 1 Mbps =

Application Rate Limit

O Enabled ® Disabled

Security

O WPA-2IPSK with passphraze Pevea
C WPA-2/EAR (802.1%)
® Open Access

Mare Dptians

[ Prevent banned clients from associating

{Contact Mist for firmware)

Edit banned dients in Metwork Security Page

VLAN

O Untagged ® Tagged O Pool O Dynamic
VLAN ID

ES | 1- 4004

Guest Portal
O No portal (go directly 1o internety

® Custom guest portal Configure Porta
Edit Guest Autharization

Algwred Subnets.

Alowned Hostnames

Hostname Exceptions

Block access to these hastnames, even

in iz allowed

O Forward to external portal
O =50 with Identity Provider (1) Copact Mist for Femware

Bypass guest'external partalin case of exception
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3. In the Guest Portal workarea, click Custom guest portal to customize a WLAN for guest access.

Guest Portal Options x

T UGNEE ] Customnize Label ]-:unom.m Layout Autharization

Required Portal Fields

(if selected, users must provide some data for the field)

Full Name [ Emall Address [ Company Name

Custom Portal Fields Requirad

(Select bo show data field during login, deselect to hide) {Data required if enabled)
O custom Field 1

0 custom Field 2

O Custom Field 3

O custom Field 4

Preview Guest Portal | ox Cancel

4. Create an SSID (WLAN) and the corresponding VLAN that will be used by the different types of devices.
We create the SSID for IOT on VLAN20 and assign PSK enabled SSID for security. To assign the VLAN
ID, click Tagged and enter the VLAN ID.



Create WLAN

SsiD
| Branch-10T

WLAN Status
® Enabled O Disabled

O Hige ssip

Radio Band
® z4cHzand5GHz O 2406Hz O s5GHz

Band Steering

O Enatle

Client Inactivity

Drap Inactive cients afier | 1800 seconds

Geofence Contact Mist for Firmware

O Minimum dient 5512460 [0 |

O Minimum dient RESHSE) | 0 |

Bleck clients having R551 below the minimum

Data Rates

® compatible allow all connections)
O No Legacy {24G, no 11k}

O High Density (disable 21l lower rates)
' Custem Rates

WiFi Protocols

WiFi6 ® Enabled O Disabled

WLAN Rate Limit
O Limitwplinkta | 10 Mbps =
O Limix dowmlinkto | 20 [meps =

Per-Client Rate Limit

O Limit uplink to |512 |I*1:Ds '|
Mebps *

Application Rate Limit

O Limit donmlinkte |

O Enabled @ Disabled

Apply to Access Points

TR piahes | coedfears

Security

@ \WPA-2/PSK with passphrase | =

O WPA-ZEAP (802.1X)
O Open Access
Mare Options

O Prevent banned eients from assodating

ot Mist for firmware)

n Metwork Seourity Page

Fast Roaming

@ Default
Qe

VLAN
® Untagged O Tagged O Poal O Dynamic

Guest Portal

@ No portal (go directty to intemet)

O custam guest panal

O Forward to external portal

O 550 with Identity Provider  (Z) Consact Mist for Firmmare

Bypass g wtemnal portal in case of exception

oo [T
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When you are done, the SSIDs that you configured are displayed.

mict [0

@) menior ¢ Config Templates : Branch

Name WLANS Add WLAN. | WLAN Data Tunnels Add Tunnel
E Atcess Points Branch 2810 Band VLAN 1B Security Name Remote Peer Frotocel Authentication
) Branch-10T 246,56 20 WPA-2IPSK
Switches. Applies to
= Branch-Guest 24G,56 30 Open Access
=7 Lecatian Branch 24G,56 40 WPA-2FEAP (802.1X)

o0l Anatytics

o Network

Except for these sites {exceptions)
0 organization N

Repeat the procedure for the other VLANs. We are finished with the configuration on the EX switch
and the access points and will now complete the configuration for the SRX.

Application Quality of Experience on a SD-WAN

Overview

Application Quality Experience (AppQoE) improves the user experience at the application level by constantly
monitoring the quality of service parameters and Service Level Agreement (SLA) compliance of application
traffic. It ensures that the application data is sent over the most SLA-compliant link available. We enable
and configure AppQoE on the SRX device.

Let us consider the applications listed in Table 4 on page 39. For illustrative purposes, let us assume that
the applications Office365, Salesforce, and Zoom are business-critical for the organization and these critical
applications will be routed predominantly through the MPLS link. We will prioritize these applications on
the LTE link as well. The remaining applications use the broadband Internet access link as the primary link.
Finally, we reserve the LTE backup link only for business-critical applications. The noncritical applications
are inaccessible when we only have the LTE connection available.

Table 4: Typical Applications Used in a Branch Office

Critical
Applications Primary Link Secondary Link Application?
Office365 MPLS Broadband Internet Yes

Salesforce MPLS Broadband Internet Yes



Table 4: Typical Applications Used in a Branch Office (continued)

Critical
Applications Primary Link Secondary Link Application?
Zoom MPLS Broadband Internet Yes
Slack Broadband Internet MPLS No
GoToMeeting Broadband Internet MPLS No
Dropbox Broadband Internet MPLS No
Skype Broadband Internet MPLS No
Youtube Broadband Internet MPLS No

1. Configure the interface that connects the SRX to the EX. Add vlan1 as the native VLAN and add the
VLAN interfaces according to Table 2 on page 11.

set interfaces ge-0/0/0 flexible-vlan-tagging

set interfaces ge-0/0/0 native-vlan-id 1

set interfaces ge-0/0/0 unit 1 vlian-id 1

set interfaces ge-0/0/0 unit 10 fanmly inet address 10.10.10.1/24
set interfaces ge-0/0/0 unit 10 vlan-id 10

set interfaces ge-0/0/0 unit 20 vlan-id 20

set interfaces ge-0/0/0 unit 20 fanm |y inet address 10.10.20.1/24
set interfaces ge-0/0/0 unit 30 vlan-id 30

set interfaces ge-0/0/0 unit 30 fanmly inet address 10.10.30.1/24
set interfaces ge-0/0/0 unit 40 vlan-id 40

set interfaces ge-0/0/0 unit 40 fam ly inet address 10.10.40.1/24

2. Add the VLAN interfaces to the security zone named “trust”.

set security zones security-zone trust interfaces ge-0/0/0.10
set security zones security-zone trust interfaces ge-0/0/0.20
set security zones security-zone trust interfaces ge-0/0/0.30
set security zones security-zone trust interfaces ge-0/0/0.40

3. Create a DHCP server and an IP address pool for assigning to devices on vlan10. Configure the interface
ge-0/0/0.10 to be a DHCP Server.



set system services dhcp-Ilocal -server group CORP-NET interface ge-0/0/0.10

set access address-assi gnment pool AP-NET_DHCP- POOL family inet network

10. 10. 10. 0/ 24

set access address-assi gnnent pool AP-NET_DHCP-POOL fami |y inet range

AP- NET_DHCP- POCL- - - | P- RANGE | ow 10. 10. 10. 10

set access address-assi gnment pool AP-NET_DHCP-POOL family inet range

AP- NET_DHCP- POCL- - - | P- RANGE hi gh 10. 10. 10. 100

set access address-assi gnnent pool AP-NET_DHCP- POOL family inet dhcp-attributes
donai n- name MyM st LAB. com

set access address-assi gnment pool AP-NET_DHCP-POCL fam |y inet dhcp-attributes
name-server 8.8.8.8

set access address-assi gnnent pool AP-NET_DHCP- POOL family inet dhcp-attributes
router 10.10.10.1

4. Create a DHCP server and an IP address pool for assigning to devices on vlan20. Configure the interface
ge-0/0/0.20 to be a DHCP Server address

set system services dhcp-1|ocal -server group | OT-NET_DHCP- POOL interface

ge-0/0/0. 20

set access address-assi gnnent pool | OT- NET_DHCP- POOL family inet network

10. 10. 20. 0/ 24

set access address-assi gnment pool |OT-NET_DHCP-POOL fanily inet range

| OT- NET_DHCP- POCL- - - | P- RANCGE | ow 10. 10. 20. 10

set access address-assi gnment pool | OT-NET_DHCP-POOL family inet range

| OT- NET_DHCP- POCL- - - | P- RANGE hi gh 10. 10. 20. 100

set access address-assi gnnent pool |OT-NET_DHCP-POOL fam |y inet dhcp-attributes
domai n- nane MyM st LAB. com

set access address-assi gnnent pool | OT- NET_DHCP- POCL fanily inet dhcp-attributes
nanme-server 8.8.8.8

set access address-assi gnnent pool | OT-NET_DHCP- POCL fanily inet dhcp-attributes
router 10.10.20.1

5. Create a DHCP server and an IP address pool for assigning to devices on vlan30. Configure the interface
ge-0/0/0.30 to be a DHCP Server address

set system services dhcp-I|ocal -server group CAMERA- NET_DHCP- POOL interface
ge-0/0/0. 30

set access address-assi gnment pool CAMERA- NET_DHCP- POOL family inet network
10. 10. 30. 0/ 24

set access address-assi gnment pool CAMERA-NET_DHCP- POOL family inet range
CAMERA- NET_DHCP- POOL- - - | P- RANGE | ow 10. 10. 30. 10

set access address-assi gnnent pool CAMERA- NET_DHCP-POOL family inet range



CAMERA- NET_DHCP- POOL- - - | P- RANGE hi gh 10. 10. 30. 100

set access address-assi gnment pool CAMERA- NET_DHCP- POOL family inet
dhcp-attributes donai n-nane MyM st LAB. com

set access address-assi gnnent pool CAMERA- NET_DHCP-POOL fami |y inet
dhcp-attributes name-server 8.8.8.8

set access address-assi gnnment pool CAMERA- NET_DHCP- POCL fanily inet
dhcp-attributes router 10.10.30.1

6. Create a DHCP server and an IP address pool for assigning to devices on vlan40. Configure the interface
ge-0/0/0.40 to be a DHCP Server address

set system services dhcp-1ocal -server group CORPORATE- NET_DHCP- POOL i nterface

ge-0/0/0. 40

set access address-assi gnnent pool CORPORATE- NET_DHCP- POOL family inet network
10. 10. 40. 0/ 24

set access address-assi gnnent pool CORPORATE- NET_DHCP- POOL fanmily inet range

CORPORATE- NET_DHCP- POOL- - - | P- RANGE | ow 10. 10. 40. 10

set access address-assi gnment pool CORPORATE- NET_DHCP-POOL family inet range

CORPORATE- NET_DHCP- POOL- - - | P- RANGE hi gh 10. 10. 40. 100

set access address-assi gnnent pool CORPORATE- NET_DHCP- POOL family i net

dhcp-attributes domai n-name MyM st LAB. com

set access address-assi gnnent pool CORPORATE- NET_DHCP- POOL family inet

dhcp-attributes nane-server 8.8.8.8

set access address-assi gnment pool CORPORATE- NET_DHCP- POOL family inet

dhcp-attributes router 10.10.40.1

7. Commit the configuration.

comit and quit

The EX switch and Access points are now connected on the trunk port and Internet access is restored
on the EX switch.

8. Create time-performance monitoring probes for each application and link specified in Table 4 on page 39.
We set up a probe to test the connectivity to an IP address used by Office365, specifically
40.97.223.114. The probe test runs 5 times, 6 seconds apart. We also configure the thresholds that
should not be violated, such as the loss of 5 successive tests or return transmit time (RTT) of 300000
microseconds. The IP address of the gateway on interface ge-0/0/6 is 192.168.220.1.



set services rpm probe office365 rpmprinmary test office365 test_prinmary

pr obe-type i cnp- pi ng

set services rpmprobe office365 rpmprinmary test office365 test _prinmary target
address 40.97.223.114

set services rpm probe office365 rpmprimary test office365 test primary

pr obe-count 5

set services rpm probe office365 rpmprinmary test office365 test_prinmary
probe-interval 6

set services rpm probe office365 rpmprimary test office365_test prinary

t hreshol ds successive-1o0ss 5

set services rpm probe office365 rpmprimary test office365 test primary

threshol ds rtt 300000

set services rpm probe office365 rpmprinmary test office365 test_prinmary

destination-interface ge-0/0/6.0

set services rpmprobe office365_ rpmprinmary test office365 test _primary next-hop
192. 168. 220. 1

9. Create the second probe for the same application to probe the secondary link using the secondary
interface. The IP address of the default gateway on the broadband Internet link is 10.10.10.1.

set services rpm probe office365 rpmsecondary test office365 test_secondary
pr obe-type i cnp- pi ng

set services rpm probe of fice365_rpm secondary test office365_test_secondary
target address 40.97.223.114

set services rpm probe office365 rpmsecondary test office365 test_secondary
probe-count 5

set services rpm probe office365 rpm secondary test office365 test_secondary
probe-interval 6

set services rpm probe of fice365_rpm secondary test office365_test_secondary
t hreshol ds successi ve-1o0ss 5

set services rpm probe office365 rpmsecondary test office365 test_secondary
threshol ds rtt 300000

set services rpm probe office365 rpm secondary test office365 test_secondary
destination-interface ge-0/0/7.0

set services rpm probe of fice365_rpm secondary test office365_test_secondary
next - hop 10.10.10.1

10. We also create two probes for the Skype application. Because we have higher link guarantees for this
application, we set a shorter probe interval of 1 second, and a shorter RTT of 60000 microseconds.



NOTE: We set up the primary and secondary probes on the interface based on whether the
application is a business critical application. The interface and the IP address for the primary
probe for noncritical applications (Skype) is different than the probe for the critical application
(Office365).

set services rpm probe skype_ rpmprinmary test skype_test_primary probe-type

i cnp- pi ng

set services rpm probe skype rpmoprinary test skype_test _prinmary target address
13.107.8.2

set services rpm probe skype rpmprimary test skype_test_primary probe-count 5

set services rpmprobe skype_rpmprinary test skype_test_primary probe-interva
1

set services rpm probe skype rpmprinmary test skype test _primary threshol ds

successive-l1o0ss 5

set services rpm probe skype rpmoprinmary test skype_test primary thresholds rtt
60000

set services rpm probe skype rpmprimary test skype_test_prinmary

destination-interface ge-0/0/7.0

set services rpm probe skype rpmprinmary test skype_ test_primary next-hop

10. 10.10.1

set services rpmprobe skype rpm secondary test skype_test_secondary probe-type
i cnp- pi ng

set services rpm probe skype_rpm secondary test skype_test_secondary target
address 13.107.8.2

set services rpmprobe skype_rpm secondary test skype_test_secondary probe-count
5

set services rpm probe skype rpm secondary test skype_test_secondary
probe-interval 1

set services rpmprobe skype_rpm secondary test skype_test_secondary threshol ds
successive-l1oss 5

set services rpmprobe skype_rpm secondary test skype_test_secondary threshol ds
rtt 60000

11. We configure probes for the remaining applications using a similar pattern.

set services rpm probe salesforce rpmprinary test sal esforce _test _primary

pr obe-type i cnp- pi ng

set services rpmprobe sal esforce_rpmprimary test sal esforce_test _prinary target
address 96.43. 144. 26



set services rpm probe salesforce_rpmprimary test salesforce_test_primry

pr obe- count 5

set services rpm probe sal esforce rpmprinmary test sal esforce_test_prinmary
probe-interval 6

set services rpm probe sal esforce_rpmprinmary test sal esforce_test_primary
threshol ds successive-1o0ss 5

set services rpm probe salesforce_rpmprimry test salesforce_test_primry
thresholds rtt 300000

set services rpm probe sal esforce rpmprinmary test sal esforce_test_prinmary
destination-interface ge-0/0/6.0

set services rpm probe sal esforce_rpmprinmary test sal esforce_test_primary
next - hop 192. 168. 220. 1

set services rpm probe sal esforce_rpm secondary test sal esforce_test_secondary
pr obe-type i cnp- pi ng

set services rpm probe sal esforce_rpm secondary test sal esforce_test_secondary
target address 96.43.144. 26

set services rpm probe sal esforce_rpm secondary test sal esforce_test secondary
pr obe-count 5

set services rpm probe sal esforce_rpm secondary test sal esforce_test_secondary
probe-interval 6

set services rpm probe sal esforce_rpm secondary test sal esforce_test_secondary
threshol ds successive-loss 5

set services rpm probe sal esforce_rpm secondary test sal esforce_test secondary
threshol ds rtt 300000

set services rpm probe sal esforce_rpm secondary test sal esforce_test_secondary
destination-interface ge-0/0/7.0

set services rpm probe sal esforce_rpm secondary test sal esforce_test_secondary
next - hop 10. 10.10.1

set services rpmprobe dropbox_rpmprimary test dropbox_test_primary probe-type
i cnp- pi ng

set services rpm probe dropbox_rpmprinary test dropbox_test_primary target
address 162. 125.248.1

set services rpmprobe dropbox_rpm prinmary test dropbox_test _prinmary probe-count
5

set services rpm probe dropbox_rpmprimary test dropbox_test _primary
probe-interval 1

set services rpmprobe dropbox_rpmprimary test dropbox_test_primary threshol ds
successive-loss 5

set services rpmprobe dropbox_rpmprimary test dropbox_test_prinmary threshol ds
rtt 200000

set services rpm probe dropbox_rpmprimary test dropbox_test _primary
destination-interface ge-0/0/7.0

set services rpm probe dropbox_rpmprinary test dropbox_test_primary next-hop
10. 10.10.1



set services rpm probe dropbox_rpm secondary test dropbox_test_secondary

pr obe-type i cnp- pi ng

set services rpmprobe dropbox_rpm secondary test dropbox_test_secondary target
address 162.125.248.1

set services rpm probe dropbox_rpm secondary test dropbox_test_secondary

pr obe-count 5

set services rpm probe dropbox_rpm secondary test dropbox_test_secondary
probe-interval 1

set services rpm probe dropbox_rpm secondary test dropbox_test_secondary

t hreshol ds successive-1o0ss 5

set services rpm probe dropbox_rpm secondary test dropbox_test_secondary

threshol ds rtt 200000

set services rpm probe dropbox_rpm secondary test dropbox_test_secondary

destination-interface ge-0/0/6.0

set services rpmprobe dropbox_rpm secondary test dropbox_test_secondary next-hop
192. 168. 220. 1

set services rpm probe zoomrpmprimry test zoomtest primary probe-type

i cnp- pi ng

set services rpmprobe zoomrpmprinmary test zoomtest_primary target address

3. 80. 20. 128

set services rpm probe zoomrpmprimary test zoomtest_primry probe-count 5

set services rpmprobe zoomrpmprinmary test zoomtest_prinmary probe-interva
1

set services rpm probe zoomrpmprimary test zoomtest primary threshol ds

successive-l1o0ss 5

set services rpm probe zoomrpmprimary test zoomtest primary thresholds rtt
60000

set services rpm probe zoomrpmprinmary test zoomtest_primry
destination-interface ge-0/0/6.0

set services rpm probe zoomrpmprimry test zoomtest_primry next-hop

192. 168. 220. 1

set services rpm probe zoomrpm secondary test zoomtest_secondary probe-type
i cnp- pi ng

set services rpmprobe zoomrpm secondary test zoomtest_secondary target address
3.80. 20.128

set services rpm probe zoomrpm secondary test zoom test_secondary probe-count
5

set services rpmprobe zoomrpm secondary test zoomtest_secondary probe-interva
1

set services rpm probe zoom rpmsecondary test zoom test_secondary threshol ds
successive-loss 5

set services rpm probe zoomrpm secondary test zoomtest_secondary threshol ds
rtt 60000

set services rpm probe zoomrpm secondary test zoomtest_secondary



destination-interface ge-0/0/7.0

set services rpm probe zoomrpm secondary test zoomtest_secondary next-hop
10. 10.10.1

set services rpm probe gotoneeting_rpmprinmary test gotoneeting test_primry
pr obe-type i cnp- pi ng

set services rpm probe gotoneeting_rpmprinmary test gotoneeting_test _prinmary
target address 216.115. 208. 241

set services rpm probe gotoneeting_rpmprinmary test gotoneeting_test primary
pr obe-count 5

set services rpm probe gotoneeting_rpmprinmary test gotoneeting test_primry
probe-interval 1

set services rpm probe gotoneeting_rpmprinmary test gotoneeting_test _prinmary

t hreshol ds successive-1o0ss 5

set services rpm probe gotoneeting_rpmprinmary test gotoneeting_test primary
threshol ds rtt 60000

set services rpm probe gotoneeting_rpmprinmary test gotoneeting test_primry
destination-interface ge-0/0/7.0

set services rpm probe gotoneeting_rpmprinmary test gotoneeting_test _prinmary
next - hop 10.10. 10.1

set services rpmprobe gotoneeting_rpm secondary test gotoneeting_test_secondary
pr obe-type i cnp- pi ng

set services rpm probe gotoneeti ng_rpm secondary test gotoneeting_test_secondary
target address 216. 115. 208. 241

set services rpmprobe gotoneeting_rpm secondary test gotoneeting_test_secondary
probe-count 5

set services rpmprobe gotoneeting_rpm secondary test gotoneeting_test_secondary
probe-interval 1

set services rpm probe gotoneeti ng_rpm secondary test gotoneeting_test_secondary
t hreshol ds successive-l1oss 5

set services rpmprobe gotoneeting_rpm secondary test gotoneeting_test_secondary
threshol ds rtt 60000

set services rpmprobe gotoneeting_rpm secondary test gotoneeting_test_secondary
destination-interface ge-0/0/6.0

set services rpm probe gotoneeti ng_rpm secondary test gotoneeting_test_secondary
next - hop 192. 168. 220. 1

set services rpmprobe youtube rpmprimary test youtube test _primary probe-type
htt p- get

set services rpm probe youtube rpmprimary test youtube_ test primary target url
https://youtube. com

set services rpmprobe youtube_rpmprimary test youtube_test_primary probe-count
5

set services rpm probe youtube_rpmprinmary test youtube_test _prinary
probe-interval 10

set services rpmprobe youtube_ rpmprimary test youtube test_primary threshol ds



successive-10ss 5

set services rpmprobe youtube_ rpmprimary test youtube test_primary threshol ds
rtt 150000

set services rpm probe youtube_rpmprinary test youtube_test_primary

destination-interface ge-0/0/7.0

set services rpm probe youtube_ rpmprinmary test youtube_ test_primary next-hop
10. 10.10.1

set services rpm probe youtube_rpm secondary test youtube test_secondary
probe-type http-get

set services rpmprobe youtube_rpm secondary test youtube_ test_secondary target
url https://youtube.com

set services rpm probe youtube_rpm secondary test youtube_ test_secondary
probe-count 5

set services rpm probe youtube_rpm secondary test youtube test_secondary
probe-interval 10

set services rpm probe youtube_rpm secondary test youtube_test_secondary

t hreshol ds successi ve-1o0ss 5

set services rpm probe youtube_rpm secondary test youtube test_secondary

threshol ds rtt 150000

set services rpm probe youtube_rpm secondary test youtube test_secondary

destination-interface ge-0/0/6.0

set services rpmprobe youtube_rpm secondary test youtube_test_secondary next-hop
192. 168. 220. 1

set services rpmprobe slack_rpmprinmary test slack_test_primary probe-type

i cnp- pi ng

set services rpmprobe slack_rpmprinmary test slack_test _primary target address
216. 115. 208. 241

set services rpmprobe slack_rpmprinmary test slack_test_prinmary probe-count 5
set services rpmprobe slack rpmprimary test slack test_prinmary probe-interva
1

set services rpmprobe slack_rpmprimary test slack_test_prinary threshol ds
successive-loss 5

set services rpmprobe slack_rpmoprinmary test slack_test _prinmary thresholds rtt
60000

set services rpm probe slack rpmprimary test slack test_primary
destination-interface ge-0/0/7.0

set services rpmprobe slack_rpmprimary test slack_test_prinmary next-hop

10. 10.10.1

set services rpmprobe slack_rpm secondary test slack_test_secondary probe-type
i cnp- pi ng

set services rpm probe slack_rpmsecondary test slack_test _secondary target
address 216. 115. 208. 241

set services rpmprobe slack_rpm secondary test slack_test_secondary probe-count
5



set services rpm probe slack_rpmsecondary test slack_test_secondary
probe-interval 1

set services rpmprobe slack_rpm secondary test slack_test_secondary threshol ds
successive-10ss 5

set services rpmprobe slack_rpm secondary test slack_test_secondary threshol ds
rtt 60000

set services rpm probe slack_rpmsecondary test slack_test_secondary
destination-interface ge-0/0/6.0

set services rpm probe slack_rpmsecondary test slack_test_secondary next-hop
192. 168. 220. 1

12. Create a routing instance for each application. We configure an application’s primary link route with a
lower preference value than the other links. Routes with lower preference value have preference over
higher value routes. We will configure the LTE backup interface only for the business-critical applications.

For the routing instance for the Office365 application, we use a primary MPLS link. We set a preference
value of 10 to the gateway of this link (most preferred route), a preference value of 20 for the gateway
of the broadband Internet link (next preferred route), and a preference value of 30 for the LTE backup
link (least preferred route).

set routing-instances of fi ce365_RI nstance instance-type forwarding

set routing-instances office365_ Rl nstance routing-options static route 0/0
qual i fi ed-next-hop 192. 168. 220. 1 preference 10

set routing-instances of fi ce365_RI nstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 20

set routing-instances of fi ce365_RI nstance routing-options static route 0/0
qual i fi ed-next-hop dl 0.0 preference 30

13. Configure the routing instances for the remaining applications in a similar pattern.

set routing-instances skype_RInstance instance-type forwarding

set routing-instances skype_RInstance routing-options static route 0/0

qual i fi ed-next-hop 10.10.10.1 preference 10

set routing-instances skype_ Rl nstance routing-options static route 0/0

qual i fi ed-next-hop 192. 168. 220. 1 preference 20

set routing-instances sal esforce_RI nstance instance-type forwarding

set routing-instances sal esforce_RInstance routing-options static route 0/0
qual i fi ed- next-hop 192. 168. 220. 1 preference 10

set routing-instances sal esforce_RInstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 20

set routing-instances sal esforce_RInstance routing-options static route 0/0
qual i fi ed-next-hop dl 0.0 preference 30



set routing-instances dropbox_RI nstance instance-type forwarding

set routing-instances dropbox_RInstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 10

set routing-instances dropbox_RInstance routing-options static route 0/0
qual i fi ed-next-hop 192. 168. 220. 1 preference 20

set routing-instances slack_RInstance instance-type forwarding

set routing-instances slack_RInstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 10

set routing-instances slack_RInstance routing-options static route 0/0
qual i fi ed- next-hop 192. 168. 220. 1 preference 20

set routing-instances zoom Rl nstance instance-type forwardi ng

set routing-instances zoom Rl nstance routing-options static route 0/0
qual i fi ed- next-hop 192. 168. 220. 1 preference 10

set routing-instances zoom Rl nstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 20

set routing-instances zoom Rl nstance routing-options static route 0/0
qual i fi ed-next-hop dl 0.0 preference 30

set routing-instances gotoneeting_RInstance instance-type forwarding

set routing-instances gotoneeti ng_Rl nstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 10

set routing-instances gotoneeting_RI nstance routing-options static route 0/0
qual i fi ed-next-hop 192. 168. 220. 1 preference 20

set routing-instances youtube_ RInstance instance-type forwarding

set routing-instances youtube_ RInstance routing-options static route 0/0
qual i fi ed-next-hop 10.10.10.1 preference 10

set routing-instances youtube_ Rl nstance routing-options static route 0/0
qual i fi ed-next-hop 192. 168. 220. 1 preference 20

14. Configure IP monitoring policies for all applications. The goal of the policies is to dynamically change
the metric of the routes that were created in the routing instances in the previous step. The policies
are created on a per-probe basis.

In this step, we create the IP monitoring policy for the Office365 application. For Office365, we configure
two probes and create two policies—one for each probe. When the probe detects that the application
traffic has violated the configured threshold on a link, the policy changes the preference of the routes.
The policy decreases the metric for the second best link to 2 and reroutes the application traffic to the
link.

For example, when the probe identifies that the primary link for Office365, the MPLS link, does not
meet the requirements for RTT and loss, the policy changes the metric of the gateway for the broadband
Internet link (next preferred route) to a value of 2.

set services ip-nonitoring policy office365 ipmprimary nmatch rpm probe
of fi ce365_rpm primary



set services ip-nonitoring policy office365 ipmprinmary then preferred-route
routing-instances office365 Rl nstance route 0/0 next-hop 10.10.10.1
set services ip-nonitoring policy office365 ipmprimry then preferred-route
routi ng-i nstances of fice365_RInstance route 0/0 preferred-netric 2

15. Configure the IP monitoring policy for the secondary probe for Office365.

NOTE: The next-hop address is the IP address for the primary MPLS link.

set services ip-nonitoring policy office365 i pmsecondary match rpm probe

of fi ce365_r pm secondary

set services ip-nonitoring policy office365 ipmsecondary then preferred-route
routing-instances of fice365_RInstance route 0/0 next-hop 192.168.220.1

set services ip-nonitoring policy office365 i pm secondary then preferred-route
routing-instances office365_RInstance route 0/0 preferred-nmetric 2

16. Configure IP monitoring policy for the remaining applications in a similar pattern.

set services ip-nonitoring policy skype_i pmprimary match rpm probe

skype_rpm pri mary

set services ip-nonitoring policy skype_ ipmprimry then preferred-route

routi ng-i nstances skype_RInstance route 0/0 next-hop 192.168.220. 1

set services ip-nonitoring policy skype_ ipmprimary then preferred-route

routing-instances skype RInstance route 0/0 preferred-netric 2

set services ip-nonitoring policy skype_i pmsecondary match rpm probe

skype_r pm secondary

set services ip-nonitoring policy skype_i pmsecondary then preferred-route
routi ng-instances skype_RInstance route 0/0 next-hop 10.10. 10.1

set services ip-nonitoring policy skype_ipmsecondary then preferred-route
routing-instances skype RInstance route 0/0 preferred-netric 2

set services ip-nonitoring policy salesforce_i pmprinmary match rpm probe

sal esforce_rpm pri mary

set services ip-nonitoring policy salesforce_ipmprimary then preferred-route
routi ng-instances sal esforce_RInstance route 0/0 next-hop 10.10.10.1

set services ip-nonitoring policy salesforce_ipmprimary then preferred-route
routing-instances sal esforce_RInstance route 0/0 preferred-netric 2

set services ip-nonitoring policy sal esforce_i pmsecondary natch rpm probe
sal esf orce_rpm secondary

set services ip-nmonitoring policy sal esforce_i pm secondary then preferred-route
routi ng-i nstances sal esforce_RInstance route 0/0 next-hop 192.168.220.1



set services ip-nonitoring policy sal esforce_i pm secondary then preferred-route
routing-instances sal esforce_RInstance route 0/0 preferred-netric 2

set services ip-nonitoring policy dropbox_i pmprimary match rpm probe

dr opbox_rpm pri mary

set services ip-nonitoring policy dropbox_i pmprinmary then preferred-route
routing-instances dropbox_RInstance route 0/0 next-hop 192. 168.220. 1

set services ip-nonitoring policy dropbox_i pmprimary then preferred-route
routing-instances dropbox_RInstance route 0/0 preferred-netric 2

set services ip-nonitoring policy dropbox_i pm secondary nmatch rpm probe

dr opbox_r pm secondary

set services ip-nonitoring policy dropbox_i pm secondary then preferred-route
routing-instances dropbox_RInstance route 0/0 next-hop 10.10.10.1

set services ip-nonitoring policy dropbox_i pm secondary then preferred-route
routing-instances dropbox_RInstance route 0/0 preferred-netric 2

set services ip-nonitoring policy slack_ipmprimry match rpm probe

sl ack_rpmprimary

set services ip-nonitoring policy slack_ipmprimary then preferred-route
routing-instances slack_RInstance route 0/0 next-hop 192.168.220.1

set services ip-nonitoring policy slack_i pmprinmary then preferred-route
routing-instances slack_RlInstance route 0/0 preferred-nmetric 2

set services ip-nonitoring policy slack_ i pmsecondary match rpm probe

sl ack_r pm secondary

set services ip-nonitoring policy slack_ipmsecondary then preferred-route
routing-instances slack_RInstance route 0/0 next-hop 10.10.10.1

set services ip-nonitoring policy slack_i pmsecondary then preferred-route
routing-instances slack_RlInstance route 0/0 preferred-nmetric 2

set services ip-nonitoring policy zoom.ipmprimry match rpm probe

zoom rpmprinmary

set services ip-nonitoring policy zoom.ipmprimary then preferred-route
routing-instances zoom Rl nstance route 0/0 next-hop 10.10.10.1

set services ip-nonitoring policy zoomipmprinmary then preferred-route
routing-instances zoom Rl nstance route 0/0 preferred-netric 2

set services ip-nonitoring policy zoom.ipmsecondary nmatch rpm probe

zoom r pm secondary

set services ip-nonitoring policy zoom.ipmsecondary then preferred-route
routing-instances zoom Rl nstance route 0/0 next-hop 192.168.220.1

set services ip-nonitoring policy zoom.ipmsecondary then preferred-route
routing-instances zoom Rl nstance route 0/ preferred-nmetric 2

set services ip-nonitoring policy gotoneeting_i pmprimry match rpm probe
got oneeti ng_rpm pri nary

set services ip-nonitoring policy gotoneeting_ ipmprimary then preferred-route
routing-instances gotoneeting_RInstance route 0/0 next-hop 192. 168. 220. 1
set services ip-nonitoring policy gotoneeting_ipmprinary then preferred-route
routing-instances gotoneeting Rinstance route 0/0 preferred-nmetric 2



set services ip-nonitoring policy gotoneeting_i pmsecondary match rpm probe

got onmreet i ng_r pm secondary

set services ip-nonitoring policy gotoneeting i pmsecondary then preferred-route
routing-i nstances gotoneeti ng_RlI nstance route 0/0 next-hop 10.10.10.1

set services ip-nonitoring policy gotoneeting i pmsecondary then preferred-route
routing-instances gotoneeting_Rinstance route 0/0 preferred-nmetric 2

set services ip-nonitoring policy youtube_ i pmprimry match rpm probe

yout ube_rpm pri mary

17. Configure an advanced policy-based routing (APBR) profile. APBR profile matches all of our eight
applications and redirects the traffic for each and every one of them to their respective routing instance.
The profile is divided into rules with each rule covering one application and one routing instance. For
this example, we configure a rule named office365_rule to match all the traffic for the application
named junos:OFFICE365-CREATE-CONVERSATION” and redirect the traffic to the routing instance
named office365_RInstance.

NOTE: To maintain application continuity and not impact users, we are not allowing
mid-session path changes for the ongoing sessions, so we set the max-route-change parameter
to O.

set security advance-policy-based-routing tunabl es nmax-route-change 0

set security advance-policy-based-routing profile apbr_profile rule office365_rule
mat ch dynani c-applicati on junos: OFFI CE365- CREATE- CONVERSATI ON

set security advance-policy-based-routing profile apbr_profile rule office365 rule
then routing-instance of fi ce365_RI nstance

set security advance-policy-based-routing profile apbr_profile rule skype_rule
mat ch dynami c-application junos: SKYPE

set security advance-policy-based-routing profile apbr_profile rule skype_rule
then routing-instance skype_ Rl nstance

set security advance-policy-based-routing profile apbr_profile rule

sal esforce_rul e match dynam c-application junos: SALESFORCE

set security advance-policy-based-routing profile apbr_profile rule

sal esforce_rul e then routing-instance sal esforce_RI nstance

set security advance-policy-based-routing profile apbr_profile rule dropbox_rule
mat ch dynani c-application junos: DROPBOX

set security advance-policy-based-routing profile apbr_profile rule dropbox_rule
then routing-instance dropbox_RI nstance

set security advance-policy-based-routing profile apbr_profile rule slack_rule
mat ch dynani c-applicati on junos: SLACK



set security advance-policy-based-routing profile apbr_profile rule slack_rule
then routing-instance slack_RInstance

set security advance-policy-based-routing profile apbr_profile rule zoomrule
mat ch dynani c-appli cation junos: ZOOM

set security advance-policy-based-routing profile apbr_profile rule zoomrule

then routing-instance zoom Rl nst ance

set security advance-policy-based-routing profile apbr_profile rule
gotoneeting_rul e match dynam c-application junos: GOTOVEETI NG

set security advance-policy-based-routing profile apbr_profile rule
gotoneeting_rul e then routing-instance gotoneeti ng_RI nstance

set security advance-policy-based-routing profile apbr_profile rule youtube rule
mat ch dynani c-applicati on junos: YOUTUBE

set security advance-policy-based-routing profile apbr_profile rule youtube_rule
then routing-instance youtube_RI nstance

18. Configure a protocol-independent group of routing tables. The allows a group to import the routing
tables of each dedicated instances from the main routing table.

set routing-options interface-routes rib-group inet apbr_group
set routing-options rib-groups apbr_group inmport-rib inet.0
set routing-options rib-groups apbr_group i nport-rib of fi ce365_RI nstance.inet.0

set routing-options rib-groups apbr_group inport-rib skype_ RInstance.inet.O
set routing-options rib-groups apbr_group i nport-rib sal esforce_RI nstance.inet.O

set routing-options rib-groups apbr_group inmport-rib dropbox_RInstance.inet.0
set routing-options rib-groups apbr_group inport-rib slack_RInstance.inet.O0
set routing-options rib-groups apbr_group inport-rib zoom Rl nstance.inet.0

set routing-options rib-groups apbr_group inport-rib gotoneeting_Rl nstance.inet.O0

set routing-options rib-groups apbr_group inport-rib youtube_RInstance.inet.O

19. Add the newly created profile apbr_profile to the security zone trust. This configuration applies the
profile to the traffic in the zone.

set security zones security-zone trust advance-policy-based-routing-profile
apbr_profile

20. Create a security policy that allows traffic between the trust zone and untrust zone. Be sure to include
the desired network segments and applications in the policy.



set security policies fromzone trust to-zone untrust policy allowin-zone then
permt application-services application-traffic-control rule-set critical _app_rs

21. Commit the configuration.

conmt and quit

Validation

Verifying Detection of Mini-PIM Modules by Junos OS

Purpose
Verify that the Junos OS detects the Mini-PIM modules.

Action
On the SRX Series device, verify that the LTE Mini-PIM was installed.

user @ost > show chassis hardware

Har dwar e i nventory:

Item Version Part nunber Serial nunber Description
Chassi s CX0916AF0004 SRX320- PCE
Rout i ng Engi ne REV 0x05 650-065041  CX0916AF0004 RE- SRX320- PCE
FPC 0 FPC
PIC O 6XxCE, 2xCGE SFP Base PIC
FPC 1 REV 02  650-073958  AH06074206 FPC
PIC O LTE for AE

Power Supply 0

Meaning

The device shows that the LTE Mini-PIM was installed and is recognized by the system.

Verifying the Firmware Version of the Mini-PIM

Purpose



Check the firmware version of the Mini-PIM.

Action

On the SRX Series device, verify the firmware version of the LTE Mini-PIM module.

user @ost >show system firmware

Par t Type Tag Current Avai | abl e
St at us
versi on versi on
FPC 1
PICO M.TE_FW 1 17.1.80 0
oK
Routi ng Engine 0 RE BI OS 0 3.0 3.6
K
Routi ng Engine 0 RE Bl OS Backup 1 3.0 3.6
(0¢
Meaning

The output shows the firmware version of the Mini-PIM as 17.1.80. Update the firmware if required. For
more information on upgrading the firmware on the LTE, see LTE Mini-Physical Interface Module.

Verifying APBR Rule Effectiveness

Purpose
Check the statistic for the APBR.

Action
Verify the traffic handling details after the APBR rule is applied.

user @ost >show security advance-policy-based-routing statistics

Advance Profil e Based Routing statistics:
Sessi ons Processed 5611
App rule hit on cache hit
App rule hit on HTTP Proxy/ALG
M dstream di sabled rule hit on cache hit
URL cat rule hit on cache hit
DSCP rule hit on first packet
App and DSCP hit on first packet

O O ©O O O



App rule hit mdstream

M dstream di sabl ed rule hit m dstream
URL cat rule hit mdstream

App and DSCP rule hit mdstream
DSCP rul e hit midstream

Rout e changed on cache hits
Rout e changed on HTTP Proxy/ ALG
Rout e changed ni dstream

Zone m smatch

Drop on zone mi smatch

Next hop not found

Appl i cation services bypass

O O O OO OpFr OO o o o

Meaning

The output displays the statistical details collected for APBR including the number of sessions processed
for the application-based routing rule, the number of times the application traffic matches the APBR profile
(rule hit) and the number of times APBR is applied for the session, such as in a route change.
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