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User Manual of DIR-825M

Chapter 1. Introduction

1.1 Product Description

DIR-825M Wireless Broadband Router supports IEEE 802.11b/g/n/ac standard, dual band, and Gigabit LAN
and WAN, thus providing the wireless speed of 867Mbps in the 5GHz frequency band and 300Mbps in
the 2.4GHz frequency band at the same time, which is 16 times faster than that of the traditional 11g access
point. With its outstanding stability of high-speed wireless transmission and enhanced reliability, the DIR-
825M can provide users with excellent multimedia streaming through their mobile devices anywhere,anytime

in the home and office.
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1.2 Product Features

> IEEE Compliant Wireless LAN and Wired LAN

B Compliant with IEEE 802.11a/b/g/n/ac dual band [2.4G (300Mbps) and 5G (867Mbps)] wireless

B Equipped with 4x 10/100/1000Mbps Fast Ethernet ports and 1x 10/100/1000Mbps WAN ethernet
port which supports auto MDI/MDI-X

> Fixed Network Broadband Router

B Supports WAN connection types: DHCP, static IP, PPPoE
B Supports DDNS and DHCP Servers

) Comprehensive Wireless Advanced Features

B Supports AP /client / repeater mode

B Supports WMM (Wi-Fi Multimedia) and wireless QoS to enhance the efficiency of multimedia
application

B Supports multiple SSID

B Supports TX and RX restrict

Secure Network Connection

B Supports Wi-Fi Protected Setup (WPS)
B Support WEP/WPA/WPA2 wireless security encryption
B Supports NAT firewall, IP / URL-based access control and MAC address filtering

) Advanced Networking Function for Specific Application
B Supports Bandwidth Control (QoS) based on different local IP addresses
B Supports NTP, Port Forwarding, UPnP and DMZ for various networking applications
B Supports USB storage(Samba)

YEasy Installation and Management
B Web-based Ul and Quick Setup Wizard for easy configuration
B Remote Management allows configuration from a remote site

B System status monitoring includes DHCP Client List and System Log
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1.3 Product Specifications

DIR-825M
Model 1200Mbps 802.11ac Dual Band Wireless Gigabit Router

Hardware Specifications

WAN Port: | 1 x10/100/1000 Mbps auto MDI/MDI-X RJ45 port
LAN Port: 4 x 10/100/1000 Mbps auto MDI/MDI-X RJ45 port (LAN1~4)
Interface
USB Port: 1 x USB 2.0, Type A, 5V 500mA
2x5dBi 2.4g external antenna
Antenna Gain: 2x5dBi 5g external antenna
1 x reset button
Button 1 x WPS button
POWR x 1
WAN x 1
LAN x 4
WLAN x 2
LED Indicators
WPS x 1
USB x 1
Material Plastic

Dimensions (W x D x H) 192x 118x 31 mm (W x D x H)

Weight 322¢g
Power Requirement 12V DC, 1A
Power Consumption 9w

Wireless Interface Specifications

IEEE 802.11ac 5GHz
Standard IEEE 802.11a/n 5GHz
IEEE 802.11b/g/n 2.4GHz

Frequency Band Simultaneous 2.4GHz and 5GHz

802.11ac: OFDM (BPSK/ QPSK/ 16QAM / 64QAM / 256 QAM)
802.11a/g/n: OFDM (BPSK / QPSK/ 16QAM / 64QAM)
802.11b: DSSS (DBPSK / DQPSK / CCK)

Modulation Type
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2.4GHz up to 300Mbps

Data Rates 5GHz up to 867Mbps

2.4GHz

FCC (America): 2.412~2.462GHz (11 Channels)
ETSI (Europe): 2.412~2.472GHz (13 Channels)

5GHz

5150~5250MHz
5250~5350MHz
5470~5725MHz
5725~5825MHz

*The actual channels in application will vary depending on the regulation

Channel

in different regions and countries.

802.11ac: 20/40/80MHz
Channel Width 802.11n: 20/40MHz

2.4GHz: < 30dBm
Max. RF Power / EIRP 5GHz: < 30dBm

2.4GHz
11b (11Mbps): -79dBm
11g (54Mbps): -68dBm
11n (20M) mode: -67dBm
11n (40M) mode: -64dBm

5GHz

Receive Sensitivity 11a: -74dBm

11n (20M) mode: -70dBm
11n (40M) mode: -67dBm
11ac (20M) mode: -67dBm
11ac (40M) mode: -61dBm
11ac (80M) mode: -57dBm

2.4GHz: 1 Root SSID and 4 Guest SSID
SSID
5GHz: 1 Root SSID and 4 Guest SSID

Wireless Management Features

WEP
Encryption Security
WPA/WPA2 personal mixed mode

Wireless ACL MAC address filtering

Wireless Security Supports WPS (Wi-Fi Protected Setup )
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2.4GHz wireless: 32
Max. Supported Clients 5GHz wireless: 32

Wireless Extender Supports repeater

Router Features

Shares data and Internet access for users, supporting the following Internet
accesses:
B ETH Router mode
->DHCP
->Static IP

Internet Connection Type
->PPPoE

NAT firewall, SPI firewall

Built-in NAT server which supports Port Forwarding and DMZ

Firewall
Built-in firewall with URL filtering, and MAC address filtering
Built-in DHCP server supporting static IP address distribution
LAN Supports packet statistics
. Samba
USB Sharing

Web-based (HTTP) management interface

Remote management (WAN Access Control)

Supports UPnP, DDNS

System Management SNTP synchronization

System log

Standards Conformance

IEEE 802.11n (2T2R, up to 300Mbps)

IEEE 802.11g
IEEE 802.11b

IEEE Standards IEEE 802.11i

IEEE 802.3 10BASE-T

IEEE 802.3u 100BASE-TX

Other Protocols and
Standards TCP/IP, DHCP, ICMP, NAT, PPPoE, SNTP

Regulatory CE, RoHS, WEEE




User Manual of DIR-825M

Environment

Operating: 0 ~ 40 degrees C
Temperature Storage: -40 ~ 70 degrees C

Operating: 10 ~ 90% (non-condensing)
Humidity Storage: 5 ~ 95% (non-condensing)
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Chapter 2. HardwareInstallation

Please follow the instructions below to connect the DIR-825M to the existing network devices and your computers.

2.1 Hardware Description

I Dimensions: 192x 118x 31 mm (W x D x H)

I Diagram :

Figure 2-1-1

-10-
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Figure 2-1-2

11-
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2.1.1 Front LED

The front LED provides a simple interface monitoring the router. Figure 2-1-1-1 shows the front LED of the DIR-
825M.

Front LED

POWER usBe
LAN4 wPSs
LAN3 56
LAN2 2.46
LAN1 WAN

Figure 2-1-1-1 DIR-825M Top View

2.1.2 LED Indications

The LEDs on the front panel indicate instant status of port links, wireless data activity, system power, USB and
WPS, and help monitor and troubleshoot when needed. Figure 2-1-1-1 and Table 2-1-2-1 show the LED

q2-
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indications of the Wireless Router.

-13-
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=) ‘ STATE ‘ FUNCTION

On Device power on

POWER .
Off Device power off
On The 2.4GHz Wi-Fi is activated.

2.4G Flash Device is transmitting data wirelessly over 2.4GHz.
Off The 2.4GHz Wi-Fi is disabled.
On The 5GHz Wi-Fi is activated.

5G Flash Device is transmitting data wirelessly over 5.8GHz.
Off The 5GHz Wi-Fi is disabled.
Flash WPS is triggered

WPS
Off WPS is connected or disable
On Link is established.

LAN1-4 Flash Packets are transmitting or receiving.
Off LAN port is not connected.
On Link is established.

WAN Flash Packets are transmitting or receiving.
Off WAN port is not connected.
On USB connection is established.

USB Flash Data is being transmitted.

Off USB connection is not established.

Table 2-1-2-1 LED Indications

2.1.3 Rear Panel

The rear panel provides the physical connectors connected to the power adapter and any other network device.
Figure 2-1-3-1 shows the rear panel of the DIR-825M.

-14-
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Rear Panel

On/off button

Pownr Conmeater

Wps button LANZ
Hoset button LANY
UsE 72 0 Port T
Figure 2-1-3-1 Rear Panel of the DIR-825M
Interface ’ Description
(Ll Power On/Off button
button
Power . .
Connector Connect to the power adapter provided in the package
WPS Press it will enable WPS functiont
Press the Reset button gently for 3 seconds and then release it. The system
S restores to the factory default settings

-15-
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USB USB Port
WAN Connect to the Cable/xDSL Modem or the Ethernet
LAN1-4 Connect to the user’s PC or network devices

Table 2-2 Interface Indications

2.1.4 Bottom panel

$ce-mEgl

Figure 2-1-4-1 bottom of the DIR-825M

-16-
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Chapter 3.Connecting to the Router

3.1 System Requirements

[ Broadband Internet Access Service (Cable/xDSL/Ethernet connection)

m  One Cable/xDSL Modem that has an RJ45 connector (not necessary if the Router is connected
directly to the Ethernet.)

[ PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors

] PC subscribers use Windows XP, Windows Vista, Windows 7/8/10, MAC OS 9 or later, or Linux, UNIX
or other platforms compatible with TCP/IP protocols

[ ] The above PC is installed with a Web browser

%éﬂ 1. The Router in the following instructions means DIR-825M.
Note

2. It is recommended to use Internet Explorer 7.0 or above to access the Router.

3.2 Installing the Router

Before installing the Router, make sure your PC is connected to the Internet through the broadband service
successfully at this moment. If there is any problem, please contact your local ISP. After that, please install the

Router according to the following steps. Don't forget to pull out the power plug and keep your hands dry.

Step 1. Power off your PC, Cable/xDSL Modem and the Router.

17-
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Chapter 4. Quick Installation Guide

This chapter will show you how to configure the basic functions of your Wireless Router using Quick Setup

within minutes.

%ﬁ] A computer with wired Ethernet connection to the Wireless Router is required for the first-

Wkl time configuration.

4.1 Manual Network Setup - TCP/IP Configuration

The default IP address of the Wireless Router is 192.168.0.1 and the default Subnet Mask is 255.255.255.0.
These values can be changed as you desire in the web Ul of the Wireless Router. In this section, we use all the
default values for description.

Whether the Wireless Router is configured via wired or wireless connection, the PC needs to be assigned an IP
address first. Before you connect the local PC to the Wireless Router via wired or wireless connection, please
configure the IP address for your PC in the following two ways first.

B Obtaining an IP address automatically

B Configuring the IP address manually

In the following sections, we’'ll introduce how to install and configure the TCP/IP correctly in Windows 7. And the
procedures in other operating systems are similar. First, make sure your Ethernet Adapter is working, and refer

to the Ethernet adapter’'s manual if needed.

4.1.1 Obtaining an IP Address Automatically

Summary:

1. Set up the TCP/IP Protocol in "Obtain an IP address automatically” mode on your PC.

-19-
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2. Then the Wireless Router built-in DHCP server will assign IP address to the PC automatically.

If you are sure the DHCP server of Wireless Router is enabled, you can set up the TCP/IP Protocol in "Obtain
an IP address automatically" mode on your PC. And then the Wireless Router built-in DHCP server will assign
an |IP address to the PC automatically.

1. Installing TCP/IP Component

1) On the Windows taskbar, click the Start button, point to Control Panel, and then click it.

-20-
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View your basic network information and set up connections
w x @
-1 Internet
(Tha conputend
Yiew yout s0ve networks
You mee cunertty zot Conmectad 09 any natworks.
Dhatrge your setwoiing seitings
9 et 4D 3 1MW TIMIMCRGN O DTl
Set wp 3 srtlens, Desadbund Sal g 80 Moo o YWN COMECTON & 368 UP § rauter OF BO0BE PO

’ Commer! 12 0 netierd
Comneet o seonnmi? 16 5 setiess, sred 54 up, of VPN oetwork consection,

* Chease tarmegeog st )
Accent liez and prmtan lecated an ofher netwon COmpULEn, & (thange shunng letlinge.

g Tecutsesroct prebiermn
Diagnote ssd repar netwark groblems, o1 get boublsshosting méermatien.

Figure 4-1-1-1 Change Adapter Settings
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vlg@ <« Network and Internet » Network Connections » v | 5 I | Search Net.. P !
Organize » Connect To Disable this network device ~ » = 0 @
= Local Area Connection : " VPN Connection
/' Network cable unplugged S V=g Disconnected
b4 @7 Realtek PCle FE Family Controller WAN Miniport (PPTP)

- { Wireless Network Connection ’
Not connected

% il Ather # Disable
Connect / Disconnect
Status

Diagnose
# Bridge Connections

Create Shortcut
Delete
# Rename

# Properties

Figure 4-1-1-2 Network Connection Properties

20
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4) In the prompt window shown below, double-click on the Internet Protocol Version 4(TCP/IPv4).

Netw—orking|
Connect using:
| ¥ Intel(R) Wireless WiFi Link 4965AGN

This connection uses the following items:

% Client for Microsoft Networks

o5} QoS Packet Scheduler

Q File and Printer Sharing for Microsoft Networks
«&. Reliable Multicast Protocol

«&. |ntemet Protocol Version 6 (TCP/IPvE)

S ntemet Protocol Version 4 (TCP/IPv4) | '
«&. Link-Layer Topology Discovery Mapper |/O Driver |
«&. Link-Layer Topology Discovery Responder

KKK KRR

[ nstal. || Unnstal | [ Propeties |

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

| oKk || Cancel

Figure 4-1-1-3 TCP/IP Setting

5) Choose Obtain an IP address automatically, and Obtain DNS server address automatically as

shown in the fiaure below. Then click OK to save vour settinas.

23
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General [ Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7) Use the following IP address:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:

Validate settings upon exit

o ][ concel ]

Figure 4-1-1-4 Obtain an IP Address
Automatically

4.1.2 Configuring the IP Address Manually

Summary:

B Set up the TCP/IP Protocol for your PC.

B Configure the network parameters. The IP address is 192.168.0.xxx ("xxx" is any number from 2 to
254), Subnet Mask is 255.255.255.0, and Gateway is 192.168.0.1(The Router's default IP address)

If you are sure the DHCP server of Wireless Router is disabled, you can configure the IP address manually. The
IP address of your PC should be 192.168.0.xxx (the same subnet of the IP address of the Wireless Router, and
"xxx" is any number from 2 to 254), Subnet Mask is 255.255.255.0, and the Gateway is 192.168.0.1(The default

IP address of the Wireless Router)

1) Continue the settings from the last figure. Select Use the following IP address radiobutton.

-24-
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2) If the LAN IP address of the Wireless Router is 192.168.0.1, enter IP address 192.168.0.x (x is from 2 to
254). and Subnet mask 255.255.255.0

3) Enter the LAN IP address of the Wireless Router (the default IP is 192.168.0.1) into the default gateway
field.

4) Select Use the following DNS server addresses radio button. In the preferred DNS Server field, you can

enter the DNS server |IP address provided bv vour local ISP. Then click OK to save vour settinas.

-25-
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Internet Protocol Version 4 (TCP/IPwd) Properties >

General

You can get IP settngs assigned automaticaly if your network supports
ths Gapabizy. Otherwise, you need 1o ask your network adminstrator
for the appropriate IP settings.

) Obtan an IP address automaticaly
@ Use the following TP address:

P address: 192 .168. 0 . 101
Subnet mask: 255.255.255. 0
Defauk gateway: 192 .168. 0 ., 1

Obtan DNS server address automatically
@ Use the following DNS server addresses:
preferred DNS server: 192168 . 0: 5 )

Altternate DNS server:

[} vabdate settings upon extt

[ ok || cance |

Figure 4-1-2-1 IP and DNS Server Addresses

Now, you can run the Ping command in the command prompt to verify the network connection between your
PC and the Router. The following example is in Windows 7 OS. Please follow the steps below:

1. Click on Start

2. Type “emd” in the Search box.

Programs (1)
e
Files (1)
|- Histery

)7 See more results

| cmd|

-26-
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Figure 4-1-2-2

27
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3.

Open a command prompt, and type ping 192.168.0.1, and then press Enter.

If the result displayed is similar to Figure 4-1-2-3, it means the connection between your PC and t he

[
Router has been established well.
ot data:
time<ims
time<ims
time<ims
time<ims
Minimum = Oms, Maximum
Figure 4-1-2-3 Successful Ping Command
B If the result displayed is similar to Figure 4-1-2-4, it means the connection between your PC and t he

Router has failed.
C:\Users\lenovo>ping 192.168.0.1

Pinging

Requ

statistics for 192.168.¢€

Lot e« Laont - '-1
CKetsS: >ent = 4,

Figure 4-1-2-4 Failed Ping Command

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your router. Some

firewall software programs may block a DHCP request on newly installed adapters.

-28-
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27

= If the Router's IP address is 192.168.0.1, your PC's IP address must be within the
Note range of 192.168.0.2 ~ 192.168.0.254.

-29.
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4.2 Starting Setup in the Web UI

It is easy to configure and manage the DIR-825M with the web browser.

Step 1. Toaccess the configuration utility, open a web-browser and enter the default IP address

http://192.168.0.1in the web address field of the browser.

1821568.0.1

Figure 4-2-1 Login the Router

After a moment, a login window will appear. Enter admin for the User Name and Password, both in lower case

letters. Then click the Log In button or press the Enter key.

Figure 4-2-2 Login Window

Default IP Address: 192.168.0.1
Default User Name: admin

Default Password: admin

If the above screen does not pop up, it may mean that your web-browser has been set to a
proxy. Go to Tools menu>Internet Options>Connections>LAN Settings in the screen that
e appears, cancel the Using Proxy checkbox, and click OK to finish it.

-30-
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The first time login router, it will enter wizard setup, the Wizard Setup page screen appears as Figure 4-2-3.

Setup Wizard

The selup wizarnd will guits you to configune Rouler for first time. Please follow the selup wizard step by siep.

Weloome 1o Selup Wirasd

The Wizard will guide you Ihe through Toliowing stegs. Begin by clicking on Nexl

Figure 4-2-3 DIR-825M Web Ul Screenshot
Step 2. Choose “Next” and you can configure the router Operation Mode by yourselff.

Step 1: Operation Mode

i s mode, e devnos |5 suptadsed 10 cannec] 1o mmerne! via
—.. ALISEMCane Modeir: The RAT 5 enabled and PO 9 LAN pors
Saleway. (8 share e Same 1P 101SP thiough WAN port. The cotnechion tge
£ Da BRI in VAN page Dy wsing PPROE, DHCF cient oF stalic
=

. Ini s mode. Sl emanmel pers and wheiess eraoe s beoga
Briageiar ) ingelher and NAY fumrion m tisatied. A fhe VAN raied Rmction
T THEilE 308 ot SUDKsutED

N TS MdE il SMerrH pons e Brided Iog=msr it e
wireless chirni Wil conmeci bp 15F Rouder The BAT 1= enabied ang
e s Y PR o S NS pOnS SNErE e saime 1P 1 ISR ikigh winskess
=< LAM Yoo can coemect in the ISP &P in Sde-Sirey page The
RO Tybe CEN-De Seluf in WikN peoe Iy using FPPOE
OHCT cliesr] or sty [P

Figure 4-2-4 Configure the Operation Mode.

Step 2: WAN Interface Setup

WAM Access Type | Dynamic IP n
.
Enabie vLaM [ |

Figure 4-2-5 Configure the Time Zone Setting.
-31-
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Step 4. Choose “Next’ and you can configure the LAN Interface Setwp.
Step 3: LAN Interface Setup

1P Aguress: [TH2. 166 0.1

Subnet Mask: 255 255 355 0

Figure 4-2-6 Configure LAN Interface Setup.

Step 4: Set admin account

Nt PASSWOITT amim

Confimmed Passwoet. wem

Figure 4-2-7 Configure WAN Interface setup.

Step 5: Setup Wireless

2A4GHz
Enable Wiekss: [
SE0. dink-S25M-2 461265

Fassword. ZvpyseEds

SGHz
Enable Wirekss

S50 k205N -20G-1266

Password: Zvpysssdd
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Figure 4-2-8Configure Wi-Fi Interface setup.

-33-
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Chapter 5. Configuring the Router

This chapter delivers a detailed presentation of router’s functions and features under 4 main menus shown
below, allowing you to manage the router with ease.

D-Link & G

Hoeme Lo

Internet
Py
WAL Addiess Coimnesthon Tiype Faebeamas, Shorhue Cormecisn Lgane=
R i
P Aatiees, Dt il Sy Promary QWS Sarves Cermmiary WG Seapre
1 | ML 1 | | Pt Douai it

Figure 5-1 Router’s Functions

-34-
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5.1 Home

5.1.1 Internet

Internet
[Pl [Py
AL Mddress Comnechon Type Setwenre Chatus Connechon Uphime
1 B ety DB 32 BB Dhiscormecied
IF fcidire-ss Delaill Gateveay Primary DS Server Sacondany DS Sennesr
M Baiiabie It fcafatie Pl Asail bk i Ailabibe
Figure 5-1-1 Router IPv4 Status
Internet
s d IPwh
AL ApdiEss Comection [ype MEDATHE, SEalis Lonnachon L plirs
i Breh 053265 OHCFaE Discnnnesied
WA Py Address Crefquim Gateary Framary DS Server Zecondary DNE Sereer
Mt Availabie Mot Axgitable Mot Avaiiahie Mat Syailabike

Figure 5-1-1-1 Router IPv6 Status

5.1.2 DIR-825M

On this page, you can view information about the current LAN and Wi-Fi status of the DIR-825M.
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DIR-825M

WMAC Adidress
Riguter IP Address
Subinet Mask

Lipline
Buidd Tirme

Hlahis
Wi-Fi Mame (55100
Ercryplion
BSSID
Charnel Mumber

1Pwd Metwork

i Beeh 95 3266
192 168.0.1
255 356 256

Syslem
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fton Aug 24 11.37.54 CST 2020

Wi-Fi 2 4GHz
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dlink-8250-2 4G-3266
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Figure 5-1-2-1 DIR-825M Info

5.1.3 Connected Clients

Link-Local Address
Router 1P Address

CPU Usage
Memary [FreeTotal)

Slatus
Wi-Fi Mame (SSI0
Encrypbon
BSS5A0
Charniel Mumbed

1PwG Metaork
feB0 1
Mat fvailable

CPU
36 Th%
Gl Deal

Wii-Fi BEHz
Up
dlink-L25k4-55- 1068
IWPAWPAS- Bed
14 Booebcd e 32065
145

This page shows the IP addresses and host names of all the PCs in your network

Connected Clients

192 96802

Figure 5-1-3-1 Connected Clients
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5.2 Settings
5.2.1 WAN

On this page, you can configure the parameters of the WAN interface.

D-Link 8 L]

Semngs Lot

e, © 0 © o © ©

WAN

This padge i used o oonhgune |e parameters Tor Milamel network wiech conmsads 1o e WN porl of your Router. M you may dhangs
lhe access method to stabic P, DHCF, PPPoE by cick the fem value of YWAN Acoess: type

LN R [T g |

Enatie [

WA ACCEsS Type | Dynarmec IP (DHCH)

MTLE 1580 (1350-1 500 bytes

Cption 43 [

Cione MAC Address. 3000300000 . G

E bl AR

Figure 5-2-1-1 WAN

5.2.1.1. IPv4

There are four wan connection can be use, each wan connection can be configured as difference mode, such as
DHCP router mode, PPPoE router mode, Static router mode, and each wan connection can be configured to

have VLAN tag, this will more helpful for user to meet different environment usage.

7 DHCP

Choose “DHCP” and the router will automatically obtain IP addresses, subnet masks and gateway addresses
from your ISP.
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Lrmasic [P [DHCF)

0000300000 Clone MAC

Save & Apply

Figure 5-2-1-1-1 DHCP

Object Description

MTU You can keep the maximum transmission unit (MTU) as default.
VLANID Enter the VLAN ID value provided by your ISP.
WAN Type From this feature, user can distinguish different services.
Option 43 CPE get the acs url via Option 43

7 Static IP

If your ISP offers you static IP Internet connection type, select “Static IP " and then enter IP address, subnet

mask, primary DNS and secondary DNS information provided by your ISP in the corresponding fields.
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Connaci name

Enalie

WAN Access Type

IP AdGress

Subhel Mask

el Galeway

BITLE

Clang MAL Address

Enabie VLAN

Figure 5-2-1-1-2 Static IP

WA
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1500

000000000002

-39-

[1800-1 500 byins)



User Manual of DIR-825M

Object Description

Enter the WAN IP address provided by your ISP. Inquire your ISP if

IP Address you are not clear.

Subnet Mask Enter WAN Subnet Mask provided by your ISP.

Default Gateway Enter the WAN Gateway address provided by your ISP.
DNS 1 Enter the necessary DNS address provided by your ISP.

Enter the other DNS address if your ISP provides you with 2 such

DNS 2 addresses, and it is optional.
MTU You can keep the maximum transmission unit (MTU) as default.
VLANID Enter the VLAN ID value provided by your ISP.
WAN Type From this feature, user can distinguish different services.
7 PPPoE

Select PPPoE, if your ISP is using a PPPoE connection and provide you with PPPoE user name and password

information.

PPPOE

1462

Continupus

Save & Apply

Figure 5-2-1-1-3 PPPoE
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Object Description

Username Enter the User Name provided by your ISP.

Password Enter the password provided by your ISP.

VLAN ID Enter the VLAN ID value provided by your ISP.

WAN Type From this feature, user can distinguish different services.

Service Name Type the name of this router.

MTU You can keep the maximum transmission unit (MTU) as default.

Connection Type Select “Continuous”, “Connect on Demand” or “Manual”.
5.2.1.2. IPv6

You can config IPv6 in this page. It's support 3 kinds of IPv6 origin types.

STATI
0000 | 0000 D000 | DODD [ ©003 | 3000 0000 0000 0
gbessay. OO0 [ 0000 | D000 [ D000 | S - G030 - 0000 [ D000y 0
5 000 | 0000 D000 | DOGG | BG5S | G860 D000 DOOO | O
Sava & Apply Fissal

Figure 5-2-1-2-1 IPv6 Static

Object Description

Origin Type Current origin type STATIC.
IP Address WAN IPv6 address.
Default Gateway WAN IPv6 default gateway.
DNS WAN IPv6 DNS.

Enable MLD Proxy Enable or disable MLD.
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Object

Siaieful Address

*

nabie MLD Prexy: [

Figure 5-2-1-2-2 IPv6 auto

Origin Type

Description

Current origin type AUTO.

Address Mode

WAN IPv6 address mode, including stateless and stateful address
mode.

PD Enable

WAN IPv6 prefix delegation.

Rapid-commit Enable

Rapid commit switch.

DNS

WAN IPv6 DNS.

Enable MLD Proxy

Enable or disable MLD.
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-

fiz: D000 © 3000 - D000 |- 00elel [ 0000 [ 000 - D000 D00 0

—

&1 fram DHCP ]

3w IFvd Address: 0.0.0.0

{50 0000 & 0000 - D000 | 003D | 0000 [ 00D - 0000 ShDD 0

Figure 5-2-1-2-3 IPv6 6RD

Object Description

Origin Type Current origin type 6RD.
6RD IPv6 Prefix WAN IPv6 prefix delegation
WAN IPv4 Address WAN IPv4 address.

6RD Border Relay IPv4 Border Relay IPv4 Address.
Address

DNS WAN IPv6 DNS.

Enable MLD Proxy Enable or disable MLD.

5.2.1.3. Status

This page will show all the status of the wan connections.
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I :-?r-: “

[P Hridige Vian
Connact e Enabla Typa Wian ID 3 F i TH P Address Cxigway OMS
WA Enabiead @hcp - Disconnecied
VALAMET D anie
WALAMS D anind
WAL LR

5.2.2 Operation Mode

You can setup different modes to LAN and WLAN interface for NAT and bridging function.

5.2.3 Wi-Fi
5.2.3.1. Wi-Fi

Figure 5-2-1-3-1 Status

10 Ines Freode, e Gesnice i SuDisoSad W CONNect 1 mlemeet wia

. ADSLiCabie Modem. The MAT i enabled and FCS in LAN parts
Gaterway: () share te same 1P bo 152 theough WAN porl. The connection fype
Can be SEup in WaN page by using FRPPOE, DHCP cient or stalic

IP

-

In thi& mode, ail sfemel pons and winsess nbsrface ans Dnidged

BridgeAF: | _) fogether and MAT funclion is disabled. Al The WAN related function
and firevwall are nol supponed

In ihis mode, all efsmet poris ane bridged ngeter and e

wirsless chent will conned! 1o 15P Rouler. The NAT & enabied and
PS5 in efhemet poris shane the same IF §o ISP feough wirskess
L. Wil can connecl b e 1520 AP n Sile-Survey page. The

Wirekss ISP )

Connecion bype can b setup inWAN page by using PPPDE
DHCP clis o siatic IP

Figure 5-2-3-1 Operation Mode
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LUNITED aRAB
2.4 GHZ (B+G+M)
aF
Multiple AP
dink-225M-2 40G-1266
F0Hz
Ll e

Ana

A

Shaoow Activa Clients

Figure 5-2-4-1-1 2.4GHz Wi-Fi

Object Description

Disable Wireless LAN You may choose to enable or disable Wireless function.
Interface
Set the wireless mode to which you need. Default is “Mixed
Band 802.11b/g/n”. It is strongly recommended that you set the Band to
“802.11b/g/n”, and al | of 802.11b, 802.11g, and 802.11n wireless
stations can connect to the DIR-825M
Mode WLAN working mode, such AP, client, WDS and AP+WDS.
MultipleAP You can set guest SSID from this button.
Network Type You can config WLAN network type with this parameter.
Set a name (SSID) for your wireless network. The ID of the
- wireless network. User can access the wireless network through
it only. However, if you switch to Client Mode, this field becomes
the SSID of the AP you want to connect with.
Select a proper channel bandwidth to enhance wireless
Channel Width performance. When there are 11b/g and 11n wireless clients,
please select the 802.11n mode of 20/40MHz frequency band.
Control Sideband . . . .
Control channels are only applicable if your gateway is operating at
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40 MHz bandwidth and the 802.11n mode is configured as
Automatic.

Channel Number

For an optimal wireless performance, you may select the least
interferential channel. It is advisable that you select an unused
channel or “Auto” to let device detect and select the best possible
channel for your wireless network to operate on from the drop-
down list.

BroadcastSSID

You may choose to visible or invisible SSID broadcast. When it is
enabled, the router SSID will be broadcast in the wireless
network, so that it can be scanned by wireless clients and they
can join the wireless network with this SSID.

WMM

WMM provides basic Quality of service (QoS) features to IEEE
802.11 networks. WMM prioritizes traffic according to four
Access Categories: voice, video, best effort, and background.

Associated Clients

This option shows you all the clients which connected to this
SSID.

Enable Universal Repeater
Mode

Repeater mode
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5.2.3.2. Security

Rood AF - dink-8250-

WRAT-WPAT-WMIXED

ar- g BT

eyt B LR R

Save & Apply Riesel

Figure 5-2-4-2-1 Wi-Fi security

Object Description

Set a name (SSID) for your wireless network. User can access
the wireless network through the ID only. However, if you switch
Select SSID to client mode, this field becomes the SSID of the AP you want
to connect with.

Select the security mode from the Encryption dropdown list.

There are 6 options in the Security Mode dropdown list:

m Disable

®E WEP
Encryption

E  WPA2

m  WPA-Mixed

m  WPA3

E  WPA2-WPA3-MIXED
Pre-Shared Key Enter the Wi-Fi password

5.2.3.3. ACL

-47-



User Manual of DIR-825M

ViEless ALL Mode | [Disahie n

e

Caurrent AL Lig]
Figure 5-2-4-3-1 Wi-Fi security
Object Description
If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to
Wireless ACL Mode

connect to your Access Point. When 'Deny Listed' is selected,
these wireless clients on the list will not be able to connect the
Access Point.

MAC Address The MAC address of the client.

Comment Comment

5.2.3.4. Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you could choose to connect

it manually when client mode is enabled.

Figure 5-2-4-4-1 Site Survey
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5.2.3.5. WPS

Figure 5-2-4-5-1 WPS

Object Description

WPS This page allows you to change the setting for WPS (Wi-Fi
Protected Setup). Using this feature could let your wireless
client automatically synchronize its setting and connect to the
Access Point in a minute without any hassle.

Disable WPS Enable or disable WPS function.

5.2.3.6. Wireless Schedule
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Figure 5-2-4-6-1 Wireless Schedule

5.2.3.7. Easy Mesh
Config a router as controller, and other config to agent, after config,Agent router dhcp server will disable.

Trigger the WPS push button on one of the device. (User can choose either to press the physical push button, or Click
“Start PBC” on the Web-UlI)

Roke () Controler () Agent { ) Disabied
Sackhaul BS5 (W) 56 ) 245

Dievice: Name EasyieshContral

WPS Triggers

Topmiogy

Figure 5-2-4-7-1 Easy Mesh Controller

Rese [ ) Coranies (&) Aganl Disatitsd

Eacihimnn STA (@) 506 2403

oy e Nome I.IElrrMahlgll'Ht

WPE Troger

Figure 5-2-4-7-2 Easy Mesh Agent

After mesh connected success, Click controller router “Display topology”, it will shown as follows net topology, agent ip
will change and get it from controller dhcp server.

Mutwerk Topalogy

= Easyhleshloomirofiar | (2101 Bl | 152 158.001 |
« Esayhdeshigent? | RA0TETTTTTT | 19216800101 |
i Easyieshigent] | (NeDScET1153 | T THE O M0

Figure 5-2-4-7-3 Topology
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Matwork Topology:

« Eawyhliesh{onmrolier | 02 1018855685 | 150 16801 |
« EasyMeshAgenil | O0el=cE11133 | 192 1620900 |
= Easyieshigent? | 0X101877F77T | 192.168.001

Figure 5-2-4-7-4 Topology
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5.24 LAN
5.2.4.1. IPv4

This page is used to configure the parameters for local area network which connects to the LAN port of your Access
Point. Here you may change the setting for IP address, subnet, DHCP, etc.

153 968.0.1
Masic 265.266.266.0

etau sleway. 0.0.0.0

FCH ML SErEr u
wenl Fange: 152 968.0.100 15 182 0300 _

158 Time 1440

= 1.0.0.0

n Hame dinkrouter. local

.

Figure 5-2-5-1-1 LAN IPv4

Object Description

Router’s LAN IP.

LAN IP Address The default is 192.168.0.1. You can change it according to your
needs.
Subnet Mask Router’s LAN subnet mask.

If it is selected, the router serves as the DHCP server and

WORK MODE automatically assigns IP addresses to all computers in the LAN.

Enter the start and end IP address of all the available successive
IPs.

DHCP Client Range

Select the time for using one assigned IP from the dropdown list.

Lease Time After the lease time, the AP automatically assigns new IP

addresses to all connected computers.
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Static DHCP

This page allows you reserve |IP addresses, and assign the same
IP address to the network device with the specified MAC address
any time it requests an IP address. This is almost the same as
when a device has a static IP address except that the device must

still request an IP address from the DHCP server.

Domain Name

Set the domain name of the Router.

802.1d
Spanning Tree

Enable or disable spanning tree function.

5.2.4.2. Static DHCP

If user want to reserve specific IP for some device, you can bind the mac and the IP in this page.

Shatec DHCF Lt

5.2.4.3. IPv6

AL AT

Figure 5-2-5-2-1 Static DHCP

This page shows the information of IPv6.

IP Address: fe80 | 0000 [ 0000 © 0000 |- 0000 - 0000 - G000 © 0001 /el

DHCPw Server Enabie

Agdress Mode Sinicless Addmss
RADVD Enable

PFrefoc | Prefin Dedegation

Advvialidl detime: 3600

AdvEreferredLilelime. 3600
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Figure 5-2-5-3-1 IPv6

Object Description

IP Address

Router’s LAN IPv6 address.

DNS Addr

Router’s LAN DNS server.

Interface Name

If it is selected, the router serves as the DHCP server and

automatically assigns IPv6 addresses to all computers in the LAN.

Addrs Pool

Enter the start and end IPv6 address of all the available
successive |IPv6 address.

5.2.4.4. TUNNEL 6 over 4

This page used for Tunnel 6 over 4.

Figure 5-2-26 TUNNEL 6 over 4

Object Description

Enable Enable or disable tunnel 6 over 4. ‘
5-2-5-4-1 TUNNEL 6 over 4
5.2.5 VPN
52.5.1. PPTP

This page is used to configure the parameters for Internet network which connects to the PPTP server.
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e .

Figure 5-2-6-1-1 PPTP

Object Description

Server Type the name of PPTP Server.

Username Enter the user name provided by your ISP.

Password Enter the password provided by your ISP.

MTU You can keep the maximum transmission unit (MTU) as default.

5.2.5.2. L2TPv2

This page is used to configure the parameters for Internet network which connects to the L2TPv2 server.

Figure 5-2-6-2-1 LT2P

Object Description

Server Type the name of L2TP Server.

Username Enter the user name provided by your ISP.

Password Enter the password provided by your ISP.

MTU You can keep the maximum transmission unit (MTU) as default.
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5.2.5.3. L2TPv3

This page is used to configure the parameters for Internet network which connects to peer by L2TPv3.

A

Figure 5-2-6-3-1 L2TPv3

Object Description

Local Host Address The address of the LAN side device of local , eg:192.168.0.2

Remote Host Address The address of the LAN side device of remote host ,
€Q:192.168.8.2

Local Udp Port Lan side device udp port.
Remote Udp Port Remote device udp port
Tunnel Address Wan interface ip address

Remote Tunnel Address | Remote device wan interface ip address

Tunnel Id Local device tunnel id

Remote Tunnel Id Remote device tunnel id

Session Id Local device session id

Remote session Id Remote device session id

MTU You can keep the maximum transmission unit (MTU) as default.

-56-



User Manual of DIR-825M

5.2.5.4. GRE

Enabie
Local Hosl Address (0.0.0.0 b= autoconfig)
Remote Hosl Address {13.90.13.90)
Tunnel Address (17210 12 1)
Remobe Tunnel Address T2 A1)
Mt

GRE Table

Figure 5-2-6-4-1 GRE
5.2.5.5. Status

This page shows the status information for PPTP , L2TPv2 and L2TPv3

FFIP Dsalied
LITF Daalviad
LZTP¥3 Lsatried

Figure 5-2-6-5-1 VPN status

5.2.6 USB

The DIR-825M has a built-in USB port which can be connected to an external USB storage device for file

sharing.

5.2.6.1. Disk information

This page shows disk information. You can access the U disk using \\x.x.x.x on the computer.

Disk Infanralion

Total Space Avallable Space ad Uses System Type

Figure 5-2-7-1-1 Disk information
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5.2.6.2. DLNA

52.6.3. FTP

Enmtie it ﬂ

Figure 5-2-7-2-1 DLNA

Erabike FTP Sarves

Enable Remoie Access

Figure 5-2-7-3-1 FTP
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5.3 Features

5.3.1 QoS

Boin

Guaraniesd mrrmum

Figure 5-3-1-1 QoS

Object Description

Automatic Uplink Speed Automatic uplink speed.

Manual Uplink Speed Set the download speed of your Internet access
(Kbps)

Automatic Downlink Automatic downlink speed.

Speed

Manual Downlink Speed Set the upload speed of your Internet access
(Kbps)
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Name

QoS rule name.

5.3.2 Firewall
5.3.2.1. Advanced

Enable DMZ:
Enable UPMNP:

Enable IGMP Proxy:

Enable Telnet Access on LAN:

Enable Telnet Access on WAN:

Enable Ping Access on VWAN:

Enable Web Server Access on WAN:

Enable IPsec pass through on VPN connection:

Enable PPTP pass through on VPN connection:

Enable L2TP pass through on VPN connection:

I CE<H<NNNNNNE<FHE<IW

Figure 5-3-2-1-1 Advanced

Object Description
Enable DMZ Enable or disable DMZ function
Enable UPnP Enable or disable UPnP function

Enable IGMP Proxy

Enable or disable IGMP Proxy function

Enable Telnet Access on
LAN

Enable or disable Telnet by lan access

Enable Telnet Access on
WAN

Enable or disable Telnet by wan access

Enable Ping Access on
WAN

Enable or disable Enable Ping Access on WAN function

Enable Web Server
Access on WAN

Enable or disable Enable Web Server Access on WAN function.

Enable IPSec pass
through on VPN
connection

Enable or disable IPSEC to pass through IPSEC communication

data.
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Enable PPTP pass through g apie or disable PPTP to pass through PPTP communication
on VPN connection
data.

Enable L2TP pass through  £napie or disable L2TP to pass through L2TP communication
on VPN connection
data.

5.3.2.2. Dos
A denial-of-service (DoS) attack is characterized by an explicit attempt by hackers to prevent legitimate users of

a service from using that service.

Figure 5-3-2-2-1 DoS

5.3.2.3. IP Filtering
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Enabke IP Fikenmng
Ematie 1Py
Erable PG

Lical IPvd Address

Lzl |Fvls Adoress

Frofocol: | (Both n

Comment

o Filier [abks
Figure 5-3-2-3-1 IP Filtering
Object Description
Enable IP Filtering Enable or disable IP Filtering function.
Enable IPv4 Enable or disable IPv4 Filtering feature.
Enable IPv6 Enable or disable IPv6 Filtering feature.
Local IPv4 Address Set LAN side source IPv4 address

LAN si IPv6 add
Local IPv6 Address Set side source IPv6 address

Protocol Select “TCP”, “UDP” or” Both”

Comment Comment for the rule.

5.3.2.4. Port Filtering
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[ i
e e e
Figure 5-3-2-4-1 Port Filtering
Object Description
Enable Port Filtering Enable or disable IP Filtering function.
Enable IPv4 Enable or disable IPv4 Port Filtering feature.
Enable IPv6 Enable or disable IPv6 Port Filtering feature.
Port Range Set the port range for port filtering
Protocol Select “TCP”, “UDP” or” Both”
Comment Comment for the rule.
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5.3.2.5. MAC Filtering

Mode. (8 ERSCKNS] WWhReks]

sAC Fiter Tabie

Figure 5-3-2-5-1 MAC Filtering

Object Description

Model You can set working model here, Black and White.
MAC Address Enter a MAC address
Comment Comment info.

5.3.3 Port Forwarding
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urran| For Formarding | akss

Figure 5-3-3-1 Port Forwarding

Object Description

Enable Port Forwarding Enable or disable Port Forwarding function.
Local IP Address Enter a LAN IP address

Local Port Start Enter LAN side start port.

Local Port End Enter LAN side end port.

Protocol Select “TCP”, “UDP” or “Both”.

Remote IP Address Enter a WAN IP address

Remote Port Start Enter the external start port

Remote Port End Enter the external end port

Comment Enter the port number

5.3.4 URL Filter
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URL filter is used to deny LAN users from accessing the internet. Block those URLs which contain keywords listed below.
Please note: URL Filter can not filter the HTTPS encrypted domain name.

- - Husal.

Figure 5-3-4-1 URL Filter

Object Description

Enable URL Filtering

Enable or disable URL Filtering function.

Deny URL address (black
list)

Blocking access to the URL list.

Allow URL address (white
list)

Allowing access to the URL list.

URL Address

Block or allow access URL.

5.3.5 Route

This menu shows you the current default route and static route. Static Route reduces route selection problems

and corresponding data overload and accelerates data packet forwarding.

5.3.5.1. Default Route

You can select which wan connection as default gateway route.if not ,system will auto select a connect up wan

as default gateway route.

Figure 5-3-5-1-1 Default Route
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5.3.5.2. Static Route

Eniaee Sdame Hpijle

iF Addrme
Sumerpr! Alans

Cigteyan

Pty |

IMEnEts LA n

Stalic Hoaia Tabis

Figure 5-3-5-2-1 Static Route

Object Description
Enable Static Route Enable or disable Static route.
IP Address Enter the destination network
Subnet Mask Enter the network mask
Gateway Enter the network gateway
Metric Enter the routing metric
Interface Select the interface
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5.3.6 Dynamic DNS

The Wireless Router supports Dynamic Domain Name Service (DDNS). The dynamic DNS service allows a
dynamic public IP address to be associated with a static host name in any of the many domains, and allows
access to a specified host from various locations on the Internet. Click a hyperlinked URL in the form of
hostname.dyndns.org and allow remote access to a host. Many ISPs assign public IP addresses using DHCP,
so locating a specific host on the LAN using the standard DNS is difficult. For example, if you are running a
public web server or VPN server on your LAN, DDNS ensures that the host can be located from the Internet
even if the public IP address changes. DDNS requires that an account be set up w ith one of the supported

DDNS service providers

Enable DDNS: _

Service Provider: | DynDNS

Domain Mame: host.dyndns.org

User Mams/Email: ladmin

Password/Key: jeses

Figure 5-3-6-1 DDNS

Object Description
Select server from the drop-down list
Server Provider ®  DynDNS
B TZO
Domain Name Enter the host name
User Name/Email Enter the user name
Password/Key Enter the password
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5.4 Management

5.4.1 Time
5.4.1.1. NTP Server

Cirrert Tine: 2019 | 2 o | m B2 i
Timar Zone Sedect | (GMT+04 00 pAls Dhabi, Merscal n

B kgt dink Lom

Object Description

Current Time Select the time zone in your area
Copy LAN time Copy time from computer.
Time Zone Select Select time zone from the drop box.

Enable NTP client update | Enable or disable NTP client update.

Automatically Adjust Enable or disable daylight saving if you need this function
Daylight Saving

NTP Server Select the well know NTP Server.

Manual IP Setting Enter the server manually.

Figure 5-4-1-1-1 NTP Server

5.4.1.2. Auto Reboot

This feature can do the Reboot automatically at a specified time. Please note: “Auto Reboot” depend on the “NTP Server”,
you have to enable the 'NTP Server' when use this feature.

Larys: @ {Run tima long, wnit days)

Howrs Hanga: 0 1] The system will restart ol this hour ingenval

Enable: | ON

Figure 5-4-1-2-1 Auto Reboot

-69-



User Manual of DIR-825M

5.4.2 System Log

Figure 5-4-2-1 System Log

Object Description

Enable Log Enable or disable Log function.
Enable Remote Log Enable or disable “Logging to Syslog Server”
Log Server IP Address Enter the Syslog server IP address
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5.4.3 System Settings
5.4.3.1. Administrator

Figure 5-4-3-1-1 Administrator

Object Description

Password Enter the new password.

Confirmed Password Enter the new password again.

5.4.3.2. System

This screen allows you to back up, restore, and erase the router’s current settings. Once you have the router
working correctly, you should back up the information to have it available if something goes wrong. When you
back up the settings, they are saved as a file on your computer. You can restore the router’s settings from this

file.

Figure 5-4-3-2-1 System

Object Description
Save settings to file Save the setting to local PC
Load settings from File Load the settings from local PC

Reset Settings to Default | Restore the device to factory default

Reboot the device Press the button to reboot the device
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— Z]] When you load new configuration, the original configuration will be lost. Please
=

Not back up the current configuration before loading a new one. In this way, if the new
ote

configuration file has an error, you can load the backup file.

= 1}3
%- DO NOT shut down your router when loading a configuration file. Otherwise, the
it router may be damaged.
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5.4.4 Statistics
5.4.4.1. User Statistics

This page shows each user's total traffic statistics.
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Figure 5-4-4-1-1 User Statistics

5.4.4.2. Interface Statistics

This page shows the packet counters for transmission and reception regarding to wireless and Ethernet networks.

Lser Statistics Interace Stalistics

Save Bytes 20210
Wirelass 1 LAN

Recosed Bylea FILEE

el Bytes 148050
Wireless 2 LAN

Recerved Byies B3R

Sard Bytes G20
Exhamiet LAM

Recassed Bylea aTan

Seval Bytes o
Wia M

Recesved Byies o

Figure 5-4-4-2-1 Interface Statistics

5.4.5 TR069

This page is used to configure the TR069. Here you may change the setting for the ACS's parameters.
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Figure 5-4-5-1 TR069

Object Description

TRO069 Enable or disable TR069.

ACS ACS server domain or IP Address.
User Name User name for connection to ACS.
Password Password for connection to ACS.

Periodic Inform Enable Enable or disable periodic inform.

Periodic Inform Interval Periodic inform interval.

Connection Request User Name used form ACS connection to TR069.

User Name

Connection Request Password used form ACS connection to TR069.

Password

Path Connection request path.

Port Connection port.




5.4.6 SNMP

SNMP is a application for network managment .

Enatée Shaar - [
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Figure 5-4-6-1 SNMP

5.4.7 Upgrade
5.4.7.1. Firmware Upgrade

You install new version of the router's software using this page. From time to time, we may release new
versions of the Router's firmware. Firmware updates contain improvements and fixes the current problems. On

this page, you can check the firmware version and upgrade firmware.

Figure 5-4-7-1-1 Upgrade

%{_‘D DO NOT turns off the power or press the Reset button when updating the firmware.
—
Not Otherwise, the router may be damaged.
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