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FEAHMISCAT R SE

SR ISE JERUBLA A7 il RAEOR IS APERERAR N READ 50 MB, B HUPE
RESAR A BERD 300 MBo #828 FOA7 fiff 28 S0 N AL IR LEPE RE AL 11T %2 VMware
J 25 4 (KIS KF o

SR ISE fE 2 2 il LRI UL S see 2 Ja s 23R PIMR 2 ARG IE
Al R A LA E SR . AR, WS B R 5 A
PERERI A , 5 29 T

FAHESAAEH] VMFS SCERSE, By e 2l 15 iz s, Aid it
MSCPERGE . AR L IR BER, ot T LA Y o

FREME CERIAMT 64 A7 RHEL 7) 50 LSI 2 #I4T

N T ARAH ETERERCAY, BT 2247 RAID # il 48 . RAID 10 (BFKA
140) SEFE AL T RAID 5 S5 LI RAR G APERERTC R 2. Ik
b, i e % HLH R R S S A T LUK IR B i B N SRAE L RE

7% 1 GB NIC #2110 GERBUEFFH AN EZ AN NIC; SZFF/SN NIC) . Cisco
ISE 7 #¢ E1000 f1 VMXNET3 J&fit 82,

BT IE RS E1000 LA PRAE BR U DL 150 H 1 A 1 38 BC 23 15t
. GARESE VMXNET3, A G820 B L ESXi iE 2%, LUE
H: 5 ISE @& A 3 i [7) 25

a4




| zz:=Ex

tnxkvmzsk I}

EBES]

AM3E

VMware RERMELER | ESXi S.x Al 6.x L) VMware REFINUAE{IRAS 8 B Ry iR A
AIEDPUBITET | epe s 4 ESXG S.x M4 56 |- %4 JUR} ISE K HF RHEL 7 1

HVIBREAE RS, 6% VMware W AFIRASTE B 22 9 5l 50 & A .
RHEL 7 ¥ $FY5 VMware WA 9 J T8 & MCAHL A8

Linux KVM Zk

FRHIH T Linux KVM BERIBLZEK .

ERAD

RIKEXR

CPU

° 'LEF{E
s R 2.0 GHz B
o HE: 2 4> CPU L

o HEFE,
I BPd 2.0 GHz BLHE PR
Bl 6 CMED %84 (A CPU 4

6 Mz 2.0 Ghz BUER.
Cisco ISE SCHFMEAE . FATTEBUE R AN CkaT i .

FR O RS RE ST S BIATERE, (HEAS SRR RN B BT SRR
HI BRI BbAbh, AT IR 4 B 75 R ) B A o B3 T A 2 1B A 2
AR I CPU B

AT

- A
HEA -8 GBI PRAl U 25 s 1) RIEEAS U ] SR 3D
2% - 16 GB (TPl 2 2hfig, B4l pxGrid. P CAL SXP. &
TSN 5 IS5
cHE
/MY - 16 GB
K2 - 64 GB
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. Microsoft Hyper-V &3k

RHEXR

RIREK

EB
i

* & 200 GB

P
200 GB % 2 TB Wt A7 it CR/NIGRT B AT ©
FATEWE ) VM EHUIRSS d4d FH SRAREE 3 2 10,000 RPM. [

ER OUJURLISE GUEREAUALIN, 15 18] SRS RESUEA AT AL A 5K
TR SRAR T 221 B POURE A Al AL A A5 VSR, 22 2B PP m] BETCVA IR
oo B A A T

KVM k458 %

Wit S 2k - virtio, ZEAFRI - TG, 1O B - AHL
TSI RAW A76ifi 2o

FE 1 GBNIC 10 CEUUEHI AL A NIC; S2H: /54 NIC) o JBR}ISE 3¢
FF VirtlO I A7 . TATREBUEA] VirtlO IRBIFE 7 LA itk g

CR
RERL I e

RHEL 7.0 E[ff] KVM

Microsoft Hyper-V 23k

T&RFIH T Microsoft Hyper-V ERINLE R,

EE

CPU

BB E: 2.0 GHz BT R
BBt 24 CPU &b

BFEE . 2.0 GHz 3 5Pk

Bt 6 UMD £ 84 CRAYD
CPU %0

W EREMREIIERKIER, RA22



waz=agzx |

e
X
o
e

AT

* T4

A -8 GB JHF V&V & vy in) Fidk
A ) TR BE D

=g - 16 GB (FH TPl s Thag, #
1 pxGrid. W #F CA. SXP. W&
R h & 4y k55

°$l_"‘_":
/N - 16 GB
K7 - 64 GB

«iffH: 200 GB

s HFE. 200 GB % 2 TB [ AEfE CR/DEL
WTEBEATS) o FATEER VM EHL
AR 55 2 A5 B A 3 4 10,000 RPM (1)1
5

R OB ISE QIR EAUNLN, A A
A AR AP R . R AT 2
AN BE A AR S WA A I SR, 223
FEFY AT BETCIE VA B A 2 1) o

-2

T3 1 GBNIC 1 (Ut FH AN 2k 24> NIC;
SLFESAS NIC)

REAUBL I A R

Hyper-V (Microsoft)

Rt 3 7S (B oK

RPN B A P2 AT RS SERE ISE R4 2 7] 23 -

R4 BWHIERN#ETE

ISEfRE REETE | mAHETE | IEFREINE
#Z= 8
ST ISE 200 GB 2TB 600 GB £ 2 TB
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B 23 = [B)

RHEXR

ISE A2 RMEETE | mAHETE | HIEREINE
2%

AT ISE - [ 200 GB 2TB 250 & 300 GB

AR ISE - {0 s 4 200 GB 2TB 600 GB £ 2 TB

S A 3\ ISE - 1S5S R 5% 200 GB 2 TB 200 GB

4345 ISE - ¥ pxGrid 200 GB 2 TB 200 GB

A ISE - s (UL ATk i) 200 GB 2TB 600 GB £ 2 TB

pxGrid)

3 A0 ISE - A HE . WA sems RS (LU | 200 GB 2TB 600 GB & 2 TB

A& pxGrid)

ik £ %5 18] AE N

FEYRSE Cisco ISE HIREREL A5 AN, 4R BA RN

W EREMREIIERKIER, RA22

BRI — & LR ISE BN BC A% 2 TB MRERL251H

« JOFL ISE b2 2 AE UM (1 AR B

o WEEL I BCAR B H A e SR R B BRI . E O H IR A AT 5, 30% ) VM R 4% 25 1)
BT HEEE . BA 25,000 MR KRB R ERKZ 1 GB [ H .

Bltn, R
K 100,000 LR R E 2%, NSRS R AL 4GB I H .

PENT R AR 38 RINH R, B i Z00KE IH 2 e 8% 24708 122 0 AP 88000 P o ofg HL R o

HHE 600 GB VM R 25 0] ) W45 05, ) 180 GB 20 B A+ H & fE k. Wi
SR, s LR

TR H A, BT EAHEOR VM B A . BEHE N 100 GB fZ#E 5 1],  RIVAT 4R 3k43 30 GB
T HBAE . RAREINEDR, el BAUBLRE B R/ N 2 TB 1R H 776k

LRI T REAUB LRI REEE AN, WIANSIEAT T, T AR RE UL b4 23 JE R ISE.

R 5 PSR IR m PGl (0 R0 MR AR 2 I PR 45820 T DU B A8 R 2% (1 i B8 HE T H s

LA7E Monitoring 7 s b0 B RIOR K. Hics A H 3 5 2 )™ s 00 B9 P 0 I

x5 HEFEEET ShE#IRE

RimE 200 GB 400 GB 600 GB 1024 GB 2048 GB
10,000 126 252 378 645 1,289
20,000 63 126 189 323 645




B 23 = [B)

RIEE 200 GB 400 GB 600 GB 1024 GB 2043 GB
30,000 42 84 126 215 430
40,000 32 63 95 162 323
50,000 26 51 76 129 258
100,000 13 26 38 65 129
150,000 9 17 26 43 86
200000 7 13 19 33 65
250,000 6 11 16 26 52
BREM RS
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%E:E;

fi

A B ISE

AEHIRELER, FHH AL B e R P Bk B s puidt 2225 SR ISE.
o ZEEEHISE, #2171
« BITRERT, H24 0
© WOUFLCRE R, B 26 T

A PR ISE

ARy B fi] 22 2220 BRI B s Dl 238 S} TSE:

ISE #L[X ¥
PP U E BRI I HI s AR ISE, 55 ISE L&V &% i HI15 Al ISE T2k & B AR .

FHiEZ |
* W ORI T A AT R PP i 8 RO RE AR UL 0 45 2K

o (AJigs AXAEREAUNL b 222 R ISE I 75 2L 2 S 2K RIS CIEM QIR BN, A7 %TR4h
fEE, HSHELT 3

BiE VMware IR554% , 285 33 0L

£ KVM B2 JURHISE , 5 43 11T

7F Hyper-V -G 8 ISE ERIML , 2 46 11
o (TIEE; AXAE SNS A e b 2e e JURLISE I i L0 A2 ML 22K ff (O B2 0 T RURMAE jl 8 1L 1
(CIMC) Fict 55 R 7 LA BE B 45 JF AL & BIOS. A3 XRVEAIME B, 1 28 LU 30RY .

1355 SNS 3400 515 %, 15[ Cisco SNS-3400 R &Ml 2 b 67
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https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-66329
https://www.youtube.com/watch?v=VuVZ6cEr2N4
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3400hig/b_SNS3400HIG/b_SNS3400HIG_chapter_010.html

W

Wt
e
cH

SEERHISE |

BRIl ISE

5% SNS 3500 415, 155 Cisco SNS-3500 F 414 g5 Ml 22 55 45 1 o

WIS LR &% b2 2% AR ISE:

o SR} SNS W4 - 2B g . RS CIMC BHT RS 2845 3,

o JBERIHL - TR VM CIEMNCE . R EELE VMware VM 22355 B R ISE, 348 H OVA Hidi .
FERF ISE ISO W% . EAE VMware VM _E 2235 TR ISE, i N OVA Bibit. %55 OVA B IV EA (S
K, S REH OVA BEAE FEFINL B3B38 R ISE , 25 29 T,

R ISE 2.2 OVA Bt 5 ] T vCenter 6.5 [f] VMware Web 25 P Ui ANFE 2. B0 0] 3 (R g 7 v 2, A%
VMware OVF T H5 A OVA Fiki.

a) A http://www.cisco.com/go/ise. NI L4 HATH U1 Cisco.com B FLAFA RE Vs Il LBEHE o
b) it Download Software for this Product.
JURHISE W% b E28223E 90 RINPEVF I UE, [RIAESE e PTG I & 5, ] AXT BT AT AR ISE Al 25 13F
AT
J Bl A4 B AL -
* JUF SNS 4
1 3%E$:3] CIMC JfE H CIMC fEUFE %
2 33 KVM #EHIE .
#EFE Virtual Media > Activate Virtual Deviceso

TEF Virtual Media > Map CD/DVD, JfE#¢ ISE ISO B, #RJ5 riii Map Device.

0N A W

%3¢ Macros > Static Macros > Ctrl-Alt-Del UAf# H] ISE 1SO B )5 3h 1% 4%

BREHRES I ERRIEE, Wik 22
2 | |


https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
http://www.cisco.com/go/ise

Wt
bl

H
cH

SR ISE
wuEnsE i

6 $i F6 LI s Rzl RALATN (KB RERE B 25 B

6: BENgEikE

Please select hoot device:

Cisco Identity Service Engine
UEFI: Built-in EFI Shell
UEFI: IP4 0100 Intel(R)
UEFI: IP4 0101 Intel(R)
UEFI: IP4 0400 Intel(R)
UEFI: IP4 0401 Intel(R)

LN

Gigahit Network Connection
Gigabit MNetwork Connection
it Network Connection
Network Connection

Network Connection

Network Connection

[ ¥ ]
on

' R S R |
on

[ I

UEFI: IP4 0402 Intel(R)
UEFI: IP4 0403 Intel(R) '
UEFI: Cisco vKvM-Mapped wDVD:
Enter Setup

e T e T e T = I |
n

o

T and § to move selection
ENTER to select boot device
SC to boot using defaults

* FEFUHL:
1 % CD/DVD WG ZIISOWUE . REGRHEN 2 WoRBLTLUR b 4. DL R BRI LS i) 2 2R

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.2.0.xxx

Available boot options:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

4 EJA BN RTF IS, % 1 F Enter A] A H HRATH5HH & 224 WAL ISE.
T SRR BT RS, 1 FH 7 Sk % £ Cisco ISE Installation (Keyboard/Monitor) 1. R 4B EN 4 i
Zl—‘—\‘y\‘[:‘?%lﬁxz

Please type 'setup' to configure the appliance

R I R S

BRBMRSESIERERR




B zFesEes

HIES RN, BN setup FFHUAR SR BT . XK ERTFSHNENGER, WSHETRERT , 24 1.
$IE6 AW ER N N MAMERE S G, WS AZhENE s IR B A R F i .

PE1 M FEE A AGR . A IS IE R IS8T .

$IE8 REPATRAE 2B FE , 56 26 WL,

™ML= 10
1TIXEHE %El?
AE B E ISE BRSs 2% B i 2 .

BEE RS A B4 H A 24T S (CLD), @3t di iS4, 45 21 53] DU A2 65 w24 S
PC BRI BEE, I BEER 4 ISE M55 S8R 1048 B B3 SEIE. BB i/ —Fh— U Emd
EALS

FIEATWEREY, WHRAT LT 84k

?E|'|

=1 T
IR TN D A v

Please type ‘setup’ to configure the appliance

Nil

localhost login:

IR 2 R APER T, Hi setup Jﬁ'ﬁ Enter.
G R & BoR—H S B2 IR R TR U N S

F 6. BEISERERFSH

R ik ol
Hostname R 15 FH . AT TS (A-Z. a-z. | iscbetal

0-9) FUETFLHF (-)o H—NFARFUAE TR,

AR RATEUUEMT/NS FRE, DUfifR Cisco ISE HHIIE
PG IGUEASZ I TUE T F B AE P ANk 22 i 5200
ANEefEH “localhost” E 47T BRI ENLL .

(eth0) Ethernet | 7512 T-IKLLKM 0 (eth0) 2 (14 24 IPv4 Hidik 10.12.13.14

interface address

Netmask AR R TPva LR HERD 255.255.255.0
Default gateway | 0420 52 BRA N SE G 3k TPv4 Hibl, 10.12.13.1
DNS domain ANBEAE TP bk 204 EHG ASCIL “E1F . fTRE%T & |example.com
hame T () MR (e

BREHRES I ERRIEE, Wik 22
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W

R EBELISE
srgaer I
2R R N
Primary name | A4 3 B A IR 45 B IKA K TPv4 ik 10.15.20.25
server
Add/Edit another | 03751 & HoAth 35 4% IR 55 28 1045 2% TPv4 Ml (A[3E)  FoVF R 2N,
name server RS EPAT LA,

A y dREL.

Primary NTP | 03 o) 44 (A1 535L (NTP) J545 520773 TPva bk 4L | clock.nist.gov

server 4.
Add/Edit another | W20 245 241 NTP 35, (Al AVFERE 2
NTP server NTP k5528 . BEHAT

T, iEhIAN y 4REE.

System Time Zone | A J00E A5 X o i, 0T ACFAEFRERTE (PST), System | UTC  CERIAED
Time Zone 24 PST8PDT (B it 5} (UTC) 98 8 /M) o
BEPAFZ SRR X 56 2513, 8 mT LU R ISE CLT ig4T

show timezones 77 % .

IR AT T Cisco ISE Y SHF R E N UTC I
X o SIS DX B T OR R L 028 25 Fh1 A 4R
o HEFLRAACEE H & SR I )8R 7 1 2 24 1)

*
Username P BESE R T CLI Vi i) B H A B - 4. W | admin CERIAED

EPFEAEHEAE (admin), WAZREIEHH A 42. P4
I N =2 )\, I H A A R 57
(A-Z. a-z30-9) k.

Password PO R ISE REEHT CLI Uy [ BT A B8 . 1% | MylseYPass2
HERE, e iy, S0 K A A D AT
7, JFHRDEE ARG TR @ -2 ARG FREA - Z)
F—MF (0-9).

BATWERE A, RASBNEHGIT.
DUAE, ST LU v B R v G E5E A0 P e A R ) 6 o 21 JERE TSE
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Wt
§
cH

<

=%l ISE
B crzzae

A ST 5ot s+ 10
WNEREIIIE
HISIF IR R O IEMSE LT RE, IEPIT LTI EE:

FER1 RGHF G 0, EFRAPOR TN SRR R ERH P 4, A5+ Enter.
PIR2 TEF R N AN EAE R E I G E %8S, SR )51% Enter .
TIR3 i\ show application 246 iFE N & 75 O IEMG 2252, SRS 4% Enter.

Pl G B RN 4 B

Cisco Identity Services Engine

Version: 2.2.0.323
Build Date: Mon Jan 11 19:31:27 2016
Install Date: Tue Jan 12 14:35:24 2016

AR BRICRAT BN R FRCAS TR RRCAS T 9T AT e 2% DR RRCAS AN [l i 25 AN AR

A6
w4 fi N\ show application status ise fir &40 A ISE B FPIRA, SR)54% Enter.

FEhl G B 2 B

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14586
Database Server running 84 PROCESSES

Application Server running 18537
Profiler Database running 15998
ISE Indexing Engine running 19731

AD Connector running 23164
M&T Session Database running 15898

M&T Log Collector running 18671

M&T Log Processor running 18585
Certificate Authority Service running 22961
EST Service running 30193
SXP Engine Service disabled

Docker Daemon running 20399
TC-NAC Service disabled

Wifi Setup Helper Container running 22582
Wifi Setup Helper Vault running 42
Wifi Setup Helper MongoDB running 15
Wifi Setup Helper Web Server running 219
Wifi Setup Helper Auth Service running 129
Wifi Setup Helper Main Service running 165
Wifi Setup Helper WLC Service running 203
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

W EREMREIIERKIER, RA22
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fi

HittwEER

ARFE W 55 SNS BEAF AN R HL 1 5 A DG (1 HARAE
* SNS w#&Z% , 527 0L
* VMware ML , 25 29 UL
* Linux KVM , 5§43 71T

* Microsoft Hyper-V , f 46 1

SNS &S %

B EZE—1A 5| 5 USB 1 &Z L= BER ISE
3 F Fedora LiveUSB Creator | H M JER} ISE 223 1SO X6 7] 5|5 USB # 4% .

FHIE Z Al
* %1% H T Windows 5%, Linux [{) Fedora LiveUSB Creator M\ PL N7 & N2 AM R %5 https:/

fedoraproject.org/wiki/How to create and use Live USB.

)

FR b USB THREHIEH, (HERNA &2 13# H Fedora LiveUSB Creator, X
BOHIT IR .

< ¥ R ISE %3¢ 1SO SUfF PR E A RS .

BRI 3| EEE, A 22
I -“


https://fedoraproject.org/wiki/How_to_create_and_use_Live_USB
https://fedoraproject.org/wiki/How_to_create_and_use_Live_USB

B =3780% Cisco SNS 3500 R 51k &
*fi/H 8 GB (E(H &) USB %

FEA1 H USB B AAH R SE
PIE2 JA 4l LiveUSB Creator .
SIE3 M Use existing Live CD X1k fit; Browse, Jfi%£EF} ISE ISO 3CA.
PIR4 (CHERA R G S 74> USB #h, & HEhkFiZ B ) M Target Device | 7413 Fk$E USB B
¥ Riili Create Live USB.
AR n] 51 USB QI AIHERE . SERULIE RS, USB JKBh 4% A A RN ATEIZ 1T USB LT HI A<
RYGAT V) o LI T-8) ST IS SUAR S J5 A g 2228 JUR} ISE.
HIR6 M USB BRBhas (5 SCA G TP 4TI LR SRS
« syslinux/syslinux.cfg

« EFI/BOOT/grub.cfg

ST B AP AR TE “cdrom:”
o WNER M4 Cisco SNS 3415 4, W N XAEPIARE “cdrom:” ¥l “hd:sdal” .
« IR MEA Cisco SNS 3495, 3515 ¥, 3595 4%, 1EBMHA P IIARE “cdrom:” el “hd:sdbl”

AR, w2 “edrom:” FFFERFTH 6. B, K
ks=cdrom:/ks.cfg

B

ks=hd:sdb1:/ks.cfg

SR8 PRAF SO IR H o
$IE9 A I 28 45 22 A Mo USB % 4% .
L0 EBERELISE, K55 USB W& AR ISE # &, Hj# &, M USB Kah#515.

= #AR% Cisco SNS 3500 R 511 &

Cisco SNS-3500 R4 %% A W E ) DVD Wahds. Kk, ZAEH R SE Bk Eg g MR SE i
kg, WTRAPAT L R A E 2

N

R SNS 3515 M SNS 3595 B SC g — I 9 Relil 14 1 (UEFI) 1424251 S Ife . BEDhRenl it A
A IR A4 1) ISE WG A fig 22548 SNS 3515 Al SNS 3595 #2441, JF HLnT LABj 15 2o AT ] AR 3R 4%
HINBAE RS, BTN B B S R BRI AT o 280K 5E,  HRRIE RS (Red Hat
Enterprise Linux 5, Microsoft Windows) JCiZfEM &% L5 F.

BREHRES I ERRIEE, Wik 22
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VMware 4 B

SNS 3515 F1 SNS 3595 W44V 2 £ A} ISE 2.0.1 8L S hieA . ASEELE SNS 3515 8¢ SNS 3595 4% I
LR 2.0.1 ZHTHIIRCAS o

o i P EURMAE 1S PR A5 0 4 (CIMIC) FLTHIH 22255 iso SCAFWRST 2 JE ) DVD 485« A RTE4IE 1E.,
BB B ISE , 521 b,

o fifi 22382 iso OB 43 DVD, ¥ HAE A USB #M56 DVD 3X5 2%, 4% )5 M DVD K548 5]
S

i 23 iso CAFBIEE— A5 S USB W4, M USB IKEN 2% 5 S84, 13KV S, i
SO AT 5] 5 USB ik 4 DL RN ISE , 28 27 iRl MR ISE , %65 21 W,

VMware E U4
R BRI E

FEREAUNL 2B SR ISE 2R, 2R e SR R AU L vl Y RO BEE P S 050 S AR BB R A T LA
PARATREPF e B A

AT VM REKGEHR], R P Sl 250 . /0 id4s VM IF) CPU .0 3E . CPU I 4 fE
DL BCZE VM [ RAM. G139 VM AN AL FEAR VP IRV, 2236 B2l e Ya A A E
T T 1SO e,

MRAATWEFN, REGESPAT VM HERER R, R F S A A 1O MrERE. i 1O
PEREANIE S A BURITE, WIBRRE b BoR— 408, ARLC 2o VPR E8atIT 223

REGoE M (BN AT VM PERERS Y, I — RGBT WA VO PEREART &t
BHRS, R4 R .
VM P REAR 2t v DURR B 75 25 MWJE R} ISE CLI H 4 1] show tech-support 17258 ..

VM A BEAS 2 1] AAEANMK I T Cisco ISE 223 FigAT o S LM Cisco ISE J& B3 Ffh,
AT AR

£ F OVA 1R4R £ JE UL L 3R E B %L ISE
AT LUl OVA #iRZE B UM L 2235 F38 28 Cisco ISE #f4. M Cisco.com F 7 OVA 1k

FragZ 8l
AT LU OVA B AE BN 22 3 FN3 2% Cisco ISE A4
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B 150 St VMware [ERIHL 3t B R ISE

P
PIR2
PR3
PE4
PIES
WK
PRT

LIRS

SIE9

FIR10

A

¥ ISE 2.2 OVA ¥t 5 T vCenter 6.5 [f] VMware Web %5 F1 Uit AN o I 0] 1 R0 i v v i, i
VMware OVF T HS X\ OVA #ifi.
WMRFN OVA 2 JFRBRIRERL K /ANE AR, 20 ISO T MR ISE, K4 BRL ISE A
SRR 2 RS R SO R G KN .

$T 7 VMware vSphere % /7 ¥iij o

Bk E| VMware FAHL.

M VMware vSphere % iy £ $¢ File > Deploy OVF Template.

riili Browse i+ OVA Bifit, #RJ5 siili Nexto

ffith OVF Template Details UL 7EAH(E B, 285 slili Next.

7t Name and Location G [T % A R FUAL IR 44 Bk DO B AT mE— 0, SR )5 Riddi Next.

PR A7 ik LT AT OVAL

#i5 Disk Format U2 i # [¥) Thick Provision MLE 447, 4R J5 &5 Next.

Cisco ISE [FIIf S FFif 4 FORS i A IC . (H2, FRATTE iU REVE AN T LASRIDUCE I PR e, U IR T 545 A
Bt W RAEEPORE RIAAC, WREWTH . S AR, DL H 0 s 56 5 BT 2 A A (R I B E A
WILAWEEE Y S B) W] e 2352 R o

YAIE Ready to Complete UL [FI{5 S . £ Power on after deployment & 14

siiti Finish.

£ A IS0 347 VMware EI#H _EZ2E 2R ISE

IR A4l 1SO SC-7E VMware FEFUNL | 2235 R ISE.

i & VMware ESXi AR 5 22 By SE R & 14

FARMLE VMWare ESXi IR 5585 1, 5 EH A 2> TP 81 H (R BC B G oA T
* S5 B ULRATE AR B B R X5k ESXi leds as.

* CiscoISE /& 64 1. R4t . 4% 64 N RGEZ AT, WEMTRTE ESXi k545 LA H TR AR (VT),
TIE A R VT R E RGN E 4 Red Hat Enterprise Linux 7 (64 £7)

* % T Red Hat Enterprise Linux 7, BRI\ NIC 2874 2¢ VMXNET3 i@l . #8552 AT L4 1) R}

ISE FEFIFLAS /SN NIC, (HEAf R BT NIC 3£ BAH A 3G R 2% . Cisco ISE 32 #F E1000 & it
o

BREHRES I ERRIEE, Wik 22
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187 150 sc#47 VMware 2RIt ERbsE [

EB RS MK IR (VMXNET3 ) /5 4 W4 IE it as, 35 K6 A4 S i
PR . FRORAE TR FTHI ESXi R4S 4% F 4 DR} ISE GigabitEthernet 0 42 1
SR 4 M0 (NIC 4),

ADE-0S Cisco ISE E1000 VMXNET3
eth0 GEO 1 4
ethl GE1 2 1
eth2 GE2 3 2
eth3 GE3 4 3
eth4 GE4 5 5
ethS GES 6 6

W REFE E1000 3EAC2S, BRIATE OGN, ESXi @A s AUER} ISE i fic 25 23 1 A
9t

* B ERAE VMware SERINL b2 FC AR I RESE S )i . 15 S 0 WA 5k, 55 17 T 864 BA3R
IGIEZ IS

IR AR AN VMware JESIHL SO R GE (VMES), WA 2061 4 1% S0 R 4t LS 5 Cisco ISE K
BB RGN VMware EHL LR E RAER S TS VMFS. 4T VMFSS, 1 MB Hek/h
YR Z 2 TB ML KN

R R AREE

WRCOA AT BSXi k44, MG & iz RO VT, BREF12R&. ZHITit
AR, W esxcfg-info iy 4. LUK A% H =19l

~ # esxcfg-info |grep "HV Support"
[ === =HV SUPPOT e e ittt ettt it et et et e et e e e e 3
| =—=-World Command Line........iiitiiennenneenennennenns grep HV Support

W HV ZHRMEN 3, WIAE ESXi Rgses LA 17 VT, fn] Lgkal s,

W HV SCFRFRMER 2, W) VT 2354, (HARAE ESXi iR4sas R . BaA72igmts BIOS & I
ESXi R55%% FaH VT.
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B 150 St VMware [ERIHL 3t B R ISE

7 ESXi AR 3588 LB RERUER AR

fen] LU A 4B LLATRRCAS (1) Cisco ISE RESUN LA R o EAE 22 doe BT ARCAS 2 i, 45620
15 ESXi 55 & LR TR BOR (V).

PR FF A B B .

TE2 P2 LUEAKE.

P$E3 1E#E Advanced > Processor Configuration.
PEA B IntelR) VT IRKILE .

£7 % F10 LURA7EESOFR H

H FBELISE 74 22AR S5 ECE VMware AR 58540

i VMware JIg 55 #5456 1 DLSCREEAZ Hedii 120 BT 2% (SPAN) BUEE I B W 5k 2] Cisco ISE Profiler Service
H & FHERIEZ 1

SIEA1 1E#¥ Configuration > Networking > Properties > VMNetwork (VMware & 55#% 2451 24 FK) VMswitch0 (I
/> VMware ESXi k554542 1)  Properties Security.

$1E2 7t Security £ | [1J Policy Exceptions % #%H', £ Promiscuous Mode 5% HE.

$1E3 7t Promiscuous Mode Nz5EH, HEFE Accept, 2R riili OK.
X RIEAT SPAN B AR UL & 1K 23 BT #8 ZH S B 1) o — A VMware ESXi Ik 45 % 11 5 50HH [m] ) AP B

1# &R 1TiE 6 5 EZ = VMware AR 5525

s PR E VMware fli%5-#5 (5141 ISE-120) (1) HLJ5
P2 A ST VMware 5535, AR5 IEFE Edit.

TE3 riihi Hardware IR 1) Add.

$IRA 4% Serial Port, #AJ5 riili Next.

£7

SIS £ Serial Port Output X3+, s5iti Use physical serial port on the host & Connect via Network .1 %41, X5
i Next,

* A EFE Connect via Network eI, WA ZiiE IS ESXi s a1 IFB7 K 5 1 o
o AN RAEAE ML HF Use physical serial port, R0 o 0] LLEFELL N AR —:
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/dev/ttyS0 ({f DOS =% Windows #1E R4, X Eoxl COMD)
/dev/ttyS1 ({£ DOS 5k Windows #:/E R4, X¥Wnh COM2)

LIE6 il Next.
$iE7 £F Device Status X3, AN K EIEHNE. ERIAME N Connected.
SIS mii OK LLIE#E 2] VMware R 554 -
fii & VMware AR %35
Fra& Z 8l
ORI C B SN S VMware ESXi fR 45 #5070 v 4 E 5 28 30 TLEB A VR4 &
T k3 ESXi R4S 2s .

$IE9

$IE10

TEN
SIE12

$IE13

7. VMware vSphere 7 J i (1) /e G A&, A8 pialy EHLAAS, SRJ51L4% New Virtual Machine.
7£ Configuration X 1FHEH, £1X} VMware it &% $¢ Custom, #RJ5 il Next.

A\ VMware REEMAFK, SR)5 midi Next.
#r ok W EAT VMware BALK AL
o

PR A @R T F 2% (R &Y datastore, SR )5 Rl Next.

(AJi%) W VM EHLEEERE SR 2> VMware REFUBLIRAS, SN ENUSCA (Bl EIALRA 7D
SR )5 K Next.
M Version %1 $1#%E$ Linux 1 Red Hat Enterprise Linux 7.

M Number of virtual sockets F1 Number of cores per virtual socket #7418 ik $—ME. ZOBEN A 6 (/)
BVM B4 58 CRB VM B4 .

CATIE;  R/RAERESe IO ESXi kg5 45 e WA k7" Number of virtual processors, iHI%L+E 6 5 8)
EFENAE R, AR5 sl Nexto
M Adapter #7512 ik £ E1000 NIC BREH R, SR)5 i Nexto
FRGHs o SCSI F il 2 X TH AE .
TEF Paravirtual {E2% SCSI #5458, 285 s Nexto
1% F¢ Create a new virtual disk, &) 157 Next.
7t Disk Provisioning ¥ 1iFHEH, fitli Thick Provision Pk %4, S8R5 sl Next I4k4E,
Cisco ISE [l SCRFVEAN AR T R B (H2, TR TSRV EAN M INC DA Gf kg, U T 451 A
ot WORESEPERERIAES, WEWTER . AR, DL H SR S T B T 2 R A S A (R A A
WG RS IR) v] RE 2 52 52
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B 150 St VMware [ERIHL 3t B R ISE

$IE14 WU ET Support clustering features such as Fault Tolerance & A
PIR5  EFEEmPIENT, AR5 Al Nexto

PIR16  RUERCETEAE L, WA VMware 2451 Name. Guest OS. CPUs. Memory I Disk Size. #&UWI0HE
FILLUFH

* Vi %454 & 45 - Red Hat Enterprise Linux 7

«CPU-6

* Memory - 16 GB % 16384 MB

* Disk Size - 200 GB % 2 TB (#4js VMware fi4 K /N WM E )

NAERERINL E ST 22%¢ Cisco ISE, 1 DR I8 57 A SCRS S (¥ 2 13

$1E17  fidi Finish.
R %23 VMware &5t .

T RAVIRME
FEBOT RO VMware R4, 1 A VMware 27 3 7 ST ZE GRS IR VML, SR )5 1645

Power > Power On.

EmEMAEs5| ST RERE

7 VMware EUALE, 5IFERENBCE A 0. B80T DUl 8 oot 5 |5 GE R K W) 8k £ 5| 3 30
(ol 4o B B DA .

1 M VSphere % /iy, A7 siiti VM JEi%4E Edit Settings.

TIE2 A1t Options Y1745 .

I3 1%£F$¢ Advanced > Boot Options.

FIR4 M Power on Boot Delay X1, ZEFEGER G| FEAERII ] CLARb o BA7) o
IR 1% H Force BIOS Setup XIS [ &M, LIAE VM FX51FHEA BIOS ¥ & 4.
$I6 it OK, fRAFEE
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£ VMware &% L= B ISE &4

FHIEZ Al
s 2T, WEREANLEIK AVFAE, W Cisco ISE 2% H 32 he i 2 30 HF 100 /N8 1K) 90 K VFA%
VFATHIE

o 5 M ERMZR A R 336 A (http://www.cisco.com/en/US/products/ps11640/index.html) N % Cisco ISE
T I HZIRAE DVD L. B8 T EHEE Cisco.com fEilk.

Bk F] VMware 45 ) i o

BAFRAMLEEN BIOS BB, EA M AT VM, X5 sidth Edit Settings.
Rty Options XI5,

1% F¢ Boot Options Jit & L NI

a) 7T Force BIOS Setup XI5, MEIINLE SIS, & SEHERE N BIOS & bf 4.

Al OK.
TARAE BIOS T ¥ & Wp i FLIN ] (UTC) FIIERA 5 | S
a) WURFTIF T RERINL, WIKH RS

b) TIFRERIL.
ZY:1EN BIOS BB .

€) 7 Main BIOS g8, {# F] %7 38 S % Date and Time FE, Jf1% Enter.
d) %N UTC/RS MRBAARUERT ] (GMT) B 1X
BB DX 0 B AT A AR R B R R AP SR . H B RLIR A H & SO TRy iR 24 [\ 25

e) i H ki SHLF Boot ., J£i% Enter,

) Al L BEIEPE CD-ROM, F£4% + ¥4 CD-ROM SRz 2% (1) )3 shlsi v 1) FR 2.
) A FH & ki S E Exit S8R, JRiEFF Exit Saving Changes.

h) P Yes (A7 OB .

¥ SR ISE 4/ DVD i A VMware ESXi 4L CD/DVD ¥zl 8%, 4T IFRAUNL.
2 DVD sl G 2 Bs U A%

Cisco ISE Installation (Serial Console)

Cisco ISE Installation (Keyboard/Monitor)

System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

i %7 Sk 4 16 $% Cisco ISE Installation (Serial Console) 5% Cisco ISE Installation (Keyboard/Monitor), J{i%
Enter. WIALERERATIEEGI GG, W N AR BN ERE RATEEG . AR alEEsaimEe, ES
%] VMware vSphere 1%
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B R IS0 SOfE7E VMware [ERIHL 225t B R} ISE

ZHFEFAE VMware 248 _E 3] Cisco ISE Bl 2e2ké. T 20 70BN IR e il 2 e F o 24 2B R e ple
I, Bl BEhERAZ. 2 VM BRI, AH S S BaR Bl A

Type 'setup' to configure your appliance
localhost:

P9 RGN TTIG, Fi setup 1% Enter.
RGO B oR 2k ) 3 IE 5| SIS AR L &

VMware T B %3518 4F

1§ 3 vSphere % F i 7 &Y Summary £+ 38 VMWare T H %%

#: 4% vShpere % F' ity HH 18 % 1) VMware ALY Summary 3£ . VMware Tools 7Bt H [I{E WV 1%
H o

[& 7: £ vSphere & Fix P IEIE VMware TR

File Edit View Inventory Administration Plug-ins Help
ﬁ £ £y Home b g8 Inventory b [3] Inwentory
mnj>e0GDEeRP

e %Mﬂ 10 vm36
N33 :
£ vma Getting Started . ST Resource Allocation . Performance . Events'. Console " Permissions
wm3s i i
g =y General i | Resources
Guest O5: Red Hak Encesprie Linux 5 (32-b) Consumed Host CPU:
¥l erslon; ! Consumed Host Memory:
CPU: L wCpL utive Guest Memory:
Memory: 435 MB

Memory Overhead: 126,83 MB

é./, Provisioned Storage:
Wihware Tools: oK Hot-chared Storage:

1P Addresses: 10101010 e al Used Storage:
DNS Mame: VT3 Dustastore
Stake: Powered On @ dski
Host: vmih&, dsco.c, sco.com = =
Active Tasks:
s Network T
Commands I B VM Network E

Il 5hut Down Guest
du Suspend

Q Restart Guest
&9 EdR Settings

200621

{£FH CLI 3&3iF VMWare T H %3

s n] LLE ] show inventory iy 2460 F VMware | H 275 B 23, 44 H NIC RshFE P15 .
e T VMware T E A ERIMLE, VMware 40 DL R 3K 5 FE 4441 T+ Driver Descr FBH .

vm36/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9, VID: V01 , SN: 8JDCBLIDLJA

Total RAM Memory: 4016564 kB

CPU Core Count: 1
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CPU 0: Model Info: Intel(R) Xeon(R) CPU E5504 @ 2.00GHz
Hard Disk Count(*): 1
Disk 0: Device Name: /dev/sda
Disk 0: Capacity: 64.40 GB
Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders
NIC Count: 1
NIC O: Device Name: ethO
NIC O: HW Address: 00:0C:29:BA:C7:82
NIC O0: Driver Descr: VMware Virtual Ethernet driver
(*) Hard Disk Count may be Logical.
vm36/admin#
X VMware T B S #5

Cisco ISEISO W% CH AL TFREAN 1) B &2 SZFFI VMware T H . Cisco ISE A SZHFilik VMware
B ST VMware T H o QSR ATAT VMware T HTH0 35 S hRA, D75 220 ik 58 5
JRA[F) Cisco ISE CREE . FHER BN T RRAS) $RAESCFE.

52 FE B HL ISE [ERIA

)

#& 0] Ly % Cisco ISE VMware MEFUAL (VM) KA 5 Cisco ISE 1 s se AR AN RIA . #iln, 7ERAT
ZANRME RS T 5 (PSN) A =02, VM s AT B T8 DU 2 8 PSN. S84 Db Bl 22
FEFNLE PSN.

& ] LU AR e % Cisco ISE VML

e

PERAT e, 75 LS VMware vCentero b P WA {EIZ AT ZHEFR T Z 1l 56 o

FHi6 Z Al

o B R o= P48 B 2 % Y Cisco ISE VM. £E vSphere 22 ity 7, A7 i i RIS 32 % #Y Cisco ISE
VM, #R)51%E+% Power > Shut Down Guest.

* B ORAETT I SRV SN FOE 12 2 R 46 2 i SE 8 EL TP il AN EHLA

1 PISREEHAURH P84 ORI Bk BSXi R452%.
PAT IR T VMware vCenter o

22 A S B E TR Cisco ISE, 4R )5 5iili Clone.

£F Name and Location X i AE 4 N IELEGIEFIH T HALZFR, 2R)5 57 Next.
IXASIEELE BN Cisco ISE VM M4, 2 (S AL K.

[y HEPEILIZEIT BT Cisco ISE VM I EHLEEERE, #RJ5 it Next.

S IEFEBN T Cisco ISE VM &% datastore, 2R )5 fidi Next.
It datastore FJ PLJE ESXi IR 45 2% A HE datastore, A DLRICFEAFEGiE. #i{% datastore B AT & 08 G 3% 25 [A] o

6 i th Disk Format X 15HES 1Y) Same format as source HLikF24, X5 & Next.
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VR T2 A2 1 AR M TE BB v 5B Cisco ISE VM HRR T ¥ [R]— % 5XC

ST il Guest Customization X iG4E 4 ) Do not customize F L4, 4R)5 il Next.
PIE8 #5117 Finish.

ETRAVIRME
* W REAUBLIY TP HUbEAT LA
o R T B (1) SERE R S LIS 1 190 2%

&R e f& B &) ISE E#IH
WA 52 vCenter, W 1] LS A VMware 54 5 B Cisco ISE JERIHL (VM) %0 LUK Cisco ISE
N 55 0 B BRI A8 FH AR AR 1 3 22 A8 ) Cisco ISE 45 pii o A AR AR 7 I R SN L2 — AN IR 1Y
JUp H
FriE Z |

A

FR BT IORE, TEAEA VMware vCentero b BN INAEIZAT CHERE T 2 1T 58 o

FEA G REAUBUBAR » 26 38 W
PIR2 P EAANUBAR , 25 39 1T

B2 ERHRR
FHIEZ Al

o AR < A 4 R 5 B 1 Cisco ISE VM. 7F vSphere %5 /7 i 1, A5 8t s o RIS 58 B 1) Cisco ISE
VM, %RJ5%FE Power > Shut Down Guest.

o TRAT TR I 222k HARIZAT B B RE)7 1Y) Cisco ISE VM BN . SRS, 180T DAZE OB
AN Cisco ISE 9 i _LISAT W EREY, JF HAMECE 1P Ml EHL4 .

S LA EHAR PS40 R 85k BESXi fR%54%
HAT P IR T VMware vCenter o
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weariseEn

TIR2 A B i T LGOI Cisco ISE VM, 4R )5 £ #+F Clone > Clone to Template.
T3 AR K14 FR, 7E Name and Location %J {5 HE £ H T ORAFAMPI AL B, AR5 miili Next.
LIE4 PGB H FAERERAR Y ESXi AL, #RJ5 i Next.
6 e T AR datastore, 2K )5 A il Nexto

iRt datastore HA BT 75 FORESE 25 0] &
$IE6 His Disk Format % iGHES [ Same format as source FEIET24H, #R)5 A Next.

Z 0% 7~ Ready to Complete X {5 HE .
TE1 1545 Finish.

ERE IR
B BN UBAR J5, 8] DUR L5 & A AR B ML (VM) L

P A i b LB Y Cisco ISE VM A5Ai, 4R 5 1%+ Deploy Virtual Machine from this template.
TIE2 3 NHT Cisco ISE 15 M4 FR, 7 Name and Location S iGHE P 1% s IALE, 4R )5 sl Next.
$IE3 WS EAE I FAF B LR ISE 5 A0 ESXi 1ML, #RJ5 siihi Next.
$FiE g ERZEH T87 Cisco ISE 79 £ M1 datastore, #R )5 i Next.

PRI datastore EA AT 75 FOREAE =5 0] &

17 Disk Format $HEHE S f{) Same format as source HL%F24H, 4R )5 &7 Nexto

mi il Guest Customization X1 1 AE 4 ) Do not customize "% %41
A 406 R Ready to Complete X iHHE .

& Edit Virtual Hardware & EHE, 285 mifi Continue.
AG0K 7R Virtual Machine Properties LI

1% P& Network adapter, HUi% "+ Connected Al Connect at power on & 1EHE, K5 sl OK.

A5 Finish.
SEINAE AT LAFT IT I Cisco ISE 15 5 (O FE YR, MO TP bk AI EHL4L, ARG K HadE BB M 4% .

ETRBVIRME
* W REAUBLA) TP HUhEAT EA LA
* R T B (1 JERE ARSI S5 1 190 2%
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B EERIALAY IP HuhtF0 £ 12
LE# i B Cisco ISE MEFIML (VM) Ji7, DAZ0F] JTH B YR IF 3 24 TP Mok A1 EHLAZ
Fria Z 8
* ffif% Cisco ISE 15 i Ab- Tk A

 HIARAEFT TR AL IR, B E 7B Cisco ISE VM LI 4G e % A2 . Bk
Connected f/l Connect at power on 5 IEHE. 5], WIH AT AUSS), e S0 AT v BEIE
THEALRA AR 1P Mk,

8. WM& IE R 3R 1%

7
5 clone - Virtual Machine Pmpeﬂl ‘ EIE@
Hardware 1Dpﬁons ] Resources I Profiles l
r—Device Status
I show Al Devices Add... Remave 0
e Summary T ™ Connect at pawer on
B Memory 4096 MB ) e
[d crus (edited) 4
g idsotad e Current adapter: Flexible
@ scslcontrollero LSI LagicParallel S T
= Hard disk1 Virtual Disk
: 3 00:50:56:a%: 5eieb
£y cD/ovD drive 1 Client Device
BB Network adapter 1 (edite... VM Network | & Automatic " Manual
& Floppydrive1 Client Device
= VMCIdevice Restricted [~ DirectPath I/ -
Status: o
Network Connection
Network label:

VM Network |

203624

* W OR B EATFT TV SR LB ke DA Sl v B 1) VML P (1 TP Mk A L 4% o b TP ik A
HLA4 5% H AL F fE DNS g5 @ e AREEIT “localhost” 412471 miff) EHLA

* H PRI FATHET-87 1P il sl M4 1 Cisco ISE 5 sl HIUE 1.
S

$1E1 A S B TEBE R Cisco ISE VM, 2R 5 %% Power > Power On.
IR 2 AT TEBE N Cisco ISE VM, 4R )5 il Console iETH .
P$IR3 7F Cisco ISE CLI F#i A\ LL R4

configure terminal

hostname hostname
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war s NitarEEnze~TE [l

T R ERC B RH EHLA . RGEHOBN R 3h Cisco ISE 55 .

= A N AN
g ) BANCLT A4
interface gigabit O
ip address ip_ address netmask

ip_address JEXT N TR 3 him AN EHLA I HbE, netmask /2 ip_address I M. RGP REE
WA 3l Cisco ISE ik%s. A K ip address F hostname 74>, 1ES [ (DRGSR 513 CLI %168 .

LIS ¥INY FHr )53l Cisco ISE k%S

1 52 B B9 FR R EE HUULE 12 B R 4%
FERAT I L UEF TR TP SR BLA4 I, 423004 Cisco ISE 15 pOERE B4 .

TEA1 A B i o B SO 1) Cisco ISE FEFUAL (VM), 4R J5 sii 5 Edit Settings
PIR2 miili Virtual Machine Properties X i fi£ 1 /¥] Network adapter .

HIE3 {£ Device Status X871, % Connected ! Connect at power on & i%EAE .
FIR4 i OK

1 B% ISEVM M ERIME TR EE F=IME
VAR Cisco ISE WA, 6T LUV R GG 15 4 55 4 VT I0 A7 R 4
o8 2T

K VMware fil 5545 1 28 SCFF 5 22 TP B AL P SRS I, 5 9500 Cisco ISE 222 F0BT L B0 2
W SR ME AR /NBCE A (282 o vr i KM, B2 TBD

SRR, EAREREE AT G IR 23 18] T 200 GB K] VMIER 245 VM. S8 H ek 5L
P WP QI K B AT 200 GB B 2 WA 25 1A 1) VM IERS =27 085G

FE1 o PP AL RRCAS RO C L

$IR2 BOREE AL VM BAT B wl IR R 5 1)
FIR3 R E VAT

g el B L RS

BRIBMIRS S| ELiEiEm, A 22
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I /5 Show Tech Support & SR TR T ERIM 1AL

{& A Show Tech Support 4y £ 12 0 E B IUHL I RE

=
X
W
5

SRR T A CLI 3247 show tech-support fiv2 KA A VM PfE. dbar 2 0% 28 Blan 7.

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance
khkhkkhkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkhkhkkhhkhkhhkkhhkx*k

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,

WARNING: and bandwidth reading from disk must be at least 300 MB/second.

WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/O bandwidth filesystem test, writing 300 MB to /opt:
314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/0 bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

M Cisco ISE B33 2B E RN FIR

B LEEAMK T Cisco ISE 223 M DL T MR B 2% B fs A B HH L % IR .
CLI R BRI

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

A FH 5 Sk Bt 1 #% System Utilities (Serial Console) 5%, System Utilities (Keyboard/Monitor), #5734

Enter. DL F#HBEEN EoR:

Available System Utilities:

[1] Recover administrator password

[2] Virtual Machine Resource Check
Perform System Erase

[g] Quit and reload

Enter option [l - 3] g to Quit
BN 2 kA VM BEUR . Bt 2R LT W T

Kk Kk ok Kk

*x%**% Virtual Machine host detected-

**x** Hard disk(s) total size detected: 322 Gigabyte
*x%** Physical RAM size detected: 40443664 Kbytes
*x*x%x% Number of network interfaces detected: 1

**xxx* Number of CPU cores: 2

*x%xx CPU Mhz: 2300.00

*x**x*x Verifying CPU requirement-

**x** Verifying RAM requirement-:*

**xxx*% Writing disk partition table-‘-

W EREMREIIERKIER, RA22



Linux KVM

I

Linxkvm i

KVM E#l LT

KVM AU 7 2 B LA PRES SR BE I REAUAL S FF s A4S Intel AP E3H Intel VT-x H1 AMD AL EE 251
AMD-V. £ EHL EFT Tt 1, SRJ5Hi cat /proc/cpuinfo 7% . #2E ] vmx B¢ svm Fx
-

* % F Intel VT-x:

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc
aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds _cpl vmx smx est tm2 ssse3 cxl6 xtpr pdcm pcid dca ssed4 1 ssed 2 x2apic popcnt
tsc_deadline timer aes xsave avx lahf Im arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

%+ AMD-V:

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse sse2
ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf 1m cmp legacy svm cr8 legacy

£ KVM L= E# ISE

PERFEA 4N T /2 RHEL G KVM, T REFLAE B4 (virt-manager) /£ KVM _E 2238 8 R}

IR PR CLI 22 B ISE, 1M AN R 1 dr 2

#virt-install --name=kvm-ise! --arch=x86_64 --cpu=host --vcpus=2 --ram=4096
--os-type=linux --os-variant=rhel6 --hvm --virt-type=kvm
--cdrom=/home/admin/Desktop/ise-2.2.0.470.SPA.x86 64.iso
--disk=/home/libvirt-images/kvm-isel.img,size=100

--network type=direct,model=virtio,source=et/12,source_mode=bridge

o ise-2.2.0.470.SPA.x86_64.iso J& JE} ISE 1SO M4 (11 4 7K o
FIE Z Hi
¥ JAEL ISE ISO WG S TR B A R S .

M virt-manager H 55t New.
Create a new virtual machine & [ RI < B IR,

#iili Local install media (ISO media or CDROM), X5 siili Forward.
#ithi Use ISO image Pyt 441, it Browse, #RJ5 WA RGPk $¢ 1SO WLf%: .
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a) IS Automatically detect operating system based on install media & EHE, £+ Linux /£°4 OS type,
1% 4% Red Hat Enterprise Linux 7.0 /24 Version, #X )5 sl Forward.

T4 Pt RAM Ml CPU % H, 485 xiifi Forward.

SIS 1&7 Enable storage for this virtual machine & YEHE, JFEFAAE RS .
a) i Select managed or other existing storage F.3i% % 4] .
b) 55 Browse.
¢) MM Storage Pools Tt it 1, riili disk FileSystem Directory.

d) il New Volume.
Create storage volume 7 BRI E7 .

e) NG LR
f) I Format |74 HiEHE raw.
g) i A\ Maximum Capacity
h) xiifi Finish.
D) EREAIEMNA, )5 A Choose Volume.
) s5idi Forward.
Ready to begin the installation 57 H&RE HI 2 7R o

SIE6 1% Customize configuration before install & i%EAE
PR f£ Advanced I K, ¥EF macvtap VE A2, 1E Source mode 413 3% F Bridge, #RJ s5ili Finish.

a)  (nik) il Add Hardware n 75 Al NIC.
1EFF macvtap 7E A Network source, %EF¥ virtio />4 Device model.

b) FS7FF RHEL 7, KVM RERIVE BESS A0SO FEBEM LR 2E 2% (RNG) it 1525 B T i RNG BLHE
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kvm Ezzsase [l

Add New Virtual Hardware

L Storage
. Random Number Generator

& Network

"..‘J Input Please indicate the parameters of the RNG device
] Graphics

Type: Random s
m}‘ Sound

~& Serial Backend Type

=& Parallel Backend Mode

=& Channel

_‘ﬁ} USE Host Device Device:  /devfrandom

" Hos vi

Q PCl Host Device Host

! Video

i Bind Host

B Watchdog

w—

—

Ga Smartcard

@,. USB Redirection

2 RNG

Cancel Finish

A% A CLI G VM, 5455 DL N iR

<rng model='virtio'

<backend model='random'>/dev/random</backend>

<address type='pci' domain='0x0000' bus='0x00' slot='0x08"' function='0x0"'/>
</rng>

¢) 5 Finish.
=g 1F Virtual Machine FiZHt, EHEMELH5, JT7E Advanced F1 Performance 3£ K, EFELLFIEIN, 4R)5 Sdi

Apply.

T &
Disk bus VirtlIO
Cache mode none
10 mode native

TE9 #iif; Begin Installation £ KVM I %2%¢ AR} ISE.
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Il Microsoft Hyper-v

TEN

JOREISE 2% JA sl B Bl 2 B

TERGIERATG, HN 1 G Bonas M i 11, B 2 e asim 1, JF4% Enter.
TRFREFRAE VM LT IR 2228 JURE ISE 8. e e se ilin, 15 G BRI 2 BoR .

Type 'setup' to configure your appliance

localhost:

ERGZIERTT)G, Hi setup I Enter.
RGN WoR 2228 1) T 905 | S8 A UG L &

Microsoft Hyper-V

7£ Hyper-V _E €132 B %] ISE EHIA

TE1
$IE2
$IE3
PIE4
$IE5
LIE6
LI
$IES

$IE9

FER10

SIE12

AFBAFAT B EEH ML K 1SO MR A HURESE Wk 5 22 fE fil CD/DVD 35 2% . ZwE CPU ¥
B LUK AE Hyper-V L2235 R} ISE.

Fraa Z 8

¥ S5 A} ISE ISO A% S04 M Cisco.com FEEAM RS,

1052 SRR Windows JIl454 15 3 Hyper-V Manager.

AR VM 2L, 285 Rithh New > Virtual Machine.

st Next LHE X VM BLE

TN RR (Alik) , JFEFE— S AR AR AE i VM, AR5 st Next.
&t Generation 1 FLUEFH, SR)5 il Nexto

fE T BCAT I VM A& (120 16000 MB) , R il ifi Next.
PR LS IERLAS, SRS Rl Next.

Fiili Create a virtual hard disk S5 #4], 85 &l Next.

#itli Install an operating system from a bootable CD/DVD-ROM 1% 241

a) M Media X371, fitdi Image file (.iso) Pk %4

b) siili Browse LUAAHL RGTIEFE ISE ISO M5, #RJ5 riili Next.

&5 Finish.

SR ISE VM & 7E Hyper-V _E A1 58 1

HFE VM JFgiE VM B .

a) IEFE Processor. HAMERUCHESIEE (Bl 6) , SR)E ST OK.

EPE VM, SR aiidi Connect J33) VM 456 . middi i 4% £ AT FF VB ISE VM.
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JOFRHISE 24 E bRl 2 R .
BN 1A B R o 2% 20 35 R} ISE .

FIR13
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RiRES

AP 23 J5 AT BRI BAT (AT 45 5138 o
o s F)EHSE FET Web HIFHT, 2 49 1T
* Cisco ISE Fii & I64F , 28 52 T

LRJRAES IR, 5 54 0T

ISE & Web By 52

ZREER

fi

H XK F) Cisco ISE FET- Web HYFHIIN,  RORHE HI T2 M PPAS VR AT IE

o

FATEBIEAE T Cisco ISE ™ F 1 5 391 o LA 2L O3 6 SR

4

%> %o

~7

Tz il D, BT AL S8 B B IR R A o W R EBEANER, I Cisco ISE T~ Web [ 5¢
HAEAL TARE SRS 30 0Bl R v ER, JF HACRAAAET AR SR AC A e B Hicdis

FHiaZ |l

JORHISE AT SCRFLA B SCRF HTTPS (193050 &
* Mozilla Firefox It A 45.x ESR 1 48.0 S 5 =il A

* Google Chrome FiA 53.0 A 5 iy A

* Microsoft Internet Explorer 10.x F1 11.x
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A% H Internet Explorer 10.x, 7/ H TLS 1.1 f1 TLS 1.2, Jf4%H SSL 3.0 f1 TLS 1.0 (Internet
I > =

G E Cisco ISE W& F B A sl ili)a, JashHirh—Fp sz LR Web 31 51
SIE2 1 Address FBH, I UL F#& 4N Cisco ISE %2514 TP #uhilk (88 FHL4) , X514 Enter .

https://<IP address or host name>/admin/
$IR3 BN BB R R T A FE A
PR miili Login.

CLIEERFETF Web WEIESRHPIIRER

1§ Cisco ISE & & F2)7 I ¥ & I H 7 2 12505 5 £ %7 Cisco ISE CLI 1 Cisco ISE Web Fi [ 4T
BHYjn . HA Cisco ISE CLI V7 AR A B SRR CLIEH . BRI R, CLIEEL A
PR P 404 admin, SR04 B E R o RIS . BT BRIAES .

e )] DA e R v s R CLT & B 63 i 7 4 Fn ok 15 1) Cisco ISE Web FLTi . 3
T Web 7 B 33 BRIAH 44 R0,

CLI & i P &9 & 112 Cisco ISE T Web HIE B O H F &l FE. RAESE— CLI & 5L H
2 HIE IR T Web IR FE G 0 . N CLI A5 HE GF J7 FE 53T Web [RS8 BR3P R4 ]
A, DR DA P9 iy BE O3 A (o I [R)— P 44 R0

Cisco ISE CLI &P & Ff )" BT 5 Cisco ISE %51 Web (K85 53 F SRR PR AT RE, 3 HLAJ LAFR,
AT HAD B BT 55 o

£7 CLEERMET Web 1ZERAFPHITHES

B2 R P £

CLI ¥ HR BLRIE T Web ¥

}E,E\B H AR T Web (1) * %1 Cisco ISE I FH %# »
YAy

* iZ7K Cisco ISE B4 LRI RS W B2 W H .
* NLJH Cisco ISE #fHAM I 4E4 AT 2 o
* BCE NTP JIRS5 L E. .

BREHRES I ERRIEE, Wik 22
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cuzzsAraE I

EHERARER %5

LB CLI 4551 51

* JABIAME 1L Cisco ISE N H#A4:.

* FHTINEECH Cisco ISE # 4%
 EBIUE I B0 T E T Web (K BLIH
* Jj i) ISE CLI,

CLEERHAFEIE

i3 Cisco ISE, 5 mT LA KR 22 el R 101 18] €U 22 (1) CLI A PE 53] ik ™ BLAM LAt CLI A% BE 63 T
/o RS CLI A BE 5 F - AEIE, 1§60 1) i) Cisco ISE CLI Jir i (15 /N it ¥ CLLAE B A 7 o

W LLE A CLI Fp 3k NEE S AR 2 8 username iy RN N CLI 45 B8 53 P

BT Web U EIE S AR

XA Cisco ISE REEHEATHET Web (U7 I N, 87 BE 53 1T 44 A i b v B R P G B A 2 1 LI
D5 1A A ] o

Ry DA ] SIS S A InEE T Web (R BEG3TT

REERHEMEEE

B BE DY AN AN TE A (10 3 i 2L OB AR IR o e D AR 2 ECh 5

F X SR 4, i ] JERL ISE CLI 1) application reset-passwd ise fiy-4 55 B &7 #1517 42 0 950
CANL LI HE B CLI %50, (EM T B A P B 30 s, ARAESL BN AR, JF AW LIB S, 1
ANBEFREN RS .

Cisco ISE £ 7E Monitor > Reports > Catalog > Server Instance > Server Instance > Server Administrator
Logins {5 ha N H &4 H, K% B 5 ID ITIEE £, HEEE 5185 1D %
i

Vil ARG CLL I

application reset-passwd ise administrator ID
P FEMfIAS TS B 53 1D (12 HiT P AN 2 R A [ 1 2 i «

Enter new password:
Confirm new password:
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Password reset successfully

Cisco ISE fig & 55

G PAIAE TR, A4 B i Web 3 W8 28 F CLLAS F —41AS 7] (R FH 7 44 085 i A IE K B IE Cisco
ISE Bc &,

N

AR CLI &P P FEET Web 198 #E 63 F P (1 SEUEAE Cisco ISE HANH]

{£ F Web il 5 23 30 iEAC &

S £ Cisco ISE W4 F B A sh 5 i, A sl —Ppsz SO Web 31 B35

SIE2 1 Address B H, f#H PR #08 \ Cisco ISE %4511 IP Hibik (B FEHL4) , #RJ5 1% Enter .
A=

7

T3 £ Cisco ISE Login U, AN\ CAEW B LFE T e XHH P 4R, 3R )5 5 Login.
Bhn, Hi https://10.10.10.10/admin/ 43 &7~k Cisco ISE Login T

https://<IP address or host name>/admin/

ER EKN Cisco ISE REEHEATHT Web VTN, B 01 7 4 AV by v Bl B P G B 25 T CLI I
ZIEEEICE
FIER4 fITH Cisco ISE 7 il thi i 46 ik e #6215 1 H AT

ETRAEE

JB 1§ Cisco ISE FET Web F ] 7 S SE AL, 18 0] AR & Cisco ISE £ 4t LA L s 2R ,
A KELE Cisco ISE AR S, EZ0 ORI RS 513 2 0L FR M) -
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£/ CLI IiEfRC &

FIaZHI
BIRHURHN 1) Cisco ISE #M T F-4R%F Cisco ISE Mol hiAS, 151510 LU MG http:/www.cisco.com/
public/sw-center/index.shtml

1 Cisco ISE W& H A B e ), JRaNZSCRE i (B0 PuTTY) , BLEESL#) Cisco ISE W %2 & 4h 58
(SSH) & 4%,

7E Host Name (I} IP Address) 7BtH, #IATEH4 (8- Cisco ISE % & I s+ 1EdRs i 1P suht) , SRS
At Open.

FEHIE R RE, MAESREPNER CLLEHAH % (BRAEN admin) , 2R)/51% Enter ##.
eI R, ST B R AL E A CLI A H B 38 (s 2 F P e X, BB » 5%
Enter .

ERG /RN, %A show application version ise J{:3% Enter.

R Version B 1T e Cisco ISE # AR

A
et ISR TRTETAAY I

ise-vml23/admin$# show application version ise

Cisco Identity Services Engine

Version : 2.2.0.349
Build Date : Wed Oct 12 22:00:39 2016
Install Date : Thu Oct 13 11:26:00 2016

ise-vml23/admin# show application version ise

Cisco Identity Services Engine

Version :2.2.0.349
Build Date : Wed Oct 12 22:00:39 2016
Install Date : Thu Oct 13 11:26:00 2016

FEAE LR ISE BEREMPIRAS, 5% show application status ise J{-#% Enter.
P &t R R

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 4930
Database Server running 66 PROCESSES
Application Server running 8231
Profiler Database running 6022

ISE Indexing Engine running 8634

AD Connector running 9485
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M&T Session Database running 3059
M&T Log Collector running 9271
M&T Log Processor running 9129
Certificate Authority Service running 8968
EST Service running 18887
SXP Engine Service disabled
TC-NAC Docker Service disabled
TC-NAC MongoDB Container disabled
TC-NAC RabbitMQ Container disabled
TC-NAC Core Engine Container disabled
VA Database disabled
VA Service disabled
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
PassivelID Service disabled
DHCP Server (dhcpd) disabled
DNS Server (named) disabled
*%FTRJ%
Z <A {j:l ﬁl X
*8 LENRERES
% EIIEA IR
N T A T CansRA) LA AN T
LRV AR ARVEAE R, WS ERHISETIRH. AKX
WA AT UE AR B, T 2 A R T
LHAET ARVEAE R, 1ES0H (EFHISE & HRwH) b
SIRESZETIEE Dt N
G603 17 HXIAMEE, WS (BRISE ERE) o
FR) B AT 12—
e E A 3 1 ARIVEAME R, 20 CURHISE B RIFEH)
el 4
& LR ISE Mt 2 CERHISE B RIFRR ) H A A A5
rh&ﬁ/u\}"ISE E‘o
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http://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_0110.html#task_67E1EAD0C3BF4BA1A9104F8547541AB2
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http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_01011.html#ID207
http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010.html
http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010.html

wuEEsE I}
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fi

HEIPESS

ARTEH 2 5 ] AT I 2 TE T 55 o X AT 45 MO IR, 7] DUZAT P 3T -
o YR ORI D Ase B a I E , 55 57 1T

© SSUURFISE B IP ik, 5 62 1T

© IR RERTHRDIE , 63 T

© PATRGEHER 5 63 1T

G LA K M52 O LASCER & AT i

JOBHISE SZRRE PN LUK M2 09852 — AN 1, O3B R it aT R . I Sh RERR R I
LR (NIC) 4Rk NIC 204, WA IR E ey, BAS NIC T2 B AT 54 MAC Huhik 16
ERE

JORFISE A (1) NIC 85 HhBEAN SCRF 03 AT ok Bk RV 2R DI fE . SR ISE {XSCHF NIC FR5 1) vyl HI T
e

B 98 v LA R ISE BRZSAE R AU B0 R ANSZ 5%«
o LR
o SEHHLI T RE (R B PR )
« THHLLL F
PN O YR ey, oMo B0, MR AR D . A O E A

RN, EFEREOR, AR EE SRS TN WU TR 1P R U A R B, )% B R
BIARSS, JFCBEPTA . J0E KR B8 1 1P il A MAC Mkt

MR E NIC 482 ThReRT, A} ISE & 5[ e fUMBEE NIC ficx), DA RSP E R NIC. FRFIH T W
e NIC 7] LAYR & A — i b e 142 1 o
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SFRE S

HIPES

TR ISE 932 NIC &ZFR | Linux $32 NIC &FR SERINIC HEYFAE | 45ERI NIC ZFR
TIELLKIM 0 Eth0 TS5 % hE 0
TIELLKM 1 Ethl i

TIELLKM 2 Eth2 B & ghE 1
TIELLKM 3 Eth3 A

TIELLKIM 4 Eth4 B &n e 2
TIELLKIM 5 Eth5 A

NIC J83E Dy BEAEITA 2 SCRFIOF- G R U 8 B2 SC0F . 23R INF & 45
* SNS-3400 R ¥ ¥4 - #85E 0 Fl 1 AR} ISE 3400 R4 B i £ 3CHF 4 A NIC)
* SNS-3500 ¥ T H - g55€ 0. 1 Fl 2
s VMware RERIBL - 9552 0. 1 A2 (AR NIC m R0
* Linux KVM 554 - 985 0+ 1 F12 (S N4 NIC ) T RSB

BEUKRMiEOIERE

W EREMREIIERKIER, RA22

* T ARHSE 2 W SC R N LUK M O, B HEEH =AM g0E, HIGEE 0. 40E 1 MZEE 2.
cEARESUE THEA e N, WARETE b e P DI .

WBE LR, TR LT
F NIC F5E £t K HAEGRE (1M L5

*Eth0 O EEHEE AR O, WSS HAbE O EisfiT .
o LETEENEE—NERE 2T, N ERE (ENIC) A IP Mk, AR E 0 21, 454 EthO

VO IC IPv4 Mk, 250lih, FEGIEEE 1 F1 2 2 /T, 24400 Eth2 A Ethd 3 104 B4 IPv4
gl IPv6 Hilik.

o SETEANEE—NGRE 2T, WSO (Ethl. Eth3 F1 Eths) 43007 IP Huhk, i544i% 1P Hb

BN I DM o AR %45 25 I E A0 TE 1P ik,

« BATLLE R BIEE — AN RE (G0 00, JFIERIRIL D IRFEAZ . ERXMIEIL T, J5E 014

FHZOFMIBITH D, BB EAO.

o ST LU OO v SRR L TP ik o 05 R R 0 OB ) TP ik, PRDA izt bR F A

FE) 1P Huhk



| @pas
L |

o RPN D Z IR GRE IR, D85 ROHE D7 RO TP M bR 5087 70 o g £ 0

o USRS T A 0 R ISE Y s ECE NIC ZRE Difig, e 20 M F 28 v BRI v i1
R BUE NIC 9058, SRJFRAZY U EPTA M 28

< MR N HEGE e 0 (EthO. Eth2 BUEth4) MBIz DG S TSk i, WX Seiias i
HIRF BB SR, DIESRE B i ARy P 1 EistT.

BCE NIC 45 E
T UM ER ISE CLI B NIC 485 . UM RPN 41 T A 75 Eth0 A1 Bth1 #2 12 AL ER5E 0.
FHiEZ Al

WK — A & R O P B 0 (40 Ethl, Eth3, EthS$#:00) BUE 7 IP sk, 2620 4% H
P2 UMBR1Z 1P fidike ANk £ 42 7S TP Mkl

L1 A5 FH A5 1) 7 B Dk 1 6 5% S8 ISE CLIL

PIR2 i\ configure terminal F AP & 5 o

I3 i interface GigabitEthernet 0 7% .

PB4 i backup interface GigabitEthernet 1 174> .

EL%JE]ZKJZU\

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure
you want to proceed? Y/N [N]:

WIES Y JF4% Enter.
4 0 MO E . MBHISE S HBEE . S — B, LU IT A RS2 T 8 8 f1ia4T. M CLI Hifi
A show application status ise 775, 75215 A IR ABLEIZIT -

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...
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Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

15k NIC 3 EECE

FIGYE NIC 4852 hfE 2 & Chd®, 15 M DR} ISE CLI JZ1T show running-config iy 4. #2F #3510
W A .

I
interface GigabitEthernet 0

ipvé address autoconfig

ipvé enable

backup interface GigabitEthernet 1

ip address 192.168.118.214 255.255.255.0

LM s, “HHEOTIRBURM 17 KRETIKLLRM 0 LACE T NIC b, HPFIkb
KM OVENEREL, TIRCLRM 1 /EM& AR D, Ay, R R0 & 0 sepr BB A HE )
IP Hiht, {2 ADE-OS MCEASFEBITRE & MO L ER IP bk,

AT LLIZ 4T show interfaces 7y & 2B 4 & (R4 11,

ise/admin# show interface
bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER,MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 broadcast 10.126.107.255
inet6 fe80::8aba:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns O frame O
TX packets 1295620 bytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame O
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0O <collisions 0
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP, BROADCAST, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 <collisions 0
device memory 0xfaa00000-faafffff

W EREMREIIERKIER, RA22
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meznc e

fER NIC 47 E
{1 no #2311 backup interface 45 NIC 455E .

FHIEZ Al

PR A5 FH A8 () 7 B Bk - 6 5% S} ISE CLI
PIR2 i\ configure terminal 3 X\ Fit B 45

I3 i\ interface GigabitEthernet 0 77 % .
T4 #i\ no backup interface GigabitEthernet 1 77 %,

o

% Notice: Bonded Interface bond 0 has been removed.

PTES MINY, SRJ5%% Enter,
g 0 O MER. MRHISE S AZhE S . Fhr— B, DRI IR 55 QD A sh Aig4T. AN CLI
A show application status ise @72, 7025 T A RS HAEBAT

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # interface gigabitEthernet 0
ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #
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B =R ISEg &P it

BEMUERLISE i &/ IP it

FHIaZHl

o LETH AP bk 1T, iE AR Cisco ISE i A TSR A . Sy
T M R RS v 2 A A L A ST AT

o HMUER)ISE ¥ 4% 1P #ulik iy, 152744 ] no ip address @4

pZ A % 5% Cisco ISE CLI,
$IR2 BNCLT dr
a) configure terminal
b) interface GigabitEthernet 0
c) ip address new_ip_address new_subnet _mask

RASHR BT IP bk SN Yo RG0K BB LRI BES

ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0

% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

R SE i nEH)8 R4
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Cisco ISE $&ft—ANdr 247 741 (CLI) fiv 2K & F Cisco ISE MUAFIN T [ 22%E . FH MBS 4045
K. show version history i 242 (it LT #4145 S -

* Date - AT 2225 BREI A ) H T 1)

* Application - Cisco ISE [ [f]

* Version - %2 2% Bl B3R P il AR

* Action - 3%, EIEL AN T e REERN T EE

* Bundle Filename - [ % 2 sl N 53k P 286 6, 1) 42 ¢

* Repository - MIL2%¢ Cisco ISE N HIHREB L IKIAFA i o ANGE T T 14

TR % 3% % Cisco ISE CLI.
T2 HINLL R4 : show version history.
R Won L

Positron/admin# Show version history

Install Date: Thu Oct 13 16:29:35 UTC 2016
Application: ise

Version: 2.2.0.349

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

PATARGZIERR

] AT R G005 LA 22 4 Ml 4 Cisco ISE #4558 VM T {5 B IXANH T AT R G0 Bk
Tin] i f& Cisco ISE £7& NIST 5 A 800-88 Hik 44 Bebn 1

FHiA Z Hil
W ORAE T RAE 22 Cisco ISE #41 DVD )i 8)) Cisco ISE B¢ I ] i 3 25 ) R K LA N B AH G
VR

* S 2 IR 55 A 5 BEELN exec ) Cisco ISE 4 [ A AT H Il G JE SO . 45 H R BN no
exec, A LMEH KVM EBA B ATE I 6 & 8

o #4 HA7 3 Cisco ISE % #5 (AL AR S 7n 2% (KVM) 3E8 CEnl LU FE KVM B VMware
vSphere & P4 SR
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* T H A 2 Cisco ISE B4 AT &

fif% Cisco ISE 3% O\ 4% AR

1
SIE2 i\ Cisco ISE /4 DVD.
%141, Cisco ISE 3515 ¥l 6 BRI HEE:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

LIE3 A FH i 3k Bt i % System Utilities (Serial Console), Jf:3% Enter.
ARG 2 W 1SO SEHIRE P, Ui T s

Available System Utilities:

Recover administrator password
Virtual Machine Resource Check
System Erase

Quit and reload

Enter option [l - 3] g to Quit:

PB4 BN 3 LIBAT RGTERR .
BEhle 2 TR
* ok k ok ok kkkkkx W A R N I N G * ok k ok ok kkkkkx

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE(S). THIS PROCESS CAN TAKE UP TO 5 HOURS
TO COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL
MEDIA TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y
$IES BWANY.
G 4 W ) AN S AT HOR

THIS IS YOUR LAST CHANGE TO ABORT. PROCEED WITH SYSTEM ERASE? [Y/N] Y

= A N 4= 3 3=
TG WY DPAT RS
iR PA TR
Deleting system disk, please wait-
Writing random data to all sectors of disk device (/dev/sda)
Writing zeros to all sectors of disk device (/dev/sda):*

Completed! System is now erased.
Press <Enter> to reboot.

PATRGERR A, WOREE RS, WLZEH] Cisco ISE DVD Ji 8 R 4¢ I M A B H e £ 22 e e
Tt

W ERSNRE3IERRIEE, ik 22
|




| @iz
nirrgsn I

BRI 3| EEE, A 22
I -“



wiprx |
B  »ezz:ER

W ERSNRE3IERRIEE, ik 22
|



BELISEix O5%

* Cisco ISE At , 2 67 1t

* Cisco ISE &7 s 1, 2 68 1L

* Cisco ISE M55 s 1, 2 70 51

* Cisco ISE #4515 s 1, 35 71 0t
* Cisco ISE pxGrid f%5ui 11, 25 76 1L

* OCSP F CRL MR55ui =, &5 77 5L

Cisco ISE E 15t

ASHE %A Cisco ISE 15 AN FI AN 26 BEAT 9 2% A5 1K) TCP AT it 4 B3 UDP B 11
VR SR B Y Cisco ISE i FAEXT Y. (KB K b A 2B AE 4T TR -

{E Cisco ISE M £% Lt & R4S, 04 LU RS &
* Cisco ISE & H R T T Ik LI M 0.
* RADIUS {E T M1+ (NIC) _LHEAT 0T o

* JABFISE RS54 ANSCHF VLAN BRid e 135 55 AE 4L 2 JRF ISE 5 k3 F A AZ b Lo 111 4%
J VLAN ik, JfReIZ s G & )N 2 005 H o

* FIT7 NIC #B] LLRC & A 1P skt
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B ciscolSEEEE SO

Cisco ISE &2 Sim 0

Cisco ISE AR 5% FILAKRW 0 407E 0 Eaim O | HfLAKMED (FIRK
M1 ZE5SEBE 1 FIGRE 2)
lal:opo |

o -

* HTTP: TCP/80 fil HTTPS:
TCP/443 (TCP/80 T 5 [i1] 3]
TCP/443; ANAJHCE)D

* SSH Ik %5+#5: TCP/22

* 4 RESTful IR% (ERS)
REST API: TCP/9060

« TWMNEH GUI R REE
I'1/: TCP/9002

* ElasticSearch (i 5t A] 4
P B EPE N TSR
B BL A EET D .
TCP/9300

SERR U 80 Al 443 AR
51 Web N, Jf HERIA
TN AT FPIRES .

%t Cisco ISE ) HTTPS
F1 SSH 5 1) R R +FJk
LK 0,

TCP/9300 754 1= B
SR B A BT )
AR NI T

RV IEER -

AL * HTTPS (SOAP): TCP/443

« Fe¥a 720/ & il (JGroups):

TCP/12001 (4)&)

B

SNMP % if]: UDP/161
ER O m N R
=N

PARL
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Cisco ISE AR & FILLAKRM 0548 7E 0 LRYim O | HbAAMED (FIKLLK
W1 ZE554E 1 F88E 2)
lal: 1|

RTeE b7
minR () « Z4:H&: UDP/20514 F1 TCP/1468

ARG HE: TCP/6514
ER O IR DAl E AN H A
o
* SNMP FfiffF: UDP/162

PR IRRAITER (k) T P AT G

LDAP: TCP/389. 3268. UDP/389
SMB: TCP/445
KDC: TCP/88

KPASS: TCP/464

* WMI: TCP/135

* ODBC:
B ODBC i I a] /e 58 = 5 Hdin J4 IR 45 2% L Aid
H.

Microsoft SQL: TCP/1433
Sybase: TCP/2638
PortgreSQL: TCP/5432

Oracle: TCP/1512

*NTP: UDP/123
*DNS: UDP/53 #1 TCP/53
ER O T RAEE R TIELURI 0 LLAMPAFEE U5 1] AR
SRR, VAR N G B RS M .
Vi Vi P 2 R EE 4. SMTP: TCP/25

RV W TCP/443 5 AR =
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Cisco ISE M52 Sim [

BRISEiRO5%

Cisco ISE AR %%

FILLAK M 0548 7E 0 L BYim 0

HLIXMED (FIREAKM 1
Z 5T 1 FGE 2) LRI
A

*HTTP: TCP/80 F
HTTPS: TCP/443

*SSH Ik 45%%: TCP/22

SN

* HTTPS (SOAP): TCP/443

* Oracle £ 4 PRIV R )7 -
TCP/1521

* B 17125 /42 ) (JGroups):
TCP/12001 (42 J&)

Oracle $Hi i AV 2
TCP/1521

] PRI 28 BB [SNMP]:
bak = S s o WS b s ]

=1
Jto

UDP/161

* ARG H &

sy RGHE: TCP/6514

pEL 2
Ko
*SMTP: TCP/25

* SNMP [flF: UDP/162

UDP/20514 A1 TCP/1468
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Cisco ISE AR 5% FIRLAKW 0GP 0 LR O | HLIKMED (FIREAKM 1
ZS5WHE 1 FHE 2 LRy
A

SET G AN 72 ¥
A RAT IR CHHD L e

LDAP: TCP/389. 3268. UDP/389
SMB: TCP/445

KDC: TCP/88 i1 UDP/88
KPASS: TCP/464

* WMI: TCP/135
* ODBC:

ER ODBC i ] 78 50 =5 $dle 122 I 55 4 E I
Ho

Microsoft SQL: TCP/1433
Sybase: TCP/2638
PortgreSQL: TCP/5432

Oracle: TCP/1512

*NTP: UDP/123
*DNS: UDP/53 1 TCP/53
AR T HBRE ER T IR LK 0 USRI 05 1) 1 205 4
ﬁ%uﬂﬁ%’ Iﬁ*ﬁfhf@@ﬂﬁﬁm%ﬂﬂo
pxGrid #tH N SSL: TCP/8910

Cisco ISE SR A& AR 5575 = i [

Cisco ISE A 55 FRAKK 0SH0E 0 LRYIHA | A LIKMED EsghE 15048
E2 Lm0
25T : A5 N N
B “HTTP: TCP/S0 Al HTTPS: %;SSO ISE FHUHBRFT I AR
TCP/443 ’

*SSH i 45%%: TCP/22
*OCSP: TCP/2560
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SR

* HTTPS (SOAP): TCP/443

* B¥s R0 /52 i (JGroups):
TCP/12001 (&2 )&)

edE (gD

A1 40 /IGroups: TCP/7800

ER U DS R AT

=N
Jto

CA PKI TCP/9090 -
IPSec/ISAKMP UDP/500 -
WA B TACACS+: TCP/49
FER O St L ATEERCA 2.1 AR A R S
B

SXP

*PSN (SXP 75 £1) % NAD: TCP/64999

*PSN #| SXP (74 fila)iff5F) : TCP/443
TC-NAC TCP/443
JlAEZ ] B 4% 7 B b [SNMP]: UDP/161

Al (e

* R4 H7&: UDP/20514 il TCP/1468

ARG HE: TCP/6514

ER O B0 H R E AN H A

Xo
* SNMP [#[F: UDP/162
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*RADIUS S43561iE: UDP/1645 Al 1812

*RADIUS illk: UDP/1646 i1 1813

* RADIUS DTLS & #r50uk/dik: UDP/2083

* RADIUS #ZHUAE T (CoA) Ki%: UDP/1700

* RADIUS AL (CoA) fitWr/H4k: UDP/1700 F1 3799

R UDP %0 3799 A r]fic
Ho

HMBE IR AN TR ()

i EE AV AR A TS R R AT
LDAP: TCP/389 Hl 3268
SMB: TCP/445
KDC: TCP/88

KPASS: TCP/464

*WMI: TCP/135
* ODBC:

ER ODBC i ] 75 — 75 $dl 122 e 55 e
o

Microsoft SQL: TCP/1433
Sybase: TCP/2638
PortgreSQL: TCP/5432

Oracle: TCP/1512

*NTP: UDP/123
*DNS: UDP/53 1 TCP/53

AR TR ER T IR LK 0 LUK H15 i R A0 5 £ 473 U5
HHRSS 5 TR A R PG e A

BEh ID (N

* TS fRH: tcp/9094
* AD fREE: tcp/9095
* R4 HE: UDP/40514 F1 TCP/11468
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IR - o
« REL (%))« TCP/80 (HTTP) A1 TCP/8905 (HTTPS)
ssl
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