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Thank you for chooslng our product. Please read the Instructions cancfully
befare eperation. Follow these instructians to ensure that the produoct s
functlanlng properly. The Images shawn in this manual are for illustrative
puUrpnees anly.
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Withaut the prlar writtan consant af ZKTaco, no pottion af this marual can be copicd o fonaarded Thany
waay ar farm. Al parts of thls manoal Belong to ZKTeca and its subsidianies Chanslnafter the ' Campgany' ar
ZKToca'),

K Tz 15 5 registorad tradermaiks of ZKTeca, Cther tradeimarks involved In this manual are owied by
thait nospocthee awirmers,

Thls manual cantains Infarmatlon on the operation and raintenance of the ZkTece aquiprmant. The
copvright in all the documents, drawilngs, ote i nelatlon te the ZETooo suppllad cqulpment viests inand s
tha proporty af ZKTeco, Tha contents heroof should not be used ar sharad by the recelver with ansy third
party without oxpross written pormlsslan of ZRToo.

Tha contents of thls manual must be reod as a whela bofore starting the aperatlon and maintenanoe af the
supplied equlpmant. If any of the cantantls) of the manual saetns unchear ar Incomplete, please contact
ZETeco befare startlng the operatlan and maintenance of the sold cgulprment.

It Is an essantlol pre requlsite for the satlsfactory operation and maintenance that the aperating and
malntenanca personnel are fully familliar with the design and that the said peconnzl have recoivad
thorough tralnlng In oporating and maintalnlng the machineuanitiogulpment. [T s further cssentlal far the
safe opeoration of the machlne/unltiequlprmant that personnel have read, ondersteod and followed the
safety instructlens cantained in the manual.

In case of any canfllct botween terms and conditlans of this manual and the centract speciflcatlens,
drawlngs, [nstructlan sheats or any other contract related dacumants, the cantract canditlons/dacumants
shiall prowall. The contract speciflc canditlons/dacuments shall apply [n Erionib.

ZETeco offars no warranty, quarantcs o represantatlen regarding the camplotencss of any informatian
contalned [ thls manual ar any of the amendiments made thorets, ZKTeca docs net axtend the waranty
of arny klnd, Including, without limltatian. any warranty of daslan, meichantabillty oF fithess for o partleolar
PLTEOEs.

ZETeco docs nat assuma raspanslblling for aty arrors of amisslans in the informatian oF documents which
are reforencad by of Hinkad tothls manual. The entire rlals as to Ehe pesalts and perfarmance abtained from
vsing the Information 1s assumcd by Ehe user,
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ZETeco In mo cwont shall ba [lakla to the user ar ary third party for any Incldental, carsaguentlal, Indirect
spocial, ar excmplary damages, Including, withaut limltation. loss of buslimess, lass of proflits, buoslnass
Interruption, loss of business Infarmatlan ar ary pocanlany lass, arlsing out of, I connection with, or
relating ta the use of the informatlen contalned [nor referenced By this manual. even it ZKTeco has beon
acdvisoed of the possibillty of such damarges.

Thls manual and the informatlen contalned thercln may Inclode technical, other Inaccuracics or
typagraphical errers. ZETaca perindlcally changes the informatlen hereln shich will ke incorporatad inta
mew addItionsfamendments ta the manual. ZETecs raserves tha rlght to add, delete, amend, of modify the
[nfarmatlan contalnad in the manual fram thime 1o time In the form of circulars, letters, notes, ote.far better
aperation and safety of tha machlnedunit/equlipmant The sald additlans o amendments ane mcant far
[mprovement Sbetter operations of the machine/unit/eoquipment and such amendmants shall not give any
rigght to clalim any compensathan of damagoes undar any crcumstances.

ZKTeaco shallin naway be rasponsbla ] in case the mach ineadnitéequl piment malfunctions due te any naon
compllance of the instructions contalned Ino this manual it o case of opeoration of  the
machinesunlt/eouipment beyand the rate limits (il In case of operatlen of the maching and 2quipnentin
condltions different frem the prescribed condltions of the manual.

The product will be updated fram time to e without prios natice. The latest operation proceduros and

el pwant documents are avallable an Btp s Zktocs oo

If there 15 any issue related to the product. ploase contact us.

ZKTeco Industrial Park, No. 32, [ndustrial Road,
Tanexla Taven, Dongauan, Ching.
A6 S8 2108557
A6 5y BUB0I%
Far busimess nolated quearles, plaase wrlte ta s ot saleadzkieco oo,

Te knowe more about our global Branches, visitwaane zktcco.com.
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ZETeco is otz of the warld's largest manufacturar of RFID and Blamctric sFingerprint, Facial, Fingar selig
readers. Product offarings Include Acecss Cantral readers and panels, Near & Far range Facial Recognltion
cammeras. Clevatofloar access controllars, Turnstiles. License Plate Recognltian (LPRI gate contrallers and
Cahsumear products including battery aperated fingerprint and face reader Door Lacks, Jur security
salutions are Ut ingual and localized in owver 18 diffanent languages, At the ZKTaecs state of tha art
AU0000 squane feot 1539001 cortficd manufacturing facllty. we contral manufactoring, pradoct desian,
compancnt assembly, and loglstlcs/shipping, all under ane roof.

The founders of ZKTeca have been determined for independant research and development of biomctric
werlflcatlen procodures and the productizatian of blemeatrls verlflcation 50K, which was initlally widolky
applled in PC socurity and [dantity authontlcation ficlds, With the contlnuaus chhancement of the
development and plenty of market oppllcatlzns, the team has gradually constucted an ldentlty
authenticotlen acosystem and smart security coosystem, which are Based an biomctilc werificatlan
techinlgues, With years of sxparlance In the industrialization af biomctric verlflcations, ZkTeco was officlally
cetatslished [ 2007 and now has bacn ons of the glabally leadlrg enterprisas in the blemeatrls vorlflcation
[ndustry awning varlous patents and belng selected as the National |High tech Drtererise far & conseoutive
wears, [ts products are protected by Intellectual property rights.

This manual Intraduces the oparations of G5 Dutdoor & Multl Biemetrlc Access Contral Terminal.

Al flgures dlsplayed are far lllustratian purpases only. Flgures in thls manual may not ke cxacthy conslatent
wAth the actual praducts.
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Docurmoent Convontions

Carpentions wsed in thls manual are sted Do

G Comventl ons

For Softwarm ‘

Conventian Descrlption
Bold font Llzed to ldentlfy saftwara inteface names 0K, Confinm, Cancel
o RALIED Iyl micnus are separatad by these brackets, For example, File > Croate =
Faldar.

T e

Conventian Descrlption
<o Button of kay namas for devlces. Far cxample, press OKs
B Window namaes, mend items, data tabhe, and Fleld names are [nside sguare brackets,
Faraxample. papup the [Now User sdndow
; Rl lovel manus are separated By forwarding slashes. For o oxample,
[FileyZroate/Faldar].
Symbols

Convention

Description

This implles abaut the notlee ar pays attantlan ta, it the manual

Tha genearal infarmatlen which helps in performing the aoperatlans faster

Tha Informatlon which is signiflcant

wara takan to aveld danger or mistakes

The statermcnt ar avent that warns of somathing o that sohes as a
cautianary cEampe,

Sy §
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Overview

b 5 anautdoor & multl Blometrls aocess cantral tarminal that features ZETaca’s innovatlve Chhancad
YIsibhz Light Faclal Recagritlzn and QR Cade Scanning technslagy. The devico with the latest
techimaloglas can autamatically perfarm recognltion at a distance fram 0.5m to Zmvwhen a face s
detacted to deliver Rlgher recognltion guality in speed and accuracy than the near Infransd faclal
recagnitlen techinolagy, With the apglicd Dacp Learning algarithim, posa angle tolerance, and anti spoof
functlan have becn greatly cabanced agalnst varleus crvironmental condltions and different types of
sponflng attacks.

The Gh comes standard with a B133 card modula that supparts identificatlen (D and 1C cards. The G2 also
petfectly supparts Clatec card modulas and can suppart 125 kHzA 242 Kz 256 Mz RFID cords withaut
replacing the card module.

If the above mentionad fnctlan cannot meet costamars foeds, we can provlide an COK embedded
developiment kit and adjustment tools. Gased an aur robust and stakzle platform, the clicnt's B&ED team
£an qulckly develop, integrate, and debug the entlie embedded systam for better scalabllity.

Instructions for Use

standing Position, Facial Expression and Standing

Posture

Recommended Distanee

f g \/f” )\ The distance betwiecn the device and the user dwhose helght is
| g I :l wWithir 1.55m o 1.82m0 |s recommended to be 7.2m. Uscrs may
E| : ’ dlghtlhy move fareard aned backweard to Imprave the quality of
| “| # tha captured faclal limages.
i
|
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Recommendod Faclal Cxprosslons

f i

Las

s

Recommended Standing Postures

ﬁ
ﬁ
! .:'a

|

Mote: Duing enrclment and werifleatlan, please remaln natural faclal exprossian and
standing postureo.
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Finger Placement

Recommended fingers: ndex, middle, ar Flng flrgears.

Avaid using the thumbs ar pinky, as they are difflcult to accurately tap anto the fingerprint
leader.

n 1 1

. ‘_._,.-_'_'_._I
T g—
<
e
Lagh® -\_

Mote: Flease vse the correct method when pressineg yaur fingars ants the fingerpring readar

for registration and ldentifleatlon.

Face Enrollment

During carallment, try to adjust vour face in the center of the davlce scroen, Ploase face the camara and
stay still. Tha dawice screan is shown bola:

Face Bogivier

Sap= 10 Coperigb 2202 AR OO0 1 Sl ricalins praet el
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2.4 Standby Interface

Aftar connecting tha pawer supply, the Device displays the follawing standby intetface.

ZKTeco

20:46

20210725 &nd?

-

_ o Motes:

1. Tapon e tha button te enter the personnel 1D Input screen.

2 Tapon @ the buttente enter the main meaenud.

3. If asuper adiministratar has already boeen reglstaned for thils dovics, vou will nacd the permilssian of

tha super administrater to entar the maln menu.

Sagys 11 Coperigb 2202 AR OO0 1 Sl ricalins praet el
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2.5 Mirtual Keyboard

Qawertyuilioop q- w B r t oy u o p
b 8 BTt g R 12K a g 1. 'g-n Yy k|

$ zZ x ¢ ¥ bnm G * i v b onom @

O v

Mote: Tha klnds of keybeards of devico wlll accarnd to the system language.

Long press the ™" buttan, to set the language of keyboards.

2.6 Verification Mode

The Blemetrle matchlng pracess can be categarlzad as, One te many o *ldentifleatlen® (1: M), and one

te ane ar “erlfleatlon® 01211, Gelow s a description of cach matching type and haw s features are
described.

1: M Identification Process

A one ta many 1: My biometrle ldentiflcatlon process instanthy compares the person's captured
biometrlC template against all stored biomatrlc templataes in the system.

1:1 ¥erification Process

121 biometrls verlflcatlan procoss authenticates a person’s [dentity by comparing the captured
biomatrlc templatewith a biomatelC template of that persan pre starcd In the database.
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251 Passward Yorification

WHian auser Inguts bls/heruser 1D and passwoid inte tha device, the datawlll e compared tothe usor
1D anel pacswnrd of that user pie stared in Ehe systemn. This pracess [s reconimended for adminlstrator
Usors.

-

-

o Jn the Maln sercen. tap on tha butten ta citer the 1:1 passward sarification modeo.

o Jn the Input seroan. ot the Lear 1D and tap [QK].

o If @ user has reglsterad a face, aflngarprint and card in addition t hisfhar passeaid and the
werlfleatlen method |5 set to fingerprinty passwardy card! facs weriflcatlan, the bolow senzen
will appoar.

X

Please choose the verification mode

o Tap anh @ the passwaid button to antar the password vorlfication mode. Chter the
passvard and tap QK]
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o Below are the sample far succassful and unsuccessful werlflcatlan

X

Suecessful Verlficatlon Failed Yerlfication

2 5.2 Facial Veorification

1: M Face |dentification

o This methad [dentifles the acquired faclal Image of the uscr with all the facial templates that
arc stared intha devlce.

o Below are the sample far succassful and unsuccessful ldentiflcatlzn.
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1:1 Face Verification

o This mcthod varlflas the face of the user capturad by the camera with the faclal template
lelated ta that User (D pravidad by tha usar.

-
—

o Tap
[Onks .

ot the Maln Interface ta enter the 121 facial verlflcation made nput the Usor 1D, tap

&)
®,

o If & vsar has reglsterad a fingerprlint. @ passweard and card in addltion to Rlsshor facs and the
werlflcatlen mathod is sot ta fingorprint? passwaordy card/ facawerlfleatlan, the fallowing screan
will appoar.

o Tap on theface buttan nm chter the faclal werificatlan mode.

’ Please choose the verification mode

O e 6 0O

o Aftar tha prompt ' Flease serlfy your face |, adjust wour face [n the conter of the devlce screen
for face worlflcation.
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{ . Please verify your face

o Below are the sample far succassful and unsuccessful werlfloatlan.

Successful Verlficatlon Failed Yerkflcatlon

2 5.3 Palm Verification

1: N Fingerprint Identification

o This method [dentfles the acquired palm liaga of the user with all the paliy templates that
are pre stored in the devlca,
o Below are the sample far succassful and unsuceessful ldentlflcatlon.
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Fingerprint Yerification {Optional}

1: N Fingerprint |dentification

This method compares the fingerprint of the user that is belng pressed anto the flngerprint
reader with all the fingerprint data that ls pre stored in the device.

Te enter fingergtint ldentiflcatlan made. simply tap vour fingar en the fingarngrint reader.
Biolove are the sampla far succassful andd unsuccessful ldantifleatlsn.

3

Verification falled!

& 1 ‘ = ' Please try again £27
d . 7 |
Successtul Verlficatlon Failed Weslflcatlen

1:1 Fingerprint Verification

This mcthod comparas the fingerprint of the usar that is belneg pressad anto the fingerprint
lfeadher with the fingarrint templates that are linked to that Usor 1D which has boch entered
wia the vlitual keyboard.

Top the =" buttan an the maln scrachta enter 1:1 fingerprint verification made:
Crter the Usar 1D and Tap [OK].

If 3 user has reglsterad a face, a password and card In addithen to hlsshee flngarpreint and the
wetlfleatlen method is setta fingerpring passwardy cards facs, the fallowwing scioc will appear.
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Solact the flngerprint button te chter fingarprint verificatlen mods.

Please choose the verification mode

Tap tha flnger anthe flngerprint reader to pracecd with veiification.

r

Please verify your
fingerprint

Bolaw are the sample far succassful and unsuccessful werlfloatlan.

v

Verification failed!

~,  Sam
Please try again E27

Successtul Verlficatlon Failed Weslflcatlen

Card Yorification

1= M Card Identification

Torantar 1- M card [dentiflcation made, plaase place the reglstetad card cn the caed reacder
Biolove are the sampla far succassful andd unsuccessful ldantifleatlsn.
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-
% ' 3
% \  Verification failed!
™ ) |
\ \j/ /' Please try again £27
Successtul Verlficatlon Failed Weslflcatlen

1:1 Card Verification

-
o Taonter 121 card verliflcation mode, tap the =" button an the main sceeen to ehter 101 card

werlfleatlon made.
o Aftar that, entor the Uaer D and tap [QK].

o If @ user has roglsterad a face, a password and fingargtint in addition to kis/har card and the
wetlflcatlon method 15 set to fingerprinty passweardy card/ face verifleatlen, the below screcn

will appizar.

o Tap an the card button te antar card verificotlen madea. After that, swlpe the card te
werlfy,

Please choose the verification mode
Y Please swipe your

© 6 66 O e i
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Biolove are the sampla far succassful andd unsuccessful ldantifleatlsn.

b |

-

Verification failed!

Please try again £27

Suecossful Verlficatlon

Failed Weriflcatlon

s

B
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4 Main Menu

-
i the Standby Interface, tap on == ta enter the Maln Manu.

e Accems Costrod Allpegience Cura
Waragermet Taesh Marageriet

U Narw fautemn Semage
Narage et Maragomere

Menu Operations

Menu Function

Llser Mgt Te Acdd, Cdlt, Vicw, and Deleta the baslc infonmation about a Uscr.
Tosct thye paranwtors of the lack and the relevant acooss cantrol dovice

Access Control Access cantral aptians, thme rahes, holld ay settings and antl passback
setup.

2y the spacliiad attendanos nocerd, check attanda e phiotos aned

Attendance Scarch blackdlst photas,

Data Management | Todelete all the nelevant data from the dovice,
LEE Management | Toupdoad or downlaad spocifle data from a USE drivie.

ance an alamm has been sot, the devico wlll automatlcally play
Alarm Management  presclected alarm tanc whan the speclfle thone is reached. 10 wlll stap
alarm after the alarm time 2lapsad.

Lot the meteorl, date and thne, access record, Clavd service, Wiegand,
Syt Settings display and saund, biomatrle parameters, auto tostlng, and advanes
setting s of the device.

Fays M Coperigb 2202 AR OO0 1 Sl ricalins praet el



N e WAl

Mate:
If the device dacs ot have o super adminlstratar, any user can chter the manu by

tapplng the Ak ki

Aftar a super administratar has boen setan the device, [Gyverlflcation will be required to
anter the menu. Jnce password verlfleatlon |s successful, uscrs can enter the manu.

Te ensure the securlty af the device, we reconmend registerlng an adminlstrator the
flrst tliveyau use this devlce, For detailed operating instiuctions, please soc sectlon Add

Llsey,

User Management

Add User

Thanzare by methods to add users: A usor wla 2oftaane ar Add via Dewice,

Add Uscrs via Devicoe

Tap on o= buttan on the [User Management] Interface te enter the Dser creation Intarface.

104 Maraajermant
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Reqister Basic User Information

an the New User Intarface, top Lser D and enter the unigue identification aumbet, and then
tap Name and enter the uscrname.

Hew lfanr

Moo

Marmc: The magimum lenagth of characters is 24,

Llser IO The wse's D can contaln 114 dlgits by defaulc

ffyou necd anexternal reador to swipe the card, please set the card number as the ld nomber.
Llser 10 can ke rmodificd befara first login, but cannot be madifled once logoed in

The messacge "This User ID already exlstsl" Indicates that the 10 aumber ehtened 1 alnoady
Being used. Inthat case, itis recommended ta cnner anctioer 1D numikeer.

Reqgister User Photo

an the Maw User [ntorface, tap oh tha buttan ta entar the camera Intarface.
It Is reconimend ed ta faca tha lens and than adjust the pasltion.

b
i the User Phote Intorface, tap o the = camera button to capture a phate.
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ey Puate

Frase i e

el A

: :

Fa

o Tap on tha buttan on the battom te succzssfully add the capturad phota.

User Role

This dovlie has two types of usar priviiegas that s Mormal Uscr and s2uper Adminlstrator, If a Super
Adminlstrator cxlsts on the daevloa, Marmal Lsers can only lagin and vlaw thelr accounts using difforent
vetlfleatlen modes that hawe already sot for the usor. Gut a Super Administratar will have moare
privileges like aceess ta the maln mend and will alse have the same accass as the Namal usar.
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o i the Lses Management Intarface tap an the regquired vsername from the vsar list te 5ot the
Llar prisllage.

Lo Marmyerresi

BGOU

Acvwnn Comwt k‘l-‘.I' [
h Moot

U000

- Sestem bariage Sl g ede
w -t W"“

o=

o 3Jn the “Lser Infarmmatlon® Interface, tap [User Rele], and then tap [Marmal User] o [Super
Adminlstrater] to sot the required priviieoe,

Mate: Whan a user |5 givien super admilnlsteator privileges, anterlng the maln menu @il regquire 1D

werlfleatlen. The varnification pracess degands an the werlflcation method that was uscd durdimeg user
regjistratian. Soc the desciption I sectlen Yerlfication Modo®.

Reqister Verification Modes
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Tha diffznent seriflcatlen nuodas are used ta weilfy user leglhn.

The vorlfleation made includes registratiarn of face, a passward, fingarpiints foptional), arcard
mumber of auser.

an the Mew User Interface, tap an the required verlfleation maode (Flagerpring, Card Mumber,
Fasswrord] to register for werification.

Reqister Fingerprint (optional}

QA the Mew User Interface, tap [Fingerprint] ta cater the fingerprint reglstratlon Inteface.

Top onthe requined button O leftor = right? shtuated an the left and flght slde of the seneen

and than tap anthe required flnger to reglster.

P LR
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o Aftar the sclacting the raquired fingel, press the sama flnger on the fingargrint noader throe
tirnas.
o sarzen indleatas that the fingarprint 1= chimolled succassfully.

~ o Mote: IFyou tap different flngers arka the fingempint scanncr durlng the 24 and 3 timne,

the userwill be prompted ta ' Please use the same finger' as shawn [n the belaow Image.

Regiwser Fingerprim Dach

LD ‘ll.l,

o If the fingarprint |s succossfully registered, "Contlinue te cnrall the next Flingergrint?™ dialog
bo will appaar.

o Tap ¥esta rocord the next fingarprint, or Mo te return to the fingerprint reglstratlon Intorface.
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Reqister Card Number

QA the Maw User Inteiface, tapCard Number ta enter the card number registiation page.
an the Reqlster a card number interface, swipe th card ta reglster.
And once a successful prompt is displayed, tap Save te update the card detail s,

Regrater o catd raambey

Reqister Password

an the Mow User Interface, tap Passward ta reglster passward.

an the Cnter the password fleld cnter the passward, then on the Confinm password fleld re
antar the some password,

Top Confirm.

Mot The vser passward must bz 8 digit number.

LT

Please enter your password
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Functian Chxscrlptict

eyt Top on this buttan to 2ncrypt the password.

S Tap on this buttan to make the passward visible.

o [f the passwoard, entered in bath flalds daos mot match. then ne entar the correct passward.

Please enter your password

Password and confirm password does not
match

Cancel

o The passward which has baen reglstered can ke deloted or modIflad.

Delete/Cnverwrite Registered Password

o i tha User management [ntorface, tap on the regulied veername from tha veor list to dalete
ar modify the passward.

o +dn the User Informatlon Interface, tap [Passweard] to delete or moedify.
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o 0 the papowlndaws, tag Daletod Do rwrite ta delcte of modify the passward.

Hegister kFace

o i the Newr Lser Intarface, tap Face to entor the face registratian paga.
o Jn the Face Registet Intorface, move and ad|ust your face an the registiation arca.

Sape 30
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Fericd of Yalidity Settings

This function sets the valldlty period for an amplayes's verificatlan process for attendance. 5o once
this valldity period has sct, the Dmplayes will be akle to verlfy attendance only daring this set time.
And If the Cmployes authentlcates sttendance befara of after the defined time, the attendance will be
[valid.

The attendance verificatlan is valid between the deflned staitlng and endlng time periad af the set
number of davs; thls offers predision up ta specific days. The valldity perlad of a day 1s from G0 te
2359 ence this valldity poeriod cxpelnes, the employee's verificatlan far attendanse will be Tinvalid.

2 tha *Lses Infarmatlon® Intarface, tap [User Validity Rule] te sot the valld Ity poriod.

M= LFami

User Valldity Rula

Moo

If the Funetlon Lser Yalldity Rule s nat displaved on the Moew Doer [ntetface, then of the Maln
mehud, tap System Sottings > Access Contral Recard Settings. and chable Lser Validlty
Settings and then the function "User Valid [ty Rule® will appear In the Mowe User [nterface.

an the User Validity Eule, sot the user valldity rule by cenfigurlng the requirad date and i,

Arcess level

The Access Cantral Role sots the doaraceess priviledga far cach user.

Thisincludes the access graup, fingerprint privilege and alss facilitatos to sot the group acoess
titne perlad.

an the Maw User [ntorface, tap User Access Control Rele to sot the acoass lavel.
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Lher Arcas Goorme Aods
W lner

et the Access group

an the User Acaess Control Rale, tap on Access Group te assign the reglstered uscrs to
diffepent graups for bottor managamont.

Lhisar S cana Comiral Hoks

Flease chioose the user's access

groupl =59

Mow users w2l e added e Groaue 1 by default, whlch can be reassigned te othar required
froups.
Tha davlee supparts up to B accass control groups.

et the lime period

Top Time Pefaod to sot tha thine of acceses far the user,
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By dofault, uacrs follow the deflned scttings of thelr groups.
If the titne perlad is net applicd, the acoees time of tha speclflc user shauld B sct,

Such configuratlon will not offect the thne sattings of ather grooup members.

Vi Pariodl

User Access Control Role

Mote: & total of 50 o nales can be sk,

Duress fingerprink

Tha vsar may speclfy are o more fingarerints to register as durass fingarpintis:, [ lence, ance the usar
pressas the corresponding fingoer on the sensor, and T the weification s succeasful, then the systam

will limeadlately generate the alarm.

an the User Access Control Rele, tap Duress FIngerprnt te 5ot the duroess accoss.

User Access Control Role
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Add Uscrs an the Software

Connect software

Focomimendaed te use ZRBinSccurity YH00Ae000VESM, othorwlse the fundion and [Interface may
b dlfferant,

Befone adding employeos, please chsurs that the devlcs 5 conpectad to the PC through tha
Motk cable and set the dovice P,

The devlce [P and computer [P sheold be in the same netwark segment.

Flease nofar to Cthennet Settings for detalls.

Tap [System Settings] > [Cloud Servlos Settings to setthoolaud server parameatars aceording
te the softwanc addrass displavied in the braveser [Mate: the default screct port 5 80857,

Flease nefor to Cloud Sendloe Settings fur dotalls.

ZK HioSecurity

oy
.
aln

Add Devices

an the saftware, cllck Access = Device »5earch to search for the activie registored devices.

= Jep— [p— —

e M i ¥ 0 < i ] i

L

s

i3
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o Cllck *Sarch™ ta saarch for the reglstaned davicas,

o Aftorthe search s completed, the total aumber of reglsterad devloes,

el - i i e
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Wi R e ) S Wy ST ] B
HOSPITT EITH IS SRS NI S e e U B —
EE T IS ST R T E T e e o T T

o Cllck “Add®, flll in the devlee's details, and then ick *OK™ to camplete adding devlces.

o Tha default IP address of the devloe may confllct with athers [ the netaark, so the IP addiess
of the neve devloe needs to be modified before wsa.
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Add Person

o an the Personnel imodule, click Person= MowAdd ta configuire the Person gl dotails.

o Aftar fllling In the persantel Informatlon, click O te save and et and the parsannal will ke
displavad inthe porsennel list,

Batch impont personnel photos

o an the Personnal madule, click Person = Import> Impert Fersennel Phots, select the photo
ta import,
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Search User

Search Userfundtian facilltates to seach For Ehe reguired vsar friam the st

Tap on the search bar located on the [User Management” Interfaceand scarchfarthe negulned
USarhaIme.

Mote: The required users can be scarched based on thair 1Ds, username surname, or full name.

i b sy

Apps
=" —
e L
Liswr A1 Astway Contits Altetsiarce Data
Search Management
1 » v )
us8 Alarm Sysaam Settngs  USH Upgrace

Management Maorogeet

Top anthe Search bar to search far the users with the relevant user IDYname and the systom
will autamatically flnd the vsers with Informatlon that 1 relevant to the search queny.
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Edit User

an the User Management Intarface, tap on the reguired usar fram the st to edit.

Jn the User Infarmmatlon Intotface, tap an the correspendlng Cdit D button to odit the

feejulrad wser Infarmatlan.

User W pragemant : User Information

Mote: Please notice Ehat tha usar [T cannat be medified, and othor eperations ara slmilar to adding

A ncw user, Farfurther infarmatlan, pleass soo sectlan “Add User”,

Delete User

an the *User Management” Intarface, saheet the reguired user to delete and Bag on the Delets

mhuttun to delete.
an the pop upwindawy, tap 0K ta confirm tha daletion.
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Mote: IF viau are deleting the selected wser, all vasar's ralated infarmatiaon will ko clearad.

s
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Access Settings

Tha Acoess Settings facllitabes ta <ot the acoass paramctors.

Access Control Options

Access Control aptlans ane usad far setting tha access paramators.

an the Maln menu, tap [Access Cantral].

Access Cuntrol oo Lairtiod Uplians

The Access contral options incudes thwe follawing functlens.

Menu Optlons

Doot lock delay

Gate Mode

Doar senisar delay

Function Descrlption

Tha langth of time that the devlce contrals the alectric lack e b In unlack
state,

Yalid value: 1--10 seconds: O secand represents disabllng the function.
Tegehe botween OM or JFF swltch to getinto gate mode or pot.

Whan setto OM, on thls interface will remove Daor lock delay, Door sansar
delay and Daor sensar type options.

If the doar s notlocked and is being loft open for a certaln duration (Doar
Senzar Delayl, an alamn well b triggerod.

Tha walld value of Docr Sensor Delay ranges from 1 1a 255 seconeds.

Tharnz ara thrae Sansor types: Clese, Marmal Qpen and Marmal Clased.
lose: It mcans doar sensar is net [nuse

Doot sensar type Mammal Jper: T means the doar is always laft apened when aleotric power s
o,
Mammal Closad: It mcans the daor is alvays Woft Slesed when clactrlc poar i an.
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Verfleatlon Mode
Crocr Valied Tlhime

Zane

Morrmally Opeh
Time Zone

Master device

Auxillary Input
Configuration

Alarm
Lacal Alarm
Cxternal Alarm

Reset Arrong
LSettings

Tha suppotted serificatlen mode lncludes flngerprint/passward Facescard, Usar
D only, password, face anly. and facs | passwoard. The default|ls
flgerprint/passwiardFacedcard.

Te zot titne petled fur doar, sa that the docr s avallable anly duidneg that parled.

Schaduled time perled for *Narmal Jpen® nade, so that the dacr |5 always 1oft
apcn during this goeriod.

Whan setting up the master and slave, the status of the master can be set to oxlt
on et

Cxlt: The record wvorlfled an the host |5 the exdt recard.

Coter: The record verifled on the hast [s the 2ntry record.

Sots the door unlock e period and auxdliary autput type of the auxdliary
terminal devloa, auxlliary autput tepes Includs Mane, Telgger door apen, Trigoor
Alarrm, Trigaer daot apen atd Alar.

The defaultis OFf

Tranamits a sound alarmy o disassembly alarm from the lacal. When the dasr 15
Closod of theverlflcatlon [s successiul, the syatem will cancel the alarm from e
lxcal.

The default is OFf.

The access contral reset parameters include door lack delay, deor senscr delay.
docr sensor type, varlfleatlon made. docrvalid e 2ans, narmally apen time
zohe, master devlca, and alarm. | lawevor, erased accoss control data in Data
Blat. |5 oxclu died.

Time Rules Settings

an the Access Control Intarface, tap Tlme Rules te sat the Tline Bule,

Tha entire syatem can define up to 50 Time Rules fthat 18 Thna Rz, Thne Bulaz, L. Thoe
Fule 500,

Cach Tima Bule repnesents £ Time Zonces, Le T week and 3 halldays, and cach Time Zone |5 a
standard 24 hour perled per day and the oser can enly werlfy within thavalid thhne periad.

Far cach Tlie Zohe you can set o maklmuom of 3 Tine Feidods. The relatlenship among
these T e Ferioeds is "or",

Whan the Vedfication Tlma falls in any ene of thase Time Beilods, the verfication will be
suceossful and valld.

Timnea Zone farmat far cach Tlre Fadod: T RE TSR accurate toominutos by 24 hoar
Clock,

Tap ontha grey box to scarch for the regulned Thme Bule, Chtar the regulied Time Ruls set
[that Is, search as “Thhie Rule 1 " Time Rule 2071,

an the Time Zone Intorfacs, Cag on the day (that |s Sanday, Mondoy .. b inwhilch the Thne
Fariod needs to be ot

an the Thme Perad 1 Intarface, set thwe SEart aned Crd thive, and then tag Ok,
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Access Cotrul

Mitr:

Tim# Zonind

o Whan the Chd Time is carlicr than the Start Time, [such as 23:50--23:50), 1t Indicatos that

access |5 prohibited all day.

o Whan the Cad Time |s later than the Start Time, such as 00002355, it indlcates that the

Intereal is walid.

o Tha effactive Thre Pariod ta keep the Doar unleck ar apen all day |5 (00:00-2 3501 and alsc
when the Chd Thime is later than the Start Time, (such as 0800--23: 591

o Tha default Thre Zana 1 Indicatos that deor is opan all day long and it connat be adited.

5.2 Holiday Settings

Whanowver thera is a hallday, you may nead a speclal accass time; but changing everyone s acooss thne
ong by ang is axtromely combsersome, a0 ywol can sat a hollday accoss time wehlch is appllcable tooall
vacrs, oned the vsar will be able to open the door during Che holldays, The time sot hone is takan as the

standard.

o Tapllallday setting] and then tapon 2 the buttente create a now [l lcday,

SR ¥

Coperigb 2202 AR OO0 1 Sl ricalins praet el



N e WAl

Add a Holday
Access Comrol

an the [Hellday setting] Interface, select a date and type of the holiday. Chakle [Repeat to
lepoat the heliday yoarly and thon tage Mext).

on this Intarface, tap clthar FIndsh ta successfully add the newly craotad haliday, or tap
Contlnue ta create anothor holld ay.

Add a Holdday
Bl 3 Hnkadwy
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iizlidny

Edit Holiday

o anthe *lellday poriad” Intaerface, tap on the required hollday ta medify.

Delete a Holiday

o 3On the Yl lellday poriod” Intorface tap on 1:I=.|:~]EI button to delete the hollday.

o Eolactthe Mallday whilch wou weould ke to delcte, tap on thu@ button in the lower dght
£OFNCE.

o 3n the pap uvpwindow, tap 0K te carfinm deletion.
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54 Anti-passback Setup

Akl passback 1= a directional control method used ta cantrol the misdse of anacoess control systam,
This feature invalvas a specifle sequence whans the accoss cantral davloes must be mounted bath
[nside and cutside the door For accass.

La, IFany perschnel antar an accass contralled area following anather porsan withaut authoentlcating
an the Dlomatrls device, than the iext time durlng his oot time, the deor daes nat opan when that
persan attempts ta leave the arca. This functlen uses ta detedt whethor the user's access |5 legal by
deteimnlnlng the usar's last accass recard and the local cantral direction, which can effacthely provenst
tallgating.

The Anti passback sctup can be divided inta three types:

Antl passhack Dut Aftar a user checks cut. anly if the last recard is a checks In racord, the
uscr can choeck out agale; otherwlse, the alarm will Be trigganced. |lowavar, the uscr can
check In frecly.

Antl passhack [n: Aftar a user checks In, only I the last recard is a check oot recored, the osor
can <heck In agalm; athanwise, tha alarm will be trlgeered. Howeaver, the user can chack out
fraaly.

Antl passhack InfOut: Aftar a usor checks nfout, anly iF the last record 15 a check aut
recard. the usar can chack Inagaln; erIfitis a cheek Inrecord, theuser can check aut agalm;
atherese, the alarm il be trlgoered.

Mote: When the userhas no recored during the fistwerlflcatien, the anti passback approval 1= passed

dlrecely. Thls access dlrectian depends on the selectlan of the control dlrectlon of the deviee,
correspencding ta the stata of the device.
Tha Intarrace is shown below:
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Attendance Search

Lo aceoss racards will e osaved In the device, making it cazlar ta flnd the regulred
attendance necards of the usels.

Lleors can search for acooss lons, accoss photas, and Blagk listed photos.
Soarches suppart scarching by elther username ar D of a cambination of the twa.

an the Maln menu, tap Attendance Search to scarch for required vser's acoess [og.

Access Logs =
M
kim
ki
Apps
0O00 06
Lvey Mg Aczesa Comtrol  Alterstarcs Unts
earch Namagerremn
. .‘r.-r.l)
J58 Al Sywmem Senings VRS Lpsgadte
Marspemey Uaragmmert
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Data Management

The Data Managemcnt Settings allaws the usels te manada the dovles data, including Delote Aocess
Lods, Doelate All Gata, Delate Accoss Fhotos, Gelote Unnogisterad Lsar Photos, Zlear Admin Rlghts,
Dot User Fhotos, And Gelete Wallpapers.

an the Maln men, tap an Data Management to manage the data,

Data Managemnent

Apps
User Mgt Acrmas Cormd Aferslance Oate
Search Vanagerret
58 v System Sattings |Fl))“- Leiede YWalpapor
Matodermnen Vu wgerrey
Fundction Do pticn
1. Duzlates all the lags.
Delete Aceess Logs z Diolates the aceess lags within a spaclflad e

range.

Dizlatizs the buslnass data stored In the deviee. including
Access lege, passwardy faclal blemetrle data, privileges
Delete All Data of the super adimin, vsor phates usar data, and aceoss
control data.
1. Deletes all the loegs
2. Deletes Invalld user accounts

Delete Arcess Phatos 3 Delates the acoess photos within a spacificd timc

langa.

1. Duzlates all dncluding access recards and the photos
Delete Unreglstered Wser of the user [ blocklist)
Fhatos 2 Dzlates the varegisterad uscr photowlthin

spencifleed Hme range.
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Delete Admin Rights “hanges the supor adminlstrator inta a narmal user,
Delete User Phatos Delztes all the uzar photas.
Delete Wallpapers Dicletes all the wallpapsars stareed [ the devloo.

USB Management

The specific functlans of the USE management intetface ane USA disk vpload, USE disk download and
LISE dlsk settings.

2 tha Maln menu, tap USE Management to manage the UE6 settings.

USB Management

Apps
User Mgt Acrmas Corud Afverslance Oats
Seprré Vanagerret
58 ~ Bystem Gattings LS8 Upgrade
Matodermen Vu wyettey

Function Descrlption

Lplaad from USE Uplaad UsG disk cantent o the dewvice.
Download ta USE Dawnload the data from the device ta the USE disk.
LISE Settings warfigure the paramctars of Us6 disk,

Alarm Management

Qnce an alarm las bach sot, the dovice will automatically play the preselected alanm tane wheon the
set alarm tima s reached. lRwill stap ingling ance the sot time s clapsed.

an the Maln menu, tap Alanm Management to canfigura the alarm settings.
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02:00 il
O2:06 v |
0206
< oz
02:0%
User Mgt Acrmas Cort Ml’l:o
» o Nom Bystem Sattings IS8 Upgrade ﬂ

9. Add Alarm

o o the Alarm [nterface, tap on ° tha button te set the alarm, and then tap*Save” o cava
and update.

Alamm i ) Alarm Ty
0158 o= {
o200 = | | / FiRY)
0206 v «
0z:06 . 18 : 50
0z.09
10 Eq

xZ.0g

Lhplcate ity aros

s S fietai il inne

a Intermasl be¥ delsy

Menu Cptlons Function Descrlption
Duplleat iitllthc Fegulred number of caunts to repeat the scheduled
Alarm Sound Selact a Fling tane.
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Sotthe replay thmne of the internal bell Yalld values rakge fram

Intemal bell delay{s) 1 te 999 srca s

Delete Alarm

an the *Alarm® Intaerface, tap an m the deleta buttan, then select the regulrad alarm clock

T e e,

And then click the button @ that is dlsplayling [nthe lewaer rigght carmar of the scneen.

ATy
Alam

System Settings

Svwstom a2ettings are usad far setting system parameters to maxhmlze tha device's abllity as par the user
regulremnents. In this Inteface, user can edlt netwards settings, access cantral racord settings, Cloud
service sottlngs, Wicdond sottings ot

an the Maln menu, tap [Systoem Setting slte canfigurs the dovloe settings.
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10.1

10.1.1

Apps
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o n the System Settings Intorface, tap [Motwork Settings] te canfigure the settlngs
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WHzn Che device cammunicatas with a PCvla CEhernet, the actaark must be sat upte make e dovloo
and the computer [ the same network saqiment. Whan the dovice [s not connactod o the meteark
tap [TCP/IP Settinegs] an the "Netwark Settings” Intarface. The following screcn will display:

Metwork Sottings

Habaor Setiings

Chable Cthernet Switch

oHICP

IP Addross
Subnet Mask
Gateway Addross
DNE

TCP COMM Port

Chable to madify the Cthernct nebwark address paramaters, [
this Is nat ehabled, vsars cannot madify the Cthernat natwark
acldress paranictors.
Crhakle DI ECP ta assign an IP addrass ta the Intzmal nebwark or
Meteoil service pravidar IF G ICP is on, you cannat manually set
tha 1P af the device,

The default 1P isO0.0.0 can e changad).
The default 1P isO0.0.0 can e changad).
Tha default IF isd.000 Can ka2 changad).
Tha default IF isd.000 Can ka2 changad).
The default TCR part 15 4350 [can b changad).

Mote: Whan the device is nat connected ta the netwark, Ehe paramaeters such as [P address
and subnct mask are G000 whan the device 15 cannacted ta the metearky, Ehe paramctors
such as [P addrass and subnet mask are automatlcally dlsplayed as sctwalues.

Comm. Cenncction Scttings

s

i
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Te devalopthe securnity and confldential ity of the aooess data, you need ta scta conncctlan passyord.
Far a successful cannection betweon the PC softveare and the devlce, the connectlan passwetd must
b aceurata.

an the “Network Settlngs” Intarface, tap on Comm. Connactlon Settings.

Matwnri hethings

Habaor Settinga

Funstinn Descrlption

It Is used ta gain the connection pemmilssian when uslng
affline 50K of PULL 5DE connaction. IF the password 15 not
correct, the communlcation connection cannat be bullt.
The walue rangas fram & to Jusant wher the value is 4,
thene is no code status,

The deviee 1D ranges from 1 te 255, IF the system 15 uslng
Device ID the RS222/R5385 communlcaticn mcthad, Input the

dewrice D durlng softeare communleatlan.

PC Communlcatlon
password

Date and Time

Datc and Time Scttings

an thie System Settings nterface, tap Date and Thne to entor the Date and Time Scitings
Interface,
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o Top Set Date and swipe up and dawn to set the vear, month, and day.

o Aftor setting requined Data, tap DK,

Diare wesd Timis

b

o Tap Set Time and swipe up and dawn te sot the heor and minuta,

o Aftar sotting time, tap DR,
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10.2.2 Date and Time Format Scttings

o n Date and Time Intarface, tap Date format,

o 3Jn Date Format Intarface, select a requined dote format.
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an Date and Thre Interface, tap 24 [ our Tine Format aption te ehable this functlen.

Dratin il Tirdass

Funstinn Descrlptions

Itis cnakled by default. Uscrs can modIfy the thime
synchranlzatlen source. After dlsabla, users can

Auto Synchronlze Netwark madIfy the tlme synchranlzatian procedure, and sot

Time the dakz and time.
It s usaed for synchiranlzing the time batwaen the
Sync Cloud Serveer Time software and sorver to which the dovlee s
connected.
Syne Network Time :'Ir_l 'l;rl;lfzid far synchrmonlzing the actual tlhine of the

This aption is anakled by default and vsed for
synchiranlZing the time 2ons issucd by the softyeare,
The default time zone | GWMT 1 % a0 China
Selet Time Zone Standard Thre, Usors can saleck time Zome as par
thair rogulnemets.

Sync Cloud Senweer Time Zabe

Access Control Record Settings

2 the System Settings Interface, tap on Access Control Becord Settings te cntor tha accoss
fecard settings Inkarface,
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Camcra Modoe

This function facilltates to sot the condtions like whethor it is reguired te sava the phatas and the
attendance necards arter ance the devicos captures the phata of the persannel.

Tap an the required Camera Mode that you waold like to conflgure:

an the Camera Mode [nterface, the users can set whether to take photes and savie photos
during usct access verlflcatlon. The settings arc applicable to all users,

Funstinn Descrlptions

Mo photo

Capture photo
and saw:

Save aftey
successiul
v rlflcatlone

Save aftey
failed
viorlflcatlone

If thiz mode is saleckad, the device does takie photos during
authanticatlan.

If this mode is saleckad, the device takes usars’ phatas and save
photos during authentication.

If this mode is seleckad, thonwhen tha vsar passes thaserlflcatlon,
the phota s taken, and then phata |s saved.

If this mede is selectad, the device takes a photo when the user falls
werlflcatlon and save it

S &R
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Verification 5ettings

Verifleatlan setting s facllitatas canflqurlng the settlngs for accass verlflcatlen paramatels.

Funstinn Descrlptions

Show the
Yerflcatlon Photo

Yerlflcatlon Fallum
Alarm

Accoss Control
Record Warning

Munikeer of
Clrcularty Delete
Arcess Control
Records
Munibeer of
Clrcularky Delote
Aceess Control
Photos

Pevindic Deletlon of
Lnreglstered Depr
Fhotaos

Delay Duratlon of
the Conflrmation
SCrRCh

[fItls cnabled, the usar phatawill be displayed: I nat, the user phato vl
Mot b displayed.

The alarm will Flng when the varification fails, Verlflcatlen failure alanm
tirnas can be sot a5 3 100s and verlfleatlon failure Interval can b sctas 8
s,

Whan the remaining accass control nocard spac reachoes a sot valug, the
dewriecn will autsmatically dlsploy a remalning raoord mematy warnlng.
Whan the valua |5 set as O, the functian is disabled.

Whan the aceess recard memony hos neached full capaclty, the dovlos will
autamatically deletz a set walue of ald access recards. When the value is
st as d, the functlan is disaksled.

Whan the space storlng the accoss contral phatos have rcached full
Capacity, the davlce will autamatically delete a set valua af old access
contral phatas. Whentha value is set as O, the functlzn is disabled.

Whan the space starlng block lstad phatas have reackhed full capacity,
tha dovice will automatlcally delete a setvalue of ald black lsted phatas.
Whan the valua |s sct as O, the functian is disabled.

This |5 the length of time that a user's Informatlon will display an the
SWEEaIM's sckach after sucoassful verificatlan.

s

54
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Faclal verlficaticn This |2 the faclal template matching thne intebval that usars can ot as &
[nteryal te 9 secongds,

Validity Pcricd of User Infermaticn

This is used ta detarming Fuscr valldlty periods are chabled of dlsabled wehen negisterlng usars.

Tap LUser Valid Ity Settings to chable.

Whan Llser Validity 2ettings 1= chiobled, the Fallavelneg Inteface will display. Select the settlng
woll would like to canfigurs,

Cloud Service Settings

an Systermn Settings Interface, tap [Cleud Service Settings] te cnter the Cloud Servloe Settings
Interface.
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Funstinn Descrlptions

[tem Descrlptions

Chable [ Whan this functlon 1s enatsled, the domain name moads “hittpdd wll
Drarmnialn o b wsied, such as [kt XYL oo, while "EYZY denokos the
Marme domain nameawhen this made is trmed G,
Soner . S
Dleable Aol rocs [P address of the ADMS scrver,
Domaln
Narne SF_':WEF Fort uscd by the ADMS sonvor.
ot

Whan you chogse ta enable the prowy, vou need ta sot the [F addiess
Cnable Provy server and port aumber of Ehe prowy servar.

Ifitis cnabeled, it nocds to restart to take offect, and the data s
Dpen | TTPS vplaaded to the push termlnal. The addrass [s changed from HTTP to

[ TTTFS.
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Wiegand Settings

an System Settings Intetface, tap Wlegand Settlngs to access the intarface as shawt bal o,

Eywlem Sabings Wirgend Gatlings

Lo

Wicgand In

an Wlegand Settings Interface, tap Wiegand In to apen the settlngs.
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£ Wiegand In
i

WiEgard Forrmal
‘Wiegand i bite fhit)

D Type

Funstinn Descrlptions

Menu Optlons Functinn Descrlption

Wiegand Format Tha Wlegand value could be 2ablts, 34bIts, 3abits, 3ralts or SObits,

It displays the number of bits of Wicgand dota, &fter choosing Wiegand
Wicgand In bits Input Blts, the dovles @il use the set number of Bits to flnd the sultabhe
Wicgand farmat [n Wlegand Format.

[ type The usar can ingput User [Dror Card numbser.
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Yariaus comiman Wilegand farmat dafinltions:

CoC oo IO OO Coo oo

Cansists of 28 blts Blnary code. The 170 hitis the evoen parlty Bl of the 29t
13 bits, wehlle the 26 bltis the odd parity bitof the 14 e 257 bits, 27t
257 bits are the card numbers.

Wiegand2&

[E5E5555 S Co OO OO CCoCooCn

Cansists of 28 Blts of blrary cade. The 12 bl s the oven parlty bt of the 209
to 15 bits, whlle the 26 bit is the odd parity bit of the 147t 25 bits, 29
te 7 bits are tha site codes. while the 197 te 25 bits ara the cared nuimksars.

Wiegand2&a

L oo GO OO CO OO o C oo oD

Cansisty of 34 Blts af binary cade, The PEbIEis the even parlty bt of the 204
te 157 bits, whlle the 345 bit is the odd parity bit of the 18 te 33 bits, 29
te 2577 blts are the card numbers,

Wicgand 24

(IS O L O A L

Cansisty of 34 Blts af binary cade, The PEbIEis the even parlty bt of the 204
te 157 bits, whlle the 345 bit is the odd parity bit of the 18 te 33 bits, 29
te 7 bits are the sike codas, while the 107 1o 257 bits are the card nuimbsars.

QFFFFFFFFFFFFFFFFCCCOCCo OO E AL

Cansists of 36 bits of binary code. The 198 bitis the odd parlty bit af the 24
Wiegand 2& to 1857 bits, while the 38 bitis the cven parlty bit of the 195 ta 357 bits, 24

T 17 blts are the device cocdes, The 185 ta 339 bits are the cand numbers,

and the 34 ta 457 blts arp che manufactures cocdas,

CFFFFFFFFFFFFFFFFFFCCCICCC OO COoCi0

Cansists of 38 Blts af binary cade, The 1PEbItis the even parlty bt of the 209
WiegandI&a to 185 bits, while the 26 bit is the odd parity bit of the 196 te 35 bits, 29

te 197 bits are the device codes, and the 2057 te 357 bits arce the caid

MU mbers.

DRSS 55 5588585 COCCCCCIOCICCCCDICCL

Cansists of 37 bits of binary code. The 122 bt is the odd parlty bit af the 29
Wiegands s to 18 bits, while the 357 bitis the cven parlty bit of the 195 to 367 bits, 29
to 4% bits ara the manufacturer codes, 5 ta 167 bits ara the slte cedes, and
the 2150t 367 bits are the card numbers.
CAMMFFFFFFFFFFSE555 5 COC OO CCoCICoIon
Cansists of 14 Blts af binary cade, The 1PEbItis the even parlty bt of the 209
te 180 bits, whlle the 347 bit is the odd parity bit of the 19 te 367 bits, 2¢

Wiegandida

Wiegand: /a te F blts ane the manufacturer codes. 5 ta 1457 bits ane the device codes,
and 15" to A bits are the site corles, and the 2150t 36877 bits ane the card
I rbers.
Rt A e e e e e s e a g a e r e e LA a e saa K
Wiegandsd Cansists of 5 klts af binary cade. The FEBIL S the cven parlty bt of the 209

to 25 bits, while the S0 bit is the odd parity bit of the 265 te 497 blts, 29
te 1/ bits aro the slte cades, and the 18 fo 45 bits are the card nombers.

“C *denates the card numbet; “C7 denotes the even parlty BRIt 08 denates the odd parlty BRI
B derotes the facillty code: "M denates the manufactunor code; P2 denates the parity bit: and
57 denates the slte code.
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Wicgand Qut

n Wilegand Setting s Intetface, tap [Wiegand Out] ta open the Wicgand Out intetfaca.

Wipgand Satiings

W ] D
Function Descrlption
Wiegand fonmat The Wicgand farmat valua could be 2ablts, 34bits. 3aklts, 2 klts, S0kts.
Wiegand out bits Aftar choasing the Wicgand fammat, you can select one of the

correspencding cutput digits In the Wicgand famat.

Failed 1D If the verlflcatlon is failed, the systanwill send thefalled 16t the dovlee
and replace the card number ar parsannagl [Bowith the naws onas,

Itisshmilar te dovice 1D exkcapt that It can b set manually and repoataksla

Slte-code with differant devices. The dofavltvalue ranges from 01a Za6.
Thetimowidth represants the changas of the guantity of clactrlc charga

Pulse width{us} wAth hlgh fraquency capacitance regularly withln a speclficd time.

Pulse Intorvalfush Tha tlne interval botwesn pul ses.

10ty pne Solzetthe Dty as User 10 ar Card aumber.

S e B3 Coperigb 2202 AR OO0 1 Sl ricalins praet el



s

e WAl

OSDP Output

an the Syetemn Settings ntarface, tap O50F CGutput ta chter the CSOP autput settings
Interface.

Sy wiem Seivings S0F Oukpan

oy
il

The device can eonnect the extornal devices such asa printervia B5252, CSOP output is used
for setting the Scrlal port address, Baud rote and 1D type.

s

G
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Display Settings

20 the System Settings Intorface, B Dlsplay Settings te cntor Ehe Display Sortings intorfaca,

Sywlem Selings Maplay Satings

Funstinn Descrlptions

St the devico working biightnoss, such as

Jperatien Brightness when setting paramatet or face recagnition.

Brighmess setting Screch brighthess when the devlce & an the

[dlz Time Scnzen Brighthcss standby madhe.
bleru thne out accurs when no aperatlons are
performad far a cortain amaunt of Hloe after a
uscr has entered the menw, and the menu
antars Into standky scroon.

Farametar aptlans Include: 38 seconds, 1
Delay kenu Time Jut minute, 2 mingtes, 5 minutes, 10 mingtes, or
disabled. When this feature is dlsabled, the
mony dincluoding sub mends) will o nat
autamatically clase. Users must tage 'Oyt tooxlt

tha menu.
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Aftar werlflcatlen, the time from pop up
wetlfleatlen rasult to Jumig to standly Inteiface.
llibernation scttings dptlenal parameter value ranges from 5 to 30

seconds.

Clock Dsplay Always Display The clock 5 abwarys dlsplayed as an ar off.

Customlzatinn OF Wallpaper Choose yaur faveurlte wallpaper fram the

Wallpaper and Thame therme weallpaper inteface.

Sound Settings

an the System Settings Intarface, top Sound Settings to entor saund settlngs interface.

Sysiem Setbaga Sound Sethrgo

=
By v
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Menu Optlons Functinn Chescrlpticn

WHhan vaice prampts ara chabled, usors will recclve saice prompts. Yaioe

profmpts wlll mot be received when thls setting 15 disabled. When voice

prompts are dlsabled and then r2 enakled, the valume eval will b

Autamatically sot ta 1.

This swltch chables/dlsables teuchserean prompt. When tauch prompt is

Touch Prompt anakteled, vsers will recehe touchscrach prompts. When touch pramgt |s
disabled, na touchscrocn prompts will ke reccivord.

It 1= used for adjusting welame, This can anly Be used if audlo prompts are
anakeled. It can be seEfram O b,

Yalee Promipt

Valee Valu e

192  Biemetric Parameters

o n the System 3ettings Interface, tap Biometrc Parameters ta ontar the Biametric
paramictors Interface.

Hiarearis Parmonsre
Sysiem Settings

E P ww s WL

o D 5iad Tiiss
s
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E [ o e b
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Somw] Sl

E_a B rire Swwrere
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—
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- Faror Ssoogeit= Airps F

EI Bt [emaw : I 4

R SUN e by

Function Deserlptions
Menu Functian Descrlption

The upper Imit of the aumbet of failed verlflcatlons under 121
Password 11 Repetitlen | vetlfleatlen.

Paramecters  Times Whan the numbser of falled verifications neaches the sot value,
tha aywsterm will return to tha standksy Intorface,
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W n conducting 121 fingerprint warification, fingerprint data |5
collected and Instantly compatad with finacrprint data uslng a
121 algorlthim.

This s converted into o walue that is then companzd to a st
walue, If thevalu e of the scanned flngerprint cxoceeds that af the
setvalus, the voerlfleatlan passes. If IF docs not. the verlfication
fails.

1:1 Thieshald
Walue

The kigher the threshald, the mare accurate the matching; tha
[t the thneshold, the hlgher the matchlng success rate.

Whan conduocting 1: Nwverlflcatlan, fingerprint data |s collected
Fingerprint and Instantly compatad with all flngerprlnt templates on the
Paramoters SYSE2 I Using a 1: M algarithim.

This is comvarted Inte avalue that s comparaed 1o a st walua IF

1- M Thieshold tha wvalue of the scannad Fingemrlnt cxceeds that of the set

|
Value walug, tha varification has passes. If It decs nat, the vierlfication
fails.
The higgher the threshald, the mare accorate the matehing: the
lewer the threshold, the higher the matchlng success rate.
The upper it of the aumber of failed varlfleatlans under 121
1-1 Reprat witlfleation.
Times Whan the numbser of falled verifications reaches the sat value,

tha aywsterm will return to tha standksy Intorface,

Whan canductlng 121 face veriflcatlan, face dato is collected
and instantly comparced with face data using a 1:1 algarithm.

This s converted into o walue that is then companzd to a st

1:1 Matching valuz If the value of the scanned face excoods that of the sct

Thresheld waluz, tho vinification passes. If it does nat, the weriflcatlon fails,
Tha kigher the thrashald, the mare accurate the matching; tha
[t the thneshold, the hilgher the matching sucoces rate.
Whan conducting 12 M verifleatlen, faoe data s collected and
[nstantly camparcd with all face templates on the system vsing
a 1:N algorlthm.
Faclal _ ]
Parameters 12N Matchlng - This is comvarted Inte avaluo that 1s comparzd to a setvalua, 7
Thrasheld the value of the scanned face exceeds that of the set value, the
werlflcatlen has passas. If it docs not, the varificatian falls.,
The higgher the threshald, the mare accorate the matehing: the
lewer the threshold, the higher the matchlng success rate.
In face recodnition, the hlgher the thrasheld is set the higher
the accuracy of faco recognitlon will be, which may ead to
Chiralimant unmecognlzakle,
Threahaled ]
Yalue an the contrary, if tha threshald |s taa low, the accuracy of faca
fecadnitletwill b lower, whilch may laad to ol sjudgemeont and
ather phensmena, The dafault valus is /6.
Amblent Light | It s used far detecting amblaent light Brig hticss.
Other (Eill Ligghts
Parameaters Thr-:s,hr:nlrj Whan the brightnass of the surreundlng chvirenmant 15 lass

than tha thrashald, the complamentary lightis turnad on; whean
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the  brighthess  is greater than the threshold,  tha
complementary gkt is not turned on.

The default value is S0,

Motion It is vacd far detectineg whoether there is a moving persan in
Diztaction front af the device to determing whether the face recognltion
Threshold functlar is chabled. The default valua s 100,
Faclal , ,

, Te it the face angle at face recognitlan, the roamncidod
Facognltion | :
Angl thrashald is 2.

The size of the face when face recegnitlan. The range [sas 320

Facc 31z for i The sinaller the walue. the farther the detectable distanoe is

Detectlan atherelse, the doscr |t |5
Suppart IR It suppaits face anti countarfelting, After enakele, It can anti
Antl counteifeitlng recognltion on face photos to ensure the

waunterfelting | authenticity of faca

Whan multlple devices are Installed on the side by side

antrance, please cnable thls fundion to provent multiple
Frovant derices from slmultaneously recognlzing the face.
Simultanoous
Faclal
Facognltion
fromn tultiplc
Chtrances

Lot the thrashald to throe tvpes: Rlgh, medium, and low, The
[lgher the threshold, the narmeeer the distanoe between the
auidallmes and the smallaer the face recagnitien rangs an tha
SCre.

Whan setting tha thieshold, it i recommended to apeh
auxlliary lIne carrection function.

Auto-testing

an the System Settings [nterface, tap on Auto Testing te enter the auto testing interfaco.
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Syniem Settings | Auto-Tewling

P

St )

Functinn Descrlptions

It 15 used for testing the scneen's dlsplay. The scroch wlll dlsglay red, groen,
Blue, white, and black tests.
wheck ifthe scrach calar is unlformly caricct acroes cach area of the scraen.
Tap an arfywhers an the screen durlng testing to continua testing. Tap on
tha back ey Eooexit tosting.
The dovlce automatlcally tosts audio prompts by plaving back audio filcs
Valee Testing that ara stared [nthe davice.
Yoice testing malnly test I the doevlce s audle files ane camplaete and if the
audlo effects are In good warking arder. Tap an the back key ta cxlt testing.

Screen Testing

Fingerprint It Is used for testing if the fingansting scannct is functikening prapetly, Check
Testing whiether flngerpring mage s clear and usatle.

CameraTesting  [Uis used fer testlng i the camera is functionlrg properly. Check captuncd
[magqe to see I the Image quallty is dear and usable.

Advanced Settings

an the System Settings list, tap an Advanced scttings to cnter the SAdvanced settings
Interface.
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Menu Dptlons Functian Descrlption

Select Lanquane The wsar can s2leck Challsh or Simplifled Chinosc,

It is used for rostorlng the sottings of the doewice including
communlcation settings, systom sottings, to tha factony settings.

Tha ADG tasl is Andrald debug bridge toaol, 1Els o conmand line windaw,
ADE Metwork Debug | which 15 veed tointeract with the simulatar ar real device through the
oM puter.

Restore Factory

1912 About the Device

o 3On the System Settings Ihtoerface, tap About the Devlee ta open the About the Dovlce
Interface.
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Sywipm Sottings

Funcrinn Chescrl pion
It dlsplays the curment devlea's capacity of vsor, flngerprint
. loptiarall and faclal termplate administratars, acooss control
Capacity Informatlon lecalds, access control photos, vnregisterad userphotos, and user
photos.
Dhcavi It dlsplays the device's name, sorlal Aumbser, MAT address,
ce Infarmatian algarithm warslen, platform Information, and manufacturar,
Versian It dlapleys all the verslens of all the systom s apps, such as the
Swska T settings, data managament, and athar Installed apps.
USB Upgrade

The dovlea's flimware pragiam can b vpgraded with the upgrade fle in a USE drive. Gofaro
cohducting this aperatlen, please ensure that the USE drive contalns the latast upgrade file and s
proparly nsarted inta the davlca,

Mote: If you nacd an vpgrade file, pleass cantact aut technical staff. Firmesans uparadsa is not

Fecarmmancked undet teimal clicumstanoos,
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Statement on the Right to Privacy

Dwar Custamers,

Thank you for chooslng this hykrid biometric iecognltion preduct, wihich was designed and manufacturaed
by ZETeca As a world nehawned provlder of core biomctic iecognltion technologles, wa arc constantly
devoloping and rescarching now produdts, and strlve to follow the privacy laws of cach country [nowhlch
ol products arc sold,

We Declare That:
Allaur chellian Fingerprint racagnltion devices capture anly characterlstles, nat fingaerint lmages, and
do nat Ivsalve privacy protectlan,

Manc af the fingerprint characteistics that we capture can be used to reconstruet an image of the
arlginal flngarpilnt. and do nat invalvie pilbvacy protectlan.

Astha pravider af thils devlce, we wlll assume na direct or Indiract respansitzllity for any consoguences
that may result from your use of this dovlco.

If wou wisuld like to dlsputs human rlghts ar privacy issuas cancerning wour use of our praduct, ploase
directly contact vour dealer.

Qur ather law anforcement flogerprint davicos ar development toals can capture the orlglhal images af
cltizen's flneerprints. As toowhathor ar not Ehis constitutes an Infringamcnt of wour rights, please contact
wau gaovernment or the flnal supplicr of the dovloe, &5 the manufacturer of the devlce, e wlll assume ng
[l Nkt

As afinal polnt, wewould ke to further cmphasize that Blametric recagnithen 15 an advanced tochmalagy
that will be cortainly usad b L comimctoe, banking. insurance, Judicial, and othor sectors In Ehe future, Drory
wiar thewiarld |s subjected to malar losses dua ta the insecure natdre af passwerds, The Giometic products
sera ta protoct vour [dantity i hlgh secuarity anvlranments.
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Eco-friendly Operation

)

wt The product's ‘oo frliendly operational period' refers to the time perlod durlng which this
product will net dlscharge any toxlc oF hazardous substances when used inaccordance with
tha preregulsitzs in this manual.

Tha oo frlendly cporational poriod speciflad for this praduct docs not Include batterlas ar
ather componants that ane caslly weorn dawn aned must be periodlcally replaced. The
battery'secs frlendly cporatlonal poriodd 15 5 yoars.

[ lazardous or Taxle substances and thelr quantitics

[ lazardous Taxle Substance/Clement

Carngehcnt - [Newavalent | Bolybromlnate | Felvbromlnate
Maime Leal (Pl r"'1ﬁr|': ullr-_.r “‘I;EEEH'IJ chromium | d Blphenyls d Diphemyl

9 - ISE (PG Cthers (PROC
hlp Roslstor * O O O O O
“hlp Capacltor * O O O O O
hlp Inductar * O O O O O
Dinda x O O O O O
C=0
Compancnt * © © © © ©
Buzzer x O O O O O
Adaptar * O O O O O
Sereane O O O = O O

O Indicates that the total ameunt of texle content Ik all the homogeneaus materials is below the
litnlt as speciflad in 81T 17 383— 2008,

= Indicatos that the total amount of toxlc content in all the hemageneous materials eeocds e nlt
s spechied in 81T 11362— 2006,

Mote: S0% of thls products compancnts are manufactured wsing non texle and coo frlendly
materlals. The camponants whilch cantain taxlns ar harmful elements are Includeed due ta the currant
coonamlc or technical lmitatlons whlch prevent thelr replacoment with nen texle matarlals ar
clements.
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ZKTeco Industrial Fark, Mo 32, Industrial Road,
Tangzla Tawn, Dongguan, Ching.

Fhone : B0 /69 H210980

Fax . 86 /55 BUG0EI0

whwy Zktoca.conm
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