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Safety Guidelines

This document contains notices which you should observe to ensure your own personal safety as well as to avoid property damage. The
notices referring to your personal safety are highlighted in the manual by a safety alert symbol, notices referring to property damage only
have no safety alert symbol.

Danger

indicates an imminently hazardous situation which, if not avoided, will result in death or serious injury.

Warning

indicates a potentially hazardous situation which, if not avoided, could result in death or serious injury.

Caution

used with the safety alert symbol indicates a potentially hazardous situation which, if not avoided, may result in minor or mod-
erate injury.

> B P

Caution

used without safety alert symbol indicates a potentially hazardous situation which, if not avoided, may result in property dam-
age.

Notice

used without the safety alert symbol indicates a potential situation which, if not avoided, may result in an undesirable result or
state.

When several danger levels apply, the notices of the highest level (lower number) are always displayed. If a notice refers to personal
damages with the safety alert symbol, then another notice may be added warning of property damage.

Qualified Personnel

The device/system may only be set up and operated in conjunction with this documentation. Only qualified personnel should be allowed to
install and work on the equipment. Qualified persons are defined as persons who are authorized to commission, to earth, and to tag cir-
cuits, equipment and systems in accordance with established safety practices and standards.

Intended Use

Please note the following:

Warning

This device and its components may only be used for the applications described in the catalog or technical description, and
only in connection with devices or components from other manufacturers approved or recommended by Siemens.

This product can only function correctly and safely if it is transported, stored, set up and installed correctly, and operated and
maintained as recommended.

Trademarks

All designations marked with ® are registered trademarks of Siemens AG. Other designations in this documentation might be trademarks
which, if used by third parties for their purposes, might infringe upon the rights of the proprietors.

Copyright Siemens AG 2021 All rights reserved.

Reproduction, transmission or use of this document or its contents is not permitted without express written authority. Offenders will be
liable for damages. All rights, including rights created by patent grant or registration of a utility model or design, are reserved.

Disclaimer of Liability

We have checked the contents of this document for agreement with the hardware and software described. Since deviations cannot be
precluded entirely, we cannot guarantee full agreement. However, the data in the manual are reviewed regularly, and any necessary cor-
rections will be included in subsequent editions. Suggestions for improvement are welcomed.

Siemens AG

Industry Sector

P.O. Box 4848

90327 Nuremberg Siemens AG 2021
Germany Technical data subject to change
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1 Preface

1.1 Purpose of this Document

This document provides an introduction and supports you by commissioning and using of the software
e ION SIMATIC S7-1200
e ION SIMATIC S7-1500

of the CMS product line.

1.2 Basic Knowledge required

In order to understand this manual, general knowledge of automation technology and software packages CMS
X-Tools (in the following, X-Tools), TIA PORTAL is required.

In addition, you must be familiar with network technology (TCP/IP) and with using computers with Windows.

1.3 Validity of this Document

This document is valid for the following software:
e CMS X-Tools - ION SIMATIC S7-1200 V 01.12
e CMS X-Tools - ION SIMATIC S7-1500 V 01.12
During the following pages, this software will be referred to by the term ION SIMATIC S7-1200/1500.

14 Terms

The following terms are used within this document:

Definition |Description

CMS Condition Monitoring System
CP Communication Processor
DB Data Block

FB Function Block

ION I/O-Node

OB Organization Block

UIK Universal Identification Key
SW Software

English
Release 2021-09



CMS X-Tools - User Manual - ION SIMATIC S7-1200/1500 CMS

2 Scope of Delivery

21 Scope of Delivery

What is shipped?
e CD
o CMS X-Tools - ION SIMATIC S7-1200/1500 - Software & Documentation

2.2 Unpacking and checking

After unpacking, please check
¢ the packet for completeness and

e all parts for transport damage.

Caution

Do not use any content / parts that show evidence of damage!

English
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3 Product Characteristics

3.1 What is CMS X-Tools?

CMS X-Tools is an industrial-suited Condition Monitoring System for technical and technological services in
industrial plants. X-Tools is a modular, scalable analysis and diagnosis system. It is optimized for reaction less
measurement of analog, binary and numerical data. X-Tools can be integrated in existing and new industrial
plants.

X-Tools can be integrated into the TIA-Architecture:

eRSPASE Netwark

CMS
X-Tools Cllent SIMATIC M5 SIMATIC 57400
WAN @ '

-

%
@

CMS ¥-Toals
Microbox | IPC

* Ethermat

IR

i

SIPLUS CMS SIMOTION SIMATIC 57-300 SIMATIC TDC
SIPLUS CMS Profibus Spy
Up to 30 Interface Modes l
SIPLUS CMS4000 | % e

L — n i

Up o 180 Sensors g Q " =
SIMATIC SIMATIC SIMATIC
WinAC RTX 57-1200 57-1500

i

Figure 1: Overview of the Components of X-Tools

3.2 Introduction

The ION SIMATIC S7-1200/1500 is used in order to acquire data from a SIMATIC S7 PN controller (S7-1200 or
S7-1500) and to transmit the recorded data via Ethernet (TCP) to a superior industrial PC. After the engineering,
the ION SIMATIC S7-1200/1500 is used for the transmission of measurement data to X-Tools.

The usage of an ION SIMATIC S7-1200/1500 allows transmitting up to 712 bytes of data per cycle time. The
data is divided into 178 channels and each channel consists of 32 bit (DWORD), where several signals can be
merged to a channel. In order to transmit more data, multiple ION SIMATIC S7-1200/1500 can be engineered
into the program of the controller.

The ION SIMATIC S7-1200/1500 consists of a function block which must be engineered into a SIMATIC S7 PN
controller with an integrated PROFINET interface.

English
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3.3

Hardware

e PC

Hard- and Software Requirements

o the hardware demands of the PC are dependent to the used software

e SIMATIC Controller with integrated Ethernet / PROFINET interface
CPU S7-1211C

CPU S7-1212C

CPU S7-1214C

CPU S7-1215C

CPU S7-1217C

CPU S7-1511

CPU S7-1513

CPU S7-1516

CPU S7-1517

CPU S7-1518

(¢]

(¢]

(¢]

(o]

(o]

e Ethernet connecting cables

Notice

Failsafe CPUs are not supported by the ION SIMATIC S7-1200/1500!

Software

e CMS X-Tools Professional (V 04.04 SP1 or higher)
e TIA PORTAL (V13 SP1 or higher)

The following function blocks are available for certain versions of the CPU firmware and TIA:

o

English

CMS X-Tools - ION SIMATIC S7-1200 V 01.02_CPU FW V2.1 - 3.0_TIA V13SP1.zal13
CMS X-Tools - ION SIMATIC S7-1200 V 01.02_CPU FW V4.0_TIA V13SP1.zal13
CMS X-Tools - ION SIMATIC S7-1200 V 01.02_CPU FW V4.1 - x.x_TIA V13SP1.zal13
CMS X-Tools - ION SIMATIC S7-1200 V 01.03_CPU FW V4.2 - x.x_TIA V14.zal14
CMS X-Tools - ION SIMATIC S7-1200 V 01.11.EN.1500 (TIA V15).zal15

CMS X-Tools - ION SIMATIC S7-1200 V 01.11.EN.1501 (TIA V15.1).zal15_1

CMS X-Tools - ION SIMATIC S7-1500 V 01.02_CPU FW V1.0 - x.x_TIA V13SP1.zal13
CMS X-Tools - ION SIMATIC S7-1500 V 01.02_V13_SP1.zap13

CMS X-Tools - ION SIMATIC S7-1500 V 01.03_CPU FW V1.0 -2.1_TIA V14.zal14
CMS X-Tools - ION SIMATIC S7-1500 V 01.11.EN.1500 (TIA V15).zal15

CMS X-Tools - ION SIMATIC S7-1500 V 01.11.EN.1501 (TIA V15.1).zal15_1

The following function blocks have been created without know how protection and can be used in
combination with TIAV 15.1 and higher:

CMS X-Tools - ION SIMATIC S7-1200 V 01.12.EN.1501 (TIA V15.1 and higher).zal15_1
CMS X-Tools - ION SIMATIC S7-1500 V 01.12.EN.1501 (TIA V15.1 and higher).zal15_1

Release 2021-09
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3.4 Order Numbers

Order information is obtained from your local Siemens office and from the homepage
http://www.siemens.com/siplus-cms.

English
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4 Block Description

4.1 Function

The ION SIMATIC S7-1200/1500 is used in order to acquire data from a SIMATIC S7 PN controller and to
transmit the recorded data via Ethernet (TCP/IP) to a superior industrial PC. The ION SIMATIC S7-1200/1500
consists of a function block (FB) which must be engineered into a SIMATIC S7 PN controller with an integrated
PROFINET interface. The communication protocol is TCP/IP.

The FB is called in a cyclic interrupt (e.g. OB35) and allows transmission of up to 712 byte of data each cycle.
The data is divided into 178 channels and each channel consists of 32 bit (DWORD). The channels are filled
with data in the S7 program. It is possible to merge several signals into one channel (e.g. two WORD signals).

A relative timestamp is automatically added to the transmitted data. Two different ways for the internal
timestamp generation are possible. These can be selected by the input TIME_BASE. When using the system
clock-based timestamp generation, the timestamp is directly calculated by reading the clock of the S7-CPU. In
contrast to that, the timestamp is calculated out of the cycle time CYCLE_T in case of the counter-based time
base. For most applications, the counter-based timestamp (TIME_BASE = 1) should be the most suitable one.
The counter-based timestamp also should ensure that multiple instances of the ION SIMATIC S7-1200/1500
within one S7-CPU are able to deliver synchronized timestamps.

Whenever the clock of the S7-CPU is synchronized (e.g. by NTP), the counter-based time base is recommend-
ed to avoid errors in the time domain check of X-Tools.

The FB is called in startup OB (OB100, OB101, OB102) for initialization. Therefore the parameter COM_RST is
set to TRUE. During initialization the number of active channels is written, the cycle time is set and some other
calculations for service are done.

Afterwards a phase begins, in which the FB runs along passive in the program. Only after X-Tools attempts to
connect the FB is activated and it takes place data exchange with X-Tools. Details for engineering in X-Tools
you can find in the user manual of X-Tools.

When data transmission is started the signals are transmitted to X-Tools. Therefore the signals are buffered in
two buffers. Each buffer can store 712 bytes. With 178 active channels one buffer is transmission buffer and
one is the buffer for the current data. The buffers are alternating written and transmitted. If not all channels are
active more cycles can be buffered. With 89 active channels each buffer can buffer two measurement cycles,
the transmission is initialized after each two cycles. The communication load can be reduced.

4.2 Parameters
Parameter Declaration Data type |Description
COM_RST INPUT BOOL With ,True’ on this signal a reset of the FB is
forced. During runtime it should be ,False’. The
FB remains in initializing routine as long as
COM_RST is set to ,True’.
CYCLE_T INPUT INT Cycle time of calling alert in ps.
COMMAND_ID INPUT INT ID for command connection (0x0001 ... OXOFFF).
DATA_ID INPUT INT ID for data connection (0x0001 ... OXOFFF).
COMMAND_PORT INPUT WORD Local UDP port for command connection
(0x07DO0 ... 0x1388).
DATA_PORT INPUT WORD Local UDP port for data connection (0x07DO ...
0x1388).
DEV_ID/INTERFACE_ID |INPUT BYTE / Identifier for CPU type (depends on version).
HW_ANY
CURRENT_ CHANNELS INPUT INT Number of channels which are transmitted to
X-Tools each cycle (1 ... 178).
English
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Parameter Declaration |Data type |Description

CHANNEL INPUT ARRAYIO0.. | Array, which defines the channels which shall be
177] OF transmitted to X-Tools. A reading of peripherals
DWORD is not possible.

UIKO..UIK7 INPUT BYTE UIK of the ION SIMATIC S7-1200/1500. See
point 6.5 for details.
TIME_BASE INPUT BYTE Time base for timestamp generation

0=system clock-based
1=counter-based

STATUS _CMD_TCON OUTPUT WORD Status word of TCON function for command
communication
STATUS DATA TCON OUTPUT WORD Status word of TCON function for data communi-
cation
4.3 Conditions

During projecting of the ION SIMATIC S7-1200/1500 the conditions of all used components have to be respect-
ed. The ION SIMATIC S7-1200/1500 must not be called in OB1.

The minimum cycle time of the calling OB as the number of channels which can be transmitted properly in this
time are specific for each project and hardly depending on SIMATIC CPU type and network usage. The used
configuration has to be checked for stability and must not operate at the limit, because in case of errors (e.g.
BUS errors) a higher CPU load must be expected.

The cyclic execution time of the ION SIMATIC S7-1200/1500 is dependent on the CPU type, CPU version and
count of active channels (INPUT: CURRENT_CHANNELS). The following table shows the typical cyclic execu-
tion time of different CPU types with a maximum count of active channels:

CPU Type Typical Cyclic Execution Time
CPU 1511-1 PN 2ms
CPU 1513-1 PN 2ms
CPU 1515-2 PN 1 ms
CPU 1516-3 PN/DP 1 ms
CPU 1517-3 PN/DP 0,5 ms
CPU 1518-4 PN/DP 0,5ms
CPU 1511C-1 PN 2ms
CPU 1512C-1 PN 2ms
CPU 1510SP-1 PN 3 ms
CPU 1512SP-1 PN 2ms
CPU 1211C 25 ms
CPU 1212C 25 ms
CPU 1214C 25 ms
CPU 1215C 25 ms
CPU 1217C 25 ms

Notice

Wrong project engineering can lead to errors or stop of the CPU.
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5 Installation

5.1 Installation of the Library

Chose the corresponding ION SIMATIC S7-1200/1500 library which fits to the firmware version of your CPU out
of the following selection tables. Note that further limitations may exist between the used version of TIA and the
firmware version of your CPU.

2
o 2 5
S Q Q
5 . -
[ @ 5| §
o o ® =
> |: Y 8 Y g Y
= < °2 g ot -3 ot
g 52 S62E|SE |
i O o5 266 (34 |SF
V2.1 CMS X-Tools - ION SIMATIC S7-1200 V3.1 V1.1 V13
V 01.02_CPU FW V2.1 -3.0_TIAV13SP1.zal13 SP1
V2.2 CMS X-Tools - ION SIMATIC S7-1200 V3.1 V1.1 V13
V 01.02_CPU FW V2.1 -3.0_TIAV13SP1.zal13 SP1
V3.0 CMS X-Tools - ION SIMATIC S7-1200 V3.1 V1.1 V13
V 01.02_CPU FW V2.1 -3.0_TIAV13SP1.zal13 SP1
V4.0 CMS X-Tools - ION SIMATIC S7-1200 V3.1 V1.1 V13
V 01.02_CPU FW V4.0_TIAV13SP1.zal13 SP1
V4 1 CMS X-Tools - ION SIMATIC S7-1200 V4.0 V1.1 V13
or newer V 01.02_CPU FW V4.1 - x.x_TIAV13SP1.zal13 SP1
V4.2 CMS X-Tools - ION SIMATIC S7-1200 V4 1 V1.1 V14
or newer V 01.03_ CPU FW V4.2 - x.x_TIAV14.zal14
V4.2 CMS X-Tools - ION SIMATIC S7-1200 V4.1 V1.1 V15
ornewer |V 01.11.EN.1500 (TIA V15).zal15
V4.2 CMS X-Tools - ION SIMATIC S7-1200 V4.1 V1.1 V15.1
or newer V 01.11.EN.1501 (TIA V15.1).zal15_1
V4.2 CMS X-Tools - ION SIMATIC S7-1200 V4.1 V1.1 V15.1
or newer V 01.12.EN.1501 (TIA V15.1).zal15_1
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-

- S g

] 3 2

5 ’- F

[ @ § 5

&) 5l B

g I: U 8 Y g Y
23 < °o%c(°&5 |°
$< 52 S2E|sE |§
ED z 5 588153 |5<
i o o3 So0d|35 |3F
V1.0 CMS X-Tools - ION SIMATIC S7-1500 V3.1 V1.1 V13
ornewer |V 01.02 CPUFW V1.0-x.x_TIAV13SP1.zal13 SP1
V1.1 CMS X-Tools - ION SIMATIC S7-1500 V3.1 V1.1 V13
ornewer |V 01.02_V13_SP1.zap13 SP1
V2.1 CMS X-Tools - ION SIMATIC S7-1500 V5.0 V1.2 V14
ornewer |V 01.03_CPUFW V1.0-2.1_TIAV14.zal14

V2.5 CMS X-Tools - ION SIMATIC S7-1500 V5.1 V1.2 V15
ornewer |V 01.11.EN.1500 (TIA V15).zal15

V2.6 CMS X-Tools - ION SIMATIC S7-1500 V6.0 V1.2 V15.1
ornewer [V 01.11.EN.1501 (TIAV15.1).zal15_1

V2.6 CMS X-Tools - ION SIMATIC S7-1500 V6.0 V1.2 V15.1
ornewer |V 01.12.EN.1501 (TIAV15.1).zal15_1

Afterwards insert the product-CD “CMS X-Tools” into the drive of your PC or extract the .zip file which contains
the ION SIMATIC S7-1200/1500 library. Open TIA-Portal and select the project view. Select the entry “Global

libraries” at the right side of the framework window. Open the context menu via clicking the right mouse button
and select “Retrieve library...” as shown in Figure 2.

English
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Figure 2: Retrieve library
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Choose the path to your installation location (CD drive or extracted .zip) and select the fitting version from the
available files (see the tables above):

Retrieve archived global library @
Suchen in: ) ION SIMATIC 57-1500 - & T mEr
= MName ’ Anderungsdatum Typ Grobe
et || CMS X-Tools - IOM SIMATIC 57-1500 v 01.0...  24.08.2015 10:44 ZAL13-Datei 1.430 KB
Zuletzt besucht
Desktop
w=l!
Bibliotheken
Computer
i
"."“ D CMS X-Tools - ION SIMATIC §7-1500 V¥ 01.02 - V13_SP1 [ Ofinen . |
atei E - - 7- 0z- -
M erk einame oals s q
Datetyp: IGIobaI library archives '] I Abbrechen ]
Schreibgeschiitzt &ffnen

Figure 3: Retrieve CMS X-Tools - ION SIMATIC S7-1500 Library

Finally choose the target directory and the storage path for the ION SIMATIC S7-1200/1500 library and apply to
the “OK” button. The library is installed properly when it appears in “Global libraries” as shown in Figure 4.

Options _%,_
| Library view [ - g

-
> |Project|ibrary g
~ [ Global libraries i
FR L O EH@E ENE
b LL] Buttons-and-Switches E
¢ [ DriveLib_571200_V13 B
» [[] DriveLib_S71200_v4_v13

v L] DriveLib_S71500 13
» [ DriveLib_S7300-57400_V13

» LL] Long Functions

» LI Monitoring-and-control-objects

» L] Documentation templates

v [ winAC_MP

» LL] KeyPanel_Libary V13 [V13]

» ||| CMs X-Tools - ION SIMATIC 57-1500 WV 01.02 -WV13_5F1

Figure 4: Installed Global Library

After opening your TIA-Portal project or creating a new project, the engineering can begin.
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6 Engineering in TIA Portal

6.1 Copying the necessary SW Components

Copy the function block ION TIA PN 1500 from global libraries to the program blocks of your project as shown in
Figure 5

| Devices Dptians
e = s
» | Project library
S L ~ | Global libraries

B Add new device
;i] Devites & nvaor
@ FLC_T [CPU 1510581 PR)
ﬂ! Deyice cemliguaneian
% Owmlne B diagnoshcs
= [ Piegram blacks
I Add new block
o Main 0B
& Joh T 1 1500 [FB1
b L§ Techralogy obpecn
¥ E Ememel souice Bes
b D PLC s
b Lg| FLC data types

Tl e T ]

¥ L] Bumnre - Seamhas

¢ L1 Doiemdib 571200013

# L] Dol 571200 W4 W13

v L] Drivelib 571500 %13

¥ LU Dutvelib_S7300-57400 VI3

# L] Leng Funchions

¥ L] Miomitaning-a nd-coneiol-abjeces
# LL] Bocumentation templates

¥ L] viinac pe

¥ LU Keyfened_Libary W13 W1 3]

w ||| ChE ¥Soale < JON SHATRC 571500 Va1 02 - VEI_SF1

b g wach bl e e ke L)
* L OnBne beckups N L
101 A P 1500

b T
B Progrem ink
b R Devita peesy data
1 FLC afamms
Kl Teaz ban
¥ L Loc| modules
F g§f Comman data
¥ E! Docurmeniaton sETngs
b D Languagei & iwaources
¥ g Omline socess

b Tl D alen] DR -

¥ g Comimon data

Figure 5: Copy the ION TIA PN function block
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6.2

Chose necessary Version of Instruction Libraries

Open a block of your device (e.g. OB1) and select the entry “Instructions” at the right side of the framework win-

dow. Select the corresponding version of “LEN” and “Open User Communication” (see the point 3.1):

English
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Options

by Wt

> | Favorites

0

w | Basic instructions

Name

[7] General

[31] Bit logic cperations
Timer operations

[+1] Counter operations

[¢] comparator operations
[£] Math functions

[5] Move operations

3 Conversion operations
5 Program control operati...
[ word logic operations

v v v T ¥ ¥ v ¥ v Frv Wwv \r

[Tt Legacy

+ | Extended instructions

Description Version

Mame
» [ ] Date and time-of-day
=[] string + Char
4 5_MOVE
& 5_COMP
& _CONV
3 STRG_VAL
4 VAL STRG
3 strg_TO_Chars
3 Chars_TO_Strg

Description

Move character string

Compare character strings

Convert character string

Convert character string to numerical value
Convert numerical value to character string
Convert character string to Array of CHAR
Convert Array of CHAR to character string

Wersion

=
—

L

<
L
I

=
[ 5]
w

=
a
(21

=
b

=
[

[7] communication processol

> | Optional packages

B MAX_LEN Determine the length of a character string
& 0 Join multiple strings
3 SPLIT splitting an array of characters into multipl...
& ATH Convert ASCll string to hexadecimal number
2 HTA Convert hexadecimal number to ASCII string
3 LEN Determine the length ofa characterstring V1.2 El
W CONCAT Combine character strings vis
3 LEFT Read the left characters of a character string V1.3
3 RIGHT Read the right characters of a character strin W1.3
& MID Read the middle characters ofa character st V1.3
3 DELETE Delete characters in a character string Vi3
3 INSERT Insert characters in a character string V1.2 E‘
b |Techno|ogy
b | Communication
Mame Description Version
» [ ] 57 communication V13
¥ [ 7] Open user communicati... V4.0
b [ ] WEB Server
b [] Others
4

Figure 6: Chose necessary Version of Instruction Libraries
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6.3 Calling the Function Block - Startup OBs (OB100, OB101 and OB102)

Description

The component ION SIMATIC S7-1200/1500 must be connected in the Startup OBs, to allow a system restart
when the CPU initiates the restart.

The following table shows the available Startup OB types:

Type of Startup Corresponding OB
Hot restart OB 101
Warm restart OB 100
Cold restart OB 102

Check which Startup OBs are used by your CPU and which Startup OBs your application needs for proper ini-
tialization in all states. Maybe you need to implement more than one Startup OB. In the following part the im-
plementation of OB100 is shown as example.

Function Block OB100 “Startup” call

If the OB100 is not available jet you must insert it into your program. For this select Add new block and select
Organization Block.

Open the OB100 via a double click and add a call of FB1 as shown in Figure 7.

* Block title: "Complete Restart”

= Network 1:

1 CARLL FB1,DBl

Figure 7: Call of ION TIA PN function block in OB100

Place the FB ION TIA PN 1200/1500 into the OB100 and assigned an instance database e.g. ION SIMATIC S7-
1500_DB as shown in Figure 8.

Call options X
Data block
F Name [lon TIA PN 1500_DE [~]
BB mber [ 3

Single

. ha |

instance @ wmanua

() Automatic
The called function block saves its data in its own instance
data block.
More...
E DK b’! | Cancel

Figure 8: Select Instance DB
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Now you must set the parameter COM_RST with TRUE to initialize the ION SIMATIC S7-1200/1500.

¥ Block title: “Complete Restart”

- Network 1:

[ TR S R

- T

3 B3 Ba

CALL "ION TIA EW 15007, "ION TIA FN 1500_DB"
COM_RST :=TRUE
CYCLE_T
COMMAND ID
DATA ID
COMMAND PORT
DATA_FORT
INTERFACE ID
CURRENT CHENNELS
CHANNEL
UIKO
UIK1
UIKZ
UIK3
UIK4
UIKS
UIK6
UIK7
TIME_BASE
STATUS CMD TCON
STATUS DATA_TCON

Figure 9: Initialization of function block ION TIA PN in OB100

Afterwards save and close the component.

6.4 Calling the Function Block - OB3x Cyclic Interrupts

Description

The acquisition and transmission of measurement data is done via a function call in a cyclic interrupt (OB3Xx).
The sample time matches the cycle time of this OB. It can be configured in HW Config. It is recommended to
use a cycle time between 10ms and 100ms. It is possible to run ION SIMATIC S7-1200/1500 in a 10ms cycle
but then it is depend of the CPU free capacity.

Write data into the Transmission Channel

Insert new cyclic interrupt-OB into your program, or work on an existing one in your program. In the following

example OB35 is used.
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Add new block

MName:

|C)'c|ic interrupt]

Organiztion
block

Function block

Function

&

Data block

5
=

=

& Frogram cycle

& Startup

& Time delay interrupt
& Cyclic interrupt

& Hardware interrupt

& Time error interrupt
& Diagnostic error interrupt
& Pull or plug of modules
#B Rack or station failure
& Programming error
#8810 access error

& Time of day

& MC-nterpolator

B MCServo

& synchronous Cycle

B Status

& Update

& Profile

> | Additional information

CMS
I
X
Language: |STL |V|
Number: |35 El
@ manual
() Automatic

Cyclic time (ps): |‘IDDDDD

Description:

A"Cyclic interrupt” OB allows you to start
programs at periodic intervals,
independently of cyclic program execution.
The intervals can be defined in this dialog or
in the properties of the OB.

Tdare. ..

[+ Add new and open

r oK 1 | Cancel

Figure 10: Insert a new Organization Block (Cyclic Interrupt)

The channels which can be observed will be supplied. There exists of up to 178 channels each having 4 bytes
per channel for a total of 712 bytes. The up to 178 channels are sent cyclically to the PC after X-Tools has con-
nected with the ION SIMATIC S7-1200/1500. The current measuring data is determined by the configuration of
these up to 178 channels. For the beginning you must fill the data block. Therefore you have two options:

a) Load the data and transfer it directly into the destination channel in the DB. The editor produces the data-
base addresses automatically via input of the channel numbering in the format “DB1.CHANNEL [index].

b) All data can be written into an array which can be set to the input CHANNEL of the FB1 during block call.

Write Data into the Transmission Channel

When the channels are filled with data you can add an additional network and project your ION SIMATIC S7-

1200/1500 as follows:
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Cyclic interrupt
Marme
< = Event_Count

oW

> Temp

4] = p datachannel
L |
| |

Process_Value

= h

Data type Default value
Int

Array[0..177] of DWord
Dword

CALL

* Block title:

b Network 1: ..

B

IN
ouT

s L

[43]

b Network 2: ..

B

s L

oayoen

CALL MOVE
Variant

:=#Proceas_Value

:=¢datachannel [0]

CALL "ION TIZ EN 1500", "ION TIAZ PN 1500 DB"
COM_RST : SE
CYCLE T
COMMEND_ID
DATR ID
COMMEND _PORT
DATA PCRT
INTERFACE_ID

[}

o b
[
L
3

5 CUREENT CHAMNNELS :=17%2

10 CHANNEL

UIKO
TIK1
UIKZ
14 UIK3
UIK4
16 UIKS
1 UIK®&
18 UIK7

B

I
s L

I
[43]

#datachannel

19 TIME BASE :=16401
20 STATUS_CMD_TCON
21 STATUS DATA TCON

Figure 11: Call of function block ION TIA PN in OB35

In the cyclic interrupt COM_RST must be set to FALSE during runtime of the block.
CYCLE_T the temporary component variable OB3x_EXC_FREQ or the fix number. This setting defines the

cycle time of the interrupt OB3x.

For the communication you need to specify connection IDs and port numbers. Enter for the parameter
COMMAND_ID a connection ID for the command connection (0x0001...0xOFFF) and for the parameter

Enter for the parameter

DATA_ID a connection ID for the data link (0x0001...0xOFFF). Enter for the parameter COMMAND_PORT a
TCP port for the command connection (0x07D0...0x1388). As in the example port 2004 (07D4) which can be
selected freely. Enter for the parameter DATA_PORT a TCP port for the data link (0x07D0...0x1388). As in the
example port 2005 (07D5) which can be selected freely.

Enter for the parameter DEV_ID the identifier for the local PN/IE interface.
Enter for the parameter CURRENT_CHANNELS the channels to be transmitted per cycle (1...178). Attention,

also empty channels are transmitted.

For the parameter CHANNEL it is optional to enter a field which contains the measurement data. This is valid

only for 178 channels.
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For the last inputs you have to configure the UIK of the ION SIMATIC S7-1200/1500. Regard the following
chapter for details.

6.5 UIK

Description

Each ION SIMATIC S7-1200/1500 must possess a unique number, the UIK. The UIK is used by X-Tools for the
clear identification of the JION SIMATIC S7-1200/1500. The device name, which is shown by default in X-Tools,
consists of the device type and the UIK. Example:

e |ION SIMATIC S7-1200 (010201-04-00000001)
¢ ION SIMATIC S7-1500 (010501-03-00000001).
The user can defined is own unique rule.
Example of Assigning the UIK
It is formed via the MAC address of the hardware (6 bytes) and 2 user-defined bytes.

The parameters UIKO and UIK1 can contain a zero byte (B#16#0) in case there shall be only one ION SIMATIC
S§7-1200/1500 under the specified MAC address. Enter the MAC address (must be in hexadecimal representa-
tion) for UIK2 ... UIK7. In the following example the MAC address 08-00-06-01-00-00 is used.

CALL "ICN TIA PN 1500", ™ION TIA FN 1500 DB"
CCM_RST :=FLLSE

CYCLE T :=100000

COMMRND_ID
LRTR ID
COMMREND FORT :=1647D4
DATR PCRT
INTERFACE ID
CURBRENT CHRENNELS :=17:2

CHANNEL $datachannel
il ES16400 Null Bytes
UIK1

UIKZ

UIK3

UIK4

UIKS

UIK&

UIK7

TIME BASE
STATUS CMD TCON
STATUS DATR TCON

L

= or
[

L

3

o

o MAC Adresse

Figure 12: Assignment of the UIK

If multiple ION SIMATIC S7-1200/1500 are to be operated on a single hardware unit (over the same MAC ad-
dress), it must be ensured that each UIK is unique. Therefore, the 2 user-defined bytes can be used in order to
give different values to each operated instances.

6.6 Loading of Components

When you have finished you implementation select the Program blocks folder and with right click select in the
menu Compile/Software. At least you download the program into the PLC: select menu Online > Download to
the deviceso that the components could be loaded into the CPU. Then the CPU must be restarted (STOP
->RUN) to initialize the ION SIMATIC S7-1200/1500. Now the connection to X-Tools can be initiated.
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7 Tips and Tricks

71 Reset the Function Block

The ION SIMATIC S7-1200/1500 can be reset by COM_RST. This input can be connected to a bit memory
which makes it possible to reset the ION SIMATIC S7-1200/1500 at any moment easily.

7.2 Engineering during Runtime

Because of the possibility to initialize the ION SIMATIC S7-1200/1500 via input COM_RST you can add it to you
project during runtime. There is no STOP - RUN of the CPU necessary.

7.3 Multi-Instancing of the ION SIMATIC S7-1200/1500

It is possible to call multiple instances of the ION SIMATIC S7-1200/1500 in one SIMATIC CPU. This is neces-
sary when the required amount of data is more than 712 Byte per cycle.

Each instance of the ION SIMATIC S7-1200/1500 must be called in OB100 with COM_RST = TRUE to initialize
the FB. For each instance a separate data block and a dedicated connection pair (command and data connec-
tion) is required. The connections are identified by COMMAND_ID, DATA_ID, COMMAND_PORT und
DATA_PORT. The parameters COMMAND _ID and DATA_ID can be taken from 0x0001 to OxOFFF. Each ID
must be used for one connection only.

The UIK must be unique for each ION SIMATIC S7-1200/1500. The bytes UIK2...UIK7 shall be set to the MAC
address of the used PROFINET interface. To keep unique UlKs for each ION SIMATIC S7-1200/1500 the bytes
UIKO and UIK1 can be numbered sequential.

The number of usable instances is limited by the capacity of the CPU. If multiple instances are called in one
controller the memory usage and cycle time of the CPU have to be checked.

7.4 Error code from TCON
If the communication is not set up the output called STATUS_CMD_TCON / STATUS_DATA_TCON from ION
PN TIA 1200/1500 FB give back the error code from TCON block.

e STATUS_CMD_TCON is used in order to set up the communication between X-Tools and the PLC in
both directions. (Declaration, exchange of command)

e STATUS DATA TCON is used in order to send the data from PLC to X-Tools.

For diagnostic refer to online help from TCON (Standard Library\Communication\Open user communication\
others) in order to get the meaning of the error code.
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7.5 Configuration of the Windows Firewall

If the firewall does not allow X-Tools then the communication can not start between the automation system and
X-Tools. Please verify the configuration as follow.

If it is not possible to allow “X-Tools Server.exe” through Windows Firewall (e.g. due to windows account set-
tings) as shown in point 7.5.1, try the procedure shown in point 7.5.2.

7.51 Recommended Configuration Procedure

e Open ,Allow a program through Windows Firewall” from the “Control Panel\System and Security” window.

i = :I'.'- ¥
f__}. Eh s l:\-'.1llll:||.|.’:l|-|!‘. ¥ L-.-le |-|-15e|:u--'.| b . . e B
Bl Bt Wew ook Hep
Doty Partel Hos

= Sysiem g Security L R P L S
Mebwaib drnd Inemet i . i .
e * o .]:.. T I-\. ill
Pragrims i

B

i Brppunts and Farvily = Bk
Satety " unk ot BAM snd procesoripess
Appemanre and b e 2l
Hermnaboaheem

(iack, Langesge, and Regen

Figure 13: Control Panel - System and Security
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Allow a program through Windows Firewall

o Add “X-Tools Server.exe” in the list of exception in order to allow X-Tools through Windows Firewall

for public and Home/Work(Private) Networks

. = -

— PR, . _, OIS ;.. T
GL:-'H ¢ Cantral Panel » Sysben mid Secuitty & Windows Frewall v Allserid Prog e w | by | Senrh

Allow programs to communicate throogh Windows Firewalt
To add, changs ior reereve sliowsd program and poets, ©lck Change settings.

Eerveed progeams and faatutes

MNama Heome\Work (Prvain) FPuldic *
Tl #ndesws Costemisniction Fousdation

Tl ¥hndenws Friwal Basvte Mansgemant

L'i¥endowy Slanagement miromentaton (A%T)

[l o Badis Flayar

CD'etmdeews Mlacky Payer Benws Sang Senice
CIWindows Bedie Player Mstmod Saring Senice [abamei]
Cl'nidews Peed bo Peer Calslaislion Rouhdian
C'iendesan Barmctn Munagemant

el Borsble Device

'tardd Wire Wb Sarvices (HTTE)

&1 £-Topls Server

BOoooooOooooo
BO0000000000

=] Caniel

_— T e o AR .

Figure 14: Allow X-Tools to communicate through Windows Firewall
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7.5.2 Advanced Configuration Procedure

e Open “Advanced settings” in “Control Panel\System and Security\Windows Firewall”.

W e defautn

L

l a Mg o wark (prrests) retenii

“dind eran Fireweafl 1tain:

Incaming connactans:

dirtros home ok dprerte) nebwarkn
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l * Puslic rarhamets

Ger alvn
B biom Cindet

Msbamra and Tharng Canter

_Iojx]

W Wiestams Frmaf
a: _,l W = Cortml Panel = System and Secunty = Windas Fimed - n | Search Comteod Punel
Contred Panel Hums Hitlp proka ChwiIur L0 puBin wils Windews Freaall
B w progrars orfeakary Whnidows Fieemall Can help grswent hckers of malicious sofecie raim Quising SC0El B yaur Coinpue
thrgun s Windoe Fireswsl] ez h e Dntereatt ar & nebwark.
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=
o

Figure 15: Open Advanced Firewall Settings

e Create a new inbound Rule.
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Figure 16: Windows Firewall with Advanced Security
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e Select Rule Type “Program” and click “Next”.

; ﬁ Mew Inbound Rule Wizard ﬁ

Rule Type

Select the type of firewall rule to create.

Steps:
Rule Type “what type of mile would vou like to create?
Program
@ Action * Program
@ Fiofi Rule that controls connections for a program.
@ MName " Port

Rule that controls connections for a TCP ar UDP part.

" Predefined:

BranchCache - Content Retrieval [Jzes HTTF)] J
Rule that controls connections for a Windows experience.

" Custom
Cuztarmn rule.

Learn more about rule types

Cancel

Figure 17: Select Rule Type

e Select “This program path” and enter the the path to “X-Tools Server.exe” according to your installation
directory.

; ﬁ Mew Inbound Rule Wizard ﬁ

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does thiz rule apply to all programs or a specific program?
Pragrarn
@ Action " All programs
@ Profile Fulz applies to all connections on the computer that match ather rule properties.
@ Name

' This program path:
%ProgramFiles%\Siemenk\CMS #-Tools ProvServer\Svstem'Bin'<-Tools St Browse...

Example: c:hpathhprogram. exe
*ProgramFilesZ\browser\brawser. exe

Learn more about specifying programs

< Back | Next% | Cancel

Figure 18: Select Program Path
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e Select “Allow the connection” and click “Next”.

; ﬁ Mew Inbound Rule Wizard ﬁ
Action

Specify the action to be taken when a connection matches the conditions specified in the wle.

Steps:
Rule Type “what action should be taken when a connection matches the specified conditions?
Program
. * Allow the connection
o] Thiz includes connections that are pratected with |Psec as well as those are not.
Prafile
" Allow the connection if it is secure

Mame

This includes only connections that have been authenticated by uzing IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rulz node.

_Cusiorie., |

" Block the connection

Learn more about actions

< Back | Newt [ | Cancel

Figure 19: Allow Connection

e Select “Domain”, “Private” and/or “Public” according to your network location.

; ﬁ Mew Inbound Rule Wizard ﬁ
Profile

Specify the profiles for which this rule applies.

Steps:
Fule Type When does this rule apply?
Program
Action ¥ Domain
Erofile Applies when a computer iz connected ta itz corparate domain.
Hame W Private

Applies when a computer iz connected to a private network location.

¥  Public
Applies when a computer i connected to a public network, location,

Learn more about profiles

< Back | Mest > é | Cancel

Figure 20: Select Network Location
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e Enter a name for the new inbound rule and click “Finish”.

! 0 Mew Inbound Rule Wizard &
1
Name

Specify the name and description of this rule.

Steps:

» Rule Tupe
» Program
»  Action

o Profile floms;
- Tools Server Prd

» Mame

Description [optional]:

< Back | Finish [: | Cancel

Figure 21: Enter Rule Name

¢ Repeat the above steps and create a new outbound rule.
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8 References

8.1 Other Documentation

e CMS X-Tools - User Manual

e http://www.siemens.com/siplus-cms

English
Release 2021-09



CMS X-Tools - User Manual - ION SIMATIC S7-1200/1500 CMS

9 Contact Information

Should you have any questions concerning the software application, please refer to the Industry Sector Tech-
nical Support.

Department
Siemens AG
Industry Sector

Internet

https://support.industry.siemens.com

Thank you for using one of the above mentioned contacts to ensure your inquiry is registered and can be pro-
cessed.
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