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Chapter 1- VPN

How to Configure Site-to-site IPSec VPN Where the Peer has a
Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer has a Static IP Address. The example instructs how to configure the VPN funnel
between each site. When the VPN tunnel is configured, each site can be accessed

securely.

H3 Brarch
TO0 100, 100,254 100, V00, 200,254

WEM Tumme VPM Tunne

192.168.148.0/24 192.188.140.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

P
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next.

. . ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

r— - “
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1
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How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer has a Dynamic IP Address. The example instructs how to configure the VPN
funnel between each site. When the VPN tunnel is configured, each site can be

accessed securely.

HG Branch
100,100, 100,254 Dynamic Address

VPN Tunnel YPH Tunnel

192,168, 68.0/24 192.148.1480.0/24

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 17



ZYXEL

MNMETWOREKS

Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

VPN > Site to Site VPN

Type My Address and select Peer Gateway Address as Dynamic Address. Type a secure

Pre-shared key.
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Scroll down to find the Phase2 setting. Type Local and Remote Subnet and select

Responder Only. Then click save change.
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

anu =

VPN > Site to Site VPN

Type My Address as 0.0.0.0 and type Peer Gateway Address. Type a secure Pre-shared
key.
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Scroll down to find the Phase2 setting, type Local and Remote Subnet. Then click save

change.
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1
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How to Configure IPSec Site to Site VPN while one Site is behind
a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to Site VPN
tunnel between USG FLEX H devices. The example instructs how to configure the VPN
funnel between each site while one Site is behind a NAT router. When the IPSec Site to

Site VPN tunnel is configured, each site can be accessed securely.

HG Branch
100.100.100.254 100.100.200.254

192.148.1.100

YPH Tunnel

192.168.148.0/24

192.1468.160.0/24

“¥'Note: Please ensure that you have NAT mapping UDP port 4500 to USG FLEX H
device.
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the Behind NAT to the

Remote Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address. Click Next.

arrni
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

w e — m— & o bl
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the Behind NAT to the

Local Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

e -
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

[t
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1
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How to Configure Remote Access VPN with Zyxel VPN Client

This guide provides step-by-step instructions to set up Remote Access VPN on Zyxel USG
FLEX H series devices using SSL VPN and IKEv2 VPN, with the new SecuExtender VPN
Client. It's infended for IT administrators and support teams deploying secure remote

access globally.
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Before You Begin

1. Create a Local User for VPN Authentication

Navigate to User & Authentication > User/Group > User

Create alocal user account for remote access authentication.
® Enfer a username and password.

® Save the settings.
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2. Download and Install the Latest SecuExtender VPN Client

You can download it from the device GUI or from the Zyxel official website.

Download Link

Get SecuBdender VPN Client Software @ m m

After installation, desktop shortcut icons will appear:

Configure SSL VPN on the Device

J—

. Navigate to VPN > SSL VPN

Enable SSL VPN

Select the incoming interface (e.g., gel(WAN) or ge4 (LAN) ).
Choose the Port (Default port: 10443 ).

o M 0D

Choose the tunnel type based on your network policy:
® Internet and Local Networks (Full Tunnel): All traffic goes through VPN
® Local Networks Only (Split Tunnel): Only specified subnet(s) go through VPN
6. Define which internal network(s) VPN users can access.
® Example: Allow access to 192.168.100.0/24
— Add to Local Networks: 192.168.100.0/24
7. The default address pool for SSL VPN is 192.168.51.0/24

8. Assign allowed users for SSL VPN access

* This SSL VPN configuration is also compatible with standard OpenVPN clients. You can
download the .ovpn file from the device and import it info an OpenVPN client to

establish a connection.
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BIL VPN

Acfnarkcoiion )

Configure IKEv2 VPN on the Device

1. Navigate to VPN > IPSec VPN > Remote Access VPN

2. Enable IPSev VPN

3. Select the incoming interface (e.g., gel(WAN) or ge4 (LAN) )
4. Choose the tunnel type based on your network policy:

® Internet and Local Networks (Full Tunnel): All fraffic goes through VPN
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® Local Networks Only (Split Tunnel): Only specified subnet(s) go through VPN
5. Define which internal network(s) VPN users can access.
® Example: Allow access to 192.168.100.0/24
— Add to Local Network: 192.168.100.0/24
6. The default address pool for IKEv2 VPN is 192.168.50.0/24

7. Assign allowed users for IKEv2 VPN access

“d'Note: When configuring IKEv2 VPN for use with the Windows (Native IKEv2
Client) and selecting Interface as the incoming interface, you must enter the
domain name (as shown in the certfificate) in the NAT Traversal field.

This allows the Windows client o correctly establish the VPN funnel using the
domain name instead of the IP address. (see Self-Signed Certificate Scenario (For
Windows Native IKEv2 Client)
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Set Up Remote Access on SecuExtender VPN Client

The new SecuExtender VPN Client combines SSL VPN and IKEv2 VPN in a single
application, eliminating the need for separate software.

1. Launch the client

| e

2. Navigate to Menu > Configuration > Get from Server

| e iaon

WP Configprarion
waree by
L i b =2 S
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3. Enter the Gateway Address, Username, and Password

4. Click Next to fetch the VPN configuration file

W' VN Configumation Sereer Wizand x

b Stop 1: Authontication
: Whit ge e prametens of the VPN Server Conmachion ¥ @ n

| i ane g b dowrlnad your VPN Canligunation feom tha WP Configuation Sanar
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5. Both SSL VPN and IKEv2 setftings will be available.
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VPN Connections | VPN Connections A

Test SSL VPN Tunnel on SecuExtender VPN Client

1. Launch the SecuExtender VPN Client
2. Right-click the VPN profile and “Open Tunnel” and log in.
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3. Once connected, the profile status will furn green, indicating an active tunnel.
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4. You should now be able to access internal network resources.

Test IKEv2 VPN Tunnel on SecuExtender VPN Client

1. Launch the SecuExtender VPN Client
2. Right-click the VPN profile and “Open Tunnel” and log in.

R — i st
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3. Once connected, the profile status will turn green, indicating an active tunnel.

4. You should now be able to access internal network resources.
[

Set Up IKEv2 VPN On Windows (Native IKEv2 Client)

1. Download the VPN configuration script from the USG FLEX H web configurator.

2. Run the script (.bat file) and enter your credentials when prompted.
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= Windows Seourity

i H Connect
5ign in
TYERE_WE

L CEnecy

Connect

Remotedooess_ 10714 4828

®

LOTICE

3. VPN will connect and access internal resources

~  Remotefcoess $).214.48.28
@ _

B Select Commind Prampt
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Set Up IKEv2 VPN on iO$S

1. Download the iOS/macOS VPN configuration script from the USG FLEX H web

configurator.

=3 =
0= I D)

2. Send it to the iIOS/macOS device.
3. Go to Settings > Profile Downloaded, then Install
(Mac device: System Settings > Network / VPN )

Profile Downloaded

Review the profile in Settings app If

you want to install it
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Profte Downloaded Install Profée

Airplane Mode

—
Q From Zyxel: Remotadccess Wiz 1

More Detalls

4. Enter your username and password.

Entar Lisarnanmi Imul Enter Passward Mexi

Tyl _vpn

5. Connect to the VPN from the Settings > VPN menu.
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A RemoteAccess_Wiz_10.214.48.28

Type
Server
Acoount
Address

Connact Tims

Set Up IKEv2 VPN on Android (strongSwan App)

1. Download the Android VPN configuration script from the USG FLEX H web configurator.

Install the strongSwan VPN Client from Google Play Store

2.
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3. Send the config script to the Android device.
4. Import the profile into strongSwan

1551 & b -

X Import VPN profile IMPORT

RemoteAccess_10.214.48.28
10.214.48.28
|IKEvZ EAP (Username/Password)

zyxel_vpn|

5. Connect to the VPN using your credentials
ATl T i §

| ADD VPN PROFILE

-
status: |
Profile: RemoteAccess

MBCOMMECT
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Set Up OpenVPN Client

1. Download and install the OpenVPN Connect client from the OpenVPN official website or app
store.

2. Download the SSL VPN configuration script from the USG FLEX H web configurator at VPN > SSL
VPN

enenal Settings

L wi | S50 cleant_cnnfag

nporten Profde
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4, Once connected, you can access internal resources.

= Profiles H

DISCONNECTED v

CONNECTION STATS

5IKH

533m8 T 265 !o

Configuring Split Routing for OpenVPN Connect Client

When the USG FLEX H is configured for Full Tunnel but you need Split Tunnel for specific clients, you
can configure different split route settings by modifying the SSL VPN configuration file (.ovpn). This

document explains the process:

1. Download the SSL VPN configuration file (.ovpn) from the USG FLEX H.

Feneral Setings

Droml Beamaots WPH works w5 the Secubfender WPH clent ond b gho compafibie with the QpenyPH Connesci clent

/o
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2. Open the .ovpn file in a text editor.

client

dev tun

proto tcp

remote sslvpn.mydomain.local 10443
resolv-retry infinite
nobind

persist-key

persist-tun

auth sha256

cipher aes-256-cbc
auth-user-pass

verb 3

reneg-sec 28300
redirect-gateway

<key>

————— BEGIN PRIVATE KEY-----

3. Modify the file to enable split routing:

a. Remove the redirect-gateway line to disable full routing.

client

dew tun

prota top

remote zzlvpn.evdomaln. local 10443
regolv-retry inflnlte

nahind

perglat-key

rerslat-tun

anth zha2bé

clipher asa-256-che

anth-ozer-pass

verb 3

reneg-gec SHH00

redirect-gateway |
ey

----- BEGIN PRIVATE EEY-----

b. Add route-nopull to prevent pulling routes from the SSL VPN server.

c. Add specific routes, e.g., roufe 192.168.168.0/24 and route 192.168.169.0/24
Add split routes
=2 Add “route 192.168.168.0 255.255.255.0"
=2 Add “route 192.168.169.0 255.255.255.0"
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client

dev tun

proto tcp

remnte =zelvpn.nydonzin. local 10443
regnlv-retry infinite

nobind

perzizt-key

persizt-tun

anth sha2bé

cipher aes-256-che

auth-nzer-pazs

verb 3

reneg-gec 28500

rounte-nopull

ronte 192,168, 168.0 255.255.255.0
ronte 192,168, 169.0 255.255.255.0
<keys

Troubleshooting Self-Signed Certificates with Native Windows VPN
Client

If using a self-signed certificate with a domain name and the incoming interface set to “Interface”,
you may encounter connection issues. Follow these steps to configure NAT Traversal fo resolve this:

Conditions
(1) Incoming Interface set to “Interface”.

(2) The self-signed certificate subject name (Certificate for VPN Validation) set as a

“domain name”. (e.g., cherryworker.com)
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Solution: Configure NAT Traversal

(1) Log in to the USG FLEX H management interface.

(2) Navigate to VPN > IPSec VPN > Remote Access VPN.

(3) Locate the NAT Traversal settings.

(4) Set the NAT Traversal field to the same domain name as the certificate (e.g.,
cherryworker.com).

(5) Save the settings.

(6) Download the updated Windows VPN configuration script from the USG FLEX H web
configurator.

(7) The script will automatically use the domain name (e.g., cherryworker.com) instead
of an IP address for the “ServerAddress”.

(8) The VPN should connect without manual changes to the script.

This ensures proper script generation and prevents connection failure.

More info: Microsoft Troubleshooting Guide. ( https://learn.microsoft.com/en-
us/troubleshoot/windows-server/networking/troubleshoot-always-on-vpn)

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 54


https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/troubleshoot-always-on-vpn
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/troubleshoot-always-on-vpn
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/troubleshoot-always-on-vpn

ZYXEL www zyxel.com

MNMETWOREKS

=] v = -Ir.nur T E———

B Berom @
ranarw lamey

Do v M e e oy P el LA AR D gaoron i RO Toted Ty Fenulimeasr o Dt 0 DO ORE o TR VT Dl P SO, e, Pego T el B0

-

= et L = 1

3 Dorvain Fgers: / I - Spred Sarver e
AT s e I" e TEwOT co

EE ] L &

vk fu R A
(=T

T SRR DT 1

M g oy [ by [P T
a ik e
[l ] Lk w
b b
FLIABAL LT
Fird T Lo [ LT

Script of “ServerAddress”.

Bacho off

set Serverbddress="cherrvvocker.con”
gat Tunne|Type=" [LBVE"

sat AnthenticatiooMethod="EAP"

et Encryptionlevel="Reguired®

gat Use¥inlogonCredenteal=fFalss

et Rememberlredential=$Falze

et SplitTunne]l ing=%$True

sot |EEEnc="AESZ56"

get [EEAnth="5HA256"

sat [EERay="ECTI56"

gat ESPEmc="ABS256"

sat ESPAnth="SHALSG138"

set BESPPfs="Nona"

i3 Installing C& certificate requires Administrator privileges,
call :isidmim
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How to Configure Site-to-site IPSec VPN between ZLD and uOS$S
device

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer gateway is ZLD device. The example instructs how to configure the VPN tunnel
between each site. When the VPN funnel is configured, each site can be accessed

securely.

HQ-uOS Branch-ZLD
100.100.100.254 S % 100.100.200.254

- 'I Seha- l \ .u...-...“ - ...... 'l

VPN Tunne" " VPN Tunnel

192.168.168.0/24 192.168.2.0/24
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Set up IPSec VPN Tunnel for uOS$

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 57



ZYXEL www.zyselcom

MNMETWOREKS

VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

b TET RS Aq 4
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to USG FLEX H and

Remote Subnet to be the IP address of the network connected to the peer ZyWALL.

& = s n
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

L}

.......
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Set up IPSec VPN Tunnel for ZLD

VPN > IPSec VPN > VPN Gateway
Select the WAN interface and type the Peer Gateway Address.

www.zyxel.com
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Type Pre-shared Key. The default proposal which created by wizard is

“"Encryption:AES128, Authentication:SHAT, Key Group:DH2". Those are the same as uOS.

) R VPN Galeway I
W show Aovorced Setings  §f Crecte MHes Oiojoc 1P
Mubegnlicahan i
¥ Fen-homd key |_"+*"'" -|:
1 vmraered
O CartSicale
=] &gwarce
Lo I Tovp Frad -
Confent QAL
el 1D Tiress By =
Fhoue 1 Sefings
ik Life T Bl {188 - X000 heconail
-2a] Advanoe |
Prrmioan D tas & - |
1 AZR1TE i TR
Ky Do
En -
|_os ] Conosi |
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VPN > IPSec VPN > VPN Connection

www.zyxel.com

Select VPN Gateway and set Local Subnet to be the IP address of the network

connected to be ZyWALL and Remote Subnet to be the IP address of the network

connected to the peer USG FLEX H.

¥ idf VM Cennechan REXReld P2

B Show Advoramd Bt = Crmate e DRl
Cianamd fafings
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www.zyxel.com

The default proposal which created by wizard is “Encryption: AES128, Authentication:

SHAT1, Key Group: DH2". Those are the same as uOS.

o ke VP Cannaeiion
T riacs Schrmced ettt &N Dregle e Dhpc! ¥
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status on uOS device.

Ping the PC that is connected to ZLD device
Win 11 > cmd > ping 192.168.2.34
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How to Configure Route-Based VPN

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN funnel is configured, each site can be accessed

securely.

HG) Branch
100, 100,100,254 100.100,200.254

. .

VPN Tunnel YPH Tunnel
WTI WTI

192.168.168.0/24 192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and configure the Remote Subnet.

— - n
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >

Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

&

Fabiey L Buadirg
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Set up IPSec VPN Tunnel for Branch
VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

= -
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 75



ZYXEL

MNMETWOREKS

VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and Remote Subnet.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary
The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

B Adminatrator: Command Framgt

Hatwork Conneclicn Cefei

ST Wil
Conesion-npmcils: DRS

ChEws Pl k(| Erfemirer) Cored
=Frwicel Addverin BL-18-45

OHCF Ernmbled Fan

Pwd Addreen 153 148 188 10

P Suisprey) Mssh =50 F50 SR 0

Liiie Cilartnd Fruday, Fabruary 3, 2023
Leasw Expores Satudary, Febrosry 4, 250
Pud Damlnut Gaipany 1932 148 1881

Fwd DHOF Gerve 163 188 148 1

Poid DM Sreis aaaa

Pyt WIND Coremr
MBS cywr Topip Erm Fan

Pufi Adaresy S0 BI0S TAME |-
L EEER DIl Froisy, Fapruany 3 HIZH
Linaie Enpeies Misiay, Maich 12, 5N

Link-locsl 18 Addreas Te: 438 ESEE 2w 1:11
Puli Dalniit Gaimesny
Dl 8T Tonrear
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How to Use Tailscale

What's Tailscale?

Tailscale is a secure, peer-to-peer VPN solution that simplifies connecting devices over the
internet. Unlike fraditional VPNs, Tailscale establishes direct connections between devices
without requiring complex firewall configurations or static IP addresses. It uses a mesh
network topology, allowing every device fo communicate directly with every other

device securely.

Start to Tailscale and implement on Firewall

1. Please refer TailScale KB to create an account and start.

2. Navigate to “Settings -> Personal Settings -> Keys” and "Generate auth key”.

= i oo v i L i = - I u
Ml dgmm = Sarvnms L Uner 5 Sarew cieslisy ye B il Wl Eafruye
ot
i Wi gl i 1) 1
Lasr rmanapears T il e b ¥ i L ! ¥ FEE
]
BTN
Ciish i
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3. Give a Description Name as you want and disable “Reusable” due to security reason

then click "Generate key".

Generate auth key *

Description |
Add an optional dascription for the key.

Zyxel

Reusakle

Use this key to authenticate more than one device

Expiration
Humber of days until this auth key expiras, This will not affact the node
key axpiry of any machine authenticated with this auth key

a0 - t days

Must be between 1 and 20 days.

DEWICE SETTINGS
These sattings will apply to any devices authenticated using this key

Ephemeral
Darwices authenticated by this key will be automatically removed
aftar going offline, Learn mare A

Tags
Devices authenticated by this key will be autematically tagoed

This will also disable node kay expiry for the device, Learn mane =
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Copy the key.

Generated new key 4
Be sure to oopy vour new key below. It won't be shown in full
again

tekey—auth-kcSHBhKcQO11CNTRL- i}

{0 Thiz key will expire on Jun 2, 2025. If you'll then want 1o
continue using an auth Key, you'll need 1o genarale & new ona.

Done

Login Firewall and navigate to “VPN -> Tailscale”, paste to the "Auth Keys”.

[ ||

“FNote:

. When you want to change the key, please click Logout.
. You can choose the zone by yourself. We recommend using Tailscale zone

for some predefined rules.
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5. Go back to the Tailscale admin page. You will see the Firewall device.
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Click "Disable key expiry” for all client to prevent lost connection while expire.
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Scenario

We have two subnets, 192.168.168.0/24 and 192.168.160.0/24, which are located
behind firewalls. Both the firewalls and the Client A are part of the Tailscale VPN

network. The objectives are as follows:
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Casel: Allow Client A to access the 192.168.168.0/24 and 192.168.160.0/24 subnets

1. Advertised 192.168.168.0/24 in Firewall A.

Grnwmi Iettnga
[ m]
0
L]
Bauting
X
] e Sim fl Hateink |
Lo
O sesmarn §
2. Advertised 192.168.160.0/24 in Firewall B.
Siwvenl 160 i
1 Ty VR el s sl e Tl ode WP el wiae S i e, e DR Ancinen. a3 o oan T e

i el e atoer Ratnl |

L L T

t hihil
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3. Ensure Both subnets have been approved from Tailscale portal.

Ega Ij':l.lEI.I:IJI'ﬂ.IW Trial 14 dags lwh

B Machines & Apps T Services  Edit route settings of firewall-b = ¥

Subriet routes

Machines

Manage the devices conneched fo your tal P rangas as subnet routes

Cannect 10 devices you can'l ingtal Talscale on by achvamising

EEIE G004

Exit mada
4 machines
Allave your network bo roube intermet traffic through this
machins
A HIM
s @5 exit node
firewall-a

e, Wikl ol oom. b

= -I .I :dr"'.tq m

Tirewall-b LT L D T (RN

e Wl Dyl o b T W B n PR o B

Endl POEhE

Test the Result

Now, Client A know how to route traffic and able to access 192.168.168.1 and
192.168.160.1.
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Case 2: Allow Client A to access internet through Firewall

1. Take Firewall A as example. Enable "Exit Node"” and “Default SNAT".

[T Bt

Fairirg

At i ol e il |
i

O s *

Adenrcad TeHng

L=
o TN
Li]
L =1
-
-
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2. Ensure the Exit-Node have been enabled from Tailscale portal.

Edit route settings of firewall-a X

& Key expiry is enabled

If this machine's key expires, your relayed traffic may be
interrupted until you reauthenticate.

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more A

192168.168.0/24

Exit node

Allow your network to route internet traffic through this
machine. Learn more A

Use as exit node
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3. Client A need to select Firewall A as exit node.

Tailscale

o [
Connected - Using exit node MNone

Fecommended fuewall-a (usghiex300h)
Kovin Wod @ryxel com tw

Iyxelcom.tw
o fnewall-2 (usgliex500h)

This device: cient-a (bwnbnt123234-01) (300.95.1.123)

Network dewwes

Allew Jocal netwark access

Exit nodes »
|

Preferences >

About

Exnt

Test the Result

The internet traffic will send to Firewall A.
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Case3: The devices within the 192.168.168.0/24 and 192.168.160.0/24 subnets can
communicate with each other

Once you completed advertised Networks, you can communicate each other.

Test the Result

The ping test from Firewall A

kevinfmujiaxuandeMacBook-Air @219 N ifcenfig enb

enb: flags=88463<UP, BROADCAST , SMART , RUNMING , SIMPLEX  MULTICAST> mtu 1588
options=atd<LAN_MTU, CHANNEL _ IO
ether 28:7b:d2:5F:c¥%:db
inett feld::;1@:%bda;eSfd:adc?hens prefixzlen &4 secured scopeid Bxld
inet 192.168.168.4 netmask @xfIfffféd broadcast 19%2.168.168.255
ndé optlons=2@1<PERFORMMNUD  DAD>
nedia;: autoselect (1@BEbaseT <full-duplex=z]
status: active

kevinfwujlaxuandeMacBook=-A1r @219 N ping 192.148.140.33

PING 1%2.168.169.33 (192.168.148.33): 66 data bvtes

Gh4 bytes from 192.148.1408.33: lcmp_seg=0 ttl=124 time=3.301 ms

b4 bytes from 192.148.148.33: 1cmp_seg=l ttl=12¢& time=3.267 ms

The ping test from Firewall B

Address

t Gateway

Wireless LAN adapter Wi-Fi

2 State

ection-specifis
Ethernet adapter %= T 5

State ediin sconnected

ection-specific ONS Suffix
C : 4 Loads>ping 192
Pinging

Reply from 192 { i vtes=32 time=3ms TTL=62

Reply +rom 192 8,168 . 4; ites=32 tine=3ms TTL=62

Ping statistics +or 192
; sent = 2, Rece = &, Lost

Appr t und trip times in milli-se

Maximum = Jms, Average
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Chapter 2- Security Service

How to Block HTTPS Websites Using Content Filtering and SSL

Inspection

This is an example of using a FLEX Content Filtering, SSL Inspection and Security Policy to

block access to malicious or not business-related websites.

“J'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up Content Filter

Go to Security Service > Content Filtering. Click Add to create a content filtering profile

in Profile Management.

Frefila Mpnagamart

[ [T ] Dyl 8 [

Type profile name and enable log for block action in General Seftings.

Tick Streaming Media category in Managed Categories, and click Apply.
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Set Up SSL Inspection

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Prorbiln Mg e el

Hewie # el B TN Crmilhaiails ¥ (2t e

Type profile Name, and select the CA Certificate to be the certificate used in this

profile. Leave other actions as default settings.

!"‘; - - .o- w ! -

Canhigwoton

Click Apply to add SSL Inspection profile.
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Set Up the Security Policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.
Select Content Filtering, and SSL Inspection. Click Apply to save.

Prodids

Export Certificate from FLEX and Import it to Windows

When SSL inspection is enabled and an access website does not trust the FLEX
certificate, the browser will display a warning page of security certificate problemes.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

By Carklicohu
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Click Export Certificate to export certificate file, and Save default certificate as

default.crt file to Windows OS.
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In Windows Start Menu > Search Box, type MMC and press Enter.
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In the mmc console window, click File > Add/Remove Snap-in...
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In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

ap File Action View Favorites Window Help
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Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impaort.

File name:
C:\Wsers\ISER \Downloads'default.crt | | Browse..,

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {(P7B)

Microsoft Seriglized Certificate Store (L55T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..
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Test the Result

Using Web Browser to access the YouTube. The gateway will redirect you to a blocked

page.

Contant Filterimg

Access Restricted

Wab access is restricted. Please contact the administrator.

RS e WOLELIDS COIM T

Go to Log & Report > Log/Events and select Content Filtering to check the logs.
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Go to Security Stafistics > SSL Inspection > Summary. Traffic is inspected by SSL

inspection.
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Go to Security Statistics > Content Filter to check summary of all events.
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How to Configure Content Filter with HTTPs Domain Filter

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service. The filtering feature is based on over 100 categories that is built in

USG Flex H such as pornography, gambling, hacking, efc.

When the user makes an HTTPS request, the information contains a Server Name
Indication (SNI) extension fields in server FQDN. Using the SNI to query category from
local cache then the cloud database, then take action when it matches the block

category in the Content Filter profile.

Iyxal clowd sarver

3, Query cloud 4, Reply resull

-

L £ AT .
Goteway P

emey 5. Take oction 1. Acces to Focebook
block [redirect| w

5. Take action f .
pass f block [/ wsarn J

“W'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the Content Filter

Go to Security Service > Content Filtering > Profile Management > Add a Content Filter

profile. Configure a Name for you to identify the Content Filter profile such as

“Social_Networking”. Configure the Action to block when the Content Filter detects

events.

Crenerol Jatings

%)
&

Navigate to Test Web Site Category and type URL to test the category and click Query.

Feal 'Wels Ha Colegany

=
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You will see the category recorded in the external content filter server's database for
both HTTP and HTTPS Domain you specified.

Bleuags L

Scroll fo the Managed Categories section, and select categories in this section to

confrol access to specific types of Internet content.
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Set Up the Security Policy

Go to Security Policy > Policy Control fo configure a Name for you to identfify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which the policy applies and apply the Profile > Content Filter “Social_Networking” on

this security policy.
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Test Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the

browser and cannot browse facebook.

A

Your connection isn't private

e arhael .-

Navigate to Log & Report > Log / Events, you will see [alert] log of blocked messages.
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How to Block Facebook Using a Content Filter Block List

This is an example of using USG Flex H UTM Profile in a Security Policy to block access to
a specific social network service. You can use Content Filter and Policy Control to

make sure that a certain web page cannot be accessed through both HTTP and HTTPS

protocols.
Block list
b ;
3. Query . 4, Reply result
2. Responder 5. Inspected file
- : : e
] ¥
n [ .........- " A ——
Gateway
- he
Internet 1. Imifiator

“'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Content Filter

In the USG Flex H, go to Security Service > Content Filtering > Profile Management >
Add a Content Filter profile. Configure a Name for you to identify the Content Filter
profile such as “Facebook_Block”. Configure the Action to block when the Content

Filter detects events.

[ ]

Go to Block List and type URL “*facebook*.com” to add the URL that you want to
block.
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Set Up the Security Policy

Go to Security Policy > Policy Control fo configure a Name for you to identfify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which the policy applies and apply the Profile > Content Filter “Facebook_Block” on

this security policy.
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Test the Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the

browser and cannot browse facebook.

A

Your connection isn't private

e arhael .-

Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

g
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How to block YouTube access by Schedule

This is an example of using the USG Flex H to block access YouTube access by schedule.
You can use Application Patrol and security policy with schedule settings to make sure
that YouTube cannot be accessed in your network at a specific prohibited time. This

arficle will guide you on how to deploy it.

% @ Prohibited time

| | e gl _ mrrreeern : block

rm@ Allowed time
2 YouTube

“W'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Schedule

Go to Object > Schedule > Recurring > Add Schedule Recurring Rule. Configure a
Name for you to identify the Schedule Recurring Rule. Specify the Day Time hour and

minute when the schedule begins and ends each day.

Cmimfbg i il e
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Create the Application Patrol profile

In the USG Flex H, go to Security Service > App Patrol > General Settings > Application
Management. To add an App Patrol profile, configure the profile name and select
“Search Application”. Then enter the keyword "youtube” to search the key-related

results and select all YouTube-related apps and click Add.

Bk bl whee

@A

|r.-|unnun
1
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Set Up the Security Policy

Go to Object > Service to add a UDP 443 service object.

Configuraticn
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Go to Security Policy > Policy Control fo configure a Name for you to identify the
Security Policy profile. For From and To policies, select the direction of fravel of packets
to which the policy applies. Select the service QUIC_UDP443 and select the Schedule

that defines when the policy would be applied.

In this example, select “Youtube_Blocked_Time".

| S

Canfigurakian
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Add another security policy to block YouTube by schedule. To configure a Name and
the From, To traffic direction. Select the Schedule that defines when the policy would
be applied. Finally, to scroll down the Profile, check Application Patrol and select a
profile from the list box. In this example, Schedule: Youtube_Block_Time; Application

Patrol: Youtube.

-y
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Then go back to the security policy page and move the security priority of block UDP
443 is higher than block YouTube by schedule.
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Test the Result

Type the URL http://www.youtube.com/ or https://www.youtube.com/ onto the

browser and cannot browse YouTube.

G

Lol 1o e el

Open the YouTube APP on the phone and cannot access to YouTube.

>

Connect to the Internet
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Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

- i — — ==y i ==a
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How to Control Access to Google Drive

This is an example of using a FLEX UTM Profile in a Security Policy to block access to a
specific file fransfer service. You can use Application Patrol and Policy Control to make
sure that a certain file transfer service cannot be accessed through both HTTP and

HTTPS protocols.

Cag®e T v & Dot l‘:' @‘\.‘T‘
)
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Paches rocvol

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create app patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create

profile

gy T

e -

o pars o

Click add to add application in this profile.
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Search Google Documents(aka Google Drive), and select this Application.

Action set to Drop, and click Add.

Awnt Appre e x
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Set Up SSL Inspection on the FLEX

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Frorkle Eoapg el
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Type profile Name, and select the CA Certificate to be the certificate used in this

profile. Leave other actions as default settings.

Canhigwolon

Apply profile to security policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.

Select Application Patrol, and SSL Inspection.

Pratie

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 120




ZYXEL

MNMETWOREKS

Export Certificate from FLEX and import to Lan hosts
When SSL inspection is enabled and an access website does not trust the FLEX
certificate, the browser will display a warning page of security certificate problemes.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

By Carklicohu
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Click Export Certificate to export certificate file, and Save default certificate as

default.crt file to Windows OS.

L] L i

In Windows Start Menu > Search Box, type MMC and press Enter.
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In the mmc console window, click File > Add/Remove Snap-in...
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In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

ap File Action View Favorites Window Help
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Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impaort.

File name:
C:Wsers\USER \Downloads'default. crt | | Brawse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 {(PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7R)

Microsoft Serialized Certificate Store (L55T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..

Test the Result

Access to Google drive from Lan host to verify if it is blocked by firewall Application

paftrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.
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How to Block the Spotify Music Streaming Service

This is an example of using a FLEX UTM App Patrol Profile in a Security Policy to block the
Spoftify Music Streaming Service. You can use Application Patrol and Policy Control to

ensure that the Spofify Music Streaming Service cannot be accessed on the LAN.

- et 3
R
mcle QQ@ ¢
e
@ Spotify - 0 = - -
Application Firewall LAN Hosts

“W'Note: Al network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create a App Patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create

profile.
g e
R
-
- o
Po—

Click add to add application in this profile.

Search Spotify, and select this Application. Action set to Drop, and click Add.

= e n

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 126



ZYXEL

MNMETWOREKS

Apply profile to security policy

Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.

Apply Application Patrol profile to Security policy.

Frafiir
sl dabed AFPFI
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Test the Result

Access to Spotify from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.
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How does Anti-Malware Work

There are many viruses exist on the internet. And it may auto-downloaded on
unexpected situation when you surfing between websites. The Anfi-Malware is a good

choose to protecting your computer to downloads unsafe application or files.
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Enable Anti-Malware function to protecting your traffic

Go to Security Service > Anti-Malware. Turn on this feature. Select Collect Statistics and
Scan and detect EICAR test virus.
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Select Destroy infected file and log in Actions When Matched

Aelient Whan Malchad

Liog log -
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Test the Result

Download EIACR file from a LAN host to verify if Anti-malware works for detection.

Go to Log & Report > Log/Events and select Anti Malware to check the logs.
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How to Detect and Prevent TCP Port Scanning with DoS$
Prevention
This is an example of using a USG Flex H DoS Prevention Profile to protect against

anomalies based on violations of protocol standards (RFCs Requests for Comments)

and abnormal traffic flows such as port scans.

Anomaly Attacks
(Port scan - Flood - Sweep attacks)

“'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the DoS Prevention

In the USG Flex H, go to Security Policy > Dos Prevention > Add a profile. Configure a
Name for you to identify the profile such as "DoS_Prevention”. Configure the Scan

Detection and Flood Detection to block when the Dos prevention events were
detected.
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Set Up the DoS Prevention Policy

In the USG Flex H, go to Security Policy > Dos Prevention > DoS Prevention Policy
Configure a Name for you to identify the policy such as “DoS_Prevention”. Configure

the From and Anomaly Profile to block when the DoS prevention events were detected.
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Test the Result

Using the port scan tool Nmap or hping3 fo scan the wan interface.

For example, using Nmap security scanner for testing the result:

www.zyxel.com

Open the Nmap GUI, set the Target to be the WAN IP of USG Flex H (10.214.48.19 in this

example) and set Profile to be Intense Scan and click Scan.
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How to block the client from accessing to certain country

using Geo IP?

The Geo IP offers to identify the country-based IP addresses; it allows you to block the

client from accessing a certain country based on the security policy.

When the user makes HTTP or HTTPS request, USG Flex H queries the IP address from the

cloud database, then takes action when it matches the block country in the security

Geo-|F Database

policy.

Geo-IP detection * w . United States

2

Block the client occessing to the certain couwntry

Cermany

}{ f China

Japdan

“F'Note: Al network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG Flex 500H (Firmware Version: uOS 1.10)
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Set Up the Address Objet with Geo IP

Navigate to Object > Address > Geo IP > Add geo IP related objects.

Configuration
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Navigate to Object > Address > Address, you can see the customized GEOGRAPHY

address object.

Go to Object > Address > Address Group> Add Address Group Rule, add all customized
GEOGRAPHY addresses into the same Member object.
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Set Up the Security Policy

Go to Security Policy > Policy Control, configure a Name for you fo identify the Security
Policy profile. Set deny Geo IP fraffic from LAN fo WAN (geo_block_policy in this

example).

]
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Test the Result

When the LAN PC ftries to access a website that matches the blocked geographical
location, it is unable to reach those sites.

Tha site can't be reached

To view the log message, go to USG Flex H Log & Report > Log / Events. You will find log
messages similar to the following. Any fraffic that matches the Geo IP policy will be

blocked, and the details will be displayed in the Message field.

p——
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How to Use Sandbox to Detect Unknown Malware?

This is an example of using the USG Flex H to employ Sandboxing for detecting
unknown malware. To achieve this goal, you can configure the Sandboxing profile

within the security service path, and this article will guide you on its deployment.

Sandboxing DB
o

o .
Sandboxing

Ol 9
o © - J’t
; ° % &

:}{ & To block potentiol mallcious programs or fles.

“W'Note: All network IP addresses and subnet masks are used as examples in
this arficle. Please replace them with your actual network IP addresses and
subnet masks. This example was tested using USG FLEX 500H (Firmware Version:

uOs 1.10).
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Set Up the Sandbox

Navigate to Security Service > Sandbox. Enable Sandbox option and choose the
desired action when the Sandbox detects malicious and suspicious files. Additionally,
select the desired file type for submission; currently, we support the following file types:
Executables (exe), MS Office Document (doc...), Macromedia Flash Data (swf), PDF

Document (pdf), RTF Document (rtf), and ZIP Archive (zip).
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Test the Result

When downloading the file, the firewall will query the Sandbox DB to detect whether it is

a malicious or suspicious file. You can navigate to Log & Report > Log/Events to see the
sandbox related logs.
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How to Configure Reputation Filter- IP Reputation

As cyber threats such as scanners, botnets, phishing, etc. grow increasingly, how to

identify suspect IP addresses of threats efficiently becomes a crucial task.

With regularly updated IP database, FLEX prevents threats by blocking connection
fo/from known IP addresses based on signature database. It filters source and

destination addresses in your network traffic to take the proper risk prevention actions.

This example illustrates how to configure IP Reputation on FLEX gateway fo detect

cyber threats for both incoming and outgoing traffic.

“F'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the IP reputation filter

www.zyxel.com

Go to Security Service > Reputation Filter > IP reputation. Turn on this feature. Select

Block on Action field. The threat level threshold is measured by the query score of IP

signature database.

I Repulation LS Trreat Fliber URL Thr=al Fills
iP Blocking
Bt Black b
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Select categories in Types of Cyber Threats Coming from the Internet, and Types of

Cyber Threats Coming from The Internet and Local Networks.

Types of Cyber Threats Coming From The Infemaet
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Go to Security Service > Reputation Filter > IP reputation > White List and Black List to

manually adding IP addresses to Black List.
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Test the Result

Verify an IP in Test IP Threat Category. In Test IP Threat Category, enter a malicious IP

and query the result.

Test IP Threat Category

IP to test 104,244.14,252

Message X

threat-level result: High
category result: BothetsPhishing

Try to generate ICMP packet from LAN to destination IP 107.155.48.246, and
104.244.14.252

Go to Log & Report > Log/Events and select IP reputation Filter to check the logs.
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Go to Security Stafistics > Reputation Filter > IP reputation to check summary of all

events.
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How to Configure Reputation Filter- URL Threat Filter

URL Threat Filter can avoid users to browse some malicious URLs (such as anonymizers,
browser exploits, phishing sites, spam URLs, spyware) and allows administrator to
manage which URLs can be browsed or noft.

This example demonstrates how to configure the URL Threat Filter to redirect web

access after the client hits the URL Threat Filter categories.

“'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the URL Threat Filter

Go to Security Service > Reputation Filter > URL Threat Filter. Turn on this feature. Select

Block on Action field. When a client hits URL Threat Filter, the page will be Blocked.
Choose Log-alert on Log field.

IF Reputation DHS Threat Filter URL Threat Filter

URL Blocking

Enable ‘:)

Action brlock -

Log log alert -

Statistics ‘:)

Seaurity Threol Calegesies
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Test the Result

Verify a URL in the Security Threat Categories. In Test URL Threat Category, enter a

malicious URL and query the result.

Test URL Threat Category

URL 1o test hitfpssdimealicicuew ks Qluary

Messuge X

domain category resulfl information-security,malicious-sites (thraat) I
url categony result: information-securby.malicicous-sites (threat)

Using Web Browser to access the malicious site. The gateway will redirect you to a

blocked page.

L = [ ‘. hiigs - maamnreEn il oo g 5] El

[F]
e

Cuaran Finarng

Access Restricted
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Go to Log & Report > Log/Events and select URL Threat Filter to check the logs.

e e ) irend Bl g % i = " lshwik o) Cless Ley
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Go to Security Statistics > Reputation Filter > URL Threat Filter to check summary of all

events.
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How to Configure Reputation Filter- DNS Threat Filter

DNS Threat Filter is a mechanism aimed at protecting users by intercepting DNS request
attempting to connect to known malicious or unwanted domains and returning a false,
or rather controlled IP address. The confrolled IP address points to a sinkhole server
defined by the administrator.

When a client wants to access a malicious domain, the query is sent to the DNS server
for getting the domain name details. All of the traffic now here gateway intercepts this
query which is outgoing. The cloud server identifies that this is bad site. What gateway
can do here is send the redirect IP address where we deploy a blocked page to the
client. The client will connect to redirect IP address instead of the real IP address of
malicious domain, and get the blocked page with the web access. This example shows

how to configure DNS Threat Filter fo redirect web access after client hit the filter profile.

“F'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 152



ZYXEL

MNMETWOREKS

Set Up the DNS Threat Filter

Go to Security Service > Reputation Filter > DNS Threat Filter. Turn on this feature. Select
Redirect on Action field. When a client hits DNS Threat Filter, the page will be redirected
to the default blocked page or a custom IP address. Choose Log-alert on Log field.
Configure Default on Redirect IP field to allow gateway redirect to the default blocked

page.
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Test the Result

Verify a domain name in the Security Threat Categories. In Test Domain Name Category,
enter a malicious domain and query the result.

Ted Damain Narmes Colagory

LMD NOFTel 10 e TP R T T e T Sy
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url colegory result nicrmafionesacurihy malicious-sibes [ threas)

Using Web Browser to access the malicious site. The gateway will redirect you to a
blocked page.

O Zoeite Nt x - - O x

MAOOUIWe g TRl St o D 3
Web Page Blocked!!

You harve ted %0 access 2 web page whuch belomgs 1o a DINS Fiber casegory thet 1 Slocked

Go to Log & Report > Log/Events and select DNS Threat Filter to check the logs.
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Go to Security Statistics > Reputation Filter > DNS Threat Filter to check summary of all

events.
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How to Configure DNS Content Filter

Compared to web content filter, DNS content filter is a stronger tool for SMB because it
can restrict the number of attacks faced by network access, thereby helping to reduce
the remediation workload of IT professionals.

DNS content filter intercept DNS request from client, check the domain name category
and takes a corresponding action, reducing the risk of phishing attacks, and obfuscate
source IPs using hijacked domain names. Fully customizable blacklist to ban access to
any unwanted domains and prevent reaching those known domains hosting malicious
content. This example shows how to configure DNS Content Filter to block users in the

local network to access the gaming websites.

Lecutiby Sardced Cloud
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“d'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Content Filter

Go to Security Service > Content Filtering > For DNS Domain scan. Turn on this feature.
Select Redirect IP for the Blocked Domain. If user selects the default, when client hits
DNS Content Filter profile, the page wil be redirected to block page
http://dnsft.cloud.zyxel.com/.

Lorfark Filenng

Fer ONE Oommin oo

L8

Add a new profile in Profile Management to block gaming websites.

1] (1. Bara g
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Action: block

Log: log or log alert

Gerwrmi Defrge

Enable the checkbox of "Games" in managed categories.

Py al milegatn

Apply the profile to security policy. In this example, the profile is applied to security
policy rule “LAN_Outgoing”.

lirwrm e
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Test the Result

www.zyxel.com

Access a gaming website blizzard.com. The gateway will redirect you to a blocked

page.
D T Securtty Ooud -DNS Filter - X . > = g X
- C A Notsscure | blizzardcom = o 0O &
Web Page Blocked!!
You have traed to access 8 web page whach belongs to a DNS Filter category thar is blocked.
Go to Log & Report > Log/Events and select Content Filter to check the logs.
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Go to Security Statistics

> Content Filter to check summary of all events.
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External Block List for Reputation Filter

The administrator can configure an external block list for the Reputation Filter fo expand
its usage. This article will provide guidance on setting up the external block list for the IP
Reputation and DNS Threat Filter/URL Threat Filter.

DB Server

Blacked IPs and URLS

: Sync with the DB server
Py

. i L |
LAN Mavigate to the blocked IP or URL Block list * q
D E qx H e I Internet
- USG Flex H
r Y block

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Set Up the DB server

The administrator can set up websites to maintain external block lists. The USG Flex H
firewall can update the external block list via a URL. For example,
http://10.214.48.58:8080/blocked [P.txt

C m N Notsecure  10.214.48.58:8080/blocked_IP.ixt

8.8.8.8
81.222.75.14
168.95.1.1
6.6.6.6

http://10.214.48.58:8080/blocked URL.txt

C Mm I\ Motsecure  10.214.48.58:8080/blocked URL.txt

v . zyxel. com.tw
Ww . Cnn . com
www . bot . com. tw

Set Up the External Block List of IP Reputation

Navigate to Security Services > External Block List > IP Reputation and add a service URL
such as http://10.214.48.58:8080/blocked IP.txt and then click “Update Now" to update
the block list.
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If the IP Reputation external block list is updated successfully and you can observe the

corresponding log message.

Cpiggery  aiizg v e i ey [ lnpad
ol =¥ Lo 1 B yrar 1 R (=R el P
1 - [ in W ey - L wém b

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 163




ZYXEL

MNMETWOREKS

Set Up the External Block List of DNS Threat Filter/URL Threat Filter

Navigate to Security Services > External Block List > DNS Threat Filter/URL Threat Filter

and add a service URL such as http://10.214.48.58:8080/blocked URL.txt and then click
“Update Now" to update the block list.

DG Trepat Files "UE, Thigml e
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If the DNS/URL threat filter external block list is updated successfully and you can

observe the corresponding log message.
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Test the Result

For instance, if the IP addresses 8.8.8.8 and 168.95.1.1 exist in the external block list,

attempts to access these blocked IPs will be blocked as expected.

Go to Log & Report > Log / Events to observe block messages.

Attempts to access URLs that exist in the block list will also be blocked as expected.

Wb Page Blocked!!

e mied 12 aecws o weh pape which s 12 0 L0 B ey cmsegery chan 1 ek

Go to Log & Report > Log / Events to observe block messages.

SO
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Chapter 3- Authentication

How to Use Two Factor with Google Authenticator for Admin
Access

Google authenticator is the most secure method to receive verification code for 2-
factor authentication. Google authenticator gives a new code every 30 seconds, so
each code expires in just 30 seconds which make it a secure option to generate codes
for 2-step verification. Furthermore, Google authenticator is free fo download, easy o
use, and is able to work without Internet. This example illustrates how to set up two

factor with Google Authenticator for admin access.

UIG FLEX 200H

Hep 1. Avthenlicole vsernoms ) posssand

[ -
P ——
L Elep 2. Werdy securty code and scocapl oooess

“'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Two Factor with Google Authenticator Flow

1. Enable Google Authentication on specific admin user.
2. Set up Google Authenticator.

3. Configure valid time and login service types.

Enable Google Authentication on specific admin user

Go to User & Authentication > User/Group. Select a specific local administrator and

enable Two-factor authentication.

1wy : - tee Ardy presyp réen

Lomrg LSRR el T DI

feast n

Click "Set up Google Authenticator" to start setting up Google Authenticator on your

mobile phone.
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Set up Google Authenticator
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1. Download and install Google Authenticator on your mobile device.

Apple Store Google Play

Google Autheatbeator

*

[ ore

Google

Authenticator

What's New

Proview

As tth r 5

- » ADCut this app
* LI
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2. Register the admin account to Google Authenticator. Open Google Authenticator
App and scan the barcode on Web GUL.
3 :

L1
Add yvour aceourd b Googhe
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3. Enter the token code which displays on Google Authenticator to “Step 3" and click

“Verify code and finish” to submit and verify the code.

-,
Tbaith 3oy : I-!bl m
L

R ¥ srimard Verihy your device

522 ?25 e Enfer code

Vierily codie and finish
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4. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the
application on your mobile device. Download the backup codes and record them

in a safe place.

¥ W Eoegr DOE el COioeR
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Configure valid time and login service types

Go to User & Authentication > User Authentication. Two factor authentication for admin
access is enabled by default. You need to select which services require two-factor
authentication for admin user manually. The valid time is the deadline that admin
needs to submit the two-factor authentfication code to get the access. The access
request is rejected if submitting the code later than valid time. By default, the valid time

is 3 minutes.

Twa-hazhar AvlhanSealion

Adrnim Adc i
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Test the Result

1. Login with the admin account "admin2".

USG FLEX 200H

2. A pop-up window appears for administrator to enter the verification code.

USE FLEX 256H

3. Enter the code shown on Google Authenticator and click "Verify". You can also

enter the backup code if you don't have mobile device on hand.
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4. Authorize with username, password and the token code successfully. Go fo Log &

Report > Log/Events and select "User" to check the login status.
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How to Use Two Factor with Google Authenticator for Remote
Access VPN and SSL VPN

Google authenticator is the most secure method to receive verification code for 2-factor
authentication. Google authenticator gives a new code every 30 seconds, so each code
expires in just 30 seconds which make it a secure opfion to generate codes for 2-step
verification. Furthermore, Google authenticator is free to download, easy to use, and is
able to work without Internet. This example illustrates how to set up two factor with Google

Authenticator for Remote Access VPN and SSL VPN.

Step | Open VAN tunnel
—————
Shep 2 Verily secuwiily code and occepl access
=

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Two Factor with Google Authenticator Flow

4. Enable Google Authentication on a user.
5. Set up Google Authenticator.
6. Configure valid time and VPN types.

Enable Google Authentication on a User

Go to User & Authentication > User/Group. Select a local user and enable Two-factor

authentication.
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Click "Set up Google Authenticator" to start setting up Google Authenticator on your
mobile phone.
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5. Download and install Google Authenticator on your mobile device.

Apple Store Google Play
Google Authenteator Google
* 7( Authenticator
[ ores J

What's New

Proview

o »

e ADOUL this app
LR

6. Register the user account to Google Authenticator. Open Google Authenticator App

and scan the barcode on Web GUI.

Adad wour oocourd b Ghoghe
Auvfenhealor
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7. Enter the token code which displays on Google Authenticator to “Step 3" and click
“Verify code and finish” to submit and verify the code.

: aul =
Gaaoh

= [ooghe Muthenticaton
Vrily yoaur deviee
ikl DO b bubar

754 377 @

Enter code

(e |

8. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the

application on your mobile device. Download the backup codes and record them
in a safe place.
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Configure valid time and login service types

Enable two factor authentication for VPN access. Configure valid time and select
which VPN type requires two-factor authentication for VPN user. The valid time is the
deadline that user needs to submit the two-factor authentication code to get the VPN
access. The request is rejected if submitting the code later than valid fime. By default,
the valid time is 3 minutes. The authentication page is working on specific service port.

After building up VPN tunnel, user have to enter the code in the Web GUI.
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Test the Result

Remote Access VPN (IKEv2)

1. Open Remote Access VPN tunnel on SecuExtender VPN Client.

Y Secufxtender VPN Client - O X
Configuration Tools 7
RemoteAccess: IKE Auth
Authenticaton Protocol  Gateway Certificate
=
; i sec_policyl_RemoteAcces Remote Gateway
= SSL .
% © SSLVPN Interface |Any ad
Remote Gateway |10.214.48.44
Integrity
(O Preshared Key
Confirm
(O Certificate
(O] [CJEAP popup
Login |vpntestuser |
Password Iouu I [Jtutiple AUTH support
Cryptography
Encrypton | AES CBC 128 v|
Integrity |SHA2 256 v|
Key Group | Auto vl
< >
@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter
the code shown on Google Authenticator and click "Verify". You can also enter the

backup code if you don't have mobile device on hand.

3. Authorize with username, password and the token code successfully.

B gl Cwwgary | mpaaga 1 e i N Tl Poi kg ¥ g
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SSL VPN
1. Open SSL VPN tunnel on SecuExtender VPN Client.

W Secutxtender VPN Client - (=] X
Configuration Tools ?

Authentication  Sequrity Gateway Establishment Automation Certificate Remote Sharing

i -3 RemoteAccess
O sec_polcyl RemoteAccess Remote Gateway

== :

Remote Gateway [10.214.45.44

Authentication
Select Certificate
Extra Authentication
[“]Enabled [CJPopup when tunne! opens
Logn vannesmser ]

Password [ooooo ]

@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter the
code shown on Google Authenticator and click "Verify". You can also enter the

backup code if you don't have mobile device on hand.

i | IR RE

Wy i el o b (T

3. Authorize with username, password and the token code successfully.

b
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How to set up AD authentication with Microsoft AD

This is an example of using USG FLEX H to configure AD authentication with Microsoft
Active Directory(AD). The arficle briefly explains the parameters for the AD

configuration and guides how to join domain to the AD server.

Authentication
-
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Set Up a profile for AD server

Go to User & Authentication > User Authentication > AAA Server > AD. Click +Add to

create a new profile

Enter the Server Address and port for Server settings. (10.214.48.XX:389 in this example).

Enter the domain name and the credentials for logging info the AD server, and click

Apply.
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Join Domain

After the profile is created, go to System > DNS & DDNS > DNS, create a domain zone

forwarder, and configure the DNS server IP as the IP address for the domain controller.

T R B

Fre—y
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Test the Result

Scroll down to the bottom of the profile, you will see the Configuration Validation section,
using a user account from the server specified above to test if the configuration is

correct.
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Check computers on Microsoft AD, you can see your firewall means join domain

successfully.
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How to Set Up Captive Portal?

The Captive Portal feature provides functionality that requires LAN client users to
complete the authentication procedure of Network Access Login page before accessing

the internet. This article will guide users on how to set up and verify this feature.

E 1l aedEe l+ - Internet
USG FLEX H

¥

Hetwork Access Login

Client

“'Note: Captive Portal is supported on USG Flex 100H, USG FLEX 200H, USG FLEX
200HP, USG FLEX 500H, USG FLEX 700H.This example was tested using USG FLEX 200HP
(Firmware Version: uOS 1.32).
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Configure the Captive Portal via the Web-GUI

1. Enable the Captive Portal and add a policy - Navigate to the Web-GUI path

Captive Portal > Authentication Policy > Policy > To enable the Captive Portal

function and add a policy.

LAl L T T —

2. Add an Avuthentication Policy - Enable the Authentication Policy, provide a
Description, select the Incoming interface, choose the Sign In Method, specify the

Authentication Server and Portal Type, and enable Log.

EVICHL oy v e
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3. Check the settings — Ensure the Captive Portal function and the Authentication

Policy are enabled.

4. Edit the Advance settings — The default server address is 6.6.6.6, the default HTTP port
is set to 1080, and the default HTTPS port is set to 1443.

?.'I"l'l.l. EL [T o ol

Edenrye

Ay Sa—
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Verify the Captive Portal function

The PC client must complete the authentication process of the Captive Portal before
gaining access to the internet.
1. The PC client connects to the LAN port and opens the browser, which will be

redirected to the Network Access Login page.

Hetwork Access Login

2. Enter the login User Name and Password.

MNetwork Access Login

3. Once successfully logged into the Network Access Login page, the client will be
redirected to the Welcome page, which displays the client’s IP address, lease

remaining fime, and access timeout.

Welcomel

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 191



ZYXEL

MNMETWOREKS

4. Eventually, the client can access the internet normally.

Iyxel Group recognired oy
Top 5% and Indushy Mover by
S&PF Global CSA Scores

How to logout the Captive Portal?

1. Enter the defined server link. The default link is https://6.6.6.6.
B [ G dooge e

- . i 5
| (£ R | hhbi

ey

2. Enter the Welcome page and click ‘Logout’.

Welcormal

3. Redirect to the Network Access Login page. If the user needs to access the internet,
they must re-enter the username and password to complete the Captive Portal

authentication process.
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Hetwork Access Login

How to check the status?

When the user successfully logs info the Captive Portal page, they can navigate to the
GUI path: Network Status > Login Users > Login Users, to check if the user account has

already logged into the Captive Portal.

) | |

They can also navigate to the GUI path: Log & Report > Log / Events > System, to verify

the log message indicating that they have successfully logged into the captive portal.

When the user successfully logs out the Captive Portal page, they can navigate to the
GUI path: Log & Report > Log / Events > System, to verify the log message indicating

that they have successfully logged out the captive portal.
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Feature Change:

"TS’ror’ring from firmware version uOS 1.32, the user must log in to the Captive Portal
before using the User Aware function for security policy or BWM policy utilization.

Prior to firmware version uOS 1.32, users were able to successfully log in o the device's

GUI link to utilize security policies or BWM policies, as shown below:

LY XEL

HETHOLEEE

Starting from firmware version uOS 1.32, if an account that does not belong to the Local

Administrator attempts to log in to the Web-GUI page, access will be denied, as shown

below:
W55 FLEX 200HP
o
U

Therefore, starting from firmware version uOS 1.32, if users wish to utilize security policies

or BWM policies for login users, they need to enable the Captive Portal function. Users
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must successfully log in to the Network Access Login page to activate the security or

BWM policies, as show in below:
The user successfully logged in to the Network Access Login page.

Mehsork Aecess Login

Welcome!

They can then activate the security or BWM policies for the specific user account.
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Chapter 4- Maintenance

How to Manage Configuration Files

This is an example of how to rename, download, copy, apply and upload configuration
files. Once your USG FLEX H device is configured and functioning properly, it is highly
recommended that you back up your configuration file before making further
configuration changes. The backup configuration file will be useful in case you need to

return to your previous settings.

startup-config

system-default-config last-good-config

2YXEL

" Note: The system-default.conf file contains the ZyWALL default settings. This
configuration file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the ZyWALL is currently using. If
you make and save changes during your management session, the changes are
applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was saved
when the device last restarted.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 196



ZYXEL

MNMETWOREKS

Download the Configuration Files
Maintenance > File Manager > Configuration File

Select the statup-config.conf and click “Download”.

Copy the Configuration Files

Maintenance > File Manager > Configuration File

Select the file and click “Copy”.
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A pop-up screen will appear allowing you to edit the Target file name.
The file as format: [0-zA-20-9~_.=-]{1,63}.conf

Copy Flle

Source fike

Target file

storiup-config.cond

clone.cond

Apply the Configuration Files

Maintenance > File Manager > Configuration File

Select a specific configuration file to have ZyWALL use it. For example, select the

system-default.conf file and click Apply to reset all of the ZyWALL setftings to the factory

defaults. Or select the lastgood.conf which is the most recently used (valid)

configuration file that was saved when the device last restarted. If you uploaded and

applied a configuration file with an error, select this file then click Apply to return the

valid configuration. Click “OK”, ZyWALL will reboot automatically.
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Upload the Configuration Files
Maintenance > File Manager > Configuration File

Select Upload and Browse a new or previously saved configuration file from your
computer to the USG FLEX H device. You cannot upload a configuration file which has

the same name in the device.
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How to Manage Firmware

For management convenience, administrators have the capability to upgrade the
firmware effortlessly either from a PC or using the cloud firmware upgrade function.
Additionally, the firmware upgrade can be scheduled to occur automatically within a

preconfigured timeframe.

Local Firmware Upgrade

You can click the green button to upgrade firmware by browsing the .bin file from your

PC.

"“FNote: You can download the latest firmware version from myZyxel.com portal.
(https://portal.myzyxel.com/my/firmwares)
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Cloud Firmware Upgrade

The cloud firmware upgrade function allows you to verify the most recent firmware
version by clicking the "Check New" button.
Furthermore, the "Auto Update" feature can be activated to automatically download

firmware to your firewall first and reboot your device within a specified time frame.

Claud Frrraaere fndarmcion

RS
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How to Setup and Configure Daily Report

Administrators can efficiently oversee gateway events by reviewing the Daily Report for
management purposes. This example demonstrates how to set up the Daily Report,
including the opftion to select specific log messages for inclusion. Once configured, you
can utilize "Send Report Now" to assess your device's current status and establish a

schedule for receiving the report.

“W'Note: Al network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Mail Server

Before setting up the Email Daily Report, we will be required to set up a mail server.
Navigate to the System > Notification > Mail Server. Input your Mail Server and port, and
activate TLS Security and STARTILS in their respective fields. Next, complete your

account and password for SMTP Authentication as the Sender.
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You can verify the correctness of the settings by using the Mail Server Test below. If it is

successful, you will receive an email.

Mol Zarver Teat

Mail server test sent from USG FLEX 500H!

Mail Tester - grmail.coms

"

This is a test mail sent from USG FLEX 500H

Set Up Email Daily Report

Navigate to Log & Report > Email Daily Report. Enable your Email Daily Report

@ Log & Report »+ = Email Dolly Report -

General Settings

Enable Email Daily Report ‘:)
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Type your Email Subject and your Sender and Receiver in the field.

Ernall Settings

-

]

& Wal Tenier

Scroll down the page and go to Report Items to set up which messages you would like

to include in the daily report

Erpas B
remn Ly

] -] = ] =]

wwardy Sevrime

-] -] = -] -]

L “r—ra

-]

You can set up a Schedule atf the bottom of the page

Schedule
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Test the Email Daily Report

To confirm if the daily report has been set up successfully, click "Send Report Now."

Ermnail Sefirem

™ Hale
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HETWUEEE
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How to Setup and Send Logs to a Syslog Server

For management purposes, administrators can easily monitor events occurring on the
gateway by reading the syslog. This example shows how to send logs to a syslog server.
You can also specify which log messages to syslog server. When the syslog server is

configured, you will receive the real time system logs.

P P Beerermnan e - -
Intermnet Gateway Syzlog Server
LAM: 192.158.1465.1/24 IP Address - 192.143.148.33

“'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the Syslog Server

Install the syslog server. In this example, we use tftpd32 as the syslog server.

45 Mpd32 by Ph, Jounin - (] 3
Cumert Dincioy [0 - Browse |
Servw rimdlaces |97 160 168 33 Feskel PCle GEE Famiy Controlers. = | Showii |
Titp Serves | Thp Chaek | El'Hl:F'm-ml Gt can |L'-Hs nervet | Log v |
et rom dike

D 1 Copy !

Aboed | Letrgr | Heln

Set Up Remote Server Setting on the Gateway

Go to Log & Report > Log Settings > Log Category Sefting. Use the drop-down list to

select what information you want to log from each log category.

Lo Corlwgury Latbng
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Cztwpery Byrem Loy UHE Tirmpe bgrrmie fervw | Pty larrer § =T
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Go to Log & Report > Log Settings > Remote Syslog Server. Set Log Format to be
CEF/Syslog and type the server name or the IP address of the syslog server. Turn on

“Active” to send log information to the server.

&rtyE .j

Lesg Foemat CEFfSysiog -
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Test the Remote Syslog Server

Check logs on the syslog server.
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How to Setup and Send logs to the USB storage

The USG FLEX H Series device can use a connected USB device to store the system log
and other diagnostic information. This example shows how to use the USB device to

store the system log information.

“¥'Note: The USB storage must allow writing (it cannot be read-only) and use the
FAT16, FAT32, EXT2, or EXT3 file system. This example was tested using USG FLEX 200H
(Firmware Version: uOS 1.10). The USB port can provide max. 200mA output power.
You might need to connect external power for the USB storage device.

USB Storage device

Plug in an external USB storage device. USB storage devices with FAT16, FAT32, EXT2, or

EXT3 file systems are supported to be connected to the USB port of the gateway.

Set Up the USB storage on the Gateway

Go to Log & Report > Log Settings > Log Category Sefting. Use the drop-down list to

select what information you want to log from each log category.
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Go to Log & Report > Log Settings > USB Storage. Turn on “Enable USB storage” to store

the system logs on a USB device.

Tasar= Log

I
Al Ghnraig

9

Check the USG Log Files

Go to Maintenance > Diagnostics > System Log. Select a file and click "Download” to

view the log.
o Lag B wd 1= LR Tl s
“Pa—— | [ o—— 1
B  =ree A T [ -
ﬂ o T I

You can also connect the USB storage to PC and find the files in the following path.
\Model Name_dir\centralized_log\YYYY-MM-DD.log

-
| *

usgflex200h:dir eentralized_laog 2023-05-20.log
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How to Perform and Use the Packet Capture Feature

This example shows how to use the Packet Capture feature to capture network traffic
going through the device's interfaces. Studying these packet captures may help you

analyze network problems.

“F'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).

Set Up the Packet Capture Feature

5. Go to Maintenance > Diagnostics > Packet Capture. Select “none” and click “Edit".

6. In Infterfaces, select interfaces for which to capture packets and click the right

arrow button to move them to the list.
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7. In Filter, select IP Version for which to capture packets. Select any to capture
packets for all IP versions.
Select the Protocol Type of traffic for which to capture packets. Select any to
capture packets for all types of traffic.
Select a Host IP address object for which to capture packets. Select any to capture

packets for all hosts. Select User Defined to be able to enter an IP address.

8. In Misc sefting, select "Save data to onboard storage only", "Save data to USB

storage" or "Save data to ftp server".

Wing wrting
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9. Click the icon to start capturing packets.

Facks T oats

10. Click the icon to stop capturing packets.

Download the Captured Packet Files

In Captured Packet Files, select the file and click Download. You can download one
file only at once. The captured files are named according to the date and time of

capture, so new files will not overwrite existing ones.

Check Real-Time traffic using command

Traffic-capture is a CLI-based packet capturing tool on the device. It can be used to
sniffer and analyze network fraffic by intfercepting and displaying packets fransmitted in
the network interface.

Syntax:

cmd traffic-capture <interface name>

cmd traffic-capture <interface name> filter <icmp | fcp | udp | arp | esp>

cmd traffic-capture <interface name> filter “src <ip address>"

cmd traffic-capture <interface name> filter “port <port number>"
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cmd traffic-capture <interface name> filter “host <ip address> and port <port number>"

cpdump; wverbose output suppressed, use -v or -wvv for full protocol decode
istening on ge3d, link-type EN1AME (Ethernet), capture size 252144 bytes
16:87:36.738176 |00 D s, ethertype IPve (@x@888),
length 77: 192.168.168.33.5353 » 124.9.8.251.5353: @ &4 (QW)? zytwapexone.local
. {38)

16:87:36.738249 [ s 000, ethertype IPv4 (@x@B88),
length 77: 192.168.168.33.5353 » 124.9.8.151.5353: @ & (QM)}? zytwapexons.local
. (38)

16:87:36.739617 U L, ethertype IPv4 (@x8E88),
length 77: 182.168,.188.33.5353 » 134.9.8.351.5353; @ AAAA (QH)? zytwapexone.lo
lcal. (35)

16:87:36.739654 ., ethertype IPv4 (Bxese8),
length 77: 192.168.168.33.5353 » 134.9.8.3251.5353: @ AAAA (QH)? zytwapexone.lo
cal. (35)

16:87:37.866145 [ s L, ethertype IPv4 (@x8888),
length 74; 19%2.168.168.33 » 8.8.8.8: ICMP echo request, id 1, seq 478, length

Euﬂtuﬂm} cad traffic-capture ge3 filter “sre 192.168.168.33°

F:Hlt:nn‘F RPC interrupted.
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How to Allow Public Access to a Server Behind USG FLEX H

Here is an example of allowing access to the internal server behind a USG FLEX H
device with network address franslation (NAT). Internet users can access the server
directly by its public IP address and a NAT rule will forward traffic from the internet to

the local server in the intranet.

Intermet

=6

Intarnet user
Access the HTTP server via hitp:10.214, dﬂ.-ll-

Public 1P
10214 4846

HTTP server
192.168.168.33
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Set Up the NAT

Go to Network > NAT, and click +Add to create a NAT rule.

- Input the rule name

- select Virtual Server

- Incoming Interface: gel

- Configure the Source IP to limit the access by the Source IP. You may select Any

- Configure the External IP. Select Any to choose the gel interface IP as the external IP.

- Configure the internal IP. Click +Add Object to create an address object as a host
192.168.168.33 which is the IP address of the internal server.
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- Port Mapping Type: Select HTTP for both external and internal service.

||—| ot = =1 =

Ganaral Sattings

e o «©
Port Mapping Tvpe
(W) Virhagl Sarver I::I 151 HAT ) Marny 151 HAT
Mapping Rule
P P :|...' -
2 &
famal F & Swfine F- 4
N M p—— r
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Test the Result

Type http://10.214.48.46 into the browser, and it display the HTTP service page.

Frddae

49 It LA FEEY
D e e
i Eham
Mithkia Cal
- Y S i

Gy lrpe BTG IO 44713 P
Feram porser 01037 06
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How to Configure DHCP Option 60 — Vendor Class Identifier

USG FLEX H series supports DHCP option 60. By VCI string matching, a DHCP client can
select a specific DHCP server within the WAN network. This feature proves beneficial in
network environments where multiple DHCP servers offer services. Clients that need
Internet service can be directed to the DHCP server that provides corresponding
Internet connection details via the identical option 60 string. On the other hand, IPTV

clients can relay to another DHCP server for obtaining IPTV service information.

Set Up DHCP 60 on the USG FLEX H

1. Go to Network > Interface > External, and edit the WAN interface.
2. Make sure the WAN interface is set as a DHCP client. Select Get Automatically
(DHCP) for Address Assignment.
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3. Scroll down and expand the Advanced Settings: DHCP Option 60
4. Enter the VCI string in the field of DHCP Option 60, and click Apply
=g R

atowit L&

Test DHCP Option 60

To check the functionality of DHCP Option 60, we can use packet capture software to

check if option 60 string exists in the DHCP discover message that is sent from the USG

FLEX H.

IV oh 097 0. 0@ RIS bR HI BEP Daceess - Praviectbss 1D et 1M

Phbpresd 00, %rm: DponlCom oT:iel: M (B8 o B0 g0 ol B, Owi: Bresdomd PP 000000 8]
Irterrard Praboenl se-vi o, Sevo 0,58, Dhdg 35, 295,39, P98
ier Dalagres Frefmal, Se0 Pacd o &, D50 ®acdo BP
v paaal: Weat (o ijeratles Pootical [Dlaca=es|

g iiags Dvps: Boot Begesun (00

Agdears type: Ctherrvat [0

darvhars sddrans larghh: &

L

Torimrian U limy 18 sl 1

freioran lapesd. @

Baop FLage: el (misit]

Cligrs DF eifrass: BoEBE0

Pemar Crliierd] 5P sddress: [EEN |
S s 1P mkiewisc 8,8, E8

Relasy agevl IF sddessa. @009

LLlaee Mgl sdreii: Jpeelics al:sl:H (e of 0 &F =8 ®]
Dllsrn aprdedrs pddraan cededing:  ulaieiiinudiga auiwd
Lpwwr Bopi rems non ghess

Bl Sile rams sl @

Pagli veshle: SEP

r
dgnles. (RN B=F Medsage Typs (Dliciwss |
Ggrlesc [Ri] OF hddreas desis [l
Optdoe: [Li] mowi Mess

Ootloe: [E5] bud
Paddirg (WETEEREY

Fremg TF: M7 bytes o edrs [ITH Blisl, M7 byees csprersd [17H Blin] o drserfes el [LlAr dld - (FE]- 2500 AUFN- B Dl s, 14 B
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How to Configure Session Control

Session control can address abnormal user behavior. By monitoring session activities, the
firewall can detect deviations from normal usage, such as sudden ftraffic spikes or
unauthorized access attempts. This proactive approach enables prompt action to be

taken to investigate and mitigate potential security threats .

2.0Detect sassion
3.Reach the limit

4 Giateway P e ——
PC:192.168.1659.33

4.Black the session Session Control 1.Access webaites trigger 1essions
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Set Up the Session Control

Go to Security Policy > Session Conftrol. Turn on this feature.

@ Security Policy * > Session Contral =

General Settings

Session Contro a

Default Session per host 1000 (0 - 20000, O is unlimited)

You can field in the value of the Session per hosts you would like to limit.

The field here is for the client who is not in the rule under the list

[E S

i i - i S ikl il e

To limit a user’s session. You can set up specific rules for each user

Click Add >Select one of the user and field in the Session limit for the user and click save.

| =}

T R ITR=T =11 - S PLT -

Fonaral Eml'lling:

Y o, - ¥ [ R T TP B i ¥

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 223



ZYXEL www zyxel.com

MNMETWOREKS

Test the Result

Log in as User: Zyxel

ZYXEL

HETWORKS

Iyxel ¥ou now have logged in.
Click the logout button fo femminate the occess sassion,
You could renaw your leqase time by clicking the Renew button
Fof security reason you miust login in again after 1 danys .
User-defined lease fime (max 1440 minutes): 1440 | &

| Updating lease time outomaticall,

Remaining fime before auth. fimeoud |hmmiss); |23:55.44
k=

Try fo access web browser to hit the session limit

Go to Log & Report > Log/Events and select Session Control to check the logs.
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How to Configure Bandwidth Management for FTP Traffic

This example illustrates how to use USG Bandwidth Management (BWM) for controlling
FTP traffic bandwidth allocation. By specifying criteria such as incoming interface,
outgoing interface, source address, destination address, service objects, application
group, and user, you can create a sequence of conditions to allocate bandwidth for
packets that match these criteria. Once BWM is set up, it allows you fo limit bandwidth
for high-consumption services like FTP, ensuring bandwidth guarantees. This is @

practical example of implementing BWM for FTP traffic with a USG device.

FTP Server
Download 20Mbps 192.168.168.33

“F'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. The total available bandwidth assumption is 5SMbps. This example was tested
using USG FLEX 500H
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Set Up the BWM rule for FTP download

www.zyxel.com

Go to Network > BWM scan. Click on "*Add"” button to create a new BWM rule.
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Incoming Interface: ge3d

Outgoing Interface: gel

Source: LANT1 IP Subnet

Application Group: FTP

Traffic Shaping: Download Limit 20 Mbps.

“W'Note: The terms "incoming interface" and "destination interface" indicate the
direction of traffic that the client inifiates during a session. The ferm "Source IP
information" denotes the initial IP address. Furthermore, the Application Group
function identifies client traffic types based not only on the service port but on other
criteria as well.

Different Scenarios:
(1) Shared
If you select the “Shared” sefting in the BWM rule, the selected IP addresses will
share the configured bandwidth.
e.g. Limit the maximum FTP download bandwidth to 20 Mbps for whole of LAN1 PCs.
(2) Per User
If you select the “Per User” setting in the BWM rule, each user will have a limited
bandwidth.
e.g. Limit the maximum FTP download bandwidth to 20 Mbps for each user.
(3) Per-Source-IP
If you select the “Per-Source-IP” setting in the BWM rule, each selected IP address
will have a limited bandwidth.
e.g. Limit the FTP download bandwidth for each LANT PC to 20 Mbps.

“WNote: If you select the “Per User” option or configure “User” as a condition, the
Captive Portal service must be enabled, and the PC must be authentficated by the
firewall first.
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Turn on this feature. It will enable BWM function to allowing the rules to be effectively

applied.
'
Carrw s
- - |
—
L] - B
17 ke e e =L L L] LA~ Erfrata " lr—=r " e e T
..... il =1} [FEI S it

Test the Result

The PC connect to LANT and download file by FTP. the download speed is around 20
Mbps.
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4 EAR Survey | T ASYECITE- 39VWEE-m P 13.0p IL7 373 e
b FLEX oficisl D_. | 13 LABNFORTS-25WHDE-m 7123 sip 177008107
b From CidpC = | s I31ABTHIITS - 25WKDS-m7 123 zip TIZIHMT -
44 files and 16 directories Ti | Selected 1 file Totsdsize 212,224 320 bytes
T Locad file Chrechon Nampty
W coadmin@etd-tw dors net
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Go to Log & Report > Log/Events and select BWM to check the logs.

BT Ty ¥ Lomggany ¥ L T LI b= EN el ¥ 8
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How to Configure WAN trunk for Spillover and Least Load First

In the realm of network management, WAN trunk spillover and the Least Load First (LLF)
algorithm are vital for opfimizing resource utilization and enhancing network
performance. WAN frunk spillover ensures seamless connectivity by distributing tfraffic
across multiple WAN connections, preventing bottlenecks, and maximizing bandwidth
usage. The LLF algorithm intelligently balances ftraffic load by prioritizing the least
loaded WAN links, minimizing latency, and improving overall network efficiency. This is
an example of using the FLEX H series for two spillovers and the Least Load First
configuration. The following example is based on GE1 1G/1G and GE2 500/500 Mbps for

illustration.

internet

"“d" Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.20).
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Least Load First

The “Least Load First” algorithm allocates new session traffic based on the current
outbound bandwidth utilization of each trunk member interface. This utilization, measured
as outbound throughput over available bandwidth, serves as the load balancing index.
For instance, if WAN 1 has a throughput of 1000K and WAN 2 has 5K, the Zyxel Device
calculates the load balancing index accordingly. With WAN 2 showing a lower utilization,
indicating lesser utilization compared to WAN 1, subsequent new session traffic is routed

through WAN 2 for optimal load distribution.

Spillover

The “Spillover” load balancing algorithm prioritizes the first interface in the trunk member
list until its maximum load capacity is reached. Any excess fraffic from new sessions is then
directed to subsequent interfaces in the list, continuing unfil all member interfaces are
utilized or traffic demands are met. For example, if the first interface offers unlimited
access while the second incurs usage-based billing, the algorithm only activates the
second interface when traffic surpasses the threshold of the first. This approach optimizes
bandwidth usage on the first interface, minimizing Internet fees and preventing overload

situations on individual interfaces.

Set Up the User-Defined Trunk

Spillover and Least Load First

Go to Network > Interface > Trunk page, and click Add button to create user-defined
Trunk. In the general settings, we can configure the following settings;

Name: Least Load First (Enter a descriptive name for this trunk)

Algorithm: LLF

Load Balancing Index: Outbound

Note: This field is available if you selected to use the Least Load First or Spillover method.
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N - " -

Gerecoi SeMings

Lead Jalancing letlng

== -]
- l . - -
+ Add m
Intertoce ¢ Mode B Uit (Kups) *
jalg

Click Add to add a member interface to the frunk, in this scenario, we have gel, and
ge?2 for Internet access.

Member: gel(Wan)

Mode: Active

Limit(Kbps): 1024000

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

E55) E

] wietace 3 Voce Ut (K3gy) &

Click Apply to save changes.

Some changes were made

What do you want fo do then?

cove | I
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After the Trunk LLF is created, let's create a second WAN frunk for spillover testing, click Add
button to create 2nd user-defined Trunk.

Name: Spillover (Enter a descriptive name for this trunk)

Algorithm: Spillover

Load Balancing Index: Outbound

Gavwrnt late=gy

TN—

1400 fandecrg Leltmy

rmenei 0 ¥ Meme ¢ G g ¥

Click Add to add a member interface to the frunk.
Member: gel(Wan)

Mode: Active

Limit(Kbps): 819200

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

m

~1

[ ] hestace # Mue ¢ Ust (Kbips) §

Click Apply to save changes.

Some changes were made

What do you want fo do then?

Cancel

Apply
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Go to Default WAN Trunk section, select User-Defined Trunk and select the newly

created (LLF or Spillover) Trunk from the list box. Click Apply to save changes.

L*) st = T -
Trunk
Owfautt WAN Trunk
-t D) Dby
- - - -
User-Defneod Trunk
+ Add Q H M
[ Nome ¥ Algorthm 3 Members ¥
1L I
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Some change: were mode
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Vhar 90 yOu want o g et
=l -
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Test the Result

Spillover
1) Apply Spillover in User-Defined Trunk.
2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.

3) Go to Traffic Stafistics > Port to check interface utilization. Upload fraffic should go to
gel as this interface is the first member interface in Trunk Spillover. Check if maximum load
capacity 819200bps is reached. Any excess fraffic from new sessions is then directed fo

subsequent interfaces in the list

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface ge2 to see if new sessions are captured on ge2.
Least Load First

1) Apply LLF in User-Defined Trunk

2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.

3) Go to Traffic Statistics > Port fo check interface utilization.

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface with lower fraffic load to verify if the ICMP traffic is

routed through the less congested interface.
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How Does SIP ALG Function Work on USG FLEX H?

SIP ALG consists of two key services for managing traffic on firewalls: SIP transformation

and SIP pinholes.

SIP Transformation

The SIP transformation function modifies SIP header information, facilitating SIP signaling
traffic over NAT operations. This enables seamless communication between private IP
addresses and public IP addresses.

SIP Pinholes

SIP pinholes ensure the persistence of registered SIP sessions and RTP sessions during NAT
operations. This prevents issues such as dropped calls or non-functioning phone calls

caused by expired SIP/RTP sessions on the firewall.

Cloud-based SIP servers are typically sophisticated enough fo distinguish between a
client’s local (private IP) and public IP, making SIP transformation unnecessary in most
scenarios. However, the SIP pinhole feature remains essential for proper NAT operations.
The SIP ALG featfure on H Series firewalls focuses on supporting SIP pinholes. This ensures
that SIP and RTP sessions are managed effectively, maintaining reliable communication

across firewalls.

SIP Server
B10.214.48.200
USG FLEX 100M 5IP Phone#2
aes ————— B v e | 17216816836
EHH WAN IP
3IF Fhone#1 10.214.48.74
10214 48101 [—
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SIP ALG Feature for Keep SIP/RTP Activity Sessions on Firewall

Go to Network > ALG > SIP ALG feature.

L

FIP LG
-
L ALG

t dad

Pad =

SIP Signaling port:
Default SIP service port is 5060. You can configure to other ports to fulfil your network

environment.

SIP Inactivity timeout:
In firewall default setting, general UDP session fimeout is 300 seconds, and UDP stream

fimeout is 60 seconds. (System > Advanced)

b N

Fraes Dt § e

You can configure Media(RTP) and Signaling(SIP) timeout for your SIP phone, it could

keep the sessions on firewall fo prevent lost incoming phone call due o session expired.
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Peer to Peer connection restriction:
It is for incoming STP/RTP traffic. If the source IP address doesn’'t match to exist sessions,

then firewall will drop the incoming traffic.

Test the Result

Dial the SIP phone call from SIP Phone#1 to SIP Phone#2.

5IF Server
1021 4,48, 200

v
|E fq Iﬂgiﬁ-fl.?i

SIP Phone#]
10.214.48.101 _D

Turn on SIP ALG feature and enable “SIP Inactivity Timeout” service, also have an extend

55 FLEX 100H SIPF Phonesd
[ 8 aassas | 192, 148,148,348

Signaling(SIP) and Media(RTP) inactivity fimeout as 3000 seconds.

[} e

FTF ALG

LTI
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Use CLI command to check exist sessions has been extended successfully.

CLI> show conntracks | match "<IP address>"
Before enabling the SIP ALG feature, system will use the default UDP timeout.

After enabling the SIP ALG feature, system will extend the timeout value.
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How to Deploy Device HA

The Device HA feature acts as a failover when one of the devices in the network fails or
can't access the Internet. Device HA uses a dedicated heartbeat link between an active
device and a passive device for status syncing and backup to the passive device. On the
passive device, all ports are disabled except for the port with the heartbeat link. This

example illustrates how to deploy the Device HA in your network.

Priemary device
Siole: Active

-H-\. ' i & ."'- %
Heartteol Connechon
Secondary device
Siate: Possive

“J'Note: Device HA is supported on USG FLEX 200H, USG FLEX 200HP, USG FLEX 500H,
USG FLEX 700H.This example was tested using USG FLEX 200H (Firmware Version: uOS
1.32).
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Prerequisites for Device HA

The primary and secondary devices in Device HA mode must meet the following

requirements:

1. The same model - Both devices must be of the same hardware model. In this
example, both devices must be USG FLEX 200H. You cannot set up Device HA
between different models, USG FLEX 200H and USG FLEX 200HP.

2. The same firmware version - Both devices must be running the same firmware
version (UOS 1.31 or later versions).

3. The same Organization on Nebula - Both devices must be registered to the same
Organization on Nebula.

. Assign the primary USG FLEX H to the first site
. Assign the secondary USG FLEX H to the second site

B

4. Enable SSH port number - The SSH service under System > SSHH must be enabled on
both devices. SSH port number must use 22 to enable synchronization for Device HA.
5. WAN connection of the active device - Ensure that the active device has normal

WAN connectivity to the internet and is connected to Nebula.

“FNote: It is highly recommended tfo complete device registration steps on Nebula
before pairing HA.
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Configuration on the primary device

1. Set up with your desired configuration and networking settings.

2. The highest-numbered copper Ethernet port is reserved for heartbeat
communication. Make sure the heartbeat port is not assigned to any interface. In
this example, P8 is the heartbeat port on USG FLEX 200H. Remove P8 from interface
ge4.

General Sefings

Indedoce Proparhes

:‘d’l’No’re: Heartbeat port for HA synchronization
USG FLEX 200H/200HP: P8
USG FLEX 500H/700H: P12

Go to Network > Interface and make sure p8 doesn’t belong fo any interface.

islirkina

daadd
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3. Go to System > Device HA > HA Configuration.

. Select Primary role.

. Select HA MAC address.
If Virtual MAC Address is selected, the MAC address of each interface will be
replaced as follows.
D8:ECES:XX:XX:1D -> D6:ECES:XX:XX:1D

. Configure Management IP for active and passive role. The two management
IPs must be different but in the same subnet.

. Select monitor interfaces. HA failover will be triggered when monitored
interface is down. Turn on “Enable” to enable Device HA and Apply.

H& Canfigunsban

General Sottings

o]

nanpagement Configuotion

| % Pomary (Loerge Confroier ]

Fanior interfocs

R
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Configuration on the secondary device

1. Macke sure the secondary device is reset to default settings. Follow the wizard to
register it to Nebula and it to the same organization as the primary device.

2. After the secondary device is registered to Nebula successfully, remove wan
connection from the secondary device and login to the device via lan interface to
configure HA.

3. Make sure the heartbeat port is not assigned to any inferface. In this example, P8 is

the heartbeat port on USG FLEX 200H. Remove P8 from interface ge4.

Fereral Seftings

Imerfoce Properiies

4, Go to System > Device HA > HA Configuration. Select Secondary role. Turn on
“Enable” to enable Device HA and Apply. Logout from the secondary device and
unplug all Ethernet cables of wan and lan interfaces.

Hi C el guimSan

=TT W T 3
; ..:]
=

Meo=sigermen Lonfgpurabeomn
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Connect the heartbeat ports

Connect the heartbeat ports of the primary and secondary device directly and avoid

putting a device in between such as a switch.

" Note: The heartbeat port of the primary and secondary device must be
connected directly to each other (not through a switch).

Check HA status

Login fo the primary device and go to System > Device HA > HA Status. Make sure the
heartbeat link status is connected. You can also use the SYS LED on the active device to
check the paring status.

Pairing status: Paired

Last Full Sync Status: Success

H& Shobus

Statuz

ACTve Faziive

TRy S comedary

Enabled

Faired

Synehronizotion Safuy

[Succes |
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You can also enter the command on the primary device to check HA status.
usgflex200h> show state vif main device-ha status

Synchronization can take up to 5 minutes or so. Once it has finished synchronizing, you
can verify if the setftings are synchronized by accessing the passive device through
Passive Node Management IP. Once pairing is complete, the secondary device's
license will automatically be transferred to the primary device and you will receive an
email notification.

usgflexl@an@3ils> show state vrf main device-ha status
statius
enablad truas
initial-role primary
pairing-state paired
pairing-msg Faired
ha=-health-state connected
local-stats ackive
local-raole primary
active
role primary
sn 523 =Y=[=2=1
icon=coler on

passiva
role Secondary
50 522 3258

icon-color on

If Paring Status is not “Paired”, check what the error message is and resolve the error. In
this example, the error is “Device firmware mismatch”. Check the firmware version on
primary and secondary again and make sure firmware version on both devices are

identical.
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ey - Dl - - & 5 e -

M, Hatur

Shahe

nooies

“d'Note: After the error is resolved (Upgrade two devices to the same firmware
version), you can keep the heartbeat port connected on both devices, and disable
and enable HA on the primary device to trigger pairing again.

Ha Canfiguralion

Saneral Seting:

[ ]

Manogemant Configuoson

Morahor nfedoce
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HA Synchronization

. Full Synchronization: Use the command on active device to manually force a full
synchronization. You can also use SYS LED on the passive device to check the
status of HA synchronization.
usgflex200h> cmd device-ha force-sync full

. Incremental Synchronization: This happens automatically when changes are
made to the active firewall. The updates are synced to the passive firewall within 5

seconds. It is important to only make configuration changes on the active device.

“FNote: Al configuration changes must be made on the active device. Do NOT
manually configure the passive device.

Connect the network cables to the secondary device

Once the devices have been properly synchronized, connect all network cables to

wan and lan interfaces of the secondary devices.
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Test HA Failover

1. Inthis example, gel is the monitored interface. Unplug the Ethernet cable of gel

interface from the primary device to trigger HA failover.

Monitaor inderfoce

S el @ =
oI o Mgniihorsd Intsrtocs Link Lissm t}
Faoiloeet on Manibared Conneciivly Check Folure ]

2. Check HA Status and HA log by accessing Active Node Management IP

https://10.10.10.1. In HA Status, the secondary device becomes Active role.

(] yvtem o > DovcarA < HASIONA »
MHA Stahuz
Achive Pozzive
Soromayy Pnary
Devics MA Taiue tnabled
Sairna Lhrha fored
Synchwonizofion Siotus
- o1 .
Poliover Shotys
- lar = JOW
sy ~ - - Sed 125t >
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In HA Log, the secondary device (Local) changes the state from Passive to Active.

CYSp ) W—— “ 3

IYXEL s [

&

Check Virtual MAC Address

Active Device
On Dashboard > System Information, MAC address is the physical MAC address.

Syvatem Informalicn ]
=L e usgflex20ahcIze
sl tiumser 1318

AL Addres  DESCESTINNN D ~ DebC: R M-
n ?1-3![“'”'.'.D‘]b~! SCRE-03-17 TAVENE
T e H
SO28=03-2T Ti:41:58
e Eharhn oK
Comnbshed

In Network > Interface, it shows the Virtual MAC address.
Intefase Propedie:

Pl ] ey

e

Ifle=tacs [yns Elraitved
IFREF C100 G o4
-
gl ioe! | O -
P VA -
14 & o g (L1 = D adoull A gty = =0
(ol ervatle Dafo Bortoire
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intarfose Proparie:

¥ .
.

SYS LED Status

State SYS LED on Active Device SYS LED on Passive Device

Pairing in Progress Alternating Green Solid

Green on: 500ms, Red on: 500ms

Pairing fail Red Blinking (1sec) Green Solid
%
Sync. in Progress Green Solid Amber Blinking (500m:s)
Sync. Completed Green Solid Amber Solid
Active Node Running | Green Solid Amber Solid
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How to check Packet Flow Explorer

The Packet Flow Explorer is a powerful tool for analyzing and understanding routing-
related issues. When used correctly, it offers a basic overview of your firewall's
configuration without requiring an in-depth examination. This example demonstrates how

to check the routing and SNAT status using the Packet Flow Explorer.

internet

GEI WAN Inlerfacs GE2 WANK interfoce

LA A AR
LB A AR

“FNote: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG FLEX 200H (Firmware Version: uOS 1.31).
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Scenario and Requirement

1. Dual WAN interfaces are in the default WRR mode, and both WANs are active.

Llood Baloncing Seffing

Irdsroce Mode * Farameter +

2. A stafic route is configured to route traffic to 8.8.8.8 from the GE2 WAN interface.

Uatic foute
Configurcon
+ Add S Rehreth Q H [
] Sahes @ Nome * Dettinchion ¥ Noxt Hop # Descriphion ¥ Makic ¥
- gl

3. A policy route is configured to route all internet traffic through the GET WAN

interface when source is LAN1 subnet.

ey bete

o LT

n

Nda® ' et st eyt leeme t Busbhon ¥ BCY Cotn * Svnn ' Jswma et b Beviap ¥ JEC Madeng ¢ e Y Lo

aar

Based on the configuration above, we expect that if a host is placed in the LAN 1 subnet,
all traffic will be routed through the GE1 WAN interface, except for fraffic to 8.8.8.8, which
will be routed through the GE2 WAN interface.
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Verification

1.

Place a host in the LANT subnet, then run the command ping 8.8.8.8 -t in the Windows

Command Prompt to check for ICMP response from 8.8.8.8.
C:\Users\NT122546>paing 8

of data:
time=9ms
ime=8ms
ime=6ms

rt

Pinging 8.8.8.8
Reply from
Reply from
Reply from
Reply from
Reply from 8.
Reply from

T
~1

TT1
TTL=

~ ~J

-
=
|

ime=T7ms

—_
-
-

|
~J

ime=6ms

oo moomo
oo MmOoDMmEo W

-

=
I

~J

The host receives ICMP response.

Confirm that the traffic is being sent out through the GE2 WAN interface, as per the
static route configuration.

Type the command emd traffic-capture ge2 filter "host 8.8.8.8" to capture packets on
the GE2 WAN interface and verify that the fraffic is being sent out through the GE2
WAN interface.

We're unable to see packets to 8.8.8.8. Let's capture the packets on the GE1 WAN

interface instead.

cmd traffic-capture gel filter "host 8.8.8.8"

Traffic o 8.8.8.8 is being sent out through the GE1 WAN interface, indicating that the

static route is not working as expected.

3. Go to “Maintenance > Packet Flow Explorer > Routing Status” to check for possible

issues.
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As we can see, the policy route has a higher priority than the static route, causing

traffic to 8.8.8.8 to be affected by the policy route.

We can try temporarily disabling the policy route to see if traffic to 8.8.8.8 goes
through the GE2 WAN interface.

cmd traffic-capture ge2 filter "host 8.8.8.8"

Now we can see the traffic to 8.8.8.8 appearing on the GE2 WAN interface. However,
there is no ICMP response from the uplink router. Upon checking the source IP, it is the
LAN host's IP, but it should be the GE2 WAN interface IP. The result shows that the

firewall GE2 WAN interface does not have source NAT.
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4. Go to “Maintenance > Packet Flow Explorer > SNAT Status” to check for possible issues.

A Yeen e
INAT New
Laetulne v Pobe g boike
o anar |wepwrre (Ted? .
inal ina)
. —————y Datgewy bt
rrrTe et vietyr e teweet vivtyee
fematy fanam '™ fmwr e metane

Mouse over the External interface. It indicates that SNAT is off on the GE2 WAN
interface. This would be a misconfiguration on the GE2 WAN interface.

LR 2

INAT P

Ulata bde vP Pudeey Rasle

x T Ay I5zchaer THAY =
waal ua

Sl Rne ——

be=mmn Assom V™

Bytes

Deafoult SNAT m

“honge o g Differant ISP O o

The above scenario is a simple example for checking routing and SNAT status in Packet

Explorer.
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Test the Result

Generate ICMP traffic from LAN hosts to 8.8.8.8 and confirm if the traffic is sent out through

the GE2 WAN interface.

1. Runthe command ping 8.8.8.8 -t in the Windows Command Prompt to check if it has
an ICMP response from 8.8.8.8.

Pinging 8.8.8.8 with

Reply from time=lms

Raply from & time=4ms TTI

o o ¢

time=4ms TTL
y time=Ums TTL=5E
ytes= time=Ums TTL=56

Reply $rom

Reply from

o o

Reply from
Reply from

Reply from

(<)

t

L

L

b

b

bytes=3 time=lims TTL=56
bytes=32 time=lms TTL=56
b 26=32 time=3ms TTL=56
b

b

b

b

b

P

Reply from
from ¢
from

time=lms TTL=56
time=Ums TTL=56

> 00

from time=4ms TTL=56
time=lms TTL=56

time=lims TTL=56

from 8.

from

2. Type the command cmd traffic-capture ge2 filter "host 8.8.8.8" to capture packets on
the GE2 WAN interface and check if the traffic is sent out through the GE2 WAN

interface.
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How to set up a Link Aggregation Group (LAG) interface

A Link Aggregation Group (LAG) combines multiple Ethernet ports intfo a single logical link,

LAG interface, between network devices. It helps to increase bandwidth and provide link

redundancy.

The LAG inferface of Zyxel USG FLEX H firewalls combines multiple Ethernet interfaces as

members and supports three types of modes, Active-Backup, LACP (802.3ad), and Static.

Prerequisites of Ethernet interfface member

To be a member of LAG interface, the Ethernet interface must Meet all of the following

conditions:

1.

o M 0N

The Ethernet interface can only bind to one port. And the port cannot be used by
other VLAN interface.

The Ethernet interface cannot be a member of other bridge, or LAG interface.

It does not have an IP address (must be set to unassigned).

It cannot have MAC address overwrite settings, must use default MAC address.

The interface must not be referenced by any other configurations except the Zone.
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Create a LAG interface

1. Edit the member Ethernet interfaces and make sure the MAC address is set to use

default MAC address and the Address Assignment is set fo unassigned.

- - -

Gl hettiags

niwrdace Fopsrhis

2. Click +Add to create an interface and select the Interface Type as LAG.

-

Gl Saimegi

Inlelicn Propar i
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“FNote:
. LAG support interface Role: External, Internal and General

. When the interface role is external, the LAG IP address does not support
PPPoE or PPPoOE with a static IP

3. Select the LAG mode

L - -
IFf el 7
o @ g
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LAG mode: Active-Backup

Provides automatic link failover by keeping backup ports not fransmitting traffic until the

primary port experiences a link-down event.

ArlvE 4 L Digwm
ip— : ——
bociug v
A0 LaG

Mii Monitoring Interval: Defines how frequently the system checks if a LAG member
interface is active or down

Primary: Allows you to specify which member interface should be preferred as the active link

ban @ iR e

LAG mode: LACP (802.3ad)

Provides automatic link failover and load sharing by allowing all ports in the LAG group
to tfransmit traffic. The LACP messages will be periodically sent.
When in LACP mode, the connected Switch must also configure LACP mode for the

physical ports that connect to the USG FLEX H Firewall.

(

1A LA
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Transmit Hash Policy: Determine how outgoing ftraffic is distributed across the
aggregated links. The default option is src-dst-ip-mac. Select src-dst-ip-mac to

distribute traffic more efficiently by considering both source-destination IP and MAC.
1) gel D ped D

o (B0 300 S

LAG Mode: Static

All ports in the LAG group will be always active for link failover and load balancing. The
use case is when using legacy networking equipment that doesn’t support LACP. When
in LACP mode, the connected Switch must also configure LACP mode for the physical
ports that connect to the USG FLEX H Firewall. When in Static mode, the connected
Switch must also configure Static Trunk mode for the physical ports that connect to the

USG FLEX H Firewall.

ﬂ gufi @ o=
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Checked by CLI: show state vif main interface lag
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How to Set Up AP Control Service for Zyxel APs

In today’s digital landscape, wireless networks have become a critical infrastructure for
businesses and organizations. As the number of connected devices continues to rise
and network demands grow, managing and opftimizing wireless environments has
become increasingly challenging. Serving as the backbone of cenfralized Wi-Fi
management, wireless confrollers play a vital role in enhancing network stability,
security, and operational efficiency. This article delves into the key functions of wireless
conftrollers, their application scenarios, and their importance in enterprise network
architecture. This is an example of using USG FLEX H series to manage the Zyxel Access

Points (APs) and allow wireless access to the network.

= =—uay t—

Smart TV ' Laptop

...... 7 |
® FLEX H |Controller)
»
.
Tablet PC
»
- —— =)
Smart Phone Zyxel AP Desktop

“'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.32).

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 264



ZYXEL

MNMETWOREKS

Set Up the AP Management on the FLEX H series

In the USG FLEX H, go to Wireless > AP Conftrol Service, enable the AP Management
Service, and set the AP login password.

Wireless > AP Control Service

(4

A s
nrees v A QN Jervice v

AP Management Service

A Logn Possword R o
tvpe o Confirm LR

* Note

This password Is for the AP admin account. Use It with usemame ‘admin’ 1o log in to the AP
Connect the Zyxel AP unit to the lan interface.
Go to Wireless > Access Points > AP List. The Zyxel AP will be listed under Unmanaged AP

tab. Tick the AP and click "Add to Managed AP List.

Wireless > Access Points > AP List > Unmanaged AP

Wieelazr * > AccenPonrty AP et w

[+ Add fo Manoged AP List Q < [0
Name * P Address *
B APF44D:S5CHPDD8AB 92.168.1568.38
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Once the actions above are completed, the AP will be listed in the Managed AP tab.

Wireless > Access Points > AP List > Managed AP

LT

Ve

frmmen Wees | e b e * Aowon ¢ Masw b Sowwd Caw ¥ BT 2aden ¢ T4t ot ST e b e e b

“F'Note: The APs may fake few minutes to appear in the Managed AP List.

Go to Wireless > WLAN Settings > SSID Settings to configure a name for the SSID and set
a password for WLAN security.
Wireless > WLAN Settings > SSID Settings

i

WAN Lew ity

9999999!5.__
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Test the Result

Go to Wireless > Access Points > AP List > Managed AP tab. You can check the list of
APs currently connected, along with detailed information such as IP address, model
name, current clients, MAC address, and radio information.

Wireless > Access Points > AP List > Managed AP

Pommmmn Moty ¥ Mt ¥ e ¢ * Aowan ¢ Masw Tt Cwen ¥ WAT Bamern b P40 b D ¢ Y e b e e

Go to the Wireless > WLAN clients, you can check the list of wireless stations associated
with a managed AP and the details information such as SSID Name, Security, IPv4

Address, and association time.

Wireless > WLAN clients

Asa P38zy Qo

NAC Ldevem * teret havves ¥ Cavvenmtm ¥ MEee? nus Loniety ¢ Pk hvbmes ¥ Austas on #

Using a laptop to connect to SSID: Zyxel_Wireless_Network and type the password for
authentication. Go to the Log & Report > Log / Events > APC, you will see WLAN Station
Info as shown below.

Log & Report > Log / Events > APC

Are

T ww oy O log = tebms

.t L Copwgoy ¢ Waage ! e ¥ S pn Dat Py & Mok ¥
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What Could Go Wrong?

If you can’t see AP information in the AP List, please check the number of APs
connected to the USG FLEX H firewall has exceeded the maximum Managed AP
number it can support. If your mobile device can’t access to the Internet via AP
connects to the USG FLEX H firewall, please check if the LAN outgoing security policy

allow access fo the Internet.
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Chapter 6- Nebula

How to Set Up Nebula site-to-site VPN on the USG FLEX H?

This example shows how to use Nebula VPN to establish Site to Site VPN tunnel between
USG FLEX H and USG FLEX/ATP. The example instructs how to configure the Nebula Site-
to-Site VPN using the Nebula Control Center. Once the Site-to-Site VPN tunnel is

established, LAN hosts can communicate with each other through the VPN tunnel

seamlessly.
Site A Site B
g ) -Sie-foSie VPN Tunnel . Bl 17 ceaac
USG FLEX/ATP USG FLEX H
e, —_——
192.168.46.0/24 192.168.168.0/24

“'Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Site-to-Site VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall >

Site-to-Site VPN > Configure the Primary interface, Secondary interface (backup
interface), on the local networks, enabling the interface will require routing through the
VPN. Enable the Nebula VPN and choose the Site-to-Site VPN topology.

USG FLEX/ATP site

T 7T
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USG FLEX H site

e

=

—_—m—
=
=
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Verify the VPN Connection

Navigate to Side-wide > Firewall > VPN connections to check the site-fo-site VPN

connection was connected successfully on both sites.
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

() ) ; A
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How to Set Up Nebula Hub-and-Spoke VPN on USG FLEX H
(Hub site)?

This example shows how to establish Hub-and-Spoke VPN ftunnel between USG FLEX H
and USG FLEX/ATP. The example instructs how to configure the Nebula Site-to-Site VPN
using the Nebula Control Center. Once the Hub-and-Spoke VPN tunnel is established,

LAN hosts can communicate with each other through the VPN tunnel seamlessly.

Hulb Spoke
! T T TT T I‘ * Site-to-Sile VPN Tunnel - 'H i |
USG FLEX H USG FLEX/ATF
—_— I
192.148.1588.0/24 192.148.656.0/24

“J Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 273



ZYXEL

MNMETWOREKS

Set Up the Hub-and-Spoke VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall >
Site-to-Site VPN > Configure the Primary interface, Secondary interface (backup
interface), on the local networks, enabling the interface will require routing through the
VPN. Enable the Nebula VPN and choose the Hub-and-Spoke VPN topology and
ensure that the USG FLEX H is set as the Hub site.

USG FLEX H site

e —

E=
El
e wm= s
b |
=
=]
Pl
EE——
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USG FLEX/ATP site

SR x —-—

Verify The VPN Connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

TERL s s o
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How to Set Up Nebula Hub-and-Spoke VPN on USG FLEX H
(Spoke site)?

This example shows how to use Nebula VPN to establish Hub-and-Spoke VPN tunnel
between USG FLEX/ATP and USG FLEX H. The example instructs how to configure the
Nebula Site-to-Site VPN using the Nebula Confrol Center. Once the Hub-and-Spoke VPN
tunnel is established, LAN hosts can communicate with each other through the VPN

funnel seamlessly.

Hub Spoke
B - cStefoSe VPN Tunnel- B 1 aseas
USG FLEX/ATP USG FLEX H
[ I e
192,168.64.0/24 192.168.168.0/24

"4 Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Hub-and-Spoke VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall >

Site-to-Site VPN > Configure the Primary interface, Secondary interface (backup
interface), on the local networks, enabling the interface will require routing through the
VPN. Enable the Nebula VPN and choose the Hub-and-Spoke VPN topology and
ensure that the USG FLEX H series is set as the Spoke site.

USG FLEX/ATP site
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USG FLEX H site

R 5 = S

Verify The VPN connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.
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