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1. Hardware info

Beryl AX (GL-MT3000) is an AX3000 pocket-sized travel router that
uses the Wi-Fi 6 protocol. It is an upgraded version of Beryl (GL-
MT1300), it runs on MT7981B 1.3GHz dual-core processor,
offering more than double the total Wi-Fi speed. It is designed to
support families with heavy Wi-Fi usage, and it's also compactly
designed for travel use.
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1.1. Specification

Interface

CPU

Memory f Storage
Protocol

Wi-Fi Speed

Antennas
Ethernet Speed

Powwer Inpast
Operating Temperature
Storage Temperature

Dimension / Weight

-
GL-1Met

1 x WAN Ethernet port
1 x LAN Ethernet port

1 x USE 3.0 port

1 x Type-C Power Inpust

1 x Beset buttan

1 x Toggle button

MTT9818 Dual-core Processor @1.3GHz
DDR4 312MB / NAND Flash 256MB

IEEE B02.11a/b/q'n/ac/ax

ETdMbps (2.45GHz), 2402Mbps (5GHz)

£ x retractable external Wi-Fi antennas

WAN Port 1071001 000/ 2500Mbps
LAN Part: 10/100/1000 Mbps

Type-C. SV/3A
0 - 40°C (32 ~ 104°F)
-20 ~ T0°C (-4 ~ 156°F)

106 x 83 x 33mm
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1.2. PCB Pinout

MT3000 PINOUT

==

=3 n

LB

[ -

N GO 1 _BLUY LED AU ANTLISG ANTT

GO0 WHITT LED m TAG ANTIVIG ANTY
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2. First time setup

Please prepare the following items that included in the package.

GL-MT3000, power adapter, ethernet cable.

Here is a video guide, which used GL-AXT1800(Slate AX) as a setup example:

https://youtu.be/f7DYULL6ZSI

Power on

Plug one end of the power adapter into the router and the other end into an
outlet. It will automatically power on.

Connect to the router

You can connect to router via an ethernet cable or via Wi-Fi.

GL-iNet

Connect via cable

Connect your computer to the LAN port of the router
via Ethernet cable.

Connect via Wi-Fi

The SSID was printed on the bottom label of the router
with the following formats:

GL-MT3000-XXX or GL-MT3000-XXX-5G

Search for the SSID of the router in your
computer/phone/tablet and input the WiFi password.
Please find the WiFi password on the label on the back
of the router. Some models if you can't find the WiFi
password on the label, please try the default

password goodlife.

Tip: The QR code on the label on the back of the GL-
MT3000 is with wifi connection information and can
be quickly connected using your phone's QR code
scanning tool.

Note: At this time, you cannot access the Internet after
connecting to the WiFi, you need to set up the admin
password in the next step before you can access the
Internet.
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Access the web Admin Panel

Open a web browser (we recommend Chrome, Edge, Safari) and

visit http://192.168.8.1. You will be directed to the initial setup of the web
Admin Panel.

Choose a language, and click Next to continue.

GL-MT3000

Choose Your Language

English
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http://192.168.8.1/

Set up admin password, we recommend using a strong password.
Click Submit to continue.

Note: Wi-Fi may turn off during the initialization, please make sure to
reconnect to the router.

Set Up Your Admin Password

MNew Password

Prevent Weak Password "3"'

Hack

GL-iNet Page 6| 178



After the initial setup, you will enter the web Admin Panel of the router.
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Connect to the Internet
2.1 Connect to the Internet via an ethernet cable

To access the Internet, it can connect the WAN port of router to the
modem or the LAN port of other router via an ethernet cable.

On the left side of web Admin Panel -> INTERNET, Ethernet sector.

& Elhenmel

Proteoal OHCF

P Rdfdress 192,168 0. 169

L 149 ies 201 %

OKS Sarse 1O EA2A0

Limriap mis YWAS

Note: Before plugging the Ethernet cable into the WAN port of the router,
you can click Change to LAN to set the WAN port as a LAN port. That is
useful when you are using the router as a repeater. As a result, you can
have one more LAN port.

Protocol

There are 3 types of protocols, DHCP, Static, PPPoE. Click Modify to
change.

« DHCP

DHCP is the default and most common protocol. It is a network
management protocol used on Internet Protocol (IP) networks
for automatically assigning IP addresses and other
communication parameters to devices connected to the network
using a client—server architecture.

o Static

Static is required if your Internet Service Provider (ISP) has
provided a fixed IP address for you or you want to configure the
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network information such as IP address, Gateway, Netmask
manually.

Ethernet Settings

Protocol DHCP Static PPPoE

IPv4

IP Address
Netmask
Gateway
DNS Server 1

DMS Server 2

(o) G
. PPPoE

PPPoE is required by many Internet Service Providers (ISP).
Generally, your ISP will give you a modem and provide you a
username & password that you needed when you are creating
the Internet connection.
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Ethernet Settings

Frotocol DHCP Static PPFoE

PPPoE Setting

User Name

Password

( Cancel ) Apply
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2.2 Connect to the Internet via an existing Wi-Fi by Repeater

Using Repeater means connecting the router to another existing wireless
network, e.g. when you are using free Wi-Fi in a hotel or cafe.

It works in WISP (Wireless Internet Service Provider) mode by default,
which means that the router will create its own subnet and act as a firewall
to protect you from the public network.

On the left side of web Admin Panel -> INTERNET, Repeater sector.
Basic steps

Repeater -I:I-

h -
Wik Eepeater (STA) is
) disabled. Connect

Click Connect in the image above.
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Join WLAN il X

Available Networks Join Other Network
%3 GL-Office
“=a Fish 2.4G
“%a GL-AR750S5-07c 246G
“a TBBT 2.4G
“Za GL-MT300N-V2-ea8 2.4G

)

TBBT-5G 5

H

..\:j

Choose a SSID from the drop-down list and enter its password. If the SSID
you want to connect to is not in the list, click Join Other Network in the
image above.
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Join Network x

SSID GL-Dffice
Password R

Remember O

Advanced Settings

( Back ) Apply

For Advanced Settings.

Wait a moment, if the password is correct, the connection will be
successful.
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« cLoffice [END Lo

P Afdress TOLTEMETTE
Galesay 192 ne 111
=
EifIS Garee I REE 1119 W'I.'Fl
Z
B5=0 B4 EICE08 3R-BR

Join network advanced setting

When joining the network, there are two additional options.

Join Network

S51D GL-Office
Password
Remember

Lock BSSID @

CHC°Ne.

Manually Set Static IP

(v G
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« Lock BSSID. If this option is enabled, the router will only connect
to the AP corresponding to the BSSID you selected when
switching to a network using this SSID.

« Manually set static IP.

Repeater options

Click the cog icon for Repeater options.

« cL-ofice TR O
iP Address EFRT RIN A
Galesvay 152 N1
=
EINS Sarew Rz IEE 111 W'I.'Fl
£
BS=O 04-£3 £ 08-36-BH

Repeater Options

Allow Switching To Other Saved Networks @ (:)
Band Selection @ m 5GHz 2.4GHz

Allow Repeat DFS Channels @ :B
Force 20MHz Bandwith For 2.4G @ f:)
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« Allow Switching To Other Saved Network. If the option is
enabled, the router will automatically connect to other saved
networks when it is unable to connect to the current Wi-Fi
network.

« Band Selection. If you manually select a band, the router will not
scan or connect to any Wi-Fi with another band.

« Force 20MHz Bandwith For 2.4G. If the option is enabled, The
device will prompting the stability of the connection in exchange
of reducing the connection speed. It only works when repeating
2.4G Wi-Fi.

Manage known network

To delete known network, click Switch Network.

« cLofice BN 8
P Ardregs 192 18111172
s alEeay el RIS
7
RS Sarver Rz IEE 111 Wl'h
2/
BS=O 0481008 30-BH

m -.“IIJI. I‘IrI:H"I:.

Or click Connect.

Repeater o

f Repeater (STA) is
2 disabled. Connect
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On the Known Network sector, click trash icon to delete a known network,
click cog icon to config the network.

Join WLAN C x

Known Networks

“Za  GL-Office i * B
Available Networks Join Other Network

% GL-Office

GL-MT300N-V2-ea8 2.4G

)
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Join other network

Join Network X

SSID

Security None

Remember ()

Manually Set Static IP

=) G

Reconnection

In the following cases, the router's Repeater will try to connect to WiFi
every once in a while. You can turn off the reconnection manually, and for
ssid/password errors, please delete it in Known Network.

1. The wrong SSID/password was entered during the process of
Repeater, after the first failed connection.

2. After connecting to the WiFi of the upstream router, the router
moves out of the signal range of the upstream router.
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3. After connecting to the WiFi of the upstream router, the
upstream router changed the SSID/password, or restricted the
connection.

It can be divided into three phases, the waiting phase, the scanning phase,
and the connecting phase.

Note: There are some problems during the scanning phase and the
connection phase.

1. In the waiting phase, everything is OK.

2. Inthe scanning phase, data packet may loss in the scanned
band, possible connection problems for new devices. For GL-
MT3000 and GL-MT3000, the Guest Wi-Fi will be temporarily
turned off.

3. Inthe connecting phase, the Main Wi-Fi on the corresponding
band may be disconnected.

2.3 Connect to the Internet via usb tethering

Using a USB cable to share network from your smartphone to the router is
called Tethering. Host-less modem works in Tethering during the setup of
the modem as well.

Note: Some mobile carriers limit or charge extra for tethering. We
recommend checking with your carrier.

“ iPhone

1. Connect iPhone to the USB port of the router. It will pop up a
message asking to trust this computer? Click "Trust" to contine.
Because we are connecting the iPhone to the router, so here is
to TRUST the router.
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Trust This Computer?

Your settings and data will be
accessible from this computer when
connected wirelessly or using a cable.

Trust Don't Trust

2. Goto iPhone -> Settings -> Personal Hotspot -> Turn on Allow
Others to Join.

{ Settings  Personal Hotspot

Personal Hotspot on your iPhone can provide Internet
access to other devices signed into your iCloud account
without requiring you to enter the password.

Allow Others to Join O

Wi-Fi Password hftigeth&:

3. Go to web Admin Panel, on the left side bar, choose "INTERNET"
and click "Connect" in the middle of the page.

Tethering

Deevige Eihd (5]
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4. 1t will show connected information on the top of your phone
screen and the web Admin Panel once you connect successfully.

@ Personal Hotspot: 1 Connection

£ Settings Personal Hotspot

Personal Hotspot on your iPhone can provide Internet
access to other devices signed into your iCloud account
without requiring you to enter the password,

Allow Others to Join O

Wi-Fi Password hftigeth&:
Tethering connected.
* Tethering [
P Addrewy T2 ToI
Caadlasiiany (Fr NN T =
|
S Sevr FrLaciie) rm—

Hacorach

If the connection fails, please turn off and turn on Allow Others to Join for
a few times.
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2.4 Connect to the Internet via cellular

The router can be used to access the Internet through cellular. There are
two cases, some models have a built-in 3G/4G model; some models have
a usb port and can be plugged into a usb 3G/4G modem.

On the left side of web Admin Panel -> INTERNET, Cellular sector.

Note: Some SIM cards may need to be activated the first time you use
them, so please activate them in your phone before using them in your
router.

1. We recommend to turn off the router first, insert your SIM card
into the USB modem then plug the USB modem into the USB port
of the router, and then turn it on again. If you insert a usb
modem at power on, the page may be no change, please refresh
the page.

2. Please access the web Admin Panel -> INTERNET, Cellular
sector. The first time, it may not connect automatically, but it
has read the name of your carrier in the upper left corner and the
IMEI, then please click Auto Setup.

Please ignore the warning of Incompatible Modem

L]

Luicky HK

0 @
=

3. Connecting.

Note: Some SIM cards may have special usage restrictions, such
as the need to use a special APN. If your SIM card can't be
registered, please consult your network operator if it has special
restrictions.

GL-iMet Page 221178
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o Lucky HK = X

BEAZREN R I000ED

“ 1 an .II .:.l:" I-

4. After a while, it will be connected. Otherwise, try Manual Setup.

When the usb modem is plugged into the router the second time
it is powered on, it is usually automatically recognized and a
connection is established. It may not get the information of
signal, modem name and IMEI.

s Collular | meas T
Faigedisiti Miiiie 1]
I BES RN ATOGAN -
1P AfdTEsE 10100 163 51 ({ }-}
Trafic Stathtics T 742 KB

4 T35 BE

Warw More

m LW ez rviriran, J

Manual Setup

Sometimes, Auto Setup may not work, you can try Manual Setup.
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Cellular Settings

Protocol 3G

Port @ IdevittyUSBO
APN @ mobile

PIN

TTLO

Service LTE/UMTSIGPRS
Dial Number

Authentication NONE

( Cancel ) Apply

Compatible Modems

Here is a list of supported modems that we had tested before.

Model 3G/4G Tested Tested by Comments*

Quectel EC20-E, 4G Yes GL.iNet
EC20-A, EC20-C
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Model

Quectel EC25-E,
EC25-A, EC25-V,
EC25-C

Quectel UC20-E

ZTE ME909s-821

Huawei E1550

Huawei E3276

TP-Link MA260

ZTE M823

ZTE MF190

Huawei E3372

Pantech
UML290VW
(Verizon)

Pantech UML295
(Verizon)

GL-iNet

3G/4G

4G

3G

4G

3G

4G

3G

4G

3G

4G

4G

4G

Tested

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Tested by Comments*

GL.iNet

GL.iNet

GL.iNet

GL.iNet

GL.iNet

GL.iNet

Arnas Risgianto

Arnas Risgianto

anonymous

GL.iNet/steven

GL.iNet/steven
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Model 3G/4G Tested Tested by Comments*

Novatel USB551L 4G Yes GL.iNet/steven
(Verizon)

Verizon U620L 4G Yes

(Verizon)

QMI: This modem supports QMI mode. Please choose /dev/cdc-wdmO in
the Device* list.

*Host-less: This modem supports tethering mode, please set up by using
Tethering but not 3G/4G modem.

You can also refer to http://ofmodemsandmen.com/modems.html for a
well supported modem list.

You can also search on the forum or create a post for asking.
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3. Wireless

The wireless interface may vary a bit from model to model.

On the left side of web Admin Panel -> WIRELESS
Main WiFi
» 5GHz WiFi 5GHz Guest WiFi

Enmable WiFH m.

TK Fower M@
Wi-Fi Mame (5SID)

Wi-Fi Security

Wi-Fi Password

SSID VisibiHey

Wi-Fi Mode

Bandwidth

Channel J

L Modily |

Note: The Channel can't be modified when repeater is enabled.
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* 2 4GHz WiFi 2. 4GHz Guest WiFi

S e

TX Power hax

Wi-Fi Name {SSI1D) GL-AXTTE00 20T
Wi-Fi Securnity WA FSI
Wi-Fi Password

S50 Viaibility Shirain

Wi-Fi Mode 11 it
Bandwidth 20,40 Mir
Creanngl L]
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Guest WiFi

@ 5GHz WiFi

Enable Wi-Fi
Wi-Fi Name (SSID)
Wi-Fi Security

Wi-Fi Password

* 2 AGHz WiFi

Eratsle Wi-Fi
Wi-Fi Hame (55I1D0)
Wi-Fi Security

Wi-Fi Passwaord

GL-iNet

5GHz Guest WiFi

aD

GL-AXT1B00cd7-5G-Guest

WPAZ-PSK

2.4GHz Guest WiFi
L-AXT BU0-od 7 -Ganad
Ayl F

| Kodify I
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4. CLIENTS

On the left side of web Admin Panel -> CLIENTS

You can manage all connected devices in CLIENTS page.

Blocking client

Enable Block WAN so that it cannot access the WAN, only LAN. To put it

simple, it will cannot access the Internet.

Ciidae Clwirdd (1] &

ANl &+ BAAL ST
= PR TRE A | B 0-RLG
s Lz NP =
AL AT = 00 80 R
TR 17 Pl T AT 4 FAOD 'S
L RAT e
PETAEE 45T # DLOD &t
—. = i TEsA e = 0.0H] Bk
i By PRL
T iBaEan di Bh Ll RN
Ol Chendn (1] &%
TipmE W+ AL [=TTT
L Tl AT & 00 Dy
iaruwm

[Ty T rlr e L | & ([ B

Limiting speed

Click Action to limit speed a client.

Limit Speed Settings

4 Upload

+J» Download

GL-iNet

Tt

# 100 s

b B BE LN

o 150 HR
a4 mA

= T35 &N
e T dh il

Teaifiz

4 TTH N
+ § B

LIS T TR
|
B
Wimh Wil At
KB/s
KB/s
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If a client has applied speed limitation, its up arrow and down arrow of
speed will turn yellow.

Liime Charris (00 A

Ham = A nprEeid aifia Hiprk weni e T
Pt T sER 40 = I o HAE 11 B0 N
LBor
BC ES BT ARATFY w 117 M w T a0 W
o el e T RIRER LR o I8 00 A + 1104 58
i TS
Ed 6 85 00 P i 11 A w JrE4 RS
B IREENIN i KBJs (S0 KH
e Praies
: A E ST AT S5 48 BB w [ 5480

Click Action to disable limiting.

Remove offline clients

For offline clients, click Action can remove this client as well.
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5. Firmware Upgrade
On the left side of web Admin Panel -> UPGRADE

Upgrade

Online Upgrade Local Upgrade

v Firmware is up to date

Current Firmware

Version 4.0.0
Firmware Type releasel
Compile Time 2022-05-25 7:19:16(UTC+08:00)

Online Upgrade

You can find the current firmware version here. If your router is connected
to the Internet, it will check for the newer firmware version available for
download.

Local Upgrade

Select a firmware file or drag and drop to upgrade. You can download the
firmware from our download site.
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Online Upgrade Local Upgrade

’i‘ Select a file or drag it here

File types include : .bin, .img, .zip, .tar, .gz

After uploaded, it will verify the firmware.

Keep Setting: Current settings will be retained. User installed packages will
be prompted to re-install after upgrade.

Click Install to upgrade.

Note: Please do not disconnect the power during the upgrade.
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Online Upgrade Local Upgrade

&

Upload successful

Re-upload file
Firmware Verification
Version 400 Release Notes
SHAZ56 517b4222abb754c4Tef892f33efaa5dT46ce289c2062c816cbid05a65738a602
Verification Result Pass
Keep Settings @ D

GL-iNet Page 34178



6. FIREWALL

GL.iNet's routers include multiple firewall features to ensure a secure
connection and complete oversight by users. It lets users configure
firewall rules including Port Forwarding, Open Ports, and DMZ. The firewall
interface is accessible by clicking [FIREWALL] on the side menu of the
router's web Admin Panel

On the left side of web Admin Panel -> FIREWALL

In FIREWALL page, you can set up firewall rules like Port Forwarding, Open
Ports on Router and DMZ.

Port Forwards

Port Forwarding lets remote computers to connect to a local computer or
server behind the firewall in the LAN network (such as web servers, FTP
servers, etc).

To set up port forwarding, on the Port Forwards tab click Add.

Firaweall
Mo Fonwands Dxanrs Pt o Pl sl Dt
Poorf Torasmeiony] Sem meemoes CIpmpunes connesi o8 s compuer of e i e i
‘ Ermmmid i H LA naban aseh o e arvers, FTIY sy, it |

It will pop up Add New Port Forward Rule dialog.
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Add New Port Forward Rule

MName

Protocol TCP/UDP
External Zone WARN
External Port

Internal Zone LAN
Internal IP

Internal Port

Enable O

Name: The name of the rule.

Protocol: The protocol used, you can choose TCP, UDP, or both TCP and
UDP.

External Zone: The options for external zone
are WAN, wgclient, wgserver, ovpnclient, ovpnserver.

External Port: The numbers of external ports. You can enter a specific port
number or a range of service ports (E.g 100-300).

Internal Zone: The options for external zone
are WAN, wgclient, wgserver, ovpnclient, ovpnserver.
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Internal IP: The IP address assigned by the router to the device which
needs to be accessed remotely.

Internal Port: The internal port number of the device. You can enter a
specific port number. Leave it blank if it is same as the external port.

Enable: Enable of disable of the rule.

Open Ports on Router

The router's services, such as web and FTP, requires their respective ports
to be opened on the router in order to be publicly reachable.

To open a port, click Add.

Horl Forwmands Opon Ports on Aouber {ELLF

T o R B R W g T e, 1T SSEDescTRA Do 1 b npeeeead o6 e
SR DT 1D D pLaDiaTy e ke
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Add New Open Port

Name

Protocol TCP/UDP

Fort

Enable @)

Name: The name of the rule which can be specified by the user.

Protocol: The protocol used, you can choose TCP, UDP, or both TCP and
UDP.

Port: The port number that you want to open.

Enable: Enable of disable of the rule.

DMZ

DMZ lets you to expose one computer to the Internet, so all inbound
packets will be redirected to this computer.

Toggle on Enable DMZ. Select the internal IP address of your device which
is going to receive all the inbound packets.
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Port Forwands Dpen Ports on Router DMZ

o DM lets you o expase one computer to the intemet, o all Inkound packsts will ba
raciingctad 1o this computer

Enabils LKL

DML Host IF 162.168.8.154

7. VPN

GL.iNet routers are pre-installed with OpenVPN and WireGuard®
supporting 30+ VPN services. It automatically encrypts all network traffic
within the connected network, including guest devices and client devices
that are not capable of running VPN encryption. Our routers can also act as
VPN servers, redirecting traffic from client devices in remote locations to
the VPN server via a VPN tunnel before accessing the public internet.

7.1 VPN Dashboard
Access to web Admin Panel, on the left side -> VPN -> VPN Dashboard

VPN Dashboard page is for the status and setting of VPN.
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VWPH Dashboard

WPHN Clant

aurze Prevy S

A1 ireSir wil go thesagh wPh Cnky vne YPH cesr momance can be amrvanss

VPN Serer

W E g

VPN Client

In the beginning, there is no configuration available for OpenVPN and
WireGuard, you need to click Set Up Now to go to the corresponding page
to configure.

WHFN Chent

b Py o

Fad bt will ga themugh VPN Oealy e YT'H Siend nirishor can Be advatee

Meriene
—k
-

Once the configuration is complete, you can select the configuration file in
the Configuration file column.
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VPN Client Options
Click the cog icon of OpenVPN or WireGuard.

¥R Client

ohal Praxy &
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OpenVPN client options.
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OpenVPN Client Options

Allow Remote Access LAN @

ol®

IP Masquerading @

MTU ©

(o) CEEED

WireGuard client options.

WireGuard Client Options

Allow Remote Access LAN @

IP Masquerading @

oll®

MTU @ 1420

Co=)
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e Allow Remote Access LAN

If this option is enabled, the devices connected under the router is allowed
to access the LAN on the VPN Server side, which also requires the
appropriate settings on the VPN Server side.

For example, in the image below, if this option is enabled, if means Your
Device is allowed to access the NAS, but still needs the VPN Server to allow
you to access the NAS within its subnet.

VEN Cii Encrypted VPN Tunnel
ient

SLiNetRoutier |00 U e e R VPN Sarver
Your Device MNAS

« IP Masquerading

If this option is enabled, When clients devices on LAN send their
IP packets, the router replaces the source IP address with its
own address and then forwards it to the VPN tunnel.

« MTU

Stands for maximum transmission unit. The MTU you set for the
instance will overwrite the MTU item in the configuration file.
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Proxy mode

WPH Client

1. Global proxy

All traffic will go through VPN. Only one VPN client instance can
be activated.

2. Policy mode

Based on the target domain or IP.

In this mode, only the traffic of certain websites
defined by IP address or domain name will go through
VPN. Only one VPN client instance can be activated.

Based on the client device.

In this mode, only the traffic of certain local client
devices defined by MAC address will go through VPN.
Only one VPN client instance can be activated.

Based on the VLAN.

In this mode, only the traffic of certain VLAN can go
through the VPN. Only one VPN client instance can be
activated.

3. Route mode

GL-iNet

Auto detect

The routing rules defined in each VPN client
configuration file or issued by the VPN server will be
used.

Customize routing rules

You can manually configure routing rules for each
VPN client instance.
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Global Options
Click Global Options will popup a global options dialog.

Global Options

Block Mon-VPN Traffic @
Allow Access WAN ©

Services from GL.iNet doesn't Use VPN ©

Com=)

1. Block Non-VPN Traffic

If this option is enabled, all traffic from client devices trying to be
sent out of the VPN tunnel will be blocked, which will effectively
prevent VPN leaks due to client DNS settings, dropped VPN
connections, client apps requesting by IP, etc.

2. Allow Access WAN

If this option is enabled, while VPN is connected, client devices
will still be able to access WAN, e.g. accessing your printer, NAS
etc in upper subnet.

3. Services From GL.iNet Doesn't Use VPN

If this option is enabled, services on routers that usually require
the use of a real IP will not use VPN. Including GoodCloud,
DDNS, rtty.
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VPN Server

VPN Serves

Tvpa Tutriried hOOress Enable Cplions
Dord N IEDa = ﬂ' aar

b

Wiirs e an DL, 1 —

OpenVPN Server Options

Click the cog icon of OpenVPN server.

OpenVPN Server Options

Allow Remote Access LAN &

IP Masquerading @ ()

MTU ©

« Allow Remote Access LAN: If this option is enabled, resources
inside the LAN subnet can be accessed through the VPN tunnel.

« IP Masquerading: If this option is enabled, when clients devices
on LAN send their IP packets, the router replaces the source IP
address with its own address and then forwards it to the VPN
tunnel.

o MTU: The MTU you set for the instance will overwrite the MTU
item in the configuration file.
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OpenVPN Server Route Rule
Click the network icon of OpenVPN server.

In customize routes mode, the VPN client will ignore the configuration file
and the routing configuration issued by the server. Whether to use the
encrypted tunnel provided by the VPN when accessing any network
segment is determined by the routing rules you manually set.

CipantPH Sarver Fouls Rule

Py

o W =i gm rpsmy rrexiy P VL | B, whE e B prelgurirn e B mal B ering corPromean ames] 15 te weeer e o
me e ereyTEEn s prresiag by e T ahes erEwen ey reives sapTeei b defssreesd by e TRETH] " U MUy e

Terped dilirwnn Ll T Fduirir L] Sacrm Aot

WireGuard Server Options

WireGuard Server Options

Allow Remote Access LAN @

IP Masquerading @ [ @)

MTU ©

« Allow Remote Access LAN: If this option is enabled, resources
inside the LAN subnet can be accessed through the VPN tunnel.

« IP Masquerading: If this option is enabled, when clients devices
on LAN send their IP packets, the router replaces the source IP
address with its own address and then forwards it to the VPN
tunnel.
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« MTU: The MTU you set for the instance will overwrite the MTU

item in the configuration file.

WireGuard Server Route Rule

Click the network icon of WireGuard server.

In customize routes mode, the VPN client will ignore the configuration file
and the routing configuration issued by the server. Whether to use the
encrypted tunnel provided by the VPN when accessing any network

segment is determined by the routing rules you manually set.
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Global Options of Server

Global Options of VPN Server9

VPN Saret
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Global Options

Enable VPN Cascading @ 4 -B-

« VPN Cascading, If this option is enabled, when you have both
VPN server and VPN Client running on this router, clients
connected to the VPN server will further be routed to the VPN
client tunnel. Learn more about VPN Cascading.
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OpenVPN

Please refer to the following links for a step to step setup guide:

7.2 How to Setup OpenVPN Client on GL.iNet router

OpenVPN is an open-source VPN protocol that makes use of virtual private
network (VPN) techniques to establish safe site-to-site or point-to-point
connections.

GL.iNet routers have pre-installed OpenVPN Client and Server.
We recommend WireGuard over OpenVPN because it is much faster.

If you have already bought OpenVPN service from a provider, but you don't
know how to get the configuration file, please refer to get configuration
files from OpenVPN service providers or ask its support.

You can setup OpenVPN Client via web Admin Panel and mobile app. For
the mobile app, it has already integrated NordVPN.

Setup NordVPN

NordVPN is the top online VPN service for speed and security.

1. Input your NordVPN account's service credentials, then
click Save Credentials & Get Servers

Where to find the NordVPN service credentials.
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2. Select protocol, max server count of each location, locations,

GL-iNet

then click Apply.
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Select NordVPN Servers

Protocol m TCP TCP/UDP

Max Of Per Location 2

Location @ Singapore{2) & Tokyo(2)

( Cancel ) Apply

It will download configuration files.
OpenVPN Client
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3. Goto VPN Dashboard to enable the connection.
VPN Dashboard

VPN Cligns ilhshaa| Trprrimns
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Toggle the switch to enable the connection.
VPN Dashboard
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4. Update servers

NordVPN may maintain or shutdown some servers, it will make
the connection failed, you can Update Servers to get the latest
available servers.
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5.

GL-iNet

OpenVPN Client

Py Lng &hi VPl prevre prasioers o
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Edit credential
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Click the cog icon to edit the credential.

Update Servers

Name

sg494.nordvpn.com.udp
sg492. nordvpn.com.udp
jp531.nordvpn.com.udp

jp519.nordvpn.com.udp

Server Location

Singapore, Singapore

Singapore, Singapore

Japan, Tokyo

Japan, Tokyo
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Setup OpenVPN client

As of firmware 4.0, it brings grouping to manage OpenVPN profiles. Please
make sure all the profiles in the same group with the same credentials. For
example, if you are ExpressVPN user, you can add a group

named expressvpn, then upload all the ExpressVPN OpenVPN profiles you
wanted to this group. For another OpenVPN service provider, please create
another group.

Next steps, we will use ExpressVPN as an example.

1. Click Add Manually.

Risguest He VPN configuration Sle from your VPN service prosider

u Mo PN

Pliasks wigdl | b widna DipanPH compalitks VPN sardos prosvaders and lem abolil T banalite of using VPN

Follos your VPN servios providers guide, downiosd S DpenVPN corfiguration Sle, and import $a cordguraticn Sla o the router

2. It will create a group.

OpenWPHN Client

u el PN 1. Salect a Me or drag 0 hisne

Wy Provas| W B
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3. Give the group a descriptive name, e.g. expressvpn.

OpenVPH Client
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4. Upload your OpenVPN configuration file, then input the
credential, click Apply.

OpenVPN Client
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OpenVPN Client
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5. Click the three dots icon to start / delete the profile.
OpenVPN Client
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6. Check the connection status by go to VPN Dashboard page.
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Setup OpenVPN server on GL.iNet router

You can get a GL.iNet router to set as OpenVPN server, and get another
GL.iNet router to set as OpenVPN client. For setup OpenVPN server, please
check out here.

Get configuration files from OpenVPN service
providers9

We have tested different OpenVPN service providers. Therefore, if you
don't know how to get the configuration file, you can follow the instruction
below. However, you have to contact your service provider for the
configuration file if they are not listed below.

If you have any problem in the setup of OpenVPN, please
contact support@glinet.biz or report in this forum post.

Please check the list from our Docs:

https://docs.gl-inet.com/en/4/tutorials/openvpn_client/#get-configuration-files-
from-openvpn-service-providers
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7.3 Setup OpenVPN Server on GL.iNet router

OpenVPN is an open-source VPN protocol that makes use of virtual private
network (VPN) techniques to establish safe site-to-site or point-to-point
connections.

GL.iNet routers have pre-installed OpenVPN Client and Server.

We recommend WireGuard over OpenVPN because it is much faster. For
setup a WireGuard Server, please check out here.

Make sure Internet Service Provider assigns you a
public IP address

Please check if you Internet Service Provider assigns you a public IP
address here.

If no, you can't connect to the OpenVPN Server.

An alternative method is to use a reverse proxy solution, we
suggest AstroRelay.

Network Topology

« If GL.iNet router is the main router in your network, this is simple,
please move to the next step.

« If you already have a main router, then the GL.iNet router is
under the main router, you may need to setup a port forwarding
on the main router.

« If you already have a main router, the GL.iNet router is several
levels below it and you need to set up port forwarding on each
level.
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Setup OpenVPN Server
1. Click Generate Configuration (Only the first time).
OpenVPN Server

OpenVPM Is a0 open-souce sofiwarne applcation thal iImplements virtual private network (OpeniPN)
technigues for creating secure point-to-point of site-1o-site connections in routed or bridged

configurations and remote access facilities, phease follow the steps below,

1. Ganerate a OpenVPM configuration fike,

2. Modify the default configuration, then save

3. Export the client configuration file to your client device;
4, Go to the VPN Dashbord page snd starl the VPN server,

You don't heve sy GpenVPH configuraiion files yei, please get started by generating a new ane.

Ganerate Configuration
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2.

GL-iNet

Apply the configuration.
OpenVPN Server
Thie ChrenViPR Server i curmenity OFF
Configuration sers
iyarhentication Mode @

=

Oty Carlificastn

b Ewpe |

TUN

Uune

1104

10.A.IL 0

230 200.235.0

D Aguanced Configuration

If you do not need to modify the configuration, please click
directly the Export Client Configuration at the bottom of page. If
you have modified the configuration, please click

the Apply button to continue.

« Protocol: UDP or TCP. To find out what the difference
is, check out this tutorial.

« Authentication Mode: There are three options Only

Certificate, Only

Username/Password, Username/Password and

Certificate.
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For Username/Password and Username/Password
and Certificate options, they need add user(s). Then, if
a OpenVPN client connect to this server, it need to
input the username and password.

Configuration Usars
n Lissmamepassword yarslicaton 15 onobled, and client dievices requin any
LESEF RS pasawend Troem iha (188 te conpect 10 1he Dpen'VFN Berver

Created a user.

Configuration Usars
o Lismmams/password varfication is anabled, and clisnt devices mauing any m
UrsErmiaTey passwond from e st fo connect 1o e DpenVPN saree
Usermama Password
1 e I e

For Only Certificate and Username/Password and
Certificate, the router will automatically generate a
server and client certificate-key, and write into the
configuration file when generating the client
configuration file.

Please check here for Advanced Configuration.
3. Export Client Configuration

Clicking the Export Client Configuration button at the bottom or
applying the modified configuration will pop up this dialog.

If your network's public IP changes from time to time, you can
enable DDNS by using DDNS domain in the configuration.
Click Download to export the configuration for further setup.
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Export Client Configuration

Lse DDNS domain to aveid that the client cannot connect
to the service because of the change of the public network
[P If you want to use this function, please Enable DDNS on

your router and it can be resolved successfully.

Use DDNS Domain

4. Start OpenVPN server

Click the Start button in the upper right corner on OpenVPN
Server page to start the server. Then go to VPN Dashboard
page to check its status and other settings.

OpenVPN Server

Thir CksonVPN fecver & curmently OFF i Stari

To check if OpenVPN Server is working properly

To check if OpenVPN Server is working properly, we can use another
device connected to another network and use the OpenVPN configuration
we exported earlier, to connect and see whether it connects properly and
whether the IP address is the IP of OpenVPN Server.

The simpliest way is to use a cell phone with OpenVPN official client

app installed, turn off its Wi-Fi connection, and only connect to Internet via
3G/4G/5G. Then open the OpenVPN app, import the OpenVPN
configuration we previously exported. Enable the connection, check if the
phone has Internet access and whether its IP address is the IP of your
OpenVPN Server.
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When importing the configuration file to the OpenVPN app, it may has a
reminder as below, please click CONTINUE as the certificate is already
included in the configuration file.

Select Certificate

This profile doesn't include a client
certificate. Continue connecting without
a certificate or select one from the
Android keychain?

CONTINUE  SELECT CERTIFICATE

There are several common reasons cause failed:

« The Internet Service Provider doesn't assign you a public IP
address, please check here.

« You may need setup port forwarding, please check here.

« The port you are using for OpenVPN Server is blocked by the
Internet Service Provider, change to another port, or contact the
Internet Service Provider.

« Some countries/regions may block the VPN connection.
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Advanced Configuration
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OpenVPN Client App

We can use another GL.iNet router as OpenVPN Client, or use their official
app on other devices with various OS.

« Please refer to OpenVPN Official
Website: https://openvpn.net/vpn-client/

WireGuard
7.4 How to Setup WireGaurd Client on GL.iNet router

WireGuard® is an extremely simple yet fast and modern VPN that

utilizes state-of-the-art cryptography. It aims to be faster, simpler, leaner,
and more useful than IPSec, while avoiding the massive headache. It
intends to be considerably more performant than OpenVPN.

GL.iNet routers have pre-installed WireGuard Client and Server.

If you have already bought WireGuard service from a provider, but you
don't know how to get the configuration files, please refer to get
configuration files from WireGuard service providers or ask its support.

You can setup WireGuard Client via web Admin Panel and mobile app. For
the mobile app, it has already integrated some WireGuard Service
Providers, they are AzireVPN, Mullvad VPN, TorGuard VPN, OVPN, WeVPN,
StrongVPN, PIA VPN, SpiderVPN.

For setup via web Admin Panel, please follow the guide below.

Setup AzireVPN

AzireVPN is privacy-minded VPN service providing secure, modern and
robust tunnels such as WireGuard.

Firmware 4.x has integrated AzireVPN WireGaurd service.
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WireGuard Client

Preder using cther VPN senvice providers or
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1. Input Username and Password, then click Save Credentials &
Get Servers. It will generate configuration files for each servers.

WireGuard Client
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2. Go to VPN Dashboard to enable the connection.

VPN Chenn Bl (s
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Once connected, you should see your user IP address and the
number of Bytes send/received.
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3. Update servers

AzireVPN may maintain or shutdown some servers, it will make

the connection failed, you can Update Servers to get the latest
available servers.

WireGuard Client
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4. Edit credential
Click the cog icon to edit the credential.

WireGuard Client
Prmdei uaiy e VI osEan B
e Uy i wdd peur corfigurahom Ales

e LRINET WETE

u.l.m#lil'l

W ED
n LA _de B | g e R S LD

1]

PR sl Hl @y mrueyn e RTEED

[=1]

Setup Mullvad

Mullvad is a VPN service that helps keep your online activity, identity, and
location private.

Firmware 4.x has integrated Mullvad WireGaurd service.

WireGuard Client

Preler using othes VRN sEWCE providers. o
- nizing your own VPN server T Cieale a
reewy group 10 add your configuration files

0 e
I

¥ New Groun

kullvad

Accourn

Save Credentials 4 Get Servers

1. Input Account, then click Save Credentials & Get Servers.

Mullvad account number is a 16-digit decimal in the "1000 0000
0000 0000" to "9999 9999 9999 9999" range.

It will pop up a dialog to select a location.
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GL-iNet

Select Mullvad Servers

Location @

Poland (T)
Portugal (2)
Romania (5)
Serbia (2)
Singapore (8)
Spain (6)
Sweden (23)

Switzerland (18)
& S

Then it will generate the configuration files of the selected
location server.

The Public Key is the WireGuard public key to send to Mullvad
server, you can have up to five keys at the same time, you can
manage WireGuard keys on Mullvad's page.
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WireGuard Client
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2. Go to VPN Dashboard to enable the connection.

WP Clieng | sl Dol

Ot Priviy
A el b gotrmagh YPE Oy ore 9PH et neisnce can b actresied

Ty Cirliguratint & fw Eanliie v
[t o B L e
Wirpluars Snpmore il 55— - B L8]

Once connected, you should see your user IP address and the
number of Bytes send/received.
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VPN Client

| Chidhsl Uffnii
Ll Pranp =
AR il sl g dhroagh WER Oely oee VPN ol cnstanse can S s et
Tepm Cariguraien T s [T Dptsn
Lipartiiiy .
& il Sinpupive w310 o L O
Saiwr Adilinn (BT AL - CEL ]
GEreE Lt Pai L]
Tratic Bigiizics IR EN o SLATHE
(e DL RN TR ST fLIN pe ] B Lp o] W o=
3. Update servers
Mullvad may maintain or shutdown some servers, it will make
the connection failed, you can Update Servers to get the latest
available servers.
WireGuard Client
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4. Edit credential
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Setup WireGuard client

As of frimware 4.0, it brings grouping to manage WireGuard profiles.

1. Add a new group

WireGuard Client
Frefer usrag olbei WI'H service proyviders &
TUsiTing e v YN pereer T ebe 2

retwy growp 1 add your eaaliguiation file

- B

AzireVPN
[«
LTt T
=+ KEw arieg IP—
Fusawnrd
Sawe Crogeniisis & (et Sareary
2. Give the group a descriptive name, e.g. azirevpn.
WireGuard Client
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3. Upload your WireGuard configuration file, then input the
credential, click Apply.
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WireGuard Client
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Manually Add Configuration is for if you want to paste the

WireGuard configuration or fill in each item.
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‘WireGuard Client
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Give a descriptive name and paste the configuration,

click Apply to continue.
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Edit WireGuard Configuration

Mame azire-ca

[tem Mode

[Interface]

PrivateKey = KLP/4xxpabM2nqvZawefKwMzDRkkg/w/5fpYTAwlkWk=
Address = 10.50.23.65/19

DNS =10.50.0.1

[Peer]

PublicKey = GO8BFrBxXHIsWyryhwrz+QeYdJHXUO0q1gzViUgp5rgQ=
AllowedIPs = 0.0.0.0/0

Endpoint = cal.wg.azirevpn.net:51820

Com ) GEZED

Or you can add configuration by fill in each item, click ltem
Mode.
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Edit WireGuard Configuration

Name

-* [tem Mode

( Cancel ) Apply
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Edit WireGuard Configuration
MName
Text Mode

Interface

IPv4 Address
Use IPV6 »

Private Key

Listen Port
ONS

MTU

Cow ) GEEED
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4. Go to VPN Dashboard to enable the connection.
VPN Dashboard
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Setup WireGuard server on GL.iNet router

You can get a GL.iNet router to set as WireGuard server, and get another
GL.iNet router to set as WireGuard client. For setup WireGaurd server,
please check out here.

Get configuration files from WireGuard service
providers

Please check our Docs:

https://docs.gl-inet.com/en/4/tutorials/wireguard_client/#get-
configuration-files-from-wireguard-service-providers
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7.5 Setup WireGuard Server on GL.iNet router

WireGuard® is an extremely simple yet fast and modern VPN that

utilizes state-of-the-art cryptography. It aims to be faster, simpler, leaner,
and more useful than IPSec, while avoiding the massive headache. It
intends to be considerably more performant than OpenVPN.

GL.iNet routers have pre-installed WireGuard Server and Client.

Make sure Internet Service Provider assigns you a
public IP addresst

Please check if you Internet Service Provider assigns you a public IP
address here.

If no, you can't connect to the WireGaurd Server.

An alternative method is to use a reverse proxy solution, we
suggest AstroRelay.

Network Topology

« If GL.iNet router is the main router in your network, this is simple,
please move to the next step.

« If you already have a main router, then the GL.iNet router is
under the main router, you may need to setup a port forwarding
on the main router.

« If you already have a main router, the GL.iNet router is several
levels below it and you need to set up port forward on each level.

Setup WireGuard Server
Access to web Admin Panel, on the left side -> VPN -> WireGuard Server.

1. Click Generate Configuration (Only the first time).
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WireGuard Server

WireGuard® is an extremely simple, fast and modern VPN that utilizes state-of-the-art cryptography.

Please lidlow the steps helow

1. Gendrate a WireGuandl configuration file;

2, aAdd a peer configuration,

3. Copy peer ifformation 1o the clhent,

4. Goto the YPH Dashboard page and start the VPN server

Yaou dont hawe any peer configuration yet. Get started by sdding a peer configuration

Ganerate Configuration

The default configuration works for most cases. Also modify it
according to your network situation, click the Apply button after
modification.

WireGuard Server

2. Apply the configuration

The Wirsliuan sense = curmenily OFF | Siart

vl Addroed 100015

Ligimn Port 51020

0 Sot Koy Mamually ~

For Set Key Manually.
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Configuration Profiles

|Pvd Address 10.0.0.1/24

Listen Port 51820

EMdfXmEjpDjexwGi2 050bjzXLmbiv87bGnKGgnf
Private Key ASUM=

Public Key alTEo=

O Set Key Manually A

3. Add a profile

Switch to Profiles tab, generate a profile for your device by click
the Add button.

WireGuard Server

The 'WeeGuand server @ curenlly OFF (- | I

o

Configuration Profiles

Each cllam aewios 10 oonmest 10 s WirsGiarm Serer eGguinss & Ui paer
@ configuration, you nesd 1o creata 8 configumtion for sech device. Each configuration
gt Use o unigue cliond 1P

Enter a descriptive name.
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Client Configuration

Name

Set More

Set More is for advanced settings.

GL-iNet Page 83 | 178



GL-iNet

Client Configuration

Name

Allowed IPs

+ Add New

DNS Server

MTU

Keep Alive

Use Preshare Key

( Cancel ) Apply

Click Apply to continue. It will generate a profile.
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WireGuard® Client Configuration

Use DOMNS domain to avoid that the client cannot connect to the service because of the
o change of the public network IF. If you want to use this function, please Enable DDOMNS on

your router and it can be resolved successfully.

Use DDNS Dornain

QR Code Configuration File

If your network's public IP changes from time to time, you can
enable DDNS, then using DDNS domain in the configuration.

Click Download to save the profile.
Start WireGuard server

Click the Start button in the upper right corner to start WireGuard
server. Go to VPN Dashboard page to check its status and other
settings.

WireGuard Server

Tris WirerGusand asraor B clemently GFF | Suan
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To check if WireGuard Server is working properly

To check if WireGaurd Server is working properly, we can use another
device connected to another network and use the WireGuard configuration
we exported earlier to connect and see whether it connects properly and
whether the IP address is the IP of WireGuard Server.

The simpliest way is to use a cell phone with WireGuard official client

app installed, turn off its Wi-Fi connection, and only connect to Internet via
3G/4G/5G. Then open the WireGaurd app, import the WireGaurd
configuration from QR code. Enable the connection, check if the phone has
Internet access and whether its IP address is the IP of your WireGuard
Server.

There are several common reasons cause failed:

« The Internet Service Provider doesn't assign you a public IP
address, please check here.

« You may need setup port forwarding, please check here.

« The port you are using for WireGuard Server is blocked by the
Internet Service Provider, change to another port, or contact the
Internet Service Provider.

« Some countries/regions may block the VPN connection.

WireGuard Client App

We can use another GL.iNet router as WireGuard Client, or use their official
app on other devices with various OS.

« Please refer to WireGuard Official
Website: https://www.wireguard.com/install
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How to let all data go through VPN?

If you want all the data on the router to go through vpn, please follow the
steps below.

On the left side of web Admin Panel -> VPN -> VPN Dashboard.

In the VPN Client section, click Global Options, toggle on Block Non-VPN
Traffic, then click Apply button.

Global Options

Block Non-VPN Traffic €@
Allow Access WAN ©

Services from GL.iNet doesn't Use VPN @

o=

Note: It need to run the VPN Client, otherwise it can't access the Internet.
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VPN Cascading

How VPN Cascading works9

VPN Cascading is also called double VPN in various scenarios. But GL.iNet
VPN Cascading may be a little different. Please refer to the following figure
for the idea.

VPN Cascading on GL.iNet Router

VPN 1 5 VPN 2

Sacurity Galeway
Zrured ! AL RATZE008,

J0r Zora el VPR P e s

~le 0

ooneEng L LTTEET)

Sakbad’ Mt

AW ar BirsGran

VPN 1: The router is used as VPN server. Clients connected to this server
will go to Internet using the router’s ISP Network by default.
VPN 2: The router is used as VPN client to 3rd party VPN services.

VPN Cascading: You can forward data of VPN1 tunnel to VPN2 tunnel. So
when the Laptop, Desktop and Smartphones (end devices) connected on
VPN1 will go to 3rd party VPN services, without any other setup in these
end devices.

How to enable VPN cascading9

The following figure has OpenVPN and Wireguard servers enabled on the
router. And also connect to NordVPN via OpenVPN protocol.
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You can enable VPN cascading in Global Options in VPN server section.
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Global Options

Enable VPN Cascading @ J

r'-- H"—
[ Cance )
e -

Does VPN policy affect VPN Cascading¥

« Policies DO NOT affect VPN Cascading

VPN policies, including Global Proxy, Based on the Target
Domain or IP, Based on the Client Device and Based on the
VLAN, does not affect VPN cascading. These polices only affect
on the devices connected on the router physically, i.e. in the
router's own subnet.
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Modify Proxy Mode

@ Global Proxy
All traffic will go through YPH. Only one WPM client instance can be activated.

Policy Mode

Based on the Target Domain or IP

In this mode, anly the traffic of certain websites defined by IP address or domain name will
g through VPN, Only one VPN client instance can be activated,

Based on the Client Devica

In this mode, anly the fraffic of certain local client devices defined by MAC address will go
through VPN, Only one VPN client instance can be activated.

Basad on the VLAN

In this mode, anly the trafic of certain VLAN can go through the VPN, Only one VPN client
instance can be activaled.
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Tor

Policies DO affect VPN Cascading

When you use Auto Detect or Customized Routing Rules, the
routing rules comes with the VPN config or you set up will affect
how the router route data so VPN cascading may not work.

Modify Proxy Mode

Roube Maode

Auto Detact

Customize Routing Rules

You can manualy confiqure routing r 5 for each al ¥ end instance

Tor (derived from The Onion Router) is a free and open-source software
for enabling anonymous communication. It helps users to explore the
internet with privacy. Learn More about the Tor.

Note: This feature is currently in beta, and may be problematic in some
countries. When Tor is enabled, the following features will not work

properly:

GL-iNet

VPN
DNS
IPve
ADGuard Home.
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Supported models9

Router Model Support
Tor

GL-MT3000 (Beryl AX) v
GL-AXT1800 (Slate AX) v
GL-A1300 (Slate Plus) v
GL-MT2500/GL-MT2500A v
(Brume 2)

GL-SFT1200 V
GL-S1300 (Convexa-S) v
GL-MT1300 (Beryl) V
GL-AX1800 (Flint) V
GL-B1300 (Convexa-B) v
GL-AP1300 (Cirrus) V
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Setupe

Just toggle to enable it, then click Apply button. You can also choose
a Custom Exit Nodes.

Tor

Tor (derved from “The Onion Router™) s a free and open-sourcesaftware for enabling
anonymous communication. It helps users to explore the intermet with privacy. Learn More =
1] Whan Tor is enablad. the following features will not work propaddy: VPN, DNS, IPvE,

ADGUard Homaea
This feature is currently in beta, and may be problematic in some couniries,

Enabla

Custom Exif Modes k_‘

Wait a while, depending on your network, and it will show connected.

Tor

Tor [derived from “The Onion Roubes™) is a free and apan-sourcesofwars for enabling
anonymous communication. It helps users to axplore the intemet with privacy. Learn Mora =
n Whean Tor s enabled, the following features will not work propery: VPN, DNS, IPvE,

ADGuard Home:
This feature is currently in beta, and may be problematic in some countries.

Enable

v 8

Custom Exit Nodes

Tor Log Connected

tor connection succesded
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1. APPLICATIONS

GL.inet routers include a wide range of add-on features that simplifies
device management, improves user's internet experience, automates
firmware update, and more.

8.1 Plug-ins

On the left side of web Admin Panel -> APPLICATIONS -> Plug-ins

Plug-ins allows you to manage OpenWrt packages. You can install or
remove any package.

It is recommended to click the Update button before use.

The following figure shows the Plug-ins page of GL-MT3000.

Plug-ins m
| O E F @G H .- WM W O P Q AR ET [, £ Y

Fiares: TEnEn diew AriEm
o | —
L]
KH

b B wn rw L i TR0 14 S
n I ] L] (AL ]
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8.2 Dynamic DNS

Dynamic Domain Name Service (Dynamic DNS or DDNS) is a service used
to map a domain name to the dynamic IP address of a network device.

On the left side of web Admin Panel -> APPLICATIONS -> Dynamic DNS

Dynamic DNS

You can enabés Dynamic DMNS for this muisr and access this mouler memoteht DDNS Test
) Note: You nesd an Intemet Public IP address {o use the Dynamic NS, I this mouter is
pehind MAT, you may need to sat up port forward In your ISP router

Hea, MNarmie

Erabla DONS

Enable DDNS

Toggle on Enabled DDNS, option in Terms of Services & Privacy Policy,
then click Apply button. Generally it take several minutes to take effect.

DDNS update frequency is once every 10 minutes.
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You can enabie Dynamic DNS for this router and access this router remotely, DONS Test
0 Note: You need an Intemet Public IF address 1o use the Dynamic DNS. If this router s
behind MAT, you may need o 581 up pori forwand in your ISP router,

Hosl Mame W T2cal gliddns.com
Enable DDNS

Erahle HTTP Remoie Access
Enable HTTPS Remote Access

Emable 55H Ramote Accass

o vuuy B

| hawe read and agres Torme of Sarvice & Priviacy Policy

Check if DDNS is in effect
Using DDNS Tools.
Click the DDNS Test

Dynamic DNS

N

Yoii can anable Dynamic DNG for this router and access this mouter remotely, DOMNS Test
@ Mot You need an intemet Public IP address 10 usa the Dynamic DNS. If this router is
batiing MAT, you may need to 581 up port forward in your 1SP router,

If it says Your DDNS is resolved as x.x.x.x as show below, it means the
DDNS is worked. In other words, this Host Name has maped to the final
exit IP of the router for Internet access.
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DDNS Test X

Your DDNS is resolved as 103.81.180.10

But this router is behind NAT or you do not have a Public IP address.

HTTP Remote Access

This function requires a public IP address. To check if your Internet
Provider Service assign your a public IP address, please check here.

If your router is behind NAT, you may need to set up port forwarding in
higher level router. It use port 80.
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Host Name Zw72cd7.glddns.com

Enable DDNS [ @)
Enable HTTP Remote Access e ()

Enable HTTPS Remote Access
Enable SSH Remote Access

| have read and agree Terms of Service & Privacy Folicy o

«D -

Follow the steps above, to enable HTTP Remote Access.
HTTP is not encrypted, use at your own risk.

After you enable HTTP Remote Access, you can access Admin Panel
anywhere by your DDNS Host Name of http,

e.g. http://xxxxxxx.glddns.com. If you use port forwarding, you should be
access like http://xxxxxxx.glddns.com:YourExternalPort.

HTTPS Remote Access

This function requires a public IP address. To check if your Internet
Provider Service assign your a public IP address, please check here.

If your router is behind NAT, you may need to set up port forwarding in
higher level router. It use port 443.
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Host Name ZwT72cd7.glddns.com

Enable DDNS [ @)

Enable HTTP Remote Access

Enable HTTPS Remote Access "* D

Enable 55H Remote Access

| have read and agree Terms of Service & Privacy Policy Q

«D -

After you enable HTTPS Remote Access, you can access Admin Panel
anywhere by your DDNS Host Name of https,

e.g. https://xxxxxxx.glddns.com. If you use port forwarding, you should be
access like https://xxxxxxx.glddns.com:YourExternalPort.

This function use self-signed certificates, so the browers will indicate
that Your connection is not private. | will show you how to use it anyway
on Chrome Android, other browers are the similar process. | will turn off
the WiFi on my phone and only use 4G to access the Internet.

Open chrome and type the URL in the address bar, I'll
use https://zw72cd7.glddns.com:8001 as an example. Click Advanced at the
bottom to continue.
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Y A /zw72cd7.glddns.com:Bon (5

Your connection is not private

Attackers might be trying to steal your information
from w7 2cdT.glddns.com (Tor example, passwords,
messages, or credit cands), Learn mors

MET -ERA_CERT_AUTHORITY _[MyALLID

'Q To get Chrome’s highest level of security,
irn an enhanced protection

Back 1o safety

ﬁ" Advanced

Click Processed to xxxxxxx.glddns.com (unsafe) to continue.
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O A /zw72cd7.glddns.com:8001 (5

This server could not prove that it is

zw72cd7 glddns.com, I1s security certificate s not
trusted by your device's operating system. This may be
caused by a misconfiguration or an attacker

intercepting your connection

Proceed 10 2w720d7, giddns.com (unsafe)

Back to safety

Hide advanced

Then, it will access the web Admin Panel.
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(O A /zw72cd7.glddns.com:8001 (8

GL-MT3000

Admin Password

SSH Remote Access

This function requires a public IP address. To check if your Internet
Provider Service assign your a public IP address, please check here.

If your router is behind NAT, you may need to set up port forwarding in
higher level router. It use port 22.
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Host Name zw72cd7.glddns.com

Enable DDNS [ @)

Enable HTTP Remote Access »

Enable HTTPS Remote Access . ;}

Enable SSH Remote Access — D

| have read and agree Terms of Service & Privacy Policy 0

Apply e

Follow the steps above, to enable SSH Remote Access, then you can ssh to
your router anywhere.

Your SSH command should like below.

ssh root@xxxxxxx.glddns.com

or

ssh root@xxxxxxx.glddns.com:YourExternalPort
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8.3 GL.iNet GoodCloud

Contents

+ Introduction
o Setup
« Enable GoodCloud on router
« Sign up GoodCloud account
« Select server region
« Add anew group
« Add device
« Bound info on router web Admin Panel

« Unbind router
« Manage your devices

« Devices info and status

« LTE Signal

« Device detail info

« Remote access web Admin Panel
« Remote access router's terminal

e Set email alarm
o Site to Site

« Introduction

« Conditions

« Steps to build a Site to Site network
« Testing the Site to Site connection

« Route and other options
« Batch Setting

« Batch Setting of Single Device
« Batch Setting of Mutiple Devices

« Other Batch Operations
o Template Management
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https://docs.gl-inet.com/en/4/tutorials/cloud/#steps-to-build-a-site-to-site-network
https://docs.gl-inet.com/en/4/tutorials/cloud/#testing-the-site-to-site-connection
https://docs.gl-inet.com/en/4/tutorials/cloud/#route-and-other-options
https://docs.gl-inet.com/en/4/tutorials/cloud/#batch-setting
https://docs.gl-inet.com/en/4/tutorials/cloud/#batch-setting-of-single-device
https://docs.gl-inet.com/en/4/tutorials/cloud/#batch-setting-of-mutiple-devices
https://docs.gl-inet.com/en/4/tutorials/cloud/#other-batch-operations
https://docs.gl-inet.com/en/4/tutorials/cloud/#template-management

« AddaTemplate
« Upgrade
« Apply a template to a router

« Apply a template to multiple routers
o Task List

e« GoodCloud and VPN

e Turn off cloud

Introduction

GL.iNet GoodCloud cloud management service provide an easy and simple
way to remotely access and manage routers. There is a video introduction
below.

Introducing GoodCloud, Your Remote Device Management Solution.

Easy Guide to Setting Up your GoodCloud Wi-Fi Management System for
SMEs.

Features:

« Check live router status
« Live online offline status check
« Live RAM and Load Average check
o LTE Signal
« Email alarm about online offline status update
« Set up routers remotely
« Set up routers (e.g. SSID and Key) remotely
« Remote SSH
« Remote access web Admin Panel
« Monitoring clients on routers remotely
« Check who is on your network
« Realtime traffic monitoring and block clients
« Email alarm about new client and block
« Operate routers in batch
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« Set up config templates and configure routers in batch
« Reboot or upgrade routers in batch
« Manage routers in groups
. Divide devices in different groups
« Manage devices in one page
« Site to Site

« Virtual Office: extend your office network to other
offices

o Business Travel: remote access office's OA, CRM,
MySQL systems

« Smart Home: remote access IP camera, NAS and
other devices at home

Setup

There is a video tutorial below about how to enable cloud function and
bind it to GoodCloud.

Enable GoodCloud on router
On the left side of web Admin Panel -> APPLICATIONS -> GoodCloud.
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GoodCloud

With GoodCioud, you can mEnages routers in groups, check reaé-time router status, set up
0 routers rermotely, operate routers in batch and monftor connacted clients aic
Your device D & ar0bdTa, Pleass use this 1D 10 ind the devica 10 your choud pecount

Enable GoodCloud - @
Erable Remota S5H ) |

Emable Remota Wob Access

Daice ID Erlbd T
Device MAC Ed:95:6E40cB4:TA
Dvtica S 2108828 7che i aa 7
Data Sareer ._*. Acia Paciic

| hmve redd and agresa T#ms of Sendice & Prvacy Policy —* G

m o "-;;

Follow the steps above, to enable the cloud function, which will allow the
router to connect to the GoodCloud server.

« Remote SSH is for remote access router's terminal via
GoodCloud. Check out here.

« Remote Web Access is for remote access router's web Admin
Panel via GoodCloud. Check out here.

« Data Server, please choose the server which is nearest your
devices located. There are three Data Server, Asia
Pacific(Japan), America(Oregon) and Europe(Ireland).
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Sign up GoodCloud account

Visit https://www.goodcloud.xyz, sign up then sign in. If you don't find the
verify email, look in spam or check email later. If you have any difficulty
with sign up, please send email to support@glinet.biz for help.

Select server region

At the first time when you sign in, it will pop up a dialog to let you select
the region, please select the region same as your device selected Data
Server on the web Admin Panel (Step of enable GoodCloud on router).

You can change the region on the top right corner at anytime.

“~ 0-

Add a new group
On the left side -> Groups List -> Add group.

Follow the steps below to add a new group.
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Add Sroup

R
Company
Lledcriphan

Liocasian o

Set the group name, company, description and location.

Each device must belong to a group.

Add device

On the left side -> Devices List -> Add Device. There are three methods to
bind device to your GoodCloud account, Auto discover, Manually
add and Bulk import.

e Auto discover

If your router and PC(which opened GoodCloud website) are in the same
network, please try the Auto discover.

Follow the steps below to add your device.
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Add Device

Graup

kAl 330

Tevice

DIDME | Dewice 1D

Harma

Deicriptian

Check out here to find the Device ID.

= il e

pgl-inet com

Note: Input "DDNS/Device ID" here just to verify that the router is really

original/valid.

If you haven't added a group before, it will automatically create a default

group.

Click Refresh to force auto discover devices again.

GL-iNet
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Auto discover Manually add Bulk import

Devices in the LAN will be automatically discovered, selected a device to add. DDNS /
Device ID on the back of the router.

* Device = Refresh
* DDNS / Device ID Model: mifi Mac: ed4956: ssid: GL-MIFI:
Name
Description

c Manuallyaddr Bulk import

Bound info on router web Admin Panel

After you seccessfully add router to GoodCloud, go back to router web
Admin Panel, on the left side, APPLICATION -> GoodCloud,

refresh this page, It will display the bound GoodCloud username and date.
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GoodCloud

Wilin GoodCloud, you can manage routsrs. in groups, checl real-time rouler status, 38t up
@) routers remotely, operate routers in batch and monitor connected chents ete.
T divvice is bound by leo on 2022-05-18 10:18, Linbind

Enable GoodCioud . @
Enabde Aemote S5H ]
Enabie Remola Web Access ]
Device |0 ZwT e
Device MAC e B CanT2C07
Dendce S/M Tlacab0be35c0203
Datn Sare Asss Pacific

| have read and agree Terms of Seryice & Privacy Policy 9

View Logs

Unbind router

If you want to unbind the router, go to router web Admin Panel, on the left
side, APPLICATION -> GoodCloud, click Unbind button.
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GoodCloud

With GoodCloud, you Can manage routers in groups, check real-time router status, set up
@ routers remotaly, operate routers in batch and monitor connected clients atc.
The device ks bound by leo on 2022-08-19 10:18, Linbing

— 1| ©

Erabie Remote SSH »
Enabile Remote Web Access »
Device ID owT2ed?
Device MAC 94:83:C4:17:2C:07
Device S/N TtacaBObcscORad
Ciata Sarver Asla Pacific

| nave read and agree Terms of Service & Privacy Palicy a

View Logs

Manage your devices

Devices info and status

Sign in Goodcloud, check at left side -> Device List
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there is icon at the first column of this table,

means this device is online.
means this device is offline.

means this device is deactivated, it has never connected to GoodCloud
before.
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= 1
=

Name
MAC
SSID

Version

Type
Group

Description

Model

P

Onling time
Dffline time
B Update time
LTE Signal

Select the column you want to display.
Oonline time is the latest time when device connected GoodCloud.
0offline time is the latest time when device disconnected GoodCloud.

Update time is the latest time when device connected or disconnected
GoodCloud.

1P, if your router run VPN client, this IP will be your VPN IP by default. Learn
More

LTE Signal
Only available for 4G devices, e.g. GL-MiFi, GL-X750

Toggle the column on Device List page.
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= Y More Filt

I:n'
fi

Name

MAC 5 Aci
S51ID

Version

Type

Group

04- Description
Model

1P

07- Online time
Offline time
Update time

LTE Signal
) g

It will show Signal strength, Type, and relavant parameters.

01-

GL-MiFi scull &

Device detail info

At left side -> Device List, click the name of an online device, it will open a
page to manage this device of WiFi, Clients and view router info, memory
usage, up time, load average and log.
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<+ Add Device

Mame SSID

/ GL-B1300-514

o Cl4CEF4
GL-B1300-514-2G

& B2200-Home GL-B2200-Home

Device info9

s CI4C5F4
WiFi9q
& e e el [ ] S !
0 0
[ WL

Modify all WiFi settings.

Router status9

e THR §TNFUE

B A -

GL-iNet

Version

3.203

3.107

Lol v b

012

e -

.06 .01
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Client list9

CILAEWT LIBT m EFLM Wil LPsh RS BP0l M BLELL WA g 2R {'

Timeline9

Timeline tab display the activities of router, and messages uploaded by the
router's associated loT device.

@GOOGCIOUG

Overview Timeline ‘
n Davice log Operation log Othars

hefia from x750

N

Sign in

sign out

Toolsq

There are two tools, ping and Traceroute.
Ping

google.com Ping

Traceroute
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Remote access web Admin Panel
Note: Please upgrade to 3.211 to use this feature.

If you can't find these icons, please make sure you have enable it, check
out here.

If this feature not work, please try the incognito mode of browser.

_ YY8F590
)

Remote access router's terminal
Note: Please upgrade to 3.211 to use this feature.

If you can't find these icons, please make sure you have enable it, check
out here.

If this feature not work, please try the incognito mode of browser.
- YYBF590 -

e H

Set email alarm

You can set email alarm when a device is online, offline, and new client
connected.

At left side -> Setting -> Alarm Setting, create alarm rules
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Alarm Rules

When | gevice onbneioMine Then dekty 2 minule o send notificstion

- device anling/ofling
Enable

neEw Cliem connechad

Then set the email you want to receive notification. To ensure you get
email successful, please add admin@goodcloud.xyz to your email address
book.

Alarm Rules

B Tree fodkowed i alarmm inforration will be et [ Emai reate alamm ruies
when a o etaffline for : teS, seEnd notficaion |
Wihen 3 Client e, gerd nofification

Email Account

@ Tre darm informabion wil be S2nl o e foilowang Email soooun 400 an emal accoum

Emaill SIAELR AT
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Site to Site

Introduction

Site to Site allows offices in multiple locations to establish secure
connections with each other over internet. It extends the company's
network, making computers resources from one location available to
employees at other locations.

e
Bl
i _"

.-"':.
(= - Eun:-:ll Uz

NEENTIEES - ¢ -"'-I.
FRAKCH OFFICE - 1 %-HE-\:- OFFICE : E_ FIRARGH DIFFICE - 7
-5 . — e
ST i ] i : i e
ETETII 'F_ﬁ N O e
'..,J'-:n.:- . \"‘-\«._\_\_'r,l"l = - .._H_"",.I e
I | i = o J @
FIOEL LR TN SN "ENL W " .ﬁ"\.. fEE - - TECECE &
A s L4 "

Senerio 1: A company has dozens of branch offices that they wish to join
in a single private network to share resources.

Senerio 2: A company has a close relationship with a partner company, the
Site to Site allows the companies to work together in a secure, shared
network environment.

Senerio 3: A family has IP camera and when they are not at home, the Site
to Site allows to remote access the IP camera.

Conditions

It requires at least two routers, each in a different location, one of which
has a public IP address. Please check if your ISP assigns you a public IP
address. It requires firmware version 3.026 and above.

Note: It is not recommended to run Site to Site while its nodes are also
running VPN client, which can make the network particularly complex.
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Steps to

1.
2.

GL-iNet

build a Site to Site network

Bind your routers to GoodCloud. (how?)

Follow the steps below to create a Site to Site network.

Ecial Zie w1 Sie sbfond i

Default port is 51830, if you want to use another port, find
the Advanced option at the lower left corner.

Due to the device's performance, each Site to Site network can
have up to 10 devices.

After you had chosen the devices, click Continue.
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GL-iNet

Creale a Sile 10 Site network

{ down )

Descripton Offce 1 » DiMce2

Then, it will test each device if it can be set as the Main Node of
Site to Site.

We suggest that the router with strong performance and best
network speed to be the Main Node.

Create a Site to Site network

Node Usability Testing

b %

We aze lesting eadh device o & can e set as the Main Nade of Sile o 5%e

"
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GL-iNet

If none of the devices can be used as the Main Node, make sure
that:

« One of routers has a public IP, either static public IP or
dynamic public IP.
« Portis open, default is 51830.

« If the router is behind NAT, you may need to set up
port forwading.

You can also change port and try again.

Edit Site 1o SHe nabwork

Node Usability Testing

o

If there are more than one device can be set as the Main Node,
you need to choose one to continue.
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Create a Site (o Site nebwark

Mode Usability Testing

If there is only one device can be set as the Main Node, it will go
to the Site to Site detail page directly.

The network is stopped by default, check the LAN IP, if it is OK
then you need to click Start button, otherwise click Setting to
change LAN IP.
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Wait a few minutes, the node's connect status will display as
lines. Solid line means connected, dashed line means
disconnected.
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Testing the Site to Site connection

Now the Site to Site network is created and started, let's test the
connection.

Use your PC or Phone to connect to one of the Node of this Site to Site,
and use browser to access another Node's LAN ip, if you see the login
page, the connection between these two nodes is worked.

For example, my PC connect to Node 1 device, and then | use browser to
access Main Node's LAN IP (192.168.48.1), if | see the login page, it means
the connection between Node1 and Main Node is worked.

Route and other options

You can change each device's LAN IP and routes.
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Configure LAN IP and Access Control

LAN IP

172.30.971

Allow be Access for the Following Subnets @

Route Action
172.30.97.0/24 ]

172.30.55.0/24

Add

Cancel

By default, each node can access other's LAN, based on security, we
recommend only open the corresponding service IPs.

E.g. There is a Server A(172.30.97.100) in Node 1's subnet, if you want
other Site to Site nodes only can access Node 1's Service A, you can set it
like below:
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Configure LAN IP and Access Control

LAN IP

172.30.97 1

Allow be Access for the Following Subnets @

Route Action

172.30.55.0/24

172.30.97 100432

B|

Add
N

You can add node's parent routes too.

Each sub Node build an encrypted tunnel netwrok to Main Node, if you
want to change the IP of tunnel subnet. Click 'IP Address Range'.

GL-iMat Page 130|178



Tunnel IP Address Range

IP address range defines the scope of Site to Site network. Devices will ac
quire tunnel IP address from the IP address range. Current IP address ran
geis: 172.30.55.0v24

Simple Advanced
10.148.18.0/24 10.148.19.0/24 10.148.20.0/24
172.30.97.0/24 172.30.98.0/24 172.30.99.0/24
192.168.191.0/24 192.168.192.0/24 192.168.193.0/24
Apply change will cause network go down a few minutes
Cancel

Batch Setting

You can use this feature to configure multiple parameters for a single
device, or you can configure multiple parameters for multiple devices.

Note: This feature is only available to business users.

Batch Setting of Single Device

To configure single device, as show below.

—ip @
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https://static.gl-inet.com/goodcloud/docs/modify_configuration.png

The left side of image below is correct. If your interface is like the right
side of image below, please upgrade to latest testing firmware.

Check the configuration that needs to be modified and input value.

e

The checked configuration is required, and only the configuration that
conforms to the rule can be filled out. After the configuration is delivered, it
does not take effect immediately. The configuration takes effect and the
device needs to be restarted. You can check the Restart now option in the
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lower right corner of the above figure. After the configuration is completed,
the device will restart immediately.

Preview the configuration and confirm the delivery.

Coefiguratian Previes

Unchecked Restart now option will prompt.

LIt T4} FEILEIN T (1] ]

L] V]
& T I E e e LT WL, a

Batch Setting of Mutiple Devices

Select the devices you want to configure.
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Other operations are the same as when operating a single device.

Other Batch Operations

Other Batch Operations: Move to other group, upgrade, restart, delete.

Template Management

Save frequently used configurations as templates and quickly apply them
when you modify configurations in batches.

Note: This feature is only available to business users.
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Add a Template

Check the configuration that needs to be modified and input value. Most of
the options are the same as those on web Admin Panel.

Upgrade

Upgrade Path is for upgrading custom firmware. Put the firmware and a
text file on a web server, then put the url path on the Upgrade Path. For
example, https://fw.gl-inet.com/firmware/ar750/v1/ is a Upgrade Path, it
has a list-sha256.txt file hitps://fw.gl-inet.com/firmware/ar750/v1/list-
sha256.1xt and a corresponding firmware file https://fw.gl-
inet.com/firmware/ar750/v1/openwrt-ar750-3.203-0701.bin.

Note: GL-AX1800, GL-S1300, GL-B1300, GL-AP1300 only support http
path for now.
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aod Template

The content of the text file is like this, its name should be list-sha256.txt. It
has 4 columns, the first column is firmware version, the second column is
the name of firmware file, the thrid column is the sha256 of firmware file,
the forth column is the size of firmware file.

“— o B PHpssehe gl imetom s near Ll st shact b et

i ERtArt-arTe L HEN-ATR hdn AT = Se T T T Y ed b he T et d 2 S S WA 1P 58 T TS A G i T AT e T PARISERT

Give the template a name and description.
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Apply a template to a router

If you have created a template, then want to apply this template to a router.
On the Device List page, find the router that you want to apply the
template, make sure it is online, on the Actions column, click the cog icon,
click Modify Configuration item. It will pop up a dialog Configure batch
modification.

On the top right corner of the dialog, you can choose a template that has
already created. Then click Apply button on the bottom right corner.

It will pop up another dialog to review the configuration of the template,
scroll down to the bottom to click the Confirm button, it will load the
configuration of template overwrite to this time modification.

Click Apply button, please note that the router will restart to take effect
after click the Apply button.

GL-iMat Page 137178



Apply a template to multiple routers

If you have created a template, then want to apply this template to multiple
routers. This procedure is similar to that applied to a single router. On

the Device List page, multiple select routers, then click Bulk Action,

click Modify Configuration item. It will pop up a dialog Configure batch
modification.

On the top right corner of the dialog, you can choose a template that has
already created. Then click Apply button on the bottom right corner.

It will pop up another dialog to review the configuration of the template,
scroll down to the bottom to click the Confirm button, it will load the
configuration of template overwrite to this time modification.

Click Apply button, please note that the router will restart to take effect
after click the Apply button.

Task List

At task list page, it shows the execution result of the configuration
template.

Note: This feature is only available to business users.

You can view the execution result of each device and configuration.
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GoodCloud and VPN

If you enable GoodCloud function and running VPN client at the same time
on router, by default, the connection between the router and the
GoodCloud server will also go through the VPN, but sometimes the VPN
connection is unstable, or the VPN provider mistakenly filters the
GoodCloud connection, you can make the GoodCloud connection not go
through the VPN by using the following settings.

Go to web Admin Panel, on the left side, VPN -> VPN Dashboard -> VPN
Client -> Global Options.

Global Options

Block Non-VPN Traffic @
Allow Access WAN @

Services from GL.INet doesn't Use VPN @ -*

Co=) GEED

It is not recommended to run Site to Site while its nodes are also running
VPN client, which can make the network particularly complex.
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Turn off cloud

To stop GoodCloud service, turn it off on router web Admin Panel. Please
follow the steps below. No action needed on the GoodCloud website.

GoodCloud

With GoodCloud, you can manage routers In groups, check read-time rouier siatus, sat up
@ routers remotely, operate routers in batch and monitor connected clients etc.
This dérdics is bound by lea on 2022-056-18 10018, Unbind

Enabile GoodCioud f "+ ﬂ
Enabie Ramote S5H »
Enabile Remote Web Access ® |
Device D mwWTodr
Davica MAC B B3 Ca 12007
Chincols 5N ThacaB0bCI5cldl
Ciatn Sarder s Paciic

| have read and agree Termas of Senice & Privacy Policy 5

*- Wimay L ngs
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After disable Cloud, the interface is like below.

GoodCloud

Wvith GoodCacasd, yoan CAN fManags iUl in groupt, check real-time router stakus, Ss up
@ rovlerm remotedy, operate routens in balch and monitor connectsd clients #lo.
Your devica I s pwT2ed?, Ploase use this B0 1o bind the devics 18 your cloud ascount,

Enabla GoodCloud ]

Wigw LO0OE
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8.4 AdGuard Home

AdGuard Home is a network-wide software for blocking ads & tracking.
Click Start button to continue.

AdGuard Home

dgizumrd Home s 8 nelwork-wite soffwam for biocking ads & racking ARl you 5ot i

Hp, 100 cover ALL vour Bome oevices, and you don 't nesd any chiar-oese sorfmyan for - -
il This pags gets sistialcs through he AP pravided By AdGuard Home. When | Eam |
AdGuand Home is enabied, the outer will force the use of DNS servees provided by b
AdGiErd Homa

When it starts, click Setting Page for advanced configuration.

AdGuard Home
o 1= H § - ) A o | Wil ! & Eraceine, Afer o e i
1 i i I a | i [} a ' et -girle sof e s
EH| E B [t I 1 i L Harma Wlen .

[ ] % Fi2 T T I L 1 e Creich ¥ I' Saen }

BoRED 5
e FR Jymnc:e I 1 f leas o ihe SElings
2age

It will go to the AdGuard Home's own settings page. If you have any
questions, please visit Adguard Home Support Center for help.
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8.5 Network Storage

Contents

« Introduction

+ Insert storage device
o Setup Samba

o Setup WebDAV

o Setup DLNA

« Samba Client

» WebDAYV Client

Introduction

Some GL.iNet models support TF card, some models have USB port and
support USB flash drive and portable external hard drive, you can set up
Samba, WebDAYV, DLNA on this page for the disk.

The supported disk formats are NTFS, exFAT, FAT32, Ext3, Ext4.

Insert storage device

For TF card, you need to power off the router first, insert the TF card and
then power on the router.

For USB Drive, you can directly plug it into the USB port. For portable
external hard drive, if you have a separate power supply, please connect it
to the power supply.

Go to web Admin Panel -> APPLICATIONS -> Network Storage
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Network Storage

o This page only provices e shared Toider managemany funchon, i you need to mankga e Tes in your Starmgs
device, plaasa e e Sraftphone Apps

Disk Managemeant e

Mo Disvics Detactad

Fila Sarvices Shared Folders Lisar Managamant

Samba
Enable Samba »
WabiDry

Enabis Wby » |
DLNA

Enabie DLNA »

When a disk is found.

Disk Management iy
Disk Name Type Disk Stze Eject
Lo ikl _part 1) LISE Fiasth Drive 57,83 GB ten of 88,17 GB £

Set up Samba
Toggle to enable Samba, click Apply.
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File Services Shared Folders User Management

Samba

Enable Samba

Allow Access Samba from WAN
WebDav

Enable WebDayv

DLNA

Enable DLNA

@D -

Go to Shared Folder tab. Click + Add button to add a shared folder.

File Bervices Shared Folders User Managemant

' You nead 1o snaile ihe cormmpondng Ne senics [Eambaheblay] io sccal your snired
fktars thiewah tis protocol

Choose a folder to share, then click Next.

GL-iNet

+ Add
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Add Shared Folder

v disk1_parti

Picture cats

Peppa Pig

For security reasons, we do not recommend enabling Anonymous Access.

If you leave the Anonymous Access off, you need to create a user by
clicking the + Add User button or choose an existing user, and then check
the user in the option Writable User or Read-Only User. The User is for the
connection to the Samba Server. You can manage the user in the User
Management tab.

Finally, click the Apply button.
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Shared Folder Settings

Path /disk1_part1/Peppa Pig

Share Protocol Samba
Samba Settings

Share Name Peppa Pig
Anonymous Access C)

Writable User david

Read-Only User

=+ Add User
o
That is it. The access link can be found in Shared Link.
File Services Shared Folders User Managamient
0 Wi Pty b5 ARG T CoFTRRpErling e sEncs [SmBaSYen D) i eohaEs yaur e
fakinms Through this pratocal
Patk Actess Protocal Wadelity Action

Mk _pact 1/Papps Mg | Bamba | Lsabis

el [ Shared Link
O Senting
M Add Extm Protocod

B Ooisle
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Click Shared Link, it will show the access link for each system. The Unix-
like system include Android, iOS, macOS, Ubuntu etc.

Note: If you enabled Allow Access Samba from WAN and access from
WAN, you need to replace the Router IP (default 192.168.8.1) in the figure
below with WAN IP which can be found in the INTERNET page.

Folder Access Link

Windows SMB W192.168.8.1\Peppa Pig

Unix-like Samba smb://192.168.8.1/Peppa Pig

Then try to access the Samba on various OS, check out here.

Set up WebDAV
Toggle to enable WebDAV.

For the protocol, HTTP is not encrypted, using on your risk; HTTPS is
encrypted, it uses self signed certificate.

Then click Apply.
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File Services Shared Folders User Management

Samba
Enable Samba
WebDav

Enable WebDav

Allow Access WebDav from WAN

WebDav Protocol

WebDav Port (HTTP)

DLNA

Enable DLNA

«D -

HTTP

6008

Go to Shared Folder tab. Click + Add button to add a shared folder.

File Services Shared Folders User Managemant

@ Younead to enatie the canespondng e senvics (SambaWebDay) 10 acces your snared

fakars threwgh is protocol

Choose a folder to share, then click Next.

GL-iNet

+. Add
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Add Shared Folder

v disk1_parti

Picture cats

Peppa Pig

Select the Share Protocol as WebDAV.
For security reasons, we do not recommend enabling Anonymous Access.

If you leave the Anonymous Access off, you need to create a user by
clicking the + Add User button or choose an existing user, and then check
the user in the option Writable User or Read-Only User. The User is for the
connection to the WebDAV Server. You can manage the user in the User
Management tab.

Finally, click the Apply button.
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Shared Folder Settings

Path /disk1_part1/Peppa Pig
Share Protocol WebDav

WebDav Settings

Anonymous Access O
Writable User david

Read-Only User

+ Add User

That is it. The access link can be found in Shared Link.

Filiy Sorvices Shared Foldars Lizer Managemeani

@ ou need to enatie the carmespanding fie service (Samtatetey) 10 access your
shared folders through 1his protocol

Path Acceds Protocol Walidity Action

Mok _part1/Peppn Pig |- LT Ay ] Linbila T

= [ Shared Link
£} Satting
¥ Asd Exira Protocol

B Dot
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Click Shared Link, it will show the access link for each system. The Unix-
like system include Android, iOS, macOS, Ubuntu etc.

Note: If you enabled Allow Access Samba from WAN and access from
WAN, you need to replace the Router IP (default 192.168.8.1) in the figure
below with WAN IP which can be found in the INTERNET page.

Folder Access Link

HTTPS https://192.168.8.1:6008/disk1_part1/Peppa Pig

Dav dav://192.168.8.1:6008/disk1_part1/Peppa Pig

Then try to access the WebDAV on various OS, check out here.

Set up DLNA
Toggle to enable DLNA, modify Share Path if needed, click Apply. That is it.

File Services Shared Folders User Management

Samba

Enable Samba
WebDav
Enable WebDav

DLNA

Enable DLNA - @

Share Path /disk1_part1l Modify

e
«D —
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Connect your smart TV to the router, it will find the DLNA Server.

Samba Client

Windows
Here is an example of Windows 11, Windows 10 is similar.

Open up File Explorer and then right-click on This PC (in the left pane).
From the resulting context menu, select Show more options -> Add a
network location

Add Network Location

Welcome to the Add Network Location Wizard

This wizard helps you sign up for a service that offers online storage space, You can use this space
to store, organize, and share your doecuments and pictures using only a web browser and Internet
connection.

You can also use this wizard to create a shortcut to a website, an FTP site, or other network location,

|. Mext | Cancel

Click Choose a custom network location and then click Next.
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“ Add MNetwork Location

Where do you want to create this network location?

Choose a custom network location
Specify the address of a website, network location, or FTP site

Mext | Cancel

Enter the Samba access link. Then click Next.
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« Add Metwork Location

Specify the location of your website

Type the address of the website, FTP site, or network location that this shortcut will open,

Internet or network address:
\\192,168.2.1\Peppa Pig| w Browse..,

View examples

Mext Cancel

Give a name of this location. Click Next.
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« Add MNetwork Location

What do you want to name this location?

Create a name for this shortcut that will help you easily identify this netweork location:

Y\192.168.8.1\Peppa Pig,

Type a narne for this network location:
Peppa Pig (192.168.8.1 (GL-axﬂEﬁZﬂ-m?Ecd?le

Mext Cancel

Click Finish.
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4 Add Network Location

Completing the Add Network Location Wizard

You have successfully created this network location:

Peppa Pig (192.168.8.1 (GL-axt1800-zw72cd7)¥

A shortcut for this location will appear in Computer.

8 Open this network location when | click Finish.

Cancel

If it need username and password, it will ask to enter the credential. Then
click OK.
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i : X
== Windows Security

Enter network credentials

Enter your credentials to connect to: 152.168.8.1

User name

Password

| | Remember my credentials

Access Is denled

Mac OS° Android” i0S

WebDAYV Client

Windows

There is a lot of software that supports WebDAYV, for
example RaiDrive, Cyberduck, WinSCP.

Here is an example of RaiDrive.

Click Add.

In the Storage area, click NAS -> WebDAV.
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In the Address area, check/uncheck the checkbox near Address to switch
https/http, enter the address.

In the Account area, enter username and password, or check
the Anonymous.

Finally, click Connect, it will add a X drive in the File Explorer.

L New Drive

Siceoge
@ webbav

@ symoiogy

0= Nextcioud

g differént credentials Read-only

O Address

gkl _pantl/Peooa P9
AR AR L LR

Tewout
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8.6 Log

On the left side of web Admin Panel -> APPLICATIONS -> Log.

The Log page allows you to view logs of System, Kernel, Crash, Cloud for
analysis and troubleshooting.

Log

System Log Hermsl Log Crash Log Cloud Log
Rofrenh

Thia Jun ¥ 87¢01:88 2022 Eern. lnlfo kernsEl: 181556.125370 ) wireguard: wireguasd-

hotplug IFMAHE=wgolient ARCTION=-EEYPAIR-CHEARTED
Tha Jur 9 000100 dE weer.notice Wireguard=gebug: UOEER=roof 1Ename=wgolliént
ACTION=KEYTAIR-CREATED SHLYL=] BOME=; HOTPLUS TYFEswireguard LOCHAME=rogot

Click Refresh to get the latest log information.

Click Export Log to export log information of System, Kernel, Crash and
Cloud. When you give feedback to GL.iNet, you can send the exported log
file to GL.iNet technical support for faster problem analysis.
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2. MORE SETTINGS

9.1 Admin Password

On the left side of web Admin Panel -> MORE SETTINGS -> Admin
Password

Admin Password

Old Passwaord @
MNew Password @
Confirm Password @
Prevent Weak Password 0

Change the password of login the web Admin Panel. You have to input
your current password to change it.

For security reasons, we recommend that you turn on Prevent Weak
Password.

When Prevent Weak Password is turned on, the requirements for new
passwords are as follows.

« 5 characters and maximum 63 characters.

. Letters (case senstive), numbers and symbols | @ # $ % ~ & * (
) _+-=, .><|?/\N[1{}:;" "  ~areallowed.

« At least two of uppercase letters, lowercase letters, numbers,
and symbols are required.
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9.2 LAN

On the left side of web Admin Panel -> MORE SETTINGS -> LAN

LAN

Private Network Guest Network
Aouter P Address @ i82.168. 8 R
Masirmurm Mumibes of Ligers 160
Start [P Addrias

End IP Addinpss

Al umced

When you specily a reserved P addneas for i clani within the AN,
tha cliant abvays receivas the sama IP address each time i sccessas
D tha routers DHCP sarver. You can assign reserved P aodresses 1o “
computars of servars thal require pesmanant P sattings.
Mote: Configured clianis have (o reconnect the router 1o ectivaie.

Private Network

The Private Network is the network if your devices connect to the Main
WiFi or connect via an ethernet cable.

The Router IP Address is 192.168.8.1 by default. You can change it if it
conflicts with your network.
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Private Network Guest Network

Router IP Address @ 192.168. 8 A

Maximum Number of Users 150

Start IP Address

End IP Address

Advanced

You can just simply change the Maximum Number of Users to fit your
need. Or click Advanced for more manually settings.

Private Network Guest Network

o You can set subnet within IPv4 private address ranges:; 192.168.0.0/16, 172.16.0.0/12,

10.0.0.0/8
Router IP Address @ 192.168.8.1
MNetmask 255.255.255.0
Start IP Address 192.168.8.100
End IF Address 192.168.8.249
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Reserve an IP for a client

When you specify a reserved IP address for a client within the LAN, the
client always receives the same IP address each time it accesses the
router's DHCP server. You can assign reserved IP addresses to computers
or servers that require permanent IP settings.

Note: Configured clients have to reconnect the router to activate.

Click Add to reserve an IP.

When you specity a reserved IP address for a clisnt within the LAM
ihe cliant always moshes the sima IP addmss aach 1 i SCoosses
i the router's DHCP sanver. You can assign reserved IP addresses 1o “
COMpPLUTErs or servers thet require pemmanent [P ssttings.
Mot Configunad clienis hinee 10 mMoonnpo The muler (o activais

Select the MAC, it will fill the IP automatically after select MAC. Give it a
descriptive name. Then click Submit.

Add A New Reservation Entry

MAGC

MName

Com ) CEEED

Guest Network

The Guest Network is the network if your device connect to the Guest WiFi.

The Defautl Gate Way is 192.168.9.1, If you have enable the Guest WiFi
and it conflicts with your network, you can change it.

GL-iMat Page 165|178



Private Network Guest Network

Default Gateway 192.168. 9 1

Maximum Number of Users 150

Start IP Address

End IP Address

Advanced

You can just simply change the Maximum Number of Users to fit your
need. Or click Advanced for more manually settings.

GL-iMat Page 166 | 178



Private Network Guest Network

You can set subnet within IPvd private address ranges: 192.168.0.0/16, 172.16.0.0/12,
o 10.0.0.0/8

Default Gateway 182.168.9.1

Metmask 255.255.255.0
Start IP Address 192.168.9.100
End IP Address 192.168.9.249
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9.3 Time Zone

On the left side of web Admin Panel -> MORE SETTINGS -> Time Zone

The time of the router's activities will be recorded according to the router
time. So, make sure you have sync/select the right time zone.

It does not automatically synchronize the time zone and requires a click on
the Sync button.

Time Zone
| Symo |
Rouier Tirms Thu, Jun 9, F0F2 8:31 AR (LIT0-+-00300)
UTC
After synchronization.
Time Zone
Router Time Thu, Jun 9, 2022 4:32 PM (UTC+08:00)

Asia/Hong Kong
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9.4 DNS

On the left side of web Admin Panel -> MORE SETTINGS -> DNS

If you set custom DNS servers, any dns name will be resolved through the
DNS servers set here instead of the one obtained from wan, repeater,
cellular, hotspot sharing or VPN configuration DNS server.

iIf you set custom DINS sarses, any dng neme will be resolved through the DNE senvers et
0 have insead of 1o one chtained rom wien, repeaion, calular, hotspol shanng of VPN
configuration DNG sarer,

DNS Raebinding Atack Protection @
Owverride DNS Settings for All Cilents @
DMNS Servar Settings

Mods Automatic

DNS fromm Elharmiet 182.168.28.1

DNS Rebinding Attack Protection: Turning on this option may cause
private DNS lookup failure. If your network has a captive portal please
disable this option.

Override DNS Settings for All Clients: If enabled, your router will override
unencrypted DNS settings for all clients.

DNS Server Settings
There are four modes.

« Automatic, use the gateway of the parent router.
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DNS Server Settings

Mode Automatic

DNS from Ethernet 192.168.28.1

o Encrypted DNS

DNS Server Settings

Mode Encyrypted DNS
Encryption Type DNS over TLS
DNS Provider NextDNS
MextDNS 1D

Apply

Encrypted Type has four type, DNS over TLS, DNSCrypt-Proxy,
DNS over HTTPS, Oblivious DNS over HTTPS.

« For DNS over TLS, the DNS Provider has two options,
NextDNS and Cloudflare.

« For DNSCrypt-Proxy, DNS over HTTPS and Oblivious
DNS over HTTPS, they can select DNS Server.
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DNS Server Settings

Mode Encyrypted DNS

Encryption Type DNSCrypt-Proxy

Select at least one server
Server @

+ Select Server

Apply

« Manual DNS

DNS Server Settings

Mode Manual DNS

DNS Server 1

DMNS Server 2

DNS Server 3

DNS Server 4

o DNS Proxy
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DNS Server Settings

Mode DNS Proxy

Proxy Server Address

Edit Hosts

Requests from clients will be resolved preferentially using the static DNS
rules you write in Hosts.

Edit Hosts

o Requests from clients will be resolved preferentially using the static DNS
rules you write in Hosts.

127.0.0.1 localhost

=1 localhost ip6-localnost ip6-loopback
fi02::1 ip6-alinodes
ff02::2 ip6-alirouters

= I A R L

Co) GEEED
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9.5 Network Mode

On the left side of web Admin Panel -> MORE SETTINGS -> Network Mode

When you change the router’s network mode, you may need to re-connect
all your client devices.

When you use Access Point/Extender/WDS mode, you may not connect to
the web Admin Panel again. Try to access the web Admin Panel by the IP
address that parent router assigned to this router. Or you can Press and
hold the reset button for 4 seconds to revert to Router mode.

Note: some models do not support WDS mode.

Network Mode

Vhan you changs the mulers network mode, you may nesd io e-connact gl
your chient devices,
i When you use Access Paint/Extencer WDS moda, you may not Connect to his  Lessn Mo
LA sgain, You can Press and hold the reset bution for 4 seconds to revert 1o
rouier moda

Howutar
Cragdn \your can private raiwor. The mouter will sct as AT, firewall and DHCFP sarver

Agcass Podn

Conrmct 10 nwired nefwork and brosdons! a winlesa ralwon

Extencer

Extend 1he Wi-Fi oovernge of an saning winskess nefwork

WL

Simdlar 10 Extsnoer, plaase chooss WDS f voud maln roulsr Supdans WDS mode
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« Router. Create your own private network. The router will act as
NAT, firewall and DHCP server. This is the default mode.

« Access Point. Connect to a wired network and broadcast a
wireless network.

« Extender. Extend the Wi-Fi coverage of an existing wireless

network.
« WDS. Similar to Extender, please choose WDS if your main router
supports WDS mode.
9.6 IPv6

On the left side of web Admin Panel -> MORE SETTINGS -> IPv6

The IPv6 function allows you to enable and configure IPv6 on router.

IPvE

The curmeni varsion of the firewall, VPN, terminal Bst, cloud sarvice, alc., may nol support

|PwE Tor tha Lirma Baing Thariars, the IPWE luncion can only be used ar confguration
0D within this Interface

Mote: I you wse functions of both VPN and IPvG 8! the same fime, £'s likely o cause IPvE

dain leaksge.

Engbled IPwh

The current version of the firewall, VPN, terminal list, cloud service, etc.,
may not support IPv6 for the time being. Therefore, the IPv6 function can
only be used for configuration within this interface.

Note: If you use functions of both VPN and IPv6 at the same time, it's likely
to cause IPv6 data leakage.

After enabled.
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IPv6

The current varsion of the firewall, VPN, terminal Bst, cloud service, elc., may not support

IPwE for the time batng. Therfors, the [Pl function can only ba used for configuration
O within this interface,

Note: If you use functions of both VPN and IPvG a1 the same time, it's likafy 10 cause IPvE

data lezkage,
Enabled IPve [ @)
LAM
Mo HNative
OMS acquisition method Automatic

« Mode. There are three modes, NAT6, Native and Static IPv6.

« DNS acquisition method. It has two
options. Automic and Manual.
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9.7 Toggle Button Settings

Some models have a toggle button, and you can customize what this button does in this
page.
On the left side of web Admin Panel -> MORE SETTINGS -> Toggle Button Settings

Toggle Button Settings

LEFT RIGHT
A‘
F
Toggle Button Function Mo Function

There are four options.

e No Function.

e AdGuard Home (On/Off)

e OpenVPN Client (On/Off)
e WireGuard Client (On/Off)
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https://docs.gl-inet.com/en/4/tutorials/ipv6/

9.8 Reset Firmware

On the left side of web Admin Panel -> MORE SETTINGS -> Reset Firmware
In case of malfunction, you can reset router.

Note: All your current settings, applications and data will be lost. The
process will take about 3 minutes. DO NOT power off the router during this
process.

Reset Firmware

If you can't access the web Admin Panel, you can use the reset button as
well, please check out here.
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https://docs.gl-inet.com/en/4/tutorials/repair_network_or_reset_firmware/#reset-to-factory

9.9 Advanced Settings

On the left side of web Admin Panel -> MORE SETTINGS -> Advanced
Settings

You can modify advanced settings with LuCl, the default web user
interface of OpenWrt. LuCl is an open and independent project maintained
by OpenWrt.

It is provided as is. GL.iNet is not responsible for LuCl maintenance.

Click the link 192.168.8.1/cgi-bin/luci to access LuCl page.

Advanced Settings

You can modify advanced seftings with LuCl, the default web user interface of OpenWrt.
o LuCl is an open and independent project maintained by OpenWit.

It is provided as is. GL.iNet is not responsible for LuCIl maintenance.

192.168.8.1/cgi-bin/luci
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