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RAK3272-SIP Quick Start Guide

This guide covers the following topics:

 RAK3272-SiP Breakout Board as a Stand-Alone Device Using RUI3

» RAK3272-SiP Breakout Board as a LoRa/LoRaWAN Modem via AT Command
« Connecting to The Things Network (TTN)

« Connecting with Chirpstack

» LoRa P2P Mode

Prerequisites
What Do You Need?

Before going through the step in the installation guide of the RAK3272-SiP Breakout Board, make sure to prepare
the necessary items listed below:

Hardware

RAK3272-SiP Breakout Board

RAKDAPL1[4 Flash and Debug Tool (or any USB-Serial Adapter)
e ST-LINK[Z in-circuit debugger/programmer (optional)
Windows/Mac OS/Linux Computer with USB port

Software

e Download and install the Arduino IDE

WARNING

If you are using Windows 10:

Do NOT install the Arduino IDE from the Microsoft App Store. Instead, install the original Arduino IDE from
the Arduino official website. The Arduino app from the Microsoft App Store has problems using third-party
Board Support Packages.

o Add RAK3272-SiP as a supported board in Arduino IDE by updating Board Manager URLs in Preferences

settings of Arduino IDE with this JSON URL
https://raw.githubusercontent.com/RAKWireless/RAKwireless-Arduino-BSP-

Index/main/package_rakwireless.com_rui_index.json . After that, you can then add RAKwireless RUI
STM32 Boards via Arduino board manager.

» RAK Serial Port Tool

 RAK DFU Tool

e STM32CubeProgrammer[% (optional)

List of Acronyms


https://store.rakwireless.com/products/wisduo-breakout-board-rak3272-sip?utm_source=RAK3272SiPBreakoutBoard&utm_medium=Document&utm_campaign=BuyFromStore
https://store.rakwireless.com/collections/hardware-tools/products/daplink-tool
https://www.st.com/en/development-tools/st-link-v2.html
https://www.arduino.cc/en/Main/Software
https://docs.rakwireless.com/Product-Categories/wisduo/RAK3272-SiP-Breakout-Board/Quickstart/#rak3272-sip-rui3-board-support-package-in-arduino-ide
https://downloads.rakwireless.com/#LoRa/Tools
https://downloads.rakwireless.com/#LoRa/Tools/RAK_Device_Firmware_Upgrade_tool/
https://www.st.com/en/development-tools/stm32cubeprog.html
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Acronym Definition

DFU Device Firmware Upgrade

JTAG Joint Test Action Group

LoRa Long Range

OTAA Over-The-Air-Activation (OTAA)

ABP Activation-By-Personalization (ABP)

TTN The Things Network

DEVEUI Device EUI (Extended Unique Identification)
APPEUI Application EUI (Extended Unique Identification)
APPKEY Application Key

DEVADDR Device Address

NWKSKEY Network Session Key

APPSKEY Application Session Key

P2P Point-to-Point

Product Configuration

RAK3272-SiP Breakout Board as a Stand-Alone Device
Using RUI3

Hardware Setup

The RAK3272-SiP requires a few hardware connections before you can make it work. The bare minimum
requirement is to have the power section properly configured, reset button, antenna, and USB connection.

WARNING

Firmware update is done via UART2 pins. If you will connect the module to an external device that will be
interfacing with UART2, take extra precaution in your board design to ensure you can still perform FW
update to it. There should be a way in your board design that can disconnect the external device to
RAK3272-SiP UART2 before connecting the module to the PC (via USB-UART converter) for the FW
update process.

An alternative option to update firmware aside from UART2 is to use SWD pins (SWCLK & SWDIO). This
method will require you to use external tools like ST-LINK or RAKDAP1.



Figure 1: RAK3272-SiP Schematic

Ensure that the antennal” is properly connected to have a good LoRa signal. Also, note that you can damage the
RF section of the chip if you power the module without an antenna connected to the RP-SMA connector.

RP-5MA Male

Figure 2: LoRa Antenna

RAK3272-SiP breakout board has an RP-SMA connector compatible with the included LoRa antenna, as shown in
Figure 3.

Figure 3: RP-SMA Connector of RAK3272-SiP for LoRa Antenna


https://store.rakwireless.com/products/lora-antenna?variant=39942879641798

y
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NOTE

Detailed information about the RAK3272-SiP LoRa antenna can be found on the antenna datasheet

WARNING

When using the LoRa transceiver, make sure that an antenna is always connected. Using this transceiver
without an antenna can damage the module.

Software Setup

The default firmware of RAK3272-SiP is based on RUI3, which allows you to develop your custom firmware to
connect sensors and other peripherals to it. To develop your custom firmware using Arduino IDE, first, you need to
add RAKwireless RUI STM32 Boards in the Arduino board manager, which will be discussed in this guide. You
can then use RUI3 APIs for your intended application and upload also the custom firmware via UART. The AT
commands of RAK3272-SiP are still available even if you compile custom firmware via RUI3. You can send AT
commands via UART2 connection.

RAK3272-SiP RUI3 Board Support Package in Arduino IDE

If you don't have an Arduino IDE yet, you can download it on the Arduino official website 4 and follow the
installation procedure in the miscellaneous section of this document.

NOTE

For Windows 10 and up users: If your Arduino IDE is installed from the Microsoft App Store, you need to
reinstall your Arduino IDE by getting it from the Arduino official website. The Arduino app from the
Microsoft App Store has problems using third-party Board Support Packages.

Once the Arduino IDE has been installed successfully, you can now configure the IDE to add the RAK3272-SiP to
its board selection by following these steps.

1. Open Arduino IDE and go to File > Preferences.

Sketchbook > ~

Examples s e
Close CerleW
Save Ctrl+S
SaveAs..  Ctrl«ShiftsS

PageSetup  Ctrl+Shift+P
Print Ctrl+P

Figure 4: Arduino preferences


https://downloads.rakwireless.com/#Accessories/Antenna/SMA-Antenna/
https://www.arduino.cc/en/Main/Software
https://docs.rakwireless.com/Product-Categories/wisduo/RAK3272-SiP-Breakout-Board/Quickstart/#miscellaneous
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2. To add the RAK3272-SiP to your Arduino Boards list, edit the Additional Board Manager URLs and click the
icon, as shown in Figure 5.

Preferences

Settings | Network
Sketchbook location:
C:\Wsersmsam\Documents Browse
Editor language: System Default ~ | (requires restart of Arduino)
Editor font size: 12
Interface scale: Automatic | 100 5 % (requires restart of Arduing)
Theme: Default theme - | (requires restart of Arduing)
Show verbose output during: [ compilation [ ] upload
Compiler warnings: None  «
[[] Display line numbers [] Enable Code Folding
Verify code after upload [[] Use external editor
Chedk for updates on startup Save when verifying or uploading
[[] Use accessibiity features
Additional Boards Manager URLs: ||
More preferences can be edited directly in the file
C:\Users\msam\AppData'Local\Arduino 15\preferences, tut
(edit only when Arduine is not running)
oK Cancel

Figure 5: Modifying Additional Board Manager URLs

3. Copy the URL https://raw.githubusercontent.com/RAKWireless/RAKwireless-Arduino-BSP-
Index/main/package_rakwireless.com_rui_index.json and paste it on the field, as shown in Figure 6. If
there are other URLs already there, just add them on the next line. After adding the URL, click OK.

© e 26a | Arduino 1.8.16

sket 26a uino 1.2 - Ee
File Edit Sketch Tools Help

sketeh_nov26a

void setup() [ ~
// put your setup code here, to run once:

Preferences X
}
Settings  Network
veid leopl { Sketchbook location:
// put your main code here, to run re|
Co\Users\msam\Pocuments Browse
}

Editor language: System Default ~ | (requires restart of Arduino]

© Additional Boards Manager URLs

Enter additional URLs, one for each row

nttps://raw.githubusercontent. com/RAXWireless/RARwireless-Arduino-BSE-Index/main/package_rakwireless.com rui_index.3jsen

Click for a It of unoffidal boards support URLS

oK Cancel

Additional Boards Manager URLs:
More preferences can be edited directly in the fie

Ci\Users\msam\AppData\L ocal\Arduino 15tpreferences. it
(edit only when Arduino is not rumning)

oK Cancel

Figure 6: Add additional board manager URLs

4. Restart the Arduino IDE.

5. Open the Boards Manager from the Tools Menu.
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a | Arduino 1.8.16
Sketch Tools Help

Auto Format
Archive Sketch
sketen_novze Fix Encading 8 Reload

void setup()
/4 put your

Manage Libraries... Ctrl+Shift+1
Serial Moniter Ctrl+Shift+ M

1 Serial Plotter Ctrl+Shift+L

void loop() {] WiFi101 / WiFiNINA Firmware Updater
/4 put your

Board: “Arduino Une" Boards Manager...
) Port: "COMA4" Arduino AVR Boards >
Get Board Info ESP32 Arduino >
RAKwireless ESP32 Modules >
Programmer
i >
N RAKwireless nRF Modules
Jess Raspberry Modules >
RAKwireless RUI nRF Modules >

Figure 7: Opening Arduino boards manager

6. Write RAK in the search bar, as shown in Figure 8. This will show the available RAKwireless module boards

that you can add to your Arduino Board list. Select and install the latest version of the RAKwireless RUI
STM32 Boards.

Type |Al ~ | |RAK

RAKwireless RUI STM32 Boards

by RAKwireless version 3.2.0
Boards included in this package:
RAK3172-E, RAK3272-5iP.
Online Help

More Info

Install

Close

Figure 8: Installing RAKwireless RUI STM32 boards

7. Once the BSP is installed, select Tools > Boards Manager > RAKWireless RUI STM32 Modules > WisDuo
RAK3272-SiP Board. The RAK3272-SiP breakout board uses the RAK3172-SiP WisDuo module.
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a | Arduino 1.8.16
Sketch Tools Help

sket
Auto Format
Archive Sketch
SKetth_Nov262  Fix Encoding & Reload

void setup () Manage Libraries... Ctrb+Shifte |
A BEE YONE ol Monitor Ctrl+Shift+M
) Serial Plotter Ctrl+ Shifts L
void oop(y W01/ WFININA Firmwere Updater
7 BRT VSRR g "WisDuo RAK3172 Evalustion Board” Boards Manager...
1 Debug: "Level O (Release)” Adafruit Boards >
Port Arduing ARM (32-bits) Boards >
Get Board Info Arduing AVR Boards >
PO ESP32 Arduing >
Summ Bootlondar ESPA266 Boards (3.0.2) >
RAKwireless ESP32 Modules >
RAKwireless nRF Modules >
Roluwireless Raspberry Modules >
RAKwireless RUI nRF Modules >
RAKwireless RUI ST32 Modules ® WisDuo RAK3172 Evalustion Board
STM32 Boards (selected from submenu) WisDuo RAK3Z72-5iP Board
STM32F1 Boards (Arduin_STM32) >
STM32F4 Boards (STM32duine.com] 2
5TMS Boards >
5TMBS Boards >
v

Figure 9: Selecting RAK3272-SiP Board

Compile an Example with Arduino Serial

1. After completing the steps on adding your RAK3272-SiP to the Arduino IDE, you can now try to run a simple
program to test your setup. You need to add a USB connection to the schematic of the RAK3272-SiP breakout
board, as shown in Figure 10.

T * T & T x T

Figure 10: RAK3272-SiP with USB to Serial Schematic

2. Connect the RAK3272-SiP via UART and check RAK3272-SiP COM Port using Windows Device Manager.
Double-click the reset button if the module is not detected.
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File Action View Help
e« @ HET

~ & DESKTOP-2FNZN4T ~
i Audioinputs and outputs
3 Batteries
9 Bluetooth
Q Cameras
E Computer
s Disk drives
@ Display adaptors
3 Firmware
Hurman Interface Devices
=@ |DE ATA/ATAPI controllers
Keyboards
8 Mice and other pointing devices
[ Monitors
Network adapters
v i@ Ports (COM & LPT)
& USB-SERIAL CH340 (COM28)
[ Print queues
I Processors
B9 Security devices
!‘t Software components
0 Software devices
i Sound, video and game controllers

S Storage controllers
§3 System devices

B Ilniversal Serial Bus rantrallers

Figure 11: Device manager ports (COM & LPT)

3. Choose RAK3272-SiP on board selection select via Tools > Boards Manager > RAKWireless RUI STM32
Modules > WisDuo RAK3272-SiP Board.

File Edit Sketch Tools Help

Ctrl+T

Aute Format

Archive Sketch

sketch_nov26z Fix Encoding & Reload
void setup() Mansge Libraries... Ctrl+ Shifts |
4 PEE VORE erial Monitor Ctrl+ Shift+ M
) Serial Plotter Ctrb+ShifteL
vosd osppy W01/ WiFNINA Firmware Updater
{4 BEE VONE L g d: "WisDuo RAK3172 Evaluation Board" Boards Manager...
1 Debug: "Level O (Release)” Adafruit Boards >
Part Arduine ARM (32-bits) Boards >
Get Board Info Arduine AVR Boards >
P— ESP32 Arduing >
Surm Bootlonder ESPA266 Boards (3.0.2) >
RAKwireless ESP32 Modules >
RAKwireless nRF Medules >
Raluwireless Raspberry Modules >
RAKwireless RUI nRF Modules >
RAKwireless RUI §TM32 Modules o WisDuo RAKZ172 Evaluation Board
5TM32 Bosardls (selected fram submenu) WisDuo RAK3272-5iP Board
STM32F1 Boards (Arduin_STM32) >
STM32F4 Boards (STM32duine.com] >
STMS Boards >
5TMSS Boards >

Figure 12: Selecting RAK3272-SiP Breakout Board

4. Open the Tools menu and select a COM port. COM28 is currently used.
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@ sketch_nov26a | Arduino 1.8.16

File Edit Sketch Tools Help

sketch_nov26z
void setup ()
// put your

1

void loop() {
// put your

1

Auto Format

Archive Sketch

Fix Encoding & Reload
Manage Libraries...
Serial Monitor

Serial Plotter

WiFi101 / WiFiNINA Firmware Updater

Board: "WisDuo RAK3272-5iP Board"
Debug: “Level O (Release)"

Port: "COM28"

Get Board Info

Programmer

Burn Bootloader

Ctrl+T

Ctrl+Shift+1
Ctrl+Shift+M
Ctrl+Shift+L

>

>

Serial ports
¥ comee

>

Figure 13: Select COM port

5. You can see the serial monitor icon and click it to connect the COM port.

© sketch_dec02a | Arduino 18.16

sketch_dec02a
void setup() {
// put your set

1

woid loop() {
// put your mail

1

File Edit Sketch Tools Help

% COM28

Send

Autoscroll ] Show timestamp

Newline

~ | [115200baud

Clear output

Figure 14: Open Arduino serial monitor

6. If the connection is successful, you can send AT Commands to RAK3272-SiP. For example: To check the RUI

version, type AT+VER=? on the text area, then click on the Send button, as shown in Figure 15.
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©: - x
File Edit Sketch Toels Help
sketch_dec02a
void setup() [ O A
// put your sets
at+ver=7 Send
]
void loop()
// put your mai:
]
[ Autoscroll [ Show timestamp Newline ~ | [115200baud ~ | Clear output

Figure 15: Send AT command

©-

File Edit Sketch Tools Help

sketch_dec023

void setup() [

& COM28
// put your set:

| Send
}
AT+VER=3.2.0+user
void loop() oK
// put your mai
}
[+] Autoscroll [[] Show timestamp Newline | [115200baud Clear output

Figure 16: Arduino serial monitor COM28

7. Open the Arduino_Serial example code.
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26a | Arduin

File Edit Sketch Tools Help +

Arduino_Analog
New Crrl=N Arduino_Bit_And_Byte
Open.. Ctri+0 Arduin_Characters
>
EE=RlREcent Arduine_Digital
>
Sketehbook n Arduino_Interrupt
EeTs s Arduino_Led_Breathing
Close CerleW E-Zenim]
N Arduino_Random
Save Ctriss 06.Sensors S
I N Arduino_Serial
Sove As..  CtrlsShiftsS 07.Display
08Strings N Arduine_Time
PageSetup  Ctrl+Shift+P T N BLE Beacon
Print Ctrl+P 10.StarterkGt Basickit N BLE Beacon_Custom_Payload
BLE Configuration
Preferences  Ctrl+Comma 1. ArduinolSP 4
BLE_Customer_Service
Quit Ctr+Q Examples for any board BLE_Scanner
Adafruit Circuit Playground > BLE Uat
Bridge o LoRaWan_ABP
Ethemet D LoRaWan_Class_B
Firmata ) LoRaWan_Info
LiquidCrystal & LoRaWan_Multicast
D ’ LoRaWan_OTAA
Servo & LoRaWan_P2P
Stepper o RAK4631
Temboo 4 System_Custom_ATCMD
RETIRED i System_FS
Examples for WisBlock Core R Syslepiceretl
v
RAK WisBlock RUI examples Application_Scenario
Example >
Examples from Custom Librar v

Adafruit BMEBBO Library >
A

Figure 17: Arduino Serial example

8. Click on the Verify icon to check if you have successfully compiled the example code.

® Arduino_Serizl| Arduino 1.8.16
File Edit Sketch Toels Help

Arduino_Serial

void setup()

{
// initialize serial communication at 115200 bits per second, and use the AT mode
Serial. n (115200, RAK AT MODE):
f/ initialize serial communication at 115200 bits per second, and use the custom mode
Seriall.begin (115200, RAK CUSTOM_MODE);
serial. ("RAKwirelsss Arduino Serial Example”);
Serial.println (" ")i
v (3000) ;
Seriall. t("Current time out: ");
Seriall. ntln(Serial.getTimeout()); // get Serial timeout
Seriall. ("Set Timeout to 50007);
Seriall t(5000); // set the Serial timeout to 5 seconds
Seriall. ("Current time out: "):
Seriall. ni(Serial.getTimeouc()): // get Serial timeout after changed
}
loop()
{
g returnString = " ";
// reply only when receive data on Serial port
Seriall.println("Please type any words in 5 seconds");
returnstring Seriall }; // Read the string until the end of enter

if (returnString == "
Seriall.

)

"read nothing”);

else { 0

WisDuo RAK

Figure 18: Verify the example code

9. Click the Upload icon to send the compiled firmware to your RAK3272-SiP.
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Arduino_Serial

void setup()

{
/f initialize serial communication at 115200 bits per sscond, and use the AT mode
Serial.bsgin (115200, RAK AT MODE);
/f initialize serial communication at 115200 bits per second, and use the custom mode
Seriall.begin (115200, RAK CUSTOM MODE);

("RAKwireless Arduino Serial Example"):

I "y :

©("Current time out: ");

Serial.getTimeout()); // get Serial timsout

"Set Timeout to 5000");

imeout (5000); // set the Serial timeout to 5 seconds
©("Current time out: ");

tln(Serial.getTimeout()); // get Serial timeout after changed

void loop(}
{
String returnString = " ";
/f reply only when receive data on Serial port
"Please type any words in 5 seconds");
til('\r'}; // Read the string until the end of enter

returnString = Seriall.
1f (returnString == " ")
read nothing”);

Figure 19: Upload the example code

10. If the upload is successful, you will see the Device programmed message.

® Arduino_Serial| Arduin

File Edit Sketch Toels Help

Arduino_Serial

void setup()
{

// initialize serial communication at 115200 bits per second, and use the AT mode
n (115200, RAK AT MODE);
// initialize serial communication at 115200 bits per sscond, and use the custom mode
115200, RARK CUSTOM MOLE) ;
("RAKwireless Arduino Serial Example");

I ny;

t("Current time out: "):

n(Serial.getTimeout()): // get Serial timeout

tln("Set Timeout to 50007):

ut (5000); // set the Serial timeout to 5 seconds
t("Current time out: ");

tln(Serial.getTimeout()); // get Serial timeout after changed

void loop()

1
String returnString = " ":
// zeply only when rscsive data on Serial port
Seriall.println("Pleass typs any words in 5 seconds"):
returnString = Seriall. Until('\z'}: // Read the string until the end of enter
if (returnString == " ")
tln("read nothing");:
int ("Typed: "):

n{returnString); //Show the sString you typed

Figure 20: Device programmed successfully

11. After the Device Programmed is completed, you will see the working Arduino_Serial example.

RAK3272-SiP Breakout Board 1/O Pins and Peripherals

This section discusses how to use and access RAK3272-SiP pins using RUI3 API. It shows basic code using
digital /0O, analog input, UART, and I2C.



Figure 21: Available Peripherals and Digital /0 pins in RAK3272-SiP Breakout Board
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You can use any of the pins below as Digital Pin.

Pin Name

PA4

PA5

PAG

PA7

PA8

PA9

PA10

PA11

PA12

PA15

PB1

PB2

PB3
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Alternative Pin Usage

SPI1_NSS

SPI1_CLK

SPI1_MISO

SPI1_MOSI

12C_SCL

12C_SDA

ADCO
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Pin Name Alternative Pin Usage

PB4 ADC1

PB5

PB6 UART1_TX

PB7 UART1_RX

PB8

PB9

PB10

PB11

PB12

PB13

PB14

PB15

PCO

PC1

PC2

PC3

PC4

PC5

PC6

PC13
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Figure 22: Available Digital I/O pins in RAK3172-SiP Breakout Board

The pins listed below must not be used.

Pin name Pin Location Pin Usage

PA2 J3pin7 UART2_TX

PA3 J3pin 8 UART2_RX

PA13 J3pin5 SWDIO

PA14 J3 pin 6 SWCLK
NOTE:

The GPIO Pin Name is the one to be used on the digitalRead and digitalWrite and NOT the pin numbers.
« Use Arduino digitalRead [ to read the value from a specified Digital /0 pin, either HIGH or LOW.
« Use Arduino digitalWrite [© to write a HIGH or a LOW value to a Digital I/O pin.

Example code

void setup()

{
pinMode (PA9, OUTPUT);

void loop()

{

digitalWrite(PA9,HIGH);
delay(1000);
digitalwWrite(PA9, LOW);
delay(1000);



https://www.arduino.cc/reference/en/language/functions/digital-io/digitalread/
https://www.arduino.cc/reference/en/language/functions/digital-io/digitalwrite/
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How to Use Analog Input

You can use any of the pins below as Analog Input.

Pin Location Analog Port Pin Name
J8 pin 2 ADCO PB3
J8 pin 3 ADC1 PB4

» Use Arduino analogRead[’ to read the value from the specified Analog Input pin.

Figure 23: Available Analog pins in RAK3272-SiP Breakout Board

Example code

#define analogPin PB3
int val = 0;
void setup()

{
Serial.begin(115200);

void loop()

{

val = analogRead(analogPin);

Serial.println(val);
delay(100);

How to Use Serial Interfaces

UART


https://www.arduino.cc/reference/en/language/functions/analog-io/analogread/
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There are two UART peripherals available on the RAK3172 module. There are also different Serial Operating
Modes[” possible in RUI3, namely Binary Mode[” , AT Mode % , and Custom Mode

UART Pin map table

Pin Location Serial Port Serial Instance Assignment Default Mode
J4 pin5 UART1 RX Seriall Custom Mode
J4 pin 6 UART1_TX Seriall Custom Mode
J3 pin 8 UART2_RX Serial AT Command
J3 pin7 UART2_TX Serial AT Command

(mje o o o
(W[o oo o

("RM R DM SRR C R VRS SRR CR¥
o Mo/ Mo Mo Mo oo ol

Figure 24: Available UART pins in RAK3272-SiP Breakout Board

Example Code

void setup()

{
Seriall.begin(115200);
Serial.begin(115200);

void loop()

{

Seriall.println("RAK3272-SiP UART1 TEST!");
Serial.println("RAK3272-SiP UART2 TEST!");
delay(1000);

12C

There is one 12C peripheral available on RAK3272-SiP.

Pin Location 12C Port Pin Name

J3 pin 1 12C_SCL PA11


https://docs.rakwireless.com/RUI3/Serial-Operating-Modes/#rui3-serial-operating-modes
https://docs.rakwireless.com/RUI3/Serial-Operating-Modes/Binary-Command-Manual/
https://docs.rakwireless.com/RUI3/Serial-Operating-Modes/AT-Command-Manual/
https://docs.rakwireless.com/RUI3/Serial-Operating-Modes/Custom-Mode/
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Pin Location 12C Port Pin Name

J3 pin 2 12C_SDA PA12

e Use Arduino Wire[ library to communicate with 12C devices.

1 R 12C2_SDA

.|
3
» |
3
3
.|
3
» |
3

Figure 25: Available 12C pins in RAK3272-SiP Breakout Board

Example Code

Make sure you have an 12C device connected to specified 12C pins to run the 12C scanner code below:


https://www.arduino.cc/reference/en/language/functions/communication/wire/
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#include <wire.h>

void setup()

{

Wire.begin();

Serial.begin(115200);
while (!Serial);
Serial.println("\nI2C Scanner");

void loop()

{
byte error, address;
int nDevices;

Serial.println("Scanning...");

nDevices = 0;

for(address = 1; address < 127; address++ )

{
// The i2c_scanner uses the return value of
// the Write.endTransmission to see if
// a device did acknowledge to the address.
Wire.beginTransmission(address);
error = Wire.endTransmission();

if (error == 0)
{
Serial.print("I2C device found at address 0x");
if (address<i16)
Serial.print("0");
Serial.print(address, HEX);
Serial.println(" !'");

nDevices++;
}
else if (error==4)
{
Serial.print("Unknown error at address 0x");
if (address<i16)
Serial.print("0");
Serial.println(address, HEX);

}
if (nDevices == 0)

Serial.println("No I2C devices found\n");
else

Serial.println("done\n");

delay(5000); // wait 5 seconds for next scan

The Arduino Serial Monitor shows the 12C device found.
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Scanning. ..
I2C device found at address 0x28 !
done

Scanning. ..
I2C device found at address 0x28 !
done

SPI

If your RUI3 project uses SPI, then J4 pins 1 to 4 are reserved for the RUI3 SPI interface.

€T o
IR 88—
SPI1_CLK

M) KO AD D A A D D RB
o Mo e le e lolle lolls

Figure 26: Available SPI pins in RAK3272-SiP Breakout Board

RAK3272-SiP Breakout Board as a LoRa/LoRaWAN
Modem via AT Command

AT Command via UART2

RAK3272-SiP Breakout Board can be configured using AT commands via the UART2 interface. You need a USB
to UART TTL adapter to connect the RAK3272-SiP to your computer's USB port and a serial terminal tool. You can
use the RAK Serial Port Tool[% so you can easily send AT commands and view the replies from the console
output. The RAK Serial Port Tool commands still use the RUI V2 AT commands by default, you can modify it to
have RUI3 AT commands and save.

WARNING

Firmware update and AT command functionality are done via UARTZ2 pins. If you will connect the module
to an external host MCU that will send AT commands via UART2, take extra precaution in your board
design to ensure you can still perform FW update to it. There should be a way in your board design that
can disconnect the host MCU UART to connect to RAK3272-SiP UART2 before connecting the module to
the PC (via USB-UART converter) for the FW update process.

An alternative option to update firmware aside from UART2 is to use SWD pins (SWCLK & SWDIO). This
method will require you to use external tools like ST-LINK or RAKDAP1.

Connect to the RAK3272-SiP Breakout Board

1. Connect the RAK3272-SiP Breakout Board to the RAKDAP1[% or any USB-Serial adapter with 3.3 V voltage

supply, as shown in Figure 27.


https://downloads.rakwireless.com/#LoRa/Tools
https://store.rakwireless.com/collections/hardware-tools/products/daplink-tool
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Figure 27: RAK3272-SiP Breakout Board to USB-Serial connection

2. Any serial communication tool can be used; but, it is recommended to use the RAK Serial Port Tool

3. Configure the serial communication tool by selecting the proper port detected by the computer and configure
the link as follows:

» Baud Rate: 115200 baud
» Data Bits: 8 bits

« Stop Bits: 1 stop bit

» Parity: NONE

RAK3272-SiP Breakout Board Configuration for LoRaWAN or
LoRa P2P

To enable the RAK3272-SiP breakout board as a LoRa P2P module or a LoRaWAN end-device, the module must
be configured and parameters must be set by sending AT commands. You can configure the RAK3272-SiP
breakout board in two ways:

e LoRaWAN End-Device - RAK3272-SiP as LoRaWAN loT device.
e LoRa P2P - Point to point communication between two RAK3272-SiP Breakout Boards.

Configuring RAK3272-SiP Breakout Board as LoORaWAN
End-Device

To enable the RAK3272-SiP breakout board as a LoRaWAN end-device, a device must be registered first in the
LoRaWAN network server. This guide will cover both TTN and Chirpstack LoRaWAN network servers and the
associated AT commands for the RAK3272-SiP breakout board.

This guide covers the following topics:

e TheThingsNetwork Guide - How to login, register new accounts, and create new applications on TTN.


https://downloads.rakwireless.com/#LoRa/Tools
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 RAK3272-SiP Breakout Board TTN OTAA Guide - How to add OTAA device on TTN and what AT commands to
use on RAK3272-SiP OTAA activation.

 RAK3272-SiP Breakout Board TTN ABP Guide - How to add ABP device on TTN and what AT commands to
use on RAK3272-SiP ABP activation.

e Chirpstack Guide - How to create new applications on Chirpstack.

» RAK3272-SiP Breakout Board Chirpstack OTAA Guide - How to add OTAA device to Chirpstack and what AT
commands to use on RAK3272-SiP OTAA activation.

e RAK3272-SiP Breakout Board Chirpstack ABP Guide - How to add ABP device on Chirpstack and what AT
commands to use on RAK3272-SiP ABP activation.

Connecting to The Things Network (TTN)

This section shows how to connect the RAK3272-SiP Breakout Board to the TTN platform.

NOTE:

In this guide, you need to have a working gateway that is connected to TTN or coverage of the TTN

community network.
T A N,

Devices Gateways Integrations Applications

The Things Stack

Figure 28: RAK3272-SiP in the context of the TTN

As shown in Figure 28, The Things Stack (TTN V3) is an open-source LoRaWAN Network Server suitable for
global, geo-distributed public and private deployments, as well as for small, local networks. The architecture
follows the LoRaWAN Network Reference Model for standards compliance and interoperability. This project is
actively maintained by The Things Industries’ .

LoRaWAN is a protocol for low-power wide-area networks. It allows for large-scale Internet of Things deployments
where low-powered devices efficiently communicate with Internet-connected applications over long-range wireless
connections.

The RAK3272-SiP Breakout Board can be part of this ecosystem as a device, and the objective of this section is to
demonstrate how simple it is to send data to The Things Stack using the LoRaWAN protocol. To achieve this, the
RAK3272-SiP Breakout Board must be located inside the coverage of a LoRaWAN gateway connected to The
Things Stack server.

Registration to TTN and Creating LoORaWAN Applications

1. The first step is to go to The Things Network% and sign up for an account shown in Figure 29. Then select a
cluster as shown in Figure 31.


https://www.thethingsindustries.com/
https://www.thethingsnetwork.org/
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Figure 29: Signing up an account in TTN
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Figure 30: Signing up an account in TTN
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Figure 31: Selecting Cluster in TTN
& C @ idthethingsnetwork.org/oidc/interaction/R_m1DazPzCyuEAdjdgalk L % @ »09
G Google € Addons Store Firefox Bookmarks RAK Wireless
(Z) THE THINGS 1D
THE THINGS STACK
Community Edition
Sign in with The Things ID
Don't have an ID <—
Email ]
Password oy
Login with The Th
Forgot password
Figure 32: Signing up through the Things ID
<« C @ idthethingsnetwork.org/oide/interaction/R_m1DazPzCyuEAdjdggly/register © % @ » 00 :
G Google € Addons Store Firefox Bookmarks RAK Wireless
=
(%) THE THINGS 1D
Create one ID to get access to all —
our products.
One secure account for The Things Network and future services gathered in Email «
one place.
Password «
Must be at least 6 characters wn
Confirm Password »
Must be identic as above wu

By checking this box, you agree to our Terms and Conditions and
Privacy Policy.

Sign up to The Things ID

Cancel

Figure 33: Creation of an account through the Things ID
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(%) THE THINGS ID

Create one ID to get access to all
our products.

Username »

rakwirelessapp

Email +
One secure account for The Things Network and future services gathered in e
one place.

rakwireless app@gmail.com

Password «

Confirm Password »

—PEBy‘ checking this box, you agree to our Terms and Conditions and
Privacy Policy.

Figure 34: Creation of an account through the Things ID

You can use the same login credentials on the TTN V2 if you have one. If you have no account yet, you need to
create one.

2. Now that you are logged in to the platform, the next step is to create an application. Click Create an
application.

< C @ eulcloudithethingsnetworkiconsole/

2 %« » 0@ :

@ et community .
" rakwirelessapp ~
Fair use policy applies @

WD PETNREEACK e O Appliotions b Gateways £ Organzations

Welcome to the Console!

Get started right away by creating an application or registering a gateway.

Need help? Have a look at our @l Documentation @ or Get support @

D)

Create an application

Register a gateway

Figure 35: The Things Stack Platform
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« C @ eulcloudthethings.network/consale/ e« » 0@ :
b THE THINGS STACK = @ Ev1 Commurity

e “ Community Edition B8 oOverview [ Applications o3 Gateways &% Organizations o 1 rakwirelessapp ~

e

Welcome to the Console!

Get started right away by creating an application or registering a gateway.

Need help? Have a look at our @l Documentation & or Get support

d

Create an application Register a gateway

Figure 36: Creating TTN application for your LoRaWAN devices

3. To have an application registered, input first the specific details and necessary information about your
application then click Create application.

&« C @ eul.cloudthethings.network/console/applications/add e w %= 0@ :
b W DETMNOSSIACK  mR overview D) Applications b Gateways &% Organizations @ Eu1 community cakwirel -
pnoes Community Edition 5 pp! 3% % org: e o 1 akwirelessapp

Create application

‘Within applications, you can register and manage end devices and their network data. After setting up your device fleet, use one of our many

integration options to pass relevant data to your external services.

Learn more in our guide on ] Adding Applications .

Application 1D *

[Inynewappication

Application name

My new application
Description

Description for my new application

i
Optional application description; can also be used to save notes about the application

Create application

Figure 37: Details of the TTN application

Create application

Within applications, you can register and manage end devices and their network data. After setting up your device fleet, use one of our many
integration options to pass relevant data to your external services,

Learn more in our guide on ] Adding Applications (3,

Application ID*

lorawan-new-device

Application name

LoRaWAN Devices Application

Description

This application involves LoRaWAN devices.

Optional application description; can also be used to save notes about the application

Create applicati

Figure 38: Details of the TTN application

4. If you have no error on the previous step, you should now be on the application console page. The next step is
to add end-devices to your TTN application.
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LoRaWAN specifications enforce that each end-device has to be personalized and activated. There are two
options in registering devices depending on the activation mode selected. Activation can be done either via Over-
The-Air-Activation (OTAA) or Activation-By-Personalization (ABP).

TTN OTAA Device Registration

1. Go to your application console to register a device. To start adding an OTAA end-device, click + Register end
device, as shown in Figure 39.

S C @ eul.cloud.thethings.network/console/applications/lorawan-new-device e x 0@ :
[METMINGSSTACK  BE Overview [ Applications b Gateways &% Organizations _g_““_""_'_m‘"f'_“’@ ' rakwirelessapp

Applications > LORaWAN Devices Application

m LoRaWAN Devices Application

55 overview 1D: lorawan-new-device

A Enddevices

No recent activity @ A OEnddevices 2% 1Collaborator @ 0 APIkeys
B Livedata
Generalinformation « Live data See all activity —
< P [ -
ayload formatters Application 1D lozanan-new-device " © 23:40:46 loxawan-ne.. Create application
. Integrations v
2 g Created at Jan 11,2023 23:40:45
&% Collaborators Last updated at Jan 11,2023 23:40:46
Or APl keys

£x General settings

€nd devices (0) Q Ssearch = importend devices | ——

D Name % DeveUl JoinEU1 Lastactivity &

No items found

Figure 39: Register end device

2. To register the board, click the Enter end device specifics manually.

N
= = . " EU1 Communi N
W DiTNGSSTACK  Bf oveview [ Applications o Gateways &% Organizations & v ‘ rakvielessapp ~

THETHINGS No SLA applicable @
.......

Applications > LoRaWAN Devices Application > End devices
B3 Corawan bevices Application

5 ovenview Register end device

. Doesyour end device have a QR code? Scan itto speed up onboarding.
End devices

Scan end device QRcode |l Device registration help @

B Livedata
<> Payload formatters - End device type
J. Integrations ~ Input Method @

® Select the end device in the LoRaWAN Device Repository

o Collaboraters
Enter end device specifics manually || “mm—

©r APIkeys €nd device brand @ *
Type to search...
£t General settings

Cannot find your exact end device? Get help here and try enter end device specifics manually option above

Figure 40: Enter end device specifics manually

3. Next step is to set up Frequency plan, compatible LoRaWAN version, and Regional Parameters version
supported. Then provide the JoinEUI credentials by entering zeroes into it.
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Applications » LoRa on > Enddevices

Register end device
Does your end device have a QR code? Scan it to speed up onboarding.

B3 Scan end device QR code ﬂ Der help B

End device type

Input Method &

Select the end device in the LoRaWAN Device Repository

(®) Enterend device specifics manually

Frequency plan® *

Select

LoRaWAN version @ *

Select...

Regional Parameters version @ *

Select...

To continue, please enter versions and frequency plan information

Figure 41: Setting up for your device

Applications » LoRaWAN Device

plication » End devices

Register end device
Does your end device have a QR code? Scan it to speed up enboarding.
B3 Scan end device QR code " |

on help @

End device type

Input Method @
Select the end device in the LoRaZWAN Device Repository

® | Enter end device specifics manually

Frequency plan @ *

|l Europe 863-870 MHz (SF2 for RX2 - recommended) v ll <+

LoRaWAN version () *

Select...

Regional Parameters version @ *

Select...

To continue, please enter versions and frequency plan information

Figure 42: Setting up for your device

Register end device
Does your end device have a QR code? Scan it to speed up enboarding.

Scan end device QReode | | Device registration help &

End device type

Input Method @
Select the end device in the LoRAWAN Device Repository
® Enter end device specifics manually
Frequency plan @ *

Europe 863-870 MHz (SFS for RX2 - recommended)

LoRaWAN version () -

Regional Parameters version @ *

onal Parameters 1.0.3 revision A

Show advanced activation, LoRaWAN class and cluster settings v

Provisioning information

JoinEul @ *

To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 43: Setting up for your device
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Register end device

Does your end device have a QR code? Scan it to speed up onboarding.

Sean end device QR code [l Device registration b

End device type

Input Method &
Select the end device in the LoRaWAN Device Repository

®  Enter end device specifics manually

Frequency plan 3 *

Europe 863-870 MHz (SFS for RX2 - recommended)

LoRaWAN version (3 *

LoRaWAN Specification 1.0.3
Regional Parameters version @ *

RPOO1 Regional Parameters 1.0.3 revision A

Show advanced activation, LoRaWAN class and cluster settings

Provisioning information

JoinEUI 3~

—Pl[ae 00 80 00 BO 00 00 w|]| Confirm

To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 44: Setting up for your device

4. Then click Show advanced activation, LoRaWAN class and cluster settings. Configure the activation mode
by selecting Over the air activation (OTAA) and Additional LoRaWAN class capabilities to class A only. Then
click Confirm.

Register end device

Does your end device have a QR code? Scan it to speed up onboarding.

Scan end device QR code il Device registration help &

End device type
Input Method @
Select the end device in the LoRaWAN Device Repository
# | Enter end device specifics manually
Frequency plan(® *
Europe 863-870 MHz (SF9 for RX2 - recommended)
LoRaWAN version (@ *

LoRaWAN Specification 1.0.3

Regional Parameters version @ *

—’I Show advanced activation, LoRaWAN class and cluster settings + I

Provisioning information
JoinEUI D *

00 00 00 00 00 00 00 0@  Confirm

To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 45: Setting up for your device
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Activation mode (3

= | ‘o Overthe air activation (0Ta4) |

Activation by personalization {ABP)
Define multicast group (ABP & Multicast)
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Network defaults @

—DI Use network's default MAC settings I

Cluster settings @

Skip registration on Join Server

Provisioning information

JoinEUI D *

00 00 00 00 60 0P 60 ee Confirm | =——

To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 46: Setting up for your device

5. Once done, provide the DevEUI credentials of your device into the DevEUI portion. This will automatically
generate the specific End device ID of your board. Then click Generate under AppKey under the Provisioning
information section. Then click Register end device.

NOTE:

« The AppEUI, DevEUI, and AppKey are hidden in this section as these are unique from a specific
device. The DevEUI credential is unique to every RAK3272-SiP device. Also, you should generate your
own AppEUI and AppKey credentials for your specific device and application.

e The AppEUI is the same as JoinEUI.

Provisioning infermation

JolnEuI @ *
60 80 06 G0 00 00 00 00 | Reset

This end device can be registered on the network

Devewi @ *

— | AC ) Generate  0/50 used

AppHKey @~
B T Oﬁgnemcg
End device ID(® *

eui-ac1f0efife0s3776

This value is automatically prefilled using the DevEUI

After registration
® ) view registered end device

Register another end device of this type

Figure 47: Setting up for your device
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Provisioning information

JoinEuI @ *

80 00 00 GO 00 00 60 00 | Reset
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4% as sa ss sa ss as sa as sa s a4 se an ) Generate || M—

End device ID (G *

eui-ac1foofife053776

This value is automatically prefilled using the DevEU!

After registration
®  View registered end device

Register another end device of this type

Figure 48: Setting up for your device

Provisioning information

JoinEul® *

00 08 00 00 60 OO 08 00 Reset

This end device can be registered on the network

DevEUI & *

AC ) Generate | 0/50used

AppKey @ *

44 D1 ) Generate

End device ID@ *

eui-ac1f0offfe053776

This value is automatically prefilled using the DevEU

After registration
& View registered end device

Register anather end device of this type

=—

Figure 49: Register end device

6. You should now be able to see the device on the TTN console after you fully register your device, as shown in

Figure 50.

NOTE:

» The AppEUI, DevEUI, and AppKey are the parameters that you will need to activate your LoRaWAN
end-device via OTAA. The AppKey is hidden by default for security reasons, but you can easily show it
by clicking the show button. You can also copy the parameters quickly using the copy button.

o The three OTAA parameters on the TTN device console are MSB by default.

» These parameters are always accessible on the device console page, as shown in Figure 36.
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Applications > LoRaWAN Devices Application > End devices > eui-ac1f09fffe053776
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Figure 50: OTAA device successfully registered to TTN

OTAA Configuration for TTN

The RAK3272-SiP Breakout Board which has a RAK3172-SiP module in it can be configured using WisToolBox to
do the OTAA configuration. WisToolBox is a software tool that supports RAK3172-SiP module. It automatically
detects the RAK3172-SiP module once connected to the PC. Below are the options in WisToolBox that the OTAA

configuration can be done.

« OTAA Configuration for TTN via WisToolBox Ul
» OTAA Configuration for TTN via WisToolBox Console

OTAA Configuration for TTN via WisToolBox Ul

The RAK3172-SiP should have the correct OTAA credentials to connect to TTN. This can be done using
WisToolBox Ul. Below are the steps on setting up your RAK3172-SiP using WisToolBox.

1. Connect your RAK3172-SiP with your chosen WisBlock base board to the PC via USB cable and open the
WisToolBox application.
2. Click the CONNECT DEVICE button to launch the WisToolBox Dashboard.
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Figure 51: CONNECT DEVICE button

3. Then select your target port where your RAK3172-SiP is connected. Once recognized, click CONNECT as
shown in Figure 53.

O x
THToolBox
Connection settings
=[] Dashboard
port ~— e—fel  COM12 v
'; Templates
. Device Unidentified
_cf Firmware
Select manually
Baud Rate 115200
DEVICES
) RAK3172 COMI3 & Byte Size 8
Parity MNone
Stap Bits 1 2
CANCEL

Figure 52: Setting up your device
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Baud Rate 115200

Byte Size 8
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Stop Bits 1 2

CANCEL
& RAKID
Figure 53: Setting up your device
4. Once done, RAK3172-SiP will appear in the dashboard then select it.
i
I BToolBox -
oe , WisDuo LPWAN Module for LoRaWAN ) VAN [ 100%
=[] Dashboard
RAK3172-51P EUI OO AT DEFAULT PORT COM13
24 Templates
i_cf Firmware
DEVICES
=) RAK3172 COMI13 &
& RrakiD

Figure 54: Device seen from WisToolBox dashboard

5. Then click PARAMETERS to do the configuration in your RAK3172-SiP.
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Figure 55: Setting up your device

6. Click Global settings to set the network mode into LoRaWAN and join mode to OTAA. Make sure that the
active region is using EU868 for this configuration. If you wish to work on other regional bands, you can choose
among active regions based on your location.

e LoRa network mode: LoRaWAN
» LoRaWAN join mode: OTAA
» LoRaWAN region: EU868

A ToolBox
@ Device Parameters ess then Tminago
)
Dashboard
asthoar \EJ“ RAK SAVE AS TEMPLATE
Templates RAK31 72'8' P
520002 _
Firmware 2043 () Global settings v
(0 LoRaWAN keys, ID, EUI v
DEVICES
) RAK3172 a
(i) DataonLoRa® network
PARAMETERS
(0 LoRa® network management
(i) Generic LoRaWAN instructions v
(i) LoRaWAN multicast group v
& RAKID
() Custom Commands v

Figure 56: Global settings
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Figure 57: Global settings

7. Then click LoRaWAN keys, ID, EUI to configure the Application EUI (AppEUI), Application key (AppKey)
and Device EUI (DevEUI).

M ToolBox

Q

Device Parameters ess then 1 min ago

3
Dashboard \ 'h
' SAVE AS TEMPLATE

Templates RAK31 72'S| P

520002
Fimyare 2043

(D) Global settings

Network mode LoRaWAN p2p
DEVICES
Join mode OTAA ABP
RAK3172 &
e Active region EU8ES
=P | LoRaWAN keys, ID, EUI
(D) DataonLoRa® network
@ RAKID (0 LoRa® network management

Figure 58: LoRaWAN keys, ID, EUI
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Figure 59: Setting up your device

8. Then go back to the console where your RAK3172-SiP End device is created previously. Then copy all the
credentials from there. Those will be the ones to be used also in the WisToolBox dashboard. Once encoded into
the dashboard, click APPLY COMMAND to update your device as shown in Figure 67.

NOTE:

The AppEUI, DevEUI, and AppKey are hidden in this section as these are unique from a specific device.

WD PMNSSHOK g Gy O pplicrions & Gaeways % Organizations [R——

nnnnnnn

pplications > LoRaWAN Devices Application > End devices > eul-ac1f09ffie053776
B corawan pevices application

g eui-ac1f09fffe053776
53 overview 10: eui-ac1f09fife053776
L jity yet &
A8 Erd devices Snfa Lnja No activity yet @
B Lvedata Overview  Livedata  Messaging  Location  Payloadformatters  Claiming  General settings
<> pay tters - ) . . -
Payload formatters General information « Live data Seeall acti
J. Integrations v End device ID eui-ac1fesfffenss7ie " © 00:36:54 Create end device

2% Collaborators Europe 963-578 Miz (SF9 fox RX2 - recommen. |

LoRa &
Or APikeys
RPO91 w
X General settings
Created at Jan 12,2023 00:36:54
— i " Location Change location settings —
Activation information “ £
pPEU ©9 00 00 89 00 60 80 09 Y
Ac o &
[RE-d

Session information

Mo location information available

This device has not joined the network

MAC data

3 pownload MAC data

Figure 60: You created an OTAA device from your console

» For Application EUI (AppEUI)
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Figure 61: Copying the AppEUI credential from TTN to WisToolBox
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Figure 62: Copying the AppEUI credential from TTN to WisToolBox

e For Application key (AppKey)
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Figure 64: Copying the AppKey credential from TTN to WisToolBox

» For Device EUI (DevEUI)

APPLY COMMAND
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Figure 65: Copying the DevEUI credential from TTN to WisToolBox
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Figure 66: Copying the DevEUI credential from TTN to WisToolBox
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Figure 67: Used credentials from your console in WisToolBox dashboard

1. Once done, you will see the summary of commands that is applied to your device. Then click CLOSE.

M ToolBox

27 pashboard Commands applied to RAK3172 WisDuo LPWAN Module
for LoRaWAN

Templates
[ Firmware

e )
) Device EUI Successful 15:42

DEVICES
£
K‘f) Application key Successful 15:42

»

I RAK3172

Figure 68: Summary of commands

10. Now you will see it returns to the dashboard with updated credentials of your device.
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Figure 69: Successfully configured OTAA device via WisToolBox dashboard

11. After your device's credentials update, it can now join the network. To do this, you need to go to Data on LoRa
network under PARAMETERS. Then click the JOIN NETWORK under LoRaWAN join settings. After a few
seconds, it will notify you that your OTAA device already joined the TTN server. You can also to your TTN
console if your device has successfully joined the TTN.

[ TeolBox
o —~ Device Parameters
Sy RAK
Toms RAK3172-SiP
520002 LoRaWAN keys. 1D, EUI
2043 /
DEV - | 44D1
»\ RAK3172 "
q I Data on LoRa® network I ~
LoRaWAN join settings v
@ Raxio —_— PR

Figure 70: Joining mode of your OTAA device
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Figure 71: OTAA device successfully joined the TTN server
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Figure 72: OTAA device successfully joined the TTN server

OTAA Configuration for TTN via WisToolBox Console

Here's another way of OTAA configuration using WisToolBox Console. Below are the steps on setting up your
RAK3172-SiP using WisToolBox Console.

1. Connect your RAK3172-SiP with your chosen WisBlock base board to the PC via USB cable and open the
WisToolBox application.

2. Click CONNECT DEVICE button to launch the WisToolBox Dashboard.
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Figure 73: CONNECT DEVICE

3. Then select your target port where your RAK3172-SiP is connected. Once recognized, click CONNECT as
shown in Figure 75.

O x
THToolBox
Connection settings
=[] Dashboard
port ~— e—fel  COM12 v
'; Templates
. Device Unidentified
_cf Firmware
Select manually
Baud Rate 115200
DEVICES
) RAK3172 COMI3 & Byte Size 8
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Stap Bits 1 2
CANCEL

Figure 74: Setting up your device
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Figure 75: Setting up your device
4. Once done, RAK3172-SiP will appear in the dashboard then select it.
i
I BToolBox -
oe , WisDuo LPWAN Module for LoRaWAN ) VAN [ 100%
=[] Dashboard
RAK3172-51P EUI OO AT DEFAULT PORT COM13
24 Templates
i_cf Firmware
DEVICES
=) RAK3172 COMI13 &
& RrakiD

Figure 76: Device seen from WisToolBox dashboard

5. Then click ADVANCED.
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Figure 77: Setting up your device

6. Once done, click OPEN CONSOLE to do the configuration.

M ToolBox
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Figure 78: OPEN CONSOLE
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Figure 80: Opening the Console terminal of WisToolBox

7. To start the configuration, type ATE so you can echo the commands you input during your configuration. Then

press Enter.

It is recommended to start by testing the console and verify that the current configuration is working by sending

these two AT commands:
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ATE is useful for tracking the commands and troubleshooting.

You will receive 0K when you input the two commands. After setting ATE , you can now see all the commands

you input together with the replies.

NOTE:

If there is no ok or any reply, check if the device is powered correctly. If you are getting power from a
USB port, ensure that you have a good USB cable.

M ToolBox |
RAK3172-SIP Console ) Available commands

Dashboard

All RUI3 Custom

Device EUI
AT+DEVEU
DEVICES
Battery level
AT+BAT

) RAK3172

L3

Firmware

Hardware model
AT+HWMODEL

Hardware Id
AT+HWID

— Type command to send_ Network status

AT+NJS

@& RAKID
RSSI

Figure 81: Setting up your Console
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Figure 82: Setting up your Console
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Figure 83: Setting up your Console
8. Then configure the LoRaWAN join mode to OTAA. You can check what parameter you will input by typing

AT+NJM? then Enter into the console terminal. For OTAA, you should input AT+NJM=1 then press Enter as
shown in Figure 84.
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Figure 84: Setting up your Console
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Figure 85: Setting up your Console
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Figure 86: Setting up your Console

9. Once done, set-up your LoRaWAN region to EU868. You can check what parameter you will input by typing
AT+BAND? then Enter into the console terminal. For EU868, you should input AT+BAND=4 then press Enter.

If you wish to work on other regional band, you may check the list of band parameter options below.

Set the frequency/region to EU868.

AT+BAND=4

NOTE:

Depending on the Regional Band you selected, you might need to configure the sub-band of your
RAK3172 to match the gateway and LoRaWAN network server. This is especially important for Regional
Bands like US915, AU915, and CN470.

To configure the masking of channels for the sub-bands, you can use the AT+MASK command that can be
found on the AT Command Manual

To illustrate, you can use sub-band 2 by sending the command AT+MASK=0002 .

List of band parameter options

Code Regional Band
0 EU433
1 CN470
2 RU864

3 IN865


https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3172-Module/AT-Command-Manual/#at-mask
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Code Regional Band
4 EU868
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6 AU915
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11 AS923-4
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Figure 87: Setting up your Console
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Figure 88: Setting up your Console
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Figure 89: Setting up your Console

10. Then next to this will be updating the OTAA credentials of your device. First to this will be the Application EUI
(AppEUI). Go back to your console where your RAK3172-SiP End device was created to copy the AppEUI
credential then paste it to the WisToolBox Console then press Enter.
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Figure 90: Your created OTAA device from your TTN console

RAK3172-SIP Console Available commands

Dashboard
All Custom
Eir AT+APPEUI
Application EUI ,
AT+APPEUI -
DEVICES oK
RAK3172 SETTTEON AT+NIM?

AT+NJM: get or set the network join mode (@ =

ABP, 1 = OTAA)
0K

ATHNIM=1

(1,4

AT+BAND?

AT+BAND: get or s
EU433, 1 = CN470,

@ RAKID

Figure 91: Setting up your Console
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Figure 92: Setting up your Console
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Figure 93: Setting up your Console
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Figure 94: Copying the AppEUI credential from TTN to WisToolBox
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Figure 95: Setting up your Console

11. Once done, do the same procedure to Application key (AppKey) and Device EUI (DevEUI).

» For Application key (AppKey)
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Figure 97: Setting up your Console
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Figure 98: Setting up your Console
'_"__'J': (Ve O applications b Gateways &% Organizations B eva community rakwirelessapp
» W » En » eui-ac1f0offfe0s377e
B orawan evices Application
eui-ac1f0offfe053776
1 ovenview 10: eu
SU Elre Tnfa Y nfa No activity yet
B e Overvie Livedata  Messaging  Location  Payload formatters  Claiming  General settings
<> Payload formatters v General information * Live data
J. integrations v ® [+] Create end device

&% Collaborators -
0]
O aPlkeys

=

L General settings

. Location
Activation information

08 a8 89 00 60 ®
o B

Session information

MAC data

& Download MAC data

Figure 99: Copying the AppKey credential from TTN to WisToolBox
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Figure 100: Setting up your Console
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Figure 101: Setting up your Console

Available commands

All RUI3

AT+APPKEY

Application key
AT+APPKEY

Available commands

All RUI3 Custom

AT+DEVEU|

Device EUI
AT+DEVEUI

Device EUI
AT+DEVEUI




& RAK’ Documentation Center

ToolBox
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Figure 102: Setting up your Console
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Figure 103: Copying the DevEUI credential from TTN to WisToolBox
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Figure 104: Setting up your Console

12. Once done, click Dashboard to check the updated credentials of your OTAA device. Click PARAMETERS to
open the Global Settings and LoRaWAN keys, ID, EUI and check whether these portions are updated.

TS ToolBox rvailabl }
wvailable commands
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Dashboard
All
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AT+NIM?
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S 0K
RAK3172 a AT+BAND? Battery level
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6 = AU915, 7 = KR920, 8
., 10 = A , 11 Firmware )
AT+VER -
AT+BAND=4
0K Hardware model .
; at+arPEUT=00 | AT+HWMODEL :
0K
46 0K Hardware |d s
51 AT+DEVEVI=AC | AT+HWIL
0K
Network status ,
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& RraKID

Figure 105: Setting up your Console
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Figure 106: Setting up your Console
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Figure 107: PARAMETERS
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Figure 108: Global settings and LoRaWAN keys, ID, EUI
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Figure 109: Global settings and LoRaWAN keys, ID, EUI details

13. Now you have a configured OTAA device using WisToolBox Console. You can now join the network using the
WisToolBox console.

14. To do this, you need to go again to WisToolBox console and type AT+JOIN. Then edit it to AT+JOIN=1 then
press Enter to join the network.
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NOTE:

AT+JOIN command parameters are optional. You can configure the settings for auto-join, reattempt
interval, and the number of join attempts if your application needs it. If not configured, it will use the default
parameter values.

AT+JOIN and AT+JOIN=1 also share the common functionality of trying to join the network.

Join command format: AT+JOIN=w:x:y:z

Parameter Description

w Join command - 1: joining, O: stop joining.

X Auto-join config - 1: auto-join on power-up, 0: no auto-join
y Reattempt interval in seconds (7-255) - 8 is the default.

z Number of join attempts (0-255) - 0 is default.

After 5 or 6 seconds, if the request is successfully received by a LoRa gateway, you should see +EVT:JOINED

status reply, as shown in the figure below:

NOTE:

If the OTAA device failed to join, you need to check if your device is within reach of a working LoRaWAN

gateway that is configured to connect to TTN. It is also important to check that all your OTAA parameters

(DEVEUI, APPEUI, and APPKEY) are correct using the AT+DEVEUI=? , AT+APPEUI=? , and
AT+APPKEY=? commands. Lastly, ensure that the antenna of your device is properly connected.

After checking all the things above, try to join again.

\[={TeolBox -
RAK3172-SIP Console Available commands

Dashboard

AT+JOIN

Join network
AT+JOIN

Join Network
AT+JOIN

RAK3172 a

Type command to send_

& RaxID

n B

Figure 110: Joining mode using WisToolBox Console
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i ToolBox % 3 Availabl
RAK3172-SIP Console ( % wvailable commands
Dashboard
Al
AT+JOIN
Join network .
AT+JOIN -
DEVICE
RAK3172 & Join Network
AT+JOIN —’
Rea
Type command to send_
& RAKID B E
Figure 111: Joining mode using WisToolBox Console
ToolBox

RAK3172-SIP Console ) ) % Available commands

AT+JOIN

Join network
AT+JOIN

RAK3172

>
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AT+JOIN

AT+JOIN=
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Figure 112: Joining mode using WisToolBox Console
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Join network
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Figure 113: Joining mode using WisToolBox Console
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Figure 114: OTAA device successfully joined the network
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Figure 115: OTAA device successfully joined the network
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15. With the end-device properly joined the TTN, you can now try to send some payload after a successful join.
Send command format: AT+SEND=<port>:<payload>

AT+SEND=2:12345678

'[=1ToolBox P - ,
RAK3172-SIP Console ) % Available commands
Dashboard
All
AT+SE
Send data
AT+SEND ’ §
RAK3172 &
K
+EVT: JOINED
1
1
15:1¢
15: 14
15:
15:18 AT+JOIN=1:0:8:0
1
Type command to send_
@ RAKID BB
Figure 116: OTAA device sending payload to the network
|- ToolBox . ~ .
RAK3172-SIP Console [ cLear | x Available commands
Dashboard
Al JI
AT+SEND
Send data )
AT+SEND -
RAK3172 i a
AT+SEND|
& rakiD

n B

Figure 117: OTAA device sending payload to the network
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[ TeolBox )
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Figure 118: OTAA device sending payload to the network
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Figure 119: OTAA device sending payload to the network

16. You can see the data sent by the RAK3172-SiP module on the TTN device console Live data section. Also, the
Last seen info should be a few seconds or minutes ago.
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Figure 120: OTAA Test Sample Data Sent Viewed in TTN

TTN ABP Device Registration

1. To register an ABP device, go to your application console and select the application where you want your

device to be added. Then click + Register end device, as shown in Figure 121.

< C @ eulcloudtheth o "
> THE THINGS STACK
runi ¥ 5 Overview O Applications
e Community Editior ] opl

B3 corawan pevices application

55 Overview
X End devices

B vivedata
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1
K

O APlkeys

& General settings
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Applications » LoRaWAN Devices Application

No recent activity ®

LoRaWAN Devices Application

1D: lorawan-new-device

General information * Livedata
Application 1D lorawan-new-device Y © 23:40:46 lorawan-ne.
Created at Jan 11,2023 23:40:46
Last updated at Jan 11,2023 23:40:46
€nd devices (0 Q search
L Name & JoinEUl

No items found

Figure 121: Adding ABP Device

2. To register the board, click the Enter end device specifics manually.

S
THE THINGS STACK = A
55 Overview 03 Applications

et Community Edition J P
NETWORK

3 corawan pevices application

Overview

End devices

Live data

Payload formatters -

>~

Integrations v

Collaborators

4
b

APl keys

General settings
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Applications > LoRaWAN Devices Application > End devices

Register end device
Does your end device have a QR code? Scan it to speed up onboarding.

Scan end device QR code " il

egistration help &

End device type

Input Method @

® Select the end device in the LoRaWAN Device Repository

Enter end device specifics manually || 4 mm—

End device brand @ *

Type to search. ..

Cannotfind your exact end device? Get help here and try enter end device specifics manually option above.

Figure 122: Enter end device specifics manually
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©v 0 APl keys

see all activity —

@ EUL Community

@

2 % 0@ :

' rakwirelessapp ~
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3. Next step is to set up Frequency plan, compatible LoRaWAN version, and Regional Parameters version

supported.
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Applications > LoRaWAM Devices Application > End devices

Register end device
Does your end device have a QR code? Scan it to speed up onboarding.

B3 Scan end device QR code [l Device reg|

End device type

Input Method &
Select the end device in the LoRaWAN Device Repository

(®) Enterend device specifics manually
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LoRaWAN version @ *
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Regional Parameters version @ *
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To continue, please enter versions and frequency plan information

Figure 123: Setting up for your device
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Figure 124: Setting up for your device
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I LoRaWAN Specification 1.0.3 v || p—
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Show advanced activation, LoRaWAN class and cluster settings v

Provisioning information

JoinEul @ *

To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 125: Setting up for your device

4. Then click Show advanced activation, LoRaWAN class and cluster settings. Configure the activation mode
by selecting Activation by personalization (ABP) and Additional LoRaWAN class capabilities to class A only.
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Register end device
Does your end device have a QR code? Scan it to speed up onboarding.

3 Scan end device QR code il Device registration help &
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To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 126: Setting up for your device
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To continue, please enter the JoinEUI of the end device so we can determine onboarding options

Figure 127: Setting up for your device

5. Once done, provide the DevEUI credentials of your device into the DevEUI portion. This will automatically
generate the specific End device ID of your board. Then click Generate under Device address, AppSKey and
NwkSKey under Provisioning information section. Then click Register end device.

NOTE:

The DevEUI, Device address, AppSKey, and NwkSKey are hidden in this section as these are unique
from a specific device. The DevEUI credential is unique to every RAK3272-SiP device. Also, you should
generate your own Device address, AppSKey, and NwkSKey credentials for your specific device and
application.
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Figure 128: Setting up for your device
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Figure 129: Setting up for your device
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Figure 130: Setting up for your device
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Figure 131: Setting up for your device
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Provisioning information
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Figure 132: Setting up for your device
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Figure 133: Register end device

6. You should now be able to see the device on the TTN console after you fully register your device, as shown in
Figure 134.
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Figure 134: ABP device successfully registered to TTN

ABP Configuration for TTN

The RAK3272-SiP Breakout Board which has a RAK3172-SiP module in it can be configured using WisToolBox to
do the ABP configuration. WisToolBox is a software tool that supports RAK3172-SiP module. It automatically
detects RAK3172-SiP module once connected to PC. Below are the options in WisToolBox that the ABP
configuration can be done.

« ABP Configuration for TTN via WisToolBox Ul
» ABP Configuration for TTN via WisToolBox Console

ABP Configuration for TTN via WisToolBox Ul

The RAK3172-SiP should have correct ABP credentials to connect to TTN. This can be done using WisToolBox.
Below are the steps on setting up your RAK3172-SiP using WisToolBox.

1. Connect your RAK3172-SiP with your chosen WisBlock base board to the PC via USB cable and open the
WisToolBox application.

2. Click CONNECT DEVICE button to launch the WisToolBox Dashboard.
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Figure 135: CONNECT DEVICE

3. Then select your target port where your RAK3172-SiP is connected. Once recognized, click CONNECT as
shown in Figure 137.

O x
THToolBox
Connection settings
=[] Dashboard
port ~— e—fel  COM12 v
'; Templates
. Device Unidentified
_cf Firmware
Select manually
Baud Rate 115200
DEVICES
) RAK3172 COMI3 & Byte Size 8
Parity MNone
Stap Bits 1 2
CANCEL

Figure 136: Setting up your device
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Stop Bits 1 2

CANCEL
& RAKID
Figure 137: Setting up your device
4. Once done, RAK3172-SiP will appear in the dashboard then select it.
i
I BToolBox -
oe , WisDuo LPWAN Module for LoRaWAN ) VAN [ 100%
=[] Dashboard
RAK3172-51P EUI OO AT DEFAULT PORT COM13
24 Templates
i_cf Firmware
DEVICES
=) RAK3172 COMI13 &
& RrakiD

Figure 138: Device seen from WisToolBox dashboard

5. Then click PARAMETERS to do the configuration in your RAK3172-SiP.

NOTE:

The AppSKey, Device address, and NwkSKey are hidden in this section as these are unique from a
specific device.
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Figure 139: Setting up your device

6. Click Global settings to set the network mode into LoRaWAN and join mode to ABP. Make sure that the active
region is using EU868 for this configuration. If you wish to work on other regional band, you can choose among

active regions based on your location.

e LoRa network mode: LoRaWAN
e LoRaWAN join mode: ABP
» LoRaWAN region: EU868

A ToolBox
@ Device Parameters ess then Tminago
)
Dashboard
asthoar \EJ“ RAK SAVE AS TEMPLATE
Templates RAK31 72'8' P
520002 _
Firmware 2043 () Global settings v
(0 LoRaWAN keys, ID, EUI v
DEVICES
) RAK3172 a
(i) DataonLoRa® network
PARAMETERS
(0 LoRa® network management
(i) Generic LoRaWAN instructions v
(i) LoRaWAN multicast group v
& RAKID
() Custom Commands v

Figure 140: Global settings
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[1 Dashboard q. .“
: ' SAVE AS TEMPLATE

Templates RAK31 72-SiP

520002

() Global settings ~
Firmware 20 43 g
Network mode LoRaWAN P2pP
DEVICES
Join mode OTAA ABP
) RAK3172 a
PARAMETERS Active region EUS68
(O LoRaWAN keys, ID, EUI v
() DataonLoRa® network v
(D LoRa® network management v

& RAKID R s
o Command MODEL RAK3172 JRT COMI3 APPLY COMMAND

Figure 141: Global settings

7. Then click LoRaWAN keys, ID, EUI to configure the Application session key (AppSKey), Device address
and Network session key (NwkSKey).

B ToolBox
DeVice Parameters ess then 1 minago ()

3
Dashboard “ \
"] SAVE AS TEMPLATE

Templates RAK31 72'Sip

520002

(D Global settings ~
t Firmware 2043 g
Network mode LoRaWAN P2P
DEVICES
Join mode OTAA ABP
<) RAK3172 a
PARAMETERS Active region EUS68

- | () LoRaWAN keys, ID, EUI v
(i) DataonLoRa® network v
() LoRa® network management ~

@ RAKID R T
o Command M RAK3172 FUR M13 APPLY COMMAND

Figure 142: LoRaWAN keys, ID, EUI
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T TeolBox
Device Parameters ess then1minago ()
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Dashboard “ 'h RAK
—-— SAVE AS TEMPLATE

RAK3172-SiP
520002 Join mode OTAA ABP
t Firmware 2043

Active region EU86E

DEVICES

#I RAK3172

w
>

(0 LoRaWAN keys, ID, EUI A

PARAMETERS

Application session key] 00000000000000000000000000001 32/32

Device address 00000000

Network session key 00000000000000000000000000001 32/32

@ RAKID I I
o Command MODEL RAK3172 PORT COMI13 APPLY COMMAND

Figure 143: Setting up your device

8. Then go back to console where your RAK3172-SiP End device is created previously. Then copy all the
credentials from there. Those will be the ones to be used also in the WisToolBox dashboard. Once encoded into
the dashboard, click APPLY COMMANDS to update your device as shown in Figure 151.

NOTE:

The AppSKey, Device address, and NwkSKey are hidden in this section as these are unique from a
specific device.

N
WD DETSSHCY % Oivew D dpplestons S Gotmys % Orgaiztions ® st commny S
e support plan @ S

Applications > LoRaWAN Devices Application 5 Enddevices > eul-ac1foffie0s3sdf
EER LoRavan Devices Appication

28 Overview
A Enddevices Mnja Vnja No activity yet &
B Llivedata Overview  Livedsts  Messaging  Loestion  Payloadformatters  General settings

<> Payload formatters

« Livedata it
J. Integrations w © 23:23:20 Create end cevice DevAcdxr: | 2606520C <« I
2% Collsborators MRz (SF9 for RXZ - recomen. |
0.3 L]
Ov APlkeys
L]
Lr General settings
Jan 16,2023 23:23:20
Activation informati Location Change location aellings -
£u
AC ®
Jan 16,2023 23:23:21
No
2 L]
KSK ‘m e
"o
KSE B e
pSK ‘Ee

Figure 144: Your created ABP device from your console

» For Application session key (AppSKey)
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Figure 145: Copying the AppSKey credential from TTN to WisToolBox

S ToolBox

Device Parameters

~T] Dashboard \ ‘ RAK
- SAVE AS TEMPLATE

Templates RAK31 72'S P
i 520002 Join mode OTAA ABP
[ Firmware 2043

Active region EU&68

DEVICES

RAK3172 coM1

o
>

() LoRaWAN keys, ID, EUI

PARAMETERS

— Application session key | 1FFA 32132

Device address 00000000

Network session key 0000000000000000000000000000 | 3232

RAK ID . I e N =
’ © conmines sk s oo

Figure 146: Copying the AppSKey credential from TTN to WisToolBox

e For Device address
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Figure 148: Copying the Device address credential from TTN to WisToolBox

» For Network session key (NwkSKey)
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Figure 149: Copying the NwkSKey credential from TTN to WisToolBox
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M ToolBox
® Device Parameters ess then1minago

@
Dashboard \zy“ RAK SAVE AS TEMPLATE

Templates RAK31 72_Si P
52 O O O 2 Join mode OTAA ABP
Firmware 2043

Active region EUS6S

DEVICES

=) RAK3172

>

(0 LoRaWAN keys, ID, EUI

PARAMETERS

Application session key | 1FFA 32/3:;

Device address 26

m- | Network session key 92DC 32032

& RAKID . A I
o Commands in queue EL RAK3172 PO COM13 APPLY COMMANDS

Figure 150: Copying the NwkSKey credential from TTN to WisToolBox

¢ WisToolBox Dashboard

I ToolBox
® Device Parameters ess then 1minago

Dashboard “:_7‘ RAK SAVE AS TEMPLATE

Templates RAK31 72'S| P
520002 Join mode OTAA ABP
Firmware 2043

Active region EU&65

DEVICES

#) RAK3172

w
»

() LoRaWAN keys, ID, EUI

PARAMETERS

Application session key 1FFA

Device address 26

Network session key 920C 32132

RAK ID . - - - -
@ @ commands inqueve  wopeL Raksizz  PoRT cows —

Figure 151: Used credentials from your console in WisToolBox dashboard

9. Once done, you will see the summary of commands that is applied to your device. Then click CLOSE.
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I BToolBox
[ Dashboard Commands applied to RAK3172 WisDuo LPWAN Module
for LoRaWAN
Templates
1 cb Firmware .
':\{\,' Join mode Successful 16:55
DEVICES —
) Application session key Successful 16:55
“I RAK3172 ]
.E/). Device address Successful 16:55
'\;//' MNetwork session key Successful 16:55

€ RAKID — CLOSE

Figure 152: Summary of commands

10. Now you will see it returns back to the dashboard with updated credentials of your device.

M ToolBox
® Device Parameters essthen Tminago
)
=[] Dashboard
Lt \Er}’ RAK SAVE AS TEMPLATE
Templates RAK31 72'S| P
| cf Firmware 2043 (0 Global settings N
Network mode LoRaWAN P2pP
DEVICES
Join mode OTAA ABP
# RAK3172 A
Gl Ao i Active region EUges
() LoRaWAN keys, ID, EUI A
Application session key = 1FFA
Device address 26 818
Network session key 92DD 32i132
& RAKID

Figure 153: Successfully configured ABP device via WisToolBox dashboard

ABP Configuration for TTN via WisToolBox Console

Here's another way of ABP configuration using WisToolBox Console. Below are the steps on setting up your
RAK3172-SiP using WisToolBox Console.

1. Connect your RAK3172-SiP with your chosen WisBlock base board to the PC via USB cable and open the
WisToolBox application.
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2. Click CONNECT DEVICE button to launch the WisToolBox Dashboard.

O x
M ToolBox =
:; Dashboard
©| Templates
7 Firmware
Get started
DEVICES View and configure your RAK
device with WisToolBox.
) RAK3172 COMIZ &
h
& RAKID

Figure 154: CONNECT DEVICE

3. Then select your target port where your RAK3172-SiP is connected. Once recognized, click CONNECT as
shown in Figure 156.

0O x
T ToolBox =
Connection settings
=[] Dashboard
Port — iyl COM12 -
@| Templates
Device Unidentified
_cl Firmware
Select manually
Baud Rate 115200
DEVICES
) RAK3172 COMI3 & Byte Size g
Parity None
Stop Bits 1 2
CANCEL

Figure 155: Setting up your device
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0 X
M ToolBox =
02 pashboard Connection settings
@ Templates Port com13
-} Firmware Device rak3172-sip
Baud Rate 115200
Byte Size 8
Parity None
Stop Bits 1 2
CANCEL
& RAKID
Figure 156: Setting up your device
4. Once done, RAK3172-SiP will appear in the dashboard then select it.
i
I BToolBox -
i | ) VAN 0%
08 Dashboard I WisDuo LPWAN Module for LoRaWAN ) = 100
RAK3172-51P EUI OO AT DEFAULT PORT COM13
24 Templates
i_cf Firmware
DEVICES
=) RAK3172 COMI13 &
& RrakiD

Figure 157: Device seen from WisToolBox dashboard

5. Then click ADVANCED.
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stm32wleSxx 0y

PR .
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n DOCUMENTATION [2
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Figure 158: Setting up your device

6. Once done, click OPEN CONSOLE to do the configuration.

M ToolBox
® Advanced Commands

& RAK

RAK31 72‘S|P Power saving v

Templates

520002

Firmware 2043 e / A

( RESTORE TO FACTORY \ f \
| T - | MCU RESET |
\ SETTINGS J o\ /
4 N
( OPEN CONSOLE | VIEW LOG

DEVICES . AN

) RAK3172 4

ADVANCED

& RAKID

Figure 159: OPEN CONSOLE
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[HToolBox .
RAK3172-SIP Console ( cLEAR

Dashboard

DEVICES
RAK3172 P A
[rype command to send_
& RAKID
S ToolBox ‘
RAK3172-SIP Console Available commands
Dashboard
All RUI3 Custon
Device EUI N
AT+DEVEU -
DEVICES
RAK3172 - Battery level N

AT+BAT -
Firmware )
Hardware model N
AT+HWMODEL :
Hardware Id )
AT+HWID b

Type command to send_ Network status N
AT+ I NJOD

@ RAKID

RSSI
Figure 161: Opening the Console terminal of WisToolBox

7. To start the configuration, type ATE so you can echo the commands you input during your configuration. Then

press Enter.

It is recommended to start by testing the console and verify that the current configuration is working by sending

these two AT commands:
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ATE is useful for tracking the commands and troubleshooting.

You will receive 0K when you input the two commands. After setting ATE , you can now see all the commands

you input together with the replies.

NOTE:

If there is no ok or any reply, check if the device is powered correctly. If you are getting power from a
USB port, ensure that you have a good USB cable.

M ToolBox |
RAK3172-SIP Console ) Available commands

Dashboard

All RUI3 Custom

Device EUI
AT+DEVEU
DEVICES
Battery level
AT+BAT

) RAK3172

L3

Firmware

Hardware model
AT+HWMODEL

Hardware Id
AT+HWID

— Type command to send_ Network status

AT+NJS

@& RAKID
RSSI

Figure 162: Setting up your Console
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Firmware
Hardware model

Hardware Id

— Network status

& RAKID

Figure 163: Setting up your Console
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Figure 164: Setting up your Console
8. Then configure the LoRaWAN join mode to ABP. You can check what parameter you will input by typing

AT+NJM? then Enter into the console terminal. For ABP, you should input AT+NJM=0 then press Enter as
shown in Figure 165.
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Figure 165: Setting up your Console
\\[5 ToolBox
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Dashboard
DEVICES
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Figure 166: Setting up your Console

Available commands

Al RUI3 Custor

Battery level

+BA

Firmware
AT+VER

Hardware model

Hardware Id
AT+HWID

Network status

Available commands

All RUI3

Device EUI

Battery level

Firmware

Hardware model

Hardware Id

Network status

RSSI



& RAK’ Documentation Center

Ao
I HTeclBox Avaitab! .
( ) X vailable commands
RAK3172-SIP Console | =LY )) 2
Dashboard
Al RUI3 Custom
Templ
are
Device EUI N
+DEVEU -
DEV
RAK3172 - Battery level N
T+BAT -
0K Firmware
AT+NIM? AT+VER >
AT+NJM: get or set the network join mode (@ =
3P, 1 = OTAA)
3 0K Hardware model .
AT+HWMODEL -
Hardware Id
@ RAKID ) >

Figure 167: Setting up your Console

9. Once done, set up your LoRaWAN region to EU868. You can check what parameter you will input by typing
AT+BAND? and then Enter into the console terminal. For EU868, you should input AT+BAND=4 then press

Enter. If you wish to work on other regional bands, you may check the list of band parameter options below.

Set the frequency/region to EU868.

AT+BAND=4

NOTE:

Depending on the Regional Band you selected, you might need to configure the sub-band of your
RAK3172 to match the gateway and LoRaWAN network server. This is especially important for Regional
Bands like US915, AU915, and CN470.

To configure the masking of channels for the sub-bands, you can use the AT+MASK command that can be
found on the AT Command Manual

To illustrate, you can use sub-band 2 by sending the command AT+MASK=0002 .

List of band parameter options

Code Regional Band
0 EU433

1 CN470

2 RU864

3 IN865

4 EUB68


https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3172-Module/AT-Command-Manual/#at-mask
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Code Regional Band
5 USs915

6 AU915

7 KR920

8 AS923-1

9 AS923-2

10 AS923-3

11 AS923-4

A ToolBox
Available commands
RAK3172-SIP Console
Dashboard
All RUI3 Custon
Device EUI R
AT+DEVEUI -
DEVICES
RAK3172 a Battery level s
AT+BAT B
0K
AT+HNIM?
AT+NJIM: get or set the network join mode (@ = Firmware
ABP, 1 = OTAA) AT+VER >
0K
AT+NIM=0
0K Hardware model S
IWMODE -
Hardware Id
@ RAKID - ) >
AT+HWID
LS ToolBox _
i man
RAK3172-SIP Console e
Dashboard
Al RUI3
K
AT+NIM? . Device EUI
AT+NJM: get or set the network join mode (@ = AT+DEVEUI 2
bevicrs ABP, 1 = OTAA) A
B 3 0K
RAK3172 s a AT+NIM=0 Battery level
oK >
0K AT+BAT
AT+BAND?
: get or set the active region (@
CN470, 2 = RUBG64, 3 = INS = Firmware
AU915, 7 = KR920, 8 = AT+VER >
92:38 0 Hardware model .
AT+HWMODEL :
Hardware Id
@ RAKID AT+HWID -

Figure 169: Setting up your Console
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Figure 170: Setting up your Console
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10. Then next to this will be updating the ABP credentials of your device. First to this will be the Application
session key (AppSKey). Go back to your console where your RAK3172 End device was created to copy the
AppSKey credential then paste it to the WisToolBox Console then press Enter.

D g TUTUNSSSACK  uf Oveview O Applicstions o Gateways 2% Organizations
tion > Enddevices > cuhactigfTe05364f
0 LoRaWaN Devices Application
eui-ac1f09fffe0536df
5 Own 1D: eui-actfo9ffie0536df
A E toa Yo
Livedsts  Messaging  location  Payloadformatiers  General settings

Activation information

Session information

Jan 16,2023 232321

@ EV1 Community iirelessepp =

Figure 171: Your created ABP device from your TTN console
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Figure 172: Setting up your Console
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Figure 173: Setting up your Console
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Figure 174: Setting up your Console
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Figure 175: Copying the AppSKey credential from TTN to WisToolBox
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Figure 176: Setting up your Console

11. Once done, do the same procedure to Device address and Network session key (NwkSKey).
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e For Device address
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Figure 178: Setting up your Console
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Figure 179: Setting up your Console
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Figure 181: Setting up your Console

o For Network session key (NwkSKey)
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Figure 182: Setting up your Console
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AT+NIM=0
0K
MR, Network session key
3 AT+BAND: get or set the active region (@ = AT+NWKSKEY >
B +
e IGES N470, 2 = RUS64, = IN865, 4 =
o US915, 6 = AU915, 7 8 NSERT AS
RAK3172 P A& , )
AS923-4)
3 0K
AT+BAND=4 -
0K “
02:57 0K
03:14 AT+DEVADDR=26] I
03:14 0K
Type command to send_
$ RAKID

Figure 183: Setting up your Console
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RAK3172-SIP Console " CLEAR | Available commands

Dashboard

OK
AT+NIM? All RUIZ Custom
AT+NJM: get or set the network join mode (@ =
ABP, 1 = QTAA)
0K
AT+NJIM=0
oK
AT+BAND? Network session key ,
AT+BAND: get or set the active region (@ = 3
- T+ Y
1 = CN47@, 2 = RUB64, 3 = IN865, 4 AIENWKSKE

AT+NWKSKEY

DEV
US915, 6 = AU915, 7
RAK3172 & ., 1@ = AS9
AT+BAND=4
0K
0K
at+DEVADDR=26 [
14 0K
AT+NWKSKEY=]
& RAKID
b g IS B Gwvier O mpplostions & Geewo 2 @ et commnity
[T — .
eui-ac1foofffe0536df
5 Cuenview D Jfosfe0s36t
oo nedss  Vessgng  Locion  Payosdfomates -
v Generalinformation + Livedata

Jan16

Activation information Location

Session information

Jan 36,

RAK3172-SIP Console ) X Available commands

Dashboard

0K

AT+NIM? All RUI3 Custom
3 AT+NJM: get or set the network join mode (@ =

ABP, 1 = 0OTAA)

LS AT+NWKSKEY
AT+HNIM=0
0K
G2y Network session key
8 AT+BAND: - set the active region (@ = S
- +
YRS — IN865, 4 = AT+NWKSKEY
o . = AU915, 7 = KR920, 8 =
RAK3172 13 & 9 , 10 = AS923-3 ,

AT+BAND=4

0K

wrsensce v
0K

AT+DEVADD

0K

: and histor TAB
& RakID

Figure 186: Setting up your Console
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12. Once done, click Dashboard to check the updated credentials of your ABP device. Click PARAMETERS to
open the Global Settings and LoRaWAN keys, ID, EUI and check whether these portions are updated.

M ToolBox ) __ Availab .
) % i mman
RAK3172-SIP Console (_CLEAR ) vallable commands
Dashboard 3 ATHNIM?
AT+NIM: get or set the network join mode (@ =
P, 1 = OTAA) All RUIZ Custom
Templates 0K
2 AT+NIM=0
o (14 AT+NWKSKEY
- AT+BAND?
get or set the
= L, Lif ; 2 Device EUI ,
AT+DEVEUI °
DEVICES
#) RAK3172 a 0 Battery level
0 AT+BAND=4 AT+BAT >
n K
02:57 arsavescev-1r A
() 0K Firmware
0 AT+DEVADDR=26 [ AT+VER >
2 0K
@ 0K Hardware model s
AT+HWMODEL b
[Type command to send_
B and history a Hardware Id .
RAKID -
e AT+HWID
Figure 187: Setting up your Console
T HToolBox
Dashboard WisDuo LPWAN Module for LoRaWAN | K > 100%
2 T T C
Templates
Firmware
DEVICES
) RAK3172 a
& RAKID

Figure 188: Setting up your Console
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Dashboard
Templates

¢ Firmware

DEVICES

‘| RAK3172

@ RAKID

M ToolBox

Dashboard
Templates

Firmware

DEVICES

# RAK3172

& RAKID

>

G s
S RAK LoRaWAN
RAK3172-SiP
520002 (9 = 100%
2043
00 ]
rak3172-sip
3.4.2-rui3_22q1_updateN2
DEVICE INFO
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n DOCUMENTATION s
Figure 189: PARAMETERS
® Device Parameters ess then Tminago
3
G RAK
/ SAVE AS TEMPLATE
RAK3172-SiP
520002 (0 Global settings v
2043 ¢
() LoRaWAN keys, ID, EUI v
(i) DataonLoRa® network
PARAMETERS
() LoRa® network management
(i) Generic LoRaWAN instructions v
(O LoRaWAN multicast group v

» RAK® Documentation Center

* WisDuo LPWAN Module for

(i) Custom Commands

Figure 190: Global settings and LoRaWAN keys, ID, EUI




‘f;'.

5 RAK" Documentation Center

/[ ToolBox
® e Device Parameters ess then Tmin ago G
@ RAK
y AVE E ATE
RAK3172-SiP
520002 ,
Firmware 2043 (0 Global settings ~
Network [ LoRaWAN
[ ICES
OTAA ABP
RAK3172 &
A A EJ:‘:“
LoRaWAN keys, ID, EUI ~
cation s¢ on key 1FFA
L 26
) k 1 920D
@ RrAKID

Figure 191: Global settings and LoRaWAN keys, 1D, EUI details

13. Now you have a configured ABP device using WisToolBox Console. ABP-configured devices are directly tied

to the network once done with the above procedures so the joining procedure is not needed.

14. Now you can try sending the payload to TTN. Open again the terminal console of WisToolBox to send some
payload using it. Send command format: AT+SEND=<port>:<payload>

AT+SEND=2:12345678

B ToolBox _
RAK3172-SIP Console ( cLEar ) X Available commands
Dashboard
All RUI3 Custom
Templ
AT+SEND|
Send dat
en: ata l 5
AT+SEND
DE c
) RAK3172 L
Type command to send_
@ RAKID

Figure 192: ABP device sending payload to the network
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L[S ToolBox )
RAK3172-SIP Console Available commands
Dashboard
All RUI3 Custom
e
Firmware AT+SEND
Send data )
AT+SEND -
DEVICE
RAK3172 COMI3Z &
AT+SEND-]
& RAKID
Figure 193: ABP device sending payload to the network
5 ToolBox _
RAK3172-SIP Console Available commands
Dashboard
All RUI ~ustom
AT+SEND
Send data N
AT+SEND :
DEV
RAK3172 a
AT+SEND=2:12345678
& RAKID

Figure 194: ABP device sending payload to the network
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RAK3172-SIP Console Available commands

Dashboard

All RUI3 Custom
Ter
Fir T AT+SEND
Device EUI N
AT+DEVEU -
DEV
) RAK3172 14 Battery level N
AT+BAT b
Firmware N
AT+VER b
Hardware model N
AT+HWMODEL -
Hardware Id
>
01:19 AT+SEND=2:12345678 AT+HWID
91:19 0K
rrype command to send_ Network status N
AT+NJS :
@ RrAKID
RSSI
>

Figure 195: ABP device sending payload to the network

15. You can see the data sent by the RAK3172 module on the TTN device console Live data section. Also, the Last
seen info should be a few seconds or minutes ago.

eui-ac1f09fffe0536df

df

Overview Live data Messaging Location Payload formatters General settings

General information \ * Live data

Activation information Location

Session information

Jan 16, 2023 23:23:21

MAC data

* Download MAC data

Figure 196: ABP Test Sample Data Sent Viewed in TTN

Connecting with ChirpStack

This section shows how to connect the RAK3272-SiP Breakout Board to the ChirpStack platform.
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Figure 197: RAK3272-SiP Module in the context of the ChirpStack platform

The ChirpStack or previously known as the LoRaServer project provides open-source components for building
LoRaWAN networks. Like the case of TTN, the RAK3272-SiP Breakout Board is located in the periphery and will
transmit the data to the backend servers through a LoRaWAN gateway. Learn more about ChirpStack” .

NOTE:

It is assumed that you are using RAK Gateway and its built-in ChirpStack. Also, the gateway with the
ChirpStack must be configured successfully. For further information, check the RAK documents.

e In summary, these are the requirements:

1. Have a ChirpStack online gateway, the frequency band of the nodes should be consistent with the frequency
band of the gateway in use.
= Connect the Gateway with Chirpstack

2. RAK Serial Port Tool provided by RAK

3. RAK3272-SiP Breakout Board

NOTE:

The frequency band used in the demonstration is EU868.

Create a New Application
1. Log in to the ChirpStack server using your account and password.

2. Go to the Application section, as shown in Figure 198.


https://www.chirpstack.io/
https://docs.rakwireless.com/Product-Categories/WisGate/RAK7243/Quickstart/#connect-the-gateway-with-chirpstack
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S I
& ChirpSt
-
o= Network-servers
- Applications + CREATE
@ Gateway-profiles
B2 Organizations
0 Name Service-profile Description
All users
1 app service-profile app
chirpstack -
Rows perpage: 10 ot

2 Org. settings

- Org. users

4% Service-profiles

= Device-profiles

@ Gateways
Applications

Y Multicast-groups

Figure 198: Application section

3. By default, you should create a new application, although you can reuse the existing ones. For this setup,
create a new Application by clicking on the CREATE button, and filling in the required parameters, as shown in
Figure 199 and Figure 200.

&2 ChirpStack application, gateway or devic @ B8 wmn

E Network-servers
Applications / Create
(7] Gateway-profiles
B Organizations
L Allusers Application name *
The name may only contain words, numbers and dashes
chirpstack -

Application description *
& Om. settings
Service-profiie
2 Omg users Select service-profile -

The service-profile to which this application will be attached. Note that you cant change this value after the application has been created

1= Service-profiles )

Fayload codec
. MNone .
= Device-profiles

By defining a payload codec, ChirpStack Application Server can encode and decode the binary device payload for you lmportant note: the payload fiekds have moved 1o the device-profile. For backward-comaatibility and migration, existing codec settings are still visibie.

2 ings on ne device-profile have prio ation codec settings.
@  Gateways

CREATE APPLICATION
Applications

N Multicast-groups

Figure 199: Creating a new application

» For this setup, create an Application named rak_node_test.
ChirpStack LoraServer supports multiple system configurations, with only one by default.

» Service profile: Field is to select the system profile.

» Payload codec: It is the parsing method for selecting load data such as parsing LPP format data.

N .
@ ChlrpStack Q, search organization, application, gateway or device ® © amin
= Network-servers o
Applications / Create

@  Gateway-profiles
Bl Organizations

Application name *
2 Al users rak_node_test

The name may only contain words, numbers and dashes.
chirpstack h Application description *

test

£t Org. settings
Service-profile *
2 Org. users service-profile ]

The service-prafile to which this application will be attached. Note that you can' change this value after the application has been created.

= Service-profiles
Payload codec

. N None -

= Device-profiles

By defining a payload codec, ChirpStack Application Server can encode and decode the binary device payload for you Important note: the payload fields have moved to the device-profile. For backward-compatibility and migration, existing codec settings are still visible.
Codec settings on the device-profile have priority over the application codec settings

@  Gateways

- CREATE APPLICATION
Applications

N Multicast-groups

Figure 200: Filling in the parameters of an application

Register a New Device
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1. Choose the Application created in the previous step, then select the DEVICES tab, as shown in Figure 201
and Figure 202.

2. Once done, click “+ CREATE".

RN ;e
c'::j ChirpStack
= Network-servers
- Applications + CREATE
@ Gateway-profiles
B Organizations
D Name Service-profile Description
2 Allusers
1 app service-profile app
chirpstack -
2 ak_node._test service-profile test
@ Org. settings Raws per page: 10 ¥ zorz
KX 0Org. users
4= Service-profiles
= Deviceprofiles
@  Gateways
Applications
B\ Multicast-groups
Figure 201: List of applications created
o
o= Network-servers —
Applications / rak_node_test W DELETE
@  Gateway-profiles
E] Ulgaﬂlzat\ﬂﬂs DEVICES APFPLICATION CONFIGURATION INTEGRATIONS FuoTA
&  Allusers
+ CREATE
chirpstack -
& Org.settings Last seem Devics name Davien EWI Link margin Batiery

& Org.users . -
&= Service-profiles

= Device-profiles

@ Gateways

Applications

B Multicast-groups

Figure 202: Device tab of an application

3. Once inside the DEVICE tab, create a new device (LoRaWAN node) by clicking on the “+ CREATE” button.

¢ ChirpStack Search or y or devie @ © wmn

= Network-servers o ELETE
Applications / rak_node_test ]
@ Gateway-profiles
: 5 Organizations DEVICES APPLICATION CONFIGURATION INTEGRATIONS FUOTA
2 All users
+ CREATE
chirpstack -
£ Org.setmings PP— Deviesrame Devios EUI Link margin Battery

- Org. users

Rows per page: n- 0-Oof 0
4= Service-profiles
= Device-profiles
@  Gateways
Applications

A Multicast-groups

Figure 203: Add a new device
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E Network-servers
Applications / rak_node_test / Devices / Create
@ Gateway-profiles
B2 Organizations
GENERAL VARIABLES TAGS
2 Al ugers
Device name *
chirpstack -

ﬂ Org. settings

Device description *
& Org users
45 Service-profiles Device EUI'* MsE (O
3£ Device-profiles Device profile ™
Jevice-profile -
@ Gateways
[ Disable frame-counter validation
Applications

Note that disabling the frame-counter validation will compromise security as It enables people to perform replay-attacks
N Multicast-groups

CREATE DEVICE

Figure 204: Chirpstack Adding Node into the RAK3272-SiP Breakout

6. Once the node is created, fill in the necessary data. You can generate a Device EUI automatically by clicking
the following icon, or you can write a correct Device EUI in the edit box.

Fill in the parameters requested:
« Device name and Device description: These are descriptive texts about your device.

» Device EUI: This interface allows you to generate a Device EUI automatically by clicking the generate icon. You
can also add a specific Device EUI directly in the form.

¢ Device Profile:

o If you want to join in OTAA mode, select DeviceProfile_ OTAA.
o |If you want to join in ABP mode, select DeviceProfile_ABP.

NOTE:

» Device profiles DeviceProfile_ OTAA and DeviceProfile_ ABP are only available if you are using the
built-in Chirpstack LoRaWAN Server of RAK Gateways.
» If you have your own Chirpstack installation, you can set up the device profile with LoRawAN MAC

version 1.0.3 and LoRaWAN Regional Parameters revision B to make it compatible with
RAK3272-SiP.

& ChirpStack
&= Network-servers ) .
Applications / rak_node_test / Devices / Create
@ Gateway-profiles
B2 Organizations
GENERAL VARIABLES TAGS

2 Allusers

Device name *

rak_node
chirpstack -

The name may only contain words, numbers and dashes.
£ Org settings Device gescription *

test
a Org. users

Device EUI *
A= Service-profiles SE 9D 1E D8 57 CF 25F1 Ms8
3= Device-profiles Device-prafile *

Hevice_profile_otaa -
@  Gateways

device_profile_abp
Applications
device_profile_otaa
N Multicast-groups
CREATE DEVICE

Figure 205: Generate a new device EUI

Chirpstack OTAA Device Registration
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1. If you have selected DeviceProfile_ OTAA, as shown in Figure 206, then after the device is created, an
Application Key must be also created for this device.

&3 chirpStack

E Network-servers
Applications / rak_node_test / Devices / Create

@  Gateway-profiles

B  Orgenizations

GENERAL WVARIABLES TAGS
All users
De
chirpstack -

ﬂ Org. settings

4 Org.users
Device EUI*
25 Serviceprofiles SE 9D 1E 08 57 CF 25F1 we O
= Deviceprofiles Device profie *
device_profile_otaa -
@ Gateways
[] Disable frame-counter validation
Applications

Nate that disabling the frame-counter validation will compromise security as it enables peaple o perform replay-stiscks.

Y Multicast-groups
CREATE DEVICE

Figure 206: Chirpstack OTAA activation

2. A previously created Application Key can be entered here, or a new one can be generated automatically by

clicking the icon highlighted in red in Figure 207.

1) o
& chirpStack
= Network-servers _ ) =
Applications / rak_node_test / Devices / rak_node W DELETE

@  Gateway-profiles
E Orgamzavlons DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES FIRMWARE
2 All users

chirpstack . Application key *

F921D50C D7 DO 2E E3 C5 E6 14 21 54 F2 74 B2 MSB 0D @

& Orp setings For LoRaWAN 1.0 devices. In case your davice supports LoRaWAN 1.1, update tha device profile first

-

- Org. users Gen Application key Mss rD ©

— For LoRGWAN 1.0 devices. This key must only be sat when the device Implemants the remote muiticast setup spacification / firmware upgates over the air (FUOTA). Eise leave this fieio biank
&= Service-profiles

3£ Deviceprofiles SET DEVICE-KEYS
@  Gateways
Applications
B Multicast-groups

Figure 207: Chirpstack OTAA set application keys

3. Once the Application Key is added to the form, the process can be finalized by clicking on the SET DEVICE-
KEYS button.

e As shown in Figure 208, a new device should be listed in the DEVICES tab. The most important parameters,

such as the Device EUI are shown in the summary.

RN .
C;_, 3 ChirpStack
= Network-servers o
Applications / rak_node_test | =
@  Gateway-profiles
m] Organizations DEVICES APPLICATION CONFIGURATION INTEGRATIONS FUOTA
- All users
+ CREATE
chirpstack -
@ Org. settings Last seen Device name Device EUI Link margin Battery
.
&  Org.users n/a rak_node 5e0d10857cf2501 nfa nfa
4= Service-profiles

35 Device-profiles
@  Gateways
Applications

B Multicast-groups

Figure 208: Chirpstack OTAA list of the device in the device tab
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4. To end the process, it is a good practice to review that the Application Key is properly associated with this
device. The Application Key can be verified in the KEYS(OTAA) tab, as shown in Figure 209.

= C’/B ChirpStack Q, Search organization, application, gateway or device © 6 wmn

E Network-servers X =
Applications / rak_node_test / Devices / rak_node i DELETE

@  Gateway-profiles
B2 Organizations DETAILS CONFIGURATION KEYS (0TAA) ACTIVATION DEVICE DATA LORAWAN FRAMES FIRMWARE

2 Allusers

chirpstack

Ir921.;15-0-cc.nut|2ee3c5e6142154f2uu2I wse ¢ [ ©

2 Org. settings For LoRaWAN 1.0 devices. In case your derice supparts LaRaWAN 1.1, update 1 =—

< Org.users AR P

a5 Service-profiles

3£ Device-profiles

@ Gateways
Applications

By Multicast-groups

Figure 209: Application key associated with the new device

NOTE:

Standard OTAA mode requires the Device EUI, Application Key, and Application EUI, but in
ChirpStack’s implementation, only the Device EUI and the Application Key are mandatory. The Application
EUI is not required and not recorded in the Application tab. Nevertheless, you can reuse the Device EUI as
the Application EUI during the configuration on the side of the node.

OTAA Configuration for Chirpstack

The RAK3272-SiP Breakout Board supports a series of AT commands to configure its internal parameters and
control the functionalities of the board.

1. To set up the RAK3272-SiP Breakout Board to join the Chirpstack using OTAA, start by connecting the
RAK3272-SiP Breakout Board to the computer (see Figure 27) and open the RAK Serial Port Tool. Select the
right COM port and set the baud rate to 115200.

It is recommended to start by testing the serial communication and verify that the current configuration is working

by sending these two AT commands:

ATE will echo the commands you input to the board which is useful for tracking the commands and
troubleshooting.

You will receive 0ok when you input the two commands. After setting ATE , you can now see all the commands
you input together with the replies. Try again AT and you should see it on the terminal followed by ok , as
shown in Figure 210.
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NOTE:

If haven't received an 0K or any reply, you need to check if the wiring of your UART2 lines is correct and
if the baud is correctly configured to 115200. Also, you can check if the device is powered correctly. If you
are getting power from a USB port, ensure that you have a good USB cable.

B RAK SERIAL PORT TOOL - O X
Command
‘ RAK com:|coms - | BaudRate: 1600 ER oo
RECEIVING CLEAR RECV [ at+get_config=deviceistatus
O at+set_config=device:sleep:0
oK O at+set_config=deviceirestart
O at+set_config=device:gps:1
oK O at+set_config=loramwork_mode:0
AT O at+set_config=lorajoin_mode:0
O at+set_config=lora:class:0
OK O at+set_config=lorairegion:EUB68
O at+set_config=lora:confirm:1
O at+set_config=lora:ch_mask:0:0
O at+set_config=lora:dev_eun:
O at+set_config=lora:app_eui:
O at+set_config=lora:app_key:
O at+set_config=lora:dev_addn
O at+set_config=lora:nwks_key:
O at+set_config=lora:apps_key:
O at+set_config=lora:send_interval:
SENDING (With \r\n) O at+get_config=lora:status
AT ™) at+get_config=lora:channel
O All/None
Time 00:00:00 | PASS: O | FAIL: 0 | SW Version: V1.21 | Make:2018-12-24 03/04,/2021 5:08:00 PM

Figure 210: at+version command response

2. The next step is to configure the OTAA LoRaWAN parameters in RAK3272-SiP:

e LoRa work mode: LoRaWAN
» LoRaWAN join mode: OTAA
 LoRaWAN class: Class A
« LoRaWAN region: EU868

Set the work mode to LoRaWAN.

AT+NWM=1

Set the LoRaWAN activation to OTAA.

AT+NIM=1

Set the LoRaWAN class to Class A.

AT+CLASS=A

Set the frequency/region to EU868.
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AT+BAND=4

NOTE:

» Depending on the Regional Band you selected, you might need to configure the sub-band of your
RAK3272-SiP to match the gateway and LoRaWAN network server. This is especially important on
Regional Bands like US915, AU915, and CN470.

» To configure the masking of channels for the sub-bands, you can use the AT+MASK command that can
be found on the AT Command Manual

« To illustrate, you can use sub-band 2 by sending the command AT+MASK=0002 .

List of band parameter options

Code Regional Band

0 EU433 (Not Supported)
1 CN470 (Not Supported)
2 RU864

3 IN865

4 EU868

5 USs9i15

6 AU915

7 KR920

8 AS923-1

9 AS923-2

10 AS923-3

11 AS923-4


https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3272-SiP-Breakout-Board/AT-Command-Manual/#at-mask
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B RAK SERIAL PORT TOOL — O X
Command

’ RAK com:|coms BaudRate: 1600 m & 01 [otrversion
RECEIVING CLEAR RECV ] at+get_config=device:status
AT ~ O at+set_config=device:sleep:0 |
O at+set_config=devicewrestart |
oK O at+set_config=device:gps:1
AT+MNWM=1 O at+set_config=lorawork_mode:0
O at+set_config=loraijoin_mode:0
OK O at+set_config=loraiclass:0
AT+MIM=1 O at+set_config=lorairegion:EUB68
O at+set_config=lora:confirm:1
OK O at+set_config=lora:ch_mask:0:0 |
AT+CLASS=A O at+set_config=lora:dev_eui:
O at+set_config=lora:app_eui:
Ok O at+set_config=lora:app_key:
AT+BAND=4 O at+set_config=lora:dev_addr:
O at+set_config=lorainwks_key:
oK O at+set_config=lora:apps_key:
- O at+set_config=lora:send_interval: |
SENDING(With \r\n) O at+get_config=lora:status |
| bl at+get_config=lora:channel |
O All/None

Time 00:00:00 | PASS: O | FAIL: 0 | SW Version: V1.21 | Make:2018-12-24 04/04/2021 11:23:52 PM

Figure 211: Configuring LoRa parameters

3. After the configuration of the LoRaWAN parameters, the next step is to set up the DevEUI and AppKey. You
need the use the values from the Chirpstack device console.

NOTE:

The Application EUI parameter is not required in the ChirpStack platform; therefore, it is possible to use
the same id as the Device EUI.

e Device EUI: SE9D1E0857CF25F1
o Application EUI: 5E9D1E0857CF25F1
o Application Key: F921D50CD7D02EE3C5E6142154F274B2

Set the Device EUI.

AT+DEVEUI=5E9D1EG857CF25F1

Set the Application EUI.

AT+APPEUI=5E9D1E0857CF25F1

Set the Application Key.

AT+APPKEY=F921D50CD7DO2EE3C5E6142154F274B2
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E RAK SERIAL PORT TOOL — O *
Command

’ RAK EORE BaudRateE m [l 07 |at+version
RECEIVING CLEAR RECV [l 02 |at+get config=device:status
AT+CLASS=A 2 O 0% |at+set_config=device:sleep:0
O 04 |at+set_config=devicerrestart
Ok O 0% |at+set_config=device:gps:1
AT+BAND=4 O 06 |at+set_config=loramwork_mode:0
O 07 |at+set_config=lorajjoin_mode:0
Ok O 08 |at+set_config=lora:class:0
AT+DEVEUI=SEODTEQ857CF25F1 O 09 |attset config=lorairegionE UGS
O 10 |at+set_config=lora:confirm:1
oK O at+set_config=lora:ch_mask:0:0
AT+APPEUI=5EODTE0857CF25F1 O 12 |at+set_config=lora:dev eut:
O 72 |at+set_config=lora:app_sui:
oK [0 4 |at+set_config=lora:app_key:
AT+APPKEY=F921050CD7D02EE3CSER142154F274B2 O 7% |at+set_config=lora:dev_addr:
O 16 |at+set_config=loramnwks_key:
oK O at+set_config=lora:apps_key:
= [0 12 |at+set_config=lora:send_interval:
SENDING(With \A\n) O 12 |at+get_config=lora:status
AT+APPKEY=FO21D50CD7D02EE3CSEG142154F274B2 b 20 |at+get_config=loraichannel
O All/None

Time 00:00:00 | PASS: O | FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 28/04/2021 5:17:49 AM

Figure 212: Configuring LoRapParameters

4. After EUI and key configuration, the device can now join the network and send some payload.

AT+JOIN=1:0:10:8

Join command format: AT+JOIN=w:x:y:z

Parameter Description

w Join command - 1: joining, O: stop joining.

X Auto-join config - 1: auto-join on powerup, 0: no auto-join
y Reattempt interval in seconds (7-255) - 8 is the default.
z Number of join attempts (0-255) - O is the default.

5. After 5 or 6 seconds, if the request is successfully received by a LoRaWAN gateway, then you should see a
JOINED status reply.

NOTE:

« If the OTAA device joins failed, you need to check if your device is within reach of a working LoRaWAN
gateway that is configured to connect to Chirpstack. It is also important to check that all your OTAA
parameters (DEVEUI and APPKEY) are correct by using the AT+DEVEUI=? and AT+APPKEY=?
commands. Lastly, ensure that the antenna of your device is properly connected.

» After checking all the things above, try to join again.

6. With the end-device properly activated, you can now try to send some payload after a successful join.
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AT+SEND=2:12345678

Send command format: AT+SEND=<port>:<payload>

B RAK SERIAL PORT TOOL - O s
Command

’ RAK CDM: BEUdREtEE m I 07 |at+version
RECEIVING CLEAR RECV [l 02 |at+get config=device:status
" O 02 |at+set config=device:sleep:0
Ok O 04 |at+set_config=device:restart
AT +APPEUI=5E0D1E0B57CF25F1 O 05 |at+set_config=device:gps:1
O 06 |at+set_config=lora:work_mode:0
0K O 07 |at+set_config=lora:join_mode:0
AT +APPKEY=F921D50CD7 D02EE3CSER142154F274B2 O 09 |at+set config=loraclass:0 | seno |
O 09 |at+set config=loraregion:EUBGE |
0K O 10 |at+set config=lora:confirm:1 |
AT+I0IN=1:0:10:8 O 17 |at+set config=lora:ch_mask:0:0 |
O 12 |at+set_config=lora:dev_eui:
oK O 72 |at+set_config=lora:app_eui:
+EVTJOINED O 74 |at+set_config=lora:app_key:
AT+SEND=2:12345678 O 15 |at+set_config=lora:dev_addr:
O 15 |at+set_config=lorainwks_key:
oK O 17 |at+set_config=lora:apps_key:
= O 12 |at+set_config=lora:send_interval:
SENDING(With \r\n) O 19 |at+get_config=lora:status
AT+SEND=2:12345678 b 20 |at+get_config=lora:channel
O All/None

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 28/04/2021 5:28:32 AM

Figure 213: OTAA test sample data sent via RAK Serial Port Tool

7. On the ChirpStack platform, you should see the join and uplink messages in the LORAWAN FRAMES tab, as
shown in Figure 214. By convention, messages sent from nodes to gateways are considered as Uplinks while

messages sent by gateways to nodes are considered as Downlinks.

R - - .
2 ChirpStack ©, Search organization, epplication, gatewsy o device @ 8 sinn
E Network-servers .
Applications / rak_node_test / Devices / rak_node W DELETE
@  Gateway-profiles
E ﬂrganwralwons DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES FIRMWARE
2 Alusers
@ HeLe 1l PaUsE & DOWNLOAD B cLear
chirpstack -
PLINK 4243 PM ) i 1 N8153f7
o Org. settings UPL 54243 unconfirmedOataup 01815: v
- DOWNLINK 54217 PM JoinAcoept ~
- Org. users
= Service-profiles UPLINK 5.42:17 PM JoinReguest 5e0d1e0857¢125 v

3= Deviceprofiles
@  Gateways
Applications

R Multicast-groups

Figure 214: Chirpstack data received preview

Chirpstack ABP Device Registration

1. During the registration of a new device, if you select DeviceProfile_ABP, as shown in Figure 215, then the
ChirpStack platform will assume that this device will join the LoRaWAN network using the ABP mode.
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NOTE:

Check Disable counting frame verification. During the test, when the board is restarted, the frame
counting number will also be restarted from zero. This would cause a synchronization problem with the
ChirpStack server treating it as a replay attack. For testing purposes, it is safe to disable this feature, but

remember to activate it in a production environment.

& ChirpStack

Metwaork-servers
Applications / rak_node_test / Devices / Create

@ Gateway-profiles
B2 Organizations
GENERAL VARIABLES TAGS

2 Aiusers

Device name

. rak_node

chirpstack -

The name antai
ﬂ Org. settings Device description *

5 3 0Org. users

Device EUI*

A= Service-profiles Se 9d 1e 08 57cf251 MSEB (&
= Device-profiles Device-profiie *
device_profile_abp -

@  Gateways

[Disable frame-counter validation
Applications

Nofte that disabling the frame-counter validation will compramise security as it enabies peogle to perform replay-attacks
Y Multicast-groups
CREATE DEVICE

Figure 215: ChirpStack console, Configuring a device

2. After selecting the ABP mode, the following parameters appear in the Activation tab, then you can see that
there are some parameters for ABP in the ACTIVATION item:

Device Address

Network Session Key

Application Session Key

R 2
CE ) ChirpStack
E Network-servers
Applications / rak_node_test / Devices / rak_node W oeeTe
@\! Gateway-profiles
B9 Organizations DETAILS CONFIGURATION KEYS (OTAA: ACTIVATION DEVICE DATA LORAWAN FRAMES FIRMWARE
All users
chirpstack . Device address *
26011219 mse
o] Org. settings. Metwark session key (LoRaWAN 1.0) *
©2 B0 cb 8d 1d f6 88 b 18 60 1a 97 02 5¢ 54 B8 MSB c O o)
L 0Org. users D @
= 5 i il Application session key (LoRaWaN 1.0)*
2= Seniceproliles 4442 ec 5caf 9710 3d 83 3c da f500 3169 &1 e C O ®
. . )
= DGVIDE'DIOf”eS Uplnk frame-counter
1]
@ Gateways
Downlink frame-countes (network) *
Applications .
o )
B Multicast-groups
(RE)ACTIVATE DEVICE

Figure 216: Chirpstack ABP activation parameters needed

3. The parameters can be generated as random numbers by the platform or can be set with user values. Once
these parameters are filled in properly, the process is completed by clicking on the ACTIVATE DEVICE button.

ABP Configuration for Chirpstack

1. To set up the RAK3272-SiP Breakout Board to join the Chirpstack using ABP, start by connecting the RAK3272-
SiP Breakout Board to the computer (see Figure 27 ) and open the RAK Serial Port Tool. Select the right COM
port and set the baud rate to 115200.

It is recommended to start by testing the serial communication and verify that the current configuration is working
by sending these two AT commands:
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ATE will echo the commands you input to the board which is useful for tracking the commands and
troubleshooting.

You will receive 0ok when you input the two commands. After setting ATE , you can now see all the commands
you input together with the replies. Try again AT and you should see it on the terminal followed by ok , as
shown in Figure 217.

NOTE:

If haven't received an 0k or any reply, you need to check if the wiring of your UART2 lines is correct and
if the baud is correctly configured to 115200. Also, you can check if the device is powered correctly. If you
are getting power from a USB port, ensure that you have a good USB cable.

B RAK SERIAL PORT TOOL - O X
Command
’ RAK com:|comsz - | BaudRate: 1600 E o eon [ seno |
RECEIVING CLEAR RECV [ at+get_config=device:status |
O at+set_config=device:sleep:0 |
oK O at+set_config=deviceirestart |
O at+set_config=device:gps:1 |
oK O at+set_config=lorawork_mode:0 |
AT O at+set_config=lorajoin_mode:0 |
O at+set_config=lora:class:0 |
oK O at+set_config=lora:region:EUB68 |
O at+set_config=lora:confirm:1 |
O at+set_config=lora:ch_mask:0:0 |
O at+set_config=lora:dev_eui: |
O at+set_config=lora:app_eui: |
O at+set_config=lora:app_key: |
O at+set_config=lora:dev_addr: |
O at+set_config=lora:nwlks_key: |
O at+set_config=lora:apps_key: |
O at+set_config=lora:send _interval: |
SENDING (With \r\n) O at+get_config=lora:status |
AT bl at+get_config=lora:channel |
O AllfNone
Time 00:00:00 | PASS: 0 | FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 03/04/2021 5:08:00 PM

Figure 217: at+version command response

2. The next step is to configure the ABP LoRaWAN parameters in RAK3272-SiP:

LoRa work mode: LoRaWAN
LoRaWAN join mode: ABP

o LoRaWAN class: Class A

« LoRaWAN region: EU868

Set the work mode to LoRaWAN. It can be set to P2P as well, but by default, the device is in LoRaWAN mode.

AT+NWM=1




& RAK’ Documentation Center

Set the LoRaWAN activation to ABP.

AT+NJIM=0

Set the LoRaWAN class to Class A.

AT+CLASS=A

Set the frequency/region to EU868.

AT+BAND=4

NOTE:

Depending on the Regional Band you selected, you might need to configure the sub-band of your
RAK3272-SiP to match the gateway and LoRaWAN network server. This is especially important on
Regional Bands like US915, AU915, and CN470.

To configure the masking of channels for the sub-bands, you can use the AT+MASK command that can be
found on the AT Command Manual

To illustrate, you can use sub-band 2 by sending the command AT+MASK=0002 .

List of band parameter options

Code Regional Band

0 EU433 (Not Supported)
1 CN470 (Not Supported)
2 RU864

3 IN865

4 EU868

5 Us9i15

6 AU915

7 KR920

8 AS923-1

9 AS923-2

10 AS923-3


https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3272-SiP-Breakout-Board/AT-Command-Manual/#at-mask
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Regional Band

AS923-4

Command
@ RAK com:|coms -] BaudRate: 1600 E oo

RECEIVING CLEAR RECV bl at+get_config=device:status
AT ~ O at+set_config=device:sleep:0

O at+set_config=devicerrestart
oK O at+set_config=device:gps:1
AT+NWM=1 O at+set_config=lora:work_mode:0

O at+set_config=lorajoin_mode:0
oK O at+set_config=lora:class:0
AT+NIM=0 O at+set_config=lora:region:EUB68

O at+set_config=lora:confirm:1
OK O at+set_config=lora:ch_mask:0:0
AT+CLASS=A O at+set_config=lora:dev_eui:

O at+set_config=lora:app_eui:
Ok O at+set_config=lora:app_key:
AT+BAND=4 O at+set_config=lora:dev_addr:

O at+set_config=lora:nwhks_key:
Ok O at+set_config=lora:apps_key:

= O at+set_config=lora:send_interval:

SENDING (With \A\n) O at+get_config=lora:status
AT+BAND=4 [l at+get_config=lora:channel

O All/None

Time 00:00:00 | PASS: O | FAIL: O

| SW Version: V1.2.1 | Make:2018-12-24 04,/04/2021 11:58:05 PM

O
x

SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND

SAVE

Figure 218: Configuring LoRa parameters

3. After the configuration of the LoRaWAN parameters, the next step is to set up the device address and session

keys. You need to use the values from the TTN device console.

e Device Address: 26011AF9

o Application Session Key: 4D42EC5CAF97F03D833CDAf5003F69E1
» Network Session Key: C280CB8D1DF688BC18601A97025C5488

Set the Device Address.

AT+DEVADDR=26011AF9

Set the Application Session Key.

AT+APPSKEY=4D42EC5CAF97F03D833CDAT5003F69E1

Set the Network Session Key.

AT+NWKSKEY=C280CB8D1DF688BC18601A97025C5488




& RAK’ Documentation Center

E RAK SERIAL PORT TOOL — O *
Command

@ RAK com:|comiz - | BaudRate: 1600 E oo [ o |
RECEIVING CLEAR RECV bl at+get_config=device:status |
AT+CLASS=A “ O at+set_config=device:sleep:0 |
O at+set_config=devicerrestart |
oK O at+set_config=device:gps:1
AT+BAND=4 O at+set_config=lora:work_mode:0
O at+set_config=lorajoin_mode:
oK O at+set_config=lora:class:0
AT+DEVADDR=26011AF3 O 09 |at+set config=lora:region:EUBES
O at+set_config=lora:confirm:1
oK O at+set_config=lora:ch_mask:0:0
AT+APPSKEY=4D42ECSCAFITFO3D833CDAIS003F69E1 O at+set_config=lora:dev_eui:
O at+set_config=lora:app_eui:
oK O at+set_config=lora:app_key:
AT+NWKSKEY=C280CB8D1DF688BC18601A97025C5488 O 15 |at+set config=lora:dev_addr: Ex
O at+set_config=lora:nwks_key: |
0K O at+set_config=lora:apps_key: |
- O at+set_config=lora:send_interval: |
SENDING(With \r\n) O at+get_config=lora:status
AT+NWKSKEY=C280CBAD1DF6888C18601A97025C5438 [ 20 |at+get config=loraichannel
O All/None

Time 00:00:00 | PASS: O |FAIL: O | SW Version: V1.21 | Make:2018-12-24 28/04/2021 5:35:13 AM

Figure 219: Configuring LoRa parameters

4. After EUI and keys configuration, the device can now join the network and send some payload.

AT+JOIN=1:0:10:8

Join command format: AT+JOIN=w:x:y:z

Parameter Description

w Join command - 1: joining, O: stop joining.

X Auto-join config - 1: auto-join on power-up, 0: no auto-join
y Reattempt interval in seconds (7-255) - 8 is the default.

z Number of join attempts (0-255) - 0 is the default.

5. After 5 or 6 seconds, if the request is successfully received by a LoRaWAN gateway, then you should see a
JOINED status reply.

You can now try to send some payload after a successful join.

AT+SEND=2:12341234

Send command format: AT+SEND=<port>:<payload>
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B RAK SERIAL PORT TOOL — O >
Command

@ RAK com:|comiz -| BaudRate: 1500 E oo [ sewo |
RECEIVING CLEAR RECV fwl at+get_config=device:status |
() O at+set config=deviceisleep:
oK O at+set_config=deviceirestart
AT +APPSKEY=4D42ECSCAFITFO3DB33CDAM003FE9ET O at+set_config=device:gps:1
O at+set_config=lorawork_mode:0
oK O at+set_config=lorajoin_mode:0
AT +NWKSKEY=C280C88D1DF688BC18601A97025C5488 O 0% |at+set config=lorazclass:0 [ seno |
O at+set_config=loraregion:EUBEE
(a] 4 O at+set_config=loraconfirm:1
AT+I0IN=1:0:10:8 O at+set_config=loraich_mask:0:0
+EVT:JOINED O at+set_config=lora:dev_eui:
O at+set_config=lora:app_eui:
oK O at+set_config=lora:app_key: |
AT+SEND=2:12341234 O at+set_config=lora:dev_addr:
O at+set_config=lorainwks_key:
oK O at+set_config=loraapps_key:
= O at+set_config=lora:send_interval:
SENDING(With \r\n) O at+get_config=lora:status
AT+SEND=2:12341234 bl at+get_config=lora:channel |
O All/None m

Time 00:00:00 | PASS: 0 |FAIL: O | SW Version: V1.21 | Make:2018-12-24 28/04/2021 5:36:45 AM

Figure 220: ABP test sample data sent via RAK Serial Port Tool

LoRa P2P Mode

This section will show you how to set up and connect two RAK3272-SiP units to work in the LoRa P2P mode. The
configuration of the RAK3272-SiP units is done by connecting the two modules to a general-purpose computer
using a USB-UART converter. The setup of each RAK3272-SiP can be done separately, but testing the LoRa P2P
mode will require having both units connected simultaneously. This could be done by having one computer with
two USB ports or two computers with one USB port each.

It is recommended to start by testing the serial communication and verify the current configuration is working by

sending these two AT commands:

ATE will echo the commands you input to the module, which is useful for tracking the commands and
troubleshooting.

You will receive 0ok when you input the two commands. After setting ATE , you can now see all the commands
you input together with the replies.

Try again AT and you should see it on the terminal followed by ok .
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DEVICES DEVICES
RAK3172- =] RAK3172-
siP A SiP - ’
ATE enabled ATE disabled

23:55 AT Input Command
23:55 0K 00:16 0K Response ONLY
ATl We, ATl

Figure 221: at+version command response

1. In setting up the RAK3272-SiP to work in LoRa P2P mode, you need to change the LoRa network work mode
command on both RAK3272-SiP Breakout Boards.

AT+NWM=0

AT+NWM parameter mode can be either 0=LoRa P2P or 1=LoRaWAN.

B RAK SERIAL PORT TOOL

Device Console
’ RAK com:|com BaudRates 15200 | close |
RECEIVING CLEAR RECV
AT+NWM=0

RAKwireless RAK3272-SiP Example

Current Work Mode: LoRa P2P,

DEVICES

@M COoM12 Device 1 (Transmitter) Device 2 (Receiver)

21:18 AT-+NWM=0 SENDING(With \r\n)

K. S AT+NWM=0
21:18 Current Work Mode: LoRa P2P.

|Type command to send Time 00:00:00 | PASS: O |FAIL: 0 | SW Version: V1.21 | Make:2018-14

Figure 222: P2P Mode

NOTE:

» The device will start automatically if you change modes from LoRaWAN to LoRa P2P and vice-versa.
* You might need to input the ATE command again to ensure that your succeeding commands on P2P

mode echo on the terminal.

2. You need to input the P2P setup on both RAK3272-SiP boards. The parameters should be exactly the same on
the two boards.
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4

AT+P2P=868000000:7:125:0:10:14

For this P2P setup, the LoRa parameters are the following:

e Link frequency: 868000000 Hz
» Spreading factor: 7

e Bandwidth: 125 kHz

e Coding Rate: 0 = 4/5

e Preamble Length: 10

o Power: 14 dBm

NOTE:

Refer to the P2P Mode section of the AT command documentation to learn more about the definition of the
parameters used and the individual commands if you want specific parameter changed.

B RAK SERIAL PORT TOOL

‘ RAK coM: comii -| BaudRate: 115200 | cLose |

RECEIVING CLEAR RECV

AT+VER=3.4.2-rui3_22q1_update.112
OK
AT +P2P=868000000:7:125:0:10:14

OK

DEVICES

@G comn Device 1 (Transmitter) Device 2 (Receiver)

81:18 AT+VER=3.4.2-rui3_22q1_update.112 SENDING(With \r\n)

01:18 0K AT+P2P=868000000:7:125:0:10:14
01: AT+P2P=868000000:7:125:0:10:14
01:20 0K

Type command to send_

Time 00:00:00 | PASS: O |FAIL: 0 | SW Version: V1.2.1 | Make:2018-1

Figure 223: Configuring P2P in both RAK3272-SiP Module

3. To set one module as the receiver (RX), you need to set the value of the P2P receive command.

NOTE:

LoRa P2P default setting is Transmitter (TX) mode. This consumes lower power compared to Receiver
(RX) mode where the radio is always listening for LoRa packets.

a. P2P LoRa RX configurable duration value is from 1 to 65533 ms. In this example, the device will listen and wait

for LoRa P2P Packets for 30000 ms or 30 seconds. It will automatically disable RX mode and switch to TX mode

after the timeout. If the device did not receive any packets within the time period, then the callback after timeout is
+EVT:RXP2P RECEIVE TIMEOUT .

AT+PRECV=30000

b. If the AT+PRECV value is set to 65535, the device will listen to P2P LoRa packets without a timeout, but it will

stop listening once a P2P LoRa packet is received. After receiving the packets, it will disable RX mode and
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automatically switch to TX mode again.

AT+PRECV=65535

c. If the AT+PRECV value is set to 65534, the device will continuously listen to P2P LoRa packets without any
timeout. It will continuously stay in RX mode until AT+PRECV is set to 0.

AT+PRECV=65534

d. If the AT+PRECV value is setto 0, the device will stop listening to P2P LoRa packets. It disables LoRa P2P RX
mode and switches to TX mode.

AT+PRECV=0

4. With one module configured as Transmitter (TX) and the other device will be the Receiver (RX), you can now try

to send or transmit P2P payload data.

AT+PSEND= <payload>

NOTE:

e AT_PARAM_ERROR is returned when setting the wrong or malformed value.

e AT _BUSY_ERROR is returned if the device is still in RX mode and you try to send or reconfigure the RX
period. If the AT+PRECY command is set to 65534, you need to execute first AT+PRECV=0 to be able to
configure again the TX and RX state and avoid AT_BUSY_ERROR .

e <payload> : 2~500 digit length, must be an even number of digits and character 0-9, a-f, A-F only,
representing 1~256 hexadecimal numbers. For example, if the payload is like 0x03, 0xAA, 0x32 ,
therefore the AT command should be AT+PSEND = 03AA32 .

& RAK SERIAL PORT TOOL

‘ RAK COM: [cOM11 BaudRate: 115200 m

RECEIVING CLEAR RECV
AT+PRECV=30000 &
OK
+EVT:RXP2P:-32:13:123456
AT+PRECVY=65535
QK
+EVT:RXP2P:-33:12:112233
DEVICES AT+PRECV=65534

o Device 2 (Receiver)

+EVT:RXP2P:-27:12:332211
+EVT:RXP2P:-31:11:11
02:04 AT+PSEND=123456 AT+PRECV=0

02:04 0K
02:05 AT+PSEND=112233 ok
02:05 0K ]
02:05 AT+PSEND=332211 SENDANG(With \r\n)

02:05 oK [
02:85 AT+PSEND=11
02:85 OK

hype command to send_

@RS comz Device 1 (Transmitter)

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-1

Figure 224: Configuring P2P in both RAK3272-SiP Module
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Miscellaneous
Upgrading the Firmware

If you want to upgrade to the latest version of the firmware of the module, you can follow this section. The latest
firmware can be found in the software section of RAK3272-SiP Datasheet.

NOTE:

What if the RAK3272-SiP stops responding to AT commands and firmware updates?

You can recover your device using the .hex file in the datasheet and upload it using
STM32CubeProgrammer. The guide on updating STM32 firmware using STM32CubeProgrammer can be
found in the Learn section.

Firmware Upgrade Through UART2

Minimum Hardware and Software Requirements

Refer to the table for the minimum hardware and software required to perform the firmware upgrade via UART2.

Hardware/Software Requirement

Computer A Windows/Ubuntu/Mac computer

Firmware File Bin firmware file downloaded from the website
Others A USB to TTL module

Firmware Upgrade Procedure

Execute the following procedure to upgrade the firmware in Device Firmware Upgrade (DFU) mode through the
USB interface.

1. Download the latest application firmware of the RAK3272-SiP.
o RAK3272-SiP Firmware
2. Download the RAK Device Firmware Upgrade (DFU) tool.
o RAK Device Firmware Upgrade (DFU) Tool
3. Connect the RAK3272-SiP Breakout Board to the computer via a USB-Serial adapter. Refer to Figure 27.

4. Open the Device Firmware Upgrade tool. Select the serial port and baud rate (115200) of the board and click
the Select Port button.


https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3272-SiP-Breakout-Board/Datasheet/#firmware-os
https://docs.rakwireless.com/Knowledge-Hub/Learn/STM32Cube-Programmer-Guide/
https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3272-SiP-Breakout-Board/Datasheet/#firmware-os
https://downloads.rakwireless.com/#LoRa/Tools/RAK_Device_Firmware_Upgrade_tool/
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’ RAK Device Firmware Upgrade Tool v1.4 - *

COM12 v | | 0%

9600 e

Figure 225: Device firmware upgrade tool

5. Select the application firmware file of the board with the suffix .bin.

’ RAK Device Firmware Upgrade Tool v1.4 — x

COMm12 N |27v0.10.5.betafADD720210413.bin| 0%

9600 B

Figure 226: Select firmware

6. Click the Upgrade button to upgrade the device. After the upgrade is complete, the RAK3272-SiP Breakout
Board will be ready to work with the new firmware.



& RAK’ Documentation Center

’ RAK Device Firmware Upgrade Tool v1.4 - *

Close Port Select Firmware

COM12 N |2_\~0.10.5.beta_ApD_20210413.bin| - 26%

9600 N

Figure 227: Firmware upgrading

’ RAK Device Firmware Upgrade Tool v1.4 — x

@ Success X

o Device firmware upgrade successful !

comz - T

Figure 228: Upgrade successful

Arduino Installation

Go to the Arduino official website[” and download the Arduino IDE. You can see the multiple versions available for
Windows, Linux, and Mac OS X. Choose the correct version of Arduino IDE and download it.

DOWNLOAD OPTIONS
AI’CIUIHO |DE 1.8.16 Windows Win 7 and newer
Windows ZzIP file

The open-source Arduino Software (IDE) makes it easy to write code Windows app Wing10r10 | Get 22 |
and upload it to the board. This software can be used with any

Linux 32 bits
Arduino board.

Linux 64 bits

Linux ARM 32 bits
Linux ARM 64 bits

Refer to the Getting Started page for Installation instructions.

SOURCE CODE Mac OS X 10.10 or newer
Active development of the Arduino software is hosted by GitHub.
See the instructions for building the code. Latest release source
code archives are available here. The archives are PGP-signed so
they can be verified using this gpg key.

Release Notes Checksums (sha512)

Figure 229: Arduino IDE latest version

For Windows


https://www.arduino.cc/en/Main/Software
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NOTE

For Windows 10 users: Do NOT install the Arduino IDE from the Microsoft App store. Install the original
Arduino IDE from the Arduino official website instead, since the Arduino app from the Microsoft App Store

has problems using third-party Board Support Packages.

1. Install the Arduino IDE, which you just downloaded, on your Windows PC.
2. Click I Agree then Next to proceed.

Arduino Setup: License Agreement — X

Please review the license agreement before installing Arduino, If you
2 accept all terms of the agreement, dick I Agree.

IGNU LESSER GENERAL PUBLIC LICENSE )
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.ora/>

Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms
and conditions of version 3 of the GNU General Public License, supplemented
by the additional permissions listed below.

b
Cancel Mullsoft Install System v3.0 I Agree
Figure 230: Arduino setup license agreement
Arduino Setup: Installation Options — X

Check the components you want to install and unchedk the components
2 you don't want to install. Click Next to continue,

Select components to install: Install Arduino software
[ install USE driver
Create Start Menu shortcut
Create Desktop shortcut
Assodiate .ino files

Space required: 535.4MB

Cancel Mullsoft Install System v3.0 < Back Next >

Figure 231: Arduino setup installation options

3. Click Install.

Arduino Setup: Installation Folder - Y
Setup will install Arduino in the following folder. To install in a different

0 folder, dick Browse and select another folder. Click Install to start the
installation.

Destination Folder

| C:\Program Files (x86)\Arduino Browse...

Space required: 535.4MB
Space available: 392.8GB

Cancel Mullsoft Install System v3.0 < Back Install

Figure 232: Installing Arduino IDE
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(3]

B, Extract: parity.h
.&

Show details

I

Figure 233: Ongoing installation

After 100% progress, the Arduino IDE has been installed successfully.

(o)
-

By, Completed
Om
Show details

Close

Figure 234: Successful installation

For Linux
First, you need the check the compatibility with your system and choose between the 32-bit, 64-bit, and ARM

versions of the Arduino IDE for Linux.

Installing via a Tarball

After downloading the correct Arduino version, open a terminal, then run 1s to check the installation file on the

download folder.

msam@msam-s145: ~/Desktop/Downloads

Figure 235: Check the download folder

A tarball is a type of compressed folder, like a .zip file, commonly used to distribute software in Linux. To extract
the files from the tarball, change the directory to where the downloaded tarball is, then run the following:
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tar xvf arduino-version.xz

msam@msam-s145: ~/Desktop/Downloads

$ tar xvf arduino-1.8.16-1inux64.tar.xz I

Figure 236: Tarball extract command

When the tar command finishes, run 1s again. A folder named arduino-version will be created.

msam@msam-s145: ~/Desktop/Downloads

Figure 237: Arduino install folder created

Change the current directory and go to the newly created folder directory. There will be a file named install.sh
in the folder. Execute sudo ./install.sh to install the Arduino IDE.

msam@msam-s145: ~/Desktop/Downloads/arduino-1.8.16

$ cd arduino-1.8.16
] % sudo ./install.sh
[sudo] password for msam:
Adding desktop shortcut, menu item and file associations for Arduino IDE...I

Figure 238: Arduino install script running

The sudo command temporarily elevates privileges allowing the installer to complete sensitive tasks without
logging in as the root user.
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For Mac OS X

In Mac OS X, the same as Linux, there is no installation process. It is just a process of decompression, then you
can open Arduino IDE successfully.

Arduino IDE Parts Guide

Figure 239 shows the five (5) parts of Arduino IDE.

@ sketch_sep14a | Arduino 1.8.13 — ] *

File Edit Sketch Tools Help

2
sketch_sepida
void setup() { A

// put your setup code here, to run once: e
}

void loop() {

// put your main code here, to run repeatedly:

Figure 239: Arduino IDE

1. IDE Option Menu

You can configure some general parameters such as the serial port, the board information, the libraries, the edit
parameters, and so on.

2. Operating Buttons

The operating buttons have five operations:

Verify/ICompile the source code;

Upload the compiled code into WisBlock;
e Open a New Arduino IDE window or existing application;
» Save the current application.

Verify/Compile New Save

L
CLXETT]

L]

Upload Open

Figure 240: Operating buttons
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3. Code Area
You can edit the source code, which will be compiled and uploaded into WisBlock later in this area.

4. State Area

5. Output Message Area You can see the output message in this area, whether it's a failure or success
information.
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