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OTWEIHAEKIEFIRIENE

® ModusToolBoxHEHsHIR~ G TFEOTW_Firmware_Upgradef@7= 7 {$FEdge protect bootloadefEFF]]

DFU(Device Firmware Update) GUITEX} XMC7000 #TEHAHSR. BB TR I NERER:

O Edge protect bootloaderfEF: BHIE{TE CM0O+ K% EAIET MCUboot BbootloaderfEFE4HRY., bootloaderfEFAMNE
DFU N fERFimageB AR IR, ZimageX{4EB%ET, bootloaderi&E{E R primary slotfEeiatbiit /=50 DFU image,
Flash boot: ‘E4ttEedge protect bootloaderfVimagefVSnIGIE, HimageXHBEIHT, flash bootiEfFxIbootloader image,
Flash boott/Zaa] LABCE 9t securet®T( (REHFIFIRE) BnormaltRz (IERRIFIRE) TEfT:
v IEFEFEPIRE: flash bootig/ZEbootloaderfEFmMAH T D IGIUE
v LRI flash bootfEINIERINEIEBEIbootloaderfEF., WNER & IbootloaderfEFimageoEk EdRiA, R=IEH Ndead protection

K7, FH—EREFEdead protectionA7s, BREIREHEE.

O DFU N BRER: BHIE{TE CM7 Ri% LRYETF DFU FriE4EER) DFU N BRERAERM. 1% DFU NAERFEIE B TR0 T E
Y FRISEFEfEsecondary slot (flash memory) =,
DFU FHIITE: XE—MGUITEH, mEd&a{TEOKImagesXHRIEXEIRES.
LN AR LUBEII LA F AT — 3 T8 :
v BOOTH#EI\: RAFERFImagetbuildFizREprimary slot?, bootloaderf2FiGHE MAE R BEIZEINZN AERF.
v UPGRADEIRT: NAfERFimagetfbuildFfiiRElsecondary slotdh, TRIBFEFHIA, 5|SIIEEREE MNRERTEimageSHEprimary
slotHFohEe.

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 4



OTWEIHFREIERR:

5

Infineon

;

® TEIREXR T CMO+ IBEIAINERFFa. Efifs, CM0+ )\ ROM BOOTHAHIT. ROM BOOTRIGIUE SFlash,
INETeRk/E, PUTHHEEIFLASH BOOT, FRIE(RIFAESECE DAP, 15X HEMRID, Bints ¥ SRS

ERIRTFSEEL,

/\\\O

R ERERIPRET, F—TMRPNAEFEZEER. ReMGEEREFLURFRSE, 575

FLASH BOOTIEFMEERIGUE TOC2 FHHAIE— P ERER, (RS UEE TN HHEEEIEANC

, S¥UE

FRAFNARER. MNRAI SFlash i EETTHEEIRIR, RN dead’protection state, FH—EREF
f£“dead’protection state, EZIRFHES.

2025-08-23 public

System Reset

FACTORY_HASH (Normal)
sssssssssssssssss

SFlash validation
(HASH Calculation)

User generates or edits the following fields:
* Secure Image w/Digital Signature

* Public Key

*TOC2

iiiiii
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OTWEIHAEKIEFIRIENE

® MCUboot N T{FRIERIElashiZE Nimage IFH ME: primary slotflsecondary slot, fE4ro9fEgh, F—
WRARIN R dRtE 2 primary slotdR, iR HIz{THIEHERT (DFV) R AfERIEIT 12C. UART, SPI & CAN
FD SB{TESEOEWUPGRADE image, FHEEBIAsecondary slot, XfETF RIS XBEITFXprimary sloti#
TSR, LSRR BMEAIN B salprimary slot,

® MCUboot #8Z%Mprimary sloti2z1, HiEakFgitiEsecondary slotfJimageEHIZprimary slotdr, FHRaTLA
ZE&Foverwritedy, BRILARE Fswapll. EETFoverwrite B4, primary slotFiimaget&§ESR, WNERHT
imagetHINEIR, NFTGEEBLR., EETFswapByHNRF, imagefE® slotz[gacie, FERLAELR, EXFER
T, MCUboot &£F|Hflashd£3 "scratch area "BIENIMX ImH TR SERYACHE, XMC7000 AY MCUDboot Sz iFET
swapHJupgradef1&EFoverwritefJupgrade,
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® JFETFswapIFAL, B image slotEfEE MCUboot FIFHE=SBIMASF = Riboot iz1THAEIZRENAY 1 Ta0RY
TCEURE. R Rupgrade image, MNFBFEFSEHT img_ok FE, LEEZRIimagesk ARF Eprimary slot9,
MCUboot AJSCIIEMIKE, FHEREIREFRESEMSMEIRESHIERIE. TEE2 7 >xdFedge protection
fIbootloaderfEZ FFHIHI TIRAE. ==

Control transferred from flash
boot to edge protect bootloader
A

START

® XMC7000 RS IFHMPEEIRIFHERITIE,

> XFETFoverwriteBYFLR, ERKINIGIEfS, secondary imageiS# S

- . ke o
primary slot, #15Rsecondary image7o;&iz1T, NFLGEREFLK. Pt
> XFEFswapByFLk, primary slotflsecondary slotimage=#E3ciz,
4N secondary imageTiAIAERR{E, WATLUKREFH.
pﬁmmshmll:n *
HO
| Implemented by the MCUbaot APl - boot_go{)
| )
1N NTE vatchadng tmer
* NOTE: Initialize watchdog timer, it shauld_be updated from
- ;ﬁ%ﬁm ::l‘:::"'u:: :ue ;m :'s;::::;c?g: ?s':m?ézfss ?Els:tla:itlj kpa: ::::;z?b:xl:fm dog
e eali iyl ER= g;n:rla‘;lnedi:;agz revert operation started to roll back to

- 'L By default, user application core is CM7_0. Can change the
m Enter int deep sieep user application core to CM7_1 by simply setting the
i) APP_CORE_ID vanable to "1"in user_config.mk file
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® DFU N g E2s ¥ &7 DFU HriE)f4/ZERY DFU #{F, TEIR7~ T DFU E%*%F%‘E’\J#Lﬁ%i

® DFU NAfERFX#H5 DFU £ TEBEN
12C. UART. SPI#] CAN FD &0,

(RALARIE(E AR ESUX EENARE.

Retarget-io and DFU
params intiaization

Wita Image OK flag o the siot
58| traiky, s MCUBGotioader wil
na reverl new image

o IsDFUsate ™ o STsOFUsans™, o s s Toapplication™, | Denitiskzs the retargetio
updatng faded? finishes valid? and stop the OFU transport
s s "o
Restart e OFU
S o S |y o SDFUstts™ s DFU status
. then e timeout success

s
s
156 secands
N
s
Set count=0 and
restan the DFU

I5 1 second (LED
TOGGLE INTERVAL)
passed
USER LED 2 (P16 2) i used as a USER LED
SELECTED_TRANSPORT 1o UART or ‘SPI'in the user_config.mfile
UAR WOFU sending an emor o1 success response ta the host
s

-

d as 3 USER LED. For UPGRADE

NOTE: Fer BOOT mage, USER LED 1 (P16.1
By defaut 5 2 DF tanspo

For UART updating staty
So resetthe device, to gwve 3 controlto edge protact boctloader. To validate the downloaded image s

Taggle the user LED
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® LR IModusToolBox 3.4

o LIEMRHREEERCySecureToolsiX M MELR,

o =EZLAEPython 3.8.10LA LRRAN.,
> Python FEGEEAIT

https://www.python.org/downloads/

® KIT _XMC72_EVKEEKIT XMC71 EVK LITE V1FF&HR
> HEXRERN B LU T HEEEREN
https://www.infineon.com/cms/en/product/evaluation-boards/kit xmc72 evk/?redirld=217005
https://www.infineon.com/cms/en/product/evaluation-boards/kit xmc71 evk lite v1/

® Miniprog4leRigilss
> Miniprograd [ FBIFUART, SPHZAKRFTEIGF AR, EEXERNE AN HERSREN

https://www.infineon.com/cms/cn/product/evaluation-boards/cy8ckit-005-a/

® DFU Host Tool: — M ETEFAFPRE(GUNNIE, BB R TEOGEEARNEAIXZIRE IR,
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® _Fikﬂ.?rﬁzfzt@ZJ:Bz,\ﬁa—:l_ T%%, (BFEEE TEDRRIZEREAIE Add python.exe to PATH', INERAZIEXN
I, EfEEERCMAETNRRS Ezﬂ?ﬁi?ﬁﬁPwhon 2THIRRAS, EftBATEITRT LUREFERNIA,

C» Python 3.13.2 (64-bit) Setup

J Install Python 3.13.2 (64-bit)
Select Install Now to install Python with default settings, or choose

Customize to enable or disable features.

— Install Now |
C:\Users\duanraym\AppData\Local\Programs\Python\Python313 |
Includes IDLE, pip and documentation

Creates shortcuts and file associations

— Customize installation
Choose location and features

Use admin privileges when installing py.exe
@ Add python.exe to PATH Cancel

python

windows

® ok feR]LAfE Cmdﬂlﬂd“\? _FPythonEl’JHIiZIK

Gl X 4 v

Microsoft Windows [fR7< 10.0.22631.5189]
(c) Microsoft Corporation, {REEFFENFI.,

C:\Users\duanraym>python --version
Python 3.13.2

C:\Users\duanraym>|

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 11
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® TIETERkZ e, FACMdEZEImtb_sharedfYmcubootBHE, FZEscriptsSZ{4k:

[m] X

F @R X +

C:\Users\duanraym>cd C:\Users\duanraym\mtw_3.d\mtb_shared\mcuboot\v1.9.1-cypress\scripts

C:\Users\duanraym\mtw_3.4\mtb_shared\mcuboot\v1l.9.1-cypress\scripts>|

® T~ HR TrequirementS4FEXNNAITE, ALATES:

python -m pip install -r requirements.txt

QIERZED;

T sl

I FERYER, SRRDENT BB TE.

+ v O X

BE S 5

C:\Users\duanraym\mtw_3.d\mtb_shared\mcuboot\vl.9.1-cypress\scripts>python -m pip install
-r requirements.txt

Requirement already satisfied: cryptography>=2.6 in c:\users\duanraym\appdata\locall\progr
ams\python\python313\1lib\site-packages (from -r requirements.txt (line 1)) (36.0.1)
Requirement already satisfied: intelhex in c:\users\duanraym\appdata\local\programs\pytho
n\python313\lib\site-packages (from -r requirements.txt (line 2)) (2.3.0)

Requirement already satisfied: click in c:\users\duanraym\appdata\local\programs\python\p
ython313\lib\site-packages (from -r requirements.txt (line 3)) (8.0.4)

Requirement already satisfied: cbor2 in c:\users\duanraym\appdata\locallprograms\python\p
ython313\lib\site-packages (from -r requirements.txt (line 4)) (5.6.5)

Requirement already satisfied: cffi>=1.12 in c:\users\duanraym\appdata\local\programs\pyt
hon\python313\lib\site-packages (from cryptography>=2.6->-r requirements.txt (line 1)) (1
.17.1)

® LAEZRIE, Aihnew application, BlIZ—NOTA over Ethernet MQTTITE, BN, EE0IEEFARITE
EIEESS SV

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 12
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® B CySecureToolsHIMRAZREREERNK, ECmdPEALITES:

python -m pip install --upgrade cysecuretools
] SRR

C:\Users\duanraym\mtw_3.t4\mtb_shared\mcuboot\v1l.9.1l-cypress\scripts>python -m pip install
--upgrade cysecuretools

Requirement already satisfied: cysecuretools in c:\users\duanraym\appdata\local\programs\
python\python313\1lib\site-packages (6.1.0)

Requirement already satisfied: setuptools==69.5.1 in c:\users\duanraym\appdata\locall\prog

rams\python\python313\1lib\site-packages (from cysecuretools) (69.5.1)

Requirement already satisfied: cryptography==36.0.1 in c:\users\duanraym\appdata\local\pr
ograms\python\python313\lib\site-packages (from cysecuretools) (36.0.1)

Requirement already satisfied: click==8.0.4 in c:\users\duanraym\appdata\local\programs\p

ython\python313\lib\site-packages (from cysecuretools) (8.0.4)

Requirement already satisfied: intelhex==2.3.0 in c:\users\duanraym\appdata\local\program

s\python\python313\lib\site-packages (from cysecuretools) (2.3.0)

Requirement already satisfied: python-jose==3.3.0 in c:\users\duanraym\appdata\locall\prog

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 13
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® 7Enew applicationf§, EEBSP:KIT XMC72_EVK, REILATFIEIRACH TR ARG demo

Select Application - Project Creator 2.30
Settings Help

Application(s) Root Path: C:/Users/duanraym/mtw 3.4

Browse...

Target IDE: Eclipse IDE for ModusToolbox™

Enter filter text...

Browse for Application... %7 = 1z [5 This example demonstrates a firmware

Template Applicat?on New Application Name New BSP Name
> Community Code Examples
v Getting Started

() Empty App

("] FreeRTOS Blinky

[CJ Hello World

() Multicore Empty App

upgrade for the XMC7000 using the edge
protect bootloader and DFU.

For more details, see the README on
GitHub.

|! OTW Firmware Upgrade | NRFTITEIERER[EG RN APP KIT XMC72 EVK

[T Switching Power Modes
[J XMC7000 OOB Demo

Summary:

BSP: KIT XMC72 EVK
Template Application(s): OTW Firmware Upgrade
Application(s) Root Path: C:/Users/duanraym/mtw_3.4

Press "Create” to create the selected application(s).

2025-08-23 public

< Back Create Close
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® EUABM T, protection state#fiZ & HSecure mode, XJFTEDIGUE, fEpre-buildfiEs, HACIERGIEEEREAA
HY cypress-test-rsa2k.pub Z3BEEIER cy_si_key.c 34, fEpost-buildfiEs, ARG ERENARY
cypress-test-rsa2k.pem ZERXTRIGIHITES BB NEMRLTEIRER. EAIABY cypress-test-rsa2k Z3H{F
<application>/keys M44h, EZEILERInormal mode, i5fE<application>/user_config.mk X7/4+%
USE_SECURE_MODE_FOR MCUBOOT T&i8&H '0'.

viodusToolbox™ 3.4

Sy BET HyrHryOoIEyo v |

README.md  [&user config.mk x ld transport uart.c  lddfu userc [ transport uarth  [d transport spi.c
irneq (o (LNC 1Ma), U)
$ (error This code example not supported the encrypted image at the moment)
endif

FHFFFFHAHA AR F AR AR A H AR AR A A AR A AR AR A AR AR F A A A AR R # 4
# MCUBOOT App Configuration
FHFHFFFAH A AR FFF AR A FHF S AR FFFF AR F A A F R FHHFF S F A S F R F A HEH A AR # 4

o Drerorae o cocoprae MOTEool Jmage, set the variable to "1
USE_SECURE MODE FOR MCUBOOT?= Ol I

# Secure boot key file name and type
SECURE MODE KEY TYPE=RSA2048
SECURE MODE KEY FILE=cypress-test-rsaZlk

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 16
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® BRI EFHI"OTW_Firmware_Upgrade.bootloader cmOp”RZFH, FJFXSRAYterminal IALLTES
make program_proj —j8 Xtbootloader TFEH{THmiFFF FEFIXMC72 EVAL KIT

2 Console £ Problems = Progress 0 Memory & Terminal x < Search Sl BNk BOBS
2 COM4 B OTW Firmware Upgrade.bootloader cmOp ModusShell

duanraym@ISCNS5CG216144Y

5 make program proj -—]j8

Searching installed tools in progress...

Searching installed tools complete

"Using linker ../bsps/TARGET APP KIT XMC7Z EVK/COMPONENT /TOOLCHAIN GCC ARM/linker.1d"™
NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mtbninja data files...

Generating mtbninja data complete...

Il
iy
i
=
i
H
i
rr
'—I.
=

0
;
(o

%

s
=
:
(o

%

e
0
fu
=
0.
:
[

Ié

e
=
=

I
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o FxRhfe, FIASROTESHIMUMERER:

& Console ! Problems = Progress 0 Memory & Terminal x 4 Search SloxEaEBERS

& OTW Firmware Upgrade ModusShell |2 OTA over Ethernet MQTT ModusShell |8 OTW Firmware Upgrade.bootloader cm... & COM

[INF]
[DBG]
[DBG]
[DBG]
[DBG]
[INF]
[INF]
[INF]
[DBG]
[DBG]
[DBG]
[DBG]
[DBG]
[ERR]

2025-08-23

Edge Protect Bootloader Started
* boot prepare image for update...
> boot prepare image for update: image = 0
* Read an image (0) header from each slot: rc = 0
* There was no partial swap, determine swap type.
boot swap type multi: Primary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
Swap type: none
< boot prepare image for update
* process swap type =1
> boot walidate slot: fa id =1
* No bootable image in slot(0); continue booting from the primary slot.
< boot wvalidate slot: fa id =1
Edge Protect Bootloader found none of bootable images

public Copyright © Infineon Technologies AG 2025. All rights reserved. 18
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OverwritefRz\BE{EFHEETE(12C)

® FEETFZPFH"OTW_Firmware_Upgrade. dfu_cm7”’NA, FIFXIRATterminal BIALATES
make program_proj —j8 SELECTED TRANSPORT=12C FXJ4hFBOOT modeRYDFU application TF&H 1T Im

BHTFEHFIKIT XMC72_EVK

& Console &. Problems =Progress 0 Memory & Terminal * 4 Search Sl EEEEBEGBS
B OTW Firmware Upgrade XMC72.boo.. B OTW Firmware Upgrade XMC72 Mo.. |BCOM4 B OTW Firmware Upgrade XMC72.dfu

duanraym@ISCN5CG216144Y

5 make program proj —-j8 SELECTED TRANSPORT=IZ2C

Selected IZ2C transport for DFU.

Searching installed tools in progress...

Searching installed tools complete

Using linker: linker.ld

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mtbhninja data files...

Generating mtbninja data complete...

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 19
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o WATESMKG, FIAROTE, SHNLITMER:

(infineon

& Console . Problems = Progress 0 Memory & Terminal x < Search G/ 8 | G BE &

& OTW Firmware Upgrade XMC72.boo... ‘E OTW Firmware Upgrade XMC72 Mo.. ECOM4 x B OTW Firmware Upgrade XMC72.dfu

[INF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * Read an image (0) header from each slct: rc = 0
[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3,
[INF] Swap type: none

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBG] > boot wvalidate slot: fa id =1

[DBG] < boot validate slot: fa id =1

[INF] User Application wvalidated successfully
[INF] Starting User Application (wait)...
[INF] Start slot Address: 0x10020400

[TNF] Launching app on CM7 core

[INF] Edge Protect Bootloader finished.
Deinitializing hardware...

[DFU App] Version: 1.0.0 IMAGE TYPE: BOOT CPU: CM7 O

[DFU App] I2C DFU TRANSPORT STARTED !!!

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved.
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OverwritefRz\BE{EFHEETE(12C)

o ERTEHAYOTW _Firmware Upgrade. dfu_cm7’iH, FIFFXIRAIterminal i ANLATIES
make build proj —j8 IMG_TYPE=UPGRADE

2 Console [ Problems = Progress 0 Memory & Terminal X 4 Search
2COM4 | BOTW Firmware Upgrade.bootloader c.. |& OTW Firmware Upgrade.dfu cm?7 Mo... x B OTW Firmware Upgrade ModusSh

S| 8 & 0= G BE| E &

E Pl il

duanrayvm@ISCNSCG21o144Y

$lmake build proj —j8 IMG TYPE=UPGRADE
Selected UART transport for DFU.
Searching installed tools in progress...

Searching installed tools complete
"Using linker ../bsps/TARGET APP KIT XMC72 EVK/COMPONENT /TOOLCHAIN GCC ARM/linker.1d"™

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.

Generating mthninja data files...
Generating mtbninja data complete...

Generating memorymap.h, memorymap.c and memorymap.mk =

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 21



OverwritefRz\BE{EFHEETE(12C)

® T TELIEFRCHRIDFULE,

we Quick Panel »-Variables % Expressions °s Breakpoints
» Launches

¥ OTW _Firmware Upgrade.dfu cm7 Debug (KitProg3 MiniProg4)
w OTW _Firmware Upgrade.dfu_cm7 Program (KitProg3 MiniProg4)
4 Generate Launches for OTW Firmware Upgrade.dfu cm?7

~ Tools

BSP Assistant 1.30

Library Manager 2.30
ModusToolbox Setup 1.2

ModusToolbox™ Programmer 5.3

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved.
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® 1EEKitProg3 12CiwE, o 3IREI2C Address 912, 12C speedJ400KHz, hex3AHE

2:<OTW_Firmware Upgrade>dfu cm7\build\UPGRADE\last conflg\dfu cm7.hex, EfgrmthprogramiE,T&E4
ﬂ_é& [ Device Firmware Update Host Tool 2.60 O X

File Actions View Help
DD O

File: 7TW Firmware_Upgrade XMC72/dfu_cm7/build/UPGRADE/last_config/dfu_cm7.hex ...

File Version: 0x1

Product 1D: 01020304

Packet Checksum Type: 0x0

Generate

Ports: Filters... " 15¢ address: 12
KitProg3-0F05018900212400 - 12C 12C speed

O 1 MHz
© 400 kHz
O 100 kHz
O 50 kHz

Log:

2025-05-07 15:00:08.260 Program started.
| 2025-05-07 15:00:08.262 C:/Users/duanraym/mtw_3.4/0OTW Firmware_Upgrade XMC72/
| dfu_cm7/ProgramHex.mtbdfu was generated.

;Programming... _

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 23
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® Efizehkfa, FIASROTRALIEZILITIEMER:

& Console & Problems = Progress 0 Memory & Terminal X < Search B/ 8 | 5 G &E| &

& OTW Firmware Upgrade XMC/72.dfu cm/ ModusShell B COM4 x

[INF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * Read an image (0) header from each slot: rc = 0

[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Primary image: magic=good, swap type=0xl, copy done=0x3, image ok=0x3
[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[INF] Swap type: none

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBG] > boot wvalidate slot: fa id =1

[DBG] < boot wvalidate slot: fa id =1

[INF] User Application wvalidated successfully

[ITNF] Starting User Application (wait)...

[INF] Start slot Address: 0x10020400

[INF] Launching app on CM7 core

[INF] Edge Protect Bootloader finished.

Deinitializing hardware...

[DFU App] Version: 2.0.0 IMAGE TYPE: UPGRADE CPU: CM7 0

[DFU App] I2C DFU TRANSPORT STARTED !!!
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Overwritet&TV BEUFH B TR(UART)

® FJFFuser_config.mk344f, $EUSE_SECURE_MODE_FOR_MCUBOOTI®& /0.

mtw_3.4 - OTW_Firmware_Upgrade/user_config.mk - Eclipse IDE for ModusToolbox™ 3.4 — (m] X
File Edit Navigate Search Project Run Window Help
OvHdp/ B~R R0z IR S0yl IvyBETHYyFryrodoy o~ Q g
& Project Explorer x % Debug % Registers % Peripherals ~ B [suser_config.mk x = E
BES Y § ifneq (5 (ENC IMG), 0)

~ 1% OTW_Firmware_Upgrade $ (error This code example not supported the encrypted image at the moment)

> # Binaries endif

= b

: bsr')lii PR RS

 ebu # MCUBOOT App Configuration

» & flashmap (3233222322 ssssassdssssssssssssssssssssssssssssssssssssssssssssstsss

» = images

> = keys # To prepare a secure MCUBoot image, set the variable to '1'

. & scripts USE_SECURE_MODE_FOR_MCUBOOT?=0

> = templates

# Secure boot key file name and type
SECURE_MODE_KEY_TYPE=RSA2048

= OTW Firmware_Upgrade.bootloader cmOp (in bootloader cmC

> & OTW Firmware Upgrade.dfu cm7 (in dfu cm7) SECURE_MODE_KEY FILE=cypress-test-rsaZk
s common_app.mk I
L» common libs.mk # Downgrade prevention, to avoid older firmware version for upgrade
G common.mk USE_SW_DOWNGRADE_PREV?=1
= kﬁiz:li # When set to "1° and Swap mode is enabled, the application in the secondary slot will overwrite the
&

USE_BOOTSTRAP?=1
.|

2 ProgramHex.mtbdfu

B Console % #! Problems =3Progress 0 Memory & Terminal + Search XL ¢GHE-&E B~y =0
CDT Build Console [OTW_Firmware Upgrade]

& Quick Panel - Variables % Expressions ° Breakpoints =&
@ Search Online for Code Examples

@ Search Online for Libraries and BSPs I
@ Training Material
@ Refresh Quick Panel

-~ OTW_Firmware_Upgrade (APP_KIT_XMC72_EVK)

% Build Application
___________________________________________________________________|] 4 >
Writable ' Smart Insert | 112:31:4358
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infir
OverwritetE B FH RSB (UART) Cinfineon.

® 1ZESELECTED _TRANSPORT?=UART

¥ README.md  leuser config.mk x [¢ transport uart.c g dfu userc [4transport uart.h

F WISl Sl LU 1 4ald >Swdp [Mude 135 endbled, LIIE dppllicdlloll LI LIIE SeCUludly S10L WLIll OVELWLLILE LL
USE BOOTSTRAP?=1

A A AR F A A A A AR A F A A A AR HF A A A AR A I A A A AR RS A TAAAAHIFFERS
# User App Configuration
A A AR A A A A A AR FF A A A AR H A A A A AR A I A A A A AR RS A AR S

# Default DFU transport set to IZC.

#

# Supported options are I2C, SPI and UART
#

=le as required.

SELECTED TRANSPORT?=UART

# image type can be BOOT or UPGRADE
IMG TYPES:=BOOT UPGRADE
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OverwritetStEHFFHREBE(UART) Cinfineon.

® BRI EFHI"OTW_Firmware_Upgrade.bootloader cmOp”RZFH, FJFXSRAYterminal IALLTES
make program_proj —j8 Xtbootloader TFEH{THmiFFF FEFIXMC72 EVAL KIT

2 Console £ Problems = Progress 0 Memory & Terminal x < Search Sl BNk BOBS
2 COM4 B OTW Firmware Upgrade.bootloader cmOp ModusShell

duanraym@ISCNS5CG216144Y

5 make program proj -—]j8

Searching installed tools in progress...

Searching installed tools complete

"Using linker ../bsps/TARGET APP KIT XMC7Z EVK/COMPONENT /TOOLCHAIN GCC ARM/linker.1d"™
NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mtbninja data files...

Generating mtbninja data complete...

Il
iy
i
=
i
H
i
rr
'—I.
=

0
;
(o

%

s
=
:
(o

%

e
0
fu
=
0.
:
[
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e
=
=

I
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OverwritetStEHFFHREBE(UART) Cinfineon.

o FxRhfe, FIASROTESHIMUMERER:

& Console ! Problems = Progress 0 Memory & Terminal x 4 Search SloxEaEBERS

& OTW Firmware Upgrade ModusShell |2 OTA over Ethernet MQTT ModusShell |8 OTW Firmware Upgrade.bootloader cm... & COM

[INF]
[DBG]
[DBG]
[DBG]
[DBG]
[INF]
[INF]
[INF]
[DBG]
[DBG]
[DBG]
[DBG]
[DBG]
[ERR]

2025-08-23

Edge Protect Bootloader Started
* boot prepare image for update...
> boot prepare image for update: image = 0
* Read an image (0) header from each slot: rc = 0
* There was no partial swap, determine swap type.
boot swap type multi: Primary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
Swap type: none
< boot prepare image for update
* process swap type =1
> boot walidate slot: fa id =1
* No bootable image in slot(0); continue booting from the primary slot.
< boot wvalidate slot: fa id =1
Edge Protect Bootloader found none of bootable images
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Overwritet&TV BEUFH B TR(UART)

® 77< OTW_Firmware_Upgrade. dfu_cm7 >\
\dfu_cm7\imports\dfu\config COMPONENT _CAT1\COMPONENT_DFU_UART \transport_uart.c3Z{&, {8

UARTHIECEUI T :

mtw_3.4 - OTW_Firmware_Upgrade.dfu_cm7/imports/dfu/config/COMPONENT_CAT1/COMPONENT_DFU_UART/transport_uart.c - Eclipse IDE for ModusToolbox™ 3.4 — o X
File Edit Source Refactor Navigate Search Project Run Window Help
milh g [ By Qv @B BN REREHFETO Ay JARET Sy Q w5
& Project Explorer ¥ % Debug % Registers % Peripherals ~ B @transport_uart.c X - a
BT § */
~ & COMPONENT CATI #ifndef DFU UART BAUD
. = COMPONENT DFU CANFD #define DFU_UART_BAUD CYHAL UART DEFAULT_ BAUD
+ & COMPONENT DFU_EMUSB_CDC z?rfld;ff UART BYTE TO BYTE TIMEOUT US
- . - irnae
» & COMPONENT_ DFU_EMUSB_HID #define UART BYTE TO BYTE TIMEOUT US (86310) i
> & COMPONENT DFU_I2C Sendif
> & COMPONENT_DFU SPI #ifndef DFU UART TX
v = COM ART » ———e s e o Semmmmz /G UART TX
I #define DFU_UART_TX P20_4 ET
Er ~ #e
ransport_uart #ifndef DFU_UART_RX
» & COMPONENT_DFU_USB_CDC bt e s e anT B
» &> COMPONENT DFU_USER z #define DFU UART RX P20_3| T
> = COMPONENT_CAT2 #erfdif
> [ dfu userh #ifndef DFU_UART PARITY
= e - #define DFU_UART_PARITY CYHAL_UART_PARITY_NONE
L]} #endif
& Quick Panel ¢~ Variables % Expressions ° Breakpoints =B #ifndef DFU_UART_DATA BITS
. #define DFU UART DATA BITS (8u)
Eclipse IDE for - - -
ModusToolbox™ = = — =
= B Console [t Problems = Progress 0 Memory & Terminal x < Search HlexE&eEeEns=n
~ Start

= New Application

& Import Existing Application In-Place
& Search Online for Code Examples

@ Search Online for Libraries and BSPs
& Training Material

@ Refresh Quick Panel

- OTW_Firmware_Upgrade.dfu_cm7 (APP_KIT_XMC72_EVK)
& Build Project

2 COM4

duanraym@ISCN5CG216144Y

Selected UART transport for DEU.
Searching installed toecls in progress...
Searching installed tools complete

Generating mtbninja data files...
Generating mtbninja data complete...

$ make program proj -j8 SELECTED TRANSPORT=UART

2 OTW Firmware Upgrade.bootloader c.. |2 OTW_Firmware Upgrade.dfu_cm7 Mo.. x B OTW Firmware Upgrade ModusShell

"Using linker ../bsps/TARGET_APP_KIT XMC72_EVK/COMPONENT /TOOLCHAIN GCC_ARM/linker.ld"
NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools_3.4/ninja/ninja.exe' from PATH.

= Generating memorymap.h, memorymap.c and memcrymap.mk =

2025-08-23 public
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Overwritet&TV BEUFH B TR(UART)

o ERTEHAYOTW _Firmware Upgrade. dfu_cm7’iH, FIFFXIRAIterminal i ANLATIES
make program_proj —j8 EXJ4-FBOOT modefIDFU application LFEH1T fmiFFF FEEIKIT _XMC72_EVK

2 Console £ Problems = Progress 0 Memory & Terminal X 4 Search G| B & 15 G keE e

S8 COM4 BOTW Firmware Upgrade.bootloader cmOp ModusShell

2 OTW Firmware Upgrade.dfu cm7 ModusShell x

duanraym@ISCN5CG216144Y

5 make program proj -3j8 SELECTED TRANSPORT=UART
Selected UART transport for DFU.

Searching installed tools in progress...

Searching installed tools complete
"Using linker ../bsps/TARGET APP KIT XMC72 EVK/COMPONENT /TOOLCHAIN GCC ARM/linker.1d"

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.

Generating mtbhninja data files...
Generating mtbninja data complete...

Generating memorymap.h, memorymap.c and memorymap.mk

31

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved.



infi
OverwritetStEHFFHREBE(UART) Cinfineon.

o WATEHSMKG, FIAROTE, SHINLIMMER:

B Console #.Problems =3 Progress 0 Memory & Terminal x 4 Search Sl e ExEEERS

& OTW Firmware Upgrade ... ‘E OTA over Ethernet MQ... 2 OTW Firmware Upgrade.b.. |2COM4 x B0OTW Firmware Upgrade.
[ITNF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * Read an image (0) header from each slot: rc = 0

[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Primary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[INF] Swap type: none

[DBG] < boot prepare image for update

[DBG] * process swap type = 1

[DBG] > boot validate slot: fa id =1

[DBG] < boot validate slot: fa id =1

[INF] User Application validated successfully

[INF] Starting User Application (wait)...

[INF] Start slot Address: 0x10020400

[INF] Launching app on CM7 core

[INF] Edge Protect Bootloader finished.

Deinitializing hardware...

[DFU App] UART DFU TRANSPORT STARTED !!!
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Overwritet&TV BEUFH B TR(UART)

® IR TEFAI"OTW _Firmware Upgrade. dfu_cm7”pFH, FJFXSRAIterminal IALLTES
make build proj =8 IMG_TYPE=UPGRADE /RiZEEFHRIIE.

2 Console [ Problems = Progress 0 Memory & Terminal X 4 Search
2COM4 | BOTW Firmware Upgrade.bootloader c.. |& OTW Firmware Upgrade.dfu cm?7 Mo... x B OTW Firmware Upgrade ModusSh

S B R EEREE DS

duanrayvm@ISCNSCG21o144Y

$lmake build proj —j8 IMG TYPE=UPGRADE
Selected UART transport for DFU.
Searching installed tools in progress...

Searching installed tools complete
"Using linker ../bsps/TARGET APP KIT XMC72 EVK/COMPONENT /TOOLCHAIN GCC ARM/linker.1d"™

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.

Generating mthninja data files...
Generating mtbninja data complete...

Generating memorymap.h, memorymap.c and memorymap.mk =
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Overwritet&TV BEUFH B TR(UART)

® EMiniProg4FfIKIT_XMC72_EVKRILATJLNPING Bl &z

MiniProg4 KIT_XMC72_EVK

RX P20.4
X P20.3
VTARG 3.3V
GND GND

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved.

34



infi
OverwritetStEHFFHREBE(UART) Cinfineon.

® A NELEFRCATRIDFUTR, AR, 1&EEFEMiniProgd USB-UARTER, hex3{FES
2:<OTW_Firmware_Upgrade>dfu_cm7\build\UPGRADE\last_config\dfu_cm7.hex, &fgrdprogram#iTiRs.

= Device Firmware Update Host Tool 2.60 — O X

: T ér : o :
wd Quick Panel »-Variables % Expressions ° Breakpoints e Actions View Help

~ Launches DA O
¥ OTW _Firmware_Upgrade.dfu_cm?7 Debug (KitProg3 MiniProg4) File: vare Upgrade/dfu_cm7/build/UPGRADE/APP KIT XMC72 EVK/Debug/dfu cm7.hex ...
b OTW _Firmware Upgrade.dfu_cm7 Program (KitProg3 MiniProg4) " File Version: 0x1
% Generate Launches for OTW Firmware Upgrade.dfu cm7 product I ———
- - - | Packet Checksum Type: 0x0
- Tﬂﬂls Generate
BSP Assistant 1.30 ports: Alters-- | Baud: 115200

. . KitProg3 USB-UART (COM4) - UART Data bits: 8 o
ﬁ Device Firmware UpdatE Host Tool 2.60 Intel(R) Active Management Technology - SOL (CO
Stop bits: 1

[MiniProg4 USB-UART (COM13) - UART

Library Manager 2.30
& ModusToolbox Setup 1.2

ModusToolbox™ Programmer 5.3 [ —

Parity: None v

Log:

2025-05-06 14:57:14.244 Program started.
2025-05-06 14:57:14.246 C:/Users/duanraym/mtw 3.4/OTW Firmware Upgrade/
dfu_cm7/ProgramHex.mtbdfu was generated. I

Programming... l i
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Overwritet&TV BEUFH B TR(UART)

o FHEERIE, HFSROTA, TLUMEEILTFEE:

B Console £ Problems =3 Progress 0 Memory & Terminal X < Search %/ 8 | = G bE| &

& OTW Firmware Upgrade XMC72 Mo... ‘E OTW Firmware Upgrade XMC72.boo.. B OTW Firmware Upgrade XMC72.dfu.. B COI

[INF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * ERead an image (0) header from each slot: rc = 0
[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3,
[INF] Swap type: none

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBEG] > boot validate slot: fa id =1

[DBG] < boot validate slot: fa id =1

[INF] User Application walidated successfully
[INF] Starting User Application (wait)...
[INF] Start slot Address: 0x10020400

[INF] Launching app on CMT7 core

[INF] Edge Protect Bootloader finished.
Deinitializing hardware...

[DFU App] Version: 2.0.0 IMAGE TYPE: UPGRADE CPU: CM7 0

[DFU App] UART DFU TRANSPORT STARTED !!!

[INF] boot swap type multi: Primary image: magic=good, swap type=0xl, copy done=0x3, image ok=0x3

image ok=0x3
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Overwritet&zU BEUFH B TR (SPI)

® FJFFuser_config.mk344f, $EUSE_SECURE_MODE_FOR_MCUBOOTI®& /0.

mtw_3.4 - OTW_Firmware_Upgrade/user_config.mk - Eclipse IDE for ModusToolbox™ 3.4 — (m] X
File Edit Navigate Search Project Run Window Help
OvHdp/ B~R R0z IR S0yl IvyBETHYyFryrodoy o~ Q g
& Project Explorer x % Debug % Registers % Peripherals ~ B [suser_config.mk x = E
BES Y § ifneq (5 (ENC IMG), 0)

~ 1% OTW_Firmware_Upgrade $ (error This code example not supported the encrypted image at the moment)

> # Binaries endif

= b

: bsr')lii PR RS

 ebu # MCUBOOT App Configuration

» & flashmap (3233222322 ssssassdssssssssssssssssssssssssssssssssssssssssssssstsss

» = images

> = keys # To prepare a secure MCUBoot image, set the variable to '1'

. & scripts USE_SECURE_MODE_FOR_MCUBOOT?=0

> = templates

# Secure boot key file name and type
SECURE_MODE_KEY_TYPE=RSA2048

= OTW Firmware_Upgrade.bootloader cmOp (in bootloader cmC

> & OTW Firmware Upgrade.dfu cm7 (in dfu cm7) SECURE_MODE_KEY FILE=cypress-test-rsaZk
s common_app.mk I
L» common libs.mk # Downgrade prevention, to avoid older firmware version for upgrade
G common.mk USE_SW_DOWNGRADE_PREV?=1
= kﬁiz:li # When set to "1° and Swap mode is enabled, the application in the secondary slot will overwrite the
&

USE_BOOTSTRAP?=1
.|

2 ProgramHex.mtbdfu

B Console % #! Problems =3Progress 0 Memory & Terminal + Search XL ¢GHE-&E B~y =0
CDT Build Console [OTW_Firmware Upgrade]

& Quick Panel - Variables % Expressions ° Breakpoints =&
@ Search Online for Code Examples

@ Search Online for Libraries and BSPs I
@ Training Material
@ Refresh Quick Panel

-~ OTW_Firmware_Upgrade (APP_KIT_XMC72_EVK)

% Build Application
___________________________________________________________________|] 4 >
Writable ' Smart Insert | 112:31:4358
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OverwritefRIVEHFHRIER(SPI) fntineon

® 1ZESELECTED _TRANSPORT?=SPI

“ README.md  [euser config.mk x [dtransport uart.c lddfu userc [8transport uart.h ldtransport spi.c 8 transport spi.h

F WISl SEL LU 1 4dld dwdp [ode 135 eldpled, LIIE dppllicdllon 111 LIE S8CUlludly S10L WLLl OVEeLWLLILE LIl
USE BOOTSTRAP?=1

A A A A A A A AR R R FH A A A A A AR A F A A A A AR I A AR A A AR A AR
# User App Configuration

A A AR F A A A AR FH A A A AR H A A A AR A FAAAA AR RS A IAAAAARES
# Default DFU transport set to I2ZC.

*

# Supported options are I2C, SPI and UART

5 required.

SELECTED TRANSPORT?=5P1

# image type can be BOOT or UPGRADE
IMG TYPES:=BOOT UPGRADE
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® BRI EFHI"OTW_Firmware_Upgrade.bootloader cmOp”RZFH, FJFXSRAYterminal IALLTES

make program_proj —j8 Xtbootloader TFEH{THmiFFF FEFIXMC72 EVAL KIT

£ Console [ Problems = Progress O Memory & Terminal X < Search G| B #| 5 G e8|

2 COM4 B OTW Firmware Upgrade XMC72.bootloader cmOp ModusShell x

Searching 1nsta ools in progress...
Searching installed tools complete

Using linker: linker.ld

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mthninja data files...

Generating mtbninja data complete...
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OverwritetRIVEFHHZIER(SP) niineon

o FxRhfe, FIASROTESHIMUMERER:

& Console ! Problems = Progress 0 Memory & Terminal x 4 Search SloxEaEBERS

& OTW Firmware Upgrade ModusShell |2 OTA over Ethernet MQTT ModusShell |8 OTW Firmware Upgrade.bootloader cm... & COM

[INF]
[DBG]
[DBG]
[DBG]
[DBG]
[INF]
[INF]
[INF]
[DBG]
[DBG]
[DBG]
[DBG]
[DBG]
[ERR]

2025-08-23

Edge Protect Bootloader Started
* boot prepare image for update...
> boot prepare image for update: image = 0
* Read an image (0) header from each slot: rc = 0
* There was no partial swap, determine swap type.
boot swap type multi: Primary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
Swap type: none
< boot prepare image for update
* process swap type =1
> boot walidate slot: fa id =1
* No bootable image in slot(0); continue booting from the primary slot.
< boot wvalidate slot: fa id =1
Edge Protect Bootloader found none of bootable images
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Overwritet&zU BEUFH B TR (SPI)

o ERTEHAYOTW _Firmware Upgrade. dfu_cm7’iH, FIFFXIRAIterminal i ANLATIES
make program_proj —j8 EXJ4-FBOOT modefIDFU application LFEH1T fmiFFF FEEIKIT _XMC72_EVK

& Console £ Problems = Progress 0 Memory & Terminal * < Search S| 8 & D G el &

8COM4 B OTW Firmware Upgrade XMC72.bootloader cmOp ModusShell

2 OTW Firmware Upgrade XMC/72.dfu em7 ModusShell x

Sl make program proj —ij

Selected SPI transport for DFU.

Searching installed tcools in progress...

Searching installed tools complete

Using linker: linker.ld

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mthninja data files...

Generating mtbhninja data complete...
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OverwritetRIVEFHHZIER(SP) niineon

o WATESMKG, FIAROTE, SHINLIMER:

2 Console 2l Problems =3 Progress 0 Memory & Terminal x 4 Search B/ 2 &= G BB

2 COM4 x ‘ 2 OTW Firmware Upgrade XMC72.dfu em7 ModusShell |8 OTW Firmware Upgrade XMC72.bootloader cmOp ModusShell
[INF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * Read an image (0) header from each slot: rc = 0

[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Primary lmage: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[ITNF] Swap type: none

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBG] > boot validate slot: fa id =1

[DBG] < boot wvalidate slot: fa id =1

[INF] User Application wvalidated successfully

[INF] Starting User Application (wait)...

[INF] Start slot Address: 0x10020400

[INF] Launching app on CMT7 core

[INF] Edge Protect Bootloader finished.

Deinitializing hardware...

[DFU App] SPI DFU TRANSPORT STARTED !!!
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Overwritet&zU BEUFH B TR (SPI)

® IR TEFAI"OTW _Firmware Upgrade. dfu_cm7”pFH, FJFXSRAIterminal IALLTES
make build proj —j8 IMG_TYPE=UPGRADE FiZEEHRKAIELE.

2 Console 2! Problems = Progress 0 Memory & Terminal x < Search
2 COM4 B OTW Firmware Upgrade XMC72.bootloader cmOp ModusShell

G| B 34| 13 G BE| &

& OTW Firmware Upgrade XMC72.dfu_cm7 ModusShell x

Slmake build proj —-38 IMG TYPE=UPGRADE
Selected SPI transport for DFU.
Searching installed tools in progress...
Searching installed tools complete

Using linker: linker.ld
NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.

Generating mtbninja data files...
Generating mtbninja data complete...
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Infi
OverwriteRizt B FHRER(SP) Cfineon

® EMiniProg4FfIKIT_XMC72_EVKRILATJLNPING Bl &z

MiniProg4 KIT_XMC72_EVK

SCLK (SPI CLK) P10.2
SSEL (SPICS) P10.3
MOSI P10.1
MISO P10.0
VTARG 3.3V
GND GND
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OverwritetRIVEFHHZIER(SP) (infineon.

® I TELIBARCFRRIDFUTER, g, 1&FEMiniProgd SPlim[], HEAPECER FEFIR, hex3U4EE
2:<OTW_Firmware_Upgrade>dfu_cm7\build\UPGRADE\last conflg\dfu cm7.hex, E—}:,mﬁ_.tprogram 171“%

i Device Firmware Update Host Tool 2.60

[}

we Quick Panel »-Variables % Expressions °s Breakpoints File Actions View Help
- Launches BHD O
1 OTW Firmware UDQ rade.dfu cm7 Debug [K[tPng?} M[n[Pngzl} File: TW Firmware Upgrade XMC72/dfu_cm7/build/UPGRADE/last_config/dfu_cm7hex ...
w OTW _Firmware Upgrade.dfu_cm7 Program (KitProg3 MiniProg4) - File Version: 0x1
% X Product ID: 01020304
Generate Launches for OTW Firmware Upgrade.dfu cm/
- - - Packet Checksum Type: 0x0
- Tﬂﬂls Generate
BSP Assistant 1.30 ports MM Clockspeed:  1MHz a3l
[MiniProg4-1C1A0293022B2400 - SPI | shift direction ~ Mode i
|
O MSB first © Mode 00 i
Library Manager 2.30 O LSB first O Mode 01 '
z O Mode 10 '
ModusToolbox Setup 1.2 '
(O Mode 11

ModusToolbox™ Programmer 5.3 i
Log:

dfu_cm7/ProgramHex.mtbdfu was generated.
2025-05-08 14:20:27.789 Operation took 23245 milliseconds. |
2025-05-08 14:20:27.790 Operation succeeded. I |

o N
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OverwritetRIVEFHHZIER(SP) niineon

o FHEERIE, FIFFSROTA, TLUMEEILTFEE:

& Console [ Problems = Progress O Memory & Terminal X < Search %/ 8 |5 G BE|
2 COM4 x |E OTW _Firmware Upgrade XMC/72.bootloader cmOp ModusShell |8 OTW _Firmware Upgrade XMC/72.dfu_cm/7 ModusShell

[INF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * Read an image (0) header from each slot: rc =0

[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Primary image: magic=good, swap type=0xl, copy done=0x3, image ok=0x3
[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[INF] Swap type: none

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBG] > boot wvalidate slot: fa id =1

[DBG] < boot wvalidate slot: fa id =1

[INF] User Application wvalidated successfully

[INF] Starting User Application (wait)...

[INF] Start slot Address: 0x10020400

[INF] Launching app on CM7 core

[INF] Edge Protect Bootloader finished.

Deinitializing hardware...

[DFU App] SPI DFU TRANSPORT STARTED !!!
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SwaplSstEHEFHREE (leon

® }TFruser_config.mk3{4, 1ZRETNEF7REFLASH_MAP, USE_SECURE_MODE_FOR_MCUBOOT #T&i&
Eﬁ |0| .
@ user_config.mk *
izt EE LSS LSRR LD

# Shared Configuration
FAFFFFFHFFAFFF LA F A F AR FFFFHF AR FFHF A FF A F A F A F AR E A A AR H R4S

# Include the common make file
include .. /common.mk

# Flashmap JSON file name
fFLASH MAP?=xmc/000 overwrite single.json

FLASH MAP?=xmc7000 swap single.json

# Device family name. Ex: PS0C6, XMC7000
FAMILY=XMC7000

###%################%######################%###################################@
# MCUBOOT App Configuration
FHFFFHFF AR A AR A AR AR AR A A A AR A S A AR # 4

# To prepare a secure MCUBoot image, set the wvariable to '1'
USE_EECURE_HDDE_FDR_HEUBDDT?=m
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SwaptRIV B HR T T p

® BRI EFHI"OTW_Firmware_Upgrade.bootloader cmOp”RZFH, FJFXSRAYterminal IALLTES
make program_proj —j8 3EXdbootloader TF&H{T9miEH FEZIEVAL KIT

2 Console |2 Problems = Progress 0 Memory & Terminal x < Search = Disassembly &/ 8 & = G BB £
& OTW Firmware Upgrade XMC71 V1 ModusShell |8 OTW _Firmware Upgrade XMC71 V1.bootloader cmOp ModusShell x 8 COM15

3[5_make progran proj 35 |
earching 1insta 00ls in progress...
Searching installed tools complete
I Using linker: linker.ld
NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mtbninja data files...
Generating mtbhninja data complete...
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SwaptREFHFLER

o FxRhfe, FIASROTESHIMUMERER:

& Console [I! Problems =Progress 0 Memory & Terminal X < Search = Disassembly % O |3 G b &

& OTW Firmware Upgrade XMC/1 V1 ModusShell 8 OTW Firmware Upgrade XMC/1 V1.bootloader cmOp ModusShell |2 COM15 x

[DBG] * ERead an image (0) header from each slot: rc = 0

[DBG] * selected SCRATCH area, copy done = 3

[INF] Primary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3
[INF] Scratch: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3

[INF] Boot source: primary slot

[DBG] > STATUS: swap read status bytes: fa id =1

[DBG] #* re-read image (0) headers: rc = 0.

[DEG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Secondary image: magic=unset, swap type=0xl, copy done=0x3,
[INF] Swap type: none

[DBG] > boot wvalidate slot: fa id =1

[DBG] #* Fix the secondary slot when image is invalid.

[DBG] * No bootable image in slot(0); continue booting from the primary slot.
[DBG] < boot wvalidate slot: fa id =1

[DBG] > boot wvalidate slot: fa id = 2

[DBG] #* Fix the secondary slot when image is inwvalid.

[DEG] * Erase secondary image trailer.

[INF] Erasing trailer; fa id=2

[DBG] * No bootable image in slot(l); continue booting from the primary slot.
[DBG] < boot wvalidate slot: fa id = 2

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBG] > boot wvalidate slot: fa id =1

[DBG] * Fix the secondary slot when image is invalid.

[DBG] * No bootable image in slot(0); continue booting from the primary slot.
[DBG] < boot wvalidate slot: fa id =1

LERR] Edge Protect Bootloader found none of bootable images
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[INF] boot swap type multi: Primary image: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3

image ok=0x3
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SwaptREFHFLER

o ERTEHAYOTW _Firmware Upgrade. dfu_cm7’iH, FIFFXIRAIterminal i ANLATIES
make program_proj —j8 EXJ4-FBOOT modefIDFU application TFEH1T fmiFFF FEEIEVAL KIT

£ Console [ Problems = Progress 0 Memory & Terminal ¥ < Search = Disassembly S| 8 & 05 G kB &

2 OTW Firmware Upgrade XMC71 V1.. |8 OTW Firmware Upgrade XMC71 V1... 'ECOMT5 |BOTW Firmware Upgrade XMC71 V'

duanrayvm@ISCNSCG216144Y

make program proj] —7&
Selected IZC transport for DFU.
Searching installed tools in progress...
| Searching installed tools complete
Using linker: linker.ld
NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mtbhninja data files...
Generating mtbninja data complete...

Generating memorymap.h, memorymap.c and memorymap.mk =

2025-08-23 public Copyright © Infineon Technologies AG 2025. All rights reserved. 52



SwaptREFHFLER

o RFTEEME, HFEOTE, SHITES:

E Console (! Problems =3 Progress O Memory £ Terminal x < Search =¥ Disassembly B/ 8 |5 el &£
2 OTW Firmware Upgrade XMC71 V1 ... |E OTW Firmware Upgrade XMC71 V1... |EBCOM15 x |8 OTW Firmware Upgrade XMC71 V1
[INF] Edge Protect Bootloader Started

[DBG] * boot prepare image for update...

[DBG] > boot prepare image for update: image = 0

[DBG] * Read an image (0) header from each slot: rc = 0

[DBG] Slot 0 firmware + tlvs size = 44127, slot size = 131072, write size = 32768, write size * sect nu
m - write size = 98304

[DBG] * selected SCRATCH area, copy done = 3

[INF] Primary image: magic=unset, swap_ type=0xl, copy done=0x3, image ok=0x3

[INF] Scratch: magic=unset, swap type=0xl, copy done=0x3, image ok=0x3

[INF] Boot source: primary slot

[DBG] > STATUS: swap read status bytes: fa id =1

[DBG] * re-read image (0) headers: rc = 0.

[DBG] * There was no partial swap, determine swap type.

[INF] boot swap type multi: Primary image: magic=unset, swap_ type=0xl, copy done=0x3, image ok=0x3
[INF] boot swap type multi: Secondary image: magic=unset, swap_ type=0xl, copy done=0x3, image ok=0x3
[INF] Swap type: none

[DBG] > boot validate slot: fa id =1

[DBG] < boot validate slot: fa id =1

[DBG] < boot prepare image for update

[DBG] * process swap type =1

[DBG] > boot validate slot: fa id =1

[DBG] < boot_validate_slot: fa_id =1

[INF] User Application wvalidated successfully

[INF] Starting User Application (wait)...

[INF] Start slot Address: 0x10020400

[INF] Launching app on CM7 core

[INF] Edge Protect Bootloader finished.

Deinitializing hardware...

[DFU App] Version: 1.0.0 IMAGE TYPE: BOOT CPU: CM7 0
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SwaptREFHFLER

® IR TEFAI"OTW _Firmware Upgrade. dfu_cm7”pFH, FJFXSRAIterminal IALLTES

make build proj -8 IMG_TYPE=UPGRADE
2 Console |2 Problems = Progress 0 Memory & Terminal x < Search = Disassembly 5/ 8 & = G BB £
2 OTW _Firmware Upgrade XMC71 V1 .. | OTW Firmware Upgrade XMC71 V1... BCOM15 EOTW Firmware Upgrade XMC71 V1

Selected IZC transport for DFU.

Searching installed tools in progress...

Searching installed tools complete

Using linker: linker.ld

NOTE: Using 'C:/Users/duanraym/ModusToolbox/tools 3.4/ninja/ninja.exe' from PATH.
Generating mtbninja data files...

Generating mtbhninja data complete...
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SwaptRIV B HR T T p

o FIH TERLI &M RAIDFUTLER, #&FKitProg3 12Cix[, 938 E&I12C Address 812, 12C speedJ400KHz,
herZ1¢f't5Z :<OTW_Firmware_Upgrade>dfu_cm7\build\lUPGRADE\last_config\dfu_cm7.hex, B,—J:,mj._ﬁ

p rog ram .14:3:'_2& [ Device Firmware Update Host Tool 2.60 ] X
File Actions View Help
wd Quick Panel »-Variables “ Expressions s Breakpoints = DD D O
+~ Launches File: _Firmware_Upgrade XMC71 V1/dfu_cm7/build/UPGRADE/last_config/dfu_cm7.hex ..
¥ OTW Firmware Upgrade.dfu ecm7 Debug (KitProg3 MiniProg4) File Version: 0T
. X L. Product ID: 01020304
- OTW _Firmware Upgrade.dfu em7 Program (KitProg3 MiniProg4) Packet Checksum Type: 0x0
% Generate Launches for OTW Firmware Upgrade.dfu cm? GEnells
- TﬂﬂIS Ports: Filters... 12C address: 12
KitProg3-07150293022B2400 - 12C 12C speed
BSP Assistant 1.30 O 1Mz
k& Device Firmware Update Host Tool 2.60 R
— O 100 kHz
Library Manager 2.30 O 50 kHz

k& ModusToolbox Setup 1.2 Log:

M Dd USTDD | bDKTH P ng rammer 5 3 2025-05-22 10:55:46.517 Program started.
2025-05-22 10:55:46.520 C:/Users/duanraym/mtw_3.4/OTW_Firmware_Upgrade XMC71 V1/

dfu_cm//ProgramHex.mtbdfu was generated.

Programming... -
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SwaptREFHFLER

® Efizehkfa, FIASROTRALIEZILITIEMER:

mtw_3.4 - OTW_Firmware_Upgrade_XMC71_V1/README.md - Eclipse IDE for ModusToolbox™ 3.4 — [u] X
File Edit MNavigate Search Project Run Window Help
[milh g [Bry/{RvBOPIENL S SRSy r ™ g B3 oo v Q |
& Project Explorer < 3 Debug ¥ Registers = Peripherals =8 lsuser_configmk  @startup cm7.c @ mainc @ mainc ¥ READMEmd ¥ [suser configmk [&memorymap.mk = =B
BE8Y 8 < >
~ & OTW Firmware Upgrade XMC71 V1.bootloader cmOp (in bo W
b
% Binaries 2 Console [ Problems = Progress 0 Memory & Terminal x + Search = Disassembly B 2 &1 0 G El| $ =0

= W Includes
> & build
> = deps
> o external_dirs
> = libs
& source
L& Makefile
[& memorymap.mk
2 memorymap.mk.tmp
> 2 OTW Firmware Upgrade XMC/71 V1.dfu cm/ (in dfu cm7)
> ¥ Binaries
[ common_app.mk
[» common_libs.mk
L& common.mk
5 LICENSE
o Makefile
[% README.md
L& user_config.mk
]

& Quick Panel “-Variables % Expressions ° Breakpoints
% Generate Launches for OTW Firmware Upgrade XMC71 V1.dfu c
- Tools
& BSP Assistant 1.30
Device Firmware Update Host Tool 2.60
Library Manager 2.30

ModusToolbox Setup 1.2
]
Connected - Encoding: GBK

2025-08-23 public

B

2 OTW Firmware Upgrade XMC71 V1 .. |2 OTW Firmware Upgrade XMC71 V1...
[DBG] * perform update, mode 2...

[DBG] > boot_perform update: bs->idx = 1

[DBG] > boot_validate slot: fa_id =1

[DBG] < boot validate slot: fa id =1

[INF] Starting swap using scratch algorithm.

[DBG] erasing scratch area

[DBG] initializing status; fa id=3

[DBG] writing swap size; fa id=3 off=0x3dl (0x3dl)
[INF] Erasing trailer; fa_id=1
[DBG] initializing status; fa id=1

[DBG] writing swap size; fa id=1 off=0x3dl (0x203dl)
[INF] Erasing trailer; fa_id=3

[INF] Erasing trailer; fa_ id=2

[DBG] erasing scratch area

[DBG] writing copy done; fa id=1 off=0x3d6 (0x203d6)
[DBG] copy status part trailer to primary image slot
[DBG] > boot_validate slot: fa_id =1

[DBG] < boot_validate slot: fa_id =1

[INF] User Application wvalidated successfully

[INF] Starting User Application (wait)...

[INF] Start slot Address: 0x10020400

[INF] Launching app on CM7 core

[INF] Edge Protect Bootloader finished.
Deinitializing hardware...

[DFU Appl] Version: 2.0.0 IMAGE TYPE: UPGRADE CPU: CM7 0

[DEU App] Do you want to mark the upgrade image in primary slot permanent

|2 COM15 % |2 OTW Firmware Upgrade XMC71 V1...

[DBG] writing swap info; fa id=3 off=0x3d5 (0x3db), swap type=0x2 image num=0x0

[DBG] writing swap info; fa id=1 off=0x3db (0x203d5), swap type=0x2 image num=0x0

(Y/N) ?
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SwaptREFHFLER

o I ARBIENEY, MCUSE MXEsahaEIIEZ bootloadert®=,, EEOFIEMEREUIT:

mtw_3.4 - OTW_Firmware_Upgrade_XMC71_V1/README.md - Eclipse IDE for ModusToolbox™ 3.4 [w] X
File Edit MNavigate Search Project Run Window Help
milh g B> { R vRBPIENL D 2SR SO TR T®™T Erifvivereyo v m q |
Ity Project Explorer * % Debug # Registers = Peripherals = B lsuser configmk [dstartup cm7.c  [Emainc  [Emainc [ READMEmd = [suser configmk [&memorymap.mk ™ =8
BS7T & ( >
~ =5 OTW_Firmware_Upgrade XMC71_V1.bootloader_ cmOp (in bo Markdown Source Preview
> " Binaries . > =
i Includes B Console [ Problems = Progress 0 Memory & Terminal * < Search = Disassembly | 2 | 1 G bl # =0
. = build B OTW Firmware Upgrade XMC71 V1 .. |BOTW Firmware Upgrade XMC71 V1.... |ECOM15 * | B OTW Firmware Upgrade XMC71 V1... |
= dens [DBG] < boot_validate slot: fa_id =1
: p 5 [INF] Starting swap using scratch algorithm.
» & external_dirs [DBG] erasing scratch area
> = libs [DBG] initializing status; fa_id=3
» = source [DBG] writing swap_info; fa_id=3 off=0x3d5 (0x3d5), swap_type=0x2 image_num=0x0
0 Makefile [DBG] writ%ng swa}_)isize.' fl.aii_d=3 off=0x3d1 (0x3dl)
[INF] Erasing trailer; fa id=1
{6 memorymap.mk [DBG] initializing status; fa_id=1
& memorymap.mk.tmp [DBG] writing swap info; fa id=1 off=0x3d5 (0x203d5), swap type=0x2 image num=0x0
> £ OTW_Firmware_Upgrade XMC71 _V1.dfu_cm7 (in dfu_cm?) [DBG] writing swap_size; fa_id=1l off=0x3dl (0x203dl)
. 4 Binaries [INF] Era.s::mg tra%ler; fa_::Ld:B
common app.mk [INF] Erasing trailer; fa id=2
e f_pp' [DBG] erasing scratch area
L& common_libs.mk [DBG] writing copy done; fa_id=1 off=0x3dé (0x203d6)
[& common.mk [DBG] copy status part trailer to primary image slot
2 LICENSE [DBG] > boot validate slot: fa id =1
» Makefile [DBG] < boot_validate slot: fa_id =1
B [INF] User Application wvalidated successfully
& README.md [INF] Starting User Application (wait)...
L& user_config.mk [INF] Start slot Address: 0x10020400
| [INF] Launching app on CM7 core
) i i X =g [INF] Edge Protect Bootloader finished.
ki Quick Panel ©-Variables “ Expressions °s Breakpoints Deinitializing hardware. ..
% Generate Launches for OTW_Firmware_Upgrade XMC71 V1.dfu_c
~ Tools [DFU App] Version: 2.0.0 IMAGE_TYPE: UPGRADE CPU: CM7_0
BSP Assistant 1.30 i
& Device Firmware Update Host Tool 2.60 [DFU App] Do you want to mark the upgrade image in primary slot permanent (Y/N) ?
=y [DFU App] Received response: n
Library Manager 2.30 [DFU App] The upgrade image was not marked permanent. Revert swap will happen in the next boot.
EModugTomboxSetup‘l_z [DFU App] I2ZC DFU TRANSPORT STARTED !!!
|

Connected - Encoding: GBK
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SwaptREFHFLER

® HAEISEYRS, UPGRADE imageXf{EaxAHZEimage, BBAFJEMERUT:

B Console [ Problems = Progress O Memory & Terminal x < Search = Disassembly S ON &R BB &

B

2 OTW Firmware Upgrade XMC71 V1.. |EOTW Firmware Upgrade XMC71 V1... |BCOM15 x| EOTW Firmware Upgrade XMC71 V-

[DBG]
[INF]
[DBG]
[DBG]

[INF]

< boot wvalidate slot: fa id =1

Starting swap using scratch algorithm.

erasing scratch area

initializing status; fa id=3

writing swap_info; fa id=3 off=0x3d5 (0x3d5), swap_ type=0x2 image num=0x0
writing swap_size; fa_id=3 off=0x3dl (0x3dl)
Erasing trailer; fa id=l

initializing status; fa id=1

writing swap_info; fa id=1 off=0x3d5 (0x203d5), swap_type=0x2 image num=0x0
writing swap size; fa id=1 off=0x3dl (0x203dl)
Erasing trailer; fa id=3

Erasing trailer; fa id=2

erasing scratch area

writing copy done; fa id=1 off=0x3d6 (0x203d6)
copy status part trailer to primary image slot
> boot wvalidate slot: fa id =1

< boot _wvalidate slot: fa id =1

User Application validated successfully
Starting User Application (wait)...

Start slot Address: 0x10020400

Launching app on CM7 core

Edge Protect Bootloader finished.

Deinitializing hardware...

[DFU App] Versicn: 2.0.0 IMAGE TYPE: UPGRADE CPU: CM7 O

[
[
[
(

2025-08-23

DFU App] Do you want to mark the upgrade image in primary slot permanent (Y/N) ?
DFU App] Received response: y

DFU App] SWAP Status : Image OK was set at 0xl1l003ffef.

DFU App] I2C DFU TRANSPORT STARTED !!!
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