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INTRODUCTION AND EXECUTIVE SUMMARY

Applications are moving to the cloud, and most companies have some combination of cloud and on-premises applications. With more
applications being used, typically from various vendors, the need for integration has never been greater. Technology must work together,
and happen faster, to meet the increasing demand for information and services. There is a need for greater optimization and efficiency in
how software and solutions that power data centers are deployed and managed. These trends are pushing IT departments to find better
ways fo integrate, provision, deploy, and manage systems at a faster pace without straining already burdened budgets.

To meet the growing demands for an integrated cloud environment, HPE ProLiant DL360 Gen10 Server and VMware Cloud Foundation™
partner to provide an integrated cloud platform. The benefits include:

» HPE ProLiant is the intelligent compute foundation for hybrid cloud delivering unmatched workload optimization, security, and
automation, all available as a service.

» Infegrated cloud infrastructure (compute, storage, networking, and security) and cloud management services to run enterprise
applications in both private and public environments.

* A common cloud operating model that works seamlessly on-premises, at the edge or in public cloud.

» Built on a hyperconverged architecture (VMware vSAN™) that offers all-flash performance and enterprise-class storage services including
deduplication, compression, and erasure coding. vVSAN implements hyperconverged storage architecture that delivers elastic storage and
drastically simplifies storage management.

» Provide end-to-end security for all applications by delivering micro-segmentation, distributed firewalls, VPN (VMware NSX®), VM,
hypervisor, VMware vMotion encryption, and Al-powered workload security and visibility (VMware vSphere®). In addition, VMware Cloud
Foundation includes data at rest, cluster, and storage encryption (vSAND.

 Integrated lifecycle management by simplifying and automating patching and upgrading the full private cloud stack with workload

domain-level lifecycle management.

Target audience—The intended users for this content are Hewlett Packard Enterprise, VMware®, channel partners, and customers who are
interested in setting up a lab or performing service implementations. This document is not intended to be a training guide for HPE ProLiant
DL360 server series or VMware Cloud Foundation. Prior knowledge of the applications and hardware is required to execute this
implementation.

Document purpose: This document is a guide for VMware Cloud Foundation installations on the HPE ProLiant DL hardware platform.

PHYSICAL AND LOGICAL LAYOUT

Solution components
Hardware components
Initial configuration, as tested.

TABLE 1. Solufion hardware components

Hardware Details
._________________________________________________________________________________________________________|
Compute 8 x HPE DL360 Gen10 8SFF CTO Server—(four for management/VMware Cloud Foundation stack, four for workloads)

8 x HPE DL360 Gen10 Intel® Xeon® Silver 4114 (2.2 GHz/10-core/85W) FIO Processor Kit
8 x HPE DL360 Gen10 Intel Xeon Silver 4114 (2.2 GHz/10-core/85W) Processor Kit
32 x HPE 32GB (1 x 32 GB) Dual Rank x4 DDR4-2666 CAS-19-19-19 Registered Smart Memory Kit

Network 2 x HPE Composable Fabric 3180 25G switch
16 x HPE Composable Fabric SFP28 DAC cable

Storage 8 x HPE Smart Array P408i-a SR Gen10 (8 Infernal Lanes/2 GB Cache) 12G SAS Modular Controller
8 x HPE 400GB SAS 12G Write Intensive SFF (2.5in) SC SSD—(Caching tier)
32 x HPE 1.6TB SAS 12G Mixed Use SFF (2.5in) SC SSD—(Storage fier)
8 x HPE 8 GB Dual microSD Flash USB Drive

Note: The vSAN configuration specified here is one of the many supported vVSAN configurations on HPE servers and is selected for this
white paper. To view a complete list of supported VSAN Configurations, refer to the VMware Compatibility Guide for vSAN.

—


https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan&details=1&vsan_type=vsanreadynode&vsan_partner=515&vsan_releases=296&vsan_rntypes=All%20Flash&vsan_generation=3&vsan_rn_servertype=2&vsan_workload_profiles=AF-4%20Series&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
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HPE ProLiant DL360 Gen10 Servers

HPE ProLiant DL360 Gen10 Server is a secure, performance-driven dense server that can be confidently deployed for virtualization,
database, or high-performance computing. It supports the Intel® Xeon® scalable processor with considerable performance gains and an
increase in the number cores, along with 2933 MT/s HPE DDR4 SmartMemory supporting capacities of up to 3.0 TB which provides a
significant increase in performance.

With the added performance that HPE Persistent Memory, NVDIMMs, and 10 NVMe bring, the HPE ProLiant DL360 Gen10 Server means
business. Deploy, update, monitor, and maintain with ease by automating essential server lifecycle management tasks with HPE OneView
and HPE Infegrated Lights Out 5 (iILO 5). Deploy this 2P secure platform for diverse workloads in space-constrained environments.

_-
FIGURE 1. HPE ProLiant DL360 Gen10 Server

HPEiLO 5
HPE iLO is embedded in HPE ProLiant platforms. It provides server management that enables faster deployment, simplified lifecycle
operations while maintaining end-to-end security thus increasing productivity.

HPE Composable Fabric FM 3180

HPE Composable Fabric FM 3180 is a top-of-rack (TOR) connectivity module that delivers the next generation of innovative networking
solutions designed to meet the growing needs of today’s virtual and highly dynamic data center and cloud environments. Specifically
designed to support scale-out applications with high-performance east/west traffic needs, HPE Composable Fabric provides an easily
scalable and automated fabric solution for diverse application workloads.

HPE Composable Fabric FM 3180 provides a cost-effective 1U solution for intensive Big Data or agile IT workload environments.

The HPE Composable Fabric FM 3180 industry-standard architecture uses Ethernet switching to create a high-performance, resilient,
low-latency, and scalable data center network fabric. HPE Composable Fabric connectivity modules can be deployed as a single fier,
eliminating cost and complexity while vastly reducing operational overhead and creating true fabric agility to support dynamic workload
needs. In conjunction with HPE Composable Fabric Manager—a centralized management, visualization, and control platform, the solution
streamlines operations and dynamically aligns network resources to the demanding workload and data requirements of the modern

data cenfter.

FIGURE 2. HPE Composable Fabric FM 3180

HPE Smart Array Controller

HPE Smart Array P408i-a SR Gen10 Controller, supporting 12 Gb/s SAS and PCle 3.0, provides enterprise-class storage performance, reliability,
security, and efficiency needed to address your evolving data storage needs. This controller has eight internal SAS lanes, allowing connection to
SAS or SATA drives, supporfs mixed-mode operations of RAID and HBA simultaneously, and it offers encryption for data-at-rest on any drive.
The HPE Smart Array P408i-a SR Gen10 Conftroller is ideal for maximizing performance while supporting advanced RAID levels with 2 GB
Flash-Backed Write Cache (FBWC). This type A modular controller occupies a dedicated storage slot without occupying a PCle expansion slof.
The HPE Smart Storage Battery supports the Gen10 controllers.


http://www.hpe.com/servers/dl360-gen10
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FIGURE 3. The HPE Smart Array P408i-a SR Gen10 Controller

Software components
Starting reference during publication, refer to VMware Cloud Foundation release notes for current list:

TABLE 2. Solution soffware components

Software Version
VMware Cloud Foundation 390
VMware ESXi™ Server 6.7 U3 (August 2019 HPE Custom ISO)

VMware Cloud Foundation 3.9.0

VMware Cloud Foundation is an integrated hybrid cloud platform that delivers a complete set of software-defined services for compute,
storage, networking, security, and cloud management for the private and public cloud. VMware Cloud Foundation drastically simplifies

data center operations by deploying a standardized and validated architecture with built-in lifecycle automation of the cloud stack. It can
also be flexibly consumed as a service in the public cloud (VMware Cloud™ on AWS, IBM, Rackspace, and so on), enabling a true hybrid cloud
that is based on a consistent infrastructure and operational model using common tools and processes. A typical VMware Cloud Foundation
deployment consists of a management domain with a minimum of four hosts and one or more workload domains. The management domain
is where the VMware Cloud Foundation stack is deployed and is responsible for infrastructure and management tasks. Workload domains
are a logical entity consisting of a group of hosts that can be used for a specific task.

VMware ESXi server

VMware ESXi server is a computer virtualization software developed by VMware. The ESXi server is an advanced, smaller-footprint version
of the VMware ESX® server, VMware’s enterprise-level computer virtualization software product. Implemented within the VMware
infrastructure, ESXi can be used to facilitate centralized management for enterprise desktops and data center applications.

Virtualization components
A virtual rack is a set of physical racks combined info and managed as a single logical enftity. A virtual rack domain is a resource group with
specific availability and performance attributes.

TABLE 3. Solufion virtualization components

Component Description
___________________________________________________________________________________________________________________________________________________|
VMware ESXi A foundation for creating SDDC architecture by using the hypervisor to run VMs in workload clusters as well as the

management domain clusters.

VMware vCenter Server® Provides a single point of management of a VMware virtualized environment with one or more VMware ESXi instances.

The management domain cluster on each physical rack includes a VMware vCenter Server® Appliance™ deployed as two VMs,
one for the Platform Services Controller™ division, and one for the VMware vCenter® division. All other virtual rack domains
include the vCenter divisions (deployed from a vCenter Server Appliance), logically connected to the management domain
cluster’s Platform Services Controller VM.

VMware Cloud Foundation Manager It provisions, manages, and monitors the logical and physical resources. Use the VMware Cloud Foundation Manager for
configuration, operations, and management functions.

Hardware Management Service (HMS) Performs auto-discovery of hardware, inventorying, monitoring for hardware failures and low-level patches.

VMware Virtual SAN Allows you fo create a virtfual SAN from the local datastores on clustered VMware ESXi instances. The resulting virtual SAN
becomes a shared datastore for the VMware ESXi instances contributing fo storage.

Each virtual rack domain contains one or more clusters. The VMware Cloud Foundation Manager creates a single virtual SAN
volume spanning all the hosts within each cluster. This means that each cluster must have a minimum of three hosts.

—


https://docs.vmware.com/en/VMware-Cloud-Foundation/3.9/rn/VMware-Cloud-Foundation-39-Release-Notes.html#swversions
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Resources for sizing and use of VMware Cloud Foundation on HPE ProLiant Servers

Compute, memory, and storage must be VSAN certified and a part of the HPE vSAN ReadyNodes. You can work with your HPE sales
representative to build the order and follow the prescribed configurations in the ReadyNodes document from the VMware hardware
compatibility list. For more information, follow these links for easy to use compatibility and sizing fools:

« VMware Compatibility Guide for vSAN
» VSAN ReadyNode Sizer

« VMware vSAN Design and Sizing Guide 6.7

KEY CONSIDERATIONS AND PREREQUISITES

Considerations
Observe the following considerations to avoid errors:

1. The VMware Compatibility Guide for vSAN must be used as a reference for required driver and firmware versions.
a. Check the driver/firmware combinations against what is currently being used in the latest HPE ProLiant SPP.

b. If the firmware version required isn't available in the latest SPP, download the required version from the HPE support page
and install.

2. Cache and data drive sizes are dictated by VM sizing done prior to purchasing. Refer to the vSAN ReadyNode Sizer resource.

3. All nodes must have equivalent configurations of memory and vSAN sizing in the same cluster.

Prerequisites
Ensure the following prerequisites are met for a smooth deployment process:

1. A DNS/DHCP/NTP server for the network on which VMware Cloud Foundation will be deployed.

2. A platform for VMware Cloud Builder VM deployment, it is responsible for the bringing up the VMware Cloud Foundation SDDC Manager.
Ensure that this platform has access to the servers on which VMware Cloud Foundation will be deployed in the private network.
Supported platforms include:

a. Adedicated ESXi host.
b. A laptop or workstation running VMware Fusion® or VMware Workstation.
3. License keys for the following VMware products (quantity of licenses required will depend on the desired size of deployment):
a. VMware ESXi
b. VMware vSAN Enterprise
¢.  VMware vCenter Server® Standard™ (or higher)
d. VMware NSX Data Center for vSphere
e. VMware Cloud Foundation SDDC Manager appliance

f. VMware vRealize® Suite Enterprise

NETWORK CONFIGURATION

VMware Cloud Foundation requires all constituent components to be on separate subnets and VLANSs. For instance, an example
configuration could look like:

TABLE 4. Solution network configuration

Function VLAN ID Subnet (CIDR) Gateway

Management 50 172.20.50.0/24 17220501
VMware vSphere® vMotion® 51 172.2051.0/24 17220511
VvSAN 52 172.2052.0/24 17220521
VXLAN (NSX VTEP) 53 172.2053.0/24 17220531
VMware vRealize® Suite 54 1722054.0/24 17220541
Uplink 1 1011 1721011.0/24 17210111
Uplink 2 1012 172.1012.0/24 17210121

—


https://www.vmware.com/resources/compatibility/search.php?deviceCategory=vsan&details=1&vsan_type=vsanreadynode&vsan_partner=515&vsan_releases=296&vsan_rntypes=All%20Flash&vsan_generation=3&vsan_rn_servertype=2&vsan_workload_profiles=AF-4%20Series&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
https://vsansizer.vmware.com/
https://storagehub.vmware.com/export-to-pdf/vmware-r-vsan-tm-design-and-sizing-guide-2
https://support.hpe.com/hpesc/public/home
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To configure subnets and VLANs on the HPE Composable Fabric, download the HPE Composable Fabric Manager ISO or HPE OVA and
deploy it on an ESXi host (it can be installed and executed on the same host as the DNS/DHCP server). Refer to installation guide for
instructions on how to get it up and running. For more information on HPE Composable Fabric Manager for VMware Cloud Foundation, refer
o this white paper.

Ensure that an instance of a firewall/router software is deployed and configured for routing between the subnets and to act as a
firewall/gateway. Ensure that the platform on which the Cloud Builder VM is deployed has access to the management VLAN.

A sample network configuration diagram is provided in Figure 4:

HPE CF FM3180 SW1

Uplink 1

AA

Uplink 2

Public network HPE CF FM3180 SW2

— Ol «—

HPE DL360 management 1

T

HPE DL360 management 2

BgE st s il TR

HPE DL360 management 3

— R i +—

HPE DL360 management 4

> TR

HPE DL360 workload 1

— R I —

HPE DL360 workload 2

— ClEE = i «—

HPE DL360 workload 3

— == D

HPE DL360 workload 4

25G SFP28 cable
25G SFP28 cable

FIGURE 4. Sample Network Configuration

Figure 4 shows eight HPE ProLiant DL360 Gen10 servers split into two groups of four servers each, one for the management domain and
one for a workload domain. The servers are connected to the HPE Composable Fabric switches via 25G SFP28 cables for high speed
connectivity.

DEPLOYMENT

The first step in deployment is to install ESXi on the host servers. Download and install the HPE custom ESXi ISO image from the HPE website,
on all servers where VMware Cloud Foundation will be deployed. Ensure the following configuration requirements are met on all ESXi hosts:

1. Static IP address assigned to the management interface.

2. Management network portgroup configured with the correct VLAN ID.

3. VM network portgroup configured with the same VLAN ID as the management network.
4. TSM-SSH service is enabled and policy set to Start and Stop with Host.

5. NTP service is enabled, configured, and policy set to Start and Stop with Host.

—


https://support.hpe.com/hpsc/swd/public/detail?swItemId=MTX-555d5689f4d94bebb4c437dbac
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=emr_na-a00077469en_us
https://h20195.www2.hpe.com/v2/Getdocument.aspx?docname=a00077852enw&skiphtml=1
https://www.hpe.com/in/en/servers/hpe-esxi.html
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Once the ESXi hosts have been configured, add entries for static IP addresses in the DNS server for the following components:

L e A o

a.

b.

C.

Cloud Builder VM

Platform Services Controller x 2
vCenter Server

VMware NSX® Manager™

VMware vRealize® Log Insight™

Master node x 1
Worker nodes x 2

Load balancer node x 1

6. SDDC Manager

Cloud Builder
To deploy the Cloud Builder VM:

1. Download the Cloud Builder OVA and the vcf_ems_deployment_parameters excel workbook from your MyVMware account.

2. Deploy the Cloud Builder OVA as a VM on the platform selected for the Cloud Builder VM in the prerequisites mentioned previously.

a. Select the option to deploy a VM from an OVF/OVF file.

b. Enter a name for the virtual machine and select the VMware Cloud Builder OVA file.

c. Select the datastore where the virtual machine will be deployed.

d. Accept the end-user license agreement.

e. In deployment options, select the portgroup designated fo the management network as Network 1. Leave the other options on their
default values.

f. In the additional settings tab, input an administrator username and password, a root password, and specify the hostname/DNS
server/NTP server/Gateway and other information as required.

g. Verify the information entered in the next step and click Finish to proceed with deploying the VM.

SDDC Manager

To deploy the SDDC Manager:

1. Fill all the sheets in the downloaded Excel workbook with the required information:

a.
b.

C.

Ensure all prerequisites in the Prerequisite Checklist sheet are met and change the status of each prerequisite to Verified.
Fill in the respective license keys for each component in the Management Workloads sheet.
In the Users and Groups sheef, fill the respective passwords for each of the components that will be deployed.

In the Hosts and Networks sheet, provide the CIDR notation of management domain networks. VMware recommends an MTU value
of 9000 for the management networks. Next, specify the hostnames and IP addresses of the ESXi hosts that will be a part of the
management domain. Also, specify the vMotion and vSAN IP address ranges.

In the Deploy Parameters sheet, start by specifying the DNS and NTP servers. Next, enter a single sign on-site name for the SDDC
along with information related to virtual networking, depending on your network configuration. Subsequently, enter the hostnames
and static IP addresses for each VMware Cloud Foundation component created earlier.


https://my.vmware.com/group/vmware/details?downloadGroup=VCF390&productId=945
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2. Navigate to the Cloud Builder VM and log in using credentials specified when deploying the VM. Upload the configuration Excel
workbook when prompted.

VMware®

Cloud Foundation ™

admin

FIGURE 5. Cloud Builder landing page

Wait for the Cloud Builder to validate the information entered in the configuration Excel workbook. The configuration file validation

should take about 10 minutes. If validation fails due to an error, download the validation report, diagnose, and resolve the issue and
re-upload the file for validation.

Configuration File Validation

Validates data provided in the configuration file

l (_ Gonfiguration file validation in progress.

Cancel

Validation Report

Current

1/25/19, 3:32 AM
11/25/19, 3116 AM
1/25/19, 3:03 AM
11/25/19, 2:53 AM
1/25/19, 2:36 AM
1/25/19, 159 AM

1/25/19, 1:58 AM

L DOWNLOAD & PRINT

Validation Items.

Status. ‘

JSON Spec Validations

Password Validation

‘Cloud Builder Readiness

VSAN Disk Availability (AllFlash)

Network Ip Pools

ESXi Host Version

License Key Format

ESXi Host Readiness

Time Synchronization

Host and IP DNS records

FIGURE 6. Configuration File Validation

@ Success
) Success
© Success
© Success

_ InProgress

BACK RETRY ‘ NEXT
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4. Once validation is successful, click Next to start bringing up SDDC Manager. This will start deploying the constituent components of the
SDDC, create a VSAN datastore, and apply the license keys specified in the configuration file. The entire deployment process should take
about two hours. If any step fails, refer to the troubleshooting section for common pitfalls and the location of the deployment log file.

Bringing Up the SDDC

System is being configured for Cloud Foundation

‘ _) SDDC Bringup is in progress.

Tasks L DOWNLOAD @ PRINT
SDDC Bringup started at 1/25/19, 6:22 PM. 1 tasks in progress Q Search Tasks Status.
Tasks End Time Status
~ Generate ESXi Host vSAN Deduplication Input Data (@) Success -
Generate ESXi Host vSAN Deduplication Input Data 11:02:19 PM @ Success
©  Generate ESXi Host Input Data ©) Success
Generate ESXi Host Input Data 11:02:19 PM © Success
Prepare ESXi Hosts for vSAN with Deduplication ©) Success
Prepare ESXi Hosts for vSAN with Deduplication 6:23:25 PM @) Success
Enable vSAN Deduplication for the First Host (@) Success
Enable vSAN Deduplication for the First Host 6:23:30 PM @ Success
©  Create "VM Network' Portgroup on ESXi Hosts ©) Success

FIGURE 7. Bringing up SDDC Manager

5. Once the deployment succeeds, navigate to the SDDC Manager hostname or IP address to access the SDDC Manager.

COMMISSIONING ADDITIONAL HOSTS

Use the credentials from the configuration file fo log in to the SDDC Manager. Once logged in to the SDDC Manager Ul, a dashboard
highlighting the number of deployed workload domains, information about the hosts being managed by the SDDC Manager, and resource
utilization will be displayed.

vm Cloud Foundation 2 @ (€ administrator@vsphe

£\ NsXManager backups are configured using the SFTP server built into SDDC Manager. This configuration is not recommended. Please register an external SFTP server.

® Dashboard SDDC Manager Dashboard |+ worcono pomai v | commssion wosts | |

s Inventory h ‘ @ To view available updates, Authorize My VMware Account. ‘

& Workioad Domains

E Hosts 1 Workload Domains CPU, Memory, Storage Usage
1S Repository > .
Management Domain G 1 cPU 1756 Gz Total
@ Administration © VI Domain @ o a
@ Network Settings 5.7 GHz Used joe0 Gz free

Host Type and Usage

E3 Licensing
Top Domains in allocated CPU Usage
B Users Host Types
l % MGMT
£ Repository Settings Hybrid Host
All Flash Host B Memory 51062 GB Total
& Composebie nfestry oaEE—
© VRealize Suite Usage @ Hosts Tota! 10574 GB Used 314.87 GB Free
.|
© Security
4 Hosts Used 4 Hosts Unallocated Top Domains in allocated Memory Usage
& Backup Configuration
8%
. VMware CEP Top Domains in Host Allocation - MeMT
N MGMT Storage 1889 T8 Total
Developer Center s 9
0878 Used BI1TE Free

Ongoing and Scheduled Updates

You don't have any ongoing and scheduled updates. Top Domains in allocated Storage Usage

L £ MGMT

FIGURE 8. SDDC Manager Dashboard
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To create a new workload domain, additional hosts apart from the ones being used by the management domain need to be commissioned.
To commission additional hosts:

1. Click on the Commission Hosts button on the fop right-hand corner of the SDDC Manager Ul. This will open a new window, which contains
a checklist of the prerequisites for adding a new host to the SDDC. After ensuring all prerequisites are met, check Select All and proceed.

Checklist

Commissioning a host adds it to the VMware Cloud Foundation inventory. The host you want to commission must meet
the checklist criterion below.

[ select All

] Host for vSAN workload domain should be vSAN compliant and certified per the VMware Hardware Compatibility
Guide. BIOS, HBA, SSD, HDD, etc. must match the WVMware Hardware Compatibility Guide

[ Host has a standard switch with two NIC ports with a minimum 10 Gbps speed.

| Host has the drivers and firmware versions specified in the VMware Compatibility Guide

| Host has ESXi installed on it. The host must be preinstalled with supported versions (6.7.0-14320388)

] S5H and syslog are enabled on the host.

| Host is configured with DNS server for forward and reverse lookup and FQDN.

| Hostname should be same as the FQDN.

| Management IP is configured to first NIC port.

[_] Ensure that the host has a standard switch and the default uplinks with 10Gb speed are configured starting with
traditional numbering (e.g., vmnic0) and increasing sequentially.

] Host hardware health status is healthy without any errors

] All disk partitions on HDD / SSD are deleted.

| Ensure required network pool is created and available before host commissioning.

| Ensure hosts to be used for VSAN workload domain are associated with VSAN enabled network pool.

| Ensure hosts to be used for NFS workload domain are associated with NFS enabled network pool

[ Ensure hosts to be used for VMFS on FC workload domain are associated with NFS or VMOTION only enabled

CANCEL

network pool.

FIGURE 9. Checklist for Commissioning Hosts

2. On the next screen, add a new host by specifying an FQDN. For storage type, select VSAN. Next, choose the default network pool from
the drop-down list. Subsequently, specify a User Name and a Password and click Add.
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Commission Hosts
Host Addition and Validation & X

1 Host Addition and Validation
Add Hosts

2 Review You can either choose to add host one at a time or download JSON template and perform bulk commission.
© Add new ) Import
Host FGDN dI360x001 workloads local
Storage Type © vsan () NFS () VMFS on FC
Network Pool Name (T sdde-networkpool :
User Name root

Password ssssssssse @ m

Hosts Added

Confirm fingerprint (click to @ ). and then validate hosts before proceeding to commission

[J | rFopn Network Pool IP Address Confirm FingerPrint \Slah'dation
tatus

CANCEL

FIGURE 10. Adding a new host

3. Similarly, add as many hosts as required. Once all hosts are added, click on the tick mark next to the Confirm fingerprint column and
click on Validate All. This will start the validation process on the new hosts. Wait for the validation o complete.

Commission Hosts

Host Addition and Validation @ X

1 Host Addition and Validation Hosts Added °
Confirm fingerprint (click to Q ), and then validate hosts before proceeding to commission

2 Review

@ Host Validated Successfully. X

[J  raDN Network Pool IP Address @ Confirm FingerPrint Validation
Status

O di360x004 workloads.local sddc- 17220.50.154 a () Valid

- networkpool SHA256:7BXIEOfy

DFBSWWMVE[/KP
o7

NRYRUIMIV J3Mr

\:I di360x003.workloads.local 17220.50.153 a @ Valid

sdde-

networkpool SHA256:L.Qds Jecl
LIKJ570N+ugngOR
dICtpBn3AILVISIES

kg0

[_]  dI360x002.workloads.local sdde- 172.20.50.152 a @ Valid
networkpool SHA256:U9TbISTH
0VQieF97Ti7FxdIS
WADmMpudWmMpi
fRNV3ys

[_]  di360x001workloads local sddc- 1722050151 a ) Valid
networkpool SHA256:z4N40rZu
Rmdrk/skmG8Nf+]
EahYd6snMUNOec
misywe

| 4 hosts.

CANCEL NEXT

FIGURE 11. Host validation

4. Once the hosts are validated successfully, click Next, review the information, and proceed. The new hosts will now be commissioned and
will be available in the SDDC.

—
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ADDING A WORKLOAD DOMAIN

Once additional hosts have been commissioned, a new workload domain can be added. A workload domain requires a separate instance of
vCenter and VMware NSX Manager. It is advised to add new static IP entries for the same in the DNS server at this stage. Additionally, make
sure that the appropriate quantity of licenses for VMware vSphere, VMware vSAN, and NSX-V for vSphere (or NSX-T, depending on the
choice of network virtualization) is available before proceeding.

1. Click on the Workload Domain bufton next to the Commission Hosts button on the SDDC Manager Ul and select Virtual
Infrastructure Domain. This will open a new window asking for the type of storage to be used. Select vSAN and click Begin.

Storage Selection @

Select the type of storage you would like to use for this Workload Domain.
@ vsAN
Configure vSAN based workload domain

O NFS

Configure NFS based workload domain.

O  VMFS on FC
Configure Fibre Channel based workload domain.

FIGURE 12. Storage Selection for Workload Domain

2. On the Name screen, enter a Virtual Infrastructure Name, Cluster Name, and Organization Name pertinent to the workload this domain is
being deployed for and click Next.

VI Configuration

Name @ X
1 Name
2 Compute Virtual Infrastructure Name (3) Test
3 Networking Cluster Name (D) Test
4 VSAN Storage
9 Organization Name (1) Jrest

o

Host Selection

o

License

~

Object Names

@

Review

CANCEL NEXT

FIGURE 13. Adding a workload domain—Name
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3. On the Compute screen, enter relevant details pertaining to the vCenter instance for the workload domain and click Next.

VI Configuration

Compute & X
1 Name

vCenter
2 Compute

vCenter IP Address (1) 1722050160
3 Networking

westestol.workloads local

4 VSAN Storage vCenter FGDN (2
5 Host Selection vCenter Subnet Mask (1) 255.255.255.0
G (U=nEs 17220501

vCenter Default Gateway (1) et
7 Object Names

vCenter Root Password (1) Seesseenes
8 Review

Confirm vCenter Root Password eecaccnned

CANCEL BACK NEXT

FIGURE 14. Adding a workload domain—Compute

4. On the Networking screen, start by selecting an NSX platform. (Note: NSX-T may require a separate license and additional downloads).
Thereafter, specify the VLAN ID, NSX Manager IP Address, FQDN, and related information.

VI Configuration

Networking @ X
1 Name 2]
NSX Platform O nsxv () NskT
2 compute
3 Networking VXLAN Networking
50
4 VSAN Storage VLAN D (@)
5 Host Selection NSX-V Manager
6 License NSX-V Manager IP Address (1) 1722050162
ZiCbisctblames NSX-V Manager FQDN (3) nsxvtestOl.workloads.local
8 Review
NSX-V Manager Subnet Mask (1) 255.255.255.0
NSX-V Manager Default Gateway (2) 7220501
NSX-V Manager Admin Password (1) seessssess
Confirm NSX-V Manager Admin Password ~ ***%888e8s
NSX-V Manager Enable Password (i) seessssess

Confirm NSX-V Manager Enable Password sossssssns

CANCEL BACK NEXT

FIGURE 15. Adding a workload domain—Networking
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5. On the vSAN Storage screen, specify the VSAN Parameters—Failure to tolerate (a higher number would require more redundancy and,
therefore, more hosts) and the option to enable vVSAN deduplication and compression.

VI Configuration

VSAN Storage @ «
1 Name

VSAN Parameters
2 Compute
3 Networking i

Failures to Tolerate (1) Qo (-2

Required hosts: 3

4 VSAN Storage
5 Host Selection wSAN Deduplication and Enable

Compression (1)
6 License
7 Object Names
8 Review

CANCEL BACK NEXT

FIGURE 16. Adding a workload domain—VSAN storage

6. On the Host Selection screen, select the commissioned hosts that will be dedicated to this workload domain and click Next.

VI Configuration
Host Selection @ X

1 Name
As a best practice, VMware recommends deploying ESXi hosts with similar or identical configurations across all cluster

2 Compute members, including similar or identical storage configurations. The minimum configuration required for vSAN is 3 hosts
For more detail, please check product documentation
3 Networking
Selected resources: 80 Cores, 510.61 GB Memory, 23,846.65 GB Storage
4 VSAN Storage
5 Host Selection show only selected hosts (I RESET FILTER ] [ CLEAR SELECTION
6 License
FGDN v Network Memory Raw Disks T Storage T Dirty
7 Object Names Pool Storage Type Host
8 Review dI360x183 workloads.local sddc- 127.65 GB 506166 GB 455D, 0 ALL-FLASH
nétwnrkpom HDD
dI360x184 workloads local sadc- 127.65 GB 596166 GB 455D, 0 ALL-FLASH
né)tworkpoo\ HDD
dI360x182. workloads.local sddc- 127.65 GB 596166 GB 455D, 0 ALL-FLASH
networkpool HDD v
-~
< >
4 M

CANCEL BACK NEXT

FIGURE 17. Adding a workload domain—Host Selection

—
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7. On the License screen, select the appropriate licenses for NSX-V for vSphere, VMware vSAN, and VMware vSphere from the respective
drop-down lists. If there are insufficient licenses for a product, additional license keys can be added from SDDC Manager Ul under the

License tab.

VI Configuration

License @
1 Name
NSX-V for vSphere (1)

I | v are NSX Data Center for vSphere

2 Compute

‘ (@) Please ensure there are enough available licenses before proceeding ‘

3 Networking
VMware vSAN (D)

I | -citional VSAN Licenses

4 VSAN Storage ‘ (@) License key is being applied

5 Host Selection

VMware vSphere (1)

I | \/\vvare vSphere License

6 License ‘ @ License key is being applied

7 Object Names

8 Review

FIGURE 18. Adding a workload domain—License

CANCEL BACK NEXT

8. The Object Names screen will display the auto-generated vSphere Object Names based on the user input in previous fields.

VI Configuration
Object Names @

1 Name
Virtual Infrastructure Name Test
2 CTopt Cluster Name Test
3 Networking vCenter Name vestestOl
4 vSAN Storage

Your input above will be used as a pre-fix to generate vSphere Object Names.

@

Host Selection

Object Names

Description

6 License resource vds wSphere Distributed Switch

7 Object Names resource portgroup management Distributed Port Group for
Management Jraffic

8 Review resource. portgroup. vmotion Distributed Port Group for vMotion

resource portgroup.vsan

resource datastore vsan

FIGURE 19. Adding a workload domain—Object Names

Traffic

Distributed Port Group for vSAN
Traffic

VSAN Datastore Name

Generated Name
Test-vestestOl-Test-vdsOl
Test-vestestol-Test-vasOl-
management
Test-vestestOl-Test-vdsOl-vmotion

Test-vestestOl-Test-vdsOl-vsan

Test-vcstestOl-Test-vsan01

CANCEL BACK NEXT
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9. The final screen displays all the information entered for review. If satisfied, click Finish and the workload domain will be created.

VI Configuration

Review @

1 Name

General
2 Compute

Virtual Infrastructure Name
3 Networking Cluster Name
4 VSAN Storage Organization Name

Compute
5 Host Selection

vCenter IP Address
O UE=Es vCenter DNS Name
7 Object Names vCenter Subnet Mask

vCenter Default Gateway

®

Review

Networking
VXLAN Networking VLAN ID
NSX Manager [P Address

NSX Manager DNS Name

NSX Manager Subnet Mask
N$X Manager Default Gateway
NSX Controller IP Address
NSX Controller Subnet Mask

NSX Controller Default Gateway

FIGURE 20. Adding a workload domain—Review

TROUBLESHOOTING

Test

Test

172.20.50.160

vestestOlworkloaads.loca

255.255.255.0

17220501

50

1722050162

nsxviestol workloads.local

2552552550

172.20.50.1

172.20.50.163,172.20.50.164, 172.20 50.165

255.255.255.0

17220501

CANCEL

gacK m

Page 16

1. The deployment logs for the Cloud Builder VM are located at: Jopt/vmware/bringup/logs/vcf-bringup.log. If at any step the deployment
of SDDC Manager fails and the logs provided in the Ul are not descriptive enough, SSH into the Cloud Builder VM and access the logs
stored at this location to find out the root cause of failure.

2. If an SSO connection timed out error is encountered during the bring-up process, ensure that the time is synchronized across all hosts

and VMs that have been deployed thus far.

3. If a Platform Services Controller becomes unresponsive while using the SDDC Manager, go to the ESXi host on which the VM is deployed

and reboot.

4. Workload domain creation may fail on the Deploy vCenter Server Appliance task and the retry option may be unsuccessful. This is a

known issue with VMware Cloud Foundation 3.x. Refer to the workaround here: kb.vmware.com/s/article/67064%.


https://kb.vmware.com/s/article/67064

Technical white paper

Resources and additional links

» VMware Cloud Foundation Planning and Preparation Guide

» VMware Cloud Foundation Architecture and Deployment Guide

« VMware Cloud Foundation Operations and Administration Guide

To help us improve our documents, provide feedback at hpe.com/contact/feedback.

Make the right purchase decision.
Contact our presales specialists.

Chat Email Call
J|> Share now
@ Get updates

—

Hewlett Packard
Enterprise

© Copyright 2020 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change without
notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.

Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

Intel Xeon and Intel Xeon Silver are trademarks of Intel Corporation in the U.S. and other countries. VMware, Platform Services
Controller, VMware Cloud on AWS, VMware Cloud Foundation, VMware ESX, VMware ESXi, VMware Fusion, VMware NSX,
VMware vRealize Suite Enterprise, VMware vSAN, VMware NSX Manager, VMware vCenter, VMware vCenter Server, VMware
vCenter Server Appliance, VMware vCenter Server Standard, VMware vRealize Log Insight, VMware vRealize Suite, VMware
vSphere, and VMware vSphere vMotion are registered trademarks or frademarks of VMware, Inc. and its subsidiaries in the United
States and other jurisdictions. All third-party marks are property of their respective owners.

a50000778ENW, January 2020


http://www.hpe.com/info/getupdated
https://www.hpe.com/global/hpechat/index.html?jumpid=Collaterals_a50000778ENW
mailto:Contactsales@hpe.com
https://www.hpe.com/us/en/contact-hpe.html
http://www.hpe.com/info/getupdated
https://docs.vmware.com/en/VMware-Cloud-Foundation/3.9/vcf-39-planprep-guide.pdf
https://docs.vmware.com/en/VMware-Cloud-Foundation/3.9/vcf-39-ovdeploy-guide.pdf
https://docs.vmware.com/en/VMware-Cloud-Foundation/3.9/vcf-39-administering.pdf
http://www.hpe.com/contact/feedback

	Introduction and executive summary
	Physical and logical layout
	Solution components
	Hardware components
	HPE ProLiant DL360 Gen10 Servers
	HPE iLO 5
	HPE Composable Fabric FM 3180
	HPE Smart Array Controller
	Software components
	VMware Cloud Foundation 3.9.0
	VMware ESXi server
	Virtualization components

	Resources for sizing and use of VMware Cloud Foundation on HPE ProLiant Servers

	Key considerations and prerequisites
	Considerations
	Prerequisites

	Network configuration
	Deployment
	Cloud Builder
	SDDC Manager

	Commissioning additional hosts
	Adding a workload domain
	Troubleshooting
	Resources and additional links



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.5

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /sRGB

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize false

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages false

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages false

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages false

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly true

  /PDFXNoTrimBoxError false

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)

  /PDFXOutputConditionIdentifier (CGATS TR 001)

  /PDFXOutputCondition ()

  /PDFXRegistryName (http://www.color.org)

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<

    /ENU ([Based on 'Hires pdf'] [Based on 'Hires pdf'] [Based on '[PDF/X-1a:2001]'] Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /HighResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks true

      /IncludeInteractive true

      /IncludeLayers true

      /IncludeProfiles false

      /MarksOffset 6

      /MarksWeight 0.250000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



