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£ (4 ASCIL 54

RG] LA A0 7 SRR R SE L&A SCRF Unicode UTF-8: Control Panel > B date,
time, B{ number #%3 > Administrative tab > H{ system locale > 4% Mi Beta: Use
Unicode UTF-8 for worldwide language support > Ok > )51 HL K.

ESP-IDF 1 H2236%%  424% ESP-IDF @b T HE 5 197 & F#—> ESP-IDF T H 224645

Windows
Installer

Windows Installer Download

FELR 28 L BB I DO AERZRAR P ARF /DN, WIDAZ % ESP-IDF fFTA A, fE2efed e, 2%
PR T AL BRI SO, 4% Git For Windows 22468 . AEZR LAY &5 F BN SO IAE AT

H3% suserprofile%/espressif Hi,

BTGRP AT BT S e . 2R e T T 3 OB, 4% Git For Windows 222
Ao

BRENE ORI S IR N L

* PNE /Y Python

o XX GIFER

¢ OpenOCD

e CMake FiI Ninja g% T E
e ESP-IDF

LEAETR IR VPSS T R 83| A 1 ESP-IDF H 5% ., #7576 ESP-IDF %k % Suserprofile$\Desktop\
esp-idf HFEF, HF suserprofiles ({EXHFZE.
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J3 5l ESP-IDF BB 22345000, WS2A3% T Run ESP-IDF PowerShell Environment B Run
ESP-IDF Command Prompt (cmd.exe), ZEERETFESAELENIERNGHE 153 ESP-IDF,

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
| Run ESP-IDF PowerShell Envimnmentl

Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

¥ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

& 1: 525 ESP-IDF T H. %% [\ S0 iz24T Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

M A 0ERFF RSP Rp, RGN 66 1] Windows iy = FFUEF THRAE o

ESP-IDF T HZ23804E “FFiR” Sk, Q-1 FF ESP-IDF iy &4 /n A5 Bt 7. ACpesE
J R PAFTH Windows v 242~ 47 (Bl emd.exe) , Ffi24T export .bat JIA DA B KPR (i
PATH, IDF_PATH %), ItAh, ¥R PAiT Windows f 4R AF A FE & 2050 T .

R, APET A0S ESP-IDF T H-Z25 83 f 45 % (1) ESP-IDF A%, WISR N _EA7(E 21> ESP-IDF ji%
2 (HNFE AR AR ) ESP-IDF) , A7 DA PIRR#R ¥4 -

1. >4 ESP-IDF T H- 223 28 i i pedile =0 g — ARl As, 853 besE oy U ESP-IDF TAERSAE1R &
hiF EE ] ) ESP-IDF 4% .

2. 8, WPLBFT cmd.exe, Y EAEM AR ESP-IDF H%, #RJ5i21T export .bat, i,
P VEELK PATH HAFAE Python A1 Git. WIERTEM HEHEEA ¢ “4% A% Python 1 Git” 45 1%
5, RS k.

JFUETE ] ESP-IDF - BIYEVREL & 245 7 8 i ESP-IDF M 45 F, 3 FORFEAFU 1R — A T2

ARIEFAFN G ATK) L BT ESP-IDF, AR AN 1] ESP32-P4 A5 —A> 1A%, . Sesfifzsis
i o
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Using Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/
git version 2.29.2.windows.

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf
IAdding ESP-IDF tools to PATH.
espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
espressif\tools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
espressif\tools\esp32s2ulp-e1f\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
espressif\tools\cmake\3.13.4\bin
espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
espressif\tools\ninja\1.9.0\

espressif\tools\idf-exe\1.0.1\

espressif\tools\ccache\3.7\

C
C
C
C
C
C
C
C
C
C

:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\.
:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date
Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

&l 2: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

]

Run ESP-IDF Edipse Environment
Run ESP-IDF PowerShell Environment

=

Run ESP-IDF Command Prompt Environment

]

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

K 3: 5 5 ESP-IDF T E.%%% a] 501247 Run ESP-IDF Command Prompt (cmd.exe)
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8 ESP-IDF Command Prompt (cmd.exe o -

Using Python in C:\Users\test\AppData‘Local\Programs'Python\Python3T\ -

Python 3.7.8

Using Git in C:\Users\test\Git\cmd'
git version 2.360.9,

Setting IDF_PATH:

Adding ESP-IDF tools to PATH...

2=elf\bin

C:\Users\test),.

p32s2-elf\bin

=elfi\bin

:ZUsersitesth,.

y32-esp-elfi\bin

C:‘\Users\test\.

f-binutils\bin

p-elf-binutils\bin

C:\Users‘\test\esp\esp-idf

C:\Users\test\,.

C:‘\Users\test\.

C:\Users\test\,.

Windows .1 |

espressifitools\xtensa-esp32-elf\esp-2020r3-8.4. 8\xtensa-esp3

espressifitoocls\xtensa-espi2s2-elf\esp-2020r3-8.4. 8\xtensa-es

espressifitools\xtensa-esp32s3-elf\esp-2020r3-8.4. 0\xtensa-es
espressifitools\riscu3Z-esp-elfi\1.24.0.123_64eb9ff-8.4.0\risc
espressifitools\esp32ulp-elf\2.28.51-esp-201921205\esp32ulp-el

espressifitoolsi\esp32s2ulp-elfi2.28.51 -esp-20191205\esp32s2ul

C:\Users\test).

C:‘\Users\test\.
esp32i\bin

C:'\Users\test\.
if\toolsh\idf-exe\1.08.1%
if\tools\ccache\ 3.
if\toolsh\dfu-utily0. 9 \dfu-util-90.9-win6Y4
hZUsers\test), if\python_enui\idf4.3_py3.7_env\Scripts
:\Users\test\esp\esp-idfitools

s ZWUsers\test).

[

Checking if Python packages are up to date...
Python reguirements from C:\Users\test\esp\esp-idfi\regquirements.txt are
d.

satisfie
Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf>

[4] 4: ESP-IDF iy &/~ 4 4 H
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il WPRIERZ%E ESP-IDF, 152 i 50 iR IR, SRIBUE A3 v B il i) A

PG ENE TR B, W RAUER T & ESP32-P4 [ i #E)¥ 7. W PAM ESP-IDF 1 examples H 5% )
get-started/hello_world TF2FF44.

% ESP-IDF % R4 S Ff ESP-IDF At T AR AR hofi Ay 25

Ff get-started/hello_world TF5 il = AHIY) ~/esp HE T

cd Suserprofile%\esp
xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

%4 :: ESP-IDF ) examples H 3t N — R F TR, W PAFEIR FIR a5 §ilH 47 H A AT s 6
Wl PAE G IFR, TR T .

VEREVEtE BUTE, 15 BSP32-P4 JF A MUER:S| PC, BT AN IS .
1E Windows #EER G, H OAFREH A coM FF3k.
B RIMIER B OARPEAE R, 7505 ESP32-P4 &)1 % v if ik,

Frik: WO 04, DAEES .

ML ¥E TR 3§ #EA hello_world Hsk, W ESP32-P4 Sy HAnits i, ARGzt TREMRE T H

menuconfig,

Windows

cd %userprofile$\esp\hello_world
idf.py set-target esp32p4
idf.py menuconfig

I TR G, Wi idf .py set-target esp32pd WE “HIx” O h. HE, HHEER
BRI AT 2 AR (009, OB B OB NSRS (TG %
). WEEE, WIAIFRARS K ¢ ser-target,

IR (Mwuss JEE s R N N

AT RASE I S B R E I H B RS R, R Wi-Fi KA PR, BRI PR R SE . hello_world IR
B E 2 DABCABCEZ T, RIEX—H b, ATABKL ] menuconfig #EATHH FLE X — IR,

Ik Zuntd 0P ER ISR BT T RS 5 EEIRE . ATRAEE I —-style KBRS . BT
idf.py menuconfig —-help fyd, FEELEL.

GivE LRE IHMEHILA T ar S, iR AL

idf.py build

1247 A b P AR B AR P AT A ESP-IDF 2004, $35 E s |\ e e . 7 XERAN ARy ot
il S
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{TDp}

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>

Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

] Leave menu [5] save

7?1 svmbol info [/1 Jump to symbol
le show-help mode C o], S - [A] Toggle show-all mode
t (prompts for save) [D] Save minimal config (advanced)

K S TR E—

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VIEH, S5 UR R 2 B bin S0P

Pk FI et WIS TPA T S, RF KA B —BE RSO e SR 52 ESP32-P4 JT KA

idf.py -p PORT flash

151 PORT #4fiy ESP32-P4 JF &Z MM H N4 7. W3R PORT K& E X, idfpy ¥R vl e 0 H
kR,
WA X idf.py ZETFER, 3 Widfpy.

il Ak £lash PRI A Zh 4k fpeor TR, I TCHHHE,T 1df . py build,

HEFECR AR B R M, iS5 N SOPR “HARSRR” . T DARITEbe 3 2R Bl ESP32-P4 43¢
P ik RBCEZ A5 S
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MR AR, SRR

esptool.py v4.8.dev3

Serial port /dev/cu.SLAB_USBtoUART

Connecting....

Chip is ESP32-P4 (revision v0.0)

Features: High-Performance MCU

Crystal is 40MHz

MAC: 00:00:00:00:00:00

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00002000 to 0xOO0O0O07fff...
Flash will be erased from 0x00010000 to O0x0003bfff...
Flash will be erased from 0x00008000 to 0x000O08fff...
SHA digest in image updated

Compressed 20960 bytes to 12653...

Writing at 0x00002000... (100 %)

Wrote 20960 bytes (12653 compressed) at 0x00002000 in 0.6 seconds (effective 277.1.
<—>kblt/S) “ e

Hash of data verified.

Compressed 179584 bytes to 94528...

Writing at 0x00035efb... (100 %)

Wrote 179584 bytes (94528 compressed) at 0x00010000 in 2.6 seconds (effective 549.
9 kbit/s)...

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 420.7._
—kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

AR —YIR], BesRIENE, FFRMCRFSE AL, T "hello_world” FF4H12717
IHRZS 2 Eclipse 5(/2 VS Code IDE, [MidE idf.py, iFZ% Eclipse Plugin, DA VSCode Extension,

Wiy FTAE ] idf.py —p PORT monitor fyd, MM “hello_world” TAEMZfTIEMN. T,
ANEZIEHS PORT B4l B OB 455

BTz A5, IDF Y5 N RS .

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —---

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

B, SEATPATE RS H ERZW HEZ )5, BEHTEI “Hello world!” T,
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Hello world!
Restarting in 10 seconds...

This is esp32p4 chip with 2 CPU core(s), silicon revision v0.0,

—flash

Minimum free heap size: 618848 bytes
Restarting in 9 seconds...
Restarting in 8 seconds...
Restarting in 7 seconds...

2

MB

external.

I PLbEdE ctrl+], WliRH ESP-IDF Hitilds

ik WALABITPA S, —IRIERATIOEE . BN g e :
idf.py -p PORT flash monitor

LAt

* WHHITEIDF Y%, T f#HE 2 f#] ESP-IDF Wil gy sl s A A e -

 WHHifEidfpy, BEEZL 1df.py WAL,
o2k ESP32-P4 [ A 123!
BAE, ATRASEIR—LE A examples, B EHEA & H ORIV AT .

i

g —HORGIREF A S} ESP32-P4, [H2y ESP32-P4 HrOR AU BT el i REF

TES1E 7 BIRE R R A F README U/ Supported Targets i, WIRFIAMEH 5 ESP32-P4, X

FRAAERA TN, I LRI ESP32-P4 SRR RO

bt

BURL )8 ) 28 Linux 24 ] ESP32-P4 Besk [E {0, mIfE<x B2 Could not open port
<PORT>: Permission denied: '<PORT>' £HREE . AR PAXE Linux B FH P s £ dialout 48 5%,

uucp 78 RfRP LR

MEZE1) Python i & ESP-IDF 37 Python 3.8 K DA b flRAS, # S0 TH 20 8 4E 22 Be 31 d5 87 AR AT o8 38T
Python, 1 7]3%E3EM sources 42355 5 i it Python, B{fi il Python 453 224511 pyenv ¥ U HEAT T4 T4,

Pl flash  ESP-IDF 37 345214 flash., 52/ TA N ard, #EIE# flash:

idf.py -p PORT erase-flash

PAETE TG EAE IR OTA $dls, Wiz TPA N s

idf.py -p PORT erase-otadata

YRRk flash F52E—BUNTE], fEEBRAREH, i 2)WITSaiEsk.

RGP AR SCEHRAR R R T 2

o7& Windows 335 F &8¢ ESP-IDF T 2
o L5 ESP32-P4 43 % v ik i

* Eclipse Plugin

¢ VSCode Extension

* IDF W5il%
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1¢ Windows 2453 B & %7 ESP-IDF T H

A 2% ESP-IDF 1 1L 5 Windows “fy242/mfF" %1, Y% ESP-IDF fy2:35 H g, RGiz
17

install.bat ‘

XF Powershell, V)4 2 ESP-IDF ()43 H % . RIGia1T:

install.psl ‘

2 A R N84 %¢ ESP-IDF rif i LR . W &2 TR TR, Mixar &R/ J0ak. % TR T
e E i BSP-IDF T B3B8 B E, BHABM TN C:\Users\username\.espressif,

i1 “S A P ESP-IDF T.HiE&INE PATH 15255 ESP-IDF T H 27338 04E “TFIa3Eea”
“ESP-IDF iy 447" AU . Sz st U7 Windows iy SHERAFH 11, AIEIR T C1 i
A B 230 T H.

ALEBLR, ELEM G R R R E A R P TR, R 0 SR AR AR R 1
ESP-IDF, 1] DIARYE T 7414 ESP-IDF T H¥R /% PATH 3545 & .

F9E, WTIF A 240 1) ESP-IDF () fir &3/ AFAT 1, B 4% ESP-IDF 9 H 3, S8R T export .bat,
HARA AT

cd %userprofile%\esp\esp-idf
export .bat

XIF Powershell ] P, 5 [FIEY)# 22 %245 ESP-IDF [ H %, SRGHUT export .psl, HAKMAUIT:

cd ~/esp/esp-idf
export.psl

IEFTSE U . AT LA iy SR A1 ESP-IDF TH T

L5 ESP32-P4 Glj&: s 11 YRS
n] PAf# ] USB % UART #rul, ESP32-P4 377 USB 4%, ‘5 ESP32-P4 GIjde: 11 7EH#; .
TRATF P B 205545 USB & UART #f. okZess, wl{d F AR

Y USB #phi ESP32-P4 37F USB 4% . Jois USB & UART #f, 0] EHAZLRIN 5.
4> S HE USB AN IT & M [F] 435 USB & UART #ff.

AT USB 52 UART W JF AR 7E2¢3545 USB & UART #FF &M, PC FIFF [ali@ 1t USB %4,
¥ii ESP32-P4 7 [f)j i3 UART jE4%.

Hpis USB %2 UART Hf  F40IF KA fd i AN USB %2 UART #f o 3P 190388 7 HE B 75 284 1l 2 [ AR
AP, B2 NRUTF AR S

{1 USB 3EAThesk  ESP32-P4 30H5 USB Shi, Joiifhif USB & UART #f, B mgsk — il SCPF.
ESP32-P4 L[] USB fii i GP1024/26 /s D+, GPI024/26 {3 D-.

{difi] UART #frhest A anfi (i i USB & UART #i#e ESP32-P4 Fil PC 2 [A| 7 HR AT . ML
Hr-S5 AN E D -

Espressif Systems 13 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 1. e AL

Development Board

e e s s s s s s s s s e e s e e EE .- 1
1 1
1 1
USB . ,
Personal |, ; . :
Computer p ESP32-P4 '
1 1
1 1
1 1
1 1
I_ __________________________ 1
& 6: %3¢ USB 11 SoC
Developmment Board
g TTTTTTTTTTmmmmmmmmmmmmmmmammmmmmeet '
vsB| :
Personal |, ' o USB-To-UART | N '
Computer ! Bridge ESP32-P4 !
[l 7: %3547 USB % UART HriFF K AR
Programmmer Board Development Board
el : : :
Personal |, : USB-to-UART . H N .
Computer | ' Bridge ! ' ¥ ESP32-P4 !
K 8: 4N USB & UART #r
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UEt% ESP32-P4 fl PC - Ji] USB 4 ESP32-P4 JT A ARESLE] PCo AR A IS RE 7 I H 2%, i
JetfiiA ESP32-P4 J¥ kA L1 USB 2 UART #7 (=i 4MiFE UART JEficds) 245, SRSTEM 8 RIKEhE
Fe, AT T

PATR & 4Rk 8% ESP32-P4 JT Z AR SR SRR e (1 4% -

« CP210x: CP210x USB % UART #j; VCP ZKsh %7
« FTDI: FTDI fE#l COM i [ UK 2 #2 %

PAEIKEN S, AR BN, TR AT USB & UART #rth . — Mg it
&, 24 ESP32-P4 Jf &t 5 PC Ry, XF W EKENRR P Wi O AW T OERERS T, HELBEIILH.

XFFEH USB 2 UART #f 2RISR, WRAIBTTRA R s, 4R E CPCRR i 1S4

idf.py -p PORT [-b BAUD] flash

F PORT # ey ESP32-P4 JF A M D& FK. —b AR SE, ERIAFBER A 460800, ANFRMARRE
SRR, RN A R BAUD,

TEFR LR, Windows [ i 22 check-port-on-windows, Linux 5 macOS [ F'i% £ 2% check-port-on-

linux-and-macos .
B, Windows -5 FH 4 FRR coM3, iRy 115200, Wl HANT fir besg It &tk :

idf.py -p COM3 -b 115200 flash ‘

Linux *-5 EH A FCR /dev/ttyUsBO, Frifdchisoh 115200, AU Ay es It Kb

idf.py -p /dev/ttyUSBO -b 115200 flash ‘

macOS & FEE N4 FRAN /dev/cu.usbserial-1401, FrEEER N 115200, AU Mg
FF M :

idf.py -p /dev/cu.usbserial-1401 -b 115200 flash ‘

Ptk WRREATF S P, MFEEFIHIEA T EA. i BooT #¢4H, [FIMH%— N RESET
. ZJ5, PAJF BOOT #¢4 .

£ Windows LA 11 K7 Windows S4B B4 i) COM 3 4135 )T ESP32-P4 5 PC i #k,
RGBT, AAE Wb 1SR ARG SR P

PAR A ESP32 DevKitC A1 ESP32 WROVER KIT £ [ :

£ Linux fil macOS LA RuiIT  #r7 ESP32-P4 FF &M (SiANMAL R LG HIAY) poa &SR, 5%
PAR AT iR. 1o, Wi EiRECERISS, HaafrPA Fmd: R)E, EEF ARG, 7
PWIBATPA R 4. Hodr, 28— azfran A a i ag i 1 B2 ESP32-P4 Xt W At &R 1 -

Linux:

1s /dev/tty* ‘

macOS:

’ls /dev/cu.* ‘

ik X macOS [l ARSI O, AR e USB/H NIRRT . FARN FH IR sh 2
¥, WEEA5i& 4% ESP32-P4 = PC., %1 macOS High Sierra (10.13) [ =, VR7] R FE T2 A1 IR BN %
FFRmE, BRI Z A mFRE > ZemEA >ER, KERGARFEER: “RAFRARNR
St HA Ik N R4 FRR Silicon Labs 1Y, FTDI,
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-

&= T H=

=4 Device Manager [= @ ][=]

File Action View Help

¢

4 = tdk-kmb-op780
[:> 1M Computer
[+ = Dlisk drives
f}--'ﬁ Display adapters
b1 DVD/CD-ROM drives
b % Hurnan Interface Devices
p g IDE ATASATAPI controllers
b -ED Keyboards
[}--B Mice and other pointing devices
[ L,;l Manitors
» & Network adapters
T Ports (COM & LPT)

& [} Processors

p -3, Sound, video and game controllers
».JM System devices

- i Universal Serial Bus controllers

[4] 9: 459 Fil 1 ESP32-DevKitC ) USB % UART #f
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L

File Action View Help

&= | E| "

a2y Device Manager E'@

4 - tdk-kmb-op780
b -yM Computer
p — Dlisk drives

ﬂ--'ﬁ Display adapters

b 1 DVD/CD-ROM drives

p Eﬁ Human Interface Devices

p g IDE ATASATAPI controllers

b-EB Keyboards

b --B Mice and other pointing devices

DL’:I Monitars

. ¥ Network adapters

T3 Ports (COM & LPT)

[ E Processors

b -% Sound, video and game controllers
oy System devices

- i Universal Serial Bus controllers

F 10: Windows % £55 F1 85 ' ESP-WROVER-KIT {7~ USB &

4= aaly

A7 -
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fE Linux th M) $ dialout ot wacp Al 431G R4 AT DL S USB Hs 11 HEFT 5 B4
{EL% Linux B, AGTTOLEAOL R4, £ PUEIE] dialout 41, AMIZEVFEERR:

sudo usermod —-a -G dialout S$USER

f£ Arch Linux H, #5250 AT AR5 1 ] wucp 414

sudo usermod -a -G uucp S$USER

THHEESR, BIRA R ERURAE .

Wik R BUE, WG D& mAR ), AR HE ESP32-P4 JE 4 R A I, AT IES: 1%
ERAH

ESP32-P4 (4% il &5 B FrREA R 115200,

Windows fll Linux $#${: %% FEARRGIH, FRATEMH PuTTY SSH Client, PuTTY SSH Client B 7] Fl T
Windows 7] Fl F* Linux. -t A] DA A oA AR 0 #7300 R i s 2450

BT A S, BUEAE EAS RO EIAR A 1 PR = 115200 (WA FRZE, 35 SO BEIDE A A BA B

), Bl =8, fFikfi=1, A% =N PUNEGER AR T AfifE Windows I Linux HEgEH 1
BB FZSEC (40 115200-8-1-N) o £, X B — @ SR FHE BB IR aiA R 85 D2 EF T E.

ﬁ PuTTY Configuration

L
Categony:

=~ Session Options contraling local sedal lines
Select a zeral line

- Keyboard Serial line to connect to cComi2

- Bell

- Features
=~ Window Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits 1

- Selection Pari
- Colours arty [ None - ]

£ Connection Flow control [XONAXOFF |
- Data

- Proxy
- Telnet
- Rlagin
- 55H
- Seral

Corfigure the seral line

Diata bits 2

About [ Open ] [ Cancel ]

Pl 11: £ Windows #/FE R G0 H ] PuTTY B EH Ml {534

SR)G, Wik A ESP32-PA AT EI H k. Wiy, WHERumdTITep DUt fTas . X HEA H G A ARG T
43| ESP32-P4 N LY, WSHin k=), WMAAFEI L HE, WEulE Rt ik
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PuTTY ConfFiguration

Category:
Logging

¥ Terminal
Keyboard
Bell
Features

¥ wWindow
Appearance
Behaviour
Translation
Selection
Colours
Fonks

¥ Connection
Data
Proxy
Telnet
Rlegin

* SS5H

About

Options controlling local serial lines
Select a serial line

Serial line to connect to fdev/ttyusBo
Configure the serial line

Speed (baud) 115200

Data bits 8

Stop bits 1

Parity Mone =
Flow control XON/XOFF =

Bloselll  concel

P 12: 7 Linux #4/E RG] PuTTY SEEH IS4
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2k WAEISIESEER TLEAS IEH S, CHER DA, TR — E TR, 25 BB
TCYEVIRER o

ik WORBCA BRI, A AT N

* ESP32-P4 i il 275 IR
© SRR, 2 EEIT AR
o (i /£ Windows L& %% 54 Linux = macOS £ F % iRk, MERE 0 RS IE

1
o HABFET RS AR AR O
o Xt Windows F= Linux $24¥ % %0 "PEIAR S 10 Zanfe )y, HeEmim 12 4 B
o EB O Zam R i BB DR R A TR AR T
o JFA M FikEr) USB iE#:2s (UART) 275 IE
o R RS S H &
o BEEMT HERH (M5 hello world 736 #EFTI)

macOS R4 macOS {1 T B S, HILICRR & s 1 Zimfe)y .
o B% f& Linux f2 macOS L& Fs% 0 | infTPA Fayd:

1ls /dev/cu.*

o DB FRMANT 5

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

o MROEIERE S BN BRI RN, M AR S G TR R AR B A AR, st
PAT S (WA TRE, R “115200” BN T R BBOA SRR

’screen /dev/cu.device_name 115200

¥t device_name i NizfT 1s /dev/cu.* FHEMELAE S,

e BRI HERNIIFENE. HENERGT IS ESP32-P4 fy W AFEF, WS H#h & T,
WM ctrl-a + KR M HT BFRESE.

il WAERIETE SR ARG, KM DR 28 . WURE R Ko g M KM bEsE, 205
AR R R TR R S

fnilonpl AT R—AHERG. WREE LM, sl EE T 2.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:0x00
clk_drv:0x00,qg_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£f£f0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10oad:0x40080000, 1len:252

entry 0x40080034

QS
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(44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader

I
I (45) boot: compile time 18:48:10

BRATED Y H G R AT (AR ELRD ), WIZIRE IR . MUy, ATDABRSEEAT 2%, FF IRk
[ AR Fr b 203 ESP32-P4.

il FEREE ATy U, 1R ESP32-P4 SR I AATT BN 1 HAG AT, H2AE & amte 7 4 H b
RTS & DTR &l % FAUAFAETF RTS & DTR 45 B #4% 3] EN & GPIO35 45 ERYTE I, 4k
ZHOT M (UFIREA I M) FEARXA . BZHMEE, S esptool I,

UNHE24¢ BSP32-PA B PFIT KBRS, M5 2 Fras & A ESP-IDF 2 BREGE] TiXHL, M5 2
% a1k A ESP-IDF 2 8R%5E .

Resk bR

CEHERW WPRAEBATE S8 i WM BN PRI ARRI SR, ORI N 2 — AT e isqT
esptool.py Wi B4R, esptool.py RWEARGIMIAR, HTHEELA. 5 ROM 53 hn#a:
ARG EPER TR . n AR AN PRI T FEh AL, AR ORI AR R AR Ak, 3
2% esptool Wik RIEZ(EE -

esptool.py il ffi USB & UART #; (#1l FTDI 8 CP210x) ) DTR I RTS 2 i £k 4 %ok [ 3h 52 fir
ESP32-P4 (1§27 5 ESP32-P4 43 % v 3% JINELHAM(5E) . DTR I RTS i 2k LiE#2 5| ESP32-
P4 ) GPIO35 #l CHIP_PU (EN) &l I, At DTR F1 RTS ¥ T2 (b2 if ESP32-P4 HEAJE
HAA . ARG A ESP32 DevKitC J A A S o
— KL, B E 75 ESP-IDF FF R B, {Hi2, esptool.py fEPA NI FARE HEEE
T

o MHFARERS| GPIO35 Fl CIHP_PU ) DTR il RTS #5H] £k

* DTR F RTS $ il ki fe & 7 =UR [l .

o NAFTERFERT T4 M 2 -

MRIGEECFRIFNE, ] DAKRF ESP32-P4 JF A AR T Bl BN [ T 2 (A7)

o XTIREH KM, WASFEX IR AT TR P Ha . B, W AR AR Boot %4
(GPTO35) f4icft: EN #%4H (CHIP_PU) kT3l {ii ESP-IDF JF kAl .
o X HABRBIG AR, FTRAZEIAKF GPTO35 Hifik.

Linux fl macOS -5 T H B brdi ik ¥

VRANZYELER  WIRE T HEIAP IR, SE iR g R

BEEIFRAEE DA 20N ESP32-P4 i3 ESP-IDF [ EL IR Bk

B 2REE

o % —%: jRIESP-IDF

e $=%: ZEITA

c FwP RETREE

e B AW F441E R ESP-IDF &

Sy RAEMERY O TAE ESP32-P4 (i ji] ESP-IDF, o RUREHAE R G — L. WPASH DA
TR, 268 Linux 1 macOS (&5 A T2 ik -4,
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Linux J{| /" %% ESP-IDF 2 DA N . iRIEMH B9 Linux ZATHUAS, BEFRGE I ZR M4
e Ubuntu A1 Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-setuptools cmake ninja-build ccache dfu-util libusbx

HHIM58R SRF CentOS 7, {HN T BAFH I FHARLS, B CentOS 8.
e Arch:

sudo pacman -S --needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

i

* filiJ] ESP-IDF 752 CMake 3.16 s LA A . B2 Linux BATHATRERR 2T A B ARG,
SICTT 3 backports £E , o2 emaked” HOfb (L (AR emake”) .
WU LS ST R, WS I RS IR, RIS

macOS Ji{|)"  ESP-IDF ¥{# ] macOS _[BRi\ 2% Python Jii s,

o % CMake Fll Ninja 41 T H.:
- #7 HomeBrew, 1]PAiZfT:

’brew install cmake ninja dfu-util

— #4 MacPorts, A PAiafT:

’sudo port install cmake ninja dfu-util

- HVA EEIRE, W17 1H) CMake #l Ninja 3257, #0147 ¢ macOS -5 1 R 8025 7 .
o WRZNEW A B 4E B ccache ASRAR TR PR B i M . W14 HomeBrew, Wi it MacPorts | brew
install ccache 5{ sudo port install ccache SEW L,

Friks WA BT R @ E DA B

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

WA 75225 XCode 4T TH, WizfT xcode—select ——install A& T24¢.

Apple M1 i+ AR E2 Apple M1 R 51 HAFIUTH H R

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is.
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

i p

zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

BTN 4, 4% Apple Rosetta 2:

Espressif Systems 22 Release v5.3
Submit Document Feedback



https://brew.sh/
https://www.macports.org/install.php
https://cmake.org/
https://ninja-build.org/
https://ccache.samba.org/
https://brew.sh/
https://www.macports.org/install.php
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 1. e AL

/usr/sbin/softwareupdate --install-rosetta -—agree-to-license

‘273 Python 3 Catalina 10.15 J A1 W] AR AHER ] Python 2.7 HiUAS, FEAR KA macOS HiiAH A
BN E Python 2.7, AT RATR iy 4645 24 Wil I Python it As:

’python ——version ‘

WERE SR 2 Python 2.7.17, WAKRERIAMENTEZ Python 2.7, X INFFEIZAT AT iy KA i fisi |
RO 4% % Python 3:

’pythonS —--version ‘

WERIEAT LRy A BRI LN %A %3¢ Python 3.
T AR DA T 2 PR 2% Python 3:
o {#if HomeBrew 47235 (1) 5 ¥ 01 :
’brew install python3 ‘
* fifi i MacPorts #1723 /) 7 R :

’sudo port install python38 ‘

S5 20: JRIN ESP-IDF  YE[F 48 ESP32-P4 My i AR Z 1, 1 S IRBUR SR ML 4 P S ESP-IDF
B

YL ESP-IDF FAHBEIA : FTIF4 0%, YIHE) 34477 ESP-IDF () TAEH 3%, i git clone fd ik
SEREOE . AR R RSO, 3 F 3

ST, SEATA T s

mkdir -p ~/esp

cd ~/esp
git clone -b v5.3 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF ¥ ~N# % ~/esp/esp-idf,
T HIHEESP-IDF yg A 2, #5% ESP-IDF A [a] fiUAs iy B A48 H 3 5%

G5—br B LH [T ESP-IDF AL, iRFG 20N S0RF ESP32-P4 [T H 4% ESP-IDF i 12550 TA.,
bodnghids . ild% . Python 3.

cd ~/esp/esp-idf
./install.sh esp32p4

8¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish esp32p4

Fadan U ESP32-P4 L s TE . WIRFEENZ BRSNS AT AIH , WA AR E 24
Hbr, R AR:

cd ~/esp/esp-idf
./install.sh esp32,esp32s2

8¢ {#i i Fish shell:
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cd ~/esp/esp-idf
./install.fish esp32,esp32s2

USRS B R N T SRR H AL 23 TR, DA TR din s

cd ~/esp/esp-idf
./install.sh all

B¢ {# fJ Fish shell:

cd ~/esp/esp-idf
./install.fish all

Flls X macOS I/, WNE ESAEATAE BB B AR 4

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

T iE4THLIN Python (e ) Install Certificates.command ZE3EFEY. TMEZ(EE, 5%
%% BSP-IDF 2L BRAY T #4851

PEITIARE) S ESP-IDF T A2 T 8 Github R ARRAS Rty —28 TR, W2R95 1 Github £
NN, PTLABLE IR, AL e Espressif ()T 2k 5 452E4T Github BT 2.

ik ZBCE P Github ZATMCAH R A TR, B A S ST MAEA Git €4 ) URL.

T TR See it Espressif MR S5 4%, WEI21T install. sh WML a4

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

s HEREE N P E N R R BRI, AR R B

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.cn/github_assets"
./install.sh

P L IVReiAe AP IR N1 A ESP-IDF P 2 i THBOA 2R A0 PR H s, B
Linux 24 SHOME/ .espressif Hr. AJPAEHFRRF TRZAEEHALH b, HIT @17 B A
Hi, SRS IDF_TOOLS_PATH. ¥, WHtRH kS LR & TikE Rmerimg.

export IDF_TOOLS_PATH="$HOME/required_idf_tools_path"
./install.sh

./export.sh

&L T IDF_TOOLS_PATH AF &, i5{Eiafr{lA ESP-IDF T HulIAH], FFi%4Z S 3 HEiAr &
.

ks WK TR AR R, K 2B shell R 3R AE A8 5 R AE o | IDF_TOOLS_PATH, 40
IDF_TOOLS_PATH="S$HOME/required_idf_tools_path" ./install.sh. BNRIELEIREAH
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HEES TR R, AR TEREE A 2 AL R S o

VUL BEEEABAE R BUE, W2 TH M ORIV 2 PATH BREEAS B, oyklid “ayown”
e T Ao Hil, WA E IR R . X AT DA ESP-IDF S48 55 — AN A A 7 158

AR BIEAT ESP-IDF 92305 LLEATIA F iy 4

’. SHOME /esp/esp-idf/export.sh

%1 fish shell ({7 FF fish 3.0.0 & PA LHRAR), WHiBFTPA R s

’. SHOME/esp/esp—-idf/export.fish

R, IR SR [ A A2 !
MR FELH 1217 ESP-IDF, 1 DUNIAT export . sh Q@—il4, BAPIRAT:
1. B HIFERENELLE 2% shell BEE 04 (.profile, .bashrc, .zprofile %)

alias get_idf='. SHOME/esp/esp-idf/export.sh'
2. W EREARE O8184T source [path to profilel, Ul source ~/.bashrc RIHHE
XA

BUE R DAEATAT 3 B 111 Hiz 4T get_idf R EBHT ESP-IDF Rk,

AEBUHAENF export . sh IRINE] shell FIRCE S X S P EHER AL &35 FPARET IDF REAUER
858 (A TCH B ESP-IDF &) . X B35 1 O HESERSERI F Y, 80T RESE WL AR B

S5hb: JFUGTEN] ESP-IDF WY BEIRE 2 H 4% 1 (1] ESP-IDF [T A 260, 3% AR 4 i T H k56
—A IR

AAE R a9 26 b T ESP-IDF, A& a0 f ESP32-P4 )25 — T2, JHHgE. Bestf ik
k.

Frik: QR AR 2 ESP-IDF, 352 M PP IR, AR A v i 9 00 Ay A

PR GIEE TR BUAE, 7T DAMESSIF & ESP32-P4 W I #E)¥ T . TJ PAM ESP-IDF 1 examples H 5% F 1
get-started/hello_world TFEIF14.

M %: ESP-IDF %% R4 A S ESP-IDF B4R TARHAR iy 25A

Ff get-started/hello_world TFEE | A ~/esp HE T :

cd ~/esp
cp —-r SIDF_PATH/examples/get-started/hello_world .

#rili: ESP-IDF i examples H 5 N A —RFIRGI TR, 7TPAH IR _Eid I 3R Hi 91847 H o B AT 7= 6,
WAl A B Rn B, Toi AT .

WAV BUTE, 1R ESP32-P4 T ik PC, AT AR A E: 1.
W, BOERNFEEERSE T BN FRE AR :
o Linux &% VA /dev/tty F3k
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 macOS ¥ fE&RS:: DA /dev/cu. FF3k
R A B OAFREAE R, 505 ESP32-P4 4] % 0 3%,

ik WCER A4, USSR .

MCYE LR G5 2EA hello_world H 3k, ¥ ESP32-P4 S5 Hbpith i, RJmiztr THEAE T A

menuconfig,

cd ~/esp/hello_world
idf.py set-target esp32p4
idf.py menuconfig

FTH—HIR)E, MEEHH idf .py set-target esp32pd & “Hin” . HE, HWEIER
BRI RO LI H 2 BRI B (A ) o T DAEHERE “H AR BUE RS & (BT Bkt iz 40
). H2EE, WWLFRARSH ¢ ser-target,

IEH AR EIR P RG, R RR AT A

(Top)

Espressif IoT Development Framework Configuration

SDK tool configuration --->
Build type ---=
Application manager ---=
Bootloader config ---=

Security features --->
IIEHHEHEMHEHEIHH
Partition Table --->
Compiler options ---=
Component config ---=>
Compatibility options --->

[ESC] Leave menu [S] Save

[f] ]Ump to nbol
gle ow-all mode

[D] Save m1n1m11 config (jdeﬂde_
P13 TARPCE— J2 6 1

nJ w\ﬁﬁﬁt%%ﬁﬁiﬁaﬂﬁﬁﬁi&*i f135 Wi-Fi M2 PR, SEAALHESHE %, hello_world /n
B3 H £ PABRAA L B2 AT, HIEX—H &, AR ] menuconfig PE470 H it X —4 5 .

ik Zuntd O E R BB RB AR RS 5 EEIRIE . A RAE I ——style RSN, THiEfT
1df.py menuconflg ——help %, HKEELER.

Gk LR MDA TS, Skt TR

idf.py build

24T A b W AR AR P AT A ESP-IDF 2004, $e35 R s [\ A e . 7 XERAN AR 7 ok
il St
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$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

R —VNEH, S5 UR R B bin S0P

BeorRFIVEAT  WHB AR a2, KRERINIAR S0 — HE ) SO Fbe sk 2 ESP32-P4 JF A :

idf.py -p PORT flash

154 PORT #i4fily ESP32-P4 JTF L MU H AR TS PORT K& E X, idfpy ¥R vl FHE: 0 H
B
WA idf.py ZE0TER , 15 Widfpy.

Frik: 2)ik flash IO H BB TR, HILER 21T idf . py build.

EAEREE AR IR [, WS T PR CHAMBER . WAl AR b S HEs 55 ESP32-P4 43
oo E 3 PRPUEZ NG R

W FEbERARE T, KB PSS T H &

esptool.py v4.8.dev3

Serial port /dev/cu.SLAB_USBtoUART

Connecting....

Chip is ESP32-P4 (revision v0.0)

Features: High-Performance MCU

Crystal is 40MHz

MAC: 00:00:00:00:00:00

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00002000 to OxOOOO07fff...
Flash will be erased from 0x00010000 to 0xO003bfff...
Flash will be erased from 0x00008000 to 0OxOO0O008fff...
SHA digest in image updated

Compressed 20960 bytes to 12653...

Writing at 0x00002000... (100 %)

Q)

Espressif Systems 27 Release v5.3
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 1. e AL

(£ L£50)

Wrote 20960 bytes (12653 compressed) at 0x00002000 in 0.6 seconds (effective 277.1.
—kbit/s)

Hash of data verified.

Compressed 179584 bytes to 94528...

Writing at 0x00035efb... (100 %)

Wrote 179584 bytes (94528 compressed) at 0x00010000 in 2.6 seconds (effective 549.
9 kbit/s)

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.1 seconds (effective 420.7.
—kbit/s)

Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

MR YNGR, Peskse G, HRBRFSEAL, N IFET hello_world” 45117
IRZ 2 1 Eclipse 5{ 42 VS Code IDE, TMidf idf.py, iEZ%# Eclipse Plugin, DA VSCode Extension,

Wiy WA idf.py —p PORT monitor fy4, MM “hello_world” TAEMEfTIEN. T,
AR PORT Bl B O ER 4 FR.

BTG, IDF 5ALE AR EE.

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 ---

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

By, SR LATE S S HERSW H B2 )5, FEFTEIN “Hello world!” 77,

Hello world!

Restarting in 10 seconds...

This is esp32p4 chip with 2 CPU core(s), silicon revision v0.0, 2 MB external.
—flash
Minimum free heap size: 618848 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

I PLbEsE cerl+], WIiRH ESP-IDF Hitilds

ik WALABITPA T S, —IRIERATIOEE . B it e :

idf.py —-p PORT flash monitor

LAk,

. TFJ HIfEIDF W5 A% , T A8 24 [l ESP-IDF M A0 ) b b S A Ho At i
s iGHIfLidfpy, BEEZL 1df.py MAFIED.
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iy

ALK ESP32-P4 [ AT 122!
BAE, ATPAZA— 2 HoAh examples, B EREIT & H O AR .

g LORGIREF A SR} ESP32-P4, [Hy ESP32-P4 HRR A5 BT el i RE

14475 B T 45 README Sl Supported Targets eif. MISFMs Pas ESP32-PA, 5
ERAFAER e, TS A BT ESP32-P4 SR AR IR

Tl

BURR )8 ) 28 Linux 24 ] ESP32-P4 Besk [E {0, mIfE<x B2 Could not open port
<PORT>: Permission denied: '<PORT>' $HiR7HE . MW PAYE Linux X5 FH S HN 2 dialout 48 2%,
uucp 78 SRR )T

He%¥ ) Python fift A ESP-IDF 37 §f Python 3.8 [ DA FJCAS, B UTH #5428 48 21 f5ofi AR A i 55
Python, HIIEHFEM sources 24t Python, =(ffi fij Python ¥ RLEUN pyenv M iRASBEAT THIE B -

Py flash  ESP-IDF 74 flash., 521 7PA T and, $EGHA flash:

idf.py -p PORT erase-flash

AAPAE T EAE R OTA Hdls, Wiz TPA N s

idf.py -p PORT erase-otadata

YRR flash F52E—BUNTE], FEEBRARS, i 2)WITSaiEsk.

GEil: gy ESP-IDF  IRZZSNHTHE S B iic4s i) ESP-IDF, &4 bug sk LHAYTIRE . 1R, ESP-IDF
AR 32 B RRCAS R R AT A A Y ) S HRF I RR o S HRp AR i, O (- 2, el i 7t
3 51 ESP-IDF fitAs . o 2 X TSR IRAE R, 1S % ESP-IDF wa A,

U, FEMERE), WA AR A . @ 2 EEMERARR esp-idf XbJe, R)EH:
W% =% FRIXESP-IDF Y8R, HEH5E el .

BBV R AR H Ry, HAR DT S A 37 ESP-IDF ST A . AR E A B AARIEE A
ESP-IDF iR A~ F A ]

HE, WHEE, WGt MAs, PABT R ESP-IDF Frisn TRMA T . BAES% 5 =
¥ RELA,

—HEHZEG TR, WHNSHWAERRE, BAESELwd: AL s.

FHOE SRS

5 ESP32-P4 43 % v ik ik
Eclipse Plugin

VSCode Extension

IDF Y5702

14 Gidkss A LR

WA E L2206t ESP-IDF,  H A i 8T £ 2155 (IDE), HAEa 23R, 7 BBE Windows ¥ I
A3 T 42 BUAE Linux 4= macOS F 745 4)3E T42 ixse— TR,
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W HI#k ESP-IDF, %% 4728, ESP-IDF
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2.1 API Zyg

ARIANERT ESP-IDF W IR 4tk 1 (APD) i TR 24058 RIS
ESP-IDF {21t 1 L e 11 -

o {F ESP-IDF ZH{Fmy 2 3k Se - A B C eRigl. gMiR . Mos. K800 UITRALIES 2. et
F API SR T X SepR . S5 R FIZEal,

o GHIFRGRE. i AR, 51 S M ESP-IDF CMake #) 3% % %% API,

* Kconfig W, W] T K diik R G CH (CMakeLists. txt).

o T A NHGMTEH.

ESP-IDF th ZANMAMF4LAL, A48 % 17 ESP it 9w 5 ARG s 88 = e (RIS = 4iik) » W1
FLSes =J5)%, ESP-IDF $24E4 AL 28R 11, DARRIALXTEE =7 ERO AT, B3 L5 ESP-IDF H
MINBEMI M E . FLEN T, B2 AR E IR Z EN R4 APL,

PAT A4 7553 ESP-IDF APT K HAS HIAYAH S 2«

2.1.1  HEAAbEE

Z % ESP-IDF API 21k [l thesp_err_t KA E LY HIRMAI . A XML ELFER, SR
432 {53 . A % ESP-IDF AU FR ARSI, S FlER R 5%

2.1.2 ECEEGHIE

B ORI HIRE T 5 Rk ESP-IDF URRARA N, 3 LR W) i LB B A5 M A

% ¥ ESP-IDF (4 i Ak Bie B F1 22 R GAHES DA « . ._init (). ..._config() Ml ..._install()
W) HFRE -G A BRI FEEEA S 8. Bl

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"

Q)

31
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esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

IR BRI X AFRER I RCE S AR HE ST, DR B IeAi A iR R 224 h o
I R FP I I AL S R B B, DA R s B

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;
/r R FHR .arg 1 .name KAWL */
esp_timer_create (&émy_timer_args, &my_timer);

Jo2 i BSP-IDF SR €99 ) Fisk B L2 RSEMEG MBI 1L, AT DARIR0 2 B AR,
SRR T B

const esp_timer_create_args_t my_timer_args
.callback = &my_timer_callback,
/* E#, FH .arg f .name B HHBL AT */

{

bi

C+ 155 IR ORI E W IR LA TETS , (AR R LA AUEIE PSR GUT « e C++ fURS (/1] ESP-IDF API
I, ATRAZS A DA R AR

/* IE# : .dispatch_method., .name D\ X .skip unhandled_events AW K4 FE */
const esp_timer_create_args_t my_timer_args {
.callback = &my_timer_callback,

.arg = &my_arg,
bi
///* 4% % esp_timer create args_t W, .arg % .callback ZJg B ¥ */
//const esp_timer create_args_t my_timer_args = {
// .arg = &my_arg,
// .callback = &my_timer_callback,

ey

TR EVIRNAREZ L, WS A8 s e s . TR, C++20 ZHIH C++ 5 A2 24 Hi ESP-IDF
FIERARRAS . AN SIS BRI Es . IR A C++20 2 BTM C++ FRUEAFACHD, WI A E) GCC # @2k
JEPA T

esp_timer_create_args_t my_timer_args = {};
/AT EMBNHAE
my_timer_args.callback = &my_timer_callback;
RN LS

ESP-IDF Jy 30 s g B 7 1 R W BUA (R 2

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_ DEFAULT_ CONFIG.

ST RE—NEEHWENE. WA, FTAFRACREANRNE, BXFEHE: ~/
config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

HFE RCE S AR AL T BRARIIR AR, S B IR AR 2 -
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2.1.3 A7 API

1t ESP-IDF KL & i APL (LR T/ ESP-IDF YA R, A SERpfE Iy AR P P . ik
RSN AR TR private B esp_private. FEBAIfE (Hlhal) WL SHA APL

FLA APT n] BEFE U ELBURN T HUAS Z (8] PAAS SR T 2R B i B e

2.1.4 i H Lk

ESP-IDF R i it 7 — F 5173 ESP-IDF AP 75 sXAY T AR . sl e re 2 1 Bl P s 5 AR [ Y
B, R BIRg R ALPE b SCT — S A ) TR . X 28 4164 4% common_components H 5%
WL PR B4 B 0, B A1 ANET ESP-IDF APL HYTERE -

ANEWAE H & I H H il i EXTRA_COMPONENT_DIRS %k RS04 i BLA% 5 | X Be 41, FMAEARIAF)
ESP-IDF fiiAsHt, PFA] BEAAAE & A0k . BT ESP-IDF /RGBT 630 H B, 35 K500 5 B H T i 2
LA {4 ESP-IDF H&g il ok, IR0 A LT H 10— . TR, A LAERESIRBIE SN,
AIREA TR = N AR s T A AR A0 PR . ZEM BT, 75 B e Ag I I R0 3E T T as .

2.1.5 API faett:

ESP-IDF {1 i SURCARIE | PEINISS R A 22,

ESP-IDF R B RA FIAE IR 1B S RAS & PRAUE S AR RAS AR A E . AR 25 T R 1 3R A PR A ) 75 T A
FIR 1

DARHS GO e 75 1k

ESP-IDF {1t ESP-IDF A1{F{1 A SCPE Y C s %I, iR Moz 2R3 SOMTIALBE 75 Y I
PRSGRIAAE - PEACHS S A B AR TR B BB AT A E BT AR Y ESP-IDF _E 87 435

PATNAE AR 2 8] 4 S RN RS G A b -

* fliJ] deprecated JEMIEFRE. MNP #warning I SCIF. EFFRECTE ESP-IDF
FATUEIT ) o SRR A G DAGE e i 37 1) e RS SR PR T R B S - ESP-IDF )
TERUASRF R 63 I 7 1) eR BORI S«

o marAALE, RS IEACHAISL SO, (B ORI R G FT DASRE IEA 1 SCF

» Hfiy$; Keonfig JE11. Kconfig ALY ) /& Fe 514 BRI HIFEFAE sdkconfig U, CMake SCIFA
PRACHS AT AR AT DABE S 46 Y Keonfig TEI5 44 7% o

e /b e Pk

ESP-IDF JCyERf IR (B — B3R XM, QiR 54~ ESP-IDF JRASKI & T — A Tdmis e
TE T —/MRESAS R R A, TCEFRIZ R AR R 5 0217, DA B enT PAPRERIR A RS 20 1 3 25
P, AEAEIE B SR A

o TP C MR R IEE

o INIUHTBY LSRR R R B USRI . 2 T B T ERIE AR, ES B E 4k,

o HEBAHMFZZW) static inline pREFH extern BE, RZ MK,

o HZEAH) C BB BT R 72

FAUA I 15 0L

RAEFATEC T4 ESP-IDF AT, (HUZfERERAZ 7], ESP-IDF HyJLLEER > AT RES A GRZE . 40
ARET FHNEI RSN E TR, WOl AT Ak it

o FA API,

o 5B 2B,
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o AHAfHRIC N beta”, “preview” Y experimental” HIHfE .

o WML A S RN, s PAE LA T MR A L A ERA T I .

o MARBITHIIRITIRE. Blan, WERFEA RS EM AT , W sEs MR e R H
a4 B R . XA T E D BEIC A BT BE AR AT BE -

o RBAFRICSRIE AN SR & AT AT BB B R B o, ansh S HGE Rk .

o TESEHELE TP Keonfig eI .

o IS H WA E AR

2.2 WHDZEPMY

221 ASIO 5

ASIO 22— NS4 C++ &, 20 https://think-async.com/Asio/, ‘BRI C++ Bt T—4—3%
) 2P
ASTO #1{4:H ESP-IDF HiAs v5.0 A5 5] 1 B ) €3 P -

 GitHub ASIO ZH 4

iaf7 idf.py add-dependency espressif/asio ¥ ASIO A INMBIRAGIH H1.

SCH

T E) DA B3 A A 56 SRy -
« ASIO 34 (English)

2.2.2 ESP-Modbus

'R 2] ESP-Modbus J% (esp-modbus) 37 75T RS485. Wi-Fi FlPAK K2 11 Modbus {5 . H ESP-IDF
v5.0 IRASDASE, H{4E: freemodbus O A% 33 B B D O e

* GitHub _|[#*) ESP-Modbus £H{:

TR SO

AHR SO 2 ) -
o ESP-Modbus 04

W B

PATR 7R BI193 51743 7 ESP-Modbus JE ) HR4 T3 11 . TCP i 1 Y AAILAT EALSE B

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
e protocols/modbus/tcp/mb_tcp_slave
* protocols/modbus/tcp/mb_tcp_master

T E 2 A AR Fl#Y README . md
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hiXs%

» Modbus 21 575 1MYLE 27 The Modbus Organization,

223 ESP-MQTT

HEid

ESP-MQTT /& MQTT il % F i i S 88, MQTT & —Fh 3T & A/AT B i 52 8 90H B M thill.
ESP-MQTT 4 374 MQTT v5.0.

o T HEH T TCP 1 MQTT. %:TF Mbed TLS 11 SSL. 3T WebSocket (1] MQTT DA & 3T WebSocket
Secure [} MQTT
e Jlik URI fijfb i B e
o B (—AN T A 24K )
. éi‘?riTgifb?‘ KA. NIE. SIETHE . PRRRERELERMLEIPA K 3 ARG (QoS) A (R4 TRE
iy

SN ]

« protocols/mqtt/tcp: F:TF TCP ) MQTT, ERiAs 0 1883

protocols/mqtt/ssl: F:F TLS # MQTT, ZRiAu 1 8883

protocols/mqtt/ssl_ds: J&F TLS ) MQTT, i FI%F5 4 SMEEAT S0 B0 E, RN 11 8883
protocols/mqtt/ssl_mutual_auth: X TLS ) MQTT, BT B 4r580F, BRiAss 1 8883
protocols/mqtt/ssl_psk: £tF TLS () MQTT, (i J Bt 28 50T ik, BRIA SR 11 8883
protocols/mqtt/ws: J:T WebSocket ) MQTT, ERiAif 1 80

protocols/mqtt/wss: T WebSocket Secure [i{) MQTT, ZRi\ i 443

protocols/mqtt5: {# Jf] ESP-MQTT JFE %82 MQTT v5.0 iR 55 #5

MQTT ji & Fif%

W fHesp_mgtt_client_publish 8{HIEMH EE esp_mgtt_client_enqueue, HJ PAGIEHHY
MQTT JH 5 .

QoS 0 FVE ERF H ik —IR, QoS 1 1 2 HA AT, AN FEZHRATH M K T8 iz 72 .
ESP-MQTT [ /i A B WAL M A HIA R0 QoS 1 fl 2 AfiHE, Al ERERTHEE E XK,
4k MQTT B 75 %5k {0 7E 5 35 #% 4% H Clean Session 47 25 ¥ B 20 0 W5 37 £ & (41 %t BL47 4,

¥fdisable_clean_sessioni% B K true),

NHETR HWEALM QoS 1 A1 2 B2k THEBVAR A, B4 Hesp_mgtt_client_publish
W) 2 57 BP 347 5 — R A% B 22 k. RN IE B 0 E L K fEmessage_retransmit_timeout Z
J5 317, FECONFIG_MQTT _OUTBOX_EXPIRED_TIMEOUT_MS 2 J5, HE & M M. Wik
E CONFIG_MQTT_REPORT _DELETED_MESSAGES, W4 % 3% 3543068 50 72

Fic ¥

Wit Fesp_mgtt_client_config t 4SRN T BORIEATRCE . BCEATHAE S AT T4IE,
T HCER i 2 A

e esp_mqtt_client_config_ t::broker_t - fRiFikE bR 24051 .
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e esp_mqtt_client_config t::credentials_t - T B IERNE i
e esp_mqtt_client_config t::session_t - MQTT &%+ XAECE .

e esp_mqtt_client_config_ t::network_t - P XECHE .

* esp_mqtt_client_confiqg t::task_t - fVFHECE FreeRTOS /1% .

* esp_mqtt_client_config_ t::buffer_t - & A& HBIZ M XK/,

TOCHTEANZR A

M55 25

Huhl i3 address &tk uri FE{F hostname, transport DA fport G, AIPAEE RS
Al WA AR B path, ZFBOM WebSocket HE4ET F IEHEA M .

i uri FEHIFEA N scheme: //hostname:port /path,

o Wi mgtt, mgtts. ws fll wss L
* BT TCP 1) MQTT 74 :
— mgtt://mgtt.eclipseprojects.io: 3T TCP ) MQTT, 2RiAdIT 1883
- mgtt://mgtt.eclipseprojects.io:1884: T TCP i) MQTT, il 1884
- mgtt://username:password@mgtt.eclipseprojects.io:1884: Kt F TCP 1
MQTT, 11 1884, A5 Hl P4 FIEE T
o HTF SSL ) MQTT /- :
- mgtts://mgtt.eclipseprojects.io: T SSL 1) MQTT, Il 8883
- mgtts://mgtt.eclipseprojects.io:8884: KT SSL [ MQTT, ¥lT 8884
o LT WebSocket 1) MQTT /= :
- ws://mgtt.eclipseprojects.io:80/mgtt
o ELF WebSocket Secure [1) MQTT 713 :
— wss://mgtt.eclipseprojects.i0:443/mgtt
o IfATACE

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler, .
—client);
esp_mgtt_client_start (client);

%if: O OU T, MQTT %) i S S PR PR 2R S A 6 MQTT i (SE#:. SilF. 2%
EIR

WEUE B UEAR 95 A% S0y, X TN TLS M gk, vl Everification A, IR55 A% UL
AR E N PEM 5 DER A%3(, U255 HE DER 4%, W EHF M certificate_len FBt, BN
fEcertificate TR AAETHFE M PEM MU T 4T H

o MRS ZSFRBLIE TS, fliN: mgtt.eclipseprojects.io

openssl s_client -showcerts -connect mgtt.eclipseprojects.i0:8883 < /dev/
—null \
2> /dev/null | openssl x509 -outform PEM > mgtt_eclipse_org.pem

o KEEE /RN T RRF: protocols/mqtt/ssl

o FCE:
const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {
.address.uri = "mgtts://mgtt.eclipseprojects.i0:8883",
(FTi4k%:)
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.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,
}I
bi

TR T B AR R, WERAPI A% PARTLS AR 7 HI0IE

HPuteh  credentials FECN AR bk KT -
* username: Hg[ I THEEMLIS & 4 44, thallid URT B

e client_id: F{MZ g ID 354, BRiAH ESP32_%CHIPIDS, H scHIPIDS 2 5k
MAC #idik i) e fi 3 515

INUE - FIPAEd authentication FEOREIMNESE . &P SC A R IAIE R

e password: fifi[f]%ZH

e — certificate fllkey: 4T ] TLS {5 8&iE, PEM B DER #&\3yH]
* use_secure_element: {§iff] ESP32 H)4t4- 702 (ATECC608A)

* ds_data: ffi iR RFR AT EL ML

Zilhi i session FE#H T MQTT & ifAH AL E

BRI AL (LWT)  lid s B last_will S5MMREILAT FBL, MQTT &AE— %0t B AN KT T M 42 1) i
Ao TR T S L s

topic: Hifn) LWT JH E T 15T

msg: f51a LWT R4

msg_len: LWTJHEHIKEE, msg AUAZS FATL RN 2047 B
gos: LWT i B fIR55 it

retain: % LWT JH R ERE

10 H fe ¥ 2 sap 82 ¥ MQTT 3 iF idf.py menuconfig, W] PAJE Component config >
ESP-MQTT Configuration H$%| MQTT 4% .

AHKBEEAT
 CONFIG_MQTT_PROTOCOL_311: JaJi MQTT $pi¥ 3.1.1 Jii7A
« CONFIG_MQTT_TRANSPORT_SSL #ICONFIG_MQTT_TRANSPORT_WEBSOCKET : J2 Fi##:E MQTT f&

#)=, #il4n SSL. WEBSOCKET #1 WEBSOCKET_SECURE
o CONFIG_MQTT_CUSTOM_OUTBOX : %% mqtt_outbox BRIASZHL, [H I AT DASRAHLAS o Se Pt

Pif

MQTT % ' il e KA VAT S :

* MQTT_EVENT_BEFORE_CONNECT: % i Wi BRI 2 R 5545 -

e MQTT_EVENT_CONNECTED: &t I iERE 2RS4 . & i B A I & Bl

e MOTT_EVENT_DISCONNECTED: T IJCiAEEIE S ALdE, FlanFE MRS EsoEMH, & ime
bR .

e MQTT_EVENT_SUBSCRIBED: HR45#$EHHIAK Fumi ] s >K . SR ERR 61T e S T
D,

* MQTT_EVENT_UNSUBSCRIBED: fR55#3CHHIAE PR i1 K . S8R &R 1T B mH
A 1D,

* MQTT_EVENT_PUBLISHED: [R45#8 AR i A HiHE . 1HERHUE X QoS e 1 Fl 2 &
i, FNZN 0 AN S il . SRR & AT S TE L ID,
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e MOTT_EVENT_DATA: &g B AMIHE . FEPR0S: HE ID. KM iHE I E 84K,
WCE R Ect S LK . X T8 IR v K& s, 15 &£~ MOTT_EVENT_DATA, I B Hi=H
H¥EE current_data_offset fltotal_data_len VAFREEWE ALY E. .

* MOQTT_EVENT_ERROR: % Pl F|45i%. M HF - Edierror_handle FE Y error_type,
AIPAK IR R AR BB YE error_handle Z5F{RMFLEEER 73 29I 5T

API 5%

Header File

¢ components/mqtt/esp-mqtt/include/mqtt_client.h
* This header file can be included with:

’ #include "mgtt_client.h" ‘

¢ This header file is a part of the API provided by the mgt t component. To declare that your component depends
on mgtt, add the following to your CMakeL.ists.txt:

’REQUIRES mgtt ‘

or

’PRIV_REQUIRES mgtt ‘

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
%% config -- MOTT configuration structure

&Ml mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MQTT connection URI. This API is usually used to overrides the URI configured in esp_mqtt_client_init.
S8
e client -- MQTT client handle
* uri --
& [n] ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgrtt_client_handle_t client)
Starts MOTT client with already created client handle.
Z¥ client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mgtt_client_reconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
%4 client -- MOTT client handle
&1 ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgqtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
%4 client -- MOTT client handle
iz [a] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

Espressif Systems 38 Release v5.3
Submit Document Feedback


https://github.com/espressif/esp-mqtt/blob/aa6f889/include/mqtt_client.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

* Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if client
is in invalid state

int esp_mgtt_client_subscribe_single (esp_mgqtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

 Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQOTT event callback i.e. internal MQOTT task
(API is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

B8
e client -- MOTT client handle
* topic -- topic filter to subscribe
* gos -- Max qos level of the subscription
R[] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

intesp_mgtt_client_subscribe_multiple (esp_mgqtt_client_handle_t client, const esp_mqtt_topic_t
*topic_list, int size)

Subscribe the client to a list of defined topics with defined qos.
Notes:

* Client must be connected to send subscribe message

e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

e esp_mgtt_client_subscribe could be used to call this function.

SH
e client -- MQTT client handle
* topic_list -- List of topics to subscribe
* size -- size of topic_list
R [1] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)

Unsubscribe the client from defined topic.
Notes:

¢ Client must be connected to send unsubscribe message
* It is thread safe, please refer to esp_mgtt_client_subscribe_single for details

SH
e client -- MOTT client handle
* topic--
& In] message_id of the subscribe message on success -1 on failure

intesp_mgtt_client_publish (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)
Client to send a publish message to the broker.
Notes:

» This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)
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* Client doesn’t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

SH
e client -- MQTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
& [a] message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure, -2 in case of full outbox.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

SH
e client -- MQOTT client handle
* topic -- topic string
* data -- payload string (set to NULL, sending empty payload message)
* len -- data length, if set to 0, length is calculated from payload string
* gos -- QoS of publish message
* retain -- retain flag
* store -- if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are en-
queued
R IH] message_id if queued successfully, -1 on failure, -2 in case of full outbox.

esp_err_t esp_mqtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.
Notes:
e Cannot be called from the MQTT event handler

%4 client -- MOTT client handle
&[] ESP_OK ESP_ERR_INVALID_ARG on wrong initialization

esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on "before_connect” event.
Notes:

¢ When calling this function make sure to have all the intendend configurations set, otherwise default values
are set.

BH
e client -- MQTT client handle
* config -- MQOTT configuration structure
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ ERR_INVALID_ARG if conflicts on trans-
port configuration. ESP_OK on success
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esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.

S8
e client -- MQTT client handle
* event -- event type
e event_handler -- handler callback
* event_handler_arg -- handlers context

jzn] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initializa-

tion ESP_OK on success

esp_err_t esp_mgtt_client_unregister_event (esp_mgqtt_client_handle_t client, esp_mqtt_event _id_t
event, esp_event_handler_t event_handler)
Unregisters mqtt event.
S8
* client -- mqtt client handle
* event -- event ID
* event_handler -- handler to unregister
&[] ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ ARG on invalid event ID
ESP_OK on success
int esp_mgtt_client_get_outbox_size (esp_mgqtt_client_handle_t client)
Get outbox size.
%4 client -- MOTT client handle
1R [1] outbox size 0 on wrong initialization
esp_err_t esp_mqgtt_dispatch_custom_event (esp_mqtt_client_handle_t client, esp_mgqtt_event_t *event)
Dispatch user event to the mqtt internal event loop.
S8
* client -- MQTT client handle
* event -- MQTT event handle structure

&[] ESP_OK on success ESP_ERR_TIMEOUT if the event couldn’t be queued (ref also CON-
FIG_MQTT_EVENT_QUEUE_SIZE)

Structures

struct esp_mgtt_error_codes

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component
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intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification

esp_mqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message
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int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mgqtt error handle including esp-tls errors as well as internal MQOTT errors

bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig

struct esp_mgtt_client_config t

MOTT client configuration structure

 Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_maqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct esp_maqtt_client_config_t::outbox_config_t outbox

Outbox configuration.
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struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration

struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o If uri isn’t set at least hostname, transport and port should.

Public Members

const char *uri
Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’s identity isn’t verified. it’s recommended to set the options in this struct
for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.
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esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.
Client only attach the bundle, the clean up must be done by the user.

const char *certificate

Certificate data, default is NULL. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to cer-
tificate verification). PSK is enabled only if there are no other ways to verify broker. It’s not
copied nor freed by the client, user needs to clean up.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN.

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate
CN must match this name, If NULL, server certificate CN must match hostname. This is ignored
if skip_cert_common_name_check=true. It’s not copied nor freed by the client, user needs to
clean up.

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members
int size
size of MQOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.
Public Members

const char *username

MQTT username
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const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPID% are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mgqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.

Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key. It’s not copied nor freed by the client, user needs to clean up.

size_t certificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided. It’s not copied nor freed by the
client, user needs to clean up.

size_t key_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection
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void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices. It’s not copied nor freed by the client, user needs to clean up.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)

bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set
disable_ auto_reconnect=true to disable

esp_transport_handle_t transport

Custom transport handle to use. Warning: The transport should be valid during the client lifetime
and is destroyed when esp_mgqtt_client_destroy is called.

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

struct outbox_config_t

Client outbox configuration options.

Public Members

uint64_t 1imit

Size limit for the outbox in bytes.

struct session_t

MOQTT Session related configuration

Public Members

struct esp_mgqtt_client_config_t::session_t::last_will t last_will

Last will configuration

Espressif Systems 47 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

bool disable_clean_session

MQOTT clean session, default clean_session is true

int keepalive

MOTT keepalive, default is 120 seconds When configuring this value, keep in mind that the client
attempts to communicate with the broker at half the interval that is actually set. This conservative
approach allows for more attempts before the broker’s timeout occurs

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’t disable keepalive feature, but uses a
default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msg isn’t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag

struct task_t

Client task configuration

Public Members

int priority
MQTT task priority
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int stack_size
MOTT task stack size

struct topic_t

Topic definition struct

Public Members

const char *£ilter

Topic filter to subscribe

int gos

Max QoS level of the subscription

Macros

MQOTT_ ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

esp_mgtt_client_subscribe (client_handle, topic_type, qos_or_size)

Convenience macro to select subscribe function to use.
Notes:

e Usage of esp_mgtt_client_subscribe_single is the same as previous
esp_mgqtt_client_subscribe, refer to it for details.

BH
* client_handle -- MOTT client handle
* topic_type -- Needs to be char* for single subscription or esp_mgtt_topic_t
for multiple topics
* gos_or_size -- It’s either a qos when subscribing to a single topic or the size of the
subscription array when subscribing to multiple topics.
& IH] message_id of the subscribe message on success -1 on failure -2 in case of full outbox.

Type Definitions

typedef struct esp_mgqtt_client *esp_mqgtt_client_handle_t

typedef enum esp_mqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_t structure with

e client - MOTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event
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typedef enum esp_mqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t

MOQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errmo | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mqtt_event_t

MQTT event configuration structure

typedef esp_mgqtt_event t *esp_mqtt_event_handle_t

typedef struct esp_mqtt_client_config_t esp_mqtt_client_config_t

MQTT client configuration structure

¢ Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

typedef struct topic_t esp_mqtt_topic_t

Topic definition struct

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQOTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

Espressif Systems 50 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED
subscribed event, additional context:
* msg_id message id
* error_handle error_type in case subscribing failed

* data pointer to broker response, check for errors.
* data_len length of the data for this event

enumerator MOTT_ EVENT_UNSUBSCRIBED

unsubscribed event, additional context: msg_id

enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA

data event, additional context:

* msg_id message id

* topic pointer to the received topic

* topic_len length of the topic

* data pointer to the received data

« data_len length of the data for this event

¢ current_data_offset offset of the current data for this event

* total_data_len total length of the data received

* retain retain flag of the message

* qos QoS level of the message

¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enumerator MOTT USER_EVENT

Custom event used to queue tasks into mqtt event handler All fields from the esp_mgtt_event_t type could
be used to pass an additional context data to the handler.

enum esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

Values:
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enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOQTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_ REJECTED

MOQOTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MOTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MOQOTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password

enum esp_mgtt_error_type_t
MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enumerator MOTT ERROR_TYPE_SUBSCRIBE_FAILED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MOTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MOTTS

enumerator MOTT TRANSPORT_OVER_WS
MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss
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enum esp_mqgtt_protocol_ver_t

MOQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED
enumerator MOTT PROTOCOL_V_3_1
enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOQTT PROTOCOL_V_5

2.24 ESP-TLS

Heid

ESP-TLS 414t faifk APTHZ 10, T M TLS Zhag, SCkpan CA AUEERIE. SNI. ALPN $RgAIE
PHEEE AR WL 5, AR E TSR 45 1A esp_tls_cfg_t TH5aE. BLEEME, (HPAT API
AT TLS 15 :

e esp_tls_init (): 44k TLS EE/AH

e esp_tls_conn_new_sync(): JFEHIHEZES TLS iE#E.

e esp_tls_conn_new_async(): FEHHIEHE2ER TLS 8z,

e esp_tls_conn_read(): EUTLS 22 _ErIN AEIRE.,

e esp_tls_conn_write(): YN ABIEG A TLS &4,

e esp_tls_conn_destroy(): FEHIERE,

AEAT R Z MY, fn HTTPL, HTTP2 45, ¥ynliff il ESP-TLS 4482 152 .

W2 7 il

i ] ESP-TLS #3722 B3 %420 HTTPS faj B R, %217 protocols/https_request.

ESP-TLS 41 pE4

I— esp_tls.c

— esp_tls.h

— esp_tls_mbedtls.c

I— esp_tls_wolfssl.c

— private_include
}— esp_tls_mbedtls.h
L esp_tls_wolfssl.h

ESP-TLS 2H {4 SC 4 esp-tls/esp_tls.h A3 £ 1% 2H A4 1) 22 3 APT Sk SCfF. #E ESP-TLS A {4 NHB, S 788l
LAY, 2] MbedTLS F1 WoIfSSL 4~ SSL/TLS JE i) Horp — AT 2 e ik @dar, 5
MbedTLS #H % i) API 17U fE esp-tls/private_include/esp_tls_mbedtls.h, i 5 WolfSSL #H 3¢ \] API £ {E
esp-tls/private_include/esp_tls_wolfssl.h,
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TLS JIRk 55 &3 ik

ESP-TLS {E% i (i 1 2 Mk TLS AR5 4RI, Angubxey siflie 55 # R 55 # kA5 . sl Fiidt ==
WSS A% . VA Eesp_t1s_cfg_t SR TR A ML — 2B 58 i TLS JRS5H gk, AR
ek, % PURERATE TLS JEERIEI, 2R 4R,

« cacert_buf fil cacert_bytes: PAZZErf XM ER Mlesp_tls_cfg t ZEMIRIEAE CA JEf,
ESP-TLS it f Zoh X i) CA IEBREMR S48 K, Aiffesp_tls_cfg t &5kfk
LD PR

- cacert_buf - $§%F, 18IS CAIEHMZHIX,
- cacert_bytes - CAIEH K/ (PAFATHHAL) o

» use_global_ca_store: global_ca_store W —R MM #I MG K& E, Tk
ESP-TLS 4R 554y, R BEAEX LRSS HWesp_tls_cfg t gtk
B use_global_ca_store = true., H X¥IEHAIHE global_ca_store HA[H
APL, 52 [ 3CKI APL 2%,

* crt_bundle_attach: ESP x509 yiE{if3 APL$it T (H5ER ik S5 a3, RITE—4A
FESCHY x509 ARUEAS, T TLS iRg5aediik, R 1E S RESP x509 2 4 €,

o psk_hint_key: % {if | 1 It 52 %5 £ 06 IE IR 45 4%, 44 2L #E ESP-TLS menuconfig H J&
F CONFIG_ESP_TLS_PSK_VERIFICATION , $R)5 M &5tk esp_t1s_cfg t Fftdgm PSK
igﬁ%ﬂ%‘@% RS . A AR KRS AUk ) HAb eI, ESP-TLS F#{H PSK 35 kAl

Ao

o Wik 55 AR N UE: Rk W N %4, AR K . 7E ESP-TLS menuconfig H1 5
F CONFIG_ESP_TLS_INSECURE FICONFIG_ESP_TLS_SKIP_SERVER_CERT _VERIFY W] 5 H
ZIEI, MEF, AAKFEesp_tls_clg_t S5FMARIERR MR S AR IR UELELT, ESP-TLS Ff
ERIAB I AR 55 25 Bk

Bt B WEIIR 55 S UE I A ARV KR, Rl Id APL 5 ca_store S5 HAAL
St ss Al , T RE S-S Ot B O I MR S5 A 5L TLS 4%

ESP-TLS JJit 55 %3 UE - 1526 £ Il

i ] MbedTLS HpiUER ), ESP-TLS ZH1: 52 R B R 55 #v ik Bk Beml M i k. Buish, TEAR 552848 511
AT B IR 25 2R 45, 1 a1 m] BRIV P & 3% [ Client Hello™ J1 L FR 46 TLS §7 & (ALPN,
SPI &%) , I ET UL BEREAL M R 55 #RE A% Fiim. SR UL TI6E, 157 ESP-TLS menuconfig H1)5
P CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK .

LA R e L it R esp_t1s_cfg t HRCE, BAWT:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{

/* LR R AT B R A/

return O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,

bi

JiE)2 SSL/TLS Pk

ESP-TLS £l {37 # A MbedTLS 1 WolfSSL £} H i )2 SSL/TLS &, BRiAAXf# ] MbedTLS, WolfSSL [
SSL/TLS J# A[¥E https:/github.com/espressif/esp-wolfssl [/ATFEEL, % QR HLAE — JEH1#% 01 WolfSSL 41
P, FEREE T — SR G B T AR ¢ APL, A SEVF IR A AT, 1S PR README . md 3L
o TFICNE TAE LA T WolfSSL g AR A .
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il BTG T ESP-TLS NER, PRI A 2 8 ok TAR Y ESP-TLS RE .

1t ESP-IDF fii JI] WolfSSL

SAE TR BT WolfSSL, il SRIDA T it
1) AR =404, 4 WolfSSL M= ALk B B ) T 72
(§4 0 cd #A4HNTEE %)

mkdir components
cd components
git clone https://github.com/espressif/esp-wolfssl.git

2) ¥§ WolfSSL 1E K& AN i 3 TAE o
o A PAT v T 2 WolfSSL:

git clone https://github.com/espressif/esp-wolfssl.git ‘

o %18 wolfssl/examples 775, #E TFEHY CMakeLists.txt XFEFi% H EXTRA_COMPONENT_DIRS,
M 7E ESP-IDF 147 ESP-WoIfSSL, 1EIFES M4 & 7 %0 TR T L0970 B T2 /N5

SE BB IRIG AT DALE TARMC B B APRF WolfSSL 11y JiR)= SSL/TLS i, HRBIRATR:

idf.py menuconfig > ESP-TLS > SSL/TLS Library > Mbedtls/Wolfssl ‘

MbedTLS ) WolfSSL %}Lt

N R ZAEM ) WolfSSL #l MbedTLS Wi Ff SSL/TLS J¢, - 7 A7 AH 5% ic B 5 & A BRAIAME I, 847 B
IR % 25 5 4y By IE 1 protocols/https_request 7 il 1) b 4 45 5. % T MbedTLS, IN_CONTENT : i il
OUT_CONTENT - B4 B B>k 16384 F4iFl 4096 35,

B WoIfSSL MbedTLS
ST REHE RS [A] ~19KB ~37KB
B 55K 0 ~22KB ~3.6KB
el ~ 858 KB ~736 KB

Friks MG BTN [ O B ARCAS AN AT, 4G 8 B {E T A5 _ERAA]

ESP-TLS %% %

ESP-TLS SCFffE ESP32-P4 Hifli #7254 (DS), {H 424 ESP-TLS A MbedTLS (ERIAMMNER) AiE)Z
SSL/TLS Mpistikit, A ScRpfii ] TLS Ay 24 . A RETEANIENEE, WEHET 4L (DS). A
KT BELR BRGNS (BINAASEHOTH) , #5517 ESP32-P4 RS E T/ > $#% 4 (DS) [PDF].
TEM B PR R, MR BT84 00, IS T TLS #4257 % oY DS IMEBH .

B 2840 SMBO AU BT s 0 I AL S E iR ik, Y SR BT 25 24 AR BRI . 4 i (4 4L
FEL LTI, AETFELSH, ESP-TLS A NI LI 7284 S . SRR 84 1 Sofeid
% ESP-TLS E'R3C, SN FUBEL. R, fEMBR TLS 8z al, AR ffidsy ESP-TLS EF
SCHRC 244 TR 3

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

X FE R mE AR SR E N ds_ctx, X E S KT UM nvso
SH R, HbhEAEFRDRME

Q)
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esp_tls_cfg_t cfg = {
.clientcert_buf = /* & pgift $ */,
.clientcert_bytes = /* & F it $ kK E +/,
/r EA6EE S+
.ds_data = (void *)ds_ctx,

bi

P S BTFEAIT TLS iR, BRHARDZESHN, (CFERAE gk 1S (clientcert _buf)
FEF5 428 (ds_data) , BLHIAREE P 4H (clientkey_buf) %4 NULL,

o ECE S A MR IEFT U GIE R 7~ 1375 2 5 SSL AL ALE , %7 il ] ESP-TLS SZ 8t TLS i
.

TLS m# &1
ESP-TLS SCRAER il N B B E 5138, TLS S ES RN T 10 IR 55 a3 4 b B SRR i s i

PEEE, AR DMRYE B KRB B0, HA TR TLS Phisleic e . WM ss & 3R 2k
MAE—STEME, W TLS M), RZEERRI.

R P, fFesp_tls_cfg t EffRFiXE ciphersuites_list BRI :

/X ESHF RSB 0 LR, FEAEN TLS EEHE, WEEEN AT AR EAF K
%*/
static const int ciphersuites_list[] = {MBEDTLS_TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
<»SHA384, MBEDTLS_TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 0};
esp_tls_cfg_t cfg = {

.ciphersuites_list = ciphersuites_list,
bi

ESP-TLS N & KB A ciphersuites_list B/ B M, w F
fesp_tls_get_ciphersuites_list () 3RHL TLS ¥pilAk i X R & £ 45 %, H K& &
HINEE MR BRI .

ik HINEEOUE MbedTLS Pl A 2L

TLS Bl A

ESP-TLS figf % TLS MU E AN Y TLS PRBSURAS, 35 BOAKE T2 L M TLS #3% . i, 78
IBATI R[] TLS JEE T PARCE S TLS 1.2, TLS 1.3 SR FHSURA .

Frik: HAT, {E MbedTLS ff:2y ESP-TLS [JiK/= SSL/TLS Wik SCHF LI fE -

3 FE ESP-TLS W &% & TLS P i Mt A, 15 & B esp_tls_cfg t::tls_version,
Mesp_tls_proto_ver_t WIEFEPTTHEMA. WIARTE E P BURA F B, K5 BRIAAR 4 ik 55 25 225K
77 TLS 4%,

ESP-TLS JEHEAYHMSUBRAS al 4 4 X

#include "esp_tls.h"
esp_tls_cfg_ t cfg = {
.tls_version = ESP_TLS_VER_TLS_1_2,

bi
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API 5%

Header File

* components/esp-tls/esp_tls.h
¢ This header file can be included with:

’#include "esp_tls.h" ‘

* This header file is a part of the API provided by the esp—t 1s component. To declare that your component
depends on esp—t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’ PRIV_REQUIRES esp-tls ‘

Functions
esp_err_t esp_tls_cfg_server_session_tickets_init (esp_tls_cfg_server_t *cfg)
Initialize the server side TLS session ticket context.

This function initializes the server side tls session ticket context which holds all necessary data structures to
enable tls session tickets according to RFC5077. Use esp_tls_cfg_server_session_tickets_{free to free the data.

%%, cfqg -- [in] server configuration as esp_tls_cfg_server_t
&[] ESP_OK if setup succeeded ESP_ERR_INVALID_ARG if context is already initialized
ESP_ERR_NO_MEM if memory allocation failed ESP_ERR_NOT_SUPPORTED if session
tickets are not available due to build configuration ESP_FAIL if setup failed
void esp_tls_cfg server_session_tickets_free (esp_tls_cfg server_t *cfg)

Free the server side TLS session ticket context.
%4 cfqg -- server configuration as esp_tls_cfg_server_t

esp_tls_t *esp_tls_init (void)

Create TLS connection.
This function allocates and initializes esp-tls structure handle.
x| tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error

esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)
Create a new blocking TLS/SSL connection with a given "HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

S8

e url -- [in] url of host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg t’. At a minimum,
this structure should be zero-initialized.

1R[] pointer to esp_tls_t, or NULL if connection couldn’t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.

This function establishes a TLS/SSL connection with the specified host in blocking manner.

S
* hostname -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
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e port -- [in] Port number of the host.

e cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* t1s -- [in] Pointer to esp-tls as esp-tls handle.

e -1 If connection establishment fails.
¢ 1 If connection establishment is successful.
* 0 If connection state is in progress.

intesp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new blocking TLS/SSL connection with a given "HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’s url.

ZH

e url -- [in] url of host.

» cfg -- [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ’esp_tls_cfg_t’. At a minimum,
this structure should be zero-initialized.

* tls -- [in] Pointer to esp-tls as esp-tls handle.

B

e -1 If connection establishment fails.

1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’t wait for the connection to get established.

ZH

* hostname -- [in] Hostname of the host.

* hostlen -- [in] Length of hostname.

e port -- [in] Port number of the host.

* cfg -- [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure

should be set to be true.

* tls -- [in] pointer to esp-tls as esp-tls handle.
B

e -1 If connection establishment fails.

* O If connection establishment is in progress.

1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given "HTTP” url.
The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’s url.

SH
e url -- [in] url of host.
» cfqg -- [in] TLS configuration as esp_tls_cfg_t.
* tls -- [in] pointer to esp-tls as esp-tls handle.

* -1 If connection establishment fails.
* O If connection establishment is in progress.
1 If connection establishment is successful.
ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ’data’ into specified tls connection.

¥
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* t1s -- [in] pointer to esp-tls as esp-tls handle.

¢ data -- [in] Buffer from which data will be written.

* datalen -- [in] Length of data buffer.

Bl

» >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.

» <0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.

» ESP_TLS_ERR_SSL.L WANT_READ/ ESP_TLS_ERR_SSL. WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)
Read from specified tls connection into the buffer data’.
S8
* t1s -- [in] pointer to esp-tls as esp-tls handle.
e data -- [in] Buffer to hold read data.
* datalen -- [in] Length of data buffer.
Bl
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.
int esp_tls_conn_destroy (esp_tls_t *tls)
Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
&[] - 0 on success
* -1 if socket error or an invalid argument
ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’s mbedtls_ssl_get_bytes_avail() API.

%% tls -- [in] pointer to esp-tls as esp-tls handle.
Bl
* -1 in case of invalid arg
* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)
Returns the connection socket file descriptor from esp_tls session.
S8
* t1s -- [in] handle to esp_tls context
* sockfd -- [out] int pointer to sockfd value.
&1l - ESP_OK on success and value of sockfd will be updated with socket file descriptor for
connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)
esp_err_t esp_tls_set_conn_sockfd (esp_tls_t *tls, int sockfd)
Sets the connection socket file descriptor for the esp_tls session.
S
* t1s -- [in] handle to esp_tls context
¢ sock£fd -- [in] sockfd value to set.
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&[] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
¢ ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd < 0)

esp_err_t esp_tls_get_conn_state (esp_tls_t *tls, esp_tls_conn_state_t *conn_state)

Gets the connection state for the esp_tls session.

S
* tls -- [in] handle to esp_tls context
* conn_state -- [out] pointer to the connection state value.
& In] - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
* ESP_ERR_INVALID_ARG (Invalid arguments)

esp_err_t esp_tls_set_conn_state (esp_tls_t *tls, esp_tls_conn_state_t conn_state)

Sets the connection state for the esp_tls session.

¥
* t1s -- [in] handle to esp_tls context
e conn_state -- [in] connection state value to set.
&M - ESP_OK on success and value of sockfd for the tls connection shall updated withthe pro-

vided value
e ESP_ERR_INVALID_ARG (Invalid arguments)

void *esp_tls_get_ssl_context (esp_tls_t *tls)

Returns the ssl context.

%4 tls -- [in] handle to esp_tls context
R IH] - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error

esp_err_tesp_tls_init_global_ca_store (void)

Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().
B
» ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().
SH
* cacert_pem_buf -- [in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes -- [in] Length of the buffer.
Bl
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)

Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.
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esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedstls related error codes. The error information is cleared internally
upon return.

* h -- [in] esp-tls error handle.

* esp_tls_code -- [out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code

* esp_tls_flags -- [out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

B

* ESP_ERR_INVALID_STATE if invalid parameters

e ESP_OK (0) if no error occurred

* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

ZH
* h -- [in] esp-tls error handle.
* err_type -- [in] specific error type
* error_code -- [out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

B

ESP_ERR_INVALID_STATE if invalid parameters
ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.

ZH
* tls -- [in] handle to esp_tls context
* error_handle -- [out] pointer to the error handle.

peA |
» ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_tls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

£41:: Modifying the pointer might cause a failure in verifying the certificates.

B
* Pointer to the global CA store currently being used if successful.
* NULL if there is no global CA store set.

const int *esp_tls_get_ciphersuites_list (void)

Get supported TLS ciphersuites list.

See https://www.iana.org/assignments/tls-parameters/tls- parameters.xhtml#tls- parameters-4 for the list of ci-
phersuites

&1 Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites.
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intesp_tls_server_session_create (esp_tls_cfg_server_t *cfg, int sockfd, esp_tls_t *tls)
Create TLS/SSL server session.

This function creates a TLS/SSL server context for already accepted client connection and performs TLS/SSL
handshake with the client

ZH
» cfqg -- [in] Pointer to esp_tls_cfg_server_t
» sockfd -- [in] FD of accepted connection
* t1s -- [out] Pointer to allocated esp_tls_t

P
0 if successful
¢ <0 in case of error

void esp_tls_server_session_delete (esp_tls_t *tls)

Close the server side TLS/SSL connection and free any allocated resources.
This function should be called to close each tls connection opened with esp_tls_server_session_create()
%4 tls -- [in] pointer to esp_tls_t

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)
Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

¥
* host -- [in] Hostname of the host.
* hostlen -- [in] Length of hostname.
e port -- [in] Port number of the host.
* cfg -- [in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle -- [out] ESP-TLS error handle holding potential errors occurred during

connection

* sockfd -- [out] Socket descriptor if successfully connected on TCP layer

&[] ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS

based error codes on failure

Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key

const char *hint

hint in PSK authentication mode in string format

struct t1s_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure
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Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

£47:: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

¢ Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

e where 'h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-support
This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name
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const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey_buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey_pem_buf

Client key legacy name

unsigned int clientkey_bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_ bytes

Size of client key legacy name

const unsigned char *clientkey_password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool use_ecdsa_peripheral

Use the ECDSA peripheral for the private key operations

uint8_t ecdsa_key_efuse_blk
The efuse block where the ECDSA key is stored

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_ MAX
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bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

const int *ciphersuites_list

Pointer to a zero-terminated array of IANA identifiers of TLS ciphersuites. Please check the list validity
by esp_tls_get_ciphersuites_list() API

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

struct esp_tls_cfg_server

ESP-TLS Server configuration parameters.

Public Members
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const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { "h2”, NULL };

* where 'h2’ is the protocol name

const unsigned char *cacert_buf
Client CA certificate in a buffer. This buffer should be NULL terminated

const unsigned char *cacert_pem_buf

Client CA certificate legacy name

unsigned int cacert_bytes

Size of client CA certificate pointed to by cacert_pem_buf

unsigned int cacert_pem_bytes

Size of client CA certificate legacy name

const unsigned char *servercert_buf

Server certificate in a buffer This buffer should be NULL terminated

const unsigned char *servercert_pem_buf

Server certificate legacy name

unsigned int servercert_bytes

Size of server certificate pointed to by servercert_pem_buf

unsigned int servercert_pem_bytes

Size of server certificate legacy name

const unsigned char *serverkey_buf
Server key in a buffer This buffer should be NULL terminated

const unsigned char *serverkey_pem buf

Server key legacy name

unsigned int serverkey_bytes

Size of server key pointed to by serverkey_pem_buf

unsigned int serverkey_pem_bytes

Size of server key legacy name

const unsigned char *serverkey_ password

Server key decryption password string

unsigned int serverkey_password_len

String length of the password pointed to by serverkey_password
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bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

bool use_secure_element

Enable this option to use secure element or atecc608a chip

void *userdata

User data to be added to the ssl context. Can be retrieved by callbacks

Type Definitions

typedef enum esp_tls_conn_state esp_tls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

£41:: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

 Certificate Authority’s certificate may be a chain of certificates in case of PEM format, but could be only
one certificate in case of DER format

¢ Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef void *esp_tls_handshake_callback

typedef struct esp_tls_cfg_server esp_tls_cfg_ server_t

ESP-TLS Server configuration parameters.

typedef struct esp_tls esp_tls_t
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Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING

enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX
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Header File

e components/esp-tls/esp_tls_errors.h
¢ This header file can be included with:

’#include "esp_tls_errors.h" ‘

* This header file is a part of the API provided by the esp—t 1s component. To declare that your component
depends on esp-t1s, add the following to your CMakeLists.txt:

’REQUIRES esp-tls ‘

or

’PRIV_REQUIRES esp-tls ‘

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.

Public Members

esp_err_t last_error

error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

intesp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED

failed to set/get socket option
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ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_ CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error
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ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_ VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSI_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM

System error —errno
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enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type —esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_ FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX

Last err type —invalid entry

2.2.5 ESP HTTP % )13
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esp_http_client_config_t config = {
.url = "http://user:passwd@httpbin.org/basic-auth/user/passwd",
.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

o BT AL

esp_http_client_config_t config = {

.url = "http://httpbin.org/basic-auth/user/passwd",
.username = "user",
.password = "passwd",

.auth_type = HTTP_AUTH_TYPE_BASIC,

bi

ERLZ i

ESP HTTP % ' i 3¢ Ff 3 {4 4 3, & 4 M % 5 4 ob < fil & 1 0 5 4 4 38 =% 7.
esp_http_client_event_id_t WAL T IrA i ] ESP HTTP % F i $h4T HTTP % 3K B n] B & 4
SHE LN

Wilesp http_client_config t::event_handler ¥¢E PIVHEREENE] B B4 I GE .

ESP HTTP % yrimiz Wifs 2

ZWHE ST ATS B PR T iR IR 7 8. 7 ESP HTTP % i 1, m] AT AL 3 #8570 2 i
ALIEHJL;E%*EY W5 o BT BB 34 hin BT ESP Insights HEZL T?TI: LS B2 W E B AR, BRAEAS
#3485 ESP Insights HEZL | 0] DAFEBGZ WIS B S BFR P ] i1t esp_event_handler register ()
PRECE M FAFIEER

FHFIRF AR HTTP 2 i F PR BURBR SR o -

e HTTP_EVENT_ERROR : esp_http_client_handle_t

e HTTP_EVENT_ON_CONNECTED : esp_http_client_handle_t

e HTTP_EVENT_HEADERS_SENT : esp_http_client_handle_t

e HTTP_EVENT_ON_HEADER : esp_http_client_handle_t

e HTTP_EVENT_ON_DATA : esp_http_client_on_data_t

e HTTP_EVENT_ON_FINISH : esp_http_client_handle_t

e HTTP_EVENT_DISCONNECTED : esp_http_client_handle_t

e HTTP_EVENT_REDIRECT : esp_http_client_redirect_event_data_t

FE & ¥ B Uk RB|HTTP_EVENT DISCONNECTED Z ®i, 5 ZF 4 ¥ # — E £ i 3
fesp_http_client_handle_t ¥§ I 44 3. ﬁﬁ‘ﬁ%ﬁi%mjﬂTZéj\%[ﬂE’J%F pUEEE7R
TERTHMBR, FAT R RES S % i ek A0 A8 A i Az

TLS Pl

n[ffesp_http_client_config_t HIE M TIEZ TLS A0 TLS thiliiA. TMELZEE, #HS
% ESP-TLS ") TLS BpilUlAZETT

HTTP % i) TLS PSR AR Al #2407 7 =X

#include "esp_http_client.h"
esp_http_client_config_t config = {
.tls_version = ESP_HTTP_CLIENT_TLS_VER_TLS_1_2,

bi
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API 5%

Header File

» components/esp_http_client/include/esp_http_client.h
¢ This header file can be included with:

’#include "esp_http_client.h" ‘

* This header file is a part of the API provided by the esp_http_client component. To declare that your
component depends on esp_http_client, add the following to your CMakeL.ists.txt:

’REQUIRES esp_http_client ‘

or

’PRIV_REQUIRES esp_http_client ‘

Functions

esp_http_client_handle_t esp_http_client_init (const esp_http_client_config_t *config)
Start a HTTP session This function must be the first function to call, and it returns a esp_http_client_handle_t
that you must use as input to other functions in the interface. This call MUST have a corresponding call to
esp_http_client_cleanup when the operation is complete.

%4 config -- [in] The configurations, see http_client_config_t
B
* esp_http_client_handle_t
* NULL if any errors
esp_err_t esp_http_client_perform (esp_http_client_handle_t client)

Invoke this function after esp_http_client_init and all the options calls are made, and will perform
the transfer as described in the options. It must be called with the same esp_http_client_handle_t as input as
the esp_http_client_init call returned. esp_http_client_perform performs the entire request in either blocking
or non-blocking manner. By default, the API performs request in a blocking manner and returns when done,
or if it failed, and in non-blocking manner, it returns if EAGAIN/EWOULDBLOCK or EINPROGRESS is
encountered, or if it failed. And in case of non-blocking request, the user may call this API multiple times
unless request & response is complete or there is a failure. To enable non-blocking esp_http_client_perform(),
is_async member of esp_http_client_config_t must be set while making a call to esp_http_client_init() API.
You can do any amount of calls to esp_http_client_perform while using the same esp_http_client_handle_t.
The underlying connection may be kept open if the server allows it. If you intend to transfer more than one
file, you are even encouraged to do so. esp_http_client will then attempt to reuse the same connection for
the following transfers, thus making the operations faster, less CPU intense and using less network resources.
Just note that you will have to use esp_http_client_set_** between the invokes to set options for the
following esp_http_client_perform.

51 You must never call this function simultaneously from two places using the same client han-
dle. Let the function return first before invoking it another time. If you want parallel transfers,
you must use several esp_http_client_handle_t. This function include esp_http_client_open
-> esp_http_client_write -> esp_http_client_fetch_headers ->
esp_http_client_read (and option) esp_http_client_close.

%% client -- The esp_http_client handle
B
¢ ESP_OK on successful
 ESP_FAIL on error

esp_err_t esp_http_client_cancel_request (esp_http_client_handle_t client)

Cancel an ongoing HTTP request. This API closes the current socket and opens a new socket with the same
esp_http_client context.
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%%L client -- The esp_http_client handle
Bzl

e ESP_OK on successful

e ESP_FAIL on error

* ESP_ERR_INVALID_ARG

e ESP_ERR_INVALID_STATE

esp_err_t esp_http_client_set_url (esp_http_client_handle_t client, const char *url)
Set URL for client, when performing this behavior, the options in the URL will replace the old ones.

* client -- [in] The esp_http_client handle
e url -- [in] The url
PEA ]
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_set_post_field (esp_http_client_handle_t client, const char *data, int len)

Set post data, this function must be called before esp_http_client_perform. Note: The data param-
eter passed to this function is a pointer and this function will not copy the data.

ZH
* client -- [in] The esp_http_client handle
* data -- [in] post data pointer
* len -- [in] post length
PEA ]
 ESP_OK
» ESP_FAIL

int esp_http_client_get_post_field (esp_http_client_handle_t client, char **data)

Get current post field information.

¥

¢ client -- [in] The client

* data -- [out] Point to post data pointer
iR H] Size of post data

esp_err_t esp_http_client_set_header (esp_http_client_handle_t client, const char *key, const char
*value)

Set http request header, this function must be called after esp_http_client_init and before any perform function.

SH
* client -- [in] The esp_http_client handle
* key -- [in] The header key
e value -- [in] The header value
P
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_header (esp_http_client_handle_t client, const char *key, char **value)

Get http request header. The value parameter will be set to NULL if there is no header which is same as the
key specified, otherwise the address of header value will be assigned to value parameter. This function must
be called after esp_http_client_init.

S
* client -- [in] The esp_http_client handle
* key -- [in] The header key
¢ value -- [out] The header value

* ESP_OK
* ESP_FAIL
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esp_err_t esp_http_client_get_username (esp_http_client_handle_t client, char **value)

Get http request username. The address of username buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

ZH
* client -- [in] The esp_http_client handle
e value -- [out] The username value
P[]
« ESP_OK
¢ ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_username (esp_http_client_handle_t client, const char *username)

Set http request username. The value of username parameter will be assigned to username buffer. If the
username parameter is NULL then username buffer will be freed.

2H
* client -- [in] The esp_http_client handle
e username -- [in] The username value
Bl
« ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_password (esp_hitp_client_handle_t client, char **value)

Get http request password. The address of password buffer will be assigned to value parameter. This function
must be called after esp_http_client_init.

SH
* client -- [in] The esp_http_client handle
* value -- [out] The password value
PEA ]
 ESP_OK
e ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_password (esp_http_client_handle_t client, const char *password)

Set http request password. The value of password parameter will be assigned to password buffer. If the
password parameter is NULL then password buffer will be freed.

S
* client -- [in] The esp_http_client handle
» password -- [in] The password value
P[]
« ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_authtype (esp_http_client_handle_t client, esp_http_client_auth_type_t
auth_type)

Set http request auth_type.

S8

* client -- [in] The esp_http_client handle

* auth_type -- [in] The esp_http_client auth type
B

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_get_user_data (esp_htp_client_handle_t client, void **data)
Get http request user_data. The value stored from the esp_http_client_config_t will be written to the address
passed into data.
S8
* client -- [in] The esp_http_client handle
* data -- [out] A pointer to the pointer that will be set to user_data.
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R M
* ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_user_data (esp_http_client_handle_t client, void *data)

Set http request user_data. The value passed in +data+ will be available during event callbacks. No memory
management will be performed on the user’s behalf.

ZH
* client -- [in] The esp_http_client handle
* data -- [in] The pointer to the user data
P[]
« ESP_OK
* ESP_ERR_INVALID_ARG

int esp_http_client_get_errno (esp_hittp_client_handle_t client)

Get HTTP client session errno.

%% client -- [in] The esp_http_client handle
|

* (-1) if invalid argument

* errno

esp_err_t esp_http_client_set_method (esp_http_client_handle_t client, esp_http_client_method_t
method)

Set http request method.

BH
* client -- [in] The esp_http_client handle
* method -- [in] The method
A
* ESP_OK
* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_timeout_ms (esp_http_client_handle_t client, int timeout_ms)

Set http request timeout.

S
* client -- [in] The esp_http_client handle
e timeout_ms -- [in] The timeout value
P[]
 ESP_OK
 ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_delete_header (esp_http_client_handle_t client, const char *key)
Delete http request header.

ZH
* client -- [in] The esp_http_client handle
* key -- [in] The key
P[]
 ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_open (esp_http_client_handle_t client, int write_len)
This function will be open the connection, write all header strings and return.
S

* client -- [in] The esp_http_client handle

* write_len -- [in] HTTP Content length need to write to the server
B

* ESP_OK

* ESP_FAIL
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int esp_http_client_write (esp_htp_client_handle_t client, const char *buffer, int len)
This function will write data to the HTTP connection previously opened by esp_http_client_open()
S8
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] This value must not be larger than the write_len parameter provided to
esp_http_client_open()
A
e (-1) if any errors
* Length of data written
int64_t esp_http_client_fetch_headers (esp_http_client_handle_t client)
This function need to call after esp_http_client_open, it will read from http stream, process all receive headers.

%4 client -- [in] The esp_http_client handle
Bl
* (0) if stream doesn’t contain content-length header, or chunked encoding (checked by
esp_http_client_is_chunked response)
e (-1: ESP_FAIL) if any errors
* (-ESP_ERR_HTTP_EAGAIN = -0x7007) if call is timed-out before any data was ready
* Download data length defined by content-length header

bool esp_http_client_is_chunked_response (esp_hittp_client_handle_t client)
Check response data is chunked.

%% client -- [in] The esp_http_client handle
J&[A| true or false

int esp_http_client_read (esp_http_client_handle_t client, char *buffer, int len)
Read data from http stream.

$&11: (-ESP_ERR_HTTP_EAGAIN =-0x7007) is returned when call is timed-out before any data was ready

ZH
* client -- [in] The esp_http_client handle
e buffer -- The buffer
* len -- [in] The length
B
e (-1) if any errors
* Length of data was read

intesp_http_client_get_status_code (esp_http_client_handle_t client)
Get http response status code, the valid value if this function invoke after esp_http_client_perform
%% client -- [in] The esp_http_client handle
&[] Status code
intb4_t esp_http_client_get_content_length (esp_http_client_handle_t client)
Get http response content length (from header Content-Length) the valid value if this function invoke after

esp_http_client_perform

%4 client -- [in] The esp_http_client handle
A
¢ (-1) Chunked transfer
* Content-Length value as bytes
esp_err_t esp_http_client_close (esp_http_client_handle_t client)
Close http connection, still kept all http request resources.

%% client -- [in] The esp_http_client handle
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gml
- ESP_OK
« ESP_FAIL

esp_err_t esp_http_client_cleanup (esp_http_client_handle_t client)

This function must be the last function to call for an session. It is the opposite of the esp_http_client_init
function and must be called with the same handle as input that a esp_http_client_init call returned. This might
close all connections this handle has used and possibly has kept open until now. Don’t call this function if you
intend to transfer more files, re-using handles is a key to good performance with esp_http_client.

%4 client -- [in] The esp_http_client handle
PEA ]

e« ESP_OK

e ESP_FAIL

esp_http_client_transport_t esp_http_client_get_transport_type (esp_hittp_client_handle_t client)
Get transport type.

%% client -- [in] The esp_http_client handle
P[]

e HTTP_TRANSPORT_UNKNOWN

e HTTP_TRANSPORT_OVER_TCP

e HTTP_TRANSPORT_OVER_SSL

esp_err_t esp_http_client_set_redirection (esp_http_client_handle_t client)

Set redirection URL. When received the 30x code from the server, the client stores the redirect URL pro-
vided by the server. This function will set the current URL to redirect to enable client to execute the redirec-
tion request. When disable_auto_redirect is set, the client will not call this function but the event
HTTP_EVENT_REDIRECT will be dispatched giving the user control over the redirection event.

%% client -- [in] The esp_http_client handle
$EA |

« ESP_OK

 ESP_FAIL

esp_err_t esp_http_client_reset_redirect_counter (esp_http_client_handle_t client)

Reset the redirection counter. This is useful to reset redirect counter in cases where the same handle is used
for multiple requests.

%% client -- [in] The esp_http_client handle
B M

* ESP_OK

* ESP_ERR_INVALID_ARG

esp_err_t esp_http_client_set_auth_data (esp_http_client_handle_t client, const char *auth_data, int
len)

On receiving a custom authentication header, this API can be invoked to set the authentication information
from the header. This API can be called from the event handler.

ZH
* client -- [in] The esp_http_client handle
* auth_data -- [in] The authentication data received in the header
* len -- [in] length of auth_data.
PEA ]
» ESP_ERR_INVALID_ARG
 ESP_OK

void esp_http_client_add_auth (esp_htip_client_handle_t client)

On receiving HTTP Status code 401, this API can be invoked to add authorization information.

$411:: There is a possibility of receiving body message with redirection status codes, thus make sure to flush
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off body data after calling this APL

%% client -- [in] The esp_http_client handle

bool esp_http_client_is_complete_data_received (esp_http_client_handle_t client)

Checks if entire data in the response has been read without any error.

%% client -- [in] The esp_http_client handle
Bl

* true

* false

int esp_http_client_read_response (esp_http_client_handle_t client, char *buffer, int len)

Helper API to read larger data chunks This is a helper API which internally calls esp_http_client_read
multiple times till the end of data is reached or till the buffer gets full.

BH
* client -- [in] The esp_http_client handle
* buffer -- The buffer
* len -- [in] The buffer length
Bl
* Length of data was read

esp_err_t esp_http_client_flush_response (esp_http_client_handle_t client, int *len)
Process all remaining response data This uses an internal buffer to repeatedly receive, parse, and discard re-
sponse data until complete data is processed. As no additional user-supplied buffer is required, this may be
preferable to esp_http_client_read_response in situations where the content of the response may
be ignored.

SH
* client -- [in] The esp_http_client handle
* len -- Length of data discarded
PEA ]
* ESP_OK If successful, len will have discarded length
» ESP_FAIL If failed to read response
e ESP_ERR_INVALID_ARG If the client is NULL

esp_err_t esp_http_client_get_url (esp_http_client_handle_t client, char *url, const int len)
Get URL from client.

ZH
* client -- [in] The esp_http_client handle
e url -- [inout] The buffer to store URL
* len -- [in] The buffer length
Bzl
« ESP_OK
e ESP_FAIL

esp_err_t esp_http_client_get_chunk_length (esp_http_client_handle_t client, int *len)
Get Chunk-Length from client.
S8

* client -- [in] The esp_http_client handle
len -- [out] Variable to store length

R

* ESP_OK If successful, len will have length of current chunk
ESP_FAIL If the server is not a chunked server
ESP_ERR_INVALID ARG If the client or len are NULL
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Structures

struct esp_http_client_event
HTTP Client events data.

Public Members

esp_http_client_event_id_t event_id

event_id, to know the cause of the event

esp_http_client_handle_t client
esp_http_client_handle_t context

void *data

data of the event

int data_len

data length of data

void *user_data

user_data context, from esp_http_client_config_t user_data

char *header_key

For HTTP_EVENT_ON_HEADER event_id, it’s store current http header key

char *header_value

For HTTP_EVENT_ON_HEADER event_id, it’s store current http header value

struct esp_http_client_on_data
Argument structure for HTTP_EVENT_ON_DATA event.

Public Members

esp_http_client_handle_t client
Client handle

intb4_t data_process

Total data processed

struct esp_http_client_redirect_event_data
Argument structure for HTTP_EVENT_REDIRECT event.

Public Members

esp_http_client_handle_t client
Client handle

Espressif Systems 82
Submit Document Feedback

Release v5.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. API &%

int status_code

Status Code

struct esp_http_client_config_t
HTTP configuration.

Public Members

const char *url

HTTP URL, the information on the URL is most important, it overrides the other fields below, if any

const char *host

Domain or IP as string

int port
Port to connect, default depend on esp_http_client_transport_t (80 or 443)

const char *username

Using for Http authentication

const char *password

Using for Http authentication

esp_http_client_auth_type_t auth_type
Http authentication type, see esp_http_client_auth_type_t

const char *path
HTTP Path, if not set, default is /

const char *query
HTTP query

const char *cert_pem

SSL server certification, PEM format as string, if the client requires to verify server

size_t cert_len

Length of the buffer pointed to by cert_pem. May be 0 for null-terminated pem

const char *client_cert_pem

SSL client certification, PEM format as string, if the server requires to verify client

size_tclient_cert_len

Length of the buffer pointed to by client_cert_pem. May be 0O for null-terminated pem

const char *client_key_pem

SSL client key, PEM format as string, if the server requires to verify client
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size_t client_key_len

Length of the buffer pointed to by client_key_pem. May be O for null-terminated pem

const char *client_key_password

Client key decryption password string

size_t client_key_password_len

String length of the password pointed to by client_key_password

esp_http_client_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

const char *user_agent

The User Agent string to send with HTTP requests

esp_http_client_method_t method
HTTP Method

int timeout_ms

Network timeout in milliseconds

bool disable_auto_redirect

Disable HTTP automatic redirects

intmax_redirection_count

Max number of redirections on receiving HTTP redirect status code, using default value if zero

intmax_authorization_retries

Max connection retries on receiving HTTP unauthorized status code, using default value if zero. Disables
authorization retry if -1

http_event_handle_cb event_handler
HTTP Event Handle

esp_http_client_transport_t transport_type
HTTP transport type, see esp_http_client_transport_t

intbuffer_size
HTTP receive buffer size

intbuffer_size_tx

HTTP transmit buffer size

void *user_data

HTTP user_data context

bool is_async

Set asynchronous mode, only supported with HTTPS for now
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bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field

const char *common_name

Pointer to the string containing server certificate common name. If non-NULL, server certificate CN
must match this name, If NULL, server certificate CN must match hostname.

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting

void *ds_data

Pointer for digital signature peripheral context, see ESP-TLS Documentation for more details

Macros

DEFAULT HTTP_BUF_SIZE

ESP_ERR_HTTP_BASE

Starting number of HTTP error codes

ESP_ERR_HTTP_MAX_ REDIRECT

The error exceeds the number of HTTP redirects

ESP_ERR_HTTP_CONNECT

Error open the HTTP connection

ESP_ERR_HTTP_WRITE_DATA
Error write HTTP data

ESP_ERR_HTTP_FETCH_HEADER

Error read HTTP header from server
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ESP_ERR_HTTP_INVALID_ TRANSPORT

There are no transport support for the input scheme

ESP_ERR_HTTP_CONNECTING
HTTP connection hasn’t been established yet

ESP_ERR_HTTP_EAGAIN
Mapping of errno EAGAIN to esp_err_t

ESP_ERR_HTTP_CONNECTION_CLOSED

Read FIN from peer and the connection closed

Type Definitions

typedef struct esp_http_client *esp_http_client_handle_t

typedef struct esp_http_client_event *esp_http_client_event_handle_t

typedef struct esp_http_client_event esp_http_client_event_t
HTTP Client events data.

typedef struct esp_http_client_on_data esp_http_client_on_data_t
Argument structure for HTTP_EVENT_ON_DATA event.

typedef struct esp_http_client_redirect_event_data esp_http_client_redirect_event_data_t
Argument structure for HTTP_EVENT_REDIRECT event.

typedef esp_err_t (*http_event_handle_cb)(esp_http_client_event_t *evt)

Enumerations

enum esp_http_client_event_id_t
HTTP Client events id.

Values:

enumerator HTTP_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_EVENT_ON_CONNECTED

Once the HTTP has been connected to the server, no data exchange has been performed

enumerator HTTP_EVENT_HEADERS_SENT

After sending all the headers to the server

enumerator HTTP_EVENT_HEADER_SENT

This header has been kept for backward compatibility and will be deprecated in future versions esp-idf

enumerator HTTP_EVENT ON_HEADER

Occurs when receiving each header sent from the server
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enumerator HTTP_EVENT_ON_DATA

Occurs when receiving data from the server, possibly multiple portions of the packet

enumerator HTTP_EVENT_ON_FINISH

Occurs when finish a HTTP session

enumerator HTTP_EVENT_DISCONNECTED

The connection has been disconnected

enumerator HTTP_EVENT_REDIRECT
Intercepting HTTP redirects to handle them manually

enum esp_http_client_transport_t
HTTP Client transport.

Values:

enumerator HTTP_ TRANSPORT_UNKNOWN

Unknown

enumerator HTTP_ TRANSPORT_OVER_TCP

Transport over tcp

enumerator HTTP_ TRANSPORT_OVER_SSL

Transport over ssl

enum esp_http_client_proto_ver_t

Values:

enumerator ESP_HTTP_CLIENT_TLS_VER_ANY

enumerator ESP_HTTP_CLIENT TLS_VER_TLS_1_2

enumerator ESP_HTTP_CLIENT_TLS_VER_TLS_1_3

enumerator ESP_HTTP_CLIENT_TLS_VER_MAX

enum esp_http_client_method_t
HTTP method.

Values:

enumerator HTTP_METHOD_GET
HTTP GET Method

enumerator HTTP_METHOD_POST
HTTP POST Method

enumerator HTTP_METHOD_PUT
HTTP PUT Method
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enumerator HTTP_METHOD_PATCH
HTTP PATCH Method

enumerator HTTP_ METHOD_DELETE
HTTP DELETE Method

enumerator HTTP_METHOD_HEAD
HTTP HEAD Method

enumerator HTTP_ METHOD_NOTIFY
HTTP NOTIFY Method

enumerator HTTP_METHOD_SUBSCRIBE
HTTP SUBSCRIBE Method

enumerator HTTP_ METHOD_UNSUBSCRIBE
HTTP UNSUBSCRIBE Method

enumerator HTTP_ METHOD_OPTIONS
HTTP OPTIONS Method

enumerator HTTP_ METHOD_COPY
HTTP COPY Method

enumerator HTTP_ METHOD_MOVE
HTTP MOVE Method

enumerator HTTP_ METHOD_LOCK
HTTP LOCK Method

enumerator HTTP_ METHOD_UNLOCK
HTTP UNLOCK Method

enumerator HTTP_ METHOD_PROPFIND
HTTP PROPFIND Method

enumerator HTTP_ METHOD_PROPPATCH
HTTP PROPPATCH Method

enumerator HTTP_ METHOD_MKCOL
HTTP MKCOL Method

enumerator HTTP_ METHOD_MAX

enum esp_http_client_auth_type_t
HTTP Authentication type.

Values:
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enumerator HTTP_AUTH_TYPE_NONE

No authention

enumerator HTTP_ AUTH_TYPE_BASIC
HTTP Basic authentication

enumerator HTTP_AUTH_TYPE_DIGEST
HTTP Digest authentication

enum HttpStatus_Code
Enum for the HTTP status codes.

Values:

enumerator HttpStatus_Ok

enumerator HttpStatus_MultipleChoices
enumerator HttpStatus_MovedPermanently
enumerator HttpStatus_Found

enumerator HttpStatus_SeeOther

enumerator HttpStatus_TemporaryRedirect
enumerator HttpStatus_PermanentRedirect
enumerator HttpStatus_BadRequest
enumerator HttpStatus_Unauthorized
enumerator HttpStatus_Forbidden

enumerator HttpStatus_NotFound

enumerator HttpStatus_InternalError

2.2.6 ESP AHufssii

il 1 ESP-IDF {Y ESP ZA<Hb4% il (esp_local_ctrl) 4114, w[{# ] HTTPS i BLE iS5l ESP %45, i —
RO E A FRAE AL SRR N AR RS @A T 1A .

[AE, T HTTP &4
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/* Set the configuration */
httpd_ssl_config_t https_conf = HTTPD_SSL_CONFIG_DEFAULT() ;

/* Load server certificate */

extern const unsigned char servercert_start[] asm("_binary_servercert_pem_
—start");

extern const unsigned char servercert_end[] asm("_binary_servercert_pem_
—end") ;

https_conf.servercert = servercert_start;

https_conf.servercert_len = servercert_end - servercert_start;

/* Load server private key */

extern const unsigned char prvtkey_pem_start[] asm("_binary_prvtkey_pem_
—start");

extern const unsigned char prvtkey_pem_end[] asm("_binary_prvtkey_pem_
—end") ;

https_conf.prvtkey_pem = prvtkey_pem_start;

https_conf.prvtkey_len = prvtkey_pem_end - prvtkey_pem_start;

esp_local_ctrl_config_t config = {
.transport = ESP_LOCAL_CTRL_TRANSPORT_HTTPD,
.transport_config = {

.httpd = &https_conf
}I
.proto_sec = {
.version = PROTOCOM_SECO,
.custom_handle = NULL,
.sec_params = NULL,
}V
.handlers = {
/* User defined handler functions */

.get_prop_values = get_property_values,
.set_prop_values = set_property_values,
.usr_ctx = NULL,

.usr_ctx_free_fn = NULL
i
/* Maximum number of properties that may be set */
.max_properties = 10
i

/* Start esp_local_ctrl service */
ESP_ERROR_CHECK (esp_local_ctrl_start (&confiqg));

VRAT AR DA 16903 - ESP A b s il 44 i e 42 1

1. PROTOCOM_SEC2: 5 7& fii ] 5T SRP6a [ AL AN AL T AES-GCM [ i B i il 25 o 1X —3 TLid
I H5R ) PAKE #p80 (EP SRP6a) $24L T3 KA LREE, A& 52 WG T .

2. PROTOCOM_SEC1: &8 Efi Fl 3T Curve25519 [ 4HRr Wo AT AES-CTR [ 2 i 2%

PROTOCOM_SECO: /& PABHSC (Te%e4t) ﬁtxiﬁ@éﬁ}%’

4. PROTOCOM_SEC_CUSTOM: [ & X 4 4 & kK., W &, i H = — % W e, o W 3% fit
protocomm_security_t * ZKAIf custom_handle,

et

ik MR ﬁéﬁ%%ﬁLLIﬁ HECESCHEBEM. TN, 2% Protocol Communication W1 5T )&
i protocomm 24 {RCA [ 75T

5t e P

e esp_local_ctrl 5, A]RUCHHGNINEM: . BB HA MWL FE name  (FFFER), BFRAR
A type (flﬂﬂl"ﬁ)\ *Tlﬁ' flags (filk) K/ size.
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WRA BB K AL (B, PR ST I), W size (HRORREA 00 XA [ K R
ARSI, AR, R A, FF size FEORENIEHINIME, A BT esp_local_ctrl X HEULEI I H A
RIS R T N A

type Ml £lags FEH) S LIPRT EARM R AR, BT DARKEE . (i, SR, A type
FoREME, ] flags H5E RIERIRFIE

fFan, PAT BRI . seABas Y AR € X T TYPE_TIMESTAMP fll READONLY SR8 AL
i type Al flags FE:

/* Create a timestamp property */
esp_local_ctrl_prop_t timestamp = {

.name = "timestamp",
.type = TYPE_TIMESTAMP,
.size = sizeof (int32_t),
.flags = READONLY,

.ctx = func_get_time,

.ctx_free_fn = NULL
bi

/* Now register the property */
esp_local_ctrl_add_property (&timestamp) ;

T38h, WORBIHIEBCE T —4> ctx FBr, $810 HE XY func_get_time (), M TIEEMER) get/set ZEF
7 R 2R I T 38 o

PAT A get_prop_values () ZFEREFH)— DB, FTAGZR HE
static esp_err_t get_property_values(size_t props_count,

const esp_local_ctrl_prop_t *props,
esp_local_ctrl_prop_val_t *prop_

—values,
void *usr_ctx)

for (uint32_t i = 0; 1 < props_count; i++) {
ESP_LOGI (TAG, "Reading %s", props[i].name);
if (props[i].type == TYPE_TIMESTAMP) {
/* Obtain the timer function from ctx */
int32_t (*func_get_time) (void) = props[i].ctx;

/* Use static variable for saving the value. This is.
—essential because the value has to be valid even after this function.
—returns. Alternative 1is to use dynamic allocation and set the free_ fn.
—field */

static int32_t ts = func_get_time();

prop_values[i].data = &ts;

}
return ESP_OK;

PAF A set_prop_values () WHFEFH— D7, 32 /R B2 Way Sk e e o R i 5 B4

static esp_err_t set_property_values(size_t props_count,
const esp_local_ctrl_prop_t *props,
const esp_local_ctrl_prop_val_t.

—*prop_values,
void *usr_ctx)

{

for (uint32_t i = 0; 1 < props_count; i++) {
if (props[i].flags & READONLY) {
ESP_LOGE (TAG, "Cannot write to read-only property %s",.
—props[i].name);

(R gkzE)
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(£ 50

return ESP_ERR_INVALID_ARG;
} else {
ESP_LOGI (TAG, "Setting %s", props[i].name);

/* For keeping it simple, lets only log the incoming data */
ESP_LOG_BUFFER_HEX_LEVEL (TAG, prop_values[i].data,
prop_values|[i].size, ESP_LOG_INFO);
}
}
return ESP_OK;

}

SERORNHBIE 2 I, protocols/esp_local_ctrl,

5P

TER P ) SE Bt AR v, w0, Gl SRR AL fa AR 2 5 15 A 8 S protocomm £33, ARG KB I HEIR
esp_local_ctrl filt 5 REf% AL FH Y protobuf {5 & . esp_local_ctrl I 55 25X $o05 BaLH Mok, I LA HH Y
HIALBRFEF (set/get). $5E, NAEAACEERR AL BLAY M bY. 2 85 FRR T4 31— 2% protobuf {5 5 H, & H%
Fr o

PA R 42 esp_local_ctrl i} 55 BEf% AL P 45 Flh protobuf {55 &, :

1. get_prop_count : & [ R4 SZHEA JE PR BN

2. qet_pgp_values DR ANRGIE, IR B EERT A B EE R (SRR, AL R
FUE A

3. set_prop_values : 2 PR [FHM-— NP EEHH, AT RERSIXNEEME.

HE, 22T, — NIRRT TR, el EALE . i, & s 0T ME— i JE 14 Frok iR
AENE. BRGNS, &R S get_prop_count, SRS get_prop_values,
NI RSN R T | BI A PRt . h—H R set_prop_values W, WJSE AR
e G )P U SN i | Cil B S5 $E VA TS TN -9 b i VAT HIE TR PA TS T

T T esp_local_ctrl A 552 LR - Ff protocomm i i :

% 1: ESP A 32 A 55 B A3t A i A

ma B | URI (HTTPS R % 28 + | #id
(BLE + | mDNS)
GATT AR
Fa=)
esp_local_cirlivixsitgamdns- W& A F 55
hostname>.local/esp_local_ctrlersion
esp_local_ctrliputtétmdns- KRNI R E B
hosmame>.local/esp_local_ctrl/dontrol
APl 5%
Header File

e components/esp_local_ctrl/include/esp_local_ctrl.h
¢ This header file can be included with:

’#include "esp_local_ctrl.h" ‘

* This header file is a part of the API provided by the esp_local_ctrl component. To declare that your
component depends on esp_local_ctrl, add the following to your CMakeLists.txt:

’REQUIRES esp_local_ctrl ‘

or
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PRIV_REQUIRES esp_local_ctrl

Functions
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_ble (void)

Function for obtaining BLE transport mode.
const esp_local_ctrl_transport_t *esp_local_ctrl_get_transport_httpd (void)

Function for obtaining HTTPD transport mode.

esp_err_t esp_local_ctrl_start (const esp_local_ctrl_config_t *config)
Start local control service.

%%, config -- [in] Pointer to configuration structure
B
e ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_stop (void)
Stop local control service.

esp_err_t esp_local_ctrl_add_property (const esp_local_ctrl_prop_t *prop)
Add a new property.

This adds a new property and allocates internal resources for it. The total number of properties that could be
added is limited by configuration option max_properties

%% prop -- [in] Property description structure
B
* ESP_OK : Success
e ESP_FAIL : Failure
esp_err_t esp_local_ctrl_remove_property (const char *name)

Remove a property.
This finds a property by name, and releases the internal resources which are associated with it.

%% name -- [in] Name of the property to remove
B

e ESP_OK : Success

* ESP_ERR_NOT_FOUND : Failure

const esp_local_ctrl_prop_t *esp_local_ctrl_get_property (const char *name)
Get property description structure by name.

This API may be used to get a property’s context structure esp_local_ctrl_prop_t when its name is
known

%%L name -- [in] Name of the property to find
Bl
* Pointer to property
* NULL if not found
esp_err_t esp_local_ctrl_set_handler (const char *ep_name, protocomm_req_handler_t handler, void
*user_ctx)
Register protocomm handler for a custom endpoint.

This API can be called by the application to register a protocomm handler for an endpoint after the local control
service has started.

2412 In case of BLE transport the names and uuids of all custom endpoints must be provided beforehand as
apart of the protocomm_ble_config_t structuresetinesp_local_ctrl_config_t,and passed
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toesp_local_ctrl_start ().

ZH
* ep_name -- [in] Name of the endpoint
* handler -- [in] Endpoint handler function
* user_ctx -- [in] User data
Rl
¢ ESP_OK : Success
 ESP_FAIL : Failure

Unions

union esp_local_ctrl_transport_config_ t

#include <esp_local_ctrl.h> Transport mode (BLE / HTTPD) configuration.

Public Members

esp_local_ctrl_transport_config_ble_t *ble

This is same as protocomm_ble_config_t. See protocomm_ble. h foravailable configuration
parameters.

esp_local_ctrl_transport_config_htipd_t *httpd

This is same as httpd_ssl_config_t. See esp_https_server.h for available configuration
parameters.

Structures

struct esp_local_ctrl_prop

Property description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

Public Members

char *name

Unique name of property

uint32_t type
Type of property. This may be set to application defined enums

size_t size
Size of the property value, which:

* if zero, the property can have values of variable size
* if non-zero, the property can have values of fixed size only, therefore, checks are performed internally
by esp_local_ctrl when setting the value of such a property
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uint32_t flags

Flags set for this property. This could be a bit field. A flag may indicate property behavior, e.g. read-only
/ constant

void *etx

Pointer to some context data relevant for this property. This will be available for use inside the
get_prop_values and set_prop_values handlers as a part of this property structure. When
set, this is valid throughout the lifetime of a property, till either the property is removed or the
esp_local_ctrl service is stopped.

void (*etx_free_£n)(void *ctx)
Function wused by esp_local_ctrl to internally free the property context when
esp_local_ctrl_remove_property () oresp_local_ctrl_stop () iscalled.
struct esp_local_ctrl_prop_val

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

Public Members

void *data

Pointer to memory holding property value

size_t size

Size of property value

void (*£ree_£fn)(void *data)

This may be set by the application in get_prop_values () handler to tell esp_local_ctrl
to call this function on the data pointer above, for freeing its resources after sending the
get_prop_values response.

struct esp_local_ctrl_handlers

Handlers for receiving and responding to local control commands for getting and setting properties.

Public Members

esp_err_t (*get_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props|],
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for retrieving current values of properties.

4112 If any of the properties have fixed sizes, the size field of corresponding elementin prop_values
need to be set

Param props_count [in] Total elements in the props array

Param props [in] Array of properties, the current values for which have been requested by
the client

Param prop_values [out] Array of empty property values, the elements of which need to be
populated with the current values of those properties specified by props argument

Param usr_ctx [in] This  provides value of the usr_ctx field of
esp_local_ctrl_handlers_t structure
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Return Returning different error codes will convey the corresponding protocol level errors to
the client :

¢ ESP_OK : Success

e ESP_ERR_INVALID_ARG : InvalidArgument
¢ ESP_ERR_INVALID_STATE : InvalidProto

¢ All other error codes : InternalError

esp_err_t (*set_prop_values)(size_t props_count, const esp_local_ctrl_prop_t props[], const
esp_local_ctrl_prop_val_t prop_values[], void *usr_ctx)

Handler function to be implemented for changing values of properties.

i If any of the properties have variable sizes, the size field of the corresponding element in
prop_values must be checked explicitly before making any assumptions on the size.

Param props_count [in] Total elements in the props array
Param props [in] Array of properties, the values for which the client requests to change
Param prop_values [in] Array of property values, the elements of which need to be used for
updating those properties specified by props argument
Param usr_ctx [in] This provides value of the wusr_ctx field of
esp_local_ctrl_handlers_t structure
Return Returning different error codes will convey the corresponding protocol level errors to
the client :
e ESP_OK : Success
¢ ESP_ERR_INVALID_ARG : InvalidArgument
* ESP_ERR_INVALID_STATE : InvalidProto
¢ All other error codes : InternalError

void *usr_ctx

Context pointer to be passed to above handler functions upon invocation. This is different from the
property level context, as this is valid throughout the lifetime of the esp_local_ctrl service, and
freed only when the service is stopped.

void (*usr_ctx_free_£fn)(void *usr_ctx)

Pointer to function which will be internally invoked on usr_ ctx for freeing the context resources when
esp_local_ctrl_stop () is called.

struct esp_local_ctrl_proto_sec_cfg

Protocom security configs

Public Members

esp_local_ctrl_proto_sec_t version

This sets protocom security version, secO/secl or custom If custom, user must provide handle via
proto_sec_custom_handle below

void *custom_handle

Custom security handle if security is set custom via proto_sec above This handle must follow
protocomm_security_t signature

const void *pop

Proof of possession to be used for local control. Could be NULL.
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const void *sec_params

Pointer to security params (NULL if not needed). This is not needed for protocomm security O This
pointer should hold the struct of type esp_local_ctrl_securityl_params_t for protocomm security 1 and
esp_local_ctrl_security2_params_t for protocomm security 2 respectively. Could be NULL.

struct esp_local_ctrl_config

Configuration structure to pass to esp_local_ctrl_start ()

Public Members

const esp_local_ctrl_transport_t *transport

Transport layer over which service will be provided

esp_local_ctrl_transport_config_t transport_config

Transport layer over which service will be provided

esp_local_ctrl_proto_sec_cfg_t proto_sec

Security version and POP

esp_local_ctrl_handlers_t handlers

Register handlers for responding to get/set requests on properties

size_tmax_properties

This limits the number of properties that are available at a time

Macros

ESP_LOCAL_CTRIL_TRANSPORT_BLE

ESP_LOCAL_CTRL_TRANSPORT_HTTPD

Type Definitions

typedef struct esp_local_ctrl_prop esp_local_ctrl_prop_t

Property  description data structure, which is to be populated and passed to the
esp_local_ctrl_add_property () function.

Once a property is added, its structure is available for read-only access inside get_prop_values () and
set_prop_values () handlers.

typedef struct esp_local_ctrl_prop_val esp_local_ctrl_prop_val_t

Property value data structure. This gets passed to the get_prop_values () and set_prop_values ()
handlers for the purpose of retrieving or setting the present value of a property.

typedef struct esp_local_ctrl_handlers esp_local_ctrl_handlers_t

Handlers for receiving and responding to local control commands for getting and setting properties.

typedef struct esp_local_ctrl_transport esp_local_ctrl_transport_t

Transport mode (BLE / HTTPD) over which the service will be provided.

This is forward declaration of a private structure, implemented internally by esp_local_ctrl.
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typedef struct protocomm_ble_config esp_local_ctrl_transport_config_ble_t

Configuration for transport mode BLE.

This is a forward declaration for protocomm_ble_config_t. To use this, application must set CON-
FIG_BT_ENABLED and include protocomm_ble.h.

typedef struct httpd_config esp_local_ctrl_transport_config httpd_t
Configuration for transport mode HTTPD.

This is a forward declaration for ht tpd_ss1_config_t (for HTTPS)or httpd_config_t (for HTTP)

typedef enum esp_local_ctrl_proto_sec esp_local_ctrl_proto_sec_t

Security types for esp_local_control.

typedef protocomm_securityl _params_t esp_local_ctrl_securityl_params_t
typedef protocomm_security2_params_t esp_local_ctrl_security2_params_t

typedef struct esp_local_ctrl_proto_sec_cfg esp_local_ctrl_proto_sec_cfg t

Protocom security configs

typedef struct esp_local_ctrl_config esp_local_ctrl_config_t

Configuration structure to pass to esp_local_ctrl_start ()

Enumerations

enum esp_local_ctrl_proto_sec

Security types for esp_local_control.

Values:

enumerator PROTOCOM_SECO
enumerator PROTOCOM_SEC1
enumerator PROTOCOM_SEC2

enumerator PROTOCOM_SEC_CUSTOM

2.2.7 ESP Hif7ABLBERS

Heid

IR Z O R AR AILEDE o 3K S MAILIORE T — L83 B2k, e R ESCBl 17 4% B AYaE (R s
esp_serial_slave_link fFRELL ML ELKBIAIF B PALS ESP MALIEA Tl A5 -

esp_serial_slave_link W&WIGAEHE, WNRFMREEELE S ESP ML FHUETE .

27 esp_serial_slave_link #H{fH ESP-IDF iii4s v5.0 B A3) T BAMI G2 :
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¢ ESSL component on GitHub

iafT idf.py add-dependency espressif/esp_serial_slave_link Y ESSL ZH{:4500Z Ry
TiH

IR Ph X
WNTE TR T AR UL, 5575 DA SOk

ESP SPI \HL HD (AL T.) BiXBMX

IRE LIty SPT AABLIfiE S FehiE e
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Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl.h
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Functions
esp_err_t essl_init (essl_handle_t handle, uint32_t wait_ms)

Initialize the slave.

ZH
* handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
* ESP_OK: If success
¢ ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* Other value returned from lower layer init.
esp_err_t essl_wait_for_ready (essl_handle_t handle, uint32_t wait_ms)

Wait for interrupt of an ESSL slave device.

ZH
e handle -- Handle of an ESSL device.
e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
Bzl
¢ ESP_OK: If success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_tx_buffer num (essl_handle_t handle, uint32_t *out_tx_num, uint32_t wait_ms)

Get buffer num for the host to send data to the slave. The buffers are size of buffer_size.

S8

* handle -- Handle of a ESSL device.

* out_tx_num -- Output of buffer num that host can send data to ESSL slave.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

e ESP_OK: Success

» ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_get_rx_data_size (essl_handle_t handle, uint32_t *out_rx_size, uint32_t wait_ms)
Get the size, in bytes, of the data that the ESSL slave is ready to send

ZH
* handle -- Handle of an ESSL device.
* out_rx_size -- Output of data size to read from slave, in bytes
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* One of the error codes from SDMMC/SPI host controller

esp_err_t essl_reset_cnt (essl_handle_t handle)

Reset the counters of this component. Usually you don’t need to do this unless you know the slave is reset.

%%, handle -- Handle of an ESSL device.

Rl
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
* ESP_ERR_INVALID_ARG: Invalid argument, handle is not init.

esp_err_t essl_send_packet (essl_handle_t handle, const void *start, size_t length, uint32_t wait_ms)
Send a packet to the ESSL Slave. The Slave receives the packet into buffers whose size is buffer_size

(configured during initialization).

ZH
* handle -- Handle of an ESSL device.
* start -- Start address of the packet to send
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B

length -- Length of data to send, if the packet is over-size, the it will be divided into

blocks and hold into different buffers automatically.
wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success

ESP_ERR_INVALID_ARG: Invalid argument, handle is not init or other argument is not

valid.

ESP_ERR_TIMEOUT: No buffer to use, or error ftrom SDMMC host controller.
ESP_ERR_NOT_FOUND: Slave is not ready for receiving.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode

One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_get_packet (essl_handle_t handle, void *out_data, size_t size, size_t *out_length, uint32_t

wait_ms)

Get a packet from ESSL slave.

S

R

handle -- Handle of an ESSL device.

out_data -- [out] Data output address

size -- The size of the output buffer, if the buffer is smaller than the size of
receive from slave, the driver returns ESP_ERR_NOT_FINISHED
out_length -- [out] Output of length the data actually received from slave.
wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success: All the data has been read from the slave.

data to

ESP_ERR_INVALID_ARG: Invalid argument, The handle is not initialized or the other

arguments are invalid.

ESP_ERR_NOT_FINISHED: Read was successful, but there is still data remaining.

ESP_ERR_NOT_FOUND: Slave is not ready to send data.
ESP_ERR_NOT_SUPPORTED: This API is not supported in this mode
One of the error codes from SDMMC/SPI host controller.

esp_err_t essl_write_req (essl_handle_t handle, uint8_t addr, uint8_t value, uint8_t *value_o, uint32_t

wait_ms)

Write general purpose R/W registers (8-bit) of ESSL slave.

$&1k: sdio 28-31 are reserved, the lower API helps to skip.

S

B

handle -- Handle of an ESSL device.

addr -- Address of register to write. For SDIO, valid address: 0-59. For S
essl_spi.h

value -- Value to write to the register.

value_o -- Output of the returned written value.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

ESP_OK Success
One of the error codes from SDMMC/SPI host controller

esp_err_t essl_read_regq (essl_handle_t handle, uint8_t add, uint8_t *value_o, uint32_t wait_ms)

Read general purpose R/W registers (8-bit) of ESSL slave.

S

handle -- Handle of a ess1 device.

add -- Address of register to read. For SDIO, Valid address: 0-27, 32-63 (28-31 re
return interrupt bits on read). For SPI, see ess1_spi.h

value_o -- Output value read from the register.

wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.

PI, see

served,
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R
e ESP_OK Success
¢ One of the error codes from SDMMC/SPI host controller

esp_err_t essl_wait_int (essl_handle_t handle, uint32_t wait_ms)

wait for an interrupt of the slave

2H
e handle -- Handle of an ESSL device.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
P
* ESP_OK: If interrupt is triggered.
e ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* ESP_ERR_TIMEOUT: No interrupts before timeout.

esp_err_t essl_clear_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)

Clear interrupt bits of ESSL slave. All the bits set in the mask will be cleared, while other bits will stay the
same.

SH

¢ handle -- Handle of an ESSL device.

* intr_mask -- Mask of interrupt bits to clear.

e wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr (essl_handle_t handle, uint32_t *intr_raw, uint32_t *intr_st, uint32_t wait_ms)
Get interrupt bits of ESSL slave.

S
* handle -- Handle of an ESSL device.
* intr_raw -- Output of the raw interrupt bits. Set to NULL if only masked bits are read.
* intr_st -- Output of the masked interrupt bits. set to NULL if only raw bits are read.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B
» ESP_OK: Success
e ESP_INVALID_ARG: If both intr_rawand intr_st are NULL.
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* One of the error codes from SDMMC host controller

esp_err_t essl_set_intr_ena (essl_handle_t handle, uint32_t ena_mask, uint32_t wait_ms)

Set interrupt enable bits of ESSL slave. The slave only sends interrupt on the line when there is a bit both the
raw status and the enable are set.

SH

* handle -- Handle of an ESSL device.

* ena_mask -- Mask of the interrupt bits to enable.

* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
B

¢ ESP_OK: Success

¢ ESP_ERR_NOT_SUPPORTED: Current device does not support this function.

¢ One of the error codes from SDMMC host controller

esp_err_t essl_get_intr_ena (essl_handle_t handle, uint32_t *ena_mask_o, uint32_t wait_ms)
Get interrupt enable bits of ESSL slave.
SH
* handle -- Handle of an ESSL device.

* ena_mask_o -- Output of interrupt bit enable mask.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
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R
e ESP_OK Success
¢ One of the error codes from SDMMC host controller
esp_err_t essl_send_slave_intr (essl_handle_t handle, uint32_t intr_mask, uint32_t wait_ms)
Send interrupts to slave. Each bit of the interrupt will be triggered.
SH
* handle -- Handle of an ESSL device.
* intr_mask -- Mask of interrupt bits to send to slave.
* wait_ms -- Millisecond to wait before timeout, will not wait at all if set to 0-9.
peq |
¢ ESP_OK: Success
* ESP_ERR_NOT_SUPPORTED: Current device does not support this function.
* One of the error codes from SDMMC host controller

Type Definitions

typedef struct essl_dev_t *essl_handle_t
Handle of an ESSL device.

Header File

e components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h

Functions
esp_err_t essl_sdio_init_dev (essl_handle_t *out_handle, const essl_sdio_config_t *config)
Initialize the ESSL SDIO device and get its handle.
S8
* out_handle -- Output of the handle.
* config -- Configuration for the ESSL SDIO device.
B
e ESP_OK: on success
* ESP_ERR_NO_MEM: memory exhausted.
esp_err_t essl_sdio_deinit_dev (essl_handle_t handle)

Deinitialize and free the space used by the ESSL SDIO device.
%% handle -- Handle of the ESSL SDIO device to deinit.
Bl
¢ ESP_OK: on success
* ESP_ERR_INVALID_ARG: wrong handle passed

Structures

struct essl_sdio_config_ t
Configuration for the ESSL SDIO device.

Public Members

sdmmc_card_t *card

The initialized sdmmc card pointer of the slave.

int recv_buffer_size

The pre-negotiated recv buffer size used by both the host and the slave.

Espressif Systems 106 Release v5.3
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v5.3/components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_sdio.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

Header File

» components/driver/test_apps/components/esp_serial_slave_link/include/esp_serial_slave_link/essl_spi.h

Functions
esp_err_t essl_spi_init_dev (essl_handle_t *out_handle, const ess/_spi_config_t *init_config)

Initialize the ESSL SPI device function list and get its handle.

S
* out_handle -- [out] Output of the handle
* init_config -- Configuration for the ESSL SPI device
B
e ESP_OK: On success
* ESP_ERR_NO_MEM: Memory exhausted
e ESP_ERR_INVALID_STATE: SPI driver is not initialized
* ESP_ERR_INVALID_ARG: Wrong register ID
esp_err_t essl_spi_deinit_dev (essl_handle_t handle)

Deinitialize the ESSL SPI device and free the memory used by the device.

%% handle -- Handle of the ESSL SPI device
B
¢ ESP_OK: On success
¢ ESP_ERR_INVALID_STATE: ESSL SPI is not in use

esp_err_t essl_spi_read_reg (void *arg, uint8_t addr, uint8_t *out_value, uint32_t wait_ms)

Read from the shared registers.

$&1:: The registers for Master/Slave synchronization are reserved. Do not use them. (see rx_sync_reg
inessl_spi_config_t)

S8
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr - Address of the shared registers. (Valid: 0 -~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel).

* out_value -- [out] Read buffer for the shared registers.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
Bl
» ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_get_packet (void *arg, void *out_data, size_t size, uint32_t wait_ms)

Get a packet from Slave.

S
* arg -- Context of the component. (Member arg from ess1_handle_t)
* out_data -- [out] Output data address
* size -- The size of the output data.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
B
¢ ESP_OK: On Success
* ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The output data address is neither DMA capable nor 4 byte-
aligned
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» ESP_ERR_INVALID_SIZE: Master requires size bytes of data but Slave did not load
enough bytes.

esp_err_t essl_spi_write_reg (void *arg, uint8_t addr, uint8_t value, uint8_t *out_value, uint32_t
wait_ms)

Write to the shared registers.

$41:: The registers for Master/Slave synchronization are reserved. Do not use them. (see tx_sync_reg
inessl_spi_config_ t)

#41: Feature of checking the actual written value (out_value) is not supported.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
* addr -- Address of the shared registers. (Valid: 0o ~
SOC_SPI_MAXIMUM_BUFFER_SIZE, registers for M/S sync are reserved, see
notel)

* value -- Buffer for data to send, should be align to 4.
* out_value -- [out] Not supported, should be set to NULL.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
PEA ]
e ESP_OK: success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The address argument is not valid. See note 1.
e ESP_ERR_NOT_SUPPORTED: Should set out_value to NULL. See note 2.
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_send_packet (void *arg, const void *data, size_t size, uint32_t wait_ms)

Send a packet to Slave.

ZH
* arg -- Context of the component. (Member arg from ess1_handle_t)
e data -- Address of the data to send
e size -- Size of the data to send.
* wait_ms -- Time to wait before timeout (reserved for future use, user should set this to
0).
P
¢ ESP_OK: On success
e ESP_ERR_INVALID_STATE: ESSL SPI has not been initialized.
* ESP_ERR_INVALID_ARG: The data address is not DMA capable
* ESP_ERR_INVALID_SIZE: Master will send size bytes of data but Slave did not load
enough RX buffer

void essl_spi_reset_cnt (void *arg)
Reset the counter in Master context.

$&11: Shall only be called if the slave has reset its counter. Else, Slave and Master would be desynchronized

%% arg -- Context of the component. (Member arg from ess1_handle_t)

esp_err_t essl_spi_rdbuf (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t flags)
Read the shared buffer from the slave in ISR way.
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$51:: The slave’s HW doesn’t guarantee the data in one SPI transaction is consistent. It sends data in unit of
byte. In other words, if the slave SW attempts to update the shared register when a rdbuf SPI transaction is
in-flight, the data got by the master will be the combination of bytes of different writes of slave SW.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

S

spi -- SPI device handle representing the slave

out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and
aligned to 4

addr -- Address of the slave shared buffer

len -- Length to read

flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: on success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rdbuf_polling (spi_device_handle_t spi, uint8_t *out_data, int addr, int len, uint32_t

flags)

Read the shared buffer from the slave in polling way.

$41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

S

B

spi -- SPI device handle representing the slave

out_data -- [out] Buffer for read data, strongly suggested to be in the DRAM and
aligned to 4

addr -- Address of the slave shared buffer

len -- Length to read

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

ESP_OK: on success
or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t flags)
Write the shared buffer of the slave in ISR way.

#&1¥: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the 1en is
shorter than a word.

ZH

spi -- SPI device handle representing the slave

data -- Buffer for data to send, strongly suggested to be in the DRAM

addr -- Address of the slave shared buffer,

len -- Length to write

flags -- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
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B
* ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrbuf_polling (spi_device_handle_t spi, const uint8_t *data, int addr, int len, uint32_t
flags)

Write the shared buffer of the slave in polling way.

#41:: out_data should be prepared in words and in the DRAM. The buffer may be written in words by the
DMA. When a byte is written, the remaining bytes in the same word will also be overwritten, even the len is
shorter than a word.

¥

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

¢ addr -- Address of the slave shared buffer,

* len -- Length to write

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_polling_transmit.

esp_err_t essl_spi_rddma (spi_device_handle_t spi, uint8_t *out_data, int len, int seg_len, uint32_t flags)

Receive long buffer in segments from the slave through its DMA.

&% 1k This function combines several :cpp:funciessl_spi_rddma_seg and one
:cpp:funciessl_spi_rddma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* out_data -- [out] Buffer to hold the received data, strongly suggested to be in the
DRAM and aligned to 4

* len -- Total length of data to receive.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the rddma_done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
¢ ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_seg (spi_device_handle_t spi, uint8_t *out_data, int seg_len, uint32_t flags)
Read one data segment from the slave through its DMA.

$41:: To read long buffer, call :cpp:funciess1_spi_rddma instead.

S8
* spi -- SPI device handle representing the slave
* out_data -- [out] Buffer to hold the received data. strongly suggested to be in the

DRAM and aligned to 4

* seg_len -- Length of this segment
» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

B
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¢ ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_rddma_done (spi_device_handle_t spi, uint32_t flags)

Send the rddma_ done command to the slave. Upon receiving this command, the slave will stop sending the
current buffer even there are data unsent, and maybe prepare the next buffer to send.

£41:: This is required only when the slave is working in segment mode.

S8

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

* ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma (spi_device_handle_t spi, const uint8_t *data, int len, int seg_len, uint32_t flags)

Send long buffer in segments to the slave through its DMA.

% This function combines several :cpp:funciessl_spi_wrdma_seg and one
:cpp:funciessl_spi_wrdma_done at the end. Used when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* len -- Total length of data to send.

* seg_len -- Length of each segment, which is not larger than the maximum transaction
length allowed for the spi device. Suggested to be multiples of 4. When set < 0, means
send all data in one segment (the wrdma_ done will still be sent.)

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.

» ESP_OK: success
* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_seq (spi_device_handle_t spi, const uint8_t *data, int seg_len, uint32_t flags)

Send one data segment to the slave through its DMA.

$41:: To send long buffer, call :cpp:func:essl_spi_wrdma instead.

SH

* spi -- SPI device handle representing the slave

* data -- Buffer for data to send, strongly suggested to be in the DRAM

* seg_len -- Length of this segment

* flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

e ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

esp_err_t essl_spi_wrdma_done (spi_device_handle_t spi, uint32_t flags)

Send the wrdma_done command to the slave. Upon receiving this command, the slave will stop receiving,
process the received data, and maybe prepare the next buffer to receive.
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1. This is required only when the slave is working in segment mode.

SH

* spi -- SPI device handle representing the slave

» flags-- SPI_TRANS_ * flags to control the transaction mode of the transaction to send.
B

¢ ESP_OK: success

* or other return value from :cpp:func:spi_device_transmit.

Structures

struct essl_spi_config_ t
Configuration of ESSL SPI device.

Public Members

spi_device_handle_t *spi

Pointer to SPI device handle.

uint32_t tx_buf_size

The pre-negotiated Master TX buffer size used by both the host and the slave.

uint8_t tx_sync_reg
The pre-negotiated register ID for Master-TX-SLAVE-RX synchronization. 1 word (4 Bytes) will be
reserved for the synchronization.

uint§_t rx_sync_reg

The pre-negotiated register ID for Master-RX-Slave-TX synchronization. 1 word (4 Bytes) will be re-
served for the synchronization.

2.2.8 ESP x509 i 1545

Heid

ESP x509 i 543 APL (4 1 Fhfag [ ik, W BIRZEH A & 3 x509 LA T TLS 55 drdiilk -

ik HEIAEME ] WolfSSL BHZIE B A AT .

UEA {0 P {04 Mozilla NSS ARUEFAFAE X 9 52 BEARIE 45512 . 1} gen_crt_bundle.py python F2)37, HIKf
UEAS ) TR AR A PIFF AL SCIE A, A ESP32-P4 3t ST

PR GE R, PR
* K[ Morzilla [{) 52 BARIE 4340, At 130 OHE. H B4R HLiE #2024 48 3 H 11 H,
Ei—, 15:25:27 (GMT).,
o TSI IARIE A . P U5 2 41 GRIEF, (R SSLAE-BAA ML MSE T Hd, Hids
K AR LEF] 90% , T B 55 R L)k 99%.
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BEAh, IR E A SR AR B SR A H %, R AR IE B A ) AL B e .

ik FEITA R R E IR gl ], ik 1352%, M cacrt_all.pem ft
REHAHER -

Fic #

L0 B T 3 1 menuconfig 52, CMake £ R4 EF BA B S AE 4

o CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: [ Zh8) & M imE B4 .

o CONFIG_MBEDTLS _DEFAULT CERTIFICATE_BUNDLE: 5 7R INIE 551 3 Hh g i 2eE 5

« CONFIG_MBEDTLS_CUSTOM_CERTIFICATE_BUNDLE_PATH: 357 BiAeill 3560 i AW H A 1
Az

ZAEH T ESP-TLS WS EH AL, KRB858 k43t K) attach pR 4L

esp_tls_cfg_t cfg = {
.crt_bundle_attach = esp_crt_bundle_attach,
bi

B PR T PR G RER L R IR AGIE T
AR B mbedTLS 40, FEBCEHT BLE HIH T attach s PATS IEA 61 -

mbedtls_ssl_config conf;
mbedtls_ssl_config_init (&conf);

esp_crt_bundle_attach (&conf);

R UE A5 5114

HRAIE 4551 323F [ Moxzilla () NSS HUE )5 .
JBAT mk-ca-bundle.pl JIAT FEMAIETIH. HMAKET curl,

AT TE A curl W3 T #EGERES . A Mozilla $2HUY) CA HIES.

% UL A e 18 1 0 128 1 T 3 0 R 1% ROFAHLM R U E Ry, i 648k B w3tech F) SSL Survey .
FRPEX LEIZAAAY , M Mozilla F2ERY 513 A cn_crt_authorities.csv PB4 FR.

SHIE T

UEA A A B W RSP, il OTA S5 B AR Fp— B S . A RAG M) e H 7 ESP-IDF AR L1
TR, AT B A s ARAE 5 2 . R UL Mozilla R #IEA514 .

Ik 45 A £ 5 Mozilla () NSS MR UE 43 5 )5 & B 7 2. 7 ESP-IDF (¥ IR % iR 4% 8¢ #h T iR A o,
NTRIEFFAEYE, 2B EFIEBPEPEFHMIEBRME FHY £, A FE, oL
1} CONFIG_MBEDTLS_CERTIFICATE_BUNDLE_DEPRECATED_LIST ¥ FiiE B M A B E B, X FH
HUEARFE T —A~ ESP-IDF =8 UA [
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NN

{1 ] ESP-TLS 41|t 4 3 EiE 0 i B HTTPS 755 - protocols/https_x509_bundle, %771 F T IE 43
I T WA B € SGIE T3k

i JT] ESP-TLS F1ZRIAEF5 A9 HTTPS 7515 : protocols/https_request.

{5 F§ mbedTLS FIERIAIE 5 £2f% HTTPS 7/~ %] : protocols/https_mbedtls .

API %

Header File

e components/mbedtls/esp_crt_bundle/include/esp_crt_bundle.h
¢ This header file can be included with:

’#include "esp_crt_bundle.h" ‘

* This header file is a part of the API provided by the mbedt 1s component. To declare that your component
depends on mbedt 1s, add the following to your CMakeLists.txt:

’REQUIRES mbedtls ‘

or

’PRIV_REQUIRES mbedtls ‘

Functions
esp_err_t esp_crt_bundle_attach (void *conf)

Attach and enable use of a bundle for certificate verification.
Attach and enable use of a bundle for certificate verification through a verification callback. If no specific bundle

has been set through esp_crt_bundle_set() it will default to the bundle defined in menuconfig and embedded in
the binary.

%4 conf -- [in] The config struct for the SSL connection.
B
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
void esp_crt_bundle_detach (mbedtls_ssl_config *conf)

Disable and dealloc the certification bundle.
Removes the certificate verification callback and deallocates used resources
%4 conf -- [in] The config struct for the SSL connection.

esp_err_t esp_crt_bundle_set (const uint8_t *x509_bundle, size_t bundle_size)

Set the default certificate bundle used for verification.

Overrides the default certificate bundle only in case of successful initialization. In most use cases the bundle
should be set through menuconfig. The bundle needs to be sorted by subject name since binary search is used
to find certificates.

S
* x509_bundle -- [in] A pointer to the certificate bundle.
* bundle_size -- [in] Size of the certificate bundle in bytes.

B m

ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.
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229 HTTP JJ}%%%

HTTP Server ZH{4-424L T7F ESP32 [izf7i4 B4 Web IRF#509Th6E, N4/ HTTP Server 244 API
A 20 9 -

* httpd_start (): A HTTP fRE#SEH], MRPEEAARECE LB N TR, HaREZAR
BTN . RS AR TN EEY, — DRI HTTP jiii (TCP 2:%), J— Pk
WPEFEHIES (UDP 283) | BAIFEIR S #Rp LS MG 48 i i . @4l httpd_start () f&
i# httpd_config_t Z5H{K, W DAYEREENRSS w4 S 10 Iy e B AT 55 i P SE A kR () K /N . TCP i
YR HTTP 3K, ARPEE K URT SEE R Py i AL 38Ry, AL ARy b FR 22 Ak (]
HTTP 3 55 60«

* httpd_stop (): MRIAEAREIE LIRSS 2%, HREBOH RIB WA R . X2 — P ZE R 4K,
B IR S 2T 5 R E IS, SRS FHZ R, W RES ST S S X EFTFR0ES, 1
BRCEMHY) URTARBRAR)Y , HREIrA 2360 B SR EE .

e httpd_register uri_handler(): iBitfE A httpd_uri_t FEH& T 4ok i URL
WNFRAR R . ZEEMARE ST B uri &5, method 2% (LYl HTTPD_GET/HTTPD_POST/
HTTPD_PUT %4), esp_err_t *handler (httpd_req t *req) LHMPREFEET, T2 H
P BRSO user_ctx $7E.

WA

/* URT B REK, EXF W AR GET /uri HXKHHRA +/
esp_err_t get_handler (httpd_reqg_t *req)
{
/ REEHERMEKER */
const char resp[] = "URI GET Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;
}

/* URT B REK, EFEFm AR PoST/uri KM HRA */
esp_err_t post_handler (httpd_reqg_t *req)
{
/* & X HTTP POST H R HEWEME & H KK
* httpd_req_recv() R FEW char* H I, B4 7T &
R _HE A (FELARR)
T EAE R, null AL,
* content_len 2% W FHEHKE */
char content[1007];

/MR ABEKREART Zob KU & #r +/

size_t recv_size = MIN(reg->content_len, sizeof (content));

int ret = httpd_reqg recv(req, content, recv_size);
if (ret <= 0) { /* &KH o0 xrx&EHECL KXW */
/r mE R r/
if (ret == HTTPD_SOCK_ERR_TIMEOUT) {
/* R REBE, AU A httpd_req recv() EH
*EREL, X ERMNAEE
* g B HTTP 408 (F RBH ) #HiR% F P W */
httpd_resp_send_408 (req) ;
I3
/R RAETHIE, RE ESP_FAIL ¥ P # &
*CREEEBEFH XA
return ESP_FAIL;

(P oUgkzh)
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(£ 50

}

JFORHE B R B H/
const char resp[] = "URI POST Response";
httpd_resp_send(req, resp, HTTPD_RESP_USE_STRLEN) ;
return ESP_OK;

3

/* GET /uri W URI WL B HEM */
httpd_uri_t uri_get = {

.uri = "/uri",
.method = HTTP_GET,
.handler = get_handler,

.user_ctx = NULL
bi

/* POST/uri #] URI A F & H */
httpd_uri_t uri_post = {

.uri = "/uri",
.method = HTTP_POST,
.handler = post_handler,

.user_ctx = NULL
bi

/* BB web AW EH S/
httpd_handle_t start_webserver (void)
{
/Y ERBRINWEE S B 1/
httpd_config_t config = HTTPD_DEFAULT_CONFIG() ;

/* B % esp_http _server W LB A */
httpd_handle_t server = NULL;

/* B 3 httpd server */
if (httpd_start (&server, &config) == ESP_OK) {
/* EM URT KERF */
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);
}
/W RR A kK, REWAEE NULL */
return server;

}

/* fE ik web RE B &K +/
void stop_webserver (httpd_handle_t server)

{

if (server) {
/* & 1t httpd server */
httpd_stop (server);

W HTTP Jlit 55 3556l 15457 (T protocols/http_server/simple () HTTP fie g5 /R i, 2 BIETR 140
TAEBAT B A A KRR R, SRR URL & S8, BN k.
HTTP K&

HTTP g5 4 A KIERIINEE, AWELMEHE-EE (S8) 2R EHm, RS2 L
oK. BTN SCRE T i AR B S AS  B, AEKRT DL T R B I E A E SO IR R, DA
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HE TR 2 PRI RETICX 73 N AT B

Kitkornpl

/ BEXEHK, ARBERET XHE */
void free_ctx_func(void *ctx)
{
/% M LR free DLANBY R E B4/
free (ctx);

}

esp_err_t adder_post_handler (httpd_reqg t *req)
{
/r EETXFREESE, WHE—4 +/

if (! reg->sess_ctx) |
req->sess_ctx = malloc (sizeof (ANY_DATA_TYPE)); /*!< 4517 F T X # i */
reqg->free_ctx = free_ctx_func; /I Bk ET XHENE K
o*/

}

/* P ET X HAE
ANY_DATA_TYPE *ctx_data = (ANY_DATA_TYPE *)reg->sess_ctx;

return ESP_OK;
}

PG 5% (i T protocols/http_server/persistent_sockets [ 7 ALH5 .

Websocket JJit 55 2%

HTTP JI% 5 #5240 {145 it websocket 3 . 7] PAYE menuconfig H{ii Jl CONFIG_HTTPD_WS_SUPPORT ¥ J5
JH websocket HJfE. F < QA F websocket TIRE, 125 [ protocols/http_server/ws_echo_server H 5% FAY/R
B

AL B

ESP HTTP R 55 #8 H & M {F, Y4rE FE AN, FH AR E 7l A A BFE . 25200l
Hesp_event_handler register () FENIALTEARFDAE ESP HTTP R 45 andtf T2 403,

esp_http_server_event_id_t f1& ESP HTTP k4528 v e & 4 A r A 44
AT HEFLEIR R R [6) ESP HTTP 4522 S 21 1 T B S 2 2

e HTTP_SERVER_EVENT_ERROR : httpd_err_code_t

e HTTP_SERVER_EVENT_START : NULL

e HTTP_SERVER_EVENT_ON_CONNECTED : int

e HTTP_SERVER_EVENT_ON_HEADER : int

e HTTP_SERVER_EVENT_HEADERS_SENT : int

e HTTP_SERVER_EVENT_ON_DATA : esp_http_server_event_data

e HTTP_SERVER_EVENT_SENT_DATA : esp_http_server_event_data
e HTTP_SERVER_EVENT_DISCONNECTED : int

e HTTP_SERVER_EVENT_STOP : NULL
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API 5%

Header File

e components/esp_http_server/include/esp_http_server.h
* This header file can be included with:

’#include "esp_http_server.h"

* This header file is a part of the API provided by the esp_http_server component. To declare that your
component depends on esp_http_server, add the following to your CMakeLists.txt:

’REQUIRES esp_http_server ‘

or

’PRIV_REQUIRES esp_http_server

Functions
esp_err_t httpd_start (httpd_handle_t *handle, const httpd_config_t *config)

Starts the web server.

Create an instance of HTTP server and allocate memory/resources for it depending upon the specified config-
uration.

Example usage:

//Function for starting the webserver
httpd_handle_t start_webserver (void)

{

// Generate default configuration
httpd_config_t config = HTTPD_DEFAULT_CONFIG () ;

// Empty handle to http_server
httpd_handle_t server = NULL;

// Start the httpd server

if (httpd_start (&server, &config) == ESP_OK) {

// Register URI handlers
httpd_register_uri_handler (server, &uri_get);
httpd_register_uri_handler (server, &uri_post);

}

// If server failed to start, handle will be NULL

return server;

}

2H

* config -- [in] Configuration for new instance of the server

* handle -- [out] Handle to newly created instance of the server. NULL on error
P

* ESP_OK : Instance created successfully

e ESP_ERR_INVALID_ARG : Null argument(s)

* ESP_ERR_HTTPD_ALLOC_MEM : Failed to allocate memory for instance

« ESP_ERR_HTTPD_TASK : Failed to launch server task

esp_err_t httpd_stop (httpd_handle_t handle)
Stops the web server.

Deallocates memory/resources used by an HTTP server instance and deletes it. Once deleted the handle can
no longer be used for accessing the instance.

Example usage:
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// Function for stopping the webserver
void stop_webserver (httpd_handle_t server)
{
// Ensure handle is non NULL
if (server != NULL) {
// Stop the httpd server

httpd_stop (server);

%%; handle -- [in] Handle to server returned by httpd_start
P

* ESP_OK : Server stopped successfully

* ESP_ERR_INVALID_ARG : Handle argument is Null

esp_err_thttpd_register_uri_handler (htpd_handle_t handle, const httpd_uri_t *uri_handler)
Registers a URI handler.

Example usage:

esp_err_t my_uri_handler (httpd_reqg_t* req)
{

// Recv , Process and Send

// Fail condition
if (....) |
// Return fail to close session //
return ESP_FAIL;
}

// On success
return ESP_OK;
3

// URI handler structure
httpd_uri_t my_uri {

.uri = "/my_uri/path/xyz",
.method = HTTPD_GET,
.handler = my_uri_handler,

.user_ctx = NULL
bi

// Register handler
if (httpd_register_uri_handler (server_handle, &my_uri) != ESP_OK) {
// If failed to register handler

£ 1#: URI handlers can be registered in real time as long as the server handle is valid.

SH
¢ handle -- [in] handle to HTTPD server instance
* uri_handler -- [in] pointer to handler that needs to be registered
Bl
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ESP_OK : On successfully registering the handler

ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_HANDLERS_FULL : If no slots left for new handler
ESP_ERR_HTTPD_HANDLER_EXISTS : If handler with same URI and method is al-
ready registered

esp_err_thttpd_unregister_uri_handler (httpd_handle_t handle, const char *uri, httpd_method_t

method)

Unregister a URI handler.

S

B

handle -- [in] handle to HTTPD server instance
uri -- [in] URI string
method -- [in] HTTP method

ESP_OK : On successfully deregistering the handler
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : Handler with specified URI and method not found

esp_err_t httpd_unregister_uri (htpd_handle_t handle, const char *uri)

Unregister all URI handlers with the specified uri string.

SH

B

handle -- [in] handle to HTTPD server instance
uri -- [in] uri string specifying all handlers that need to be deregisterd

ESP_OK : On successfully deregistering all such handlers
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_NOT_FOUND : No handler registered with specified uri string

esp_err_thttpd_sess_set_recv_override (hittpd_handle_t hd, int sockfd, htpd_recv_func_t recv_func)

Override web server’s receive function (by session FD)

This function overrides the web server’s receive function. This same function is used to read HTTP request

packets.

£41:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
» a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S

B

hd -- [in] HTTPD instance handle
sock£fd -- [in] Session socket FD
recv_func -- [in] The receive function to be set for this session

ESP_OK : On successfully registering override
ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_sess_set_send_override (httpd_handle_t hd, int sockfd, httpd_send_func_t send_func)

Override web server’s send function (by session FD)

This function overrides the web server’s send function. This same function is used to send out any response to
any HTTP request.

£41:: This API is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
¢ a URI handler where sockfd is obtained using httpd_req_to_sockfd()
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e hd -- [in] HTTPD instance handle
* sock£d -- [in] Session socket FD
e send_func -- [in] The send function to be set for this session

B

ESP_OK : On successfully registering override
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_set_pending_override (htpd_handle_t hd, int sockfd, httpd_pending_func_t

pending_func)

Override web server’s pending function (by session FD)

This function overrides the web server’s pending function. This function is used to test for pending bytes in a
socket.

$41E: This AP is supposed to be called either from the context of

* an http session APIs where sockfd is a valid parameter
* a URI handler where sockfd is obtained using httpd_req_to_sockfd()

S8
* hd -- [in] HTTPD instance handle
* sock£d -- [in] Session socket FD
* pending_func -- [in] The receive function to be set for this session

B

ESP_OK : On successfully registering override
* ESP_ERR_INVALID_ARG : Null arguments

esp_err_thttpd_req_async_handler_begin (httpd_req_t *r, httpd_req_t **out)

Start an asynchronous request. This function can be called in a request handler to get a request copy that can
be used on a async thread.

ik

e This function is necessary in order to handle multiple requests simultaneously. See exam-
ples/async_requests for example usage.
¢ You must call httpd_req_async_handler_complete() when you are done with the request.

SH

* r -- [in] The request to create an async copy of

* out -- [out] A newly allocated request which can be used on an async thread
B

* ESP_OK : async request object created

esp_err_thttpd_req async_handler_complete (hitpd_req_t *r)

Mark an asynchronous request as completed. This will.

* free the request memory
* relinquish ownership of the underlying socket, so it can be reused.
« allow the http server to close our socket if needed (Iru_purge_enable)
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$5{1: If async requests are not marked completed, eventually the server will no longer accept incoming
connections. The server will log a ”httpd_accept_conn: error in accept (23)” message if this happens.

%%L r -- [in] The request to mark async work as completed
&Ml
* ESP_OK : async request was marked completed
inthttpd_req to_sockfd (httpd_req_t *r)
Get the Socket Descriptor from the HTTP request.
This API will return the socket descriptor of the session for which URI handler was executed on reception of

HTTP request. This is useful when user wants to call functions that require session socket fd, from within a
URI handler, ie. : httpd_sess_get_ctx(), httpd_sess_trigger_close(), httpd_sess_update_lIru_counter().

$41E: This AP is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

%4 r -- [in] The request whose socket descriptor should be found
&l

* Socket descriptor : The socket descriptor for this request

* -1 : Invalid/NULL request pointer

int httpd_req_recv (httpd_req_t *r, char *buf, size_t buf_len)
API to read content data from the HTTP request.

This API will read HTTP content data from the HTTP request into provided buffer. Use content_len provided
in httpd_req_t structure to know the length of data to be fetched. If content_len is too large for the buffer then
user may have to make multiple calls to this function, each time fetching ’buf_len’ number of bytes, while the
pointer to content data is incremented internally by the same number.

ks
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ If an error is returned, the URI handler must further return an error. This will ensure that the erroneous
socket is closed and cleaned up by the web server.
¢ Presently Chunked Encoding is not supported

S8
* r -- [in] The request being responded to
e buf -- [in] Pointer to a buffer that the data will be read into
* buf_len -- [in] Length of the buffer
Bl
* Bytes : Number of bytes read into the buffer successfully
* 0: Buffer length parameter is zero / connection closed by peer
e HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

size_t httpd_req get_hdr_wvalue_len (httpd_req_t *r, const char *field)

Search for a field in request headers and return the string length of it’s value.

i
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

BH

* r -- [in] The request being responded to

* field -- [in] The header field to be searched in the request
Bl

» Length : If field is found in the request URL

 Zero : Field not found / Invalid request / Null arguments

esp_err_thttpd_req get_hdr_value_str (hftpd_req_t *r, const char *field, char *val, size_t val_size)
Get the value string of a field from the request headers.

ik

» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once httpd_resp_send() API is called all request headers are purged, so request headers need be copied
into separate buffers if they are required later.

« If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value.

» Use httpd_req_get_hdr_value_len() to know the right buffer length

S8
* r -- [in] The request being responded to
e field -- [in] The field to be searched in the header
* val -- [out] Pointer to the buffer into which the value will be copied if the field is found
* val_size -- [in] Size of the user buffer "val”
B
* ESP_OK : Field found in the request header and value string copied
* ESP_ERR_NOT_FOUND : Key not found
* ESP_ERR_INVALID_ARG : Null arguments
e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
 ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

size_t httpd_req _get_url_query_len (hitpd_req_t *1)
Get Query string length from the request URL.

£41:: This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

%% r -- [in] The request being responded to
Bl
* Length : Query is found in the request URL
* Zero : Query not found / Null arguments / Invalid request

esp_err_thttpd_req get_url_query_str (httpd_req_t *r, char *buf, size_t buf_len)
Get Query string from the request URL.

i
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Presently, the user can fetch the full URL query string, but decoding will have to be performed by the
user. Request headers can be read using httpd_req_get_hdr_value_str() to know the ’Content-Type’ (eg.
Content-Type: application/x-www-form-urlencoded) and then the appropriate decoding algorithm needs
to be applied.

This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid

If output size is greater than input, then the value is truncated, accompanied by truncation error as return
value

Prior to calling this function, one can use httpd_req_get_url_query_len() to know the query string length
beforehand and hence allocate the buffer of right size (usually query string length + 1 for null termination)
for storing the query string

B8
* r -- [in] The request being responded to
* buf -- [out] Pointer to the buffer into which the query string will be copied (if found)
* buf_len -- [in] Length of output buffer

R m

ESP_OK : Query is found in the request URL and copied to buffer
ESP_ERR_NOT_FOUND : Query not found
ESP_ERR_INVALID_ARG : Null arguments

e ESP_ERR_HTTPD_INVALID_REQ : Invalid HTTP request pointer
* ESP_ERR_HTTPD_RESULT_TRUNC : Query string truncated

esp_err_t httpd_query_key_wvalue (const char *qry, const char *key, char *val, size_t val_size)

Helper function to get a URL query tag from a query string of the type param1=vall&param2=val2.

i

* The components of URL query string (keys and values) are not URLdecoded. The user must check for

’Content-Type’ field in the request headers and then depending upon the specified encoding (URLencoded
or otherwise) apply the appropriate decoding algorithm.

If actual value size is greater than val_size, then the value is truncated, accompanied by truncation error
as return value.

BH
* gry -- [in] Pointer to query string
* key -- [in] The key to be searched in the query string
* val -- [out] Pointer to the buffer into which the value will be copied if the key is found
* val_size -- [in] Size of the user buffer "val”
B
* ESP_OK : Key is found in the URL query string and copied to buffer
* ESP_ERR_NOT_FOUND : Key not found
* ESP_ERR_INVALID_ARG : Null arguments
* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

esp_err_thttpd_req get_cookie_val (httpd_req_t *req, const char *cookie_name, char *val, size_t

*val_size)

Get the value string of a cookie value from the “Cookie” request headers by cookie name.

ZH
* req -- [in] Pointer to the HTTP request
* cookie_name -- [in] The cookie name to be searched in the request
* val -- [out] Pointer to the buffer into which the value of cookie will be copied if the
cookie is found
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* val_size -- [inout] Pointer to size of the user buffer ”val”. This variable will
contain cookie length if ESP_OK is returned and required buffer length incase
ESP_ERR_HTTPD_RESULT_TRUNC is returned.

B

» ESP_OK : Key is found in the cookie string and copied to buffer

* ESP_ERR_NOT_FOUND : Key not found

e ESP_ERR_INVALID_ARG : Null arguments

* ESP_ERR_HTTPD_RESULT_TRUNC : Value string truncated

* ESP_ERR_NO_MEM : Memory allocation failure

bool httpd_uri_match_wildcard (const char *uri_template, const char *uri_to_match, size_t
match_upto)

Test if a URI matches the given wildcard template.

Template may end with ”?” to make the previous character optional (typically a slash), ”*” for a wildcard match,
and ”?7*” to make the previous character optional, and if present, allow anything to follow.

Example:

* * matches everything

¢ /foo/? matches /foo and /foo/

e /foo/* (sans the backslash) matches /foo/ and /foo/bar, but not /foo or /fo

e /foo/?* or /foo/*? (sans the backslash) matches /foo/, /foo/bar, and also /foo, but not /foox or /fo

The special characters ”?” and ”*” anywhere else in the template will be taken literally.

S
* uri_template -- [in] URI template (pattern)
* uri_to_match -- [in] URI to be matched
* match_upto -- [in] how many characters of the URI buffer to test (there may be trailing
query string etc.)
J&[A| true if a match was found

esp_err_t httpd_resp_send (htpd_req_t *r, const char *buf, ssize_t buf_len)
API to send a complete HTTP response.

This API will send the data as an HTTP response to the request. This assumes that you have the entire response
ready in a single buffer. If you wish to send response in incremental chunks use httpd_resp_send_chunk()
instead.

If no status code and content-type were set, by default this will send 200 OK status code and content type
as text/html. You may call the following functions before this API to configure the response headers :
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, the request has been responded to.
* No additional data can then be sent for the request.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH

* r -- [in] The request being responded to

e buf -- [in] Buffer from where the content is to be fetched

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
B

e ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null request pointer
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» ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
« ESP_ERR_HTTPD_RESP_SEND : Error in raw send
e ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_t httpd_resp_send_chunk (htpd_reqg_t *r, const char *buf, ssize_t buf_len)
API to send one HTTP chunk.

This API will send the data as an HTTP response to the request. This API will use chunked-encoding and
send the response in the form of chunks. If you have the entire response contained in a single buffer, please
use httpd_resp_send() instead.

If no status code and content-type were set, by default this will send 200 OK status code and content
type as text/html. You may call the following functions before this API to configure the response headers
httpd_resp_set_status() - for setting the HTTP status string, httpd_resp_set_type() - for setting the Content
Type, httpd_resp_set_hdr() - for appending any additional field value entries in the response header

ik

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* When you are finished sending all your chunks, you must call this function with buf_len as 0.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

SH

* r -- [in] The request being responded to

e buf -- [in] Pointer to a buffer that stores the data

* buf_len -- [in] Length of the buffer, HTTPD_RESP_USE_STRLEN to use strlen()
P[]

* ESP_OK : On successfully sending the response packet chunk

* ESP_ERR_INVALID_ARG : Null request pointer

 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_sendstr (htpd_req_t *r, const char *str)
API to send a complete string as HT TP response.

This API simply calls http_resp_send with buffer length set to string length assuming the buffer contains a null
terminated string

B8
* r -- [in] The request being responded to
str -- [in] String to be sent as response body

Bzl
e ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
* ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ERR_HTTPD RESP_SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

static inline esp_err_t httpd_resp_sendstr_chunk (httpd_req_t *r, const char *str)
API to send a string as an HTTP response chunk.

This API simply calls http_resp_send_chunk with buffer length set to string length assuming the buffer contains
a null terminated string

S8
* r -- [in] The request being responded to
e str -- [in] String to be sent as response body (NULL to finish response packet)
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B
e ESP_OK : On successfully sending the response packet
* ESP_ERR_INVALID_ARG : Null request pointer
 ESP_ERR_HTTPD_RESP_HDR : Essential headers are too large for internal buffer
e ESP_ ERR_HTTPD RESP_SEND : Error in raw send
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request

esp_err_thttpd_resp_set_status (htpd_req_t *r, const char *status)
API to set the HTTP status code.

This API sets the status of the HTTP response to the value specified. By default, the 200 OK’ response is sent
as the response.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the status to this value. The status isn’t sent out until any of the send APIs is executed.
¢ Make sure that the lifetime of the status string is valid till send function is called.

SH
* r -- [in] The request being responded to
» status -- [in] The HTTP status code of this response
B
* ESP_OK : On success
e ESP_ERR_INVALID_ARG : Null arguments
 ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_type (hitpd_req_t *1, const char *type)
API to set the HTTP content type.

This API sets the ’Content Type’ field of the response. The default content type is text/html’.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
» This API only sets the content type to this value. The type isn’t sent out until any of the send APIs is

executed.
* Make sure that the lifetime of the type string is valid till send function is called.

S8
* r -- [in] The request being responded to
* type -- [in] The Content Type of the response

B

ESP_OK : On success
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_set_hdr (hitpd_req_t *r, const char *field, const char *value)
API to append any additional headers.

This API sets any additional header fields that need to be sent in the response.

i
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» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* The header isn’t sent out until any of the send APIs is executed.

¢ The maximum allowed number of additional headers is limited to value of max_resp_headers in config
structure.

* Make sure that the lifetime of the field value strings are valid till send function is called.

ZH
* r -- [in] The request being responded to
e field -- [in] The field name of the HTTP header
e value -- [in] The value of this HTTP header

B

ESP_OK : On successfully appending new header

ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD RESP HDR : Total additional headers exceed max allowed
* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_t httpd_resp_send_err (hitpd_req_t *req, httpd_err_code_t error, const char *msg)
For sending out error code in response to HTTP request.

ik
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
¢ Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
* If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

BH
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
* error -- [in] Error type to send
* msgqg -- [in] Error message string (pass NULL for default message)

e ESP_OK : On successfully sending the response packet

e ESP_ERR_INVALID_ARG : Null arguments

e ESP ERR HTTPD_RESP_SEND : Error in raw send

* ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

esp_err_thttpd_resp_send_custom_err (htipd_req_t *req, const char *status, const char *msg)
For sending out custom error code in response to HTTP request.

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.
e If you wish to send additional data in the body of the response, please use the lower-level functions
directly.

S8
* req -- [in] Pointer to the HTTP request for which the response needs to be sent
e status -- [in] Error status to send
* msgqg -- [in] Error message string
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R M

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_404 (htipd_req_t *r)
Helper function for HTTP 404.

Send HTTP 404 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

Rk
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%4 r -- [in] The request being responded to
B

ESP_OK : On successfully sending the response packet

* ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_ RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_408 (httpd_req_t *r)
Helper function for HTTP 408.

Send HTTP 408 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

S5 %
» This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.

* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

24 r -- [in] The request being responded to
Bl

ESP_OK : On successfully sending the response packet
ESP_ERR_INVALID_ARG : Null arguments
ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

static inline esp_err_t httpd_resp_send_500 (htpd_req_t *r)
Helper function for HTTP 500.

Send HTTP 500 message. If you wish to send additional data in the body of the response, please use the
lower-level functions directly.

i

e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
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* Once this API is called, all request headers are purged, so request headers need be copied into separate
buffers if they are required later.

%%, r -- [in] The request being responded to
R

ESP_OK : On successfully sending the response packet

e ESP_ERR_INVALID_ARG : Null arguments

e ESP_ERR_HTTPD_RESP_SEND : Error in raw send
ESP_ERR_HTTPD_INVALID_REQ : Invalid request pointer

int httpd_send (httpd_req_t *r, const char *buf, size_t buf_len)
Raw HTTP send.
Call this API if you wish to construct your custom response packet. When using this, all essential header, eg.
HTTP version, Status Code, Content Type and Length, Encoding, etc. will have to be constructed manually,

and HTTP delimeters (CRLF) will need to be placed correctly for separating sub-sections of the HTTP response
packet.

If the send override function is set, this API will end up calling that function eventually to send data out.

ik
e This API is supposed to be called only from the context of a URI handler where httpd_req_t* request
pointer is valid.
 Unless the response has the correct HTTP structure (which the user must now ensure) it is not guaranteed

that it will be recognized by the client. For most cases, you wouldn’t have to call this API, but you would
rather use either of : httpd_resp_send(), httpd_resp_send_chunk()

SH

e r -- [in] The request being responded to

* buf -- [in] Buffer from where the fully constructed packet is to be read

* buf_len -- [in] Length of the buffer
B

» Bytes : Number of bytes that were sent successfully
HTTPD_SOCK_ERR_INVALID : Invalid arguments
HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_send (httpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)

A low level API to send data on a given socket

This internally calls the default send function, or the function registered by httpd_sess_set_send_override().

#&1¥: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous data is to be sent over a socket.

ZH
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
Rl

* Bytes : The number of bytes sent successfully
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 HTTPD_SOCK_ERR_INVALID : Invalid arguments
e« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

int httpd_socket_recv (httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)

A low level API to receive data from a given socket

This internally calls the default recv function, or the function registered by httpd_sess_set_recv_override().

#&1¥: This API is not recommended to be used in any request handler. Use this only for advanced use cases,
wherein some asynchronous communication is required.

ZH
* hd -- [in] server instance
* sockfd -- [in] session socket file descriptor
* buf -- [in] buffer with bytes to send
* buf_len -- [in] data size
» flags -- [in] flags for the send() function
A
* Bytes : The number of bytes received successfully
* 0: Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
« HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

esp_err_t httpd_register_err_handler (httpd_handle_t handle, hitpd_err_code_t error,
httpd_err_handler_func_t handler_fn)

Function for registering HTTP error handlers.

This function maps a handler function to any supported error code given by httpd_err_code_t. See
prototype httpd_err_handler_func_t above for details.

BH
e handle -- [in] HTTP server handle
* error -- [in] Error type
* handler_f£n -- [in] User implemented handler function (Pass NULL to unset any pre-
viously set handler)
R
* ESP_OK : handler registered successfully
e ESP_ERR_INVALID_ARG : invalid error code or server handle

esp_err_t httpd_queue_work (httpd_handle_t handle, httpd_work_fn_t work, void *arg)

Queue execution of a function in HTTPD’s context.

This API queues a work function for asynchronous execution

$41:: Some protocols require that the web server generate some asynchronous data and send it to the persis-
tently opened connection. This facility is for use by such protocols.

BH
* handle -- [in] Handle to server returned by httpd_start
* work -- [in] Pointer to the function to be executed in the HTTPD’s context
* arg -- [in] Pointer to the arguments that should be passed to this function
Bl
* ESP_OK : On successfully queueing the work
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e ESP_FAIL : Failure in ctrl socket
e ESP_ERR_INVALID_ARG : Null arguments

void *httpd_sess_get_ctx (httpd_handle_t handle, int sockfd)

Get session context from socket descriptor.

Typically if a session context is created, it is available to URI handlers through the httpd_req_t structure.
But, there are cases where the web server’s send/receive functions may require the context (for example, for
accessing keying information etc). Since the send/receive function only have the socket descriptor at their
disposal, this API provides them with a way to retrieve the session context.

ZH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
B

 void* : Pointer to the context associated with this session
e NULL : Empty context / Invalid handle / Invalid socket fd
void httpd_sess_set_ctx (htpd_handle_t handle, int sockfd, void *ctx, httpd_free_ctx_fn_t free_fn)
Set session context by socket descriptor.
2
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Context object to assign to the session
e free_fn -- [in] Function that should be called to free the context
void *httpd_sess_get_transport_ctx (hitpd_handle_t handle, int sockfd)
Get session ’transport’ context by socket descriptor.

This context is used by the send/receive functions, for example to manage SSL context.
S

httpd_sess_get_ctx()

SH

* handle -- [in] Handle to server returned by httpd_start

* sockfd -- [in] The socket descriptor for which the context should be extracted.
Bl

* void* : Pointer to the transport context associated with this session

* NULL : Empty context / Invalid handle / Invalid socket fd

void httpd_sess_set_transport_ctx (httpd_handle_t handle, int sockfd, void *ctx, htipd_free_ctx_fn_t
free_fn)

Set session ’transport’ context by socket descriptor.

S
httpd_sess_set_ctx()

¥
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor for which the context should be extracted.
* ctx -- [in] Transport context object to assign to the session
» free_fn -- [in] Function that should be called to free the transport context
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void *httpd_get_global_user_ctx (httpd_handle_t handle)

Get HTTPD global user context (it was set in the server config struct)

%%, handle -- [in] Handle to server returned by httpd_start
iR IA] global user context

void *httpd_get_global_transport_ctx (httpd_handle_t handle)
Get HTTPD global transport context (it was set in the server config struct)

%% handle -- [in] Handle to server returned by httpd_start
R[] global transport context

esp_err_thttpd_sess_trigger_close (hftpd_handle_t handle, int sockfd)

Trigger an httpd session close externally.

£57¥: Calling this API is only required in special circumstances wherein some application requires to close
an httpd client session asynchronously.

SH

* handle -- [in] Handle to server returned by httpd_start

* sock£fd -- [in] The socket descriptor of the session to be closed
&I

* ESP_OK : On successfully initiating closure

» ESP_FAIL : Failure to queue work

« ESP_ERR_NOT_FOUND : Socket fd not found

e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_sess_update_lru_counter (htpd_handle_t handle, int sockfd)
Update LRU counter for a given socket.

LRU Counters are internally associated with each session to monitor how recently a session exchanged traffic.
When LRU purge is enabled, if a client is requesting for connection but maximum number of sockets/sessions
is reached, then the session having the earliest LRU counter is closed automatically.

Updating the LRU counter manually prevents the socket from being purged due to the Least Recently Used
(LRU) logic, even though it might not have received traffic for some time. This is useful when all open sock-
ets/session are frequently exchanging traffic but the user specifically wants one of the sessions to be kept open,
irrespective of when it last exchanged a packet.

£41:: Calling this API is only necessary if the LRU Purge Enable option is enabled.

ZH
* handle -- [in] Handle to server returned by httpd_start
* sockfd -- [in] The socket descriptor of the session for which LRU counter is to be
updated
PEA ]
* ESP_OK : Socket found and LRU counter updated
« ESP_ERR_NOT_FOUND : Socket not found
e ESP_ERR_INVALID_ARG : Null arguments

esp_err_t httpd_get_client_1list (httpd_handle_t handle, size_t *fds, int *client_fds)
Returns list of current socket descriptors of active sessions.

412 Size of provided array has to be equal or greater then maximum number of opened sockets, configured
upon initialization with max_open_sockets field in httpd_config_t structure.
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SH
* handle -- [in] Handle to server returned by httpd_start
* fds -- [inout] In: Size of provided client_fds array Out: Number of valid client fds
returned in client_fds,
* client_£ds -- [out] Array of client fds
Bzl
* ESP_OK : Successfully retrieved session list
* ESP_ERR_INVALID_ARG : Wrong arguments or list is longer than provided array

Structures

struct esp_http_server_event_data

Argument structure for HTTP_SERVER_EVENT_ON_DATA and HTTP_SERVER_EVENT_SENT_DATA
event

Public Members

int £4

Session socket file descriptor
int data_len
Data length

struct httpd_config
HTTP Server Configuration Structure.

£41:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

Public Members

unsigned task_priority

Priority of FreeRTOS task which runs the server

size_t stack_size

The maximum stack size allowed for the server task

BaseType_t core_id

The core the HTTP server task will run on

uint32_t task_caps

The memory capabilities to use when allocating the HTTP server task’s stack

uintl6_t server_port

TCP Port number for receiving and transmitting HTTP traffic

uintl6_t ctrl_port

UDP Port number for asynchronously exchanging control signals between various components of the
server
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uint16_t max_open_sockets

Max number of sockets/clients connected at any time (3 sockets are reserved for internal working of the
HTTP server)

uintl6_tmax_uri_handlers

Maximum allowed uri handlers

uint16_t max_resp_headers

Maximum allowed additional headers in HTTP response

uint16_t backlog_conn

Number of backlog connections

bool 1ru_purge_enable

Purge “Least Recently Used” connection

uintl6_t recv_wait_timeout

Timeout for recv function (in seconds)

uint16_t send_wait_timeout

Timeout for send function (in seconds)

void *global_user_ctx

Global user context.

This field can be used to store arbitrary user data within the server context. The value can be retrieved
using the server handle, available e.g. in the httpd_req_t struct.

When shutting down, the server frees up the user context by calling free() on the global_user_ctx field.
If you wish to use a custom function for freeing the global user context, please specify that here.

httpd_free_ctx_fn_t global_user_ctx_free_f£fn

Free function for global user context

void *global_transport_ctx

Global transport context.

Similar to global_user_ctx, but used for session encoding or encryption (e.g. to hold the SSL context). It
will be freed using free(), unless global_transport_ctx_free_fn is specified.

httpd_free_ctx_fn_t global_transport_ctx_ free_f£fn

Free function for global transport context

bool enable_so_linger

bool to enable/disable linger

int linger_timeout

linger timeout (in seconds)

bool keep_alive_enable

Enable keep-alive timeout
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int keep_alive_idle

Keep-alive idle time. Default is 5 (second)

int keep_alive_interval

Keep-alive interval time. Default is 5 (second)

int keep_alive_count

Keep-alive packet retry send count. Default is 3 counts

httpd_open_func_t open_£fn
Custom session opening callback.
Called on a new session socket just after accept(), but before reading any data.

This is an opportunity to set up e.g. SSL encryption using global_transport_ctx and the send/recv/pending
session overrides.

If a context needs to be maintained between these functions, store it in the session using
httpd_sess_set_transport_ctx() and retrieve it later with httpd_sess_get_transport_ctx()

Returning a value other than ESP_OK will immediately close the new socket.

httpd_close_func_t close_£fn

Custom session closing callback.

Called when a session is deleted, before freeing user and transport contexts and before closing the socket.
This is a place for custom de-init code common to all sockets.

The server will only close the socket if no custom session closing callback is set. If a custom callback is
used, close (sockfd) should be called in here for most cases.

Set the user or transport context to NULL if it was freed here, so the server does not try to free it again.

This function is run for all terminated sessions, including sessions where the socket was closed by the
network stack - that is, the file descriptor may not be valid anymore.

httpd_uri_match_func_t uri_match_£n

URI matcher function.

Called when searching for a matching URI: 1) whose request handler is to be executed right after an HTTP
request is successfully parsed 2) in order to prevent duplication while registering a new URI handler using
httpd_register_uri_handler ()

Available options are: 1) NULL : Internally do basic matching using strncmp () 2)
httpd_uri_match_wildcard () : URI wildcard matcher

Users can implement their own matching functions (See description of the
httpd_uri_match_func_t function prototype)

struct httpd_req
HTTP Request Data Structure.

Public Members

httpd_handle_t handle

Handle to server instance

Espressif Systems 136 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

int method

The type of HTTP request, -1 if unsupported method, HTTP_ANY for wildcard method to support every
method

const char uri[HTTPD_MAX_URI_LEN + 1]
The URI of this request (1 byte extra for null termination)

size_t content_len

Length of the request body

void *aux

Internally used members

void *user_ctx

User context pointer passed during URI registration.

void *sess_ctx

Session Context Pointer

A session context. Contexts are maintained across ’sessions’ for a given open TCP connection. One
session could have multiple request responses. The web server will ensure that the context persists across
all these request and responses.

By default, this is NULL. URI Handlers can set this to any meaningful value.

If the underlying socket gets closed, and this pointer is non-NULL, the web server will free up the context
by calling free(), unless free_ctx function is set.

httpd_free_ctx_fn_t free_ctx
Pointer to free context hook
Function to free session context

If the web server’s socket closes, it frees up the session context by calling free() on the sess_ctx member.
If you wish to use a custom function for freeing the session context, please specify that here.

bool ignore_sess_ctx_changes

Flag indicating if Session Context changes should be ignored

By default, if you change the sess_ctx in some URI handler, the http server will internally free the
earlier context (if non NULL), after the URI handler returns. If you want to manage the alloca-
tion/reallocation/freeing of sess_ctx yourself, set this flag to true, so that the server will not perform
any checks on it. The context will be cleared by the server (by calling free_ctx or free()) only if the
socket gets closed.

struct httpd_uri
Structure for URI handler.

Public Members

const char *uri
The URI to handle
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httpd_method_t method
Method supported by the URI, HTTP_ANY for wildcard method to support all methods

esp_err_t (*handler)(hitpd_req_t *1)
Handler to call for supported request method. This must return ESP_OK, or else the underlying socket

will be closed.

void *user_ctx

Pointer to user context data which will be available to handler

Macros

HTTP_ANY

HTTPD_MAX_ REQ HDR_LEN

HTTPD_MAX_URI_LEN

HTTPD_SOCK_ERR_FAIL

HTTPD_SOCK_ERR_INVALID

HTTPD_SOCK_ERR_TIMEOUT

HTTPD_200
HTTP Response 200

HTTPD_204
HTTP Response 204

HTTPD_207
HTTP Response 207

HTTPD_400
HTTP Response 400

HTTPD_404
HTTP Response 404

HTTPD_408
HTTP Response 408

HTTPD_500
HTTP Response 500

HTTPD_TYPE_JSON
HTTP Content type JSON
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HTTPD_TYPE_TEXT
HTTP Content type text/HTML

HTTPD_TYPE_OCTET
HTTP Content type octext-stream

ESP_HTTPD_DEF_CTRL_PORT
HTTP Server control socket port

HTTPD_DEFAULT_CONFIG ()

ESP_ERR_HTTPD_BASE
Starting number of HTTPD error codes

ESP_ERR_HTTPD_HANDLERS_FULL

All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER_EXISTS
URI handler with same method and target URI already registered

ESP_ERR_HTTPD_INVALID_REQ

Invalid request pointer

ESP_ERR_HTTPD_RESULT_TRUNC
Result string truncated

ESP_ERR_HTTPD_RESP_HDR
Response header field larger than supported

ESP_ERR_HTTPD_RESP_SEND

Error occured while sending response packet

ESP_ERR_HTTPD_ALLOC_MEM

Failed to dynamically allocate memory for resource

ESP_ERR_HTTPD_TASK

Failed to launch server task/thread

HTTPD_RESP_USE_STRLEN

Type Definitions

typedef void *httpd_handle_t
HTTP Server Instance Handle.
Every instance of the server will have a unique handle.

typedef enum http_method httpd_method_t
HTTP Method Type wrapper over "enum http_method” available in "http_parser” library.

Espressif Systems 139 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

typedef void (*httpd_free_ctx_£fn_t)(void *ctx)
Prototype for freeing context data (if any)

Param ctx [in] object to free

typedef esp_err_t (*httpd_open_func_t)(httpd_handle_t hd, int sockfd)
Function prototype for opening a session.

Called immediately after the socket was opened to set up the send/recv functions and other parameters of the
socket.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Return
¢ ESP_OK : On success
* Any value other than ESP_OK will signal the server to close the socket immediately

typedef void (*httpd_close_func_t)(hitpd_handle_t hd, int sockfd)

Function prototype for closing a session.

£41E:  It’s possible that the socket descriptor is invalid at this point, the function is called for all terminated
sessions. Ensure proper handling of return codes.

Param hd [in] server instance
Param sockfd [in] session socket file descriptor

typedef bool (*httpd_uri_match_func_t)(const char *reference_uri, const char *uri_to_match, size_t
match_upto)

Function prototype for URI matching.

Param reference_uri [in] URI/template with respect to which the other URI is matched

Param uri_to_match [in] URI/template being matched to the reference URI/template

Param match_upto [in] For specifying the actual length of uri_to_match up to which the
matching algorithm is to be applied (The maximum value is strlen (uri_to_match),
independent of the length of reference_uri)

Return true on match

typedef struct httpd_config httpd_config t
HTTP Server Configuration Structure.

$51:: Use HTTPD_DEFAULT_CONFIG() to initialize the configuration to a default value and then modify
only those fields that are specifically determined by the use case.

typedef struct httpd_req httpd_req_t
HTTP Request Data Structure.

typedef struct httpd_uri httpd_uri_t
Structure for URI handler.

typedef int (*httpd_send_func_t)(htpd_handle_t hd, int sockfd, const char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level send function.
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1. User specified send function must handle errors internally, depending upon the set value of errno, and
return specific HTTPD_SOCK_ERR _ codes, which will eventually be conveyed as return value of httpd_send()
function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes sent successfully
« HTTPD_SOCK_ERR_INVALID : Invalid arguments
e HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket send()
* HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket send()

typedef int (*httpd_recv_func_t)(httpd_handle_t hd, int sockfd, char *buf, size_t buf_len, int flags)
Prototype for HTTPDs low-level recv function.

$51:  User specified recv function must handle errors internally, depending upon the set value of er-
o, and return specific HTTPD_SOCK_ERR_ codes, which will eventually be conveyed as return value of
httpd_req_recv() function

Param hd [in] server instance
Param sockfd [in] session socket file descriptor
Param buf [in] buffer with bytes to send
Param buf_len [in] data size
Param flags [in] flags for the send() function
Return
* Bytes : The number of bytes received successfully
* 0: Buffer length parameter is zero / connection closed by peer
* HTTPD_SOCK_ERR_INVALID : Invalid arguments
* HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket recv()
« HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket recv()

typedef int (*httpd_pending_func_t)(httpd_handle_t hd, int sockfd)
Prototype for HTTPDs low-level “get pending bytes” function.

$&1:: User specified pending function must handle errors internally, depending upon the set value of errno,
and return specific HTTPD_SOCK_ERR_ codes, which will be handled accordingly in the server task.

Param hd [in] server instance

Param sockfd [in] session socket file descriptor

Return
* Bytes : The number of bytes waiting to be received
e« HTTPD_SOCK_ERR_INVALID : Invalid arguments
 HTTPD_SOCK_ERR_TIMEOUT : Timeout/interrupted while calling socket pending()
 HTTPD_SOCK_ERR_FAIL : Unrecoverable error while calling socket pending()

typedef esp_err_t (*httpd_err_handler_func_t)(httpd_req_t *req, httpd_err_code_t error)
Function prototype for HTTP error handling.
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This function is executed upon HTTP errors generated during internal processing of an HTTP request. This is
used to override the default behavior on error, which is to send HTTP error response and close the underlying
socket.

ik

e If implemented, the server will not automatically send out HTTP error response codes, therefore,
httpd_resp_send_err() must be invoked inside this function if user wishes to generate HTTP error re-
sponses.

¢ When invoked, the validity of uri, method, content_lenand user_ctx fields of the httpd_req_t
parameter is not guaranteed as the HTTP request may be partially received/parsed.

e The function must return ESP_OK if underlying socket needs to be kept open. Any other
value will ensure that the socket is closed. The return value is ignored when error is of type
HTTPD_500_INTERNAL_SERVER_ERROR and the socket closed anyway.

Param req [in] HTTP request for which the error needs to be handled
Param error [in] Error type
Return
e ESP_OK : error handled successful
» ESP_FAIL : failure indicates that the underlying socket needs to be closed

typedef void (*httpd_work_£n_t)(void *arg)
Prototype of the HTTPD work function Please refer to httpd_queue_work() for more details.

Param arg [in] The arguments for this work function

Enumerations

enum httpd_err_ code_t

Error codes sent as HTTP response in case of errors encountered during processing of an HTTP request.

Values:

enumerator HTTPD_500_INTERNAL_SERVER_ERROR

enumerator HTTPD_501_METHOD_NOT_IMPLEMENTED

enumerator HTTPD_505_VERSION_NOT_SUPPORTED

enumerator HTTPD_400_BAD_REQUEST

enumerator HTTPD_401_UNAUTHORIZED

enumerator HTTPD_403_FORBIDDEN

enumerator HTTPD_404_NOT_FOUND

enumerator HTTPD_405_METHOD_NOT_ALLOWED

enumerator HTTPD_408_REQ_TIMEOUT
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enumerator HTTPD_411_LENGTH_REQUIRED
enumerator HTTPD_414_URI_TOO_LONG
enumerator HTTPD_431_REQ_HDR_FIELDS_TOO_LARGE

enumerator HTTPD_ERR_CODE_MAX

enum esp_http_server_event_id_t
HTTP Server events id.

Values:

enumerator HTTP_ SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTP_ SERVER_EVENT_START

This event occurs when HTTP Server is started

enumerator HTTP_SERVER_EVENT_ON_CONNECTED

Once the HTTP Server has been connected to the client, no data exchange has been performed

enumerator HTTP_ SERVER_EVENT_ON_HEADER

Occurs when receiving each header sent from the client

enumerator HTTP_SERVER_EVENT _HEADERS_SENT
After sending all the headers to the client

enumerator HTTP_ SERVER_EVENT_ON_DATA

Occurs when receiving data from the client

enumerator HTTP_ SERVER_EVENT_SENT_DATA

Occurs when an ESP HTTP server session is finished

enumerator HTTP_SERVER_EVENT_DISCONNECTED

The connection has been disconnected
enumerator HTTP_ SERVER_EVENT_STOP

This event occurs when HTTP Server is stopped

2.2.10 HTTPS JJit55%3
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— httpd _sess_set_send _override ()
— httpd_sess_set_recv_override ()
— httpd_sess_set_pending_override ()
e ”transport context” 12 R
- httpd_sess_get_transport_ctx(): 1&[B&iEH K SSL
— httpd sess_set_transport_ctx()
— httpd_get_global_transport_ctx(): R[EIEZH SSL FF
— httpd_config::global_transport_ctx
- httpd_config::global_transport_ctx_free_fn
— httpd_config::open_fn: JTKBELEERF

Hofth APYIRIRER], oAy HoAR R o

I

5% 7~ Al protocols/https_server Jfe2f > QA4 B R IR 55 2% -

SVATT S, AFFAEBGES, RFHARAZIE T, I B MR g5 (K P e B R A I T i A K S
REHAR MRS ¢ IR B R AL

18 3 AR R R A L B S5 A R R AR ht tpd_ssl_config: :transport_mode, TU\L? p ik A
N OB = i) i e R e W R B 9 A o o e A B E O R =7 S TU\@%JH:IJJ

BB IR A KA EPIRD , AWM R R B H LR TUAR G B Z WS OLR, WREw 2Lt 2 i)
o JEEEE L CATIF A 2 B PRI R, R AT AE] 100 ms.

ERLg i

ESP HTTPS [k 5 #5725 & S5 14 A AR B, AT DA O 3 #HAA 3R B Ml e S (R AL PRAR T . A PR e 0 201 il
Hesp_event_handler_register () #Ef30F, PAFSE) ESP HTTPS JIR 4528 Ab PRI

esp_https_server_event_id_t &7 ESP HTTPS IR4#% 0] G8 & A 19 G 544
G AR [E ESP HTTPS Jik 55 g5 S0 S A s 28 2000 firos -

e HTTPS_SERVER_EVENT_ERROR : esp_https_server_last_error_t
HTTPS_SERVER_EVENT_START : NULL
HTTPS_SERVER_EVENT_ON_CONNECTED : NULL
HTTPS_SERVER_EVENT_ON_DATA : int
HTTPS_SERVER_EVENT_SENT_DATA : NULL

e HTTPS_SERVER_EVENT_DISCONNECTED : NULL

e HTTPS_SERVER_EVENT_STOP : NULL

API %

Header File

¢ components/esp_https_server/include/esp_https_server.h
* This header file can be included with:
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’#include "esp_https_server.h"

* This header file is a part of the API provided by the esp_https_server component. To declare that your
component depends on esp_https_server, add the following to your CMakeLists.txt:

’REQUIRES esp_https_server ‘

or

’PRIV_REQUIRES esp_https_server

Functions
esp_err_thttpd_ssl_start (htpd_handle_t *handle, hitpd_ssl_config_t *config)
Create a SSL capable HTTP server (secure mode may be disabled in config)
SH
* config -- [inout] - server config, must not be const. Does not have to stay valid after
calling this function.
* handle -- [out] - storage for the server handle, must be a valid pointer

J&[A] success
esp_err_thttpd_ssl_stop (hitpd_handle_t handle)

Stop the server. Blocks until the server is shut down.
2% handle -- [in]
Bl
* ESP_OK: Server stopped successfully
* ESP_ERR_INVALID_ARG: Invalid argument
o ESP_FAIL: Failure to shut down server

Structures

struct esp_https_server_user_cb_arg

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

Public Members

httpd_ssl_user_cb_state_t user_cb_state

State of user callback

esp_tls_t *t1s
ESP-TLS connection handle

structhttpd_ssl_config
HTTPS server config struct

Please use HTTPD_SSL_CONFIG_DEFAULT() to initialize it.
Public Members
hitpd_config_t httpd

Underlying HTTPD server config

Parameters like task stack size and priority can be adjusted here.
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const uint8_t *servercert

Server certificate

size_t servercert_len

Server certificate byte length

const uint8_t *cacert_pem

CA certificate ((CA used to sign clients, or client cert itself)

size_t cacert_len

CA certificate byte length

const uint§_t *prvtkey_pem
Private key

size_t prvtkey_len
Private key byte length

bool use_ecdsa_peripheral

Use ECDSA peripheral to use private key

uint8_t ecdsa_key_efuse_blk
The efuse block where ECDSA key is stored

httpd_ssl_transport_mode_t transport_mode

Transport Mode (default secure)

uint16_t port_secure

Port used when transport mode is secure (default 443)

uintl6_t port_insecure

Port used when transport mode is insecure (default 80)

bool session_tickets

Enable tls session tickets

bool use_secure_element

Enable secure element for server session

esp_https_server_user_cb *user_cb

User callback for esp_https_server

void *ss1_userdata

User data to add to the ssl context

esp_tls_handshake_callback cert_select_cb

Certificate selection callback to use. The callback is only applicable when CON-
FIG_ESP_TLS_SERVER_CERT_SELECT_HOOK is enabled in menuconfig
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const char **alpn_protos

Application protocols the server supports in order of prefernece. Used for negotiating during the TLS
handshake, first one the client supports is selected. The data structure must live as long as the https server
itself

Macros
HTTPD_SSL_CONFIG_DEFAULT ()

Default config struct init Notes:

e port is set when starting the server, according to ’transport_mode’

¢ one socket uses ~ 40kB RAM with SSL, we reduce the default socket count to 4
* SSL sockets are usually long-lived, closing LRU prevents pool exhaustion DOS
* Stack size may need adjustments depending on the user application

Type Definitions

typedef struct esp_https_server_user_cb_arg esp_https_server_user_cb_arg_t

Callback data struct, contains the ESP-TLS connection handle and the connection state at which the callback
is executed.

typedef esp_tls_last_error_t esp_https_server_last_error_t

typedef void esp_https_server_user_cb (esp_https_server_user_cb_arg_t *user_cb)

Callback function prototype Can be used to get connection or client information (SSL context) E.g. Client
certificate, Socket FD, Connection state, etc.

Param user_cb Callback data struct

typedef struct httpd_ssl_config httpd_ssl_config t

Enumerations
enum esp_https_server_event_id_t

Values:

enumerator HTTPS__SERVER_EVENT_ERROR

This event occurs when there are any errors during execution

enumerator HTTPS_SERVER_EVENT_START

This event occurs when HTTPS Server is started

enumerator HTTPS_SERVER_EVENT_ ON_CONNECTED
Once the HTTPS Server has been connected to the client

enumerator HTTPS_SERVER_EVENT ON_DATA

Occurs when receiving data from the client

enumerator HTTPS_SERVER_EVENT _SENT_DATA
Occurs when an ESP HTTPS server sends data to the client

enumerator HTTPS__SERVER_EVENT_DISCONNECTED

The connection has been disconnected
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enumerator HTTPS__SERVER_EVENT_STOP
This event occurs when HTTPS Server is stopped

enum httpd_ssl_transport_mode_t

Values:

enumerator HTTPD_SSL__TRANSPORT_SECURE
enumerator HTTPD_SSL_TRANSPORT_INSECURE

enum httpd_ssl_user_cb_state_t

Indicates the state at which the user callback is executed, i.e at session creation or session close.

Values:

enumerator HTTPD_SSL_USER_CB_SESS_CREATE

enumerator HTTPD_SSL_USER_CB_SESS_CLOSE

2.2.11 ICMP o)

HEid
¥ s 2 il 41 SCHMX ACMP) 3@ 3 2 Wr sz il H Y, sm iy IP B4 e, W AR 45 T/ ping
M, Rl Echo Reply, MUERTIBUFEAEN 0 1Y ICMP it S BLH -

F£ ping A5, EICHIE TN K ICMP echo request), A JF 4572t (ICMP echo reply), 251
HUAG I PR lid X3 A, @ REI R A B AR . WEIE R A S, IR ENLS RN IP B
BZMGTH RS (R AR, BAT A .

I0T a5l 7 7 2 A AL R IR 55 av e 75 nT o AR AR SS g 4, e Bl i P & i i dlad )7 ping
2, W AR BT ICMP echo $dintd, tRESEBLX —IfE.

ot — ATy I P #RAt, ESP-IDF 244t 77— 2841 /il APLL

G4t ping 25 ZLAE ping 1, H/ETIHS esp_ping_config_t, $§&HRG R IP ikl [6]fFEES
(B MCE . BEAh, ] PAET esp_ping_callbacks_t M EIJH AL

B ping G ] & BUR B -

static void test_on_ping_success (esp_ping_handle_t hdl, woid *args)
{
// optionally, get callback arguments
// const char* str = (const char*) args;
// printf("%s\r\n", str); // "foo"
uint8_t ttl;
uintlé6_t seqno;
uint32_t elapsed_time, recv_len;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile (hdl, ESP_PING_PROF_TTL, &ttl, sizeof(ttl));
esp_ping_get_profile(hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr)) ;

Q)
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esp_ping_get_profile (hdl, ESP_PING_PROF_SIZE, &recv_len, sizeof (recv_len));
esp_ping_get_profile (hdl, ESP_PING_PROF_TIMEGAP, &elapsed_time, sizeof (elapsed_
—time));
printf ("$d bytes from %s icmp_seg=%d ttl=%d time=%d ms\n",
recv_len, inet_ntoa(target_addr.u_addr.ip4), seqgno, ttl, elapsed_time);

static void test_on_ping_timeout (esp_ping_handle_t hdl, wvoid *args)
{
uintlé_t seqno;
ip_addr_t target_addr;
esp_ping_get_profile (hdl, ESP_PING_PROF_SEQNO, &segno, sizeof (seqno));
esp_ping_get_profile (hdl, ESP_PING_PROF_IPADDR, &target_addr, sizeof (target_
—addr) ) ;
printf ("From %$s icmp_seg=%d timeout\n", inet_ntoa(target_addr.u_addr.ip4),.
—»s5eqno) ;

}

static void test_on_ping_end(esp_ping_handle_t hdl, woid *args)
{

uint32_t transmitted;

uint32_t received;

uint32_t total_time_ms;

esp_ping_get_profile (hdl, ESP_PING_PROF_REQUEST, &transmitted, .
—sizeof (transmitted));

esp_ping_get_profile(hdl, ESP_PING_PROF_REPLY, &received, sizeof (received));

esp_ping_get_profile (hdl, ESP_PING_PROF_DURATION, &total_time_ms, sizeof (total_
—time_ms));

printf ("%d packets transmitted, %d received, time %dms\n", transmitted, .
—received, total_time_ms);

}

void initialize_ping/()

{
/* convert URL to IP address */
ip_addr_t target_addr;
struct addrinfo hint;
struct addrinfo *res = NULL;
memset (¢hint, 0, sizeof (hint));
memset (&target_addr, 0, sizeof (target_addr));
getaddrinfo ("www.espressif.com", NULL, &hint, &res);
struct in_addr addr4 = ((struct sockaddr_in *) (res->ai_addr))->sin_addr;
inet_addr_to_ip4addr (ip_2_1ip4 (&¢target_addr), &addré);
freeaddrinfo (res);

esp_ping_config_t ping_config = ESP_PING_DEFAULT_CONFIG() ;

ping_config.target_addr = target_addr; // target IP address

ping_config.count = ESP_PING_COUNT_INFINITE; // ping in infinite mode, esp_
—pling_stop can stop it

/* set callback functions */
esp_ping_callbacks_t cbs;
cbs.on_ping_success = test_on_ping_success;
cbs.on_ping_timeout = test_on_ping_timeout;
cbs.on_ping_end = test_on_ping_end;

cbs.cb_args = "foo"; // arguments that will feed to all callback functions,.
—can be NULL
cbs.cb_args = eth_event_group;

esp_ping_handle_t ping;

QS
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esp_ping_new_session (&ping_config, &cbs, &ping);

Fiah Rl ping 205 1 esp_ping_new_session ik B f A DUS sl B 45 11 ping &4 . HEE,
ping & EERI A G AL HEhEsh. W ping &35 1EEEE, ICMP w755 S F EHi 4.

MR ping 2% QISR AFE A ping 23%, " esp_ping_delete_session ¥FHAMER. 7EM R ping
S, HPRZSTEE A TEIRIRS (BIEWH T esp_ping_stop , BZSiGEEMTa4HE) .

UGS TS 7EFIMESH A esp_ping_get_profile, AIFKIN ping S EIIRFEEITHIAAL
, W_E SO TR BT R

W

ICMP echo 7~ ffll:  protocols/icmp_echo

API %

Header File

¢ components/lwip/include/apps/ping/ping_sock.h
* This header file can be included with:

’#include "ping/ping_sock.h" ‘

¢ This header file is a part of the API provided by the 1wip component. To declare that your component depends
on 1wip, add the following to your CMakeL.ists.txt:

’ REQUIRES lwip ‘

or

’ PRIV_REQUIRES lwip ‘

Functions
esp_err_t esp_ping_new_session (const esp_ping_config_t *config, const esp_ping_callbacks_t *cbs,
esp_ping_handle_t *hdl_out)

Create a ping session.

S
* config -- ping configuration
* cbs -- a bunch of callback functions invoked by internal ping task
* hdl_out -- handle of ping session

B
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. configuration is null, etc)
* ESP_ERR_NO_MEM: out of memory
» ESP_FAIL: other internal error (e.g. socket error)
* ESP_OK: create ping session successfully, user can take the ping handle to do follow-on

jobs
esp_err_t esp_ping_delete_session (esp_ping handle_t hdl)
Delete a ping session.

%%4 hdl -- handle of ping session
Bl
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* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
* ESP_OK: delete ping session successfully

esp_err_t esp_ping_start (esp_ping_handle_t hdl)
Start the ping session.

%%4 hdl -- handle of ping session

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: start ping session successfully

esp_err_t esp_ping_stop (esp_ping_handle_t hdl)
Stop the ping session.

%4 hdl -- handle of ping session

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
» ESP_OK: stop ping session successfully

esp_err_t esp_ping_get_profile (esp_ping _handle_t hdl, esp_ping profile_t profile, void *data, uint32_t
size)
Get runtime profile of ping session.

* hdl -- handle of ping session
* profile -- type of profile
* data -- profile data
* size -- profile data size

Bl
* ESP_ERR_INVALID_ARG: invalid parameters (e.g. ping handle is null, etc)
e ESP_ERR_INVALID_SIZE: the actual profile data size doesn’t match the “size” param-

eter

* ESP_OK: get profile successfully

Structures

struct esp_ping_callbacks_t
Type of “ping” callback functions.

Public Members

void *cb_args

arguments for callback functions

void (*on_ping_success)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when received ICMP echo reply packet.

void (*on_ping_timeout)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when receive ICMP echo reply packet timeout.

void (*on_ping_end)(esp_ping_handle_t hdl, void *args)
Invoked by internal ping thread when a ping session is finished.

struct esp_ping_config_t
Type of “ping” configuration.
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Public Members

uint32_t count

A ”ping” session contains count procedures

uint32_t interval_ms

Milliseconds between each ping procedure

uint32_t timeout_ms

Timeout value (in milliseconds) of each ping procedure

uint32_t data_size

Size of the data next to ICMP packet header

int tos

Type of Service, a field specified in the IP header

intttl
Time to Live,a field specified in the IP header

ip_addr_t target_addr
Target IP address, either IPv4 or IPv6

uint32_t task_stack_size

Stack size of internal ping task

uint32_t task_prio

Priority of internal ping task

uint32_t interface
Netif index, interface=0 means NETIF_NO_INDEX

Macros
ESP_PING_DEFAULT CONFIG ()

Default ping configuration.

ESP_PING_COUNT_INFINITE

Set ping count to zero will ping target infinitely

Type Definitions

typedef void *esp_ping_handle_t
Type of “ping” session handle.

Enumerations

enum esp_ping_ profile_t

Profile of ping session.

Values:

Espressif Systems 152 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

enumerator ESP_PING_PROF_SEQNO

Sequence number of a ping procedure

enumerator ESP_PING_PROF_TOS

Type of service of a ping procedure

enumerator ESP_PING_PROF_TTL

Time to live of a ping procedure

enumerator ESP_PING_PROF_REQUEST

Number of request packets sent out

enumerator ESP_PING_PROF_REPLY

Number of reply packets received

enumerator ESP_PING_PROF_IPADDR
IP address of replied target

enumerator ESP_PING_PROF_SIZE

Size of received packet

enumerator ESP_PING_PROF_TIMEGAP

Elapsed time between request and reply packet
enumerator ESP_PING_PROF_DURATION

Elapsed time of the whole ping session

2.2.12 mDNS Jk5%

mDNS Jg—FPZi% UDP 55, HISRELAEA MR 25 2 55 A 0L A 30
H v5.0 fitAiZ , ESP-IDF ZH{f mDNS £ M ESP-IDF Hif i 2 k57 (10 %8 -
* GitHub |- mDNS 2/
iaf7 idf.py add-dependency espressif/mdns, FEIWH FE0 mDNS 44,

FEREI R

W5 AT I R 8, A F mDNS FAH € S0y -
e mDNS k4

2.2.13 Mbed TLS

Mbed TLS sg—4~ C A%, TSI IT. X509 ik-F44E DL K SSL/TLS 1 DTLS . % FEM
bRV, EEHASRGEE A
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#51k: ESP-IDF fifi fij () Mbed TLS % Z| {3 ) H 408 %5 A4 Mbed TLS b T . X SE%N T 5 5E B e (g i
PEBIFEA &, W bignum (MPI) Fll ECC,

Mbed TLS #2{4EPA NI fE

TCP/IP i FIhRE: WU, 4. k. 35,
SSL/TLS #f5Hhe: wiinfe. BF. B/5.
X.509 IfE: CRT. CRL FIZ4AbFH

o WA

o IR

TLS 4<% SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2 1 TLS 1.3, {H2#% % ESP-IDF |- Mbed TLS B\ 4
47 SSL 3.0, TLS 1.0 A1 TLS 1.1, DTLS i A<374% DTLS 1.0, DTLS 1.1 I DTLS 1.2, {H#% % ESP-IDF
|- Mbed TLS E.£#%[%: 7 DTLS 1.0,

Mbed TLS Y

Mbed TLS IS HPA T ((EF) 154

¢ API Reference
* Knowledge Base

ESP-IDF |¥) Mbed TLS 7§

THAE AL 4k ESP-IDF [ 7) 32 b Mbed TLS HUAE L

% % Mbed TLS ) Mbed TLS 2.x MiASITRZ %] 3.0 & DA PR AR .

W2 7Bl

ESP-IDF (7R B ESP-TLS , 5 IF) % ) TLS TSR ML T— ARtk APL#E M

22 75 19] protocols/https_server/simple (& B HTTPS ik 4$-#%) Fil protocols/https_request ( % H} HTTPS i
K) THEZER.

W5 B [ Mbed TLS AP, %% /8 protocols/https_mbedtls.
oAbk 13t
ESP-TLS /2 Ji% )z SSL/TLS FERyfli4 ), PR Al LAEHE(E /] Mbed TLS 5 wolf SSL 4/ I8JZ . BRIATE L

F, 1Y Mbed TLS #]{F ESP-IDF #{# ], i wolfSSL ¥ https://github.com/espressif/esp-wolfSSL A FF, if
FRUET EIF RIS A KGR .

WZE TR 24 215 B 8k [ Mbed TLS 1 wolfSSL, i 2% SCAYESP-TLS: Underlying SSL/TLS Library
Options.

R A

Component Config —> mbedTLS HHYHI BB FCEGRIA T RN st sl FRIE N B e i
PIE3

e CONFIG_MBEDTLS_SSL_PROTO_TLS1_2: 37#7 TLS 1.2
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» CONFIG_MBEDTLS_SSL_PROTO_TLSI_3: 4% TLS 1.3

o CONFIG_MBEDTLS_CERTIFICATE_BUNDLE: 7 £ 25T WARIE B (245 Hi5 5% ESP x509 it $5
&)

» CONFIG_MBEDTLS_CLIENT _SSL_SESSION_TICKETS: 37+ TLS £ : & P B

o CONFIG_MBEDTLS_SERVER_SSL_SESSION_TICKETS: %% TLS &K %E : R& S 3EEE

» CONFIG_MBEDTLS_HARDWARE_SHA: 3 ¥t {1 SHA Jli3k

o CONFIG_MBEDTLS_HARDWARE_AES: 3 ¥¢#tdi{4: AES i

* CONFIG_MBEDTLS_HARDWARE_MPI: 7 £5fifi {4 MPI (bignum) Jij3#

» CONFIG_MBEDTLS_HARDWARE_ECC: 3 #f#{4: ECC fins#

%11 Mbed TLS v3.0.0 K HH B AL 3045 TLS 1.2 #1 TLS 1.3, A3 SSL3.0. TLS 1.0. TLS 1.1. I
DTLS 1.0). TLS 1.3 i7EiREab B, (5 F i o %Tﬁ?ﬁﬁ%hu, A Ak,

PEREAIA A7 D4

WLWAAEH TREB/R THEAFRGE T, H Mbed TLS 1E4 SSL/TLS J#Eiz1 778 protocols/https_request
(R S5 AR ) IF, AP SE PR O«

Mbed TLS i HXEE MR ()
NN NA 42196 B

J= 1 SSL 3017 buffer | CONFIG_MBEDTLS_SSL_VARIABLE_BUFFER_LENGTH 42120 B

K
S AXUES | CONFIG_MBEDTLS_SSL_KEEP_PEER_CERTIFICATE | 38533 B
& 17 buffer I) | CONFIG_MBEDTLS_DYNAMIC_BUFFER CON- | 22013 B
fiE FIG_MBEDTLS_DYNAMIC_FREE_CONFIG_DATA
CONFIG_MBEDTLS_DYNAMIC_FREE_CA_CERT

Pl XU 2P A T E LR Mbed TLS FRASHZZ AL T AZAE -

WD TComponent Config —> mbedTLS H1, %> Mbed TLS ZHEBIA N B HRES . 0
RAFEIXLEIRE, TR HEE R DABVNE RN T IRE L5 ., 3627 Minimizing Binary Size SCFY .

1t APT #3531 7 B (RS A7 7CfE ESP-IDF 7 il 351 H (14 protocols H & T .

2.2.14 1P MIZ)IZEMY
P M2 (R BN F) B SCRAERcE £ M AP HEF

2.3 HiMUNSE

ARF5F T ESP-IDF A SCRAS RS R AR

A % ESP-IDF Hi i AE AL PRRIE (G, 152 AR IR AL,
ESP_FATIL (-1): Generic esp_err_t code indicating failure
ESP_OK (0): esp_err_t value indicating success (no error)
ESP_ERR_NO_MEM (0x101): Out of memory

ESP_ERR_INVALID_ARG (0x102): Invalid argument
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ESP_ERR_INVALID_ STATE (0x103): Invalid state
ESP_ERR_INVALID_SIZE (0x104): Invalid size
ESP_ERR_NOT_FOUND (0x105): Requested resource not found
ESP_ERR_NOT_SUPPORTED (0x106): Operation or feature not supported
ESP_ERR_TIMEOUT (0x107): Operation timed out
ESP_ERR_INVALID_RESPONSE (0x108): Received response was invalid
ESP_ERR_INVALID_CRC (0x109): CRC or checksum was invalid
ESP_ERR_INVALID_VERSION (0x10a): Version was invalid
ESP_ERR_INVALID_MAC (0x10b): MAC address was invalid
ESP_ERR_NOT_FINISHED (0x10c): Operation has not fully completed
ESP_ERR_NOT_ALLOWED (0x10d): Operation is not allowed
ESP_ERR_NVS_BASE (0x1100): Starting number of error codes
ESP_ERR_NVS_NOT_INITIALIZED (0x1101): The storage driver is not initialized

ESP_ERR_NVS_NOT_FOUND (0x1102): A requested entry couldn’t be found or namespace doesn’ t exist yet and
mode is NVS_READONLY

ESP_ERR_NVS_TYPE_MISMATCH (0x1103): The type of set or get operation doesn’t match the type of value
stored in NVS

ESP_ERR _NVS_READ_ONLY (0x1104): Storage handle was opened as read only

ESP_ERR_NVS_NOT_ENOUGH_SPACE (0x1105): There is not enough space in the underlying storage to save the
value

ESP_ERR_NVS_INVALID_NAME (0x1106): Namespace name doesn’ t satisfy constraints
ESP_ERR_NVS_INVALID_ HANDLE (0x1107): Handle has been closed or is NULL

ESP_ERR_NVS_REMOVE_FAILED (0x1108): The value wasn’ t updated because flash write operation has failed.
The value was written however, and update will be finished after re-initialization of nvs, provided that flash operation
doesn’ t fail again.

ESP_ERR _NVS_KEY_ TOO_LONG (0x1109): Key name is too long
ESP_ERR_NVS_PAGE_FULL (0x110a): Internal error; never returned by nvs API functions

ESP_ERR_NVS_INVALID_STATE (0x110b): NVS is in an inconsistent state due to a previous error. Call
nvs_flash_init and nvs_open again, then retry.

ESP_ERR_NVS_INVALID_LENGTH (0x110c): String or blob length is not sufficient to store data

ESP_ERR_NVS_NO_FREE_PAGES (0x110d): NVS partition doesn’t contain any empty pages. This may happen
if NVS partition was truncated. Erase the whole partition and call nvs_flash_init again.

ESP_ERR_NVS_VALUE_TOO_LONG (0x110e): Value doesn’t fit into the entry or string or blob length is longer
than supported by the implementation

ESP_ERR_NVS_PART_NOT_FOUND (0x110f): Partition with specified name is not found in the partition table

ESP_ERR_NVS_NEW_VERSION_FOUND (0x1110): NVS partition contains data in new format and cannot be
recognized by this version of code

ESP_ERR_NVS_XTS_ENCR_FAILED (0x1111): XTS encryption failed while writing NVS entry
ESP_ERR_NVS_XTS_DECR_FAILED (0x1112): XTS decryption failed while reading NVS entry
ESP_ERR_NVS_XTS_CFG_FAILED (0x1113): XTS configuration setting failed
ESP_ERR_NVS_XTS_CFG_NOT_FOUND (0x1114): XTS configuration not found

ESP_ERR_NVS_ENCR_NOT_SUPPORTED (0x1115): NVS encryption is not supported in this version
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ESP_ERR_NVS_KEYS_NOT_INITIALIZED (0x1116): NVS key partition is uninitialized
ESP_ERR_NVS_CORRUPT_KEY_PART (0x1117): N'VS key partition is corrupt

ESP_ERR_NVS_CONTENT_DIFFERS (0x1118): Internal error; never returned by nvs API functions. NVS key is
different in comparison

ESP_ERR_NVS_WRONG_ENCRYPTION (0x1119): NVS partition is marked as encrypted with generic flash en-
cryption. This is forbidden since the NVS encryption works differently.

ESP_ERR_ULP_BASE (0x1200): Offset for ULP-related error codes
ESP_ERR_ULP_SIZE_TOO_BIG (0x1201): Program doesn’t fit into RTC memory reserved for the ULP

ESP_ERR_ULP_INVALID_LOAD_ADDR (0x1202): Load address is outside of RTC memory reserved for the
ULP

ESP_ERR_ULP_DUPLICATE_LABEL (0x1203): More than one label with the same number was defined
ESP_ERR_ULP_UNDEFINED_LABEL (0x1204): Branch instructions references an undefined label

ESP_ERR_ULP_BRANCH_OUT_OF_RANGE (0x1205): Branch target is out of range of B instruction (try replacing
with BX)

ESP_ERR_OTA_BASE (0x1500): Base error code for ota_ops api

ESP_ERR_OTA_PARTITION_CONFLICT (0x1501): Error if request was to write or erase the current running
partition

ESP_ERR_OTA_SELECT_INFO_INVALID (0x1502): Error if OTA data partition contains invalid content
ESP_ERR OTA_VALIDATE FAILED (0x1503): Error if OTA app image is invalid

ESP_ERR_OTA_SMALIL_SEC_VER (0x1504): Error if the firmware has a secure version less than the running
firmware.

ESP_ERR_OTA_ROLLBACK_FAILED (0x1505): Error if flash does not have valid firmware in passive partition
and hence rollback is not possible

ESP_ERR_OTA ROLLBACK_INVALID_ STATE (0x1506): Error if current active firmware is still marked in
pending validation state (ESP_OTA_IMG_PENDING_VERIFY), essentially first boot of firmware image post up-
grade and hence firmware upgrade is not possible

ESP_ERR_EFUSE (0x1600): Base error code for efuse api.
ESP_OK_EFUSE_CNT (0x1601): OK the required number of bits is set.
ESP_ERR_EFUSE_CNT_IS_FULL (0x1602): Error field is full.

ESP_ERR_EFUSE_REPEATED_PROG (0x1603): Error repeated programming of programmed bits is strictly for-
bidden.

ESP_ERR_CODING (0x1604): Error while a encoding operation.
ESP_ERR_NOT_ENOUGH_UNUSED_KEY_BLOCKS (0x1605): Error not enough unused key blocks available

ESP_ERR_DAMAGED_READING (0x1606): Error. Burn or reset was done during a reading operation leads to
damage read data. This error is internal to the efuse component and not returned by any public API.

ESP_ERR_IMAGE_BASE (0x2000)

ESP_ERR_IMAGE_FLASH_FAIL (0x2001)

ESP_ERR_IMAGE_INVALID (0x2002)

ESP_ERR_WIFI_BASE (0x3000): Starting number of WiFi error codes
ESP_ERR_WIFI_NOT_INIT (0x3001): WiFi driver was not installed by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED (0x3002): WiFi driver was not started by esp_wifi_start
ESP_ERR_WIFI_NOT_STOPPED (0x3003): WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF (0x3004): WiFi interface error
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ESP_ERR_WIFI_MODE (0x3005): WiFi mode error

ESP_ERR_WIFI_STATE (0x3006): WiFi internal state error

ESP_ERR_WIFI_CONN (0x3007): WiFi internal control block of station or soft-AP error
ESP_ERR_WIFI_NVS (0x3008): WiFi internal NVS module error
ESP_ERR_WIFI_MAC (0x3009): MAC address is invalid

ESP_ERR_WIFI_SSID (0x300a): SSID is invalid

ESP_ERR_WIFI_PASSWORD (0x300b): Password is invalid
ESP_ERR_WIFI_TIMEOUT (0x300c): Timeout error

ESP_ERR_WIFI_WAKE_FAIL (0x300d): WiFi is in sleep state(RF closed) and wakeup fail
ESP_ERR_WIFI_WOULD_BLOCK (0x300e): The caller would block
ESP_ERR_WIFI_NOT_CONNECT (0x300f): Station still in disconnect status
ESP_ERR_WIFI_POST (0x3012): Failed to post the event to WiFi task
ESP_ERR_WIFI_INIT_STATE (0x3013): Invalid WiFi state when init/deinit is called
ESP_ERR_WIFI_STOP_STATE (0x3014): Returned when WiFi is stopping
ESP_ERR_WIFI_NOT_ASSOC (0x3015): The WiFi connection is not associated
ESP_ERR_WIFI_TX_DISALLOW (0x3016): The WiFi TX is disallowed
ESP_ERR_WIFI_TWT_FULL (0x3017): no available flow id

ESP_ERR_WIFI_TWT_SETUP_TIMEOUT (0x3018): Timeout of receiving twt setup response frame, timeout
times can be set during twt setup

ESP_ERR_WIFI_TWT_SETUP_TXFAIL (0x3019): TWT setup frame tx failed
ESP_ERR_WIFI_TWT_SETUP_REJECT (0x301a): The twt setup request was rejected by the AP
ESP_ERR_WIFI_DISCARD (0x301b): Discard frame
ESP_ERR_WIFI_ROC_IN_PROGRESS (0x301c): ROC op is in progress
ESP_ERR_WIFI_REGISTRAR (0x3033): WPS registrar is not supported
ESP_ERR_WIFI_WPS_TYPE (0x3034): WPS type error
ESP_ERR_WIFI_WPS_SM (0x3035): WPS state machine is not initialized
ESP_ERR_ESPNOW_BASE (0x3064): ESPNOW error number base.
ESP_ERR_ESPNOW_NOT_INIT (0x3065): ESPNOW is not initialized.
ESP_ERR_ESPNOW_ARG (0x3066): Invalid argument
ESP_ERR_ESPNOW_NO_MEM (0x3067): Out of memory
ESP_ERR_ESPNOW_FULL (0x3068): ESPNOW peer list is full
ESP_ERR_ESPNOW_NOT_FOUND (0x3069): ESPNOW peer is not found
ESP_ERR_ESPNOW_INTERNAL (0x306a): Internal error
ESP_ERR_ESPNOW_EXIST (0x306b): ESPNOW peer has existed
ESP_ERR_ESPNOW_IF (0x306c): Interface error

ESP_ERR_ESPNOW_CHAN (0x306d): Channel error
ESP_ERR_DPP_FAILURE (0x3097): Generic failure during DPP Operation
ESP_ERR_DPP_TX_FAILURE (0x3098): DPP Frame Tx failed OR not Acked

ESP_ERR_DPP_INVALID_ATTR (0x3099): Encountered invalid DPP Attribute
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ESP_ERR_DPP_AUTH_TIMEOUT (0x309a): DPP Auth response was not recieved in time

ESP_ERR_MESH_BASE (0x4000): Starting number of MESH error codes

ESP_ERR_MESH_WIFI_NOT_START (0x4001)
ESP_ERR_MESH_NOT_INIT (0x4002)
ESP_ERR_MESH_NOT_CONFIG (0x4003)
ESP_ERR_MESH_NOT_START (0x4004)
ESP_ERR_MESH_NOT_SUPPORT (0x4005)
ESP_ERR_MESH_NOT_ALLOWED (0x4006)
ESP_ERR_MESH_NO_MEMORY (0x4007)
ESP_ERR_MESH_ARGUMENT (0x4008)
ESP_ERR_MESH_EXCEED_MTU (0x4009)
ESP_ERR_MESH_TIMEOUT (0x400a)
ESP_ERR_MESH_DISCONNECTED (0x400b)
ESP_ERR_MESH_QUEUE_FATL (0x400c)
ESP_ERR_MESH_QUEUE_FULL (0x400d)
ESP_ERR_MESH_NO_PARENT_FOUND (0x400e)
ESP_ERR_MESH_NO_ROUTE_FOUND (0x400f)
ESP_ERR_MESH_OPTION_NULL (0x4010)
ESP_ERR_MESH_OPTION_UNKNOWN (0x4011)
ESP_ERR_MESH_XON_NO_WINDOW (0x4012)
ESP_ERR_MESH_INTERFACE (0x4013)
ESP_ERR_MESH_DISCARD_DUPLICATE (0x4014)
ESP_ERR_MESH_DISCARD (0x4015)
ESP_ERR_MESH_VOTING (0x4016)
ESP_ERR_MESH_XMIT (0x4017)
ESP_ERR_MESH_QUEUE_READ (0x4018)
ESP_ERR_MESH_PS (0x4019)
ESP_ERR_MESH_RECV_RELEASE (0x401a)
ESP_ERR_ESP_NETIF_BASE (0x5000)
ESP_ERR_ESP_NETIF_INVALID_PARAMS (0x5001)
ESP_ERR_ESP_NETIF_IF_NOT_READY (0x5002)
ESP_ERR_ESP_NETIF DHCPC_START FAILED (0x5003)
ESP_ERR_ESP_NETIF DHCP_ALREADY_ STARTED (0x5004)
ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED (0x5005)
ESP_ERR_ESP_NETIF_NO_MEM (0x5006)
ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED (0x5007)
ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED (0x5008)
ESP_ERR_ESP_NETIF_INIT_FATLED (0x5009)

ESP_ERR_ESP_NETIF_DNS_NOT_CONFIGURED (0x500a)
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ESP_ERR_ESP_NETIF_MLD6_FAILED (0x500b)

ESP_ERR_ESP_NETIF IP6_ADDR_FAILED (0x500c)

ESP_ERR_ESP_NETIF _DHCPS START FAILED (0x500d)

ESP_ERR_FLASH_BASE (0x6000): Starting number of flash error codes

ESP_ERR_FLASH OP_FAIL (0x6001)

ESP_ERR_FLASH OP_TIMEOUT (0x6002)

ESP_ERR_FLASH NOT_INITIALISED (0x6003)

ESP_ERR_FLASH UNSUPPORTED_HOST (0x6004)

ESP_ERR_FLASH UNSUPPORTED_CHIP (0x6005)

ESP_ERR_FLASH PROTECTED (0x6006)

ESP_ERR_HTTP_BASE (0x7000): Starting number of HTTP error codes
ESP_FERR_HTTP_MAX_REDIRECT (0x7001): The error exceeds the number of HTTP redirects
ESP_ERR_HTTP_CONNECT (0x7002): Error open the HTTP connection
ESP_ERR_HTTP_WRITE_DATA (0x7003): Error write HTTP data

ESP_ERR_HTTP_FETCH HEADER (0x7004): Error read HTTP header from server
ESP_ERR_HTTP_INVALID_TRANSPORT (0x7005): There are no transport support for the input scheme
ESP_ERR_HTTP_CONNECTING (0x7006): HTTP connection hasn’t been established yet
ESP_ERR_HTTP_EAGAIN (0x7007): Mapping of errno EAGAIN to esp_err_t
ESP_ERR_HTTP_CONNECTION_CLOSED (0x7008): Read FIN from peer and the connection closed
ESP_ERR_ESP_TLS_BASE (0x8000): Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_RESOLVE_HOSTNAME (0x8001): Error if hostname couldn’t be resolved upon
tls connection

ESP_ERR_ESP_TLS CANNOT_ CREATE_SOCKET (0x8002): Failed to create socket
ESP_ERR_ESP_TLS_UNSUPPORTED_PROTOCOL_FAMILY (0x8003): Unsupported protocol family
ESP_ERR_ESP_TLS_FAILED CONNECT_TO_ HOST (0x8004): Failed to connect to host
ESP_ERR_ESP_TLS_SOCKET_SETOPT_FAILED (0x8005): failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT (0x8006): new connection in esp_tls_low_level_conn connec-
tion timeouted

ESP_ERR_ESP_TLS_SE_FAILED (0x8007)

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN (0x8008)

ESP_ERR_MBEDTLS_CERT_PARTLY_OK (0x8010): mbedtls parse certificates was partly successful
ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED (0x8011): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_SET_HOSTNAME_FAILED (0x8012): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED (0x8013): mbedtls api returned error
ESP_ERR_MBEDTLS_SSI_CONF_ALPN_PROTOCOLS_FAILED (0x8014): mbedtls api returned error
ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED (0x8015): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED (0x8016): mbedtls api returned error
ESP_ERR_MBEDTLS_SSIL_SETUP_FAILED (0x8017): mbedtls api returned error
ESP_ERR_MBEDTLS_SSL_WRITE_FAILED (0x8018): mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY_ FAILED (0x8019): mbedtls api returned failed
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ESP_ERR_MBEDTLS_SSIL_HANDSHAKE_FAILED (0x801a): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED (0x801b): mbedtls api returned failed
ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED (0x801c): mbedtls api returned failed
ESP_ERR_WOLFSSL_SSL_SET_HOSTNAME_FAILED (0x8031): wolfSSL api returned error
ESP_ERR_WOLFSSL_SSI_CONF_ALPN_PROTOCOLS_FAILED (0x8032): wolfSSL api returned error
ESP_ERR_WOLFSSL_CERT_VERIFY_SETUP_FATILED (0x8033): wolfSSL api returned error
ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED (0x8034): wolfSSL api returned error
ESP_ERR_WOLFSSIL_SSIL_HANDSHAKE_FAILED (0x8035): wolfSSL api returned failed
ESP_ERR_WOLFSSL_CTX_SETUP_FAILED (0x8036): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_SETUP_FAILED (0x8037): wolfSSL api returned failed
ESP_ERR_WOLFSSL_SSL_WRITE_FAILED (0x8038): wolfSSL api returned failed
ESP_ERR_HTTPS_OTA_BASE (0x9000)

ESP_ERR_HTTPS _OTA_IN_PROGRESS (0x9001)

ESP_ERR_PING_BASE (0xa000)

ESP_ERR_PING_INVALID_PARAMS (0xa001)

ESP_ERR_PING_NO_MEM (0xa002)

ESP_ERR_HTTPD_BASE (0xb000): Starting number of HTTPD error codes
ESP_ERR_HTTPD_HANDLERS_FULL (0xb001): All slots for registering URI handlers have been consumed

ESP_ERR_HTTPD_HANDLER _EXISTS (0xb002): URI handler with same method and target URI already regis-
tered

ESP_ERR_HTTPD_INVALID_REQ (0xb003): Invalid request pointer
ESP_ERR_HTTPD_RESULT_TRUNC (0xb004): Result string truncated
ESP_ERR_HTTPD_RESP_HDR (0xb005): Response header field larger than supported
ESP_ERR_HTTPD_RESP_SEND (0xb006): Error occured while sending response packet
ESP_ERR_HTTPD_ALLOC_MEM (0xb007): Failed to dynamically allocate memory for resource
ESP_ERR_HTTPD_ TASK (0xb008): Failed to launch server task/thread
ESP_ERR_HW_CRYPTO_BASE (0xc000): Starting number of HW cryptography module error codes
ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL (0xc001): HMAC peripheral problem
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY (0xc002)
ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST (0xc004)
ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING (0xc005)

ESP_ERR_MEMPROT_BASE (0xd000): Starting number of Memory Protection API error codes
ESP_ERR_MEMPROT_MEMORY_TYPE_INVALID (0xd001)
ESP_ERR_MEMPROT_SPLIT_ADDR_INVALID (0xd002)
ESP_ERR_MEMPROT_SPLIT_ADDR_OUT_OF_RANGE (0xd003)
ESP_ERR_MEMPROT_SPLIT_ADDR_UNALIGNED (0xd004)
ESP_ERR_MEMPROT_UNIMGMT_BLOCK_INVALID (0xd005)
ESP_ERR_MEMPROT_WORLD_INVALID (0xd006)

ESP_ERR_MEMPROT_AREA_INVALID (0xd007)

Espressif Systems 161 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. AP1 &%

ESP_ERR_MEMPROT_CPUID_INVALID (0xd008)
ESP_ERR_TCP_TRANSPORT_BASE (0xe000): Starting number of TCP Transport error codes
ESP_ERR_TCP_TRANSPORT_CONNECTION_TIMEOUT (0xe001): Connection has timed out

ESP_ERR_TCP_TRANSPORT_CONNECTION_CLOSED_BY_FIN (0xe002): Read FIN from peer and the con-
nection has closed (in a clean way)

ESP_ERR_TCP_TRANSPORT_CONNECTION_FAILED (0xe003): Failed to connect to the peer
ESP_ERR_TCP_TRANSPORT_NO_MEM (0xe004): Memory allocation failed
ESP_ERR_NVS_SEC_BASE (0xf000): Starting number of error codes

ESP_ERR_NVS_SEC_HMAC_KEY_NOT_FOUND (0xf001): HMAC Key required to generate the NVS encryption
keys not found

ESP_ERR _NVS_SEC_HMAC_KEY BLK_ALREADY USED (0xf002): Provided eFuse block for HMAC key gen-
eration is already in use

ESP_ERR_NVS_SEC_HMAC_KEY_GENERATION_FAILED (0xf003): Failed to generate/write the HMAC key
to eFuse

ESP_ERR _NVS_SEC_HMAC_XTS_KEYS DERIV_FAILED (0xf004): Failed to derive the NVS encryption keys
based on the HMAC-based scheme

#% M. This document is not updated for ESP32P4 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

2.4 M API
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PRI, XUEEE F i A A A s -

Ethernet Data Frame Formmat

(au]
1 Preamble {7 Bytes}
2 Start-of-Frame Delimiter {1 Byte}
3 Destination Address {6 Bytes}
4 Source Address {6 Bytes)
5 Type/ Length {2 Bytes)
6 Payload {0 ~ 1500 Bytes} Pad {if necessary)
. [2U] [2U]
8 Frame Check Sequence {4 Bytes}
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* IPv6 = 86DDH
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PAKMEE AL DAL SA . 288 Fllefy Rk MR e 7 B A h AU/ VT 60 7Y I BB iy 4 75
FCS “FB, BIRtryREMMA/NT 64 547 WRBHaA R 7 BUN 46 74y, WIFF 2 E—MH
B

WUReE: 7 417 Bt (FCS) K& 4 7745, Ho & — Ml AnifER) 32 {iZ CRC, % CRC J2ftfli DA, SA.
KA Bl R MR e B i R . TR CRC R 20t BEPFE R 2 B3 E— AR
) CRC 47k . AW, 5 o EALF AR A il CRC IHHF S AL gin X

WHAFT, EHLE G 88 o K EIEE 7 BOMl CRC 5B, PR X T 73 AT DATE £ i s B2 Wiy B
EMAC Ha A eit. 8, L8t 2]ikms, BT B CRC 7 Bef g5 A it X AL, 40
RTEFET, AL RIS DO BT T Al

ik B 7 BB EALEE W, FE 10/100 Mbps A b A A ILAGIESER : 42l Wil VLAN Frid
M. ESP-IDF A SCRAX PR,

ALY MAC fI PHY  DUKMBR BN #2418 : MAC Fil PHY .,
FRPEPAK MM, FE4 5 MAC Fl PHY BC BB SH, 2 3% o0 K SR i 4e s
MAC A KB E P PAfEeth_mac_config_t k3|, HARGLHE:

e eth_mac_config t::sw_reset_timeout_ms: IRMBENENE, B NZR, @, MAC
SALNAE 100 ms Y52

* eth_mac_config t::rx_task_stack_size Meth_mac_config t::rx_task_prio:
?;IE/;ECQEE@%’@U@*/I\?I‘] AT S5 R AL IR AR AL, XSO T % AT 55 ) R /N

St

* eth_mac_config_t::flags: ¥g& MAC WK X RFRIBIIN DI HE, JUHTE H T 3 LUk 0R 15 O
XANFBIES R 5 PA ETH_MAC_FLAG_ NHIZM A HE T OR iz, B, WRESK MAC 3KEh#E
JFAE cache 25 I REIE % TAE, ILANFEE N ETH_MAC_FLAG_WORK_WITH_CACHE_DISABLE
e B XN B

eth_esp32_emac_config_t fiiRT W MAC B el E, Hyhads:

e eth_esp32_emac_config t::smi_mdc_gpio_numfleth_esp32_emac_config t::smi_mdio_gpio_ni
1 SMI {5511 GPIO %' .

e eth_esp32 emac_config t::interface: FLEHF| PHY MI/RMII) ) MAC #4211 .

e eth_esp32_emac_config_ t::clock_config: Bl H EMAC #: O B #h (RMII # L 1
REF_CLK #i DL & GPIO %% ).
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e eth_esp32_emac_config t::intr _priority: % E MAC F IS . WHRBEE N 0 5L
fﬁ UL EsI IR 4%‘%@6*"%%%%%5‘6&%*% TN, IRBFE AR g e e g . 1T

B, TRAREE K. oW Esege (18] 3), BRI PATE C At B,

e eth_esp32 _emac_config t::emac_dataif gpio: EMAC MII/RMII #4&>F i GPIO %445 A
He

e eth_esp32_emac_config t::clock_config out_in: 2 REF_CLK £ 5 I
WA A G HE A AN R [l ER E] EMAC B, i B EMAC i A #2000 B e ab 846
Z ¥ EMAC ) #i =X B B Nemac _rmii_clock_mode t::EMAC_CLK_EXT IN,
B % W AU FEeth_esp32_emac_config_t::clock_config ® B B & &
Nemac_rmii_clock_mode_t ::EMAC_CLK_OUT B R

PHY WM KECE A PAfEet h_phy_config t HWkF|, HAMEFE:

* eth_phy_config_t::phy_addr: [A—2% SMI B2 [ R] DATFAEZ A PHY %45, Fr AR D Eh 4%
A PHY 4o BoME—Hbhk . 8%, XN Hhb@FERE st ], Gl R E /B2 PHY strapping
EHRRCE W AREAS I AR e, ATECEAE S 0 3] 15, TRy, a5 SMI Bgk F{CH —
ASPHY 4%, FFHZ(ERCEN -1, BIRTEEREhART B skl PHY Hidik.

e eth_phy_config t::reset_timeout_ms: EFBIME, B NZFR. @E, PHY B/ NWAE
100 ms N 5E .

e eth_phy_config t::autonego_timeout_ms: HBNHIRIHEBHE, BACNZR. DUKMIKShE
JF 2 SEE ) —im i A BT R, DA TR ) B A AR R o {3 A e T L A
| PHY &4 PERE

e eth_phy_config_ t::reset_gpio_num: YWIEIF KM [E 6 PHY & 4748 52 T2 GPIO
B, AR B TR .. A0, BCEO 1.

ESP-IDF £ %2 ETH_MAC_DEFAULT_CONFIG MIETH_PHY DEFAULT_CONFIG "k MAC #1 PHY £t 7T
LN R

@4t MAC FI PHY S2f] PACKISKEN 2 VAT [ Xt 52 14 75 AL B o % MAC Al PHY (AT 45 11 b
TS

P EMAC + 4p PHY

eth_mac_config_t mac_config = ETH_MAC_DEFAULT_CONFIG() ; / /e
SN BRIARE A MAC BE

eth_esp32_emac_config_t esp32_emac_config = ETH_ESP32_EMAC_DEFAULT_CONFIG(); //_
SR BRI R BN B4R MAC BRE

esp32_emac_config.smi_mdc_gpio_num = CONFIG_EXAMPLE_ETH_MDC_GPIO; / /o
SEH AT Mpc £ 5 W GPIO
esp32_emac_config.smi_mdio_gpio_num = CONFIG_EXAMPLE_ETH_MDIO_GPIO; / /o

S ® % AT MDpIO £ B H# GPIO
esp_eth_mac_t *mac = esp_eth_mac_new_esp32 (&esp32_emac_config, &mac_config); //_

— @l # MAC %

eth_phy_config_t phy_config = ETH_PHY_DEFAULT_CONFIG () ; // MR BN PHY B E
phy_config.phy_addr = CONFIG_EXAMPLE_ETH_PHY_ADDR; /R ENRE I E Ko
PHY H 3

phy_config.reset_gpio_num = CONFIG_EXAMPLE_ETH_PHY RST_GPIO; // ¥ % il T PHY.
—& L ¥ GPIO

esp_eth_phy_t *phy = esp_eth_phy_new_ipl01 (sphy_config); // Al B PHY 5E B
// ESP-IDF % ¥ F LN KR PHY ¥ K& # 5 F L &

// esp_eth_phy_t *phy = esp_eth_phy new_rtl18201 (&phy_config);

// esp_eth_phy_ t *phy = esp_eth_phy_new_1an8720 (&phy_config);

// esp_eth_phy_t *phy = esp_eth_phy_new_dp83848 (&phy_config);

W e T MAC IFRICYE W] DA P AR P AU, eI B EMAC i) REF_CLK.
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eth_esp32_emac_config_t esp32_emac_config = ETH_ESP32_EMAC_DEFAULT_CONFIG(); //—
SN A BRINE BN WA E MAC BRE

//

esp32_emac_config.interface = EMAC_DATA_INTERFACE_RMITI; / /o
- E K EMAC HiE#HH

esp32_emac_config.clock_config.rmii.clock_mode = EMAC_CLK_OUT; / /o
Tt B EMAC REF_CLK 1 =&

esp32_emac_config.clock_config.rmii.clock_gpio = EMAC_CLK_OUT_GPIO; / /o

T B A T \N/% & EMAC REF_CLK #y GPIO % %
esp_eth_mac_t *mac = esp_eth_mac_new_esp32 (&esp32_emac_config, &mac_confiqg); //_
QB8 MAC

SPI-Ethernet itk

eth_mac_config_t mac_config = ETH_MAC_DEFAULT_CONFIG(); // NOJF Bk A B MAC.
-

eth_phy_config_t phy_config = ETH_PHY_ DEFAULT_CONFIG(); // N FBRINK PHY BE
phy_config.phy_addr = CONFIG_EXAMPLE_ETH_PHY_ADDR; /) REF RS E R
—PHY H 4t

phy_config.reset_gpio_num = CONFIG_EXAMPLE_ETH_PHY_RST_GPIO; // ¥ % Ji T PHY.
S E fLH GPIO
// %% P10 Wi k% (B 4 SPI-Ethernet A3 ¥ i W3 )
gpio_install_isr_service (0);
// BB SPI B &
spi_device_handle_t spi_handle = NULL;
spi_bus_config_t buscfg = {
.miso_io_num = CONFIG_EXAMPLE_ETH_SPI_MISO_GPIO,
.mosi_io_num = CONFIG_EXAMPLE_ETH_SPI_MOSI_GPIO,
.sclk_io_num = CONFIG_EXAMPLE_ETH_SPI_SCLK_GPIO,
.quadwp_io_num = -1,
.quadhd_io_num = -1,
bi
ESP_ERROR_CHECK (spi_bus_initialize (CONFIG_EXAMPLE_ETH_SPI_HOST, &buscfg, 1));
// BE SPT MM &
spi_device_interface_config_t spi_devcfg = {
.mode = 0,
.clock_speed_hz = CONFIG_EXAMPLE_ETH_SPI_CLOCK_MHZ * 1000 * 1000,
.spics_io_num = CONFIG_EXAMPLE_ETH_SPI_CS_GPIO,
.queue_size = 20
bi
/* dm9051 ethernet driver is based on spi driver */
eth_dm9051_config_t dm9051_config = ETH_DM9051_DEFAULT_CONFIG (CONFIG_EXAMPLE_ETH_
—SPI_HOST, é&spi_devcfqg);
dm9051_config.int_gpio_num = CONFIG_EXAMPLE_ETH_SPI_INT_GPIO;
esp_eth_mac_t *mac = esp_eth_mac_new_dm9051 (&dm9051_config, &mac_confiqg);
esp_eth_phy_t *phy = esp_eth_phy_new_dm9051 (&phy_config);

R
* 24°)y SPI-Ethernet £t (il 411 DM9051 ) £ # MAC 1 PHY SL i}, 1T PHY J@ 8 A iy, B8 it
A ) SE 3B 3 BR ) S B AR — B (B3 esp_eth_mac_new_dm9051 Fl esp_eth_phy_new_dm9051
PR ) .
o B XN TA) Y DA K M AR, B2 A T i R 4R 2 PCB iy SPI B, SPI MML B4 HC B (HD
spi_device_interface_config_t) TIRENEA AN . FLAKRRL B A B BHOAS DA K ESP-IDF H 7R 7.

RAHRANRIT R AR SRS AR 5 245 & MAC Ml PHY 526l JfEesp_eth _config t HELE—
SEHNA RGO (RIA{URT MAC B PHY HY3E51) -
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e esp_eth_config_ t::mac: B MAC 4 Wes0) Mm-Sl (flillesp_eth_mac_new_esp32()).
e esp_eth_config t::phy: B PHY 4 #s0)@LH (Flillesp_eth_phy new_ipl01()).
e esp_eth_config_ t::check_link_period_ms: PAKMIRSHALTF 2SS FHEAE RS EBTESEE
R AR . BT B T E MR R, AR,
* esp_eth_config_t::stack_input: FERZEHILAKRIPIIEM R B, 3K S #5300 DAK )
Wi BB %] 12 (W TCP/IP £% ). SFELHE , %TBON ST AW R, 7T DATE 2 R 5l
?f,ﬁﬁ@ﬁ%nﬁm4mwhtmmmyahwE%ﬁ?&oﬁ?&i%ﬁ@ﬁﬁﬁ*ﬁﬁ
.
* esp_eth_config_ t::on_lowlevel_init_donefllesp_eth_config_ t::on_lowlevel_deinit_done:

XN F BN T8 E 8 TrREL, 4RI si i AR a2y, S 1R 5.
ESP-IDF ¥£%:ETH_DEFAULT_CONFIG W N AR P AL T — N ERABL B .

esp_eth_config_t config = ETH_DEFAULT_CONFIG(mac, phy); // J& J B\ I3 742 7 i &
esp_eth_handle_t eth_handle = NULL; // W EF L L cH)E, BEIN WML FH M

esp_eth_driver_install (sconfig, seth_handle); // % 3 Wz 42 JF

PAK I SRS 7 6 35 SRR AR, A 2 i) JH S IR S i T R BB i 20 AR I SR B A 7
ZHI, FEEESHIAAFEIEER . AR BRI RENE SR, WEHFHATE.

/DA EHHERLERF </
static void eth_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, wvoid *event_data)
{
uint8_t mac_addr[6] = {0};
/TN EBRREFRFEUAKRM B gHE
esp_eth_handle_t eth_handle = *(esp_eth_handle_t *)event_data;

switch (event_id) {
case ETHERNET_EVENT_CONNECTED:
esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);
ESP_LOGI (TAG, "Ethernet Link Up");
ESP_LOGI (TAG, "Ethernet HW Addr %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1], mac_addr[2], mac_addr[3], mac_
—addr[4], mac_addr[5]);

break;

case ETHERNET_EVENT_DISCONNECTED :
ESP_LOGI (TAG, "Ethernet Link Down");
break;

case ETHERNET_EVENT_START:
ESP_LOGI (TAG, "Ethernet Started");
break;

case ETHERNET_EVENT_STOP:
ESP_LOGI (TAG, "Ethernet Stopped");
break;

default:
break;

}
}

esp_event_loop_create_default (); // 4l # — /& J5 & 2 47 By 3k = 4 48
esp_event_handler_register (ETH_EVENT, ESP_EVENT_ANY_ID, &eth_event_handler, NULL) ;.
/) EMANAMEGLELEF (AT EX4E link up/down.

& FEHH, LEREHAFFMEXAR)

RENDOR SR A Ree 2RI RS, AT ASZ BB PAK R .

esp_eth_start (eth_handle); // /& 2§ DL A W 2K 37 %2 7 4k & 4L
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AR 2 TCPAP Pl BUE, PUKMIKEIREF C 458 iiZH . (HAFR OST (JFal ARG HIERL

) K&, HEITBARIETE 2 (AIEURGEES)Z ) . XM AT ARG E link up/down 4, $R753 1]

2SI MAC i, (EICIAAT IP bk, 2498 Jeyk % ik HTTP 453K . ESP-IDF A i ] i) TCP/IP 4%
1‘3275 LwlP, XF LwIP (W Z(EE, WSHLwlP.

FURE DK M SRS Ry 1445 22 TCP/IP Ppisldk, fRE AT =2

L S DA W SRS A ) e 0 295 e 1
2. FFM L TR B AR MUK Eh AR
3. YR IP Ffh A BEAR P

B RN OEZ(ER, WE% Network Interface.,

/** IP_EVENT ETH GOT IP WM EMH X BER)TF */
static void got_ip_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, woid *event_data)

{

ip_event_got_ip_t *event = (ip_event_got_ip_t *) event_data;
const esp_netif_ip_info_t *ip_info = &event->ip_info;
ESP_LOGI (TAG, "Ethernet Got IP Address");
ESP_LOGI (TAG, "~~~~r~r~mmm~ ")
ESP_LOGI (TAG, "ETHIP:" IPSTR, IP2STR(&ip_info->ip));
ESP_LOGI (TAG, "ETHMASK:" IPSTR, IP2STR(&ip_info->netmask));
ESP_LOGI (TAG, "ETHGW:" IPSTR, IP2STR(&ip_info->gw));
ESP_LOGI (TAG, "~~~ "y
i
esp_netif_init()); // WM TcP/1P Mo (AR AEFF ERAA—K)
esp_netif_config_t cfg = ESP_NETIF_DEFAULT_ETH(); // & A UL A W & 2 A [

% ¥ E‘ﬂiﬁ
esp_netif_t *eth_netif = esp_netif_new(s&cfqg); // K VLA W 33 #4 7 6] 2 W 4 3

esp_netif_attach(eth_netif, esp_eth_new_netif_glue (eth_handle)); //_

SH N AM W 2 F%EBEE TCP/IP th &

esp_event_handler_register (IP_EVENT, IP_EVENT_ETH_GOT_IP, &got_ip_event_handler, .
SNULL); // EMA P EXH 1P FHLERLF

esp_eth_start (eth_handle); // J& & DL A K 32 37 42 7 4k & 4L

B AR S A DAR SRS 2654 L R0 A, PR P s SR DAK /TP AL PR
Fr s e S A R A D R Bl AR I SRS A 7 A i f— 28 o TR AT AR DR DA K 9 BIK S A
ol A 21 FRF B e AT ARV S, ATIRUEAE AT P SO AL BRAR i, R GEAd T BUUPRAS o

VMRS R s il PAR ShBE R SRR 222 DUR M SRS A 17 I

o KHIPARMEKSIAE)Y . esp_eth_stop ()
o FUHPAKM SR AR R esp_eth_update_input_path()
o BB VAR MRS PRI NZ: esp_eth_ioctl ()

/* KB MAC M */

uint8_t mac_addr[6];

memset (mac_addr, 0, sizeof (mac_addr));

esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);

ESP_LOGI (TAG, "Ethernet MAC Address: %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1], mac_addr[2], mac_addr[3], mac_addr[4], mac_

—addr[5]);

/* KB PHY M */

int phy_addr = -1;

esp_eth_ioctl (eth_handle, ETH_CMD_G_PHY_ADDR, &phy_addr);
ESP_LOGI (TAG, "Ethernet PHY Address: %d", phy_addr);
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Bl 32 RAM KON, ZERIZE SN, MCU bR RAK RO 55 REAL FEAT BRECRE R . K ik
U PR RS A% i S ] RE R T S S A RE g o RACK I S 42 AL A PR B AT s i) A ik 05 A
7, BOREELE, RGO b XA B e B, Z%miE X AE IEEE 802.3x .

H SR —FREEIRA AR T, T #5745y <, - EtherType BN 028808, 42l #Fil 020001
AT E N A TARAER AT A W] A IR AT, 24795 A B B 1 7 — i, B2 RE—1E
{5 48 7Y AR A AR HuhE 01-80-C2-00-00-01, EFfEMis AU FH I REEMIBTII B, PABG 159
BAop kit , EHATERIMN 0 3] 65535,

R DAR M IRBIRE Y 5, B B il Be AR A, T DA AR J7 30 H B i -

bool flow_ctrl_enable = true;
esp_eth_ioctl (eth_handle, ETH_CMD_S_FLOW_CTRL, &flow_ctrl_enable);

bR, BEWURTE A SR h PHY X a8um A A Y BER PSR SRR IS, DAKIBK
EREIF A S BRI

NN
o DUKMELA R ethernet/basic
o PAKI iperf 79 ethernet/iperf
o DUKME| Wi-Fi AP “B&ii#%”: network/eth2ap
o Wi-Fi station Z| DA “MI#F”: network/sta2eth

REEIBORFIHLIE T PAKIM - protocols

B

Fle S0 PHY Wi f)y it A 2 5 PHY S8 1 filig gy fe i 2 MR 3L Ji . ESP-IDF Bl S FR40Rh
PHY it ), E2iiFovas. ZhAE. PRAFSEIEE, AWl @ Joik R B — kB 2 H L PR RS fr .

44 IEEE 802.3 £ H: 22.2.4 45 B I G 70 X EMAC FI PHY 2 [&] ) 4 BEEZ 11 EAT T AR MEAL. %3
JrE SCT TR R MITAS B 07 e, T4 6] PHY FIlCER PHY BPIRES, 0@ L7 — 418
WA R WS AT R . Bt B SE. & ESP-IDF w5 TiEL A i) 457 3 2 B 2
esp_eth/src/phy/esp_eth_phy_802_3.c SEILAY, XABAKFEAR 7 EIEH A 2 X PHY it 7 SR AL .

Sk T2 PHY [ W HE R4 LEEE 8023 55 22.2.4 1AL, LA E % fef PHY Kin .
A, W AR AILE R T AR B 5 X PHY MOaRLRe, FUE i 5 B 75 XA 1) PHY
FEINAE, R A R 2

ESP-IDF DAK MUK EHAE 7 il 9 K> PHY 45 PRI REHR C I 75 16 esp_eth/src/phy/esp_eth_phy_802_3.c Hi.,
AT AR LI, ATRETS RS LS I A AR A BRI fE -

o BERSIRES. BCTLEE i 60 i BAGE A g
s BRAIIGA . BVBEATALE AR BR G, RRERT I E S, DA ERGE A 245 A U R
o R R AR T RERC E:

G4 o S0 PHY SRahREE LK :

Lo MR s PHY Ko dis F M, & SC#F b B wy w85 2 M R AR o Bl S W
esp_eth/src/phy/esp_eth_phy_ip101.c,
2. HERAT AR PHY 4 PRI A5 E A5, %454
o W & /D405 IEEE 802.3 phy_802_3_t X4
o WG PR W 4h B0 BE, DA 3R JE IEEE 8023 E E hl U fE. R 61 & W
esp_eth/src/phy/esp_eth_phy_ksz80xx.c,
3. 8 SCEEREE R i i B R 2 i
4. ¥)4ff TEEE 802.3 ACXF R H T 70 LB A iy v A8 B [l R Zh g

SCBUHTHY B E L PHY K7 IS, ARAT DA ESP-IDF 445 B L KFIKEl 7 2 HAt T 7
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API 5%

Header File

¢ components/hal/include/hal/eth_types.h
* This header file can be included with:

#include "hal/eth_types.h"

Enumerations
enum eth_data_interface_t
Ethernet interface.

Values:

enumerator EMAC_DATA_INTERFACE_RMII
Reduced Media Independent Interface

enumerator EMAC_DATA_INTERFACE_MII
Media Independent Interface

enum eth_link_t
Ethernet link status.

Values:

enumerator ETH_LINK_UP
Ethernet link is up

enumerator ETH_LINK_DOWN

Ethernet link is down

enum eth_speed_t

Ethernet speed.

Values:

enumerator ETH_SPEED_10M
Ethernet speed is 10Mbps

enumerator ETH_SPEED_100M
Ethernet speed is 100Mbps

enumerator ETH_SPEED_MAX
Max speed mode (for checking purpose)

enum eth_duplex_t

Ethernet duplex mode.

Values:

enumerator ETH_DUPLEX_ HALF
Ethernet is in half duplex
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enumerator ETH_DUPLEX_ FULL
Ethernet is in full duplex

enum eth_checksum_t

Ethernet Checksum.

Values:

enumerator ETH_CHECKSUM_SW

Ethernet checksum calculate by software

enumerator ETH_CHECKSUM_HW

Ethernet checksum calculate by hardware

enum eth_mac_dma_burst_len_t
Internal ethernet EMAC’s DMA available burst sizes.

Values:

enumerator ETH_DMA_BURST_LEN_32

enumerator ETH_DMA_BURST_ LEN_16

enumerator ETH_DMA_BURST_LEN_S8

enumerator ETH_DMA_BURST_LEN_4

enumerator ETH_DMA_BURST_LEN_2

enumerator ETH_DMA_BURST_LEN_1

Header File

¢ components/esp_eth/include/esp_eth.h
¢ This header file can be included with:

’#include "esp_eth.h" ‘

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’PRIViREQUIRES esp_eth ‘

Header File

¢ components/esp_eth/include/esp_eth_driver.h
¢ This header file can be included with:

#include "esp_eth_driver.h"
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* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’ REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘

Functions
esp_err_t esp_eth_driver_install (const esp_eth_config_t *config, esp_eth_handle_t *out_hdl)

Install Ethernet driver.
S

* config -- [in] configuration of the Ethernet driver
e out_hdl -- [out] handle of Ethernet driver
B
* ESP_OK: install esp_eth driver successfully
e ESP_ERR_INVALID_ARG: install esp_eth driver failed because of some invalid argu-
ment
* ESP_ERR_NO_MEM: install esp_eth driver failed because there’s no memory for driver
* ESP_FAIL: install esp_eth driver failed because some other error occurred
esp_err_t esp_eth_driver_uninstall (esp_eth_handle_t hdl)

Uninstall Ethernet driver.

#&1¥: It's not recommended to uninstall Ethernet driver unless it won’t get used any more in application code.
To uninstall Ethernet driver, you have to make sure, all references to the driver are released. Ethernet driver
can only be uninstalled successfully when reference counter equals to one.

%%% hdl -- [in] handle of Ethernet driver
PEA ]
* ESP_OK: uninstall esp_eth driver successfully
* ESP_ERR_INVALID_ARG: uninstall esp_eth driver failed because of some invalid ar-
gument
e ESP_ERR_INVALID_STATE: uninstall esp_eth driver failed because it has more than
one reference
» ESP_FAIL: uninstall esp_eth driver failed because some other error occurred

esp_err_t esp_eth_start (esp_eth_handle_t hdl)
Start Ethernet driver ONLY in standalone mode (i.e. without TCP/IP stack)

f&7E: This API will start driver state machine and internal software timer (for checking link status).

¥ hdl -- [in] handle of Ethernet driver
B

» ESP_OK: start esp_eth driver successfully

* ESP_ERR_INVALID_ARG: start esp_eth driver failed because of some invalid argument
ESP_ERR_INVALID_STATE: start esp_eth driver failed because driver has started al-
ready
» ESP_FAIL: start esp_eth driver failed because some other error occurred

esp_err_t esp_eth_stop (esp_eth_handle_t hdl)
Stop Ethernet driver.
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$41:: This function does the oppsite operation of esp_eth_start.

¥ hd1l -- [in] handle of Ethernet driver
B
» ESP_OK: stop esp_eth driver successfully
* ESP_ERR_INVALID_ARG: stop esp_eth driver failed because of some invalid argument
* ESP_ERR_INVALID_STATE: stop esp_eth driver failed because driver has not started
yet
» ESP_FAIL: stop esp_eth driver failed because some other error occurred

esp_err_t esp_eth_update_input_path (esp_eth_handle_t hdl, esp_err_t (*stack_input)(esp_eth_handle_t
hdl, uint8_t *buffer, uint32_t length, void *priv), void *priv)

Update Ethernet data input path (i.e. specify where to pass the input buffer)

4122 After install driver, Ethernet still don’t know where to deliver the input buffer. In fact, this API registers
a callback function which get invoked when Ethernet received new packets.

e hdl -- [in] handle of Ethernet driver
* stack_input -- [in] function pointer, which does the actual process on incoming pack-

ets
* priv --[in] private resource, which gets passed to stack_input callback without any
modification

B
* ESP_OK: update input path successfully
* ESP_ERR_INVALID_ARG: update input path failed because of some invalid argument
» ESP_FAIL: update input path failed because some other error occurred

esp_err_t esp_eth_transmit (esp_eth_handle_t hdl, void *buf, size_t length)
General Transmit.

SH
e hdl -- [in] handle of Ethernet driver
* buf -- [in] buffer of the packet to transfer
* length -- [in] length of the buffer to transfer
izl
» ESP_OK: transmit frame buffer successfully
e ESP_ERR_INVALID_ARG: transmit frame buffer failed because of some invalid argu-
ment
e ESP_ERR_INVALID_STATE: invalid driver state (e.i. driver is not started)
* ESP_ERR_TIMEOUT: transmit frame buffer failed because HW was not get available in
predefined period
¢ ESP_FAIL: transmit frame buffer failed because some other error occurred

esp_err_t esp_eth_transmit_vargs (esp_eth_handle_t hdl, uint32_t argc, ...)
Special Transmit with variable number of arguments.

S

hdl -- [in] handle of Ethernet driver
* argc -- [in] number variable arguments

e ... --variable arguments
py |
e ESP_OK: transmit successful
e ESP_ERR_INVALID_STATE: invalid driver state (e.i. driver is not started)
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* ESP_ERR_TIMEOUT: transmit frame buffer failed because HW was not get available in
predefined period
e ESP_FAIL: transmit frame buffer failed because some other error occurred

esp_err_t esp_eth_ioctl (esp_eth_handle_t hdl, esp_eth_io_cmd_t cmd, void *data)

Misc 10 function of Ethernet driver.

The following common IO control commands are supported:

ETH_CMD_S_MAC_ADDR sets Ethernet interface MAC address. data argument is pointer to MAC
address buffer with expected size of 6 bytes.

ETH_CMD_G_MAC_ADDR gets Ethernet interface MAC address. data argument is pointer to a buffer
to which MAC address is to be copied. The buffer size must be at least 6 bytes.
ETH_CMD_S_PHY_ADDR sets PHY address in range of <0-31>. data argument is pointer to memory
of uint32_t datatype from where the configuration option is read.

ETH_CMD_G_PHY_ADDR gets PHY address. data argument is pointer to memory of uint32_t
datatype to which the PHY address is to be stored.

ETH_CMD_S_AUTONEGO enables or disables Ethernet link speed and duplex mode autonegotiation.
data argument is pointer to memory of bool datatype from which the configuration option is read.
Preconditions: Ethernet driver needs to be stopped.

ETH_CMD_G_AUTONEGO gets current configuration of the Ethernet link speed and duplex mode au-
tonegotiation. data argument is pointer to memory of bool datatype to which the current configuration
is to be stored.

ETH_CMD_S_SPEED sets the Ethernet link speed. dat a argument is pointer to memory of eth_speed_t
datatype from which the configuration option is read. Preconditions: Ethernet driver needs to be stopped
and auto-negotiation disabled.

ETH_CMD_G_SPEED gets current Ethernet link speed. data argument is pointer to memory of
eth_speed_t datatype to which the speed is to be stored.

ETH_CMD_S_PROMISCUOUS sets/resets Ethernet interface promiscuous mode. data argument is
pointer to memory of bool datatype from which the configuration option is read.
ETH_CMD_S_FLOW_CTRL sets/resets Ethernet interface flow control. data argument is pointer to
memory of bool datatype from which the configuration option is read.

ETH_CMD_S_DUPLEX_MODE sets the Ethernet duplex mode. dat a argument is pointer to memory of
eth_duplex_t datatype from which the configuration option is read. Preconditions: Ethernet driver needs
to be stopped and auto-negotiation disabled.

ETH_CMD_G_DUPLEX_MODE gets current Ethernet link duplex mode. data argument is pointer to
memory of eth_duplex_t datatype to which the duplex mode is to be stored.
ETH_CMD_S_PHY_LOOPBACK sets/resets PHY to/from loopback mode. data argument is pointer
to memory of bool datatype from which the configuration option is read.

Note that additional control commands may be available for specific MAC or PHY chips. Please consult
specific MAC or PHY documentation or driver code.

ZH
¢ hdl -- [in] handle of Ethernet driver
¢ cmd -- [in] IO control command
e data -- [inout] address of data for set command or address where to store the data
when used with get command
B
» ESP_OK: process io command successfully
* ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
» ESP_FAIL: process io command failed because some other error occurred
* ESP_ERR_NOT_SUPPORTED: requested feature is not supported

esp_err_t esp_eth_get_phy_instance (esp_eth_handle_t hdl, esp_eth_phy_t **phy)

Get PHY instance memory address.

SH

Espressif Systems 174 Release v5.3

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

¢ hdl -- [in] handle of Ethernet driver
* phy -- [out] pointer to memory to store the instance

R esp_err_t
¢ ESP_OK: success
* ESP_ERR_INVALID_ARG: failed because of some invalid argument

esp_err_t esp_eth_get_mac_instance (esp_eth_handle_t hdl, esp_eth_mac_t **mac)
Get MAC instance memory address.
S8
¢ hdl -- [in] handle of Ethernet driver
* mac -- [out] pointer to memory to store the instance

R esp_err_t
e ESP_OK: success
* ESP_ERR_INVALID_ARG: failed because of some invalid argument
esp_err_t esp_eth_increase_reference (esp_eth_handle_t hdl)

Increase Ethernet driver reference.

£ 1: Ethernet driver handle can be obtained by os timer, netif, etc. It’s dangerous when thread A is using
Ethernet but thread B uninstall the driver. Using reference counter can prevent such risk, but care should be
taken, when you obtain Ethernet driver, this API must be invoked so that the driver won’t be uninstalled during

your using time.

%%% hdl -- [in] handle of Ethernet driver
B

» ESP_OK: increase reference successfully

* ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument

esp_err_t esp_eth_decrease_reference (esp_eth_handle_t hdl)
Decrease Ethernet driver reference.
%% hdl -- [in] handle of Ethernet driver
S|

» ESP_OK: increase reference successfully

» ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument

Structures

struct esp_eth_config_t

Configuration of Ethernet driver.

Public Members

esp_eth_mac_t *mac
Ethernet MAC object.

esp_eth_phy_t *phy
Ethernet PHY object.

uint32_t check_link_period_ms

Period time of checking Ethernet link status.
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esp_err_t (*stack_input)(esp_eth_handle_t eth_handle, uint8_t *buffer, uint32_t length, void *priv)
Input frame buffer to user’s stack.

Param eth_handle [in] handle of Ethernet driver
Param buffer [in] frame buffer that will get input to upper stack
Param length [in] length of the frame buffer
Return
¢ ESP_OK: input frame buffer to upper stack successfully
e ESP_FAIL: error occurred when inputting buffer to upper stack

esp_err_t (*fon_lowlevel_init_done)(esp_eth_handle_t eth_handle)
Callback function invoked when lowlevel initialization is finished.
Param eth_handle [in] handle of Ethernet driver
Return

* ESP_OK: process extra lowlevel initialization successfully
e ESP_FAIL: error occurred when processing extra lowlevel initialization

esp_err_t (*fon_lowlevel_deinit_done)(esp_eth_handle_t eth_handle)
Callback function invoked when lowlevel deinitialization is finished.
Param eth_handle [in] handle of Ethernet driver
Return

* ESP_OK: process extra lowlevel deinitialization successfully
» ESP_FAIL: error occurred when processing extra lowlevel deinitialization

esp_err_t (*read_phy_req)(esp_eth_handle_t eth_handle, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

% 7¥: Usually the PHY register read/write function is provided by MAC (SMI interface), but if the
PHY device is managed by other interface (e.g. 12C), then user needs to implement the corresponding
read/write. Setting this to NULL means your PHY device is managed by MAC’s SMI interface.

Param eth_handle [in] handle of Ethernet driver
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
e ESP_OK: read PHY register successfully
¢ ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
¢ ESP_ERR_TIMEOUT: read PHY register failed because of timeout
» ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_regqg)(esp_eth_handle_t eth_handle, uint32_t phy_addr, uint32_t phy_reg,
uint32_t reg_value)

Write PHY register.

% 1¥: Usually the PHY register read/write function is provided by MAC (SMI interface), but if the
PHY device is managed by other interface (e.g. 12C), then user needs to implement the corresponding
read/write. Setting this to NULL means your PHY device is managed by MAC’s SMI interface.

Param eth_handle [in] handle of Ethernet driver
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Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return

¢ ESP_OK: write PHY register successfully

e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument

¢ ESP_ERR_TIMEOUT: write PHY register failed because of timeout
» ESP_FAIL: write PHY register failed because some other error occurred

struct esp_eth_phy_reg_rw_data_t
Data structure to Read/Write PHY register via ioctl API.

Public Members

uint32_t reg_addr
PHY register address

uint32_t *reg_value_p

Pointer to a memory where the register value is read/written

Macros
ETH_DEFAULT_CONFIG (emac, ephy)

Default configuration for Ethernet driver.

Type Definitions

typedef void *esp_eth_handle_t
Handle of Ethernet driver.

Enumerations

enum esp_eth_io_cmd_t
Command list for ioctl API.

Values:

enumerator ETH_CMD_G_MAC_ADDR
Get MAC address

enumerator ETH_CMD_S_MAC_ADDR
Set MAC address

enumerator ETH_CMD_G_PHY_ADDR
Get PHY address

enumerator ETH_CMD_S_PHY_ADDR
Set PHY address

enumerator ETH_CMD_G_AUTONEGO
Get PHY Auto Negotiation
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enumerator ETH_CMD_S_AUTONEGO
Set PHY Auto Negotiation

enumerator ETH_CMD_G_SPEED
Get Speed

enumerator ETH_CMD_S_SPEED
Set Speed

enumerator ETH_CMD_S_PROMISCUOUS

Set promiscuous mode

enumerator ETH_CMD_S_FLOW_CTRL

Set flow control

enumerator ETH_CMD_G_DUPLEX_MODE
Get Duplex mode

enumerator ETH_CMD_S_DUPLEX_MODE
Set Duplex mode

enumerator ETH_CMD_S_PHY_LOOPBACK
Set PHY loopback

enumerator ETH_CMD_READ_PHY REG
Read PHY register

enumerator ETH_CMD_WRITE_PHY_REG
Write PHY register

enumerator ETH_CMD_CUSTOM_MAC_CMDS

enumerator ETH_CMD_CUSTOM_PHY_CMDS

Header File

¢ components/esp_eth/include/esp_eth_com.h
¢ This header file can be included with:

’#include "esp_eth_com.h" ‘

 This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘
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Structures

struct esp_eth_mediator_s

Ethernet mediator.

Public Members

esp_err_t (*phy_reg_read)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
* ESP_FAIL: read PHY register failed because some error occurred

esp_err_t (*phy_reg_write)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
» ESP_OK: write PHY register successfully
o ESP_FAIL: write PHY register failed because some error occurred

esp_err_t (¥*stack_input)(esp_eth_mediator_t *eth, uint8_t *buffer, uint32_t length)
Deliver packet to upper stack.

Param eth [in] mediator of Ethernet driver
Param buffer [in] packet buffer
Param length [in] length of the packet
Return
¢ ESP_OK: deliver packet to upper stack successfully
e ESP_FAIL: deliver packet failed because some error occurred

esp_err_t (*fon_state_changed)(esp_eth_mediator_t *eth, esp_eth_state_t state, void *args)
Callback on Ethernet state changed.
Param eth [in] mediator of Ethernet driver
Param state [in] new state
Param args [in] optional argument for the new state
Return

e ESP_OK: process the new state successfully
e ESP_FAIL: process the new state failed because some error occurred

Macros

ETH_CMD_CUSTOM_MAC_CMDS_OFFSET

Offset for start of MAC custom ioctl commands.
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ETH_CMD_CUSTOM_PHY CMDS_OFFSET

Offset for start of PHY custom ioctl commands.

Type Definitions

typedef struct esp_eth_mediator_s esp_eth_mediator_t

Ethernet mediator.

Enumerations
enum esp_eth_state_t
Ethernet driver state.

Values:

enumerator ETH_STATE_LLINIT

Lowlevel init done

enumerator ETH_STATE_DEINIT

Deinit done

enumerator ETH_STATE_LINK
Link status changed

enumerator ETH_STATE_SPEED
Speed updated

enumerator ETH_STATE_DUPLEX
Duplex updated

enumerator ETH_STATE_PAUSE
Pause ability updated

enum eth_event_t

Ethernet event declarations.

Values:

enumerator ETHERNET_EVENT_START

Ethernet driver start

enumerator ETHERNET_EVENT_STOP

Ethernet driver stop

enumerator ETHERNET_EVENT_CONNECTED
Ethernet got a valid link

enumerator ETHERNET_EVENT_ DISCONNECTED
Ethernet lost a valid link
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Header File

* components/esp_eth/include/esp_eth_mac.h
¢ This header file can be included with:

’#include "esp_eth_mac.h" ‘

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘

Structures

struct esp_eth_mac_s
Ethernet MAC.

Public Members

esp_err_t (*set_mediator)(esp_eth_mac_t *mac, esp_eth_mediator_t *eth)
Set mediator for Ethernet MAC.

Param mac [in] Ethernet MAC instance
Param eth [in] Ethernet mediator
Return
* ESP_OK: set mediator for Ethernet MAC successfully
¢ ESP_ERR_INVALID_ARG: set mediator for Ethernet MAC failed because of invalid
argument

esp_err_t (*init)(esp_eth_mac_t *mac)
Initialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
¢ ESP_OK: initialize Ethernet MAC successfully
e ESP_ERR_TIMEOUT: initialize Ethernet MAC failed because of timeout
e ESP_FAIL: initialize Ethernet MAC failed because some other error occurred

esp_err_t (*deinit)(esp_eth_mac_t *mac)
Deinitialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
¢ ESP_OK: deinitialize Ethernet MAC successfully
e ESP_FAIL.: deinitialize Ethernet MAC failed because some error occurred

esp_err_t (*start)(esp_eth_mac_t ¥mac)
Start Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
» ESP_OK: start Ethernet MAC successfully
e ESP_FAIL.: start Ethernet MAC failed because some other error occurred
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esp_err_t (*stop)(esp_eth_mac_t *mac)
Stop Ethernet MAC.
Param mac [in] Ethernet MAC instance
Return

» ESP_OK: stop Ethernet MAC successfully
e ESP_FAIL: stop Ethernet MAC failed because some error occurred

esp_err_t (*transmit)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t length)

Transmit packet from Ethernet MAC.

#&1: Returned error codes may differ for each specific MAC chip.

Param mac [in] Ethernet MAC instance

Param buf [in] packet buffer to transmit

Param length [in] length of packet

Return
» ESP_OK: transmit packet successfully
¢ ESP_ERR_INVALID_SIZE: number of actually sent bytes differs to expected
e ESP_FAIL: transmit packet failed because some other error occurred

esp_err_t (*transmit_vargs)(esp_eth_mac_t *mac, uint32_t argc, va_list args)

Transmit packet from Ethernet MAC constructed with special parameters at Layer2.

% 1: Typical intended use case is to make possible to construct a frame from multiple higher layer
buffers without a need of buffer reallocations. However, other use cases are not limited.

$&1¥#: Returned error codes may differ for each specific MAC chip.

Param mac [in] Ethernet MAC instance

Param argc [in] number variable arguments

Param args [in] variable arguments

Return
¢ ESP_OK: transmit packet successfully
e ESP_ERR_INVALID_SIZE: number of actually sent bytes differs to expected
» ESP_FAIL: transmit packet failed because some other error occurred

esp_err_t (*receive)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t *length)

Receive packet from Ethernet MAC.

1 Memory of buf is allocated in the Layer2, make sure it get free after process.

$&1¥: Before this function got invoked, the value of "length” should set by user, equals the size of buffer.
After the function returned, the value of “length” means the real length of received data.

Param mac [in] Ethernet MAC instance
Param buf [out] packet buffer which will preserve the received frame
Param length [out] length of the received packet
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Return
* ESP_OK: receive packet successfully
» ESP_ERR_INVALID_ARG: receive packet failed because of invalid argument
e ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data.
in this case, value of returned “length” indicates the real size of incoming data.
* ESP_FAIL: receive packet failed because some other error occurred

esp_err_t (*read_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
¢ ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
e ESP_ERR_INVALID_STATE: read PHY register failed because of wrong state of
MAC
¢ ESP_ERR_TIMEOUT: read PHY register failed because of timeout
« ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
¢ ESP_OK: write PHY register successfully
e ESP_ERR_INVALID_STATE: write PHY register failed because of wrong state of
MAC
e ESP_ERR_TIMEOUT: write PHY register failed because of timeout
o ESP_FAIL: write PHY register failed because some other error occurred

esp_err_t (*set_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Set MAC address.

Param mac [in] Ethernet MAC instance

Param addr [in] MAC address

Return
* ESP_OK: set MAC address successfully
* ESP_ERR_INVALID_ARG: set MAC address failed because of invalid argument
o ESP_FAIL: set MAC address failed because some other error occurred

esp_err_t (*get_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Get MAC address.

Param mac [in] Ethernet MAC instance

Param addr [out] MAC address

Return
* ESP_OK: get MAC address successfully
¢ ESP_ERR_INVALID_ARG: get MAC address failed because of invalid argument
e ESP_FAIL: get MAC address failed because some other error occurred
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esp_err_t (*set_speed)(esp_eth_mac_t *mac, eth_speed_t speed)
Set speed of MAC.

Param ma:c [in] Ethernet MAC instance

Param speed [in] MAC speed

Return
* ESP_OK: set MAC speed successfully
¢ ESP_ERR_INVALID_ARG: set MAC speed failed because of invalid argument
* ESP_FAIL: set MAC speed failed because some other error occurred

esp_err_t (*set_duplex)(esp_eth_mac_t *mac, eth_duplex_t duplex)
Set duplex mode of MAC.

Param mac [in] Ethernet MAC instance

Param duplex [in] MAC duplex

Return
¢ ESP_OK: set MAC duplex mode successfully
e ESP_ERR_INVALID_ARG: set MAC duplex failed because of invalid argument
e ESP_FAIL: set MAC duplex failed because some other error occurred

esp_err_t (*set_link)(esp_eth_mac_t *mac, eth_link_t link)
Set link status of MAC.

Param mac [in] Ethernet MAC instance

Param link [in] Link status

Return
¢ ESP_OK: set link status successfully
e ESP_ERR_INVALID_ARG: set link status failed because of invalid argument
e ESP_FAIL: set link status failed because some other error occurred

esp_err_t (*set_promiscuous)(esp_eth_mac_t *mac, bool enable)

Set promiscuous of MAC.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable promiscuous mode; set false to disable promiscuous mode
Return

* ESP_OK: set promiscuous mode successfully

* ESP_FAIL: set promiscuous mode failed because some error occurred

esp_err_t (*fenable_flow_ctrl)(esp_eth_mac_t *mac, bool enable)

Enable flow control on MAC layer or not.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable flow control; set false to disable flow control
Return

* ESP_OK: set flow control successfully

¢ ESP_FAIL.: set flow control failed because some error occurred

esp_err_t (*set_peer_pause_ability)(esp_eth_mac_t *mac, uint32_t ability)
Set the PAUSE ability of peer node.

Param mac [in] Ethernet MAC instance

Param ability [in] zero indicates that pause function is supported by link partner; non-zero
indicates that pause function is not supported by link partner

Return
* ESP_OK: set peer pause ability successfully
» ESP_FAIL: set peer pause ability failed because some error occurred
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esp_err_t (Ffcustom_ioctl)(esp_eth_mac_t *mac, int cmd, void *data)

Custom IO function of MAC driver. This function is intended to extend common options of esp_eth_ioctl
to cover specifics of MAC chip.

£ {1: This function may not be assigned when the MAC chip supports only most common set of
configuration options.

Param mac [in] Ethernet MAC instance
Param cmd [in] IO control command
Param data [inout] address of data for set command or address where to store the data
when used with get command
Return
* ESP_OK: process io command successfully
¢ ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
» ESP_FAIL: process io command failed because some other error occurred
¢ ESP_ERR_NOT_SUPPORTED: requested feature is not supported

esp_err_t (*del)(esp_eth_mac_t *mac)

Free memory of Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: free Ethernet MAC instance successfully
« ESP_FAIL: free Ethernet MAC instance failed because some error occurred

struct eth_mac_config_t

Configuration of Ethernet MAC object.

Public Members

uint32_t sw_reset_timeout_ms

Software reset timeout value (Unit: ms)

uint32_t rx_task_stack_size

Stack size of the receive task

uint32_t rx_task_prio

Priority of the receive task

uint32_t £lags

Flags that specify extra capability for mac driver

Macros

ETH_MAC_FLAG_WORK_WITH_CACHE_DISABLE

MAC driver can work when cache is disabled
ETH_MAC_FLAG_PIN_TO_CORE

Pin MAC task to the CPU core where driver installation happened
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ETH_MAC_DEFAULT_CONFIG ()
Default configuration for Ethernet MAC object.

Type Definitions

typedef struct esp_eth_mac_s esp_eth_mac_t
Ethernet MAC.

Header File

» components/esp_eth/include/esp_eth_mac_esp.h
¢ This header file can be included with:

’#include "esp_eth_mac_esp.h"

|

* This header file is a part of the API provided by the esp_eth component. To declare that your component

depends on esp_eth, add the following to your CMakeLists.txt:

’ REQUIRES esp_eth

or

’ PRIV_REQUIRES esp_eth

Functions

esp_eth_mac_t *esp_eth_mac_new_esp32 (const eth_esp32_emac_config_t *esp32_config, const

eth_mac_config_t *config)
Create ESP32 Ethernet MAC instance.
SH

* esp32_config -- EMAC specific configuration
* config -- Ethernet MAC configuration
B
* instance: create MAC instance successfully
e NULL: create MAC instance failed because some error occurred

Unions

union eth_mac_clock_config_t

#include <esp_eth_mac_esp.h> Ethernet MAC Clock Configuration.

Public Members

struct eth_mac_clock_config_t::[anonymous] mii
EMAC MII Clock Configuration

emac_rmii_clock_mode_t clock_mode
RMII Clock Mode Configuration

emac_rmii_clock_gpio_t clock_gpio
RMII Clock GPIO Configuration

struct eth_mac_clock_config_t::[anonymous] rmii
EMAC RMII Clock Configuration
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union eth_mac_dataif_gpio_config t
#include <esp_eth_mac_esp.h> Ethernet MAC MII/RMII data plane GPIO configuration.

Public Members
eth_mac_mii_gpio_config_t mii
EMAC MII Data GPIO Configuration

eth_mac_rmii_gpio_config_t rmii

EMAC RMII Data GPIO Configuration

Structures

struct emac_esp_smi_gpio_config_t
EMAC SMI GPIO configuration.

Public Members

int mdc_num
SMI MDC GPIO number, set to -1 could bypass the SMI GPIO configuration

int mdio_num
SMI MDIO GPIO number, set to -1 could bypass the SMI GPIO configuration

struct eth_mac_mii_gpio_config t
EMAC MII data interface GPIO configuration.

Public Members

inttx_clk_num
TX_CLK GPIO number

inttx_en_num

TX_EN GPIO number

int txd0_num
TXDO0 GPIO number

int txdl_num
TXD1 GPIO number

int txd2_num
TXD2 GPIO number

int txd3_num
TXD3 GPIO number
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int rx_clk_num

RX_CLK GPIO number

int rx_dv_num

RX DV GPIO number

int rxd0_num

RXD0 GPIO number

int rxd1l_num

RXD1 GPIO number

int rrd2_num

RXD2 GPIO number

int rxd3_num

RXD3 GPIO number

int col_in_num

COL_IN GPIO number

int crs_in_num

CRS_IN GPIO number

inttx_er_num

TX_ER GPIO number

int rx_er_num

RX_ ER GPIO number

struct eth_mac_rmii_gpio_config t
EMAC RMII data interface GPIO configuration.

Public Members

int tx_en_num
TX_EN GPIO number

int txd0_num
TXDO0 GPIO number

int txdl_num
TXD1 GPIO number

int crs_dv_num
CRS_DV GPIO number
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int rxd0_num

RXD0 GPIO number

int rxd1_num

RXD1 GPIO number

struct eth_esp32_emac_config_t

EMAC specific configuration.

Public Members

emac_esp_smi_gpio_config_t smi_gpio
SMI GPIO numbers

int smi_mdc_gpio_num
SMI MDC GPIO number, set to -1 could bypass the SMI GPIO configuration

int smi_mdio_gpio_num
SMI MDIO GPIO number, set to -1 could bypass the SMI GPIO configuration

eth_data_interface_t interface
EMAC Data interface to PHY (MII/RMII)

eth_mac_clock_config_t clock_config

EMAC Interface clock configuration

eth_mac_dma_burst_len_t dma_burst_len
EMAC DMA burst length for both Tx and Rx

intintr_priority

EMAC interrupt priority, if set to O or a negative value, the driver will try to allocate an interrupt with a
default priority

eth_mac_dataif_gpio_config_t emac_dataif_gpio
EMAC MII/RMII data plane GPIO configuration

eth_mac_clock_config_t clock_config_out_in

EMAC input clock configuration for internally generated output clock (when output clock is looped back
externally)

Macros
ETH_ESP32_EMAC_DEFAULT_ CONFIG ()

Default ESP32’s EMAC specific configuration.

Type Definitions

typedef int emac_rmii_clock_gpio_t
RMII Clock GPIO number.
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Enumerations

enum emac_rmii_clock_mode_t
RMII Clock Mode Options.

Values:

enumerator EMAC_ CLK_DEFAULT

Default values configured using Kconfig are going to be used when "Default” selected.

iz ie: Deprecated option. Clock configuration using Kconfig is limitedly supported only for ESP32
SoC via ETH_ESP32_EMAC_DEFAULT_CONFIG and is going to be reevaluated in the next ma-
jor release. Clock mode and clock GPIO number is supposed to be defined in EMAC specific
configuration structure from user’s code.

enumerator EMAC_CLK_EXT_IN

Input RMII Clock from external. EMAC Clock GPIO number needs to be configured when this option
is selected.

1 MAC will get RMII clock from outside. Note that ESP32 only supports GPIOO to input the
RMII clock.

enumerator EMAC_CLK_OUT

Output RMII Clock from internal (A/M)PLL Clock. EMAC Clock GPIO number needs to be configured
when this option is selected.

enum eth_mac_esp_io_cmd_t
List of ESP EMAC specific commands for ioctl API.

Values:

enumerator ETH_MAC_ESP_CMD_SET_TDESO_CFG_BITS
Set Transmit Descriptor Word 0 control bit mask (debug option)

enumerator ETH_MAC_ESP_CMD_CLEAR_TDESO_CFG_BITS

Clear Transmit Descriptor Word 0 control bit mask (debug option)

enumerator ETH_MAC_ESP_CMD_PTP_ENABLE
Enable IEEE1588 Time stamping

Header File

* components/esp_eth/include/esp_eth_mac_spi.h
¢ This header file can be included with:

’#include "esp_eth_mac_spi.h" ‘

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or
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PRIV_REQUIRES esp_eth

Structures

struct eth_spi_custom_driver_config_t

Custom SPI Driver Configuration. This structure declares configuration and callback functions to access Eth-
ernet SPI module via user’s custom SPI driver.

Public Members

void *config

Custom driver specific configuration data used by init () function.

11 Type and its content is fully under user’s control

void *(*init)(const void *spi_config)

Custom driver SPI Initialization.

£511:: return type and its content is fully under user’s control

Param spi_config [in] Custom driver specific configuration
Return
* spi_ctx: when initialization is successful, a pointer to context structure holding all vari-
ables needed for subsequent SPI access operations (e.g. SPI bus identification, mutexes,
etc.)
e NULL: driver initialization failed

esp_err_t (*deinit)(void *spi_ctx)
Custom driver De-initialization.
Param spi_ctx [in] a pointer to driver specific context structure
Return
e ESP_OK: driver de-initialization was successful

e ESP_FAIL: driver de-initialization failed
* any other failure codes are allowed to be used to provide failure isolation

esp_err_t (*read)(void *spi_ctx, uint32_t cmd, uint32_t addr, void *data, uint32_t data_len)

Custom driver SPI read.

$411:: The read function is responsible to construct command, address and data fields of the SPI frame
in format expected by particular SPI Ethernet module

Param spi_ctx [in] a pointer to driver specific context structure
Param emd [in] command
Param addr [in] register address
Param data [out] read data
Param data_len [in] read data length in bytes
Return
¢ ESP_OK: read was successful
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e ESP_FAIL: read failed
* any other failure codes are allowed to be used to provide failure isolation

esp_err_t (*write)(void *spi_ctx, uint32_t cmd, uint32_t addr, const void *data, uint32_t data_len)

Custom driver SPI write.

$%1:: The write function is responsible to construct command, address and data fields of the SPI frame
in format expected by particular SPI Ethernet module

Param spi_ctx [in] a pointer to driver specific context structure
Param emd [in] command
Param addr [in] register address
Param data [in] data to write
Param data_len [in] length of data to write in bytes
Return
e ESP_OK: write was successful
o ESP_FAIL: write failed
* any other failure codes are allowed to be used to provide failure isolation

Macros

ETH_DEFAULT_SPI
Default configuration of the custom SPI driver. Internal ESP-IDF SPI Master driver is used by default.

Header File

» components/esp_eth/include/esp_eth_phy.h
¢ This header file can be included with:

’#include "esp_eth_phy.h" ‘

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘

Functions
esp_eth_phy_t *esp_eth_phy_new_ip101 (const eth_phy_config_t *config)
Create a PHY instance of IP101.

%% config -- [in] configuration of PHY
B
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_ new_rt18201 (const eth_phy_config_t *config)
Create a PHY instance of RTL8201.

%% config -- [in] configuration of PHY

B
* instance: create PHY instance successfully
* NULL: create PHY instance failed because some error occurred
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esp_eth_phy_t *esp_eth_phy_new_1lan87xx (const eth_phy_config_t *config)
Create a PHY instance of LAN87xx.

%% config -- [in] configuration of PHY
A
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_new_dp83848 (const eth_phy_config_t *config)
Create a PHY instance of DP83848.

%% config -- [in] configuration of PHY
Bl
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_ new_ksz80xx (const eth_phy_config_t *config)
Create a PHY instance of KSZ80xx.

The phy model from the KSZ80xx series is detected automatically. If the driver is unable to detect a supported
model, NULL is returned.

Currently, the following models are supported: KSZ8001, KSZ8021, KSZ8031, KSZ8041, KSZ8051,
KSZ8061, KSZ8081, KSZ8091

%% config -- [in] configuration of PHY
P[]
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

Structures

struct esp_eth_phy_s
Ethernet PHY.

Public Members

esp_err_t (*set_mediator)(esp_eth_phy_t *phy, esp_eth_mediator_t *mediator)
Set mediator for PHY.

Param phy [in] Ethernet PHY instance
Param mediator [in] mediator of Ethernet driver
Return
* ESP_OK: set mediator for Ethernet PHY instance successfully
e ESP_ERR_INVALID_ARG: set mediator for Ethernet PHY instance failed because of
some invalid arguments

esp_err_t (*reset)(esp_eth_phy_t *phy)
Software Reset Ethernet PHY.
Param phy [in] Ethernet PHY instance
Return

* ESP_OK: reset Ethernet PHY successfully
e ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (*reset_hw)(esp_eth_phy_t *phy)
Hardware Reset Ethernet PHY.
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£411:: Hardware reset is mostly done by pull down and up PHY’s nRST pin

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: reset Ethernet PHY successfully
¢ ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (¥*init)(esp_eth_phy_t *phy)
Initialize Ethernet PHY.

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: initialize Ethernet PHY successfully
e ESP_FAIL: initialize Ethernet PHY failed because some error occurred

esp_err_t (*deinit)(esp_eth_phy_t *phy)
Deinitialize Ethernet PHY.

Param phy [in] Ethernet PHY instance
Return
¢ ESP_OK: deinitialize Ethernet PHY successfully
« ESP_FAIL: deinitialize Ethernet PHY failed because some error occurred

esp_err_t (*fautonego_ctrl)(esp_eth_phy_t *phy, eth_phy_autoneg_cmd_t cmd, bool *autonego_en_stat)
Configure auto negotiation.

Param phy [in] Ethernet PHY instance

Param cmd [in] Configuration command, it is possible to Enable (restart), Disable or get cur-
rent status of PHY auto negotiation

Param autonego_en_stat [out] Address where to store current status of auto negotiation con-
figuration

Return
* ESP_OK: restart auto negotiation successfully
e ESP_FAIL: restart auto negotiation failed because some error occurred
« ESP_ERR_INVALID_ARG: invalid command

esp_err_t (*get_link)(esp_eth_phy_t *phy)
Get Ethernet PHY link status.

Param phy [in] Ethernet PHY instance
Return
* ESP_OK: get Ethernet PHY link status successfully
e ESP_FAIL: get Ethernet PHY link status failed because some error occurred

esp_err_t (*set_1link)(esp_eth_phy_t *phy, eth_link_t link)
Set Ethernet PHY link status.
Param phy [in] Ethernet PHY instance
Param link [in] new link status
Return

* ESP_OK: set Ethernet PHY link status successfully
o ESP FAIL: set Ethernet PHY link status failed because some error occurred

esp_err_t (*pwrctl)(esp_eth_phy_t *phy, bool enable)
Power control of Ethernet PHY.
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Param phy [in] Ethernet PHY instance
Param enable [in] set true to power on Ethernet PHY; ser false to power off Ethernet PHY
Return

* ESP_OK: control Ethernet PHY power successfully

¢ ESP_FAIL: control Ethernet PHY power failed because some error occurred

esp_err_t (*set_addr)(esp_eth_phy_t *phy, uint32_t addr)
Set PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [in] PHY chip address
Return
* ESP_OK: set Ethernet PHY address successfully
o ESP_FAIL: set Ethernet PHY address failed because some error occurred

esp_err_t (*get_addr)(esp_eth_phy_t *phy, uint32_t *addr)
Get PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [out] PHY chip address
Return
* ESP_OK: get Ethernet PHY address successfully
¢ ESP_ERR_INVALID_ARG: get Ethernet PHY address failed because of invalid argu-
ment

esp_err_t (*fadvertise_pause_ability)(esp_eth_phy_t *phy, uint32_t ability)
Advertise pause function supported by MAC layer.

Param phy [in] Ethernet PHY instance
Param addr [out] Pause ability
Return
¢ ESP_OK: Advertise pause ability successfully
« ESP_ERR_INVALID_ARG: Advertise pause ability failed because of invalid argument

esp_err_t (*loopback)(esp_eth_phy_t *phy, bool enable)
Sets the PHY to loopback mode.
Param phy [in] Ethernet PHY instance
Param enable [in] enables or disables PHY loopback
Return

* ESP_OK: PHY instance loopback mode has been configured successfully
* ESP_FAIL: PHY instance loopback configuration failed because some error occurred

esp_err_t (*set_speed)(esp_eth_phy_t *phy, eth_speed_t speed)
Sets PHY speed mode.

F&1#: Autonegotiation feature needs to be disabled prior to calling this function for the new setting to
be applied

Param phy [in] Ethernet PHY instance
Param speed [in] Speed mode to be set
Return
¢ ESP_OK: PHY instance speed mode has been configured successfully
« ESP_FAIL: PHY instance speed mode configuration failed because some error occurred
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esp_err_t (*set_duplex)(esp_eth_phy_t *phy, eth_duplex_t duplex)
Sets PHY duplex mode.

£#51::  Autonegotiation feature needs to be disabled prior to calling this function for the new setting to
be applied

Param phy [in] Ethernet PHY instance
Param duplex [in] Duplex mode to be set
Return
» ESP_OK: PHY instance duplex mode has been configured successfully
e ESP_FAIL: PHY instance duplex mode configuration failed because some error oc-
curred

esp_err_t (*custom_ioctl)(esp_eth_phy_t *phy, int cmd, void *data)

Custom IO function of PHY driver. This function is intended to extend common options of esp_eth_ioctl
to cover specifics of PHY chip.

f&1#: This function may not be assigned when the PHY chip supports only most common set of con-
figuration options.

Param phy [in] Ethernet PHY instance
Param cmd [in] IO control command
Param data [inout] address of data for set command or address where to store the data
when used with get command
Return
* ESP_OK: process io command successfully
e ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
e ESP_FAIL: process io command failed because some other error occurred
e ESP_ERR_NOT_SUPPORTED: requested feature is not supported

esp_err_t (*del)(esp_eth_phy_t *phy)

Free memory of Ethernet PHY instance.

Param phy [in] Ethernet PHY instance
Return
¢ ESP_OK: free PHY instance successfully
o ESP_FAIL: free PHY instance failed because some error occurred
struct eth_phy_config_t

Ethernet PHY configuration.

Public Members

int32_t phy_addr

PHY address, set -1 to enable PHY address detection at initialization stage

uint32_t reset_timeout_ms

Reset timeout value (Unit: ms)
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uint32_t autonego_timeout_ms

Auto-negotiation timeout value (Unit: ms)

int reset_gpio_num

Reset GPIO number, -1 means no hardware reset

Macros

ESP_ETH_PHY ADDR_AUTO
ETH_PHY DEFAULT_CONFIG ()
Default configuration for Ethernet PHY object.

Type Definitions

typedef struct esp_eth_phy_s esp_eth_phy_t
Ethernet PHY.

Enumerations

enum eth_phy_ autoneg_cmd_t

Auto-negotiation control commands.

Values:

enumerator ESP_ETH_PHY_ AUTONEGO_RESTART

enumerator ESP_ETH_PHY AUTONEGO_EN

enumerator ESP_ETH_PHY_ AUTONEGO_DIS

enumerator ESP_ETH_PHY_ AUTONEGO_G_STAT

Header File

e components/esp_eth/include/esp_eth_phy_802_3.h
e This header file can be included with:

’#include "esp_eth_phy_802_3.h"

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘

Functions
esp_err_t esp_eth_phy 802_3_set_mediator (phy_802_3_t *phy_802_3, esp_eth_mediator_t *eth)

Set Ethernet mediator.

B
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* phy_802_3 -- IEEE 802.3 PHY object infostructure
* eth -- Ethernet mediator pointer
B
* ESP_OK: Ethermet mediator set successfully
* ESP_ERR_INVALID_ARG: if eth is NULL
esp_err_t esp_eth_phy 802_3_reset (phy_802_3_t *phy_802_3)

Reset PHY.

%% phy_802_3 -- IEEE 802.3 PHY object infostructure
R
» ESP_OK: Ethernet PHY reset successfully
e ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t esp_eth_phy 802_3_autonego_ctrl (phy_802_3_t *phy_802_3, eth_phy_autoneg_cmd_t
cmd, bool *autonego_en_stat)

Control autonegotiation mode of Ethernet PHY.

SH
* phy_802_3 -- IEEE 802.3 PHY object infostructure
* cmd -- autonegotiation command enumeration
* autonego_en_stat -- [out] autonegotiation enabled flag
Bl
» ESP_OK: Ethernet PHY autonegotiation configured successfully
» ESP_FAIL: Ethernet PHY autonegotiation configuration fail because some error occurred
e ESP_ERR_INVALID_ARG: invalid value of cmd

esp_err_t esp_eth_phy_802_3_pwrctl (phy_802_3_t *phy_802_3, bool enable)
Power control of Ethernet PHY.

B8

* phy 802_3 -- IEEE 802.3 PHY object infostructure

* enable -- set true to power ON Ethernet PHY; set false to power OFF Ethernet PHY
B M

» ESP_OK: Ethernet PHY power down mode set successfully

» ESP_FAIL: Ethernet PHY power up or power down failed because some error occurred

esp_err_t esp_eth_phy_802_3_set_addr (phy_802_3_t *phy_802_3, uint32_t addr)
Set Ethernet PHY address.

S
* phy_ 802_3 -- IEEE 802.3 PHY object infostructure
* addr -- new PHY address
A
* ESP_OK: Ethernet PHY address set
esp_err_t esp_eth_phy_802_3_get_addr (phy_802_3_t *phy_802_3, uint32_t *addr)
Get Ethernet PHY address.

SH
* phy_ 802_3 -- IEEE 802.3 PHY object infostructure
¢ addr -- [out] Ethernet PHY address
Bl
* ESP_OK: Ethernet PHY address read successfully
» ESP_ERR_INVALID_ARG: addr pointer is NULL

esp_err_t esp_eth_phy 802_3_advertise_pause_ability (phy_802_3_t *phy_802_3, uint32_t
ability)
Advertise pause function ability.
S8

* phy_802_3 -- IEEE 802.3 PHY object infostructure
* ability -- enable or disable pause ability
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R M
* ESP_OK: pause ability set successfully
» ESP_FAIL: Advertise pause function ability failed because some error occurred

esp_err_t esp_eth_phy_802_3_loopback (phy_802_3_t *phy_802_3, bool enable)
Set Ethernet PHY loopback mode.

SH
* phy_ 802_3 -- IEEE 802.3 PHY object infostructure
* enable -- set true to enable loopback; set false to disable loopback
B
* ESP_OK: Ethernet PHY loopback mode set successfully
» ESP_FAIL: Ethernet PHY loopback configuration failed because some error occurred

esp_err_t esp_eth_phy 802_3_set_speed (phy_802_3_t *phy_802_3, eth_speed_t speed)
Set Ethernet PHY speed.

S8
* phy_802_3 -- IEEE 802.3 PHY object infostructure
* speed -- new speed of Ethernet PHY link
B
* ESP_OK: Ethernet PHY speed set successfully
» ESP_FAIL: Set Ethernet PHY speed failed because some error occurred

esp_err_t esp_eth_phy_802_3_set_duplex (phy_802_3_t *phy_802_3, eth_duplex_t duplex)
Set Ethernet PHY duplex mode.
S8

* phy_802_3 -- IEEE 802.3 PHY object infostructure
* duplex -- new duplex mode for Ethernet PHY link
Bl
* ESP_OK: Ethernet PHY duplex mode set successfully
* ESP_ERR_INVALID_STATE: unable to set duplex mode to Half if loopback is enabled
* ESP_FAIL: Set Ethernet PHY duplex mode failed because some error occurred

esp_err_t esp_eth_phy_802_3_set_link (phy_802_3_t *phy_802_3, eth_link_t link)
Set Ethernet PHY link status.
S8

* phy 802_3 -- IEEE 802.3 PHY object infostructure
* link -- new link status

Rl
* ESP_OK: Ethernet PHY link set successfully
esp_err_t esp_eth_phy_802_3_init (phy_802_3_t *phy_802_3)
Initialize Ethernet PHY.
%% phy_802_3 -- IEEE 802.3 PHY object infostructure
Bl
* ESP_OK: Ethernet PHY initialized successfully
esp_err_t esp_eth_phy_802_3_deinit (phy_802_3_t *phy_802_3)
Power off Eternet PHY.
%% phy_802_3 -- [EEE 802.3 PHY object infostructure
Bl
» ESP_OK: Ethernet PHY powered off successfully
esp_err_t esp_eth_phy 802_3_del (phy_802_3_t *phy_802_3)
Delete Ethernet PHY infostructure.

%% phy_802_3 -- IEEE 802.3 PHY object infostructure
izl
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* ESP_OK: Ethrnet PHY infostructure deleted
esp_err_t esp_eth_phy_802_3_reset_hw (phy_802_3_t *phy_802_3, uint32_t reset_assert_us)

Performs hardware reset with specific reset pin assertion time.

S8

* phy_802_3 -- [EEE 802.3 PHY object infostructure

* reset_assert_us -- Hardware reset pin assertion time
B

» ESP_OK: reset Ethernet PHY successfully

esp_err_t esp_eth_phy_802_3_detect_phy_addr (esp_eth_mediator_t *eth, int *detected_addr)
Detect PHY address.

SH
¢ eth -- Mediator of Ethernet driver
* detected_addr -- [out] a valid address after detection
B
» ESP_OK: detect phy address successfully
* ESP_ERR_INVALID_ARG: invalid parameter
* ESP_ERR_NOT_FOUND: can’t detect any PHY device
» ESP_FAIL: detect phy address failed because some error occurred

esp_err_t esp_eth_phy 802_3_basic_phy_init (phy_802_3_t *phy_802_3)
Performs basic PHY chip initialization.

241z Tt should be called as the first function in PHY specific driver instance

%% phy_802_3 -- IEEE 802.3 PHY object infostructure
P
* ESP_OK: initialized Ethernet PHY successfully
e ESP_FAIL.: initialization of Ethernet PHY failed because some error occurred
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_NOT_FOUND: PHY device not detected
* ESP_ERR_TIMEOUT: MII Management read/write operation timeout
* ESP_ERR_INVALID_STATE: PHY is in invalid state to perform requested operation

esp_err_t esp_eth_phy_802_3_basic_phy_deinit (phy_802_3_t *phy_802_3)
Performs basic PHY chip de-initialization.

$41: It should be called as the last function in PHY specific driver instance

%% phy_802_3 -- IEEE 802.3 PHY object infostructure
Rl
* ESP_OK: de-initialized Ethernet PHY successfully
* ESP_FAIL: de-initialization of Ethernet PHY failed because some error occurred
* ESP_ERR_TIMEOUT: MII Management read/write operation timeout
» ESP_ERR_INVALID_STATE: PHY is in invalid state to perform requested operation

esp_err_t esp_eth_phy_802_3_read_oui (phy_802_3_t *phy_802_3, uint32_t *oui)
Reads raw content of OUI field.

S8
* phy 802_3 -- IEEE 802.3 PHY object infostructure
* oui -- [out] OUI value

Bl
» ESP_OK: OUI field read successfully
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* ESP_FAIL: OUI field read failed because some error occurred

¢ ESP_ERR_INVALID_ARG: invalid oui argument

* ESP_ERR_TIMEOUT: MII Management read/write operation timeout

o ESP_ERR_INVALID_STATE: PHY is in invalid state to perform requested operation

esp_err_t esp_eth_phy 802_3_read_manufac_info (phy_802_3_t *phy_802_3, uint8_t *model,
uint8_t *rev)

Reads manufacturer’ s model and revision number.

ZH

* phy_802_3 -- IEEE 802.3 PHY object infostructure

* model -- [out] Manufacturer’ s model number (can be NULL when not required)

* rev -- [out] Manufacturer’ s revision number (can be NULL when not required)
PEA ]

» ESP_OK: Manufacturer’ s info read successfully

* ESP_FAIL: Manufacturer’ s info read failed because some error occurred

* ESP_ERR_TIMEOUT: MII Management read/write operation timeout

e ESP_ERR_INVALID_STATE: PHY is in invalid state to perform requested operation

esp_err_t esp_eth_phy 802_3_get_mmd_addr (phy_802_3_t *phy_802_3, uint8_t devaddr, uint16_t
*mmd_addr)

Reads MDIO device’s internal address register.

SH
* phy 802_3 -- IEEE 802.3 PHY object infostructure
* devaddr -- Address of MDIO device
* mmd_addr -- [out] Current address stored in device’s register

» ESP_OK: Address register read successfully

» ESP_FAIL: Address register read failed because of some error occurred

* ESP_ERR_INVALID_ARG: Device address provided is out of range (hardware limits
device address to 5 bits)

esp_err_t esp_eth_phy_802_3_set_mmd_addr (phy_802_3_t *phy_802_3, uint8_t devaddr, uint16_t
mmd_addr)

Write to DIO device’s internal address register.

S8
* phy 802_3 -- IEEE 802.3 PHY object infostructure
* devaddr -- Address of MDIO device
* mmd_addr -- [out] New value of MDIO device’s address register value

» ESP_OK: Address register written to successfully

» ESP_FAIL: Address register write failed because of some error occurred

* ESP_ERR_INVALID_ARG: Device address provided is out of range (hardware limits
device address to 5 bits)

esp_err_t esp_eth_phy_802_3_read_mmd_data (phy_802_3_t *phy_802_3, uint8_t devaddr,
esp_eth_phy_802_3_mmd_func_t function, uint32_t
*data)

Read data of MDIO device’s memory at address register.

ZH
* phy 802_3 -- IEEE 802.3 PHY object infostructure
¢ devaddr -- Address of MDIO device
e function -- MMD function
* data -- [out] Data read from the device’s memory

* ESP_OK: Memory read successfully
» ESP_FAIL: Memory read failed because of some error occurred
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* ESP_ERR_INVALID_ARG: Device address provided is out of range (hardware limits
device address to 5 bits) or MMD access function is invalid

esp_err_t esp_eth_phy_802_3_write_mmd_data (phy_802_3_t *phy_802_3, uint8_t devaddr,
esp_eth_phy_802_3_mmd_func_t function, uint32_t
data)

Write data to MDIO device’s memory at address register.

ZH
* phy_802_3 -- IEEE 802.3 PHY object infostructure
¢ devaddr -- Address of MDIO device
e function -- MMD function
* data -- [out] Data to write to the device’s memory

* ESP_OK: Memory written successfully

* ESP_FAIL: Memory write failed because of some error occurred

* ESP_ERR_INVALID_ARG: Device address provided is out of range (hardware limits
device address to 5 bits) or MMD access function is invalid

esp_err_t esp_eth_phy_ 802_3_read_mmd_register (phy_802_3_t *phy_802_3, uint8_t devaddr,
uint16_t mmd_addr, uint32_t *data)

Set MMD address to mmd_addr with function MMD_FUNC_NOINCR and read contents to *data.

ZH
* phy 802_3 -- IEEE 802.3 PHY object infostructure
¢ devaddr -- Address of MDIO device
* mmd_addr -- Address of MDIO device register
* data -- [out] Data read from the device’s memory
&I
* ESP_OK: Memory read successfully
» ESP_FAIL: Memory read failed because of some error occurred
* ESP_ERR_INVALID_ARG: Device address provided is out of range (hardware limits
device address to 5 bits)

esp_err_t esp_eth_phy_802_3_write_mmd_register (phy_802_3_t *phy_802_3, uint8_t devaddr,
uint16_t mmd_addr, uint32_t data)

Set MMD address to mmd_addr with function MMD_FUNC_NOINCR and write data.

S8
* phy_802_3 -- IEEE 802.3 PHY object infostructure
* devaddr -- Address of MDIO device
* mmd_addr -- Address of MDIO device register
* data -- [out] Data to write to the device’s memory
B
» ESP_OK: Memory written to successfully
* ESP_FAIL: Memory write failed because of some error occurred
* ESP_ERR_INVALID_ARG: Device address provided is out of range (hardware limits
device address to 5 bits)

inline phy_802_3_t *esp_eth_phy_into_phy_ 802_3 (esp_eth_phy_t *phy)
Returns address to parent IEEE 802.3 PHY object infostructure.
%% phy -- Ethernet PHY instance

R\ phy_802_3_t*
* address to parent IEEE 802.3 PHY object infostructure

esp_err_t esp_eth_phy 802_3_obj_config_init (phy_802_3_t *phy_802_3, const eth_phy_config_t
*config)
Initializes configuration of parent IEEE 802.3 PHY object infostructure.

S8
e phy 802_3 -- Address to IEEE 802.3 PHY object infostructure
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* config -- Configuration of the IEEE 802.3 PHY object
R m

* ESP_OK: configuration initialized successfully

* ESP_ERR_INVALID_ARG: invalid config argument

Structures

struct phy_802_3_t
IEEE 802.3 PHY object infostructure.

Public Members

esp_eth_phy_t parent
Parent Ethernet PHY instance

esp_eth_mediator_t *eth
Mediator of Ethernet driver

int addr
PHY address

uint32_t reset_timeout_ms

Reset timeout value (Unit: ms)

uint32_t autonego_timeout_ms

Auto-negotiation timeout value (Unit: ms)

eth_link_t 1ink_status

Current Link status

int reset_gpio_num

Reset GPIO number, -1 means no hardware reset

Enumerations

enum esp_eth_phy_802_3_mmd_func_t
IEEE 802.3 MMD modes enumeration.

Values:

enumerator MMD_ FUNC__ADDRESS

enumerator MMD_FUNC_DATA_NOINCR

enumerator MMD_FUNC_DATA_RWINCR

enumerator MMD_ FUNC_DATA_WINCR
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Header File

» components/esp_eth/include/esp_eth_netif _glue.h
* This header file can be included with:

’#include "esp_eth_netif_glue.h"

* This header file is a part of the API provided by the esp_eth component. To declare that your component
depends on esp_eth, add the following to your CMakeLists.txt:

’REQUIRES esp_eth ‘

or

’ PRIV_REQUIRES esp_eth ‘

Functions
esp_eth_netif_glue_handle_t esp_eth_new_netif_glue (esp_eth_handle_t eth_hdl)

Create a netif glue for Ethernet driver.

41 netif glue is used to attach io driver to TCP/IP netif

%% eth_hdl -- Ethernet driver handle
1R[] glue object, which inherits esp_netif_driver_base_t

esp_err_t esp_eth_del_netif glue (esp_eth_netif_glue_handle_t eth_netif _glue)
Delete netif glue of Ethernet driver.

%4 eth_netif_glue -- netif glue
& Ia] -ESP_OK: delete netif glue successfully

Type Definitions

typedef struct esp_eth_netif_glue_t *esp_eth_netif glue_handle_t

Handle of netif glue - an intermediate layer between netif and Ethernet driver.
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Header File

» components/openthread/include/esp_openthread.h
¢ This header file can be included with:

’#include "esp_openthread.h"

* This header file is a part of the API provided by the openthread component. To declare that your component
depends on openthread, add the following to your CMakeLists.txt:

’REQUIRES openthread ‘

or

’PRIV_REQUIRES openthread ‘

Functions
esp_err_t esp_openthread_init (const esp_openthread_platform_config_t *init_config)
Initializes the full OpenThread stack.

$41:: The OpenThread instance will also be initialized in this function.

%%, init_config -- [in] The initialization configuration.

R M

ESP_OK on success

ESP_ERR_NO_MEM if allocation has failed

ESP_ERR_INVALID_ARG if radio or host connection mode not supported
ESP_ERR_INVALID_STATE if already initialized

esp_err_t esp_openthread_auto_start (otOperationalDatasetTlvs *datasetTlvs)

Starts the Thread protocol operation and attaches to a Thread network.

%% datasetTlvs -- [in] The operational dataset (TLV encoded), if it's NULL, the function
will generate the dataset based on the configurations from kconfig.
B
¢ ESP_OK on success
* ESP_FAIL on failures

esp_err_t esp_openthread_launch_mainloop (void)

Launches the OpenThread main loop.

£ 1#: This function will not return unless error happens when running the OpenThread stack.

izl
¢ ESP_OK on success
« ESP_ERR_NO_MEM if allocation has failed
e ESP_FAIL on other failures

esp_err_t esp_openthread_deinit (void)
This function performs OpenThread stack and platform driver deinitialization.
B
* ESP_OK on success
* ESP_ERR_INVALID_STATE if not initialized
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otlnstance *esp_openthread_get_instance (void)

This function acquires the underlying OpenThread instance.

£571: This function can be called on other tasks without lock.

&[] The OpenThread instance pointer

Header File

» components/openthread/include/esp_openthread_types.h
* This header file can be included with:

’#include "esp_openthread_types.h" ‘

* This header file is a part of the API provided by the openthread component. To declare that your component
depends on openthread, add the following to your CMakeLists.txt:

’REQUIRES openthread ‘

or

’PRIV_REQUIRES openthread ‘

Structures

struct esp_openthread_role_changed_event_t

OpenThread role changed event data.

Public Members

otDeviceRole previous_role

Previous Thread role

otDeviceRole current_role

Current Thread role

struct esp_openthread_mainloop_context_t

This structure represents a context for a select() based mainloop.

Public Members

fd_set read_£fds
The read file descriptors

fd_set write_£fds

The write file descriptors

fd_set error_£fds

The error file descriptors
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int max_f£fd

The max file descriptor

struct timeval timeout

The timeout

struct esp_openthread_uart_config_ t

The uart port config for OpenThread.

Public Members

uart_port_t port
UART port number

uart_config_t uart_config

UART configuration, see uart_config_t docs

gpio_num_t rx_pin
UART RX pin

gpio_num_t tx_pin
UART TX pin

struct esp_openthread_spi_host_config_t

The spi port config for OpenThread.

Public Members

spi_host_device_t host_device
SPI host device

spi_dma_chan_t dma_channel
DMA channel

spi_bus_config_t spi_interface
SPI bus

spi_device_interface_config_t spi_device

SPI peripheral device

gpio_num_t intr_pin

SPI interrupt pin

struct esp_openthread_spi_slave_config t

The spi slave config for OpenThread.
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Public Members

spi_host_device_t host_device
SPI host device

spi_bus_config_t bus_config
SPI bus config

spi_slave_interface_config_t slave_config

SPI slave config

gpio_num_t intr_pin

SPI interrupt pin

struct esp_openthread_radio_config_ t

The OpenThread radio configuration.

Public Members

esp_openthread_radio_mode_t radio_mode

The radio mode

esp_openthread_uart_config_t radio_uart_config

The uvart configuration to RCP

esp_openthread_spi_host_config_t radio_spi_config

The spi configuration to RCP

struct esp_openthread_host_connection_config_t

The OpenThread host connection configuration.

Public Members

esp_openthread_host_connection_mode_t host _connection_mode

The host connection mode

esp_openthread_uart_config_t host_uart_config

The uvart configuration to host

usb_serial_jtag_driver_config_t host_usb_config

The usb configuration to host

esp_openthread_spi_slave_config_t spi_slave_config

The spi configuration to host

struct esp_openthread_port_config t

The OpenThread port specific configuration.
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Public Members

const char *storage_partition_name

The partition for storing OpenThread dataset

uint8_t netif_ queue_size

The packet queue size for the network interface

uint8_t task_queue_size

The task queue size

struct esp_openthread_platform_config t

The OpenThread platform configuration.

Public Members

esp_openthread_radio_config_t radio_config

The radio configuration

esp_openthread_host_connection_config_t host_config

The host connection configuration

esp_openthread_port_config_t port_config

The port configuration

Type Definitions

typedef void (*esp_openthread_rcp_failure_handler)(void)

Enumerations

enum esp_openthread_event_t

OpenThread event declarations.

Values:

enumerator OPENTHREAD_EVENT_START
OpenThread stack start

enumerator OPENTHREAD_EVENT_STOP
OpenThread stack stop

enumerator OPENTHREAD_EVENT_DETACHED
OpenThread detached

enumerator OPENTHREAD_EVENT_ATTACHED
OpenThread attached
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enumerator OPENTHREAD_EVENT_ROLE__CHANGED
OpenThread role changed

enumerator OPENTHREAD_EVENT_IF_UP

OpenThread network interface up

enumerator OPENTHREAD_EVENT_IF_DOWN

OpenThread network interface down

enumerator OPENTHREAD_EVENT_GOT_IP6
OpenThread stack added IPv6 address

enumerator OPENTHREAD_EVENT_LOST_IP6
OpenThread stack removed IPv6 address

enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_JOIN
OpenThread stack joined IPv6 multicast group

enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_LEAVE
OpenThread stack left IPv6 multicast group

enumerator OPENTHREAD_EVENT_TREL_ADD_IP6
OpenThread stack added TREL IPv6 address

enumerator OPENTHREAD_EVENT _TREL_REMOVE_IP6
OpenThread stack removed TREL IPv6 address

enumerator OPENTHREAD_EVENT_TREL_MULTICAST_ GROUP_JOIN
OpenThread stack joined TREL IPv6 multicast group

enumerator OPENTHREAD EVENT _SET_DNS_SERVER
OpenThread stack set DNS server >

enumerator OPENTHREAD_EVENT_PUBLISH MESHCOP_E

OpenThread stack start to publish meshcop-e service >

enumerator OPENTHREAD_EVENT REMOVE_MESHCOP_E

OpenThread stack start to remove meshcop-e service >

enum esp_openthread_radio_mode_t
The radio mode of OpenThread.

Values:

enumerator RADIO_MODE_NATIVE
Use the native 15.4 radio

enumerator RADIO_MODE_UART_RCP
UART connection to a 15.4 capable radio co-processor (RCP)
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enumerator RADIO_MODE_SPI_RCP

SPI connection to a 15.4 capable radio co-processor (RCP)

enumerator RADIO_MODE_MAX

Using for parameter check

enum esp_openthread_host_connection_mode_t

How OpenThread connects to the host.

Values:

enumerator HOST_CONNECTION_MODE_NONE

Disable host connection

enumerator HOST_CONNECTION_MODE_CLI_UART
CLI UART connection to the host

enumerator HOST_CONNECTION_MODE_CLI_USB
CLI USB connection to the host

enumerator HOST_CONNECTION_MODE_RCP_UART
RCP UART connection to the host

enumerator HOST_CONNECTION_MODE_RCP_SPI
RCP SPI connection to the host

enumerator HOST_CONNECTION_MODE_MAX

Using for parameter check

Header File

¢ components/openthread/include/esp_openthread_lock.h
* This header file can be included with:

’#include "esp_openthread_lock.h" ‘

* This header file is a part of the API provided by the openthread component. To declare that your component
depends on openthread, add the following to your CMakeLists.txt:

’REQUIRES openthread ‘

or

’PRIV_REQUIRES openthread ‘

Functions
esp_err_t esp_openthread_lock_init (void)

This function initializes the OpenThread API lock.
B
e ESP_OK on success

« ESP_ERR_NO_MEM if allocation has failed
* ESP_ERR_INVALID_STATE if already initialized
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void esp_openthread_lock_deinit (void)
This function deinitializes the OpenThread API lock.

bool esp_openthread_lock_acquire (TickType_t block_ticks)
This function acquires the OpenThread API lock.

$51:: Every OT APIs that takes an otInstance argument MUST be protected with this API lock except that
the call site is in OT callbacks.

%% block_ticks -- [in] The maxinum number of RTOS ticks to wait for the lock.
Bl

* True on lock acquired

* False on failing to acquire the lock with the timeout.

void esp_openthread_lock_release (void)
This function releases the OpenThread API lock.

bool esp_openthread_task_switching_lock_acquire (TickType_t block_ticks)
This function acquires the OpenThread API task switching lock.

257#: In OpenThread API context, it waits for some actions to be done in other tasks (like Iwip), after task
switching, it needs to call OpenThread API again. Normally it’s not allowed, since the previous OpenThread
APT lock is not released yet. This task_switching lock allows the OpenThread API can be called in this case.

£51¥: Please use esp_openthread_lock_acquire() for normal cases.

%% block_ticks -- [in] The maxinum number of RTOS ticks to wait for the lock.
B

* True on lock acquired

* False on failing to acquire the lock with the timeout.

void esp_openthread_task_switching_lock_release (void)
This function releases the OpenThread API task switching lock.

Header File

» components/openthread/include/esp_openthread_netif_glue.h
¢ This header file can be included with:

’#include "esp_openthread_netif_glue.h" ‘

¢ This header file is a part of the API provided by the openthread component. To declare that your component
depends on openthread, add the following to your CMakeL.ists.txt:

’REQUIRES openthread ‘

or

’PRIV_REQUIRES openthread ‘

Functions
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void *esp_openthread_netif_glue_init (const esp_openthread_platform_config_t *config)

This function initializes the OpenThread network interface glue.

%% config -- [in] The platform configuration.
B
* glue pointer on success
e NULL on failure
void esp_openthread_netif_glue_deinit (void)

This function deinitializes the OpenThread network interface glue.

esp_netif _t *esp_openthread_get_netif (void)

This function acquires the OpenThread netif.
&1l The OpenThread netif or NULL if not initialzied.

void esp_openthread_register_meshcop_e_handler (esp_event_handler_t handler, bool
for_publish)

This function register a handler for meshcop-e service publish event and remove event.
BH
e handler -- [in] The handler.

* for_publish -- [in] The usage of handler, true for publish event and false for remove
event.

Macros
ESP_NETIF_INHERENT_DEFAULT_ OPENTHREAD ()

Default configuration reference of OpenThread esp-netif.
ESP_NETIF_DEFAULT_OPENTHREAD ()

Header File

¢ components/openthread/include/esp_openthread_border_router.h
* This header file can be included with:

’#include "esp_openthread_border_router.h" ‘

* This header file is a part of the API provided by the openthread component. To declare that your component
depends on openthread, add the following to your CMakeL.ists.txt:

’REQUIRES openthread ‘

or

’PRIV_REQUIRES openthread ‘

Functions
void esp_openthread_set_backbone_netif (esp_netif_t *backbone_netif)

Sets the backbone interface used for border routing.

$411: This function must be called before esp_openthread_init

%4 backbone_netif -- [in] The backbone network interface (WiFi or ethernet)

esp_err_t esp_openthread_border_router_init (void)
Initializes the border router features of OpenThread.
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& 1::  Calling this function will make the device behave as an OpenThread border router. Kconfig option

CONFIG_OPENTHREAD_BORDER_ROUTER is required.

R

ESP_OK on success

* ESP_ERR_NOT_SUPPORTED if feature not supported
* ESP_ERR_INVALID_STATE if already initialized

* ESP_FIAL on other failures

esp_err_t esp_openthread_border_router_deinit (void)
Deinitializes the border router features of OpenThread.
Bl
¢ ESP_OK on success
e ESP_ERR_INVALID_STATE if not initialized
¢ ESP_FIAL on other failures
esp_netif _t *esp_openthread_get_backbone_netif (void)
Gets the backbone interface of OpenThread border router.
j&[a] The backbone interface or NULL if border router not initialized.
void esp_openthread_register_rcp_failure_handler (esp_openthread_rcp_failure_handler
handler)
Registers the callback for RCP failure.
esp_err_t esp_openthread_rcp_deinit (void)
Deinitializes the connection to RCP.
A
* ESP_OK on success
* ESP_ERR_INVALID_STATE if fail to deinitialize RCP
esp_err_t esp_openthread_rcp_init (void)
Initializes the connection to RCP.
Bl
¢ ESP_OK on success
e ESP_FAIL if fail to initialize RCP
esp_err_t esp_openthread_set_meshcop_instance_name (const char *instance_name)

Sets the meshcop(e) instance name.

% {kE:  This function can only be called before esp_openthread_border_router_init.

instance_name is NULL, then the service will use the hostname as instance name.

If

%% instance_name -- [in] The instance name, can be NULL.
B

e ESP_OK on success

e ESP_FAIL if fail to initialize RCP

Thread J&—Fh &L T IPv6 [RIPER [ R I 48 45 A o
B4 Thread APT 7R B %47 HC(E ESP-IDF /R 55 H 1) openthread H3E .
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24.3 ESP-NETIF

ESP-NETIF

ESP-NETIF 1)1 ] 22 BUAE AR W I -

o A& TCP/IP MhisA PN AR R IR, AV I REFAE TP AR H) 4% .
* {EJiRJZ TCP/IP Hisi APT IR LRI T, thaEFE bR 2 4xn) APL,

ESP-IDF [ i H 4 IwIP TCP/IP il k3 528 T ESP-NETIF, SRifi, %35 i 2e 48 B A & TCP/IP SZ¥j

PR S5 [l L BT 3

ESP-IDF 37 #5: 8L 7 BSD AP [ i 3L TCP/IP Ml Bk, A KA IwIP i 14 2 ESP-IDF fYTE4A {5 5L,

152 5 components/esp_netif_stack/README.md.,

17 ESP-NETIF ) APL pg %00 DRI W RS P B, s SRS Bk 1 1P ok, i DHCP 4%,

HiAth ESP-NETIF 1) APT pf 50 {H [ 25 UK 5l J=7E ESP-IDF PRI -
IS AR PP 3 35 JO 75 4% T ESP-NETIF 1) AP, B {114 BRI M 2 S A i 1

ESP-NETIF %4

| () FArPR# |
| Apps |
................. | 47 4% 1L & B |
. e +
| *
| *
———————— + += ==+ o
—+
| | new/config get/set/apps | * | init -
— |
| | | SR | Apps (DHCP, SNTP) =
|
\ |- \ * I -
— |
WA \ | *okk | -
}Erjij] | ok ok ok ok ok ok ok kK| $ﬁ;/p7;lﬁ | o ko ok ok ok ok ok k| DHCP .
- |
fFik \ | | -
— |
\ |- \ | -
— |
\ | \ | NETIF =
— |
e | [ | o + -
— |
| glue|-———<—=—~|——| esp_netif_transmit | ——<—————- | netif_output | g
— |
| \ | | \ | | =
|
| | =—=>-———|—-—=| esp_netif_receive | ——>—————-— | netif_ input | o
— |
| \ | | \ t o + -
— |
| oo o< o] esp_netif_free_rx_buffer |...<..... | packet buffer -
|
to—— \ | | | \ I -
— |
\ | | | \ | (D) -
— |
Qi)
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(& b))
(B) \ | | | (C) \ Fomm e
—+
77777777 + [ + +
A | M % e
Ll I ESP-NETIF
I e +
[ o Foriiean. | FF B/ %M |
| | | \ I \
| —<——] 12tap_write | ————— <——=| B N |
| | \ | \
—-——->-—| esp_vfs_l2tap_eth_filter |-———- >———| B |
| \ | \
| (E) \ Fomm +
o +
Ar R
ESP-NETIF L2 TAP

Pel b A 1) Zle B ek W21 e G P 41 i

R M PRS2 ESP-NETIF H3d (5 WK S AR 4R AL 48

o ——<———>—— B UAEE(E BN TCPAP PRl R [AITEIR.

o o LYY ESP-NETIF i LRI SRR . TP AR 28 e e
o | PBE K TIN R .

ESP-NETIF %2 1.

A) JIP RS 8 661 ESP-NETIF APLAhSR , AR5 M Tl s /o i po e 10 JRBhAR e LA KR
LAY TCP/IP W 4545 2 1] Y 52 H. AT DAMRE AR -

A) PR

1) #1iEtk 10 3K3h
2) A HRY ESP-NETIF 5265, 52 DA T
* ESP-NETIF (R E ki (flags. 178, &FR)
o PIZEAEHEVETN (netif init £ input EREL, FEATHEE)
o 10 RBNAVAFERI (Kik . BEHC rx Zoh XINRE. 10 IRBNA4H)
3) ¥ 1O TRFNAAHPH N 2 3R A 5K P ) 22t ESP-NETIF SE45i
4) [t & F A
o X} 10 BREhE S Feage Ul BN s B0 E RIAAT B 1 e SO E R AT
o AN AR (I IP BRI M
B) i ESP-NETIF API 5 W 2% 4% 1132 H.
1) #HL. #%'E TCP/IP #1240 (41 DHCP, IP %)
2) U IP HF (R IMNE )
3) il AR AR A R (B e sE e )

B) {5058 10 BRI okah X F ESP-NETIF, @ 54RahHA LTI EEAEH
1) A E X5 BSP-NETIF A2 H 947 st (11 343 AKK -> JF/ netif)
2) A0 JZ: V4 Al i s A ESP-NETIF g4, $20, IRl S 38U v X

* 433241 ESP-NETIF X 42205 driver_transmit, DASERF 025 ik % ) i 20 B % g 10 3K zh
* A Elesp_netif receive () PAMERFIE A BRI &4 2 W 25 ek
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C) ESP-NETIF  ESP-NETIF J2 10 UKzl M 28 Ak (A B, Tl i 2 Al i Bt i it . &
AL T —ZHB D, TS TR IR SRR I N 5] ESP-NETIF %52 ) 76 4 13 01 [R) L 5 0 45 ek . 4t
ESP-NETIF i §2 {1k 7 —2H APL, 42 il 9 28 45 11 A9 A= iy ol ) S H: TCP/IP Jg k. ESP-NETIF fy 24 Hh4
HORHA_ERTPAZS A LAR 734

1) Wikt APL (JHT 618 Fi & ESP-NETIF 5:4))
2) H B APL (JHTE 10 BRI 28 k% A4 f Bt )
3) FHFE T API

o BB 25 1 A i R
* ESP-NETIF i TS fFrtide fit Ay

4) HEAS W 2% 12 11 R I BB g ISR APT
5) MZEHERAR APL: SCBLH 5 TCP/P MRk H.

=) e

* DHCP [l 55#a & i API
+ DNS API

o SNTP API

6) JRBhFAR TR AP

D) Mgkl [0 2% itk S5 B AR AU AE 8 365 N O T TE A JT&CH., 75l i ESP-NETIF API SCH 58 4=
EitiE

E) ESP-NETIF L2 TAP %11 ESP-NETIF L2 TAP # [1J& ESP-IDF 5[] Jf 7 FI R 5 v () ke s e s 12
(OSI/ISO iy L2) PAMEATIiHE ORI (& 5 Bl o ZEsR AT &by, Bl T 92 Bl TP A R P, 4
PTP Fl Wake on LAN %, i#y17, H i ESP-NETIF L2 TAP 2 1+ A A M (IEEE 802.3).

i H VES B SCEF A 75 1) ESP-NETIF L2 TAP 4% 11, VES SCUHRFF SR ez 0 (A
open (). read (). write () ZFREHI), FEIHFHESRE A R 520l

ESP-NETIF H$flt—4~ L2 TAP #2 1id (#%4247), (Hii T ESP-NETIF L2 TAP £ I thnl {5 5 )2 5
Al ) AT, PR BE AT DAL ST T 2 [ HE B SCPFHRR AT o R SOPFRA AT A LR EAR %
b B DARCE AL VR i f_key (U1 ETH_DEF) iR fea Mg H: 11, FFEARMRmiEAY (4 IEEE
802.3 HELAKRIMAEAY) Sy E M. T ESP-NETIF L2 TAP 5.5 IP AR [l MAAAE, A BEKF TP
HIXUE (IP. ARP 4§) AL P AR, M DG S i i B R s s X — 5. FER
HIERREOLT, BIGEZE T e, AN RGP E W IER S — BT, ks, A
P AR A BV ) B R, R R & B ) HoAth L2 TAP SUPHAFTEL TP Mtk

ESP-NETIF L2 TAP £ 1 I T}

wiisAL  %ifliff] ESP-NETIF L2 TAP #:1, 5% 451813 Keonfig fit & CONFIG_ESP_NETIF_L2_TAP 5 ]
B, MijGEidesp vEs_ 12tap intf _register () . WEEEM AL RIS H VFS B

open () ESP-NETIF L2 TAP {EMF5E i), AT %4244 "/devinet/tap” i) [l — B4R 4% i 2 AT DART
JFCONFIG_ESP_NETIF_L2_TAP_MAX_FDS I, Z~FA AR BC B H SCHFHR AT Al DA ) R s = i 4%
AN

ESP-NETIF L2 TAP A] PAffi l§ O_NONBLOCK CHRSHREFTH, Wik read () APHIE. HHERE, Y4
HISEE A, My7m Mg Ly, BT 453 92 A~ ESP-NETIF L2 TAP SCHRfFFl IP A L5, Hik
ZHBAMLE, HIE write () WRESZPHEE. [ fontl () BRIBUSCIRIRS RE .

JSHI, open () RFEIFHISCORARRT (AR ED) . AT, 3&E -1, FFiE errno IARIRGTR.
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ioctl() T HIITIFHY ESP-NETIF L2 TAP SCPFRBAT i A 46 5 A1 55 100 45432 11 sl i A A it 2 20 el g
i, BEAIRT, PRI AR e 5 R

* L2TAP_S_INTF_DEVICE - R U IRFT 40 %€ B85 2 W 45 4% 1 38 00, Z M43 i 1 key
FriH. ESP-NETIF W 442 1) 1£_key YENE = NSEE 4 ioctl () . ESP-IDF H1, BRI 4%
B2 if_key WY FIFFEIAE esp_netif/include/esp_netif _defaults.h L3047,

* L2TAP_S_DEVICE_DRV_HNDL - Rf SCO-H AT 25 2 B Rr o M 4542 10 10 o — 600, IUR, Mg
B H 10 WK AR (FIAnPARM i iesp_eth_handle_t) Frifl. 10 IRSIAHEREAE A=A
SRUERY Loctl ()

* L2TAP_S_RCV_FILTER - & il yE4e, FHrE BB A mifL 38 2 SR AT . ZERARM A, e J2
TRERPAUKM AR F Bt g0 . WA IESHME R B /N T 8% T 0x05DC,  TIPRE DA W 2 1Y =
BAE IEEES02.3 K FEF B, IR B P A {H7E <0, 0x05DC> [X 1] A f i A2 328 21| SO iR AF
W B, R P RR P I T TEEES02.2 i AR B I 45 i (LLC) FUfEMT. MR e E B E N KT
0x05DC, KA IS H 7 BEA A AR R WM SAR IR, K535 B AR S5 A Wi 5 336 3] SO AR AT

A i R A S A X B R I 2 i

ey HSEIE A L2TAP_S_INTF_DEVICE B L2TAP_S_DEVICE_DRV_HNDL ¥ LA R 41 & 2
FrEM 0, B TV L2TAP_S_RCV_FILTER 3T,

Frik: YA SCRFR B VLAN fRicht. 4R 5 24 EE VLAN FRicht, WRFE g st BN 45T VLAN
FRic (P 0x8100 B 0x88A8), FF7EM] )" W HIFE 7 Hi Ak FE VLAN ARici.

I PN AR ATTEM M IP B, L2TAP_S_DEVICE_DRV_HNDL fiEHEH , ILFTFIIHL
ESP-NETIF, {HYERIEN T, M40 IEEN if_key RiHH, FFE T 10 SRENFE 7 A)Al B3 hR iR M
R,

BIEF, ioctl () aRM] 0. HIEEHS, R[E -1, HiRE errno DAFE/RETIRISAL:

* EBADF - U IRTFIGAK

* EACCES - JIRAS R o3k A 30 (5110 SCARIAR AT v A 4 B I 28 32 11)

* EINVAL - fit & 250030 [W—M 4582 O _E R AR SO T 2060 17 AR AL e R .
* ENODEV - ISR FF 2295 20 e 28 1) R 25432 LUANAFAE

* ENOSYS - ANSCHRFZERAE, I8 L BE U 7T -

fentl() fentl() FiEEJFEAY ESP-NETIF L2 TAP AR5 ARG @k .
PAR fir 2 45 5 SCHE R AT AH SRS hR A -

e F_GETFD - lREGR I SCAERTFIR G, ZIEEE =25
e F_SETFED - ¥ U AR bR I B RS =A S8 fe e . kM=,

R, foctl () ARl 0, AR, AR -1, JFEEE errno PASR/RARIRIEA.
* EBADF - SCUFFIASF TCRL
* ENOSYS - A #riZm4 .

read() CJFEH 58 MACE R ESP-NETIF L2 TAP SCEHHAFF 1T read () KA. SEHCAT DA
PHZES A PH 280, HLRET O_NONBLOCK SURAR ARG I LPRIRAS . 24 SCHIR AR i 15 8 A B ZE R
FEERE PRS0, ERRIEWT, 8 R SO B HA AT 55 o 24 SRS ARG R B IR ZERT, 37D
R . FEILEOLT, R EEmE AN, W E -, ENEEFRA A 53R
2 B 1) BA B i85 5% CONFIG_ESP_NETIF_L2_TAP_RX_QUEUE_SIZE Kconfig &3 fR . — H BAZ1] i
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ﬁﬁ;ﬁiﬁ?ﬂ@ﬁﬁ%l‘éﬂﬁ, BRI E T, HEIIA RS2 A ARG (BB ZEFBAS
HH) .

W, read () BRBGRIFERFITE . M HRZM XK /ANA O 1, sBEGERI] 0. HAEEE), BREGRE
-1, HiXE errno PATE/REEIRZEA,

* EBADF - SCUHR ST ICRL

* EAGAIN - SCUHARFF IR0 A JEPH %€ (0_NONBLOCK), {HZHU3ZPH % .

write () @it EIFE I 5E S E ) ESP-NETIF L2 TAP SCURREIRFE AT ARE R R i 2 i & 2% 21 )
¥, F PN AL ST R B 1R A H BhES I B BN N . FE AR AR, Y,
R TR B AT 7B PR H A MAC Mtk PARKMEAL, SERREpBCKRTE P&, FREEIT
2

B& MAC iE MAC KRR gk (Y SL/ER)
6B 6B 2B 0-1486 B

#e/m)i5 18, ESP-NETIF L2 TAP 42 LR S X s i A T ai /L BE, S5 il AR M 28 81 245 5 5
ARAF L B R A R . QUSRDAKINZRAURTE], WSk ISR, I BA RS Edm. FEEENe,
T 4542 1 )2 FH £ ESP-NETIF L2 TAP SCAREIASFAN IP ML We v, H 4 mide= 2 BAMLE], 2470
SEHLPRY write () ZEREA M 432 OB T BE &2 P ZE, .

I, write () REIEHARTFIE . WERE AR XK/ R 0, WERIE 0. HAEEE, WERE -1,
R E errno DAFE/REIRISHL,

* EBADF - SC{H#RFF TCRL -

* EBADMSG - if) A I 28 2 5 SO AR L B ) A i AN T

* BIO - W 4542 A W] s IE AT

close() EJF/EAY ESP-NETIF L2 TAP USRS AT AIE AT close () PRELEH], BEAH e 2 i 9
Ji. ESP-NETIF L2 TAP SLFiff) close () BB RES ZHZE, HERELREZLEN, A AMS LB SC
PR AT S A RIAT S IR . R B B—AME S HE VO BEh gL ZE . 55— AT 551 2 P ek
FERTFITE DL, TSR —MES 2 ARIRIEZE, HIR 7 AR .

WIE, close () &[] 0. HIEEEF, WERE] -1, IFE errno PAFR/RESTRIEAL,
* EBADF - SCUFRIRFF ICRL

select () select () WREFARMEI LM, J& I CONFIG_VFS_SUPPORT_SELECT RIVW] fdi i i% sk 4K .

SNTP APT SNTP RS/ 41 WG AR FIEAR TG 2 [ 2 sond 13) (SNTP o 18] B 4 /A5

AT TN SNTP i 55 42 BRI TEAR (5 5., BLA S E R MRSs 4% BT DHCP S fit i) il 55 45 ok
PIE AR OL, BRPERARLT

1) W flesp_netif_sntp_init () PIURALIRSS I S BC & . AR R PAT — R (BRIEC W
Jlesp_netif_sntp_deinit () %45 SNTP R55).

2) W esp_netif_sntp_start () F@ERkS. WARER—PHOEEKINFS TRS, WAFEL
HBR. QAR TE A DHCP SREUY NTP k4%, #EEE e BUER 5 W8 shizikgs . g, W
TEZH2 0I5 Ml DHCP $REUY NTP i s54a 8, HAEIER: 5 P SNTP 55 .

3) FUint, i esp_netif_sntp_sync_wait () ZFREHHEE S

4) flflesp_netif _sntp_deinit () {&1F IR %,
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P A0 SUMS5 A RE A RS BN SIS, (EBOARCE IRz . R, (e Ak
it 24~ NTP 55 &% :

esp_sntp_config_t config = ESP_NETIF_SNTP_DEFAULT_CONFIG_MULTIPLE (2,
ESP_SNTP_SERVER_LIST ("time.windows.com", "pool.ntp.org".

=) )i

esp_netif_sntp_init (&config);

i EECE L SNTP fRE 4%, FEWH WIP it'E, 525 % CONFIG_LWIP_SNTP_MAX_SERVERS

{fi I DHCP 4k Mt i) SNTP JI} % #% ® %6, W& WP Ji % ik 5, # %K & % 2
%] CONFIG_LWIP_DHCP_GET_NTP_SRV . .y, 7E{fi fl DHCP 35, H A H NTP i) 5 #% 19 1%
FHIta4k SNTP Atk fCRS4nT

esp_sntp_config t config = ESP_NETIF_SNTP_DEFAULT_CONFIG_MULTIPLE (0, {} );
config.start = false; // B SNTP MR 4%
config.server_from_dhcp = true; // ¥k B DHCP M % # i NTP_
<M R %

esp_netif sntp_init (&configqg);

EER NG, Al DA O R SR g5 s

esp_netif sntp_start();

%Zi WAIRBAEA IR LIRS B 55 (BIERIA config. start=true). {ERE, ILITIER MRS, AT
REFEI 4R SNTP 353K R, FF NG ZEA UK Z R B AR I 1]

vl IF A T i R Al AR 55 2% [ I (8 P SR S S e 55 4 e 5 i 1) DHCP SRR SNTP iR 55 8% LA
HAE. BCERE, 7 RER PR S DHCP R NTP iz 55 F i il Hrig Sl 55 e i . ISR WP AU 7
%% DHCP & (5 S5 BRI NTP e 5545512 . [Ht, ESP-NETIF SNTP b & A7 S HL B 1Y
MR452%, HAr#RE DHCP 24 5 o) HE B .

WARCEAARRINT, $ROUREE TP_EVENT HURTRCE, AU —DIRGFA IR T s mE R E (B4,
WE config.index_of_first_server=1 &Y DHCP {2t iR &5 2HE EAERT] 0, MHHSHE BN
g5 gt BETEZR G 1)

esp_sntp_config_t config = ESP_NETIF_SNTP_DEFAULT_CONFIG ("pool.ntp.org");

config.start = false; // B H SNTP 4% (ZHERIE)
config.server_from_dhcp = true; // BEW K H DHCP MR % # W NTP_
Rk HREFTE

config.renew_servers_after_new_IP = true; // it esp-netif F ¥ W& F| DHCP.
SHYEEHEEN SNTP R4 &

config.index_of_first_server = 1; J/ O M& B o1 T E g, BY M DHCPL

KBRS E 0 HKE
config.ip_event_to_renew = IP_EVENT_STA_GOT_IP; // # T IP Z R #H i &

Wi)5, VW esp_netif sntp_start () BHIRS-

ESP-NETIF 4ift Pt EZFROT>, 1T AEEOARE D EA GG 1L

e DA ethernet/basic/main/ethernet_example_main.c
» L2 TAP protocols/I2tap/main/I2tap_main.c

WL RIS FESP-NETIF & & 3L 1/0 B 42 /5
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API 5%

Header File

» components/esp_netif/include/esp_netif.h
¢ This header file can be included with:

’#include "esp_netif.h" ‘

* This header file is a part of the API provided by the e sp_net i f component. To declare that your component
depends on esp_netif, add the following to your CMakeLists.txt:

’REQUIRES esp_netif ‘

or

’PRIV_REQUIRES esp_netif ‘

Functions
esp_err_t esp_netif _init (void)

Initialize the underlying TCP/IP stack.

£51¥: This function should be called exactly once from application code, when the application starts up.

B
e ESP_OK on success
» ESP_FAIL if initializing failed
esp_err_t esp_netif deinit (void)
Deinitialize the esp-netif component (and the underlying TCP/IP stack)

Note: Deinitialization is not supported yet

EA
» ESP_ERR_INVALID_STATE if esp_netif not initialized
» ESP_ERR_NOT_SUPPORTED otherwise

esp_netif_t *esp_netif_new (const esp_netif_config_t *esp_netif _config)
Creates an instance of new esp-netif object based on provided config.
%% esp_netif_config -- [in] pointer esp-netif configuration
Bl
* pointer to esp-netif object on success
* NULL otherwise
void esp_netif_destroy (esp_netif _t *esp_netif)
Destroys the esp_netif object.
%% esp_netif -- [in] pointer to the object to be deleted
esp_err_t esp_netif_set_driver_config (esp_netif_t *esp_netif, const esp_netif_driver_ifconfig_t
*driver_config)
Configures driver related options of esp_netif object.
SH
* esp_netif -- [inout] pointer to the object to be configured
* driver_config -- [in] pointer esp-netif io driver related configuration
&I
e ESP_OK on success
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* ESP_ERR_ESP_NETIF_INVALID_PARAMS if invalid parameters provided

esp_err_t esp_netif attach (esp_netif_t *esp_netif, esp_netif_iodriver_handle driver_handle)
Attaches esp_netif instance to the io driver handle.

Calling this function enables connecting specific esp_netif object with already initialized io driver to update
esp_netif object with driver specific configuration (i.e. calls post_attach callback, which typically sets io driver
callbacks to esp_netif instance and starts the driver)

S8
* esp_netif -- [inout] pointer to esp_netif object to be attached
* driver_handle -- [in] pointer to the driver handle

B

ESP_OK on success
» ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED if driver’s pot_attach callback
failed

esp_err_t esp_netif_receive (esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)
Passes the raw packets from communication media to the appropriate TCP/IP stack.

This function is called from the configured (peripheral) driver layer. The data are then forwarded as frames to
the TCP/IP stack.

S8

* esp_netif -- [in] Handle to esp-netif instance

e buffer -- [in] Received data

* len -- [in] Length of the data frame

 eb -- [in] Pointer to internal buffer (used in Wi-Fi driver)
B

* ESP_OK

void esp_netif_action_start (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver start event Creates network interface, if
AUTOUP enabled turns the interface on, if DHCPS enabled starts dhcp server.

$411: This API can be directly used as event handler

BH
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

void esp_netif_action_stop (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)
Default building block for network interface action upon IO driver stop event.

$411: This API can be directly used as event handler

BH
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

void esp_netif_action_connected (void *esp_netif, esp_event_base_t base, int32_t event_id, void
*data)

Default building block for network interface action upon IO driver connected event.
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$41:: This API can be directly used as event handler

SH
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

void esp_netif_action_disconnected (void *esp_netif, esp_event_base_t base, int32_t event_id, void
*data)

Default building block for network interface action upon IO driver disconnected event.

257#: This API can be directly used as event handler

S
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

void esp_netif_action_got_ip (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon network got IP event.

4122 This API can be directly used as event handler

S8
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

void esp_netif_action_join_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group join.

24122 This API can be directly used as event handler

* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event

* event_id -- The specific ID of the event

* data -- Optional data associated with the event

void esp_netif_action_leave_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group leave.

412 This API can be directly used as event handler
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BH
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

void esp_netif_action_add_ip6_address (void *esp_netif, esp_event_base_t base, int32_t event_id,
void *data)

Default building block for network interface action upon IPv6 address added by the underlying stack.

$41:: This API can be directly used as event handler

BH
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
» data -- Optional data associated with the event

void esp_netif_action_remove_ip6_address (void *esp_netif, esp_event_base_t base, int32_t
event_id, void *data)

Default building block for network interface action upon IPv6 address removed by the underlying stack.

$41:: This API can be directly used as event handler

SH
* esp_netif -- [in] Handle to esp-netif instance
* base -- The base type of the event
* event_id -- The specific ID of the event
* data -- Optional data associated with the event

esp_err_t esp_netif_set_default_netif (esp_netif_t *esp_netif)
Manual configuration of the default netif.
This API overrides the automatic configuration of the default interface based on the route_prio If the selected

netif is set default using this API, no other interface could be set-default disregarding its route_prio number
(unless the selected netif gets destroyed)

%%, esp_netif -- [in] Handle to esp-netif instance
j&[n] ESP_OK on success
esp_netif _t *fesp_netif_get_default_netif (void)
Getter function of the default netif.
This API returns the selected default netif.
j& Al Handle to esp-netif instance of the default netif.
esp_err_t esp_netif_ join_ip6_multicast_group (esp_netif_t *esp_netif, const esp_ip6_addr_t
*addr)
Cause the TCP/IP stack to join a IPv6 multicast group.
S
* esp_netif -- [in] Handle to esp-netif instance
* addr -- [in] The multicast group to join
B
« ESP_OK
ESP_ERR_ESP_NETIF_INVALID_PARAMS

Espressif Systems 224 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

» ESP_ERR_ESP_NETIF_MLD6_FAILED
* ESP_ERR_NO_MEM

esp_err_t esp_netif leave_ip6_multicast_group (esp_netif_t *esp_netif, const esp_ip6_addr_t
*addr)

Cause the TCP/IP stack to leave a IPv6 multicast group.
S8

* esp_netif -- [in] Handle to esp-netif instance
* addr -- [in] The multicast group to leave

Bl
* ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_MLD6_FAILED
» ESP_ERR_NO_MEM

esp_err_t esp_netif_set_mac (esp_netif_t *esp_netif, uint8_t macl[])

Set the mac address for the interface instance.

¥

* esp_netif -- [in] Handle to esp-netif instance

* mac -- [in] Desired mac address for the related network interface
PEA ]

e ESP_OK - success

« ESP_ERR_ESP NETIF_IF NOT_READY - interface status error

* ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif get_mac (esp_netif_t *esp_netif, uint8_t macl[])

Get the mac address for the interface instance.

ZH

* esp_netif -- [in] Handle to esp-netif instance

* mac -- [out] Resultant mac address for the related network interface
izl

¢ ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif_set_hostname (esp_netif_t *esp_netif, const char *hostname)

Set the hostname of an interface.

The configured hostname overrides the default configuration value CONFIG_LWIP_LOCAL_HOSTNAME.
Please note that when the hostname is altered after interface started/connected the changes would only be
reflected once the interface restarts/reconnects

S8

* esp_netif -- [in] Handle to esp-netif instance

* hostname -- [in] New hostname for the interface. Maximum length 32 bytes.
]|

* ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

esp_err_t esp_netif_get_hostname (esp_netif_t *esp_netif, const char **hostname)

Get interface hostname.

S8
* esp_netif -- [in] Handle to esp-netif instance
* hostname -- [out] Returns a pointer to the hostname. May be NULL if no hostname
is set. If set non-NULL, pointer remains valid (and string may change if the hostname
changes).

R
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* ESP_OK - success

e« ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error
bool esp_netif is_netif_up (esp_netif_t *esp_netif)

Test if supplied interface is up or down.

%%, esp_netif -- [in] Handle to esp-netif instance
$Ey |
* true - Interface is up
« false - Interface is down
esp_err_t esp_netif get_ip_info (esp_netif_t *esp_netif, esp_netif _ip_info_t *ip_info)
Get interface’s IP address information.

If the interface is up, IP information is read directly from the TCP/IP stack. If the interface is down, IP
information is read from a copy kept in the ESP-NETIF instance

S8
* esp_netif -- [in] Handle to esp-netif instance
* ip_info -- [out] If successful, IP information will be returned in this argument.
B
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
esp_err_t esp_netif get_old_ip_info (esp_netif_t *esp_netif, esp_netif_ip_info_t *ip_info)
Get interface’s old IP information.

Returns an ”old” IP address previously stored for the interface when the valid IP changed.

If the IP lost timer has expired (meaning the interface was down for longer than the configured interval) then
the old IP information will be zero.

S8
* esp_netif -- [in] Handle to esp-netif instance
* ip_info -- [out] If successful, IP information will be returned in this argument.
B
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
esp_err_t esp_netif_set_ip_info (esp_netif_t *esp_netif, const esp_netif _ip_info_t *ip_info)
Set interface’s IP address information.

This function is mainly used to set a static IP on an interface.
If the interface is up, the new IP information is set directly in the TCP/IP stack.

The copy of IP information kept in the ESP-NETIF instance is also updated (this copy is returned if the IP is
queried while the interface is still down.)

$41:: DHCEP client/server must be stopped (if enabled for this interface) before setting new IP information.

% Calling this interface for may generate a SYSTEM_EVENT_STA_GOT_IP or SYS-
TEM_EVENT_ETH_GOT _IP event.

S8
* esp_netif -- [in] Handle to esp-netif instance
* ip_info -- [in] IP information to set on the specified interface

B

ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
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e ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED If DHCP server or client is still run-
ning

esp_err_t esp_netif set_old_ip_info (esp_netif_t *esp_netif, const esp_netif_ip_info_t *ip_info)
Set interface old IP information.
This function is called from the DHCP client (if enabled), before a new IP is set. It is also called from the default

handlers for the SYSTEM_EVENT_STA_CONNECTED and SYSTEM_EVENT_ETH_CONNECTED
events.

Calling this function stores the previously configured IP, which can be used to determine if the IP changes in
the future.

If the interface is disconnected or down for too long, the ”IP lost timer” will expire (after the configured interval)
and set the old IP information to zero.

S8

* esp_netif -- [in] Handle to esp-netif instance

* ip_info -- [in] Store the old IP information for the specified interface
Bl

* ESP_OK

* ESP_ERR_ESP_NETIF_INVALID_PARAMS

int esp_netif_get_netif_ impl_index (esp_netif_t *esp_netif)
Get net interface index from network stack implementation.

£ 1:: This index could be used in set sockopt () to bind socket with multicast interface

%% esp_netif -- [in] Handle to esp-netif instance
& Ia] implementation specific index of interface represented with supplied esp_netif

esp_err_t esp_netif get_netif_ impl_name (esp_netif_t *esp_netif, char *name)

Get net interface name from network stack implementation.

£41:: This name could be used in set sockopt () to bind socket with appropriate interface

B8
* esp_netif -- [in] Handle to esp-netif instance
* name -- [out] Interface name as specified in underlying TCP/IP stack. Note that the actual
name will be copied to the specified buffer, which must be allocated to hold maximum
interface name size (6 characters for IwIP)
Bl
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif napt_enable (esp_netif _t *esp_netif)
Enable NAPT on an interface.

£511:  Enable operation can be performed only on one interface at a time. NAPT cannot be enabled on
multiple interfaces according to this implementation.

%#( esp_netif -- [in] Handle to esp-netif instance
pq |

« ESP_OK

 ESP_FAIL
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» ESP_ERR_NOT_SUPPORTED

esp_err_t esp_netif napt_disable (esp_netif_t *esp_netif)
Disable NAPT on an interface.

%4 esp_netif -- [in] Handle to esp-netif instance
B

» ESP_OK

» ESP_FAIL

¢ ESP_ERR_NOT_SUPPORTED

esp_err_t esp_netif dhcps_option (esp_netif_t *esp_netif, esp_netif _dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP server option.

¥
* esp_netif -- [in] Handle to esp-netif instance
* opt_op -- [in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
* opt_id -- [in] Option index to get or set, must be one of the supported enum values.
* opt_val -- [inout] Pointer to the option parameter.
* opt_len -- [in] Length of the option parameter.
B
* ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_dhcpc_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif _dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP client option.
SH

* esp_netif -- [in] Handle to esp-netif instance
* opt_op -- [in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
* opt_id -- [in] Option index to get or set, must be one of the supported enum values.
* opt_val -- [inout] Pointer to the option parameter.
* opt_len -- [in] Length of the option parameter.
R
* ESP_OK
» ESP_ERR_ESP_NETIF INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif dhcpc_start (esp_netif _t *esp_netif)
Start DHCP client (only if enabled in interface object)

& The default event handlers for the SYSTEM_EVENT _STA_CONNECTED and SYS-
TEM_EVENT_ETH_CONNECTED events call this function.

%%, esp_netif -- [in] Handle to esp-netif instance

B

ESP_OK

ESP_ERR_ESP_NETIF_INVALID_PARAMS

* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
» ESP_ERR_ESP_NETIF_DHCPC_START_FAILED
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esp_err_t esp_netif_dhcpc_stop (esp_netif_t *esp_netif)
Stop DHCP client (only if enabled in interface object)

$41F: Calling action_netif_stop() will also stop the DHCP Client if it is running.

%%, esp_netif -- [in] Handle to esp-netif instance
B
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_IF NOT_READY

esp_err_t esp_netif dhcpc_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP client status.

S8
* esp_netif -- [in] Handle to esp-netif instance
* status -- [out] If successful, the status of DHCP client will be returned in this argument.
B
* ESP_OK
esp_err_t esp_netif_dhcps_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP Server status.

ZH
* esp_netif -- [in] Handle to esp-netif instance
e status -- [out] If successful, the status of the DHCP server will be returned in this
argument.

Bl
* ESP_OK
esp_err_t esp_netif dhcps_start (esp_netif _t *esp_netif)
Start DHCP server (only if enabled in interface object)

%%, esp_netif -- [in] Handle to esp-netif instance

izl
« ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
 ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_dhcps_stop (esp_netif_t *esp_netif)
Stop DHCP server (only if enabled in interface object)

%% esp_netif -- [in] Handle to esp-netif instance
Bl
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_IF NOT_READY

esp_err_t esp_netif dhcps_get_clients_by_mac (esp_netif_t *esp_netif, int num,
esp_netif_pair_mac_ip_t *mac_ip_pair)

Populate IP addresses of clients connected to DHCP server listed by their MAC addresses.

S
* esp_netif -- [in] Handle to esp-netif instance
* num -- [in] Number of clients with specified MAC addresses in the array of pairs
* mac_ip_pair -- [inout] Array of pairs of MAC and IP addresses (MAC are inputs, IP
outputs)

B
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* ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS on invalid params
e ESP_ERR_NOT_SUPPORTED if DHCP server not enabled

esp_err_t esp_netif_set_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)

Set DNS Server information.
This function behaves differently if DHCP server or client is enabled

If DHCP client is enabled, main and backup DNS servers will be updated automatically from the DHCP lease
if the relevant DHCP options are set. Fallback DNS Server is never updated from the DHCP lease and is
designed to be set via this API. If DHCP client is disabled, all DNS server types can be set via this API only.

If DHCP server is enabled, the Main DNS Server setting is used by the DHCP server to provide a DNS Server
option to DHCP clients (Wi-Fi stations).

* The default Main DNS server is typically the IP of the DHCP server itself.

* This function can override it by setting server type ESP_NETIF_DNS_MAIN.

* Other DNS Server types are not supported for the DHCP server.

¢ To propagate the DNS info to client, please stop the DHCP server before using this APL

ZH
* esp_netif -- [in] Handle to esp-netif instance
e type -- [in] Type of DNS Server to set: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
* dns -- [in] DNS Server address to set
izl
¢ ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif_get_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)

Get DNS Server information.
Return the currently configured DNS Server address for the specified interface and Server type.

This may be result of a previous call to esp_netif _set_dns_info(). If the interface’s DHCP client is enabled, the
Main or Backup DNS Server may be set by the current DHCP lease.

ZH
* esp_netif -- [in] Handle to esp-netif instance
* type -- [in] Type of DNS Server to get: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
¢ dns -- [out] DNS Server result is written here on success
&l
¢ ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif create_ip6_linklocal (esp_netif_t *esp_netif)
Create interface link-local IPv6 address.
Cause the TCP/IP stack to create a link-local IPv6 address for the specified interface.

This function also registers a callback for the specified interface, so that if the link-local address becomes
verified as the preferred address then a SYSTEM_EVENT_GOT_IP6 event will be sent.

%% esp_netif -- [in] Handle to esp-netif instance
R

« ESP_OK

« ESP_ERR_ESP NETIF_INVALID_PARAMS
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esp_err_t esp_netif_get_ip6_linklocal (esp_netif_t *esp_netif, esp_ip6_addr_t *if_ip6)

Get interface link-local IPv6 address.

If the specified interface is up and a preferred link-local IPv6 address has been created for the interface, return
a copy of it.

¥
* esp_netif -- [in] Handle to esp-netif instance
* if_ ip6 -- [out] IPv6 information will be returned in this argument if successful.

R

ESP_OK
e ESP_FAIL If interface is down, does not have a link-local IPv6 address, or the link-local
IPv6 address is not a preferred address.

esp_err_t esp_netif_ get_ip6_global (esp_netif_t *esp_netif, esp_ip6_addr_t *if _ip6)
Get interface global IPv6 address.

If the specified interface is up and a preferred global IPv6 address has been created for the interface, return a

copy of it.
S8
* esp_netif -- [in] Handle to esp-netif instance
* if_ ip6 -- [out] [Pv6 information will be returned in this argument if successful.
B

« ESP_OK
* ESP_FAIL If interface is down, does not have a global IPv6 address, or the global IPv6
address is not a preferred address.

intesp_netif_get_all_ip6 (esp_netif_t *esp_netif, esp_ip6_addr_t if_ip6[])
Get all IPv6 addresses of the specified interface.

S8

* esp_netif -- [in] Handle to esp-netif instance

e if ip6 -- [out] Array of IPv6 addresses will be copied to the argument
&1 number of returned IPv6 addresses

esp_err_t esp_netif add_ip6_address (esp_netif_t *esp_netif, const esp_ip6_addr_t addr, bool
preferred)

Cause the TCP/IP stack to add an IPv6 address to the interface.
SH

* esp_netif -- [in] Handle to esp-netif instance

¢ addr -- [in] The address to be added

* preferred -- [in] The preferred status of the address
B

* ESP_OK

* ESP_ERR_ESP_NETIF_INVALID_PARAMS

» ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED

* ESP_ERR_NO_MEM

esp_err_t esp_netif remove_ip6_address (esp_netif_t *esp_netif, const esp_ip6_addr_t *addr)
Cause the TCP/IP stack to remove an IPv6 address from the interface.

S
* esp_netif -- [in] Handle to esp-netif instance
e addr -- [in] The address to be removed

P[]
 ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED
* ESP_ERR_NO_MEM
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void esp_netif_set_ip4_addr (esp_ip4_addr_t *addr, uint8_t a, uint8_t b, uint8_t c, uint8_t d)
Sets IPv4 address to the specified octets.
S8
e addr -- [out] IP address to be set
¢ a -- the first octet (127 for IP 127.0.0.1)
e b--
L] c -
e d--
char *esp_ip4addr_ntoa (const esp_ip4_addr_t *addr, char *buf, int buflen)
Converts numeric IP address into decimal dotted ASCII representation.
BH
* addr -- ip address in network order to convert
* buf -- target buffer where the string is stored
* buflen -- length of buf
1R[] either pointer to buf which now holds the ASCII representation of addr or NULL if buf was
too small
uint32_t esp_ip4addr_aton (const char *addr)
Ascii internet address interpretation routine The value returned is in network order.
%%; addr -- IP address in ascii representation (e.g. ”127.0.0.1”)
R[] ip address in network order
esp_err_t esp_netif_str_to_ip4 (const char *src, esp_ip4_addr_t *dst)
Converts Ascii internet [Pv4 address into esp_ip4_addr_t.
S8
e src -- [in] IPv4 address in ascii representation (e.g. ”127.0.0.17)
dst -- [out] Address of the target esp_ip4_addr_t structure to receive converted address

S|
e ESP_OK on success
* ESP_FAIL if conversion failed
* ESP_ERR_INVALID_ARG if invalid parameter is passed into
esp_err_t esp_netif str_to_ip6 (const char *src, esp_ip6_addr_t *dst)

Converts Ascii internet IPv6 address into esp_ip4_addr_t Zeros in the IP address can be stripped or completely
ommited: “2001:db8:85a3:0:0:0:2:1” or ”2001:db8::2:1”)

ZH
* src -- [in] IPv6 address in ascii representation (e.g.
”72001:0db8:85a3:0000:0000:0000:0002:0001)
e dst -- [out] Address of the target esp_ip6_addr_t structure to receive converted address

¢ ESP_OK on success
* ESP_FAIL if conversion failed
* ESP_ERR_INVALID_ARG if invalid parameter is passed into
esp_netif _iodriver_handle esp_netif_get_io_driver (esp_netif_t *esp_netif)
Gets media driver handle for this esp-netif instance.
%% esp_netif -- [in] Handle to esp-netif instance
&8l opaque pointer of related IO driver
esp_netif t *esp_netif_get_handle_from_ifkey (const char *if_key)
Searches over a list of created objects to find an instance with supplied if key.

%% if_key -- Textual description of network interface
1% [1] Handle to esp-netif instance
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esp_netif_flags_t esp_netif_ get_flags (esp_netif_t *esp_netif)
Returns configured flags for this interface.
%% esp_netif -- [in] Handle to esp-netif instance
& [a] Configuration flags
const char *esp_netif_get_ifkey (esp_netif_t *esp_netif)
Returns configured interface key for this esp-netif instance.
%4 esp_netif -- [in] Handle to esp-netif instance
&1 Textual description of related interface
const char *esp_netif_get_desc (esp_netif_t *esp_netif)
Returns configured interface type for this esp-netif instance.
%%, esp_netif -- [in] Handle to esp-netif instance
&Ml Enumerated type of this interface, such as station, AP, ethernet
int esp_netif_get_route_prio (esp_netif_t *esp_netif)
Returns configured routing priority number.
%4 esp_netif -- [in] Handle to esp-netif instance
R [H] Integer representing the instance’s route-prio, or -1 if invalid paramters
int32_tesp_netif_ get_event_id (esp_netif _t *esp_netif, esp_netif _ip_event_type_t event_type)
Returns configured event for this esp-netif instance and supplied event type.
S8
* esp_netif -- [in] Handle to esp-netif instance
* event_type -- (either get or lost IP)
&[] specific event id which is configured to be raised if the interface lost or acquired IP address
-1 if supplied event_type is not known
esp_netif _t *esp_netif_next (esp_netif_t *esp_netif)

Iterates over list of interfaces. Returns first netif if NULL given as parameter.

257¥: This API doesn’t lock the list, nor the TCPIP context, as this it’s usually required to get atomic access
between iteration steps rather that within a single iteration. Therefore it is recommended to iterate over the
interfaces inside esp_netif_tcpip_exec()

#51E:  This API is deprecated. Please use esp_netif_next_unsafe() directly if all the system interfaces
are under your control and you can safely iterate over them. Otherwise, iterate over interfaces using
esp_netif _tcpip_exec(), or use esp_netif_find_if() to search in the list of netifs with defined predicate.

%% esp_netif -- [in] Handle to esp-netif instance
& Ia] First netif from the list if supplied parameter is NULL, next one otherwise

esp_netif _t *esp_netif next_unsafe (esp_netif_t *esp_netif)

Iterates over list of interfaces without list locking. Returns first netif if NULL given as parameter.

Used for bulk search loops within TCPIP context, e.g. using esp_netif_tcpip_exec(), or if we’re sure that the
iteration is safe from our application perspective (e.g. no interface is removed between iterations)

%%, esp_netif -- [in] Handle to esp-netif instance
&[] First netif from the list if supplied parameter is NULL, next one otherwise

esp_netif t *esp_netif_f£ind_if (esp_netif_find_predicate_t fn, void *ctx)

Return a netif pointer for the first interface that meets criteria defined by the callback.

S
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» f£n -- Predicate function returning true for the desired interface
* ctx -- Context pointer passed to the predicate, typically a descriptor to compare with
&[] valid netif pointer if found, NULL if not

size_tesp_netif get_nr_of_ifs (void)
Returns number of registered esp_netif objects.
&1 Number of esp_netifs
void esp_netif_ netstack_buf_ref (void *netstack_buf)
increase the reference counter of net stack buffer
%:# netstack_buf -- [in] the net stack buffer
void esp_netif_netstack_buf_ free (void *netstack_buf)
free the netstack buffer
%4 netstack_buf -- [in] the net stack buffer
esp_err_t esp_netif_tcpip_exec (esp_netif_callback_fn fn, void *ctx)
Utility to execute the supplied callback in TCP/IP context.

2H
e fn -- Pointer to the callback
e ctx -- Parameter to the callback
j&[H] The error code (esp_err_t) returned by the callback

Type Definitions

typedef bool (*esp_netif find_predicate_t)(esp_netif_t *netif, void *ctx)
Predicate callback for esp_netif_find_if() used to find interface which meets defined criteria.

typedef esp_err_t (*fesp_netif_callback_£n)(void *ctx)
TCPIP thread safe callback used with esp_netif_tcpip_exec()

Header File

» components/esp_netif/include/esp_netif _sntp.h
¢ This header file can be included with:

’#include "esp_netif_sntp.h" ‘

¢ This header file is a part of the API provided by the esp_net i f component. To declare that your component
depends on esp_netif, add the following to your CMakeLists.txt:

’REQUIRES esp_netif ‘

or

’PRIV_REQUIRES esp_netif ‘

Functions
esp_err_t esp_netif sntp_init (const esp_sntp_config_t *config)

Initialize SNTP with supplied config struct.
%4 config -- Config struct

&Il ESP_OK on success
esp_err_t esp_netif_sntp_start (void)

Start SNTP service if it wasn’t started during init (config.start = false) or restart it if already started.

jRMl ESP_OK on success
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void esp_netif_sntp_deinit (void)
Deinitialize esp_netif SNTP module.
esp_err_t esp_netif sntp_sync_wait (TickType_t tout)

Wait for time sync event.

%% tout -- Specified timeout in RTOS ticks
&[] ESP_TIMEOUT if sync event didn’t came withing the timeout ESP_ERR_NOT_FINISHED
if the sync event came, but were in smooth update mode and still in progress
(SNTP_SYNC_STATUS_IN_PROGRESS) ESP_OK if time sync’ed
esp_err_t esp_netif_ sntp_reachability (unsigned int index, unsigned int *reachability)
Returns SNTP server’s reachability shift register as described in RFC 5905.
S8
* index -- Index of the SERVER
* reachability -- reachability shift register
&\ ESP_OK on success, ESP_ERR_INVALID STATE if SNTP not initialized
ESP_ERR_INVALID_ARG if invalid arguments

Structures

struct esp_sntp_config

SNTP configuration struct.

Public Members

bool smooth_sync

set to true if smooth sync required

bool server_from_dhcp

set to true to request NTP server config from DHCP

bool wait_for_sync

if true, we create a semaphore to signal time sync event

bool start

set to true to automatically start the SNTP service

esp_sntp_time_cb_t sync_cb

optionally sets callback function on time sync event

bool renew_servers_after_new_IP

this is used to refresh server list if NTP provided by DHCP (which cleans other pre-configured servers)

ip_event_t ip_event_to_renew

set the IP event id on which we refresh server list (if renew_servers_after_new_IP=true)

size_t index_of_first_server

refresh server list after this server (if renew_servers_after_new_IP=true)

size_t num_of_servers

number of preconfigured NTP servers
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const char *servers[1]

list of servers

Macros
ESP_SNTP_SERVER_LIST (...)

Utility macro for providing multiple servers in parentheses.
ESP_NETIF_SNTP_DEFAULT CONFIG_MULTIPLE (servers_in_list, list_of_servers)

Default configuration to init SNTP with multiple servers.

S

* servers_in_list -- Number of servers in the list
e list_of_servers -- List of servers (use ESP_SNTP_SERVER_LIST{...))

ESP_NETIF_SNTP_DEFAULT_CONFIG (server)

Default configuration with a single server.

Type Definitions

typedef void (*esp_sntp_time_cb_t)(struct timeval *tv)

Time sync notification function.

typedef struct esp_sntp_config esp_sntp_config_t
SNTP configuration struct.

Header File

¢ components/esp_netif/include/esp_netif _types.h
* This header file can be included with:

’#include "esp_netif_types.h"

* This header file is a part of the API provided by the e sp_net i £ component. To declare that your component
depends on esp_netif, add the following to your CMakeL.ists.txt:

’REQUIRES esp_netif ‘

or

’ PRIV_REQUIRES esp_netif ‘

Structures

struct esp_netif_dns_info_t

DNS server info.

Public Members

esp_ip_addr_t ip
IPV4 address of DNS server

struct esp_netif_ ip_ info_t
Event structure for IP_ EVENT _STA_GOT _IP, IP_ EVENT_ETH_GOT _IP events
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Public Members

esp_ip4_addr_t ip
Interface IPV4 address

esp_ip4_addr_t netmask
Interface IPV4 netmask

esp_ip4_addr_t gw
Interface IPV4 gateway address

struct esp_netif_ ip6_info_t
IPV6 IP address information.

Public Members

esp_ip6_addr_t ip
Interface IPV6 address

struct ip_event_got_ip_t
Event structure for IP_EVENT_GOT _IP event.

Public Members

esp_netif _t *esp_netif

Pointer to corresponding esp-netif object

esp_netif _ip_info_t ip_info
IP address, netmask, gatway IP address

bool ip_changed
Whether the assigned IP has changed or not

struct ip_event_got_ip6_t
Event structure for IP_EVENT_GOT _IP6 event

Public Members

esp_netif_t *esp_netif

Pointer to corresponding esp-netif object

esp_netif_ip6_info_t ip6_info
IPv6 address of the interface

int ip_index
IPv6 address index
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struct ip_event_add_ip6_t
Event structure for ADD_IP6 event

Public Members

esp_ip6_addr_t addr
The address to be added to the interface

bool preferred

The default preference of the address

struct ip_event_ap_staipassigned_t
Event structure for IP_EVENT_AP_STAIPASSIGNED event

Public Members

esp_netif _t *fesp_netif

Pointer to the associated netif handle

esp_ip4_addr_t ip

IP address which was assigned to the station

uint8_t mac[6]

MAC address of the connected client

struct bridgeif config

LwIP bridge configuration

Public Members

uint16_tmax_fdb_dyn_entries

maximum number of entries in dynamic forwarding database

uintl6_t max_fdb_sta_entries

maximum number of entries in static forwarding database

uint§_t max_ports

maximum number of ports the bridge can consist of

struct esp_netif_ inherent_config

ESP-netif inherent config parameters.

Public Members

esp_netif_flags_t £lags
flags that define esp-netif behavior
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uint8_t mac|[6]

initial mac address for this interface

const esp_netif _ip_info_t *ip_info

initial ip address for this interface

uint32_t get_ip_event

event id to be raised when interface gets an IP

uint32_t lost_ip_event

event id to be raised when interface losts its IP

const char *1f_key

string identifier of the interface

const char *1f_desc

textual description of the interface

int route_prio

numeric priority of this interface to become a default routing if (if other netifs are up). A higher value
of route_prio indicates a higher priority

bridgeif config_t *bridge_info
LwIP bridge configuration

struct esp_netif_ driver_base_s
ESP-netif driver base handle.

Public Members

esp_err_t (*post_attach)(esp_netif_t *netif, esp_netif_iodriver_handle h)

post attach function pointer

esp_netif _t *netif
netif handle

struct esp_netif_driver_ifconfig

Specific IO driver configuration.

Public Members

esp_netif _iodriver_handle handle

io-driver handle

esp_err_t (*transmit)(void *h, void *buffer, size_t len)

transmit function pointer
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esp_err_t (*transmit_wrap)(void *h, void *buffer, size_t len, void *netstack_buffer)

transmit wrap function pointer

void (*driver_free_rx_buffer)(void *h, void *buffer)

free rx buffer function pointer

struct esp_netif_ config

Generic esp_netif configuration.

Public Members

const esp_netif_inherent_config_t *base

base config

const esp_netif_driver_ifconfig_t *driver

driver config

const esp_netif_netstack_config_t *stack

stack config

struct esp_netif pair _mac_ip_t
DHCEP client’s addr info (pair of MAC and IP address)

Public Members

uint8_t mac[6]
Clients MAC address

esp_ip4_addr_t ip
Clients IP address

Macros

ESP_ERR_ESP_NETIF_BASE
Definition of ESP-NETIF based errors.

ESP_ERR_ESP_NETIF_INVALID_ PARAMS

ESP_ERR_ESP_NETIF_IF_NOT READY

ESP_ERR_ESP_NETIF_DHCPC_START FAILED

ESP_ERR_ESP_NETIF_DHCP_ALREADY_ STARTED

ESP_ERR_ESP_NETIF_DHCP_ALREADY STOPPED

ESP_ERR_ESP_NETIF_NO_MEM
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ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED

ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED

ESP_ERR_ESP_NETIF_INIT FAILED

ESP_ERR_ESP_NETIF_DNS_NOT_CONFIGURED

ESP_ERR_ESP_NETIF_MLD6_FAILED

ESP_ERR_ESP_NETIF_IP6_ADDR_FAILED

ESP_ERR_ESP_NETIF_DHCPS_START_FAILED

ESP_NETIF_BR_FLOOD
Definition of ESP-NETIF bridge controll.

ESP_NETIF_BR_DROP

ESP_NETIF_BR_FDW_CPU

Type Definitions

typedef struct esp_netif_obj esp_netif_t

typedef enum esp_netif_flags esp_netif flags_t

typedef enum esp_netif _ip_event_type esp_netif_ ip_event_type_t

typedef struct bridgeif_configbridgeif_config_t
LwIP bridge configuration

typedef struct esp_netif _inherent_config esp_netif_inherent_config t

ESP-netif inherent config parameters.

typedef struct esp_netif_config esp_netif config_t

typedef void *esp_netif_ iodriver_handle

IO driver handle type.

typedef struct esp_netif_driver_base_s esp_netif driver_base_t
ESP-netif driver base handle.

typedef struct esp_netif_driver_ifconfig esp_netif driver_ifconfig_t

typedef struct esp_netif_netstack_config esp_netif netstack_config t

Specific L3 network stack configuration.
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typedef esp_err_t (fesp_netif_receive_t)(esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)
ESP-NETIF Receive function type.

Enumerations

enum esp_netif dns_type_t

Type of DNS server.

Values:

enumerator ESP_NETIF_DNS_MAIN

DNS main server address

enumerator ESP_NETIF_DNS_BACKUP
DNS backup server address (Wi-Fi STA and Ethernet only)

enumerator ESP_NETIF_DNS_FALLBACK
DNS fallback server address (Wi-Fi STA and Ethernet only)

enumerator ESP_NETIF_DNS_MAX

enum esp_netif dhcp_status_t
Status of DHCP client or DHCP server.

Values:

enumerator ESP_NETIF_DHCP_INIT

DHCEP client/server is in initial state (not yet started)

enumerator ESP_NETIF_DHCP_STARTED
DHCEP client/server has been started

enumerator ESP_NETIF_DHCP_STOPPED
DHCEP client/server has been stopped

enumerator ESP_NETIF_DHCP_STATUS_MAX

enum esp_netif dhcp_option_mode_t
Mode for DHCP client or DHCP server option functions.

Values:

enumerator ESP_NETIF_OP_START

enumerator ESP_NETIF_OP_SET

Set option

enumerator ESP_NETIF_OP_GET
Get option

enumerator ESP_NETIF_OP_MAX
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enum esp_netif dhcp_option_id_t
Supported options for DHCP client or DHCP server.

Values:

enumerator ESP_NETIF_SUBNET MASK

Network mask

enumerator ESP_NETIF_DOMAIN NAME_SERVER

Domain name server

enumerator ESP_NETIF_ROUTER_SOLICITATION_ADDRESS

Solicitation router address

enumerator ESP_NETIF_REQUESTED_IP_ADDRESS
Request specific IP address

enumerator ESP_NETIF_IP_ADDRESS_LEASE_TIME

Request IP address lease time

enumerator ESP_NETIF_IP_REQUEST_RETRY_ TIME

Request IP address retry counter

enumerator ESP_NETIF_VENDOR_CLASS_IDENTIFIER
Vendor Class Identifier of a DHCP client

enumerator ESP_NETIF_VENDOR_SPECIFIC_INFO

Vendor Specific Information of a DHCP server

enum ip_event_t

IP event declarations

Values:

enumerator IP_EVENT_STA_GOT_IP

station got IP from connected AP

enumerator IP_EVENT_STA_LOST_IP
station lost IP and the IP is reset to 0

enumerator IP_ EVENT_AP_STAIPASSIGNED

soft-AP assign an IP to a connected station

enumerator IP_EVENT_GOT_IP6

station or ap or ethernet interface voIP addr is preferred

enumerator IP_EVENT_ETH_GOT_IP

ethernet got IP from connected AP
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enumerator IP_EVENT_ETH_LOST_IP
ethernet lost IP and the IP is reset to 0

enumerator IP_EVENT_PPP_GOT_IP
PPP interface got IP

enumerator IP_EVENT_PPP_LOST_IP
PPP interface lost IP

enum esp_netif_flags

Values:

enumerator ESP_NETIF_DHCP_CLIENT

enumerator ESP_NETIF_DHCP_SERVER

enumerator ESP_NETIF_FLAG_AUTOUP

enumerator ESP_NETIF_FLAG_GARP

enumerator ESP_NETIF_FLAG_EVENT_IP_MODIFIED

enumerator ESP_NETIF_FLAG_IS_PPP

enumerator ESP_NETIF_FLAG_IS_BRIDGE

enumerator ESP_NETIF_FLAG_MLDV6_REPORT

enum esp_netif ip_ event_type

Values:

enumerator ESP_NETIF_IP_EVENT_GOT_IP

enumerator ESP_NETIF_IP_EVENT_LOST_IP

Header File

» components/esp_netif/include/esp_netif _ip_addr.h
¢ This header file can be included with:

’#include "esp_netif ip_addr.h"

¢ This header file is a part of the API provided by the esp_net i f component. To declare that your component
depends on esp_netif, add the following to your CMakeLists.txt:

’REQUIRES esp_netif ‘

or

’PRIV_REQUIRES esp_netif ‘
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Functions
esp_ip6_addr_type_t esp_netif ip6_get_addr_type (esp_ip6_addr_t *ip6_addr)
Get the IPv6 address type.
%% ip6_addr -- [in] IPV6 type
jR[\] IPv6 type in form of enum esp_ip6_addr_type_t
static inline void esp_netif ip_addr_copy (esp_ip_addr_t *dest, const esp_ip_addr_t *src)

Copy IP addresses.
SH

* dest -- [out] destination IP
e src -- [in] source IP

Structures

struct esp_ip6_addr
IPv6 address.

Public Members

uint32_t addr[4]
IPv6 address

uint8_t zone

zone ID

struct esp_ip4_addr
IPv4 address.

Public Members

uint32_t addr
IPv4 address

struct _ip_addr
IP address.

Public Members

esp_ip6_addr_t ip6
IPv6 address type

esp_ip4_addr_t ip4
IPv4 address type

union _ip_addr::[anonymous] u_addr

IP address union

uint8_t type
ipaddress type
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Macros
esp_netif_ htonl (x)

esp_netif_ip4_makeu32(a, b, c,d)
ESP_IP6_ADDR_BLOCK1 (ip6addr)
ESP_IP6_ADDR_BLOCK2 (ip6addr)
ESP_IP6_ADDR_BLOCKS3 (ip6addr)
ESP_IP6_ADDR_BLOCK4 (ip6addr)
ESP_IP6_ADDR_BLOCKS (ip6addr)
ESP_IP6_ADDR_BLOCKG6 (ip6addr)
ESP_IP6_ADDR_BLOCK?7 (ip6addr)

ESP_IP6_ADDR_BLOCKS (ip6addr)

IPSTR

esp_ip4_addr_get_byte (ipaddr, idx)
esp_ip4_addrl (ipaddr)
esp_ip4_addr2 (ipaddr)
esp_ip4_addr3 (ipaddr)
esp_ip4_addr4 (ipaddr)
esp_ip4_addrl_16 (ipaddr)
esp_ip4_addr2_16 (ipaddr)
esp_ip4_addr3_16 (ipaddr)
esp_ip4_addr4_16 (ipaddr)

IP2STR (ipaddr)

IPV6STR

IPV62STR (ipaddr)

ESP_IPADDR_TYPE_V4

ESP_IPADDR_TYPE_V6

ESP_IPADDR_TYPE_ANY
ESP_IP4TOUINT32 (a, b,c,d)
ESP_IPA4TOADDR (a, b, c, d)
ESP_IP4ADDR_INIT (a,b,c,d)

ESP_IP6ADDR_INIT (a, b,c,d)

IP4ADDR_STRLEN_MAX

ESP_IP_IS_ANY (addr)
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Type Definitions

typedef struct esp_ip4_addr esp_ip4_addr_t

typedef struct esp_ip6_addr esp_ip6_addr_t

typedef struct _ip_addr esp_ip_addr_t
IP address.

Enumerations

enum esp_ip6_addr_type_t

Values:

enumerator ESP_IP6_ADDR_IS_UNKNOWN

enumerator ESP_IP6_ADDR_IS_GLOBAL

enumerator ESP_IP6_ADDR_IS_LINK_LOCAL

enumerator ESP_IP6_ADDR_IS_SITE_LOCAL

enumerator ESP_IP6_ADDR_IS_UNIQUE_LOCAL

enumerator ESP_IP6_ADDR_IS_IPV4_MAPPED_IPV6

Header File

» components/esp_netif/include/esp_vfs_I2tap.h
¢ This header file can be included with:

’#include "esp_vfs_l2tap.h" ‘

* This header file is a part of the API provided by the esp_net i f component. To declare that your component
depends on esp_netif, add the following to your CMakeLists.txt:

’REQUIRES esp_netif ‘

or

’PRIV_REQUIRES esp_netif ‘

Functions
esp_err_t esp_vfs_l2tap_intf_ register ([2tap_vfs_config_t *config)

Add L2 TAP virtual filesystem driver.
This function must be called prior usage of ESP-NETIF L2 TAP Interface

%% config -- L2 TAP virtual filesystem driver configuration. Default base path /dev/net/tap is
used when this paramenter is NULL.
R[] esp_err_t
¢ ESP_OK on success
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esp_err_t esp_vfs_l2tap_intf_unregister (const char *base_path)

Removes L2 TAP virtual filesystem driver.

%% base_path -- Base path to the L2 TAP virtual filesystem driver. Default path /dev/net/tap
is used when this paramenter is NULL.
R esp_err_t
* ESP_OK on success

esp_err_t esp_vEfs_l2tap_eth_filter ([2tap_iodriver_handle driver_handle, void *buff, size_t *size)

Filters received Ethernet L2 frames into L2 TAP infrastructure.

S8

* driver_handle -- handle of driver at which the frame was received

* buff -- received L2 frame

* size -- input length of the L2 frame which is set to O when frame is filtered into L2 TAP
R esp_err_t

» ESP_OK is always returned

Structures

struct 12tap_vfs_config_t
L2Tap VFS config parameters.

Public Members

const char *base_path

vfs base path

Macros

L2TAP_VFS_DEFAULT PATH
L2TAP_VFS_CONFIG_DEFAULT ()

Type Definitions

typedef void *12tap_iodriver_handle

Enumerations

enum 12tap_ioctl_opt_t

Values:

enumerator L2ZTAP_S_RCV_FILTER
enumerator L2ZTAP_G_RCV_FILTER
enumerator L2ZTAP_S_INTF_DEVICE
enumerator L2ZTAP_G_INTF_DEVICE

enumerator L2TAP_S_DEVICE_DRV_HNDL
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enumerator L2TAP_G_DEVICE_DRV_HNDL

2.4.4 1P MZIZ X

ESP-NETIF [ %% VO Yizhfe:

AL T AT AT ESP-NETIF BRI RERYHT 1O KT .

EHRHOLT, VO BEhREFP AL A ESP-NETIF JREhA2/7. ik, EWiT ESP-NETIF 41{F, Hi5id
PR AR R R PR IR R, HAEZ RO OO T TR EEOA AL PRy, ARIEUKEI R 7 10 24 i A
AR s S 24 TR

%4 4 Input/Output  MRIRESP-NETIF R4 TEArf g T ARt 00 LOAF =B AR s 4
API DAj%4% ESP-NETIF:

* esp_netif_transmit ()
* esp_netif_ free rx_buffer()
* esp_netif receive()

BTN BR BT AL S ATRE i RX i X, FAERIE. ‘&A1 ESP-NETIF (K HJiEZ TCP/IP k) T,
I /O 3K zh 523 .

gy — T, B VO IK 3 #R y OH, B oK 3 0y AR H R AR B2 0k B BT £ e )
Hesp_netif receive () MR%.

JrbR DT W2 IR G — 2 R R DA AP, f§ ESP-NETIF SE6 PR E] VO URah#e e I

esp_err_t esp_netif_attach(esp_netif_t *esp_netif, esp_netif_ iodriver_handle.
—driver_handle);

i % esp_netif_iodriver_handle 2 38 [\ 3K 3h #2 & %F & 89 38 41, 1Z X 4 2 M struct
esp_netif_driver_base_s fFE ISR, T4 1/O 3K Bh 45 F) 14 1) 46 ﬁ/\ﬁjuz" WO I B el
y, FHAgm:
Je B o £
o 2% ESP-NETIF L5

FL, VO IKSIREFAIRIE LA T G54 PR i 5L il

typedef struct my_netif driver_s {

esp_netif_driver_base_t base; /rI< RYHEREMWIKIEAN esp-netif
g5 */
driver_impl *h; JrI< s LI K/

} my_netif_driver_t;

Bl AL S my_netif_driver_t::base.post_attach [ B SC{H M1 55 Br (19 3K sh 40 ¥ £2 )%

my_netif_driver_t::h,

MBI esp_netif_attach () B, AT VO SKBHAFEFACHSH 5 T [1JE , PAYE ESP-NETIF
A1 1O GR AR 7 S22 [ A B0l . 385, JE I Rl P B B sk s B . DA A1 B R S Bt
YRR

static esp_err_t my_post_attach_start (esp_netif_t * esp_netif, wvoid * args)

{

my_netif_driver_t *driver = args;
const esp_netif_driver_ifconfig_t driver_ifconfig = {
.driver_free_rx_buffer = my_free_rx_buf,
(T oD
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(£ L£50)

.transmit = my_transmit,
.handle = driver->driver_impl
i
driver->base.netif = esp_netif;
ESP_ERROR_CHECK (esp_netif_set_driver_config(esp_netif, &driver_ifconfiqg));
my_driver_start (driver->driver_impl);
return ESP_OK;

BRNCPIRY Y VO IRBNFET M 5 R 2 AR TS VO IKBNFEF R A A, AR 5 I 28432 11 A o Jsl A 7o
BEERIAE L, BN driver start —> network start %%,

PATN 2 R ERIA AL AR P 1) — s B

esp_err_t my_driver_netif_ set_default_handlers (my_netif_driver_t *driver, esp_
—netif_t * esp_netif)

{

driver_set_event_handler (driver->driver_impl, esp_netif_action_start, MY_DRV_
—EVENT_START, esp_netif);

driver_set_event_handler (driver->driver_impl, esp_netif_action_stop, MY_DRV_
—EVENT_STOP, esp_netif);

return ESP_OK;
}

W2 S R4 T T RORE i RX G2 b DA 400 i A ek K (FE /O B8l o 7 () i ESP-NETIF #
TCP/IP HERERZJZ T

vER, ESP-IDF A LAY M 2543 11 (41 Wi-Fi station 3§ PAAR) $24L T JLAP & HERR IR 5 . X 2Ll 58
XAE esp_netif/include/esp_netif defaults.h ¥, GEASIH B R ZHINKBIRSFRIFIIER .. FEDEIER T, —&
LHRHAPREAE EH & LHET WIP (98 0 )2, XFRESIMEE WP 4K

PATF 2% APIAAR T ik 24 45 e A1 ESP-NETIF [1)%2 H.:

Header File

e components/esp_netif/include/esp_netif_net_stack.h
¢ This header file can be included with:

’#include "esp_netif_net_stack.h"

* This header file is a part of the API provided by the esp_net i f component. To declare that your component
depends on esp_netif, add the following to your CMakeL.ists.txt:

’REQUIRES esp_netif ‘

or

’PRIV_REQUIRES esp_netif ‘

Functions
esp_netif_t *fesp_netif_get_handle_from_netif_ impl (void *dev)

Returns esp-netif handle.
%% dev -- [in] opaque ptr to network interface of specific TCP/IP stack
&8 handle to related esp-netif instance
void *esp_netif get_netif_ impl (esp_netif _t *esp_netif)
Returns network stack specific implementation handle.

%%, esp_netif -- [in] Handle to esp-netif instance
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& Al handle to related network stack netif handle

esp_err_t esp_netif set_link_speed (esp_netif_t *esp_netif, uint32_t speed)
Set link-speed for the specified network interface.
S8
* esp_netif -- [in] Handle to esp-netif instance
* speed -- [in] Link speed in bit/s
j&[n] ESP_OK on success
esp_err_t esp_netif_transmit (esp_netif_t *esp_netif, void *data, size_t len)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to 1O driver.

S
* esp_netif -- [in] Handle to esp-netif instance
e data -- [in] Data to be transmitted
* len -- [in] Length of the data frame
’ml ESP_OK on success, an error passed from the I/O driver otherwise
esp_err_t esp_netif transmit_wrap (esp_netif_t *esp_netif, void *data, size_t len, void *netstack_buf)

Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to IO driver.

SH
* esp_netif -- [in] Handle to esp-netif instance
¢ data -- [in] Data to be transmitted
* len -- [in] Length of the data frame
* netstack_buf -- [in] net stack buffer

&[] ESP_OK on success, an error passed from the I/O driver otherwise

void esp_netif_free_rx_buffer (void *esp_netif, void *buffer)
Free the rx buffer allocated by the media driver.

This function gets called from network stack when the rx buffer to be freed in IO driver context, i.e. to
deallocate a buffer owned by io driver (when data packets were passed to higher levels to avoid copying)

ZH
* esp_netif -- [in] Handle to esp-netif instance
* buffer -- [in] Rx buffer pointer

TCP/IP £ API [ B AT A75AE ESP-IDF 7= 3 H %) protocols/sockets H 3 .

24.5 MHDZBR
R P2 AL (TP A Z ML 1) A S SO IRE 2 & s SRR -

2.5 Hpix API

#gfie: This document is not updated for ESP32P4 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.
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2.5.1 BBRAES (ADC) S ks oK sl

(6]

BOECHARAS RN T 6, SCRRI R B TO 45 I BLES5-
ESP32-P4 > ADC H.5T, W PATERA T35t -

* I ADC HAYERAR S5 5

o ERESE ADC A2 3
AIGFINZ T ADC BRIt

e

FICH AR B RIS T ADC (3B

* WIRAE - NI ADC AT i B S48, PAKAMATAE ADC 5¢ B TAE 5 MISCFEE .

o B2 H ADC %A - N E ADC BT R BN SEL, HT3REL ADC 40 i) i 4G 45

o IRBUEIRZE R - A NAEREL ADC F5 i AR S5 R

o BARIRA] - 2S5 ADC A S A {4 R

o WIREIE - NAHRIFE TR KNE

* IRAM %% - Y AAESE ] cache B, AT ADC 46 b 45 2R «

o AR A - N RWRNFEFIANIE LR L 41 APL,

o Kconfig 3R - N4 R5) Keonfig BRI, AN [ BEI X SR SRR 7 OB E 2 7= A AN [R] 5]

FidRm e ADC PR ER 3 UK B 5L T ESP32-P4 SAR ADC #EH S8, AN[H] [ ESP A8 Fy ] g4 A A [H]
BRI ADC, % TR ERECIKEh T S, ADC sLfflPAadc_oneshot_unit_handle_t FErn.

T E TR IR IC B 45k adc_oneshot_unit_init_cfg_t %% ADC 5L, HARUIR:

e adc_oneshot_unit_init_cfg_ t::unit_id%$t ADC, iEZH HAMAE T, THEX N ADC
& A 10 45

e adc_oneshot_unit_init_cfqg_t::clk_src %8 ADC Blehii, %55 0 i), K5
i BA AR, B S Wadc_oneshot_clk_src_t,

* adc_oneshot_unit_init_cfqg_t::ulp_mode WEH 7 %1 ADC 7& ULP £iz{F T/E.

5t 1, ADC ] 46 Bl & 5, i 2 % B W W46 BL & 45 M fkadc_oneshot_unit_init_cfg_t
fadc_oneshot_new_unit (). RSB Y), ZERECRHR ] ADC BT AR -

ZRET e SEOER. WA R 45 D LR [ R ARRS . beln, 4 BE50AC) ADC SLfl 2, %R
B4k B|ESP_ERR_NOT_FOUND 4&i%., n] H ADC %¥(&n]i#idsoc_ADC_PERIPH NUM & .

WA ZCHi QE Y ADC FICSEB, il adc_oneshot_del_unit () BIGZSEH], HCHRE
PRI B 2 [

613l P A EE I BT Bl ADC STl fg i

adc_oneshot_unit_handle_t adcl_handle;
adc_oneshot_unit_init_cfg_t init_configl = {
.unit_id = ADC_UNIT_1,
.ulp_mode = ADC_ULP_MODE_DISABLE,
bi
ESP_ERROR_CHECK (adc_oneshot_new_unit (&¢init_configl, &adcl_handle));
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Ml ADC Hie Bl

ESP_ERROR_CHECK (adc_oneshot_del_unit (adcl_handle));

MeYE ADC sl Al ADC BJesEfl ), ik B adc_oneshot_chan_cfqg_t it & ADCIO DA &
BES, B

e adc_oneshot_chan_cfg_t::atten, ADC Elil. 5SS R RS EZ TN > F L ERBEEENE
T,
* adc_oneshot_chan_cfqg_t::bitwidth, JRIGHEHLEFMITE .

#1E: ADCIO K HXW () ADC i@il% S, SR FAMME .

b, —lej\ﬁﬁﬁadc continuous_io_to_channel () Mladc_continuous_channel_to_io() J
fift ADC il #1 ADC 10,

REPA b E AR, W AR E S5 Rl adc_oneshot_config_channel (), 1§ ﬁgﬁﬂﬁ
i) ADC jfiji. BR#¥ladc_oneshot_config _channel () X2 KM, PAECEAEK ADC @b, 5K
SRR REAE N R PR A B I T ) i

BEYE WA~ ADC i

adc_oneshot_chan_cfg_t config = {

.bitwidth = ADC_BITWIDTH_DEFAULT,

.atten = ADC_ATTEN_DB_12,
bi
ESP_ERROR_CHECK (adc_oneshot_config_channel (adcl_handle, EXAMPLE_ADC1_CHANO, &
—confiqg));
ESP_ERROR_CHECK (adc_oneshot_config_channel (adcl_handle, EXAMPLE_ADC1_CHAN1, &
—confiqg));

WL A O S BR T B S, ADC RJ AT iﬂéﬁﬁaﬁﬁaﬁﬂﬁ ADC i iH B L15E 5. I
Fadc_oneshot_read () W PAFKEL ADC 18 i JR iG55 45

e adc_oneshot_read () W44 fl, ADC lﬁﬁ?@@lﬁjﬁl‘zﬁ?/ﬁl\&/\%, WS AR R . K
#adc_oneshot_read () fiHE T, #EG-5 HAD R EL A I AR, IGIZ R ECR W AE ISR |
TP . 24 ADC l ARSI P/ A 7 I, IZ R BT RE R4S, R [BlESP_ERR_TIMEOUT
Bk, LR, ADC JRIGE5RTERL.

RO BB N 2 HOTC AT 2R
i

IR BRI ADC 485 58 R 5 aaEdE . ATRABE AR A2, Y5 ADC JFUia 45 RT3 s -
Vout = Dout * Vmax / Dmax (1)
Jopr:
Vout HFmHER, KKBE.
Dout ADC JF I B e i A
Vmax AR KB AL, 5 ADC A X, 5% KRS E T > i L%
RELENEFAE.
Dmax it ADC J5t Ih Bl o7 v g SR o R (E, BP 27 298, 7 9 B 2w AT
Madc_digi_pattern_config_ t::bit_width,

From it — e, B ADC JFARE5 AR A mV BRI H R, 15 S B RME SO AR S 4 3 35 (ADC)
IEIRFNAZ T
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DU IR AR

ESP_ERROR_CHECK (adc_oneshot_read (adcl_handle, EXAMPLE_ADCI1_CHANO, &adc_raw[0][0]));
ESP_LOGI (TAG, "ADCS%d Channel[%d] Raw Data: %d", ADC_UNIT_1 + 1, EXAMPLE_ADC1_CHANO,
— adc_raw[0] [0]1);

ESP_ERROR_CHECK (adc_oneshot_read (adcl_handle, EXAMPLE_ADCI1_CHAN1, &adc_raw[0][1]));
ESP_LOGI (TAG, "ADC%d Channel[%d] Raw Data: %d", ADC_UNIT_ 1 + 1, EXAMPLE_ADC1_CHAN1,
— adc_raw[0][1]);

Tl F: R
o BEHLECA A (RNG) DA ADC R Al . ] ADC SR 400K 3l N RNG A= s BERLELRT, BEAL
e — A ADC ook HAE7E — M EEB X T &1, 702 & 2 B X 8 51k i =
adc_oneshot_start () ¥4 T3+ .

IR B AR, RS M CONFIG_PM_ENABLE B}, FRETEZSRARZS T AT GE 2 HE & Ge i pioi
., BRI, ADC B EEHRICIRS ARSI BIREZ1T, adc_oneshot_read () A Wiki# CPU 2755
PR, EEI AR FESLHAE], ADC MR AR FE 7 T e 55 A a2 28 . B, T2
HF R AR R E

IRAM *i¢%:  flash B A4k OTA %5 )5 [H#f T B2 53 cache 251, ILHT, BRIAARIEFTAE(T ADC BRI
IR IR Zh APL. WIRAESE H cache HIAT T ADC B0 BIAEKZN APL, AIRES IR, T11legal
Instruction B{ Load/Store Prohibited 4%,

L A

* adc_oneshot_new_unit ()
* adc_oneshot_config _channel ()
e adc_oneshot_read()

IR B LR A, Y, W PAEEMAN ) RTOS AL 55 iR DA LR %, TelBah i iRer

* adc_oneshot_del_unit () ELFEL 4. WA, 5 FCPRFELe /) RE— 7 FZE ), v
e S BRI B R T A

Kconfig j%

* CONFIG_ADC_ONESHOT_CTRL_FUNC_IN_IRAM ¥t T HCE ADC HRusk SR B £ 8, B IRAM
g flash 1, PEFIHSTIIRAM % 4

TN ]

o ADC BRI /R : peripherals/adc/oneshot_read.

API %

Header File

¢ components/hal/include/hal/adc_types.h
* This header file can be included with:

#include "hal/adc_types.h"
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Structures

struct ade_digi_pattern_config_t

ADC digital controller pattern configuration.

Public Members

uint8_t atten

Attenuation of this ADC channel.

uint8_t channel
ADC channel.

uint®_t unit
ADC unit.

uint§_tbit_width
ADC output bit width.

struct ade_digi_output_data_t
ADC digital controller (DMA mode) output data format. Used to analyze the acquired ADC (DMA) data.

Public Members

uint32_t data
ADC real output data info. Resolution: 12 bit.

uint32_t reservedl2
Reserved12.

uint32_t channel

ADC channel index info. If (channel < ADC_CHANNEL_MAX), The data is valid. If (channel >
ADC_CHANNEL_MAX), The data is invalid.

uint32_t unit
ADC unit index info. 0: ADCI1; 1: ADC2.

uint32_t reservedl7_31
Reservedl17.

struct adc_digi_output_data_t::[anonymous]::[anonymous] type2

When the configured output format is 12bit.

uint32_t val

Raw data value
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Type Definitions

typedef soc_periph_adc_digi_clk_src_t adc_oneshot_clk_src_t

Clock source type of oneshot mode which uses digital controller.

typedef soc_periph_adc_digi_clk_src_t ade_continuous_clk_src_t

Clock source type of continuous mode which uses digital controller.

Enumerations

enum adc_unit_t
ADC unit.

Values:

enumerator ADC_UNIT_1
SAR ADC 1.

enumerator ADC_UNIT_2
SAR ADC 2.

enum adc_channel_t
ADC channels.

Values:

enumerator ADC_CHANNEL_O
ADC channel.

enumerator ADC_CHANNEL_1
ADC channel.

enumerator ADC_CHANNEL_ 2
ADC channel.

enumerator ADC_CHANNEL_3
ADC channel.

enumerator ADC_CHANNEL_4
ADC channel.

enumerator ADC_CHANNEL_5
ADC channel.

enumerator ADC_CHANNEL_6
ADC channel.

enumerator ADC_CHANNEL_7
ADC channel.

enumerator ADC_CHANNEL_8
ADC channel.
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enumerator ADC_CHANNEL_9
ADC channel.

enum adc_atten_t

ADC attenuation parameter. Different parameters determine the range of the ADC.

Values:

enumerator ADC_ATTEN_DB_0

No input attenuation, ADC can measure up to approx.

enumerator ADC_ATTEN_DB_2_5
The input voltage of ADC will be attenuated extending the range of measurement by about 2.5 dB.

enumerator ADC_ATTEN_DB_6
The input voltage of ADC will be attenuated extending the range of measurement by about 6 dB.

enumerator ADC_ATTEN_DB_12
The input voltage of ADC will be attenuated extending the range of measurement by about 12 dB.

enumerator ADC_ATTEN_DB_11
This is deprecated, it behaves the same as ADC_ATTEN_DB_12

enum adc_bitwidth_t

Values:

enumerator ADC_BITWIDTH_DEFAULT
Default ADC output bits, max supported width will be selected.

enumerator ADC_BITWIDTH_9
ADC output width is 9Bit.

enumerator ADC_BITWIDTH_10
ADC output width is 10Bit.

enumerator ADC_BITWIDTH_11
ADC output width is 11Bit.

enumerator ADC_BITWIDTH_12
ADC output width is 12Bit.

enumerator ADC_BITWIDTH_13
ADC output width is 13Bit.

enum adc_ulp_mode_t

Values:

enumerator ADC_ULP_MODE_DISABLE
ADC ULP mode is disabled.
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enumerator ADC_ULP_MODE_FSM
ADC is controlled by ULP FSM.

enumerator ADC_ULP_MODE_RISCV
ADC is controlled by ULP RISCV.

enum adc_digi_convert_mode_t
ADC digital controller (DMA mode) work mode.

Values:

enumerator ADC_CONV_SINGLE_UNIT 1

Only use ADCI for conversion.

enumerator ADC_CONV_SINGLE_UNIT_2

Only use ADC2 for conversion.

enumerator ADC_CONV_BOTH_UNIT
Use Both ADC1 and ADC?2 for conversion simultaneously.

enumerator ADC_CONV_ALTER_UNIT
Use both ADC1 and ADC2 for conversion by turn. e.g. ADC1 -> ADC2 -> ADC1 -> ADC2 .....

enum adc_digi_output_format_t

ADC digital controller (DMA mode) output data format option.

Values:

enumerator ADC_DIGI_OUTPUT FORMAT_TYPE1
See adc_digi_output_data_t.typel

enumerator ADC_DIGI_OUTPUT_FORMAT_TYPE2
See adc_digi_output_data_t.type2

enum adc_digi_iir_filter_t
ADC IIR Filter ID.

Values:

enumerator ADC_DIGI_IIR_FILTER_O
Filter O.

enumerator ADC_DIGI_IIR_FILTER_1
Filter 1.

enum adc_digi_iir_filter_coeff_t
IIR Filter Coefficient.

Values:

enumerator ADC_DIGI_IIR_FILTER_COEFF_2
The filter coeflicient is 2.
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enumerator ADC_DIGI_IIR_FILTER_COEFF_4
The filter coeflicient is 4.

enumerator ADC_DIGI_IIR_FILTER_COEFF_8
The filter coeflicient is 8.

enumerator ADC_DIGI_IIR_FILTER_COEFF_16
The filter coeflicient is 16.

enumerator ADC_DIGI_IIR_FILTER_COEFF_64
The filter coeflicient is 64.

enum adc_monitor_id_t

ADC monitor (continuous mode) ID.

Values:

enumerator ADC_MONITOR_O

The monitor index 0.

enumerator ADC_MONITOR_1

The monitor index 1.

enum adc_monitor_mode_t

Monitor config/event mode type.

Values:

enumerator ADC_MONITOR_MODE_HIGH

ADC raw_result > threshold value, monitor interrupt will be generated.

enumerator ADC_MONITOR_MODE_LOW

ADC raw_result < threshold value, monitor interrupt will be generated.

Header File

¢ components/esp_adc/include/esp_adc/adc_oneshot.h
¢ This header file can be included with:

’#include "esp_adc/adc_oneshot.h"

 This header file is a part of the API provided by the esp_adc component. To declare that your component
depends on esp_adc, add the following to your CMakeLists.txt:

’REQUIRES esp_adc ‘

or

’PRIV_REQUIRES esp_adc ‘

Functions
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esp_err_t adc_oneshot_new_unit (const adc_oneshot_unit_init_cfg_t *init_config,
adc_oneshot_unit_handle_t *ret_unit)

Create a handle to a specific ADC unit.

1 : This APl is thread-safe. For more details, see ADC programming guide

S8
* init_config -- [in] Driver initial configurations
* ret_unit -- [out] ADC unit handle
B
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid arguments
* ESP_ERR_NO_MEM: No memory
e ESP_ERR_NOT_FOUND: The ADC peripheral to be claimed is already in use
* ESP_FAIL: Clock source isn’t initialised correctly

esp_err_t adc_oneshot_config_channel (adc_oneshot_unit_handle_t handle, adc_channel_t channel,
const adc_oneshot_chan_cfg_t *config)

Set ADC oneshot mode required configurations.

41:: This API is thread-safe. For more details, see ADC programming guide

ZH
* handle -- [in] ADC handle
* channel -- [in] ADC channel to be configured
* config -- [in] ADC configurations

R M

ESP_OK: On success
ESP_ERR_INVALID_ARG: Invalid arguments

esp_err_t ade_oneshot_read (adc_oneshot_unit_handle_t handle, adc_channel_t chan, int *out_raw)

Get one ADC conversion raw result.

#41:: This API is thread-safe. For more details, see ADC programming guide

£#51¢: This API should NOT be called in an ISR context

ZH
* handle -- [in] ADC handle
e chan -- [in] ADC channel
e out_raw -- [out] ADC conversion raw result
izl
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid arguments
e ESP_ERR_TIMEOUT: Timeout, the ADC result is invalid

esp_err_t ade_oneshot_del_unit (adc_oneshot_unit_handle_t handle)
Delete the ADC unit handle.

£ 1#: This APl is thread-safe. For more details, see ADC programming guide
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%% handle -- [in] ADC handle
Bzl
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid arguments
* ESP_ERR_NOT_FOUND: The ADC peripheral to be disclaimed isn’t in use

esp_err_t adc_oneshot_io_to_channel (int io_num, adc_unit_t *const unit_id, adc_channel_t *const
channel)

Get ADC channel from the given GPIO number.

ZH
* io_num -- [in] GPIO number
* unit_id -- [out] ADC unit
e channel -- [out] ADC channel
P[]
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid argument
e ESP_ERR_NOT_FOUND: The IO is not a valid ADC pad

esp_err_t adc_oneshot_channel_to_io (adc_unit_t unit_id, adc_channel_t channel, int *const io_num)
Get GPIO number from the given ADC channel.

SH
e unit_id -- [in] ADC unit
¢ channel -- [in] ADC channel
* io_num -- [out] GPIO number
e — -- ESP_OK: On success
— ESP_ERR_INVALID_ARG: Invalid argument

esp_err_t adc_oneshot_get_calibrated_result (adc_oneshot_unit_handle_t handle,
adc_cali_handle_t cali_handle, adc_channel_t chan,
int *cali_result)

Convenience function to get ADC calibrated result.
This is an all-in-one function which does:

¢ oneshot read ADC raw result
e calibrate the raw result and convert it into calibrated result (in mV)

ZH
* handle -- [in] ADC oneshot handle, you should call adc_oneshot_new_unit() to get this
handle
e cali_handle -- [in] ADC calibration handle, you should call

adc_cali_create_scheme_x() in adc_cali_scheme.h to create a handle
¢ chan -- [in] ADC channel
* cali_result -- [out] Calibrated ADC result (in mV)
S|

e ESP_OK Other return errors from adc_oneshot_read() and adc_cali_raw_to_voltage()

Structures

struct adc_oneshot_unit_init_cfg_ t

ADC oneshot driver initial configurations.

Public Members

adc_unit_tunit_id
ADC unit.
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adc_oneshot_clk_src_t clk_src

Clock source.
adc_ulp_mode_t ulp_mode
ADC controlled by ULP, see adc_ulp_mode_t

struct adc_oneshot_chan_cfg_t

ADC channel configurations.

Public Members

adc_atten_t atten

ADC attenuation.

adc_bitwidth_t bitwidth

ADC conversion result bits.

Type Definitions

typedef struct adc_oneshot_unit_ctx_t *adc_oneshot_unit_handle_t

Type of ADC unit handle for oneshot mode.

e This document is not updated for ESP32P4 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

2.5.2  BUEHRES (ADC) HESL ALK )

(5]

ESP32-P4 5 i Al TR &% (ADC),  SCRANERFE R 10 A MIBIBHIME S . A, ADC B 3ZHFH
FEPNATUIH (DMA) g, SRR ADC Fe st .

ESP32-P4 HATPiA> ADC HiyC, AR F AR5

« ALK ADC bR
« HHESE ADC B R

RIGENG T ADC L

ADC YES B M A ADC LR IK Bl By 2 AN e i Al .
B/ RO (O NG A </ 7 S < 3 /B NI NV S S v S == A A
FEadc_continuous_new_handle () THIE.
o PGSR — MR RAE Z AP, BISOC_ADC_DIGI_RESULT_BYTES. NAREERAIEES:
¥ adec_digi_output_data_t EX, 3% ADC By, ADC fiE A KR EE s .
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One Conversion Frame

A
k J

‘ . '
Conversion Result : Conversion Result H Caonversion Result : Conversion Result
i i '

yfie ik

TICR R TRA 2 ADC FESERHSATRS . A4l ADC @B ELLE ADC Bl g R I EA L IR

o FRMEL: NG ADC ML I AL B S H, DS T R Z A A 1L
5 E ADC: UM ADC BB WTEFESHE S T T I,

ADC#241: 148 ADC Hlia8.

MR AT PP A R 1) ADC I et s Y B
IR s B AR ITEREL ADC FEHAE R

SR : A4 ADC R (BRI

W2 BRI A

IRAM 5241 1Y535 IRAM 24 (8K

gz NRMIEEFNE AR 21 APL

VilAMRL ADC MESEREMBUIKE ST ESP32-PA SAR ADC HHeSzBl, R ESP [t 1l A
ANFECE R Al ADC,
IR AN PRI BCE 45 R adc_continuous_handle_cfg_t, BIH ADC HELEHEHAA K S
CILE
e adc_continuous_handle_cfqg_t::max_store_buf_size: PNFIT NEAIRE KK FE i
RN, BRBIFET 4 ADC FAR S5 RARAF R IZ 2 vft . e Wiy, B sediers £ 5 .
e adc_continuous_handle_cfg_t::conv_frame_ size: VANFI NE I E ADC ik
7N
e adc_continuous_handle_cfqg_t::flags: V& DAMARIKEHAE AT MIbRE .
- flush_pool: ZEniIT E 3l 2 kit
56 A I ADC W # J5, ff B ik B W B 45 {Rkadc_continuous_handle_cfg_t
fladc_continuous_new_handle (). %K% RERFFESR 16 00 TR AR (E, MAENSE. N
AR,
PRER B ESP_ERR_NOT_FOUND i}, %P GDMA %5 [REIE A 2 .

TR ADC 2560k, i adc_continuous_deinit () ¥R EATIRIL.

Pl ADC SRR SR D)

adc_continuous_handle_cfg_t adc_config = {
.max_store_buf_size = 1024,
.conv_frame_size = 100,

bi

ESP_ERROR_CHECK (adc_continuous_new_handle (&adc_confiqg));

Ml ADC ¥ije

ESP_ERROR_CHECK (adc_continuous_deinit ());
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ALEL ADC #1640 ADC 4B isiX oKl 5, X B adc_continuous_config t BiE ADCIO, &
BE

e adc_continuous_config t::pattern_num: Tl ADC HiEEE .

e adc_continuous_config_ t::adc_pattern: f/NEA M ADC EiEELEYZE, HSE T

CAHIE

e adc_continuous_config t::sample_freq hz: B ADC REEHA, B/~ Hz,

e adc_continuous_config_t::conv_mode: ELEFHIALI,

e adc_continuous_config t::format: FEWAL LRI B,

WP T ik Eadc_digi_pattern_config t:

e adc_digi_pattern_config_ t::atten: ADC B, S ARSE T 1 AR S
(R RS e

e adc_digi_pattern_config_t::channel: 10 %W ADC @5, H&5 N CHEEFI,

e adc_digi_pattern_config_ t::unit: 10 )& ADC BTG,

e adc_digi_pattern_config_ t::bit_width: JRIGFEHEEEIINITE

P X 10 YR ADC B, 1§53 RS % T I ADC 10 4 IR F4{E S . J4h, ATARE
Hadc_continuous_io_to_channel () fladc_continuous_channel_to_io () 3Bl ADC j#iE
Fl ADC IO X K 5 .

I e AR R, W B E S5k, i fladc_continuous_config (). It API W] HEH
T ESP_ERR_INVALID_ARG %5 & 0] 48%, 4B iR ESP_ERR_INVALID STATE K|, EW#H ADC

BN IRS T 238, BRI i APL,
5% ADC HE2EE A5 2L R B peripherals/adc/continuous_read , 2v7& #H [ il & LAY .

ADC Pl

kiaifgE il WM ade_continuous_start (), ¥ ADC F 45 M EC B 1) ADC 3 38 I S A5 =
IAE s R

FZ, W ade_continuous_stop () M4{Z1l ADC ¥4k

ESP_ERROR_CHECK (adc_continuous_stop());

IFEAERYE ) adc_continuous_register event_callbacks (), Bl PAKH C R KB GG
FIKFNFEFFRY ISR /., dlidadc_continuous_evt_cbs_t WEE A SLHEHI SR .

e adc_continuous_evt_cbs_t::on_conv_done: %ﬂ/l\ﬂ?ilﬁ&fpﬁﬁ:}ﬁﬂi ﬁﬂ?jlﬁlﬁ%ﬁio
e adc_continuous_evt_cbs_t::on_pool_ovf: MNEREM TR, il % S, HiriLi
R LR

1T L3R [V R ZC7E ISR P, 35 0 O~ ] I8 eR A0 B 7E ISR TR SCHisAT,  Hak S a9 K fH 28
Whg. MR E R Eade_continuous_callback_t HEHH,

FEl fladc_continuous_register_event_callbacks () I, A VAE T S4 user_data ¥}
HOMETSC, %M P ERR B A 15 25 [0 pR £

Bl W M B v B8 i TESP_ERR_INVALID_ARG % J& K & [ 4 %, B
JICONFIG_ADC_CONTINUOUS_ISR_IRAM_SAFE BF, G0 SR ] R B B Ak O R A, T RE 2 B Sk ] U A
BORFEP TR RAM W, TEE AR H G TR . Seah, WREEm S B ESP_ERR _INVALID_STATE
B, ] ADC Eéi%%ﬁ@ﬁi@ma%}ﬂﬂ LSS % T [T

epnE m A ”:‘l%@ﬁ%f?%ﬁk~{j(%ﬁ}é , % adc_continuous_evt_chs_t::on_conv_done
i, FEAFEEE. FOEIROE DR i Wi ol I HEE, DARFEAR IR vh XN E T R
HAFERGER, S Hadc_continuous_evt_data_t,
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2 BE, FEgMmXade _continuous_evt_data_t::conv_frame_buffer HYKEHFEF A5
g, W DRER AT

#1E: R Keonfig #£35iCONFIG_ADC_CONTINUOUS_ISR_IRAM_SAFE i, Y1 18] 78 58 % A % 151 37 o5
HHJE P ) BRERY BCEAE TRAM A 985 R 78 BB JCEAE NS RAML H

enpbiti A ADC JESERARASE RS T PRt R AT SR A 2R, S i IR A G b
ko By, RSIRR A SRS TE R . Geihibids B H 2 A adc_continuous_read ()
At RS ORI 1) T B LI ADC ety i JEE

WO O M g% B M Madc_continuous_start() JB ) ADC & % # &,
fladc_continuous_read() 7] PAZKHL ADC i@ 1A 0 #6445 . H R4S o X, FREUE 45 25
.

pi%ladc_continuous_read () FRRARS 2 DA EE K B SE U6 40 45

* WM adc_continuous_read () AJ AT SKEEHUGE & K BE R g5 5 . (0 IS Br nl I 0 56 e 45
RATRE DT KRB, MR, BB & R 80 A BRI R sh BRI L o X . (R, &R
out_length [PfH, THESEFRFEENE] G X i 1w

o QAR PNERI A A AR AR, B S PHZE— Bt R], R timeout_ms, FEIFRIREERAE.
WERIG LA ARG R, ORIk | ESP_ERR_TIMEOUT.

o WA ADC % 2% 85 4 R B A5 R B T N, BT A g R R R k. TR
Hadc_continuous_read () i, ¥iRMEIESP_ERR_INVALID_ STATE, IRARIIENL KA.

It APT $241E T —NEEUITA ADC IESEEARE R 2
M IR R ESEIU) ADC B85 R0 R i Kidi . BEARYE ADC JFUIRSSE R R, ATARE AT A5

Vout = Dout * Vmax / Dmax (1)
Horfr:
Vout BIEMHER, KEBE.
Dout ADC JF a5 e s A
Vmax A BB AL, 5 ADC A, &% RS % T ik b
RS SRAUE S Az .
Dmax Biih ADC i h B4 S BUZE R S R fE, BP 28 AL, A7 % B 2w E
E’\Jadc_digi_pattern_config_t c:bit_width,

ARt — e, R ADC RG4S R 5640 DA mV R A I H B, W S5 A4 3 %5 (ADC) 45 0f 3R
AT

T R i
o —/~ ADC FIC— K HBBEfT— PR ERI, RIELERI S kB . adc_continuous_start ()
PEAUL T PRI A

o FEHLECE A (RNG) LA ADC S AR, ] ADC JESLFE I NIREN M RNG AL LA, FEL

HLDRAS AL RIS, BB I CONFIG_PM_ENABLE W, REHEA IR T, WTRES % APB M4
R, XA RES U ADC JELLELRINFT N .

SR, 38 2R B B Y ESP_PM_APB FREQ MAX [ HE JE 45 P&, ADC ¥ £ & 4 485 5% 3K 2 7 DA
P Ik 3 Fp 2 A8 . 8 JHadc_continuous_start () )& 8 3 &k ¥ )5 BI AT # B0z 8. [ AR,
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Hladc_continuous_stop () 1& 1R G ¥Rz . Wik, ififfadc_continuous_start ()
Mladc_continuous_stop () BT, 75 ) A A D220,

IRAM ‘2% ADC HZEEA IR EN 1 A5 APT 2J3E IRAM %24, £51] cache B, RIVizfTiXZE APIL,
5 Keonfig #:35{ CONFIG_ADC_CONTINUOUS_ISR_IRAM_SAFE T] Wi 0K 2h () 935 ISR AL FEAR 54 IRAM
g, BLHRIfEEE A cache, JRENAGIR SR sl AR B PR ot -

Zefilesr  ADC AR IKENNY APT A —E Lt 4, (ARSI PRt T I BT, TEIE S
AR AR 6
Wz 7Bl

o ADC #4263 R % : peripherals/adc/continuous_read ,

API %

Header File

» components/esp_adc/include/esp_adc/adc_continuous.h
¢ This header file can be included with:

’#include "esp_adc/adc_continuous.h" ‘

* This header file is a part of the API provided by the esp_adc component. To declare that your component
depends on esp_adc, add the following to your CMakeLists.txt:

’REQUIRES esp_adc ‘

or

’PRIV_REQUIRES esp_adc ‘

Functions
esp_err_t ade_continuous_new_handle (const adc_continuous_handle_cfg_t *hdl_config,
adc_continuous_handle_t *ret_handle)

Initialize ADC continuous driver and get a handle to it.

S8
* hdl_config -- [in] Pointer to ADC initialization config. Refer to

adc_continuous_handle_cfqg_t.

* ret_handle -- [out] ADC continuous mode driver handle

Rl

* ESP_ERR_INVALID_ARG If the combination of arguments is invalid.

* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

* ESP_ERR_NO_MEM If out of memory

¢ ESP_OK On success

esp_err_t ade_continuous_config (adc_continuous_handle_t handle, const adc_continuous_config_t
*config)

Set ADC continuous mode required configurations.
ZH
e handle -- [in] ADC continuous mode driver handle
e config -- [in] Refer to adc_digi_config_t.

Bl
* ESP_ERR_INVALID_STATE: Driver state is invalid, you shouldn’t call this API at this
moment
* ESP_ERR_INVALID_ARG: If the combination of arguments is invalid.
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¢ ESP_OK: On success

esp_err_t adc_continuous_register_event_callbacks (adc_continuous_handle_t handle, const
adc_continuous_evt_cbs_t *cbs, void
*user_data)

Register callbacks.

$41k:  User can deregister a previously registered callback by calling this function and setting the to-be-
deregistered callback member in the cbs structure to NULL.

£51E: When CONFIG_ADC_CONTINUOUS_ISR_IRAM_SAFE is enabled, the callback itself and func-
tions called by it should be placed in IRAM. Involved variables (including user_data) should be in internal
RAM as well.

$41E: You should only call this API when the ADC continuous mode driver isn’t started. Check return value
to know this.

ZH
* handle -- [in] ADC continuous mode driver handle
* cbs -- [in] Group of callback functions
* user_data -- [in] User data, which will be delivered to the callback functions directly

¢ ESP_OK: On success

* ESP_ERR_INVALID_ARG: Invalid arguments

e ESP_ERR_INVALID_STATE: Driver state is invalid, you shouldn’t call this API at this
moment

esp_err_t ade_continuous_start (adc_continuous_handle_t handle)

Start the ADC under continuous mode. After this, the hardware starts working.

%% handle -- [in] ADC continuous mode driver handle
PE ]
e ESP_ERR_INVALID_STATE Driver state is invalid.
¢ ESP_OK On success

esp_err_t adc_continuous_read (adc_continuous_handle_t handle, uint8_t *buf, uint32_t length_max,
uint32_t *out_length, uint32_t timeout_ms)

Read bytes from ADC under continuous mode.

SH
¢ handle -- [in] ADC continuous mode driver handle
* buf -- [out] Conversion result buffer to read from ADC. Suggest convert to
adc_digi_output_data_t for ADC Conversion Results. See the subsec-
tion Driver Backgrounds in this header file to learn about this concept.
* length_max -- [in] Expected length of the Conversion Results read from the ADC, in
bytes.
* out_length -- [out] Real length of the Conversion Results read from the ADC via this
API, in bytes.
e timeout_ms -- [in] Time to wait for data via this API, in millisecond.
B
e ESP_ERR_INVALID_STATE Driver state is invalid. Usually it means the ADC sampling
rate is faster than the task processing rate.
* ESP_ERR_TIMEOUT Operation timed out
¢ ESP_OK On success
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esp_err_t ade_continuous_stop (adc_continuous_handle_t handle)
Stop the ADC. After this, the hardware stops working.

%% handle -- [in] ADC continuous mode driver handle
P
e ESP_ERR_INVALID_STATE Driver state is invalid.
¢ ESP_OK On success

esp_err_t ade_continuous_deinit (adc_continuous_handle_t handle)
Deinitialize the ADC continuous driver.
¥ handle -- [in] ADC continuous mode driver handle
R m
¢ ESP_ERR_INVALID_STATE Driver state is invalid.
e ESP_OK On success
esp_err_t ade_continuous_flush_pool (adc_continuous_handle_t handle)

Flush the driver internal pool.

4122 This API is not supposed to be called in an ISR context

%% handle -- [in] ADC continuous mode driver handle
PEA ]
* ESP_ERR_INVALID_STATE Driver state is invalid, you should call this API when it’s
in init state
e ESP_ERR_INVALID_ARG: Invalid arguments
¢ ESP_OK On success

esp_err_t ade_continuous_io_to_channel (int io_num, adc_unit_t *const unit_id, adc_channel_t *const
channel)

Get ADC channel from the given GPIO number.
SH

e io_num -- [in] GPIO number
* unit_id -- [out] ADC unit
¢ channel -- [out] ADC channel
PEA ]
e ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid argument
e ESP_ERR_NOT_FOUND: The IO is not a valid ADC pad

esp_err_t ade_continuous_channel_to_io (adc_unit_t unit_id, adc_channel_t channel, int *const
10_num)
Get GPIO number from the given ADC channel.
S8
e unit_id -- [in] ADC unit
* channel -- [in] ADC channel
e io_num -- [out] GPIO number

e — - ESP_OK: On success
— ESP_ERR_INVALID_ARG: Invalid argument

Structures

struct adc_continuous_handle_cfg_t

ADC continuous mode driver initial configurations.
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Public Members

uint32_t max_store_buf_size

Max length of the conversion results that driver can store, in bytes.

uint32_t conv_frame_size

Conversion frame  size, in  bytes. This  should be
SOC_ADC_DIGI_DATA_BYTES_PER_CONV.

uint32_t £lush_pool
Flush the internal pool when the pool is full.

struct adc_continuous_handle_cfg_t::[anonymous] £lags

Driver flags.

struct ade_continuous_config_t

ADC continuous mode driver configurations.

Public Members

uint32_t pattern_num
Number of ADC channels that will be used.

adc_digi_pattern_config_t *adc_pattern
List of configs for each ADC channel that will be used.

uint32_t sample_freq hz

multiples  of

The expected ADC sampling frequency in Hz. Please refer to soc/soc_caps.h to know available

sampling frequency range

adc_digi_convert_mode_t conv_mode

ADC DMA conversion mode, see adc_digi_convert_mode_t.

adc_digi_output_format_t format
ADC DMA conversion output format, see adc_digi_output_format_t.

struct ade_continuous_evt_data_t

Event data structure.

$41:: The conv_frame_buffer is maintained by the driver itself, so never free this piece of memory.

Public Members

uint®_t *conv_frame_buffer

Pointer to conversion result buffer for one conversion frame.

Espressif Systems 269
Submit Document Feedback

Release v5.3


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

uint32_t size

Conversion frame size.

struct adc_continuous_evt_cbs_t

Group of ADC continuous mode callbacks.

1 : These callbacks are all running in an ISR environment.

#51: When CONFIG_ADC_CONTINUOUS_ISR_IRAM_SAFE is enabled, the callback itself and func-
tions called by it should be placed in IRAM. Involved variables should be in internal RAM as well.

Public Members

adc_continuous_callback_t on_conv_done

Event callback, invoked when one conversion frame is done. See the subsection Driver
Backgrounds in this header file to learn about the conversion frame concept.

adc_continuous_callback_t on_pool_ovE

Event callback, invoked when the internal pool is full.

Macros

ADC_MAX_DELAY

ADC read max timeout value, it may make the adc_continuous_read block forever if the OS supports.

Type Definitions

typedef struct adc_continuous_ctx_t *adc_continuous_handle_t

Type of adc continuous mode driver handle.

typedef bool (*fade_continuous_callback_t)(adc_continuous_handle_t handle, const
adc_continuous_evt_data_t *edata, void *user_data)

Prototype of ADC continuous mode event callback.

Param handle [in] ADC continuous mode driver handle

Param edata [in] Pointer to ADC continuous mode event data

Param user_data [in] User registered context, registered when in
adc_continuous_register_event_callbacks ()

Return Whether a high priority task is woken up by this function

B fe: This document is not updated for ESP32P4 yet, so some of the content may not be correct.

This warning was automatically inserted due to the source file being in the add_warnings_pages list.

2.53 BUEEAHES (ADC) BESkhfy
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ESP_ERROR_CHECK (adc_cali_raw_to_voltage (adc_cali_handle, adc_raw[0][0], &
—voltage[0][0]));

ESP_LOGI (TAG, "ADCS%d Channel[%d] Cali Voltage: %d mV", ADC_UNIT_1 + 1, EXAMPLE_
—ADC1_CHANO, voltage([0][0]);
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API 5%

Header File

» components/esp_adc/include/esp_adc/adc_cali.h
¢ This header file can be included with:

’#include "esp_adc/adc_cali.h" ‘

* This header file is a part of the API provided by the esp_adc component. To declare that your component
depends on esp_adc, add the following to your CMakeLists.txt:

’REQUIRES esp_adc ‘

or

’PRIV_REQUIRES esp_adc ‘

Functions
esp_err_t ade_cali_check_scheme (adc_cali_scheme_ver_t *scheme_mask)

Check the supported ADC calibration scheme.

%4 scheme_mask -- [out] Supported ADC calibration scheme(s)
PEA ]
e ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid argument
* ESP_ERR_NOT_SUPPORTED: No supported calibration scheme
esp_err_t adc_cali_raw_to_voltage (adc_cali_handle_t handle, int raw, int *voltage)
Convert ADC raw data to calibrated voltage.
¥
e handle -- [in] ADC calibration handle
e raw -- [in] ADC raw data
* voltage -- [out] Calibrated ADC voltage (in mV)
Bl
¢ ESP_OK: On success
* ESP_ERR_INVALID_ARG: Invalid argument
* ESP_ERR_INVALID_STATE: Invalid state, scheme didn’t registered

Type Definitions

typedef struct adc_cali_scheme_t *adc_cali_handle_t
ADC calibration handle.

Enumerations

enum adc_cali_scheme_ver_t

ADC calibration scheme.

Values:

enumerator ADC_CALI_SCHEME_VER_LINE_FITTING

Line fitting scheme.

enumerator ADC_CALI_SCHEME_VER_CURVE_FITTING

Curve fitting scheme.
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Header File

» components/esp_adc/include/esp_adc/adc_cali_scheme.h
¢ This header file can be included with:

’#include "esp_adc/adc_cali_scheme.h" ‘

* This header file is a part of the API provided by the esp_adc component. To declare that your component
depends on esp_adc, add the following to your CMakeLists.txt:

’REQUIRES esp_adc ‘

or

’PRIV_REQUIRES esp_adc ‘

2.5.4 Analog Comparator
Introduction

Analog Comparator is a peripheral that can be used to compare a source signal with the internal reference voltage or
an external reference signal.

Itis a cost effective way to replace an amplifier comparator in some scenarios. But unlike the continuous comparing of
the amplifier comparator, ESP Analog Comparator is driven by a source clock, which decides the sampling frequency.

Analog Comparator on ESP32-P4 has 2 unit(s), the channels in the unit(s) are:
UNITO

* Source Channel: GPIO52
¢ External Reference Channel: GPIO51
¢ Internal Reference Channel: Range 0% ~ 70% of the VDD, the step is 10% of the VDD

UNIT1

* Source Channel: GPIO54
 External Reference Channel: GPIO53
¢ Internal Reference Channel: Range 0% ~ 70% of the VDD, the step is 10% of the VDD

Functional Overview

The following sections of this document cover the typical steps to install and operate an Analog Comparator unit:

* Resource Allocation - covers which parameters should be set up to get a unit handle and how to recycle the
resources when it finishes working.

* Further Configurations - covers the other configurations that might need to specific and what they are used for.

 Enable and Disable Unit - covers how to enable and disable the unit.

e Power Management - describes how different source clock selections can affect power consumption.

e IRAM Safe - lists which functions are supposed to work even when the cache is disabled.

e Thread Safety - lists which APIs are guaranteed to be thread safe by the driver.

» Kconfig Options - lists the supported Kconfig options that can be used to make a different effect on driver
behavior.

o ETM Events -

Resource Allocation An Analog Comparator unit channel is represented by ana_ cmpr_handle_t. Each unit
can support either an internal or an external reference.

To allocate the resource of the Analog Comparator unit, ana_cmpr_new_unit () need to be called to get the
handle of the unit. Configurations ana_cmpr_config_t need to be specified while allocating the unit:
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* ana_cmpr_config_t::unit selects the Analog Comparator unit.

* ana_cmpr_config_t::clk_src selects the source clock for Analog Comparator, it can affect
the sampling frequency. Note that the clock source of the Analog Comparator comes from the io
mux, it is shared with GPIO extension peripherals like SDM (Sigma-Delta Modulation) and Glitch
Filter. The configuration will fail if you specific different clock sources for multiple GPIO ex-
tension peripherals. The default clock sources of these peripherals are same, typically, we select
soc_periph_ana_cmpr_clk_src_t::ANA_CMPR_CLK_SRC_DEFAULT as the clock source.

* ana_cmpr_config_t::ref_src selects the reference source from internal voltage or external signal.

* ana_cmpr_config_t::cross_type selects which kind of cross type can trigger the interrupt.

The function ana_cmpr_new_unit () can fail due to various errors such as insufficient memory, invalid argu-
ments, etc. If a previously created Analog Comparator unit is no longer required, you should recycle it by calling
ana_cmpr_del_unit (). It allows the underlying HW channel to be used for other purposes. Before deleting
an Analog Comparator unit handle, you should disable it by ana_cmpr_unit_disable () in advance, or make
sure it has not enabled yet by ana_cmpr_unit_enable ().

#include "driver/ana_cmpr.h"

ana_cmpr_handle_t cmpr = NULL;
ana_cmpr_config_t config = {
.unit = 0,
.clk_src = ANA_CMPR_CLK_SRC_DEFAULT,
.ref_src = ANA_CMPR_REF_SRC_INTERNAL,
.cross_type = ANA_CMPR_CROSS_ANY,
bi
ESP_ERROR_CHECK (ana_cmpr_new_unit (&config, &cmpr));
// .
ESP_ERROR_CHECK (ana_cmpr_del_unit (cmpr));

Further Configurations

e ana_cmpr_set_intl_reference () - Specify the internal reference voltage when
ana_cmpr_ref_source_t::ANA_CMPR_REF SRC_INTERNAL is selected as reference source.

It requires ana_cmpr_internal_ref_config_t::ref_volt to specify the voltage. The voltage related
to the VDD power supply, which can only support a certain fixed percentage of VDD. Currently on ESP32-P4, the
internal reference voltage can be range to 0 ~ 70% VDD with a step 10%.

#include "driver/ana_cmpr.h"

ana_cmpr_internal_ref_config_ t ref_cfg {
.ref_volt = ANA_CMPR_REF_VOLT_50_PCT_VDD,

bi
ESP_ERROR_CHECK (ana_cmpr_set_internal_reference (cmpr, &ref_cfqg));

* ana_cmpr_set_debounce () - Set the debounce configuration.

It requires ana_cmpr_debounce_config_t::wait_us to set the interrupt waiting time. The interrupt is
disabled temporarily for ana_cmpr_debounce_config_t::wait_us micro seconds, so that the frequent
triggering can be avoid while the source signal crossing the reference signal. That is, the waiting time is supposed to
be inverse ratio to the relative frequency between the source and reference. If the waiting time is set too short, it can
not bypass the jitter totally, but if too long, the next crossing interrupt might be missed.

#include "driver/ana_cmpr.h"

ana_cmpr_debounce_config_t dbc_cfg = {
.wait_us = 1,
bi
ESP_ERROR_CHECK (ana_cmpr_set_debounce (cmpr, &dbc_cfqg));

* ana_cmpr_set_cross_type () - Set the source signal cross type.
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The initial cross type is set int ana_cmpr_new_unit (), this function can update the cross type, even in ISR
context.

#include "driver/ana_cmpr.h"

ESP_ERROR_CHECK (ana_cmpr_set_cross_type (cmpr, ANA_CMPR_CROSS_POS));

* ana_cmpr_register_event_callbacks () - Register the callbacks.

Currently it supports ana_cmpr_event_callbacks_t::on_cross,itwill be called when the crossing event
(specified by ana_cmpr_config_t::cross_type) occurs.

#include "driver/ana_cmpr.h"

static bool IRAM_ATTR example_ana_cmpr_on_cross_callback (ana_cmpr_handle_t cmpr,
const ana_cmpr_cross_event_
—data_t *edata,
void *user_ctx)

{

VAR
return false;
3
ana_cmpr_event_callbacks_t cbs = {
.on_cross = example_ana_cmpr_on_cross_callback,

bi
ESP_ERROR_CHECK (ana_cmpr_register_event_callbacks (cmpr, &cbs, NULL));

247¥: When CONFIG_ANA_CMPR_ISR_IRAM_SAFE is enabled, you should guarantee the callback context and
involved data to be in internal RAM by add the attribute IRAM_ATTR. (See more in IRAM Safe)

Enable and Disable Unit

* ana_cmpr_enable () - Enable the Analog Comparator unit.
* ana_cmpr_disable () - Disable the Analog Comparator unit.

After the Analog Comparator unit is enabled and the crossing event interrupt is enabled, a power management
lock will be acquired if the power management is enabled (see Power Management). Under the enable state, only
ana_cmpr_set_intl_reference () and ana_cmpr_set_debounce () can be called, other functions
can only be called after the unit is disabled.

Calling ana_cmpr_disable () does the opposite.

Power Management When power management is enabled (i.e., CONFIG_PM_ENABLE is on), the system will
adjust the APB frequency before going into light sleep, thus potentially changing the resolution of the Analog Com-
parator.

However, the driver can prevent the system from changing APB frequency by acquiring a power management
lock of type ESP_PM_NO_LIGHT SLEEP. Whenever the driver creates a Analog Comparator unit instance
that has selected the clock source like ANA_CMPR_CLK_SRC_DEFAULT or ANA_CMPR_CLK_SRC_XTAL as
its clock source, the driver guarantees that the power management lock is acquired when enable the channel by
ana_cmpr_enable (). Likewise, the driver releases the lock when ana_cmpr_disable () is called for that
channel.

IRAM Safe By default, the Analog Comparator interrupt will be deferred when the Cache is disabled for reasons
like programming/erasing Flash. Thus the alarm interrupt will not get executed in time, which is not expected in a
real-time application.

There is a Kconfig option CONFIG_ANA_CMPR_ISR_IRAM_SAFE that:
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1. Enables the interrupt being serviced even when cache is disabled
2. Places all functions that used by the ISR into IRAM!'
3. Places driver object into DRAM (in case it is allocated on PSRAM)

This allows the interrupt to run while the cache is disabled but comes at the cost of increased IRAM consumption.

There is a Kconfig option CONFIG_ANA_CMPR_CTRL_FUNC_IN_IRAM that can put commonly used IO control
functions into IRAM as well. So that these functions can also be executable when the cache is disabled. These 10
control functions are listed as follows:

* ana_cmpr_set_internal_reference()
* ana_cmpr_set_debounce ()
* ana_cmpr_set_cross_type()

Thread Safety The factory function ana_cmpr_new_unit () is guaranteed to be thread safe by the driver,
which means, user can call it from different RTOS tasks without protection by extra locks. The following functions
are allowed to run under ISR context, the driver uses a critical section to prevent them being called concurrently in
both task and ISR.

* ana_cmpr_set_internal_reference()
* ana_cmpr_set_debounce ()
* ana_cmpr_set_cross_type()

Other functions that take the ana_cmpr_handle_t as the first positional parameter, are not treated as thread
safe. Which means the user should avoid calling them from multiple tasks.

Kconfig Options

e CONFIG_ANA_CMPR _ISR_IRAM _SAFE controls whether the default ISR handler can work when cache is
disabled, see IRAM Safe for more information.

* CONFIG_ANA_CMPR_CTRL_FUNC_IN_IRAM controls where to place the Analog Comparator control func-
tions (IRAM or Flash), see IRAM Safe for more information.

e CONFIG_ANA_CMPR_ENABLE_DEBUG_LOG is used to enabled the debug log output. Enabling this option
increases the firmware binary size.

ETM Events To create an analog comparator cross event, you need to include driver/ana_cmpr_etm.h
additionally, and allocate the event by ana_ cmpr_new_etm_event (). You can refer to ETM for how to connect
an event to a task.

Application Example

* peripherals/analog_comparator shows the basic usage of the analog comparator, and other potential usages like
hysteresis comparator and SPWM generator.

API Reference

Header File

¢ components/esp_driver_ana_cmpr/include/driver/ana_cmpr.h
¢ This header file can be included with:

#include "driver/ana_cmpr.h"

* This header file is a part of the API provided by the esp_driver_ana_cmpr component. To declare that
your component depends on esp_driver_ana_cmpr, add the following to your CMakeL.ists.txt:

! ana_cmpr_event_callbacks_t : :on_cross callback and the functions invoked by itself should also be placed in IRAM, you need

to take care of them by themselves.
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’REQUIRES esp_driver_ana_cmpr ‘

or

’PRIV_REQUIRES esp_driver_ana_cmpr ‘

Functions
esp_err_t ana_cmpr_new_unit (const ana_cmpr_config_t *config, ana_cmpr_handle_t *ret_cmpr)

Allocating a new analog comparator unit handle.

SH
* config -- [in] The config of the analog comparator unit
* ret_cmpr -- [out] The returned analog comparator unit handle

P
* ESP_OK Allocate analog comparator unit handle success
* ESP_ERR_NO_MEM No memory for the analog comparator structure
* ESP_ERR_INVALID_ARG NULL pointer of the parameters or wrong unit number
e ESP_ERR_INVALID_STATE The unit has been allocated or the clock source has been

occupied
esp_err_t ana_cmpr_del_unit (ana_cmpr_handle_t cmpr)

Delete the analog comparator unit handle.

%4 cmpr -- [in] The handle of analog comparator unit

Bl
* ESP_OK Delete analog comparator unit handle success
* ESP_ERR_INVALID_ARG NULL pointer of the parameters or wrong unit number
e ESP_ERR_INVALID_STATE The analog comparator is not disabled yet

esp_err_t ana_cmpr_set_internal_reference (ana_cmpr_handle_t cmpr, const
ana_cmpr_internal_ref _config_t *ref_cfg)

Set internal reference configuration.

% 0 This function only need to be called when ana_cmpr_config_t::ref_src is
ANA_CMPR_REF_SRC_INTERNAL.

#&i1:: This function is allowed to run within ISR context including intr callbacks

£41:: This function will be placed into IRAM if CONFIG_ANA_CMPR_CTRL_FUNC_IN_IRAM is on, so
that it’s allowed to be executed when Cache is disabled

ZH
* cmpr -- [in] The handle of analog comparator unit
* ref_cfqg -- [in] Internal reference configuration
PEA ]
* ESP_OK Set denounce configuration success
* ESP_ERR_INVALID_ARG NULL pointer of the parameters
e ESP_ERR_INVALID STATE The reference source is not
ANA_CMPR_REF_SRC_INTERNAL

esp_err_t ana_cmpr_set_debounce (ana_cmpr_handle_t cmpr, const ana_cmpr_debounce_config_t
*dbc_cfg)

Set debounce configuration to the analog comparator.

Espressif Systems 277 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. AP1 &%

£ 1#: This function is allowed to run within ISR context including intr callbacks

£41:: This function will be placed into IRAM if CONFIG_ANA_CMPR_CTRL_FUNC_IN_TIRAM is on, SO
that it’s allowed to be executed when Cache is disabled

SH
* cmpr -- [in] The handle of analog comparator unit
* dbc_cfg -- [in] Debounce configuration

R M

ESP_OK Set denounce configuration success
ESP_ERR_INVALID_ARG NULL pointer of the parameters

esp_err_t ana_cmpr_set_cross_type (ana_cmpr_handle_t cmpr, ana_cmpr_cross_type_t cross_type)

Set the source signal cross type.

447¥: The initial cross type is configured in ana_cmpr_new_unit, this function can update the cross type

4122 This function is allowed to run within ISR context including intr callbacks

£41:: This function will be placed into IRAM if CONFIG_ANA_CMPR_CTRL_FUNC_IN_IRAMis on, so
that it’s allowed to be executed when Cache is disabled

S8

* cmpr -- [in] The handle of analog comparator unit

* cross_type -- [in] The source signal cross type that can trigger the interrupt
Bl

» ESP_OK Set denounce configuration success

* ESP_ERR_INVALID_ARG NULL pointer of the parameters

esp_err_t ana_cmpr_register_event_callbacks (ana_cmpr_handle_t cmpr, const
ana_cmpr_event_callbacks_t *cbs, void *user_data)

Register analog comparator interrupt event callbacks.

£41:: This function can only be called before enabling the unit

S8

* cmpr -- [in] The handle of analog comparator unit

* cbs -- [in] Group of callback functions

* user_data -- [in] The user data that will be passed to callback functions directly
&Ml

» ESP_OK Register callbacks success

* ESP_ERR_INVALID_ARG NULL pointer of the parameters

* ESP_ERR_INVALID_STATE The analog comparator has been enabled

esp_err_t ana_cmpr_enable (ana_cmpr_handle_t cmpr)

Enable the analog comparator unit.

%% cmpr -- [in] The handle of analog comparator unit
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R
* ESP_OK Enable analog comparator unit success
* ESP_ERR_INVALID_ARG NULL pointer of the parameters
* ESP_ERR_INVALID_STATE The analog comparator has been enabled
esp_err_t ana_cmpr_disable (ana_cmpr_handle_t cmpr)

Disable the analog comparator unit.

%% cmpr -- [in] The handle of analog comparator unit

izl
* ESP_OK Disable analog comparator unit success
* ESP_ERR_INVALID_ARG NULL pointer of the parameters
e ESP_ERR_INVALID_STATE The analog comparator has disabled already

esp_err_t ana_cmpr_get_gpio (ana_cmpr_unit_t unit, ana_cmpr_channel_type_t chan_type, int *gpio_num)
Get the specific GPIO number of the analog comparator unit.

ZH

* unit -- [in] The handle of analog comparator unit

* chan_type -- [in] The channel type of analog comparator, like source channel or ref-
erence channel

* gpio_num -- [out] The output GPIO number of this channel
B
* ESP_OK Get GPIO success
* ESP_ERR_INVALID_ARG NULL pointer of the parameters or wrong unit number or
wrong channel type

Structures

struct ana_cmpr_config_t

Analog comparator unit configuration.
Public Members

ana_cmpr_unit_tunit

Analog comparator unit

ana_cmpr_clk_src_t clk_src

The clock source of the analog comparator, which decide the resolution of the comparator

ana_cmpr_ref_source_t ref_src

Reference signal source of the comparator, select using ANA_CMPR_REF_SRC_INTERNAL or
ANA_CMPR_REF_SRC_EXTERNAL. For internal reference, the reference voltage should be set
to internal_ref_wvolt, for external reference, the reference signal should be connect to
ANA_CMPRx_EXT_REF_GPIO

ana_cmpr_cross_type_t cross_type

The crossing types that can trigger interrupt

intintr priority

The interrupt priority, range 0~7, if set to 0, the driver will try to allocate an interrupt with a relative low
priority (1,2,3) otherwise the larger the higher, 7 is NMI
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uint32_t io_loop_back

Enable this field when the other signals that output on the comparison pins are supposed to be fed back.
Normally used for debug/test scenario

struct ana_cmpr_config_t::[anonymous] £lags

Analog comparator driver flags

struct ana_cmpr_internal_ref_config t

Analog comparator internal reference configuration.

Public Members

ana_cmpr_ref_voltage_t ref_volt

The internal reference voltage. It can be specified to a certain fixed percentage of the VDD power supply,
currently supports 0%~70% VDD with a step 10%

struct ana_cmpr_debounce_config_t

Analog comparator debounce filter configuration.

Public Members

uint32_t wait_us

The wait time of re-enabling the interrupt after the last triggering, it is used to avoid the spurious triggering
while the source signal crossing the reference signal. The value should regarding how fast the source signal
changes, e.g., a rapid signal requires a small wait time, otherwise the next crosses may be missed. (Unit:
micro second)

struct ana_cmpr_event_callbacks_t

Group of Analog Comparator callbacks.

£#1#: The callbacks are all running under ISR environment

251 When CONFIG_ANA_CMPR_ISR_IRAM_SAFE is enabled, the callback itself and functions called
by it should be placed in IRAM. The variables used in the function should be in the SRAM as well.

Public Members

ana_cmpr_cross_cb_t on_cross

The callback function on cross interrupt

Header File

» components/esp_driver_ana_cmpr/include/driver/ana_cmpr_types.h
* This header file can be included with:

#include "driver/ana_cmpr_types.h"
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* This header file is a part of the API provided by the esp_driver_ana_cmpr component. To declare that
your component depends on esp_driver_ana_cmpr, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_ana_cmpr ‘

or

’PRIV_REQUIRES esp_driver_ana_cmpr ‘

Structures

struct ana_cmpr_cross_event_data_t

Analog comparator cross event data.

Public Members

ana_cmpr_cross_type_t cross_type

The cross type of the target signal to the reference signal. Will either be ANA_CMPR_CROSS_POS or
ANA_CMPR_CROSS_NEG Always be ANA_CMPR_CROSS_ANY if target does not support inde-
pendent interrupt (like ESP32H2)

Macros
ANA_CMPR_UNIT_O

Deprecated:

Analog comparator unit 0

Type Definitions

typedef int ana_cmpr_unit_t

Analog comparator unit.

typedef struct ana_cmpr_t *ana_cmpr_handle_t

Analog comparator unit handle.

typedef soc_periph_ana_cmpr_clk_src_t ana_cmpr_clk_src_t

Analog comparator clock source.

typedef bool (*ana_cmpr_cross_cb_t)(ana_cmpr_handle_t cmpr, const ana_cmpr_cross_event_data_t
*edata, void *user_ctx)

Prototype of Analog comparator event callback.

Param cmpr [in] Analog Comparator handle, created from ana_cmpr_new_unit ()

Param edata [in] Point to Analog Comparator event data. The lifecycle of this pointer memory
is inside this function, user should copy it into static memory if used outside this function.
(Currently not use)

Param user_ctx [in] User registered context, passed from
ana_cmpr_register_event_callbacks ()

Return Whether a high priority task has been waken up by this callback function
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Enumerations
enum ana_cmpr_ref_ source_t
Analog comparator reference source.

Values:

enumerator ANA_ CMPR_REF__SRC_INTERNAL

Analog Comparator internal reference source, related to VDD

enumerator ANA_ CMPR_REF__SRC_EXTERNAL
Analog Comparator external reference source, from ANA_CMPRO_EXT_REF_GPIO

enum ana_cmpr_channel_type_t
Analog comparator channel type.

Values:

enumerator ANA_CMPR__SOURCE__ CHAN

Analog Comparator source channel, which is used to input the signal that to be compared

enumerator ANA_CMPR_EXT REF_CHAN

Analog Comparator external reference channel, which is used as the reference signal

enum ana_cmpr_cross_type_t

Analog comparator interrupt type.

Values:

enumerator ANA_CMPR_CROSS_DISABLE

Disable the cross event interrupt

enumerator ANA_CMPR_CROSS_POS

Positive cross can trigger event interrupt

enumerator ANA_CMPR_CROSS_NEG

Negative cross can trigger event interrupt

enumerator ANA_CMPR_CROSS_ANY

Any cross can trigger event interrupt

enum ana_cmpr_ref_ voltage_t

Analog comparator internal reference voltage.

Values:

enumerator ANA_CMPR_REF_VOLT_0_PCT_VDD

Internal reference voltage equals to 0% VDD

enumerator ANA_CMPR_REF_VOLT_10_PCT_VDD
Internal reference voltage equals to 10% VDD
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enumerator ANA_CMPR_REF_VOLT_20_PCT_VDD
Internal reference voltage equals to 20% VDD

enumerator ANA_CMPR_REF_VOLT_30_PCT_VDD
Internal reference voltage equals to 30% VDD

enumerator ANA_CMPR_REF_VOLT_40_PCT_VDD
Internal reference voltage equals to 40% VDD

enumerator ANA_CMPR_REF_VOLT_50_PCT_VDD
Internal reference voltage equals to 50% VDD

enumerator ANA_CMPR_REF_VOLT_60_PCT_VDD
Internal reference voltage equals to 60% VDD

enumerator ANA_CMPR_REF_VOLT_70_PCT_VDD
Internal reference voltage equals to 70% VDD
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Header File

» components/soc/esp32p4/include/soc/clk_tree_defs.h
¢ This header file can be included with:

#include "soc/clk_tree_defs.h"

Macros
SOC_CLK_RC_FAST_FREQ APPROX
Approximate RC_FAST_CLK frequency in Hz

SOC_CLK_RC_SLOW_FREQ_APPROX
Approximate RC_SLOW_CLK frequency in Hz

SOC_CLK_RC32K_FREQ_APPROX
Approximate RC32K_CLK frequency in Hz

SOC_CLK_XTAL32K_FREQ_APPROX
Approximate XTAL32K_CLK frequency in Hz

SOC_GPTIMER_CLKS

Array initializer for all supported clock sources of GPTimer.

The following code can be used to iterate all possible clocks:

soc_periph_gptimer_clk_src_t gptimer_clks[] = (soc_periph_gptimer_clk_src_
—t)SOC_GPTIMER_CLKS;
for (size_t i = 0; 1< sizeof (gptimer_clks) / sizeof (gptimer_clks[0]); i++) |

soc_periph_gptimer_clk_src_t clk = gptimer_clks[i];
// Test GPTimer with the clock ‘clk’
}

SOC_RMT_CLKS
Array initializer for all supported clock sources of RMT.
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SOC_UART_CLKS

Array initializer for all supported clock sources of UART.

SOC_LP_UART_CLKS
Array initializer for all supported clock sources of LP_UART.

SOC_MCPWM_TIMER_CLKS
Array initializer for all supported clock sources of MCPWM Timer.

SOC_MCPWM_CAPTURE_CLKS

Array initializer for all supported clock sources of MCPWM Capture Timer.

SOC_MCPWM_CARRIER_CLKS
Array initializer for all supported clock sources of MCPWM Carrier.

SOC_I2S_CLKS

Array initializer for all supported clock sources of 12S.

SOC_LP_I2S_CLKS

Array initializer for all supported clock sources of LP 12S.

SOC_LCD_CLKS

Array initializer for all supported clock sources of LCD.

SOC_CAM_CLKS

Array initializer for all supported clock sources of CAM.

SOC_MIPI_CSI_PHY_CLKS
Array initializer for all supported clock sources of MIPI CSI PHY interface.

SOC_MIPI_DSI_DPI_CLKS
Array initializer for all supported clock sources of MIPI DSI DPI interface.

SOC_MIPI_DSI_PHY_ CLKS
Array initializer for all supported clock sources of MIPI DSI PHY interface.

SOC_I2C_CLKS

Array initializer for all supported clock sources of 12C.

SOC_LP_I2C_CLKS

Array initializer for all supported clock sources of LP_I2C.

SOC_SPI_CLKS

Array initializer for all supported clock sources of SPI.

SOC_PSRAM_CLKS
Array initializer for all supported clock sources of PSRAM.
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SOC_FLASH_CLKS
Array initializer for all supported clock sources of FLASH.

SOC_ISP_CLKS

Array initializer for all supported clock sources of ISP.

SOC_SDM_CLKS

Array initializer for all supported clock sources of SDM.

SOC_GLITCH_FILTER_CLKS

Array initializer for all supported clock sources of Glitch Filter.

SOC_ANA_CMPR_CLKS

Array initializer for all supported clock sources of Analog Comparator.

SOC_TWAI_CLKS

Array initializer for all supported clock sources of TWALI

SOC_ADC_DIGI_CLKS

Array initializer for all supported clock sources of ADC digital controller.

SOC_ADC_RTC_CLKS

Array initializer for all supported clock sources of ADC RTC controller.

SOC_MWDT_CLKS
Array initializer for all supported clock sources of MWDT.

SOC_LEDC_CLKS

Array initializer for all supported clock sources of LEDC.

SOC_PARLIO_CLKS
Array initializer for all supported clock sources of PARLIO.

SOC_SDMMC_CLKS
Array initializer for all supported clock sources of SDMMC.

SOC_TEMP_SENSOR_CLKS

Array initializer for all supported clock sources of Temperature Sensor.

Enumerations

enum soc_root_clk_t

Root clock.

Values:

enumerator SOC_ROOT_CLK_INT_RC_FAST
Internal 17.5MHz RC oscillator
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enumerator SOC_ROOT_CLK_INT_RC_SLOW
Internal 136kHz RC oscillator

enumerator SOC_ROOT_CLK_EXT_XTAL
External 40MHz crystal

enumerator SOC_ROOT_CLK_EXT_XTAL32K
External 32kHz crystal

enumerator SOC_ROOT_CLK_INT_RC32K
Internal 32kHz RC oscillator

enumerator SOC_ROOT_CLK_EXT_OSC_SLOW
External slow clock signal at pinl

enum soc_cpu_clk_src_t

CPU_CLK mux inputs, which are the supported clock sources for the CPU_CLK.

£41:: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_CPU_CLK_SRC_XTAL
Select XTAL_CLK as CPU_CLK source

enumerator SOC_CPU_CLK_SRC_CPLL

Select CPLL_CLK as CPU_CLK source (CPLL_CLK is the output of 40MHz crystal oscillator fre-
quency multiplier, can be 320/360/400MHz)

enumerator SOC_CPU_CLK_SRC_PLL
Alias name for SOC_CPU_CLK_SRC_CPLL

enumerator SOC_CPU_CLK_SRC_RC_FAST
Select RC_FAST CLK as CPU_CLK source

enumerator SOC_CPU_CLK_SRC_INVALID
Invalid CPU_CLK source

enum soc_rtec_slow_clk_src_t
RTC_SLOW_CLK mux inputs, which are the supported clock sources for the RTC_SLOW_CLK.

£51#: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_RTC_SLOW_CLK_SRC_RC_SLOW
Select RC_SLOW_CLK as RTC_SLOW_CLK source
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enumerator SOC_RTC_SLOW_CLK_SRC_XTAL32K
Select XTAL32K_CLK as RTC_SLOW_CLK source

enumerator SOC_RTC_SLOW_CLK_SRC_RC32K
Select RC32K_CLK as RTC_SLOW_CLK source

enumerator SOC_RTC_SLOW_CLK_SRC_INVALID
Invalid RTC_SLOW_CLK source

enum soc_rtc_fast_clk_src_t
RTC_FAST_CLK mux inputs, which are the supported clock sources for the RTC_FAST_CLK.

£41:: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_RTC_FAST_CLK_SRC_RC_FAST
Select RC_FAST _CLK as RTC_FAST_CLK source

enumerator SOC_RTC_FAST CLK_SRC_XTAL
Select XTAL_CLK as RTC_FAST_CLK source

enumerator SOC_RTC_FAST_CLK_SRC_XTAL_DIV
Alias name for SOC_RTC_FAST_CLK_SRC_XTAL

enumerator SOC_RTC_FAST_CLK_SRC_LP_PLL

Select LP_PLL_CLK as RTC_FAST_CLK source (LP_PLL_CLK is a 8MHz clock sourced from
RC32K or XTAL32K)

enumerator SOC_RTC_FAST_CLK_SRC_INVALID
Invalid RTC_FAST CLK source

enum soc_lp_pll_clk_src_t
LP_PLL_CLK mux inputs, which are the supported clock sources for the LP_PLL_CLK.

£ 7E: Enum values are matched with the register field values on purpose

Values:

enumerator SOC_LP_PLL_CLK_SRC_RC32K
Select RC32K_CLK as LP_PLL_CLK source

enumerator SOC_LP_PLL_CLK_SRC_XTAL32K
Select XTAL32K_CLK as LP_PLL_CLK source

enumerator SOC_LP_PLI_CLK_SRC_INVALID
Invalid LP_PLL_CLK source
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enum soc_xtal_freq t

Possible main XTAL frequency options on the target.

£41:: Enum values equal to the frequency value in MHz

£41:: Notall frequency values listed here are supported in IDF. Please check SOC_XTAL_SUPPORT_XXX
in soc_caps.h for the supported ones.

Values:

enumerator SOC_XTAL_FREQ_40M
40MHz XTAL

enum soc_module_clk_t

Supported clock sources for modules (CPU, peripherals, RTC, etc.)

£41:: enum starts from 1, to save 0 for special purpose

Values:

enumerator SOC_MOD_CLK_CPU
CPU_CLK can be sourced from XTAL, CPLL, or RC_FAST by configuring soc_cpu_clk_src_t

enumerator SOC_MOD_CLK_RTC_FAST

RTC_FAST CLK can be sourced from XTAL, RC_FAST, or LP_PLL by configuring
soc_rtc_fast_clk_src t

enumerator SOC_MOD_CLK_RTC_SLOW

RTC_SLOW_CLK can be sourced from RC_SLOW, XTAL32K, or RC32K by configuring
soc_rtc_slow_clk_src_t

enumerator SOC_MOD_CLK_PLL_F20M

PLL_F20M_CLK is derived from SPLL (clock gating + “fixed” divider of 24), it has a fixed frequency
of 20MHz

enumerator SOC_MOD_CLK_PLL_F25M

PLL_F25M_CLK is derived from MPLL (clock gating + configurable divider), it will have a frequency
of 25MHz

enumerator SOC_MOD_CLK_PLL_F80M

PLL_F80M_CLK is derived from SPLL (clock gating + "fixed” divider of 6), it has a fixed frequency of
8OMHz

enumerator SOC_MOD_CLK_PLL_F160M

PLL_F160M_CLK is derived from SPLL (clock gating + "fixed” divider of 3), it has a fixed frequency
of 160MHz
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enum

enumerator SOC_MOD_CLK_PLL_F240M

PLL_F240M_CLK is derived from SPLL (clock gating + "fixed” divider of 2), it has a fixed frequency
of 240MHz

enumerator SOC_MOD_CLK_CPLL
CPLL is from 40MHz XTAL oscillator frequency multipliers

enumerator SOC_MOD_CLK_SPLL
SPLL is from 40MHz XTAL oscillator frequency multipliers, it has a "fixed” frequency of 48§0MHz

enumerator SOC_MOD_CLK_MPLL
MPLL is from 40MHz XTAL oscillator frequency multipliers

enumerator SOC_MOD_CLK_XTAL32K
XTAL32K_CLK comes from the external 32kHz crystal, passing a clock gating to the peripherals

enumerator SOC_MOD_CLK_RC_FAST
RC_FAST_CLK comes from the internal 20MHz rc oscillator, passing a clock gating to the peripherals

enumerator SOC_MOD_CLK_XTAL
XTAL_CLK comes from the external 40MHz crystal

enumerator SOC_MOD_CLK_APLL
Audio PLL is sourced from PLL, and its frequency is configurable through APLL configuration registers

enumerator SOC_MOD_CLK_XTAL_D2
XTAL_D2_CLK comes from the external 40MHz crystal, passing a div of 2 to the LP peripherals

enumerator SOC_MOD_CLK_LP_PLL
LP_PLL is from 32kHz XTAL oscillator frequency multipliers, it has a fixed frequency of 8MHz

enumerator SOC_MOD_CLK_LP_DYN_FAST

LP_DYN_FAST can be derived from RTC_SLOW_CLK or RTC_FAST_CLK depending on the chip’
s power mode: in active mode, select RTC_FAST_CLK as the clock source; in light/deep sleep mode,
select RTC_SLOW_CLK as the clock source

enumerator SOC_MOD_CLK_LP_PERI
LP_PERI_CLK is derived from LP_DYN_FAST (configurable divider)

enumerator SOC_MOD_CLK_INVALID

Indication of the end of the available module clock sources

soc_periph_systimer_clk_src_t
Type of SYSTIMER clock source.

Values:

enumerator SYSTIMER_CLK_SRC_XTAL
SYSTIMER source clock is XTAL
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enumerator SYSTIMER_CLK_SRC_RC_FAST
SYSTIMER source clock is RC_FAST

enumerator SYSTIMER_CLK_SRC_DEFAULT
SYSTIMER source clock default choice is XTAL

enum soc_periph_gptimer_clk_src_t

Type of GPTimer clock source.

Values:

enumerator GPTIMER_CLK_SRC_PLL_F80M
Select PLL_F80M as the source clock

enumerator GPTIMER_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator GPTIMER_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator GPTIMER_CLK_SRC_DEFAULT
Select PLL_F80M as the default choice

enum soc_periph_tg_clk_src_legacy_t
Type of Timer Group clock source, reserved for the legacy timer group driver.

Values:

enumerator TIMER_SRC_CLK_PLL_F80M
Timer group clock source is PLL._F80M

enumerator TIMER_SRC_CLK_XTAL

Timer group clock source is XTAL

enumerator TIMER_ SRC_CLK_DEFAULT
Timer group clock source default choice is PLL._F80M

enum soc_periph_rmt_clk_src_t

Type of RMT clock source.

Values:

enumerator RMT_CLK_SRC_PLI,_F80M
Select PLL_F80M as the source clock

enumerator RMT_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator RMT_CLK_SRC_XTAL
Select XTAL as the source clock

Espressif Systems 291 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

enumerator RMT_CLK_SRC_DEFAULT
Select PLL_F80M as the default choice

enum soc_periph_rmt_clk_src_legacy_t
Type of RMT clock source, reserved for the legacy RMT driver.

Values:

enumerator RMT_BASECLK_PLL_F80M
RMT source clock is PLL_F80M

enumerator RMT_BASECLK_XTAL
RMT source clock is XTAL

enumerator RMT_BASECLK_DEFAULT
RMT source clock default choice is PLL_F80M

enum soc_periph_uart_clk_src_legacy_t

Type of UART clock source, reserved for the legacy UART driver.

Values:

enumerator UART_SCLK_PLL_F80M
UART source clock is PLL_F8OM

enumerator UART_SCLK_RTC
UART source clock is RC_FAST

enumerator UART_SCLK_XTAL
UART source clock is XTAL

enumerator UART_SCLK_DEFAULT
UART source clock default choice is PLL_F80M

enum soc_periph_lp_uart_clk_src_t
Type of LP_UART clock source.

Values:

enumerator LP_UART_SCLK_LP_FAST
LP_UART source clock is LP(RTC)_FAST

enumerator LP_UART_SCLK_XTAL_D2
LP_UART source clock is XTAL_D2

enumerator LP_UART_SCLK_DEFAULT
LP_UART source clock default choice is LP(RTC)_FAST

enum soc_periph_mcpwm_timer_clk_src_t
Type of MCPWM timer clock source.

Values:
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enumerator MCPWM_TIMER_CLK_SRC_PLL160M
Select PLL_F160M as the source clock

enumerator MCPWM_TIMER_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator MCPWM_TIMER_CLK_SRC_DEFAULT
Select PLL_F160M as the default choice

enum soc_periph_mcpwm_capture_clk_src_t
Type of MCPWM capture clock source.

Values:

enumerator MCPWM_CAPTURE_CLK_SRC_PLL160M
Select PLL_F160M as the source clock

enumerator MCPWM_CAPTURE_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator MCPWM_CAPTURE_CLK_SRC_DEFAULT
Select PLL_F160M as the default choice

enum soc_periph_mcpwm_carrier_clk_src_t
Type of MCPWM carrier clock source.

Values:

enumerator MCPWM_CARRIER_CLK_SRC_PLL160M
Select PLL_F160M as the source clock

enumerator MCPWM_CARRIER_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator MCPWM_CARRIER_CLK_SRC_DEFAULT
Select PLL_F160M as the default choice

enum soc_periph_i2s_clk_src_t
12S clock source enum.

Values:

enumerator I2S_CLK_SRC_DEFAULT
Select XTAL as the default source clock

enumerator I2S_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator I2S_CLK_SRC_APLL
Select APLL as the source clock
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enumerator I2S_CLK_SRC_EXTERNAL

Select external clock as source clock

enum soc_periph_lp_i2s_clk_src_t
LP 12S clock source enum.

Values:

enumerator LP_I2S_CLK_SRC_DEFAULT
Select LP_PERI as the default source clock

enumerator LP_I2S_CLK_SRC_LP_PERI
Select LP_PERI as the source clock

enumerator LP_T2S_CLK_SRC_XTAIL_D2
LP_I2S source clock is XTAL_D2

enum soc_periph_lcd_clk_src_t

Type of LCD clock source.

Values:

enumerator LCD_CLK_SRC_PLL160M
Select PLL_F160M as the source clock

enumerator LCD_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator LCD_CLK_SRC_APLL
Select APLL as the source clock

enumerator LCD_CLK_SRC_DEFAULT
Select PLL_F160M as the default choice

enum soc_periph_cam_clk_src_t

Type of CAM clock source.

Values:

enumerator CAM_CLK_SRC_PLL160M
Select PLL_F160M as the source clock

enumerator CAM_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator CAM_CLK_SRC_APLL
Select APLL as the source clock

enumerator CAM_CLK_SRC_DEFAULT
Select PLL_F160M as the default choice
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enum soc_periph_mipi_csi_phy clk_src_t
Type of MIPI CSI PHY clock source.

Values:

enumerator MIPI_CSI_PHY_ CLK_SRC_RC_FAST
Select RC_FAST as MIPI CSI PHY source clock

enumerator MIPI_CSI_PHY CLK_SRC_PLL_F25M
Select PLL_F25M as MIPI CSI PHY source clock

enumerator MIPI_CSI_PHY CLK_SRC_PLL_F20M
Select PLL_F20M as MIPI CSI PHY source clock

enumerator MIPI_CSI_PHY CLK_SRC_DEFAULT
Select PLL_F20M as default clock

enum soc_periph_mipi_dsi_dpi_clk_src_t
Type of MIPI DSI DPI clock source.

Values:

enumerator MIPTI_DSI_DPI_CLK_SRC_XTAL
Select XTAL as MIPI DSI DPI source clock

enumerator MIPI_DSI_DPI_CLK_SRC_PLL_F160M
Select PLL_F160M as MIPI DSI DPI source clock

enumerator MIPI_DSI_DPI_CLK_SRC_PLL_F240M
Select PLL_F240M as MIPI DSI DPI source clock

enumerator MIPI_DSI_DPI_CLK_SRC_DEFAULT
Select PLL_F240M as default clock

enum soc_periph_mipi_dsi_phy_clk_src_t
Type of MIPI DSI PHY clock source.

Values:

enumerator MIPI_DSI_PHY_ CLK_SRC_RC_FAST
Select RC_FAST as MIPI DSI PHY source clock

enumerator MIPI_DSI_PHY_ CLK_SRC_PLI_F25M
Select PLL_F25M as MIPI DSI PHY source clock

enumerator MIPI_DSI_PHY_ CLK_SRC_PLI_F20M
Select PLL_F20M as MIPI DSI PHY source clock

enumerator MIPI_DSI_PHY_ CLK_SRC_DEFAULT
Select PLL_F20M as default clock

Espressif Systems 295 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

enum soc_periph_i2c_clk_src_t
Type of I2C clock source.

Values:

enumerator I2C_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator I2C_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator I2C_CLK_SRC_DEFAULT
Select XTAL as the default source clock

enum soc_periph_lp i2c_clk_src_t
Type of LP_I2C clock source.

Values:

enumerator LP_I2C_SCLK_LP_FAST
LP_I2C source clock is RTC_FAST

enumerator LP_TI2C_SCLK_XTAL_D2
LP_I2C source clock is XTAL_D2

enumerator LP_I2C_SCLK_DEFAULT
LP_I2C source clock default choice is RTC_FAST

enum soc_periph_spi_clk_src_t
Type of SPI clock source.

Values:

enumerator SPI_CLK_SRC_XTAL
Select XTAL as SPI source clock

enumerator SPI_CLK_SRC_RC_FAST
Select RC_FAST _20M as SPI source clock

enumerator SPI_CLK_SRC_SPLL
Select SPLL as SPI source clock

enumerator SPI_CLK_SRC_DEFAULT
Select SPLL as SPI source clock

enum soc_periph_psram_clk_src_t
Type of PSRAM clock source.

Values:

enumerator PSRAM_CLK_SRC_DEFAULT
Select SOC_MOD_CLK_SPLL as PSRAM source clock
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enum

enum

enum

enumerator PSRAM_CLK_SRC_XTAL
Select SOC_MOD_CLK_XTAL as PSRAM source clock

enumerator PSRAM_CLK_SRC_CPLL
Select SOC_MOD_CLK_CPLL as PSRAM source clock

enumerator PSRAM_CLK_SRC_SPLL
Select SOC_MOD_CLK_SPLL as PSRAM source clock

enumerator PSRAM_CLK_SRC_MPLL
Select SOC_MOD_CLK_MPLL as PSRAM source clock

soc_periph_flash_clk_src_t
Type of FLASH clock source.

Values:

enumerator FLASH_CLK_SRC_DEFAULT
Select SOC_MOD_CLK_SPLL as FLASH source clock

enumerator FLASH_CLK_SRC_XTAL
Select SOC_MOD_CLK_XTAL as FLASH source clock

enumerator FLASH_CLK_SRC_CPLL
Select SOC_MOD_CLK_CPLL as FLASH source clock

enumerator FLASH_CLK_SRC_SPLL
Select SOC_MOD_CLK_SPLL as FLASH source clock

soc_periph_isp_clk_src_t
Type of ISP clock source.

Values:

enumerator ISP_CLK_SRC_DEFAULT
Select SOC_MOD_CLK_PLL_F160M as ISP source clock

enumerator ISP_CLK_SRC_XTAL
Select SOC_MOD_CLK_XTAL as ISP source clock

enumerator ISP_CLK_SRC_PLL160
Select SOC_MOD_CLK_PLL_F160M as ISP source clock

enumerator ISP_CLK_SRC_PLL240
Select SOC_MOD_CLK_PLL_F240M as ISP source clock

soc_periph_sdm_clk_src_t
Sigma Delta Modulator clock source.

Values:
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enumerator SDM_CLK_SRC_XTAL
Select XTAL clock as the source clock

enumerator SDM_CLK_SRC_PLL_F80M
Select PLL_F80M clock as the source clock

enumerator SDM_CLK_SRC_DEFAULT
Select PLL_F80M clock as the default clock choice

enum soc_periph_glitch_filter_clk_src_t

Glitch filter clock source.

Values:

enumerator GLITCH_FILTER_CLK_SRC_XTAL
Select XTAL clock as the source clock

enumerator GLITCH_FILTER_CLK_SRC_PLIL_F80M
Select PLL_F80M clock as the source clock

enumerator GLITCH_FILTER_CLK_SRC_DEFAULT
Select PLL_F80M clock as the default clock choice

enum soc_periph_ana_cmpr_clk_src_t
Analog Comparator clock source.

Values:

enumerator ANA_CMPR_CLK_SRC_XTAL
Select XTAL clock as the source clock

enumerator ANA_CMPR_CLK_SRC_PLL_F80M
Select PLL_F80M clock as the source clock

enumerator ANA_CMPR_CLK_SRC_DEFAULT
Select PLL_F80M as the default clock choice

enum soc_periph_twai_clk_src_t
TWAI clock source.

Values:

enumerator THAI_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator TWAI_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator TWAI_CLK_SRC_DEFAULT
Select XTAL as the default clock choice
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enum soc_periph_adc_digi_clk_src_t
ADC digital controller clock source.

Values:

enumerator ADC_DIGI_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator ADC_DIGI_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator ADC_DIGI_CLK_SRC_PLIL_F80M
Select PLL_F80M as the source clock

enumerator ADC_DIGI_CLK_SRC_DEFAULT
Select PLL_F80M as the default clock choice

enum soc_periph_adc_rtc_clk_src_t
ADC RTC controller clock source.

Values:

enumerator ADC_RTC_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator ADC_RTC_CLK_SRC_DEFAULT
Select RC_FAST as the default clock choice

enum soc_periph_mwdt_clk_src_t
MWDT clock source.

Values:

enumerator MWDT _CLK_SRC_XTAL
Select XTAL as the source clock

enumerator MWDT _CLK_SRC_PLL_F80M
Select PLL fixed 80 MHz as the source clock

enumerator MWDT_CLK_SRC_RC_FAST
Select RTC fast as the source clock

enumerator MWDT _CLK_SRC_DEFAULT
Select XTAL 40 MHz as the default clock choice

enum soc_periph_ledc_clk_src_legacy_t

Type of LEDC clock source, reserved for the legacy LEDC driver.

Values:
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enumerator LEDC_AUTO_CLK

LEDC source clock will be automatically selected based on the giving resolution and duty parameter
when init the timer

enumerator LEDC_USE_XTAL_CLK
Select XTAL as the source clock

enumerator LEDC_USE_PLL_DIV_CLK
Select PLL_F80M clock as the source clock

enumerator LEDC_USE_RC_FAST_CLK
Select RC_FAST as the source clock

enum soc_periph_parlio_clk_src_t
PARLIO clock source.

Values:

enumerator PARLIO_CLK_SRC_XTAL
Select XTAL as the source clock

enumerator PARLIO_CLK_SRC_RC_FAST
Select RC_FAST as the source clock

enumerator PARLIO_CLK_SRC_PLIL_F160M
Select PLL_F160M as the source clock

enumerator PARLIO_CLK_SRC_EXTERNAL
Select EXTERNAL clock as the source clock

enumerator PARLIO_CLK_SRC_DEFAULT
Select PLL_F160M as the default clock choice

enum soc_periph_sdmmc_clk_src_t
Type of SDMMC clock source.

Values:

enumerator SDMMC_CLK_SRC_DEFAULT
Select PLL_160M as the default choice

enumerator SDMMC_CLK_SRC_PLL160M
Select PLL_160M as the source clock

enum soc_periph_temperature_sensor_clk_src_t

Type of Temp Sensor clock source.

Values:

enumerator TEMPERATURE_SENSOR_CLK_SRC_LP_PERI
Select LP_PERI as the source clock
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enumerator TEMPERATURE__SENSOR_CLK_SRC_DEFAULT
Select LP_PERI as the default choice

enum soc_clkout_sig_id_t

Values:

enumerator CLKOUT _SIG_MPLL
MPLL is from 40MHz XTAL oscillator frequency multipliers

enumerator CLKOUT _SIG_SPLL
SPLL is from 40MHz XTAL oscillator frequency multipliers, it has a "fixed” frequency of 48§0MHz

enumerator CLKOUT _SIG_CPLL
CPLL_CLK is the output of 40MHz crystal oscillator frequency multiplier, can be 320/360/400MHz

enumerator CLKOUT_SIG_XTAL
External 40MHz crystal

enumerator CLKOUT _SIG_RC_FAST
Internal 17.5MHz RC oscillator

enumerator CLKOUT_SIG_RC_SLOW
Internal 136kHz RC oscillator

enumerator CLKOUT_SIG_RC_32K
Internal 32kHz RC oscillator

enumerator CLKOUT_SIG_XTAL32K
External 32kHz crystal clock

enumerator CLKOUT_SIG_I2S0

1250 clock, depends on the i2s driver configuration

enumerator CLKOUT_SIG_I2S1

12S1 clock, depends on the i2s driver configuration

enumerator CLKOUT_SIG_I2S2

1252 clock, depends on the i2s driver configuration

enumerator CLKOUT_SIG_CPU
CPU clock

enumerator CLKOUT_SIG_MEM
MEM clock

enumerator CLKOUT _SIG_SYS
SYS clock
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enumerator CLKOUT_SIG_APB
APB clock

enumerator CLKOUT_SIG_PLL_F80M
From PLL, usually be 80MHz

enumerator CLKOUT_SIG_INVALID

Header File

» components/esp_hw_support/include/esp_clk_tree.h
e This header file can be included with:

#include "esp_clk_tree.h"

Functions
esp_err_t esp_clk_tree_src_get_freq_ hz (soc_module_clk_t cIk_src, esp_clk_tree_src_freq_precision_t
precision, uint32_t *freq_value)
Get frequency of module clock source.
ZH
* clk_src -- [in] Clock source available to modules, in soc_module_clk_t
* precision -- [in] Degree of precision, one of esp_clk_tree_src_freq_precision_t
values This arg only applies to the clock sources that their frequencies
can  vary: SOC_MOD_CLK_RTC_FAST, SOC_MOD_CLK_RTC_SLOW,
SOC_MOD_CLK_RC_FAST, SOC_MOD_CLK_RC_FAST_D256,
SOC_MOD_CLK_XTAL32K For other clock sources, this field is ignored.
* freq value -- [out] Frequency of the clock source, in Hz
B
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_FAIL Calibration failed

Enumerations

enum esp_clk_tree_src_freq precision_t

Degree of precision of frequency value to be returned by esp_clk_tree_src_get_freq_hz()

Values:

enumerator ESP_CLK_TREE_SRC_FREQ_PRECISION_CACHED
enumerator ESP_CLK_TREE_SRC_FREQ_PRECISION_APPROX
enumerator ESP_CLK_TREE_SRC_FREQ_PRECISION_EXACT

enumerator ESP_CLK_TREE_SRC_FREQ_ PRECISION_INVALID

2.5.6  HHFES5HIFE (ETM)
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Header File

» components/esp_hw_support/include/esp_etm.h
¢ This header file can be included with:

#include "esp_etm.h"

Functions
esp_err_t esp_etm_new_channel (const esp_etm_channel_config_t *config, esp_etm_channel_handle_t
*ret_chan)
Allocate an ETM channel.

£41:: The channel can later be freed by esp_etm_del_channel

S
* config -- [in] ETM channel configuration
* ret_chan -- [out] Returned ETM channel handle

B
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ESP_OK: Allocate ETM channel successfully

ESP_ERR_INVALID_ARG: Allocate ETM channel failed because of invalid argument
ESP_ERR_NO_MEM: Allocate ETM channel failed because of out of memory
ESP_ERR_NOT_FOUND: Allocate ETM channel failed because all channels are used
up and no more free one

 ESP_FAIL: Allocate ETM channel failed because of other reasons

esp_err_t esp_etm_del_channel (esp_etm_channel_handle_t chan)
Delete an ETM channel.

%4 chan -- [in] ETM channel handle that created by esp_etm_new_channel
B
* ESP_OK: Delete ETM channel successfully

* ESP_ERR_INVALID_ARG: Delete ETM channel failed because of invalid argument
¢ ESP_FAIL: Delete ETM channel failed because of other reasons

esp_err_t esp_etm_channel_enable (esp_etm_channel_handle_t chan)
Enable ETM channel.

2511 This function will transit the channel state from init to enable.

%% chan -- [in] ETM channel handle that created by esp_etm_new_channel
Rl
* ESP_OK: Enable ETM channel successfully
e ESP_ERR_INVALID_ARG: Enable ETM channel failed because of invalid argument

« ESP_ERR_INVALID STATE: Enable ETM channel failed because the channel has been
enabled already

e ESP_FAIL: Enable ETM channel failed because of other reasons

esp_err_t esp_etm_channel_disable (esp_etm_channel_handle_t chan)
Disable ETM channel.

#51¢: This function will transit the channel state from enable to init.

%4 chan -- [in] ETM channel handle that created by esp_etm_new_channel
&l
* ESP_OK: Disable ETM channel successfully
* ESP_ERR_INVALID_ARG: Disable ETM channel failed because of invalid argument

e ESP_ERR_INVALID _STATE: Disable ETM channel failed because the channel is not
enabled yet

e ESP_FAIL: Disable ETM channel failed because of other reasons

esp_err_t esp_etm_channel_connect (esp_etm_channel_handle_t chan, esp_etm_event_handle_t event,
esp_etm_task_handle_t task)

Connect an ETM event to an ETM task via a previously allocated ETM channel.

#1#: Setting the ETM event/task handle to NULL means to disconnect the channel from any event/task

ZH
* chan -- [in] ETM channel handle that created by esp_etm_new_channel
* event -- [in] ETM event handle obtained from a driver/peripheral, e.g.
xXxXxX_new_etm_event
* task -- [in] ETM task handle obtained from a driver/peripheral, e.g.
xxX_new_etm_task
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P[]
* ESP_OK: Connect ETM event and task to the channel successfully
¢ ESP_ERR_INVALID_ARG: Connect ETM event and task to the channel failed because
of invalid argument
 ESP_FAIL: Connect ETM event and task to the channel failed because of other reasons

esp_err_t esp_etm_del_event (esp_etm_event_handle_t event)
Delete ETM event.

$41::  Although the ETM event comes from various peripherals, we provide the same user API to delete the
event handle seamlessly.

%% event -- [in] ETM event handle obtained from a driver/peripheral, e.g.
XXX_new_etm_event
PEA ]
* ESP_OK: Delete ETM event successfully
* ESP_ERR_INVALID_ARG: Delete ETM event failed because of invalid argument
¢ ESP_FAIL: Delete ETM event failed because of other reasons

esp_err_t esp_etm_del_task (esp_etm_task_handle_t task)
Delete ETM task.

$&1::  Although the ETM task comes from various peripherals, we provide the same user API to delete the
task handle seamlessly.

%4 task -- [in] ETM task handle obtained from a driver/peripheral, e.g.
xxx_new_etm_task
B

* ESP_OK: Delete ETM task successfully
* ESP_ERR_INVALID_ARG: Delete ETM task failed because of invalid argument
e ESP_FAIL: Delete ETM task failed because of other reasons

esp_err_t esp_etm_dump (FILE *out_stream)
Dump ETM channel usages to the given IO stream.

%¥ out_stream -- [in] 1O stream (e.g. stdout)
Bl
* ESP_OK: Dump ETM channel usages successfully
e ESP_ERR_INVALID_ARG: Dump ETM channel usages failed because of invalid argu-
ment
* ESP_FAIL: Dump ETM channel usages failed because of other reasons

Structures

struct esp_etm_channel_config_t

ETM channel configuration.

Type Definitions

typedef struct esp_etm_channel_t *esp_etm_channel_handle_t
ETM channel handle.

Espressif Systems 307 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

typedef struct esp_etm_event_t *esp_etm_event_handle_t
ETM event handle.

typedef struct esp_etm_task_t *esp_etm_task_handle_t
ETM task handle.

Header File

» components/esp_driver_gpio/include/driver/gpio_etm.h
* This header file can be included with:

’#include "driver/gpio_etm.h"

|

* This header file is a part of the API provided by the esp_driver_gpio component. To declare that your
component depends on esp_driver_gpio, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_gpio

or

’PRIV_REQUIRES esp_driver_gpio

Functions

esp_err_t gpio_new_etm_event (const gpio_etm_event_config_t *config, esp_etm_event_handle_t *ret_event,

)

Create an ETM event object for the GPIO peripheral.

#&1¥: The created ETM event object can be deleted later by calling esp_etm_del_event

% 1

The newly created ETM event object is not bind to any GPIO, you need to call
gpio_etm_event_bind_gpio to bind the wanted GPIO

£41:: Every success call to this function will acquire a free GPIO ETM event channel

B

config -- [in] GPIO ETM event configuration
ret_event -- [out] Returned ETM event handle

. . . -- [out] Other returned ETM event handles if any (the order of the returned event han-
dles is aligned with the array order in field edges in gpio_etm_event_config_t)

ESP_OK: Create ETM event successfully

ESP_ERR_INVALID_ARG: Create ETM event failed because of invalid argument

ESP_ERR_NO_MEM: Create ETM event failed because of out of memory

ESP_ERR_NOT_FOUND: Create ETM event failed because all events are used up and

no more free one
ESP_FAIL: Create ETM event failed because of other reasons

esp_err_t gpio_etm_event_bind_gpio (esp_etm_event_handle_t event, int gpio_num)
Bind the GPIO with the ETM event.
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£ 1¥E: Calling this function multiple times with different GPIO number can override the previous setting
immediately.

£41:: Only GPIO ETM object can call this function

S
* event -- [in] ETM event handle that created by gpio_new_etm_event
* gpio_num -- [in] GPIO number that can trigger the ETM event

R M

ESP_OK: Set the GPIO for ETM event successfully

ESP_ERR_INVALID_ARG: Set the GPIO for ETM event failed because of invalid ar-
gument, e.g. GPIO is not input capable, ETM event is not of GPIO type

* ESP_FAIL: Set the GPIO for ETM event failed because of other reasons

esp_err_t gpio_new_etm_task (const gpio_etm_task_config_t *config, esp_etm_task_handle_t *ret_task, ...)
Create an ETM task object for the GPIO peripheral.

$41:: The created ETM task object can be deleted later by calling esp_etm_del_task

251 The GPIO ETM task works like a container, a newly created ETM task object doesn’t have GPIO
members to be managed. You need to call gpio_etm_task_add_gpio to put one or more GPIOs to the
container.

1. Bvery success call to this function will acquire a free GPIO ETM task channel

ZH
* config -- [in] GPIO ETM task configuration
* ret_task -- [out] Returned ETM task handle
e ... --[out] Other returned ETM task handles if any (the order of the returned task han-
dles is aligned with the array order infield act ionsin gpio_etm task_config_t)
FEA ]
* ESP_OK: Create ETM task successfully
* ESP_ERR_INVALID_ARG: Create ETM task failed because of invalid argument
e ESP_ERR_NO_MEM: Create ETM task failed because of out of memory
* ESP_ERR_NOT_FOUND: Create ETM task failed because all tasks are used up and no
more free one
* ESP_FAIL: Create ETM task failed because of other reasons

esp_err_t gpio_etm_task_add_gpio (esp_etm_task_handle_t task, int gpio_num)
Add GPIO to the ETM task.

#1#: You can call this function multiple times to add more GPIOs

£41:: Only GPTIO ETM object can call this function

S
* task -- [in] ETM task handle that created by gpio_new_etm_task
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* gpio_num -- [in] GPIO number that can be controlled by the ETM task
A

* ESP_OK: Add GPIO to the ETM task successfully

e ESP_ERR_INVALID_ARG: Add GPIO to the ETM task failed because of invalid argu-
ment, e.g. GPIO is not output capable, ETM task is not of GPIO type

« ESP_ERR_INVALID STATE: Add GPIO to the ETM task failed because the GPIO is
used by other ETM task already

* ESP_FAIL: Add GPIO to the ETM task failed because of other reasons

esp_err_t gpio_etm_task_rm_gpio (esp_etm_task_handle_t task, int gpio_num)
Remove the GPIO from the ETM task.

£41:: Before deleting the ETM task, you need to remove all the GPIOs from the ETM task by this function

$41E: Only GPIO ETM object can call this function

¥
* task -- [in] ETM task handle that created by gpio_new_etm_task
* gpio_num -- [in] GPIO number that to be remove from the ETM task
B
» ESP_OK: Remove the GPIO from the ETM task successfully
e ESP_ERR_INVALID_ARG: Remove the GPIO from the ETM task failed because of
invalid argument
¢ ESP_ERR_INVALID_STATE: Remove the GPIO from the ETM task failed because the
GPIO is not controlled by this ETM task
* ESP_FAIL: Remove the GPIO from the ETM task failed because of other reasons

Structures

struct gpio_etm event_config_t
GPIO ETM event configuration.

If more than one kind of ETM edge event want to be triggered on the same GPIO pin, you can configure them
together. It helps to save GPIO ETM event channel resources for other GPIOs.

Public Members

gpio_etm_event_edge_t edge

Which kind of edge can trigger the ETM event module

gpio_etm_event_edge_t edges[GPIO_ETM_EVENT_EDGE_TYPES]
Array of kinds of edges to trigger the ETM event module on the same GPIO

struct gpio_etm_ task_config_t
GPIO ETM task configuration.

If multiple actions wants to be added to the same GPIO pin, you have to configure all the GPIO ETM tasks
together.

Public Members
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gpio_etm_task_action_t action

Action to take by the ETM task module

gpio_etm_task_action_t actions[GPIO_ETM_TASK_ACTION_TYPES]
Array of actions to take by the ETM task module on the same GPIO

Macros

GPIO_ETM EVENT_EDGE_TYPES
GPIO ETM edge events are POS/NEG/ANY

GPIO_ETM TASK_ACTION_TYPES
GPIO ETM action tasks are SET/CLEAR/TOGGLE

Enumerations

enum gpio_etm_event_edge_t
GPIO edges that can be used as ETM event.

Values:

enumerator GPIO_ETM_EVENT_EDGE_POS
A rising edge on the GPIO will generate an ETM event signal

enumerator GPIO_ETM_EVENT EDGE_NEG
A falling edge on the GPIO will generate an ETM event signal

enumerator GRIO_ETM_EVENT_EDGE_ANY
Any edge on the GPIO can generate an ETM event signal

enum gpio_etm_task_action_t
GPIO actions that can be taken by the ETM task.

Values:

enumerator GPIO_ETM_TASK_ACTION_SET
Set the GPIO level to high

enumerator GPIO_ETM_TASK_ACTION_CLR
Clear the GPIO level to low

enumerator GPIO_ETM_TASK_ACTION_TOG
Toggle the GPIO level

Header File

¢ components/esp_system/include/esp_systick_etm.h
* This header file can be included with:

#include "esp_systick_etm.h"
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Functions

esp_err_t esp_systick_new_etm_alarm_event (int core_id, esp_etm_event_handle_t *out_event)

Get the ETM event handle of systick hardware’s alarm/heartbeat event.

$41:: The created ETM event object can be deleted later by calling esp_etm_del_event

B

B

2.5.7 GPIO & RTC GPIO

GPIO {54

e core_id -- [in] CPU core ID

* out_event -- [out] Returned ETM event handle

ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

ESP32-P4 i A A7 55 /47 GPIO 45 (GPIOO ~ GPIO54) . A4 MK AT I AE— N/ 10, B
—ANPEAMEEE S . Ead GPIO SR HAH AT 10 MUX, ] Jit B A MSAREL G i A A5 5 R U TAT A 4 1O %
J, T HLAMBRBEERA it 55t n] R ST 10 A . X LB R AL A 10 i 10 il B2 1A
5K, W2V ESP32-P4 3 R A% 5 > 10 MUX %= GPIO 461% (GPIO. I0_MUX) [PDF].

TR AT IENE R, ) GPIO BARRM M RS, BT S5 R hiiErs.

GPIO EHLThEE LP GPIO B

GPIOO LP_GPIOO

GPIO1 LP_GPIO1

GPIO2 TOUCHO LP_GPIO2

GPIO3 TOUCH1 LP_GPIO3

GPIO4 TOUCH2 LP_GPIO4

GPIO5 TOUCH3 LP_GPIO5

GPIO6 TOUCH4 LP_GPIO6

GPIO7 TOUCHS LP_GPIO7

GPIO8 TOUCHG6 LP_GPIOS8

GPIO9 TOUCH7 LP_GPIO9

GPIO10 TOUCHS LP_GPIO10

GPIO11 TOUCH9 LP_GPIOL11

GPIO12 TOUCHI10 LP_GPIO12

GPIO13 TOUCHI11 LP_GPIOI13

GPIO14 TOUCHI12 LP_GPIO14

GPIO15 TOUCHI3 LP_GPIOIS5

GPIO16 ADCI_CHO

GPIO17 ADCI_CHI

GPIO18 ADCI_CH2

GPIO19 ADCI1_CH3

GPIO20 ADCI1_CH4

GPIO21 ADCI1_CHS

GP1022 ADC1_CH6

GPIO23 ADCI1_CH7

GP1024

GPIO25

To4ks:
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®2-ZFn
GPIO LI RE LP GPIO E33
GPIO26
GPIO27
GPIO28
GPIO29
GPI0O30
GPIO31
GPI1032
GPIO33
GPIO34 Strapping & i
GPIO35 Strapping &
GP1036 Strapping 4 i
GPIO37 Strapping &
GP1038 Strapping % i
GPIO39
GPIO40
GPI1041
GP1042
GPI0O43
GP1044
GPIO45
GPIO46
GPI1047
GPIO48
GPI1049 ADC1_CHS
GPIOS50 ADCI1_CH9
GPIOS1 ADC1_CHIO,
ANA_CMPR_CHO 4}
S EHIE
GPIO52 ADC1_CHI1,
ANA_CMPR_CHO |q]
HEIA
GPIOS53 ADC1_CHI2,
ANA_CMPR_CHI1 4}
SR
GPIO54 ADC1_CHI3,
ANA_CMPR_CHI1 [d]
HEA
ik

« Strapping % : GPIO34, GPIO35, GPIO36. GPIO37 il GPIO38 }2 Strapping %5/, WL (5 E 5%
ESP32-P4 HARHAE T
 USB-JTAG: GPIO24 Fll GPIO25 %tk J T USB-JITAG. G0 T {1 & h3%5E GPIO, IRZHFLT 4
# F] USB-JTAG Hjfg.

* 4bF Deep-sleep Fi=Hif
o BAKDHWAIZE (ULP-LP-Core) infTHY
* ffi il ADC/DAC % Bl T fEHT
o (ERMRSIAES MRS, Bil: LP_UART , LP_I2C 4
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BRI TO A5 LR 2

GPIO KBt T ei%igpio_dump_io_configuration () JIAHN 4 & MM SEid i EARES,
TR AR AERE . MBI SE. B, LA Ayl GPIO4, GPIOS 5 GPIO26 [HLE.
/Ij(/LJ\

gpio_dump_io_configuration (stdout, (1ULL << 4) | (1ULL << 18) | (1ULL << 26));

Hharth {5 S aF

Pullup: 1, Pulldown: 0, DriveCap: 2
InputEn: 1, OutputEn: 0, OpenDrain: O
FuncSel: 1 (GPIO)

GPIO Matrix SigIn ID: (simple GPIO input)
SleepSelEn: 1

o[18] -

Pullup: 0, Pulldown: 0, DriveCap: 2

InputEn: 0, OutputEn: 1, OpenDrain: O

FuncSel: 1 (GPIO)

GPIO Matrix SigOut ID: 256 (simple GPIO output)
SleepSelEn: 1

O[26] **RESERVED** -

Pullup: 1, Pulldown: 0, DriveCap: 2
InputEn: 1, OutputEn: 0, OpenDrain: O
FuncSel: 0 (IOMUX)

SleepSelEn: 1

R B R A B IR RCEARES, TAGEH fr S

gpio_dump_all_io_configuration (stdout, SOC_GPIO_VALID_GPIO_MASK) ;

QAR 10 45 B iE 2 GPIO A2 4 F B R 2 2 NP AR A5 5, B b A5 BT Bl P i AN AR 5 ID 5 LT DAKE
soc/esp32p4/1nclude/soc/gp10_s1g_map.h S A FH ., **RESERVED* * FEHRENMFE /R L 10 T iE$8: SPI
flash 5 PSRAM, 3 21 @ SOAS 22 5 e B 2045 I T oAl D) R

THAN BRI AR S F M Pl k) GPIO BUAFCEDIRAS, PRUAHRFIA I 1) GPIO W] fE&AE app_main 2 Fi
WG ARy BN AR 7 FE S B B AU RS B R

fid ¥ USB PHY §5I44 ¥l GPIO 51

B USB PHY 4 I CE N8 GPIO B, il si%igpio_config (), HZ% AT A BORIEST
e .

gpio_config_t usb_phy_conf = {
.pin_bit_mask = (LULL << USB_PHY_DP_PIN) | (lULL << USB_PHY_DM_PIN),
.mode = GPIO_MODE_INPUT_OUTPUT,
.pull_up_en = 0,
.pull_down_en = 0,
.intr_type = GPIO_INTR_DISABLE,
bi
gpio_config (&usb_phy_conf);
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GPIO THILIE

ESP32-P4 P B G F A B8 2% 7T AT S8 5 GPIO % A 11 FAYERIG S, 8 @R Tl g gl & b by
ol R A S 24 A R AN S .

A~ GPIO #Rn] DA A7 () Bt JE A%, A D vl DURFIRSE ik 58 BE 45 T 2 ASREERHEP 9155 1 B
P, 1%J“JE%EEE GPIO X A M55 I RAE RS B0 5 2 IO_MUX [, 7EIRah, 2Rk
Frh EmER LR E. TN M gpio_new_pin glitch filter () WRELBIEE— NI IER AR, U8
%E@*ﬁ%ﬁﬂﬁ%ﬁﬁgpi o_pin_glitch_filter_config_t ZE¥fkrr,

e gpio_pin_glitch_filter config t::gpio_numiXEHHER T ERT GPIO 445 .

ESP32-P4 $2{it T 8 D RIGM BRI UERS, Wi (5 5 1 bkoh 58 B v DL B 3- T RC & . BEad A8 AR
h R R . B REARER T AN FAL R GPIO # A, SR, R At iEss i A F IR GPIO
FRERHASFZM. WA gpio_new _flex_glitch_filter () PRECRAIE—ASIIERMN. T
VeSS R B Egpio_flex_glitch_filter config t Z5fikr,

e gpio_flex glitch_filter config_ t::gpio_numiXEFHEREELR GPIO 45 .

e gpio_flex glitch _filter config_ t::window_width_ns %I]gpio_flex_glitch_filter_config_t
BEBHTIESS I XS H . 1E:cpp:member:gpio_flex_glitch_filter_config_t::window_width_ns B [a] N, {E
ik ES , R BT E/NFopio_flex glitch_filter_config t::window_thres_ns
R4 ZIK M E S e IEs . gpio_flex_glitch _filter config t::window_thres_ns
HIEAGE K T opio_flex glitch filter_config t::window _width_ns.

TR, AR R R A R R R A HMSLRY, SCREAIE]— GPIO [R] i I W b g -

B pE AR BRI, Al gpio_glitch filter enable () fHEELIJERS . WNTH NG ST gERT
LA gpio_del_glitch_filter () pREL. FERWCHIANHET, PR IEARAL T X PLRAS, 5 WFE
Mopio_glitch_filter_disable().

GPIO Bl Igas

ESP32-P4 SR AG IR PRSI, X 0] DAl TR A AL A2 4 O, 1 Il SR I I R AN A 1
J§Y) GPIO Witz fil, JUHUE M BT ite, - ESI R R .

£ A~ 51 ATDA S R R T B, BROUUWE B F, AT X MR A, R T bl i
Bopio_confio t:ihys_ctrl mode RIEFREN G, EAFR M4 A LA GPIO i H— 2
fEgpio_config () M.

W2 Bl

 GPIO %y Atk A W7~ fil : peripherals/gpio/generic_gpio.

API £% - &5l GPIO

Header File

¢ components/esp_driver_gpio/include/driver/gpio.h
¢ This header file can be included with:

’#include "driver/gpio.h" ‘

* This header file is a part of the API provided by the esp_driver_gpio component. To declare that your
component depends on esp_driver_gpio, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_gpio ‘

or

’PRIV_REQUIRES esp_driver_gpio ‘
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Functions
esp_err_t gpio_config (const gpio_config_t *pGPIOConfig)

GPIO common configuration.

Configure GPIO's Mode,pull-up,PullDown, IntrType

%% pGPIOConfig -- Pointer to GPIO configure struct
P

¢ ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_reset_pin (gpio_num_t gpio_num)

Reset an gpio to default state (select gpio function, enable pullup and disable input and output).

£41:: This function also configures the IOMUX for this pin to the GPIO function, and disconnects any other
peripheral output configured via GPIO Matrix.

%% gpio_num -- GPIO number.
&\l Always return ESP_OK.

esp_err_t gpio_set_intr_type (gpio_num_t gpio_num, gpio_int_type_t intr_type)
GPIO set interrupt trigger type.

ZH
* gpio_num -- GPIO number. If you want to set the trigger type of e.g. of GPIOI6,
gpio_num should be GPIO_NUM_16 (16);
* intr_type -- Interrupt type, select from gpio_int_type_t
R M
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_intr_enable (gpio_num_t gpio_num)

Enable GPIO module interrupt signal.

41 ESP32: Please do not use the interrupt of GPIO36 and GPIO39 when using ADC or Wi-Fi and
Bluetooth with sleep mode enabled. Please refer to the comments of adc1_get_raw. Please refer to Section
3.11 of ESP32 ECO and Workarounds for Bugs for the description of this issue.

%% gpio_num -- GPIO number. If you want to enable an interrupt on e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
A
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_intr_disable (gpio_num_t gpio_num)
Disable GPIO module interrupt signal.

& 7E: This function is allowed to be executed when Cache is disabled within ISR context, by enabling
CONFIG_GPIO_CTRL_FUNC_IN_IRAM

%%t gpio_num-- GPIO number. If you want to disable the interrupt of e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
B
* ESP_OK success
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e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_set_level (gpio_num_t gpio_num, uint32_t level)
GPIO set output level.

$41k: This function is allowed to be executed when Cache is disabled within ISR context, by enabling
CONFIG_GPIO_CTRL_FUNC_IN_IRAM

ZH
* gpio_num -- GPIO number. If you want to set the output level of e.g. GPIOI6,
gpio_num should be GPIO_NUM_16 (16);
* level -- Output level. O: low ; 1: high

ESP_OK Success
ESP_ERR_INVALID_ARG GPIO number error

int gpio_get_level (gpio_num_t gpio_num)
GPIO get input level.

e fes If the pad is not configured for input (or input and output) the returned value is always 0.

%% gpio_num -- GPIO number. If you want to get the logic level of e.g. pin GPIO16,
gpio_num should be GPIO_NUM_16 (16);
R m
* 0 the GPIO input level is 0
* 1 the GPIO input level is 1

esp_err_t gpio_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction.

Configure GPIO direction,such as output_only,input_only,output_and_input

BH
* gpio_num -- Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
* mode -- GPIO direction
B M
* ESP_OK Success
» ESP_ERR_INVALID_ARG GPIO error

esp_err_t gpio_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors.

#%7k: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

S8
* gpio_num -- GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
* pull -- GPIO pull up/down mode.

B

ESP_OK Success
ESP_ERR_INVALID_ARG : Parameter error
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esp_err_t gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO wake-up function.

ZH
* gpio_num -- GPIO number.
* intr_type -- GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or
GPIO_INTR_HIGH_LEVEL can be used.
P
¢ ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t gpio_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO wake-up function.

%% gpio_num -- GPIO number
$EA |
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, gpio_isr_handle_t *handle)

Register GPIO interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

This ISR function is called whenever any GPIO interrupt occurs. See the alternative gpio_install_isr_service()
and gpio_isr_handler_add() API in order to have the driver support per-GPIO ISRs.

To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.

SH
* f£n -- Interrupt handler function.
* arg -- Parameter for handler function
* intr_alloc_flags -- Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle -- Pointer to return handle. If non-NULL, a handle for the interrupt will be
returned here.

e ESP_OK Success ;
« ESP_ERR_INVALID_ARG GPIO error
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

esp_err_t gpio_pullup_en (gpio_num_t gpio_num)
Enable pull-up on GPIO.

%% gpio_num -- GPIO number
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_pullup_dis (gpio_num_t gpio_num)
Disable pull-up on GPIO.

%% gpio_num -- GPIO number
P[]
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_pulldown_en (gpio_num_t gpio_num)
Enable pull-down on GPIO.

%% gpio_num -- GPIO number
Rl
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
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esp_err_t gpio_pulldown_dis (gpio_num_t gpio_num)
Disable pull-down on GPIO.

%# gpio_num -- GPIO number
Rl
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_install_isr_service (intintr_alloc_flags)

Install the GPIO driver’s ETS_GPIO_INTR_SOURCE ISR handler service, which allows per-pin GPIO in-
terrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR is registered
for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO ISR and individual pin
handlers are registered via the gpio_isr_handler_add() function.

%% intr_alloc_£flags -- Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
AL
¢ ESP_OK Success
* ESP_ERR_NO_MEM No memory to install this service
* ESP_ERR_INVALID_STATE ISR service already installed.
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
e ESP_ERR_INVALID_ARG GPIO error

void gpio_uninstall_isr_service (void)

Uninstall the driver’s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_handler_add (gpio_num_t gpio_num, gpio_isr_t isr_handler, void *args)
Add ISR handler for the corresponding GPIO pin.

Call this function after using gpio_install_isr_service() to install the driver’s GPIO ISR handler service.

The pin ISR handlers no longer need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install_isr_service().

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as ISR stack size” in
menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the additional level of
indirection.

SH
e gpio_num -- GPIO number
* isr_handler -- ISR handler function for the corresponding GPIO number.
* args -- parameter for ISR handler.
B
e ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_isr_handler_remove (gpio_num_t gpio_num)

Remove ISR handler for the corresponding GPIO pin.

%% gpio_num -- GPIO number

PEA ]
e ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set GPIO pad drive capability.
S8

* gpio_num -- GPIO number, only support output GPIOs
* strength -- Drive capability of the pad
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R
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)

Get GPIO pad drive capability.

SH
* gpio_num -- GPIO number, only support output GPIOs
» strength -- Pointer to accept drive capability of the pad
B
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_hold_en (gpio_num_t gpio_num)

Enable gpio pad hold function.

When a GPIO is set to hold, its state is latched at that moment and will not change when the internal signal or
the IO MUX/GPIO configuration is modified (including input enable, output enable, output value, function,
and drive strength values). This function can be used to retain the state of GPIOs when the power domain of
where GPIO/IOMUX belongs to becomes off. For example, chip or system is reset (e.g. watchdog time-out,
deep-sleep events are triggered), or peripheral power-down in light-sleep.

This function works in both input and output modes, and only applicable to output-capable GPIOs. If this
function is enabled: in output mode: the output level of the GPIO will be locked and can not be changed. in
input mode: the input read value can still reflect the changes of the input signal.

However, on ESP32/S2/C3/S3/C2, this function cannot be used to hold the state of a digital GPIO during
Deep-sleep. Even if this function is enabled, the digital GPIO will be reset to its default state when the chip
wakes up from Deep-sleep. If you want to hold the state of a digital GPIO during Deep-sleep, please call
gpio_deep_sleep_hold_en.

Power down or call gpio_hold_dis will disable this function.

%% gpio_num -- GPIO number, only support output-capable GPIOs
B

* ESP_OK Success

* ESP_ERR_NOT_SUPPORTED Not support pad hold function

esp_err_t gpio_hold_dis (gpio_num_t gpio_num)

Disable gpio pad hold function.

When the chip is woken up from peripheral power-down sleep, the gpio will be set to the default mode, so, the
gpio will output the default level if this function is called. If you don’t want the level changes, the gpio should
be configured to a known state before this function is called. e.g. If you hold gpiol8 high during Deep-sleep,
after the chip is woken up and gpio_hold_dis is called, gpiol8 will output low level(because gpiol8 is
input mode by default). If you don’t want this behavior, you should configure gpiol8 as output mode and set it
to high level before calling gpio_hold_dis.

%% gpio_num -- GPIO number, only support output-capable GPIOs
B M

e ESP_OK Success

* ESP_ERR_NOT_SUPPORTED Not support pad hold function

void gpio_iomux_in (uint32_t gpio_num, uint32_t signal_idx)

SOC_GPIO_SUPPORT_HOLD_SINGLE_IO_IN_DSLP.
Set pad input to a peripheral signal through the IOMUX.

SH
* gpio_num -- GPIO number of the pad.
* signal_idx -- Peripheral signal id to input. One of the *__IN_IDX signals in soc/
gpio_sig_map.h.
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void gpio_iomux_out (uint8_t gpio_num, int func, bool out_en_inv)
Set peripheral output to an GPIO pad through the IOMUX.
S8
* gpio_num -- gpio_num GPIO number of the pad.
* func -- The function number of the peripheral pin to output pin. One of the FUNC_X_ *
of specified pin (X) in soc/io_mux_reg.h.
* out_en_inv -- True if the output enable needs to be inverted, otherwise False.
esp_err_t gpio_force_hold_all (void)
Force hold all digital and rtc gpio pads.

GPIO force hold, no matter the chip in active mode or sleep modes.

This function will immediately cause all pads to latch the current values of input enable, output enable, output
value, function, and drive strength values.

1%

A e

a. This function will hold flash and UART pins as well. Therefore, this function, and all code run
afterwards (till calling gpio_force_unhold_all to disable this feature), MUST be placed in
internal RAM as holding the flash pins will halt SPI flash operation, and holding the UART pins will
halt any UART logging.

b. The hold state of all pads will be cancelled during ROM boot, so it is not recommended to use this
API to hold the pads state during deepsleep and reset.

esp_err_t gpio_force_unhold_all (void)

Unhold all digital and rtc gpio pads.

£#1#: The global hold signal and the hold signal of each IO act on the PAD through "or’ logic, so if a pad has
already been configured to hold by gpio_hold_en, this API can’t release its hold state.

esp_err_t gpio_sleep_sel_en (gpio_num_t gpio_num)
Enable SLP_SEL to change GPIO status automantically in lightsleep.

%% gpio_num -- GPIO number of the pad.
]|
e ESP_OK Success
esp_err_t gpio_sleep_sel_dis (gpio_num_t gpio_num)
Disable SLP_SEL to change GPIO status automantically in lightsleep.

%% gpio_num -- GPIO number of the pad.
peA |
e ESP_OK Success
esp_err_t gpio_sleep_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction at sleep.

Configure GPIO direction,such as output_only,input_only,output_and_input

ZH
* gpio_num -- Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
* mode -- GPIO direction

R M

ESP_OK Success
ESP_ERR_INVALID_ARG GPIO error
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esp_err_t gpio_sleep_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors at sleep.

$57¥: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

S8
e gpio_num -- GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
* pull -- GPIO pull up/down mode.
B
e ESP_OK Success
e ESP_ERR_INVALID_ARG : Parameter error

esp_err_t gpio_deep_sleep_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO deep-sleep wake-up function.

$41: Called by the SDK. User shouldn’t call this directly in the APP.

BH
* gpio_num -- GPIO number.
* intr_type -- GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or
GPIO_INTR_HIGH_LEVEL can be used.

R

ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_deep_sleep_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO deep-sleep wake-up function.

% gpio_num -- GPIO number
$EA |
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_dump_io_configuration (FILE *out_stream, uint64_t io_bit_mask)
Dump IO configuration information to console.
S

* out_stream -- [O stream (e.g. stdout)
* io_bit_mask -- IO pin bit mask, each bit maps to an IO

B

ESP_OK Success
ESP_ERR_INVALID_ARG Parameter error

Structures

struct gpio_config_t

Configuration parameters of GPIO pad for gpio_config function.

Public Members
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uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpio_mode_t mode

GPIO mode: set input/output mode

gpio_pullup_t pull_up_en
GPIO pull-up

gpio_pulldown_t pull_down_en
GPIO pull-down

gpio_int_type_t intr_type
GPIO interrupt type

gpio_hys_ctrl_mode_t hys_ctrl_mode
GPIO hysteresis: hysteresis filter on slope input

Macros

GPIO_PIN_COUNT
GPIO_IS_VALID_GPIO (gpio_num)
Check whether it is a valid GPIO number.

GPIO_IS_VALID_OUTPUT_GPIO (gpio_num)

Check whether it can be a valid GPIO number of output mode.

GPIO_IS_VALID_DIGITAL_IO_PAD (gpio_num)
Check whether it can be a valid digital I/O pad.

GPIO_IS_DEEP_SLEEP_WAKEUP_VALID_GPIO (gpio_num)

Type Definitions

typedef intr_handle_t gpio_isr handle_t

typedef void (*gpio_isr_t)(void *arg)
GPIO interrupt handler.

Param arg User registered data

Header File

¢ components/hal/include/hal/gpio_types.h
¢ This header file can be included with:

#include "hal/gpio_types.h"

Macros

GPIO_PIN_REG_O
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GPIO_PIN_REG_1

GPIO_PIN_REG_2

GPIO_PIN_REG_3

GPIO_PIN_REG_4

GPIO_PIN_REG_5

GPIO_PIN_REG_6

GPIO_PIN_REG_7

GPIO_PIN_REG_S8

GPIO_PIN_REG_9

GPIO_PIN_REG_10

GPIO_PIN_REG_11

GPIO_PIN_REG_12

GPIO_PIN_REG_13

GPIO_PIN_REG_14

GPIO_PIN_REG_15

GPIO_PIN_REG_16

GPIO_PIN REG_17

GPIO_PIN_REG_18

GPIO_PIN_REG_19

GPIO_PIN_REG_20

GPIO_PIN_REG_21

GPIO_PIN_REG_22

GPIO_PIN_REG_23
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GPIO_PIN_REG_24

GPIO_PIN_REG_25

GPIO_PIN_REG_26

GPIO_PIN_REG_27

GPIO_PIN_REG_28

GPIO_PIN_REG_29

GPIO_PIN_REG_30

GPIO_PIN_REG_31

GPIO_PIN_REG_32

GPIO_PIN_REG_33

GPIO_PIN_REG_34

GPIO_PIN_REG_35

GPIO_PIN_REG_36

GPIO_PIN_REG_37

GPIO_PIN_REG_38

GPIO_PIN_REG_39

GPIO_PIN_REG_40

GPIO_PIN_REG_41

GPIO_PIN_REG_42

GPIO_PIN_REG_43

GPIO_PIN_REG_44

GPIO_PIN_REG_45

GPIO_PIN_REG_46
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GPIO_PIN_REG_47

GPIO_PIN_REG_48

GPIO_PIN_REG_49

GPIO_PIN_REG_50

GPIO_PIN_REG_51

GPIO_PIN_REG_52

GPIO_PIN_REG_53

GPIO_PIN_REG_54

Enumerations

enum gpio_port_t

Values:

enumerator GPIO_PORT_0

enumerator GPIO_PORT_MAX

enum gpio_int_type_t

Values:

enumerator GPIO_INTR_DISABLE

Disable GPIO interrupt

enumerator GPIO_INTR_POSEDGE

GPIO interrupt type : rising edge

enumerator GPIO_INTR_NEGEDGE

GPIO interrupt type : falling edge

enumerator GPIO_INTR_ANYEDGE

GPIO interrupt type : both rising and falling edge

enumerator GPIO_INTR_LOW_ LEVEL

GPIO interrupt type : input low level trigger

enumerator GPIO_INTR_HIGH_LEVEL

GPIO interrupt type : input high level trigger

enumerator GPIO_INTR_MAX
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enum gpio_mode_t

Values:

enumerator GPIO_MODE_DISABLE
GPIO mode : disable input and output

enumerator GPIO_MODE_INPUT
GPIO mode : input only

enumerator GPIO_MODE_OUTPUT
GPIO mode : output only mode

enumerator GPIO_MODE_OUTPUT_OD

GPIO mode : output only with open-drain mode

enumerator GPIO_MODE__INPUT_OUTPUT_OD

GPIO mode : output and input with open-drain mode

enumerator GPIO_MODE_INPUT_OUTPUT
GPIO mode : output and input mode

enum gpio_pullup_t

Values:

enumerator GPIO_PULLUP_DISABLE
Disable GPIO pull-up resistor

enumerator GPIO_PULLUP_ENABLE
Enable GPIO pull-up resistor

enum gpio_pulldown_t

Values:

enumerator GPIO_PULLDOWN_DISABLE
Disable GPIO pull-down resistor

enumerator GPIO_PULLDOWN_ENABLE
Enable GPIO pull-down resistor

enum gpio_pull_mode_t

Values:

enumerator GPIO_PULLUP_ONLY
Pad pull up

enumerator GPIO_PULLDOWN_ONLY
Pad pull down
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enumerator GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

enumerator GPIO_FLOATING
Pad floating

enum gpio_drive_cap_t

Values:

enumerator GPIO_DRIVE_CAP_0O
Pad drive capability: weak

enumerator GPIO_DRIVE_CAP_1

Pad drive capability: stronger

enumerator GPIO_DRIVE_CAP_2

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_DEFAULT

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_3
Pad drive capability: strongest

enumerator GPIO_DRIVE_CAP_MAX

enum gpio_hys_ctrl_mode_t
Auvailable option for configuring hysteresis feature of GPIOs.

Values:

enumerator GPIO_HYS_SOFT_DISABLE
Pad input hysteresis disable by software

enumerator GPIO_HYS_SOFT_ENABLE

Pad input hysteresis enable by software

API %:7% - RTC GPIO

Header File

¢ components/esp_driver_gpio/include/driver/rtc_io.h
* This header file can be included with:

’ #include "driver/rtc_io.h" ‘

* This header file is a part of the API provided by the esp_driver_gpio component. To declare that your
component depends on esp_driver_gpio, add the following to your CMakeL.ists.txt:

’ REQUIRES esp_driver_gpio ‘

or
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PRIV_REQUIRES esp_driver_gpio

Functions
bool rtc_gpio_is_valid_gpio (gpio_num_t gpio_num)
Determine if the specified GPIO is a valid RTC GPIO.

%% gpio_num -- GPIO number
& A] true if GPIO is valid for RTC GPIO use. false otherwise.
int rtc_io_number_get (gpio_num_t gpio_num)

Get RTC IO index number by gpio number.

%% gpio_num -- GPIO number
&[] >=0: Index of rtcio. -1 : The gpio is not rtcio.

esp_err_t rtc_gpio_init (gpio_num_t gpio_num)
Init a GPIO as RTC GPIO.

This function must be called when initializing a pad for an analog function.

%4 gpio_num -- GPIO number (e.g. GPIO_NUM_12)
P[]

¢ ESP_OK success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_deinit (gpio_num_t gpio_num)
Init a GPIO as digital GPIO.

%% gpio_num -- GPIO number (e.g. GPIO_NUM_12)
B M
¢ ESP_OK success
» ESP_ERR_INVALID_ARG GPIO is not an RTC IO

uint32_t rtec_gpio_get_level (gpio_num_t gpio_num)
Get the RTC IO input level.

%% gpio_num -- GPIO number (e.g. GPIO_NUM_12)
B

* 1 High level

* 0 Low level

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 1O

esp_err_t rtc_gpio_set_level (gpio_num_t gpio_num, uint32_t level)
Set the RTC IO output level.

ZH
* gpio_num -- GPIO number (e.g. GPIO_NUM_12)
* level -- output level
PEA ]
e ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_set_direction (gpio_num_t gpio_num, rtc_gpio_mode_t mode)

RTC GPIO set direction.

Configure RTC GPIO direction, such as output only, input only, output and input.

SH
* gpio_num -- GPIO number (e.g. GPIO_NUM_12)
¢ mode -- GPIO direction

B

ESP_OK Success
ESP_ERR_INVALID_ARG GPIO is not an RTC IO
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esp_err_t rtc_gpio_set_direction_in_sleep (gpio_num_t gpio_num, rtc_gpio_mode_t mode)

RTC GPIO set direction in deep sleep mode or disable sleep status (default). In some application scenarios,
10 needs to have another states during deep sleep.

NOTE: ESP32 supports INPUT_ONLY mode. The rest targets support INPUT_ONLY, OUTPUT_ONLY,
INPUT_OUTPUT mode.

2H
* gpio_num -- GPIO number (e.g. GPIO_NUM_12)
¢ mode -- GPIO direction
P
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_pullup_en (gpio_num_t gpio_num)
RTC GPIO pullup enable.

This function only works for RTC IOs. In general, call gpio_pullup_en, which will work both for normal
GPIOs and RTC IOs.

%% gpio_num -- GPIO number (e.g. GPIO_NUM_12)
B

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_pulldown_en (gpio_num_t gpio_num)
RTC GPIO pulldown enable.

This function only works for RTC 1Os. In general, call gpio_pulldown_en, which will work both for normal
GPIOs and RTC 10s.

%% gpio_num -- GPIO number (e.g. GPIO_NUM_12)
B M
* ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rte_gpio_pullup_dis (gpio_num_t gpio_num)
RTC GPIO pullup disable.

This function only works for RTC IOs. In general, call gpio_pullup_dis, which will work both for normal
GPIOs and RTC IOs.

%% gpio_num -- GPIO number (e.g. GPIO_NUM_12)
R

¢ ESP_OK Success

 ESP_ERR_INVALID_ ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_pulldown_dis (gpio_num_t gpio_num)
RTC GPIO pulldown disable.

This function only works for RTC IOs. In general, call gpio_pulldown_dis, which will work both for normal
GPIOs and RTC IOs.

%4 gpio_num -- GPIO number (e.g. GPIO_NUM_12)
B

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set RTC GPIO pad drive capability.
S8

* gpio_num -- GPIO number, only support output GPIOs
* strength -- Drive capability of the pad

B
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* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t rtc_gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get RTC GPIO pad drive capability.

B8
* gpio_num -- GPIO number, only support output GPIOs
* strength -- Pointer to accept drive capability of the pad
R
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t rte_gpio_iomux_func_sel (gpio_num_t gpio_num, int func)
Select a RTC IOMUX function for the RTC IO.

S
e gpio_num -- GPIO number
* func -- Function to assign to the pin
B
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t rtc_gpio_hold_en (gpio_num_t gpio_num)
Enable hold function on an RTC IO pad.

Enabling HOLD function will cause the pad to latch current values of input enable, output enable, output value,
function, drive strength values. This function is useful when going into light or deep sleep mode to prevent the
pin configuration from changing.

24 gpio_num -- GPIO number (e.g. GPIO_NUM_12)
P[]

* ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rte_gpio_hold_dis (gpio_num_t gpio_num)
Disable hold function on an RTC IO pad.
Disabling hold function will allow the pad receive the values of input enable, output enable, output value,
function, drive strength from RTC_IO peripheral.
%% gpio_num -- GPIO number (e.g. GPIO_NUM_12)
Rl
* ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO is not an RTC IO
esp_err_t rtc_gpio_force_hold_en_all (void)
Enable force hold signal for all RTC IOs.
Each RTC pad has a "force hold” input signal from the RTC controller. If this signal is set, pad latches current
values of input enable, function, output enable, and other signals which come from the RTC mux. Force hold
signal is enabled before going into deep sleep for pins which are used for EXT1 wakeup.
esp_err_t rtc_gpio_force_hold_dis_all (void)
Disable force hold signal for all RTC IOs.

esp_err_t rtc_gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable wakeup from sleep mode using specific GPIO.

ZH
* gpio_num -- GPIO number
* intr_type -- Wakeup on high level (GPIO_INTR_HIGH_LEVEL) or low level
(GPIO_INTR_LOW_LEVEL)

B
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* ESP_OK on success
* ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO, or intr_type is not one of
GPIO_INTR_HIGH_LEVEL, GPIO_INTR_LOW_LEVEL.

esp_err_t rtc_gpio_wakeup_disable (gpio_num_t gpio_num)
Disable wakeup from sleep mode using specific GPIO.

%% gpio_num -- GPIO number
izl
* ESP_OK on success
* ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO

Macros
RTC_GPIO_IS_VALID_GPIO (gpio_num)

Header File

» components/esp_driver_gpio/include/driver/Ip_io.h
¢ This header file can be included with:

’#include "driver/lp_io.h" ‘

* This header file is a part of the API provided by the esp_driver_gpio component. To declare that your
component depends on esp_driver_gpio, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_gpio ‘

or

’PRIV_REQUIRES esp_driver_gpio ‘

Functions
esp_err_t 1p_gpio_connect_in_signal (gpio_num_t gpio_num, uint32_t signal_idx, bool inv)

Connect a RTC(LP) GPIO input with a peripheral signal, which tagged as input attribute.

£41:: There’s no limitation on the number of signals that a RTC(LP) GPIO can connect with

BH
* gpio_num -- GPIO number, especially, LP_GPIO_MATRIX_CONST_ZERO_INPUT
means connect logic 0 to signal LP_GPIO_MATRIX_CONST_ONE_INPUT means con-
nect logic 1 to signal
* signal_idx -- LP peripheral signal index (tagged as input attribute)
* inv -- Whether the RTC(LP) GPIO input to be inverted or not
R
* ESP_OK Success
* ESP_ERR_INVALID_ARG Parameter error

esp_err_t 1p_gpio_connect_out_signal (gpio_num_t gpio_num, uint32_t signal_idx, bool out_inv, bool
out_en_inv)

Connect a peripheral signal which tagged as output attribute with a RTC(LP) GPIO.

£41:: There’s no limitation on the number of RTC(LP) GPIOs that a signal can connect with

S8
* gpio_num -- GPIO number
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* signal_idx -- LP peripheral signal index (tagged as input attribute), especially,
SIG_LP_GPIO_OUT_IDX means disconnect RTC(LP) GPIO and other peripherals.
Only the RTC GPIO driver can control the output level

* out_inv -- Whether to signal to be inverted or not

* out_en_inv -- Whether the output enable control is inverted or not

Bl
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

Header File

» components/hal/include/hal/rtc_io_types.h
¢ This header file can be included with:

#include "hal/rtc_io_types.h"

Enumerations

enum rtc_gpio_mode_t

RTCIO output/input mode type.

Values:

enumerator RTC_GPIO_MODE_INPUT_ONLY
Pad input

enumerator RTC_GPIO_MODE_OUTPUT_ONLY
Pad output

enumerator RTC_GPIO_MODE_INPUT_OUTPUT

Pad input + output

enumerator RTC_GPIO_MODE_DISABLED
Pad (output + input) disable

enumerator RTC_GPIO_MODE_OUTPUT_OD

Pad open-drain output
enumerator RTC_GPIO_MODE_INPUT_OUTPUT_OD
Pad input + open-drain output
API 7% - GP1O G IERS

Header File

» components/esp_driver_gpio/include/driver/gpio_filter.h
* This header file can be included with:

’#include "driver/gpio_filter.h"

* This header file is a part of the API provided by the esp_driver_gpio component. To declare that your
component depends on esp_driver_gpio, add the following to your CMakeL.ists.txt:

’REQUIRES esp_driver_gpio ‘

or

Espressif Systems 333 Release v5.3
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v5.3/components/hal/include/hal/rtc_io_types.h
https://github.com/espressif/esp-idf/blob/v5.3/components/esp_driver_gpio/include/driver/gpio_filter.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

PRIV_REQUIRES esp_driver_gpio

Functions
esp_err_t gpio_new_pin_glitch_f£filter (const gpio_pin_glitch_filter_config_t *config,
gpio_glitch_filter_handle_t *ret_filter)

Create a pin glitch filter.

£47:: Pin glitch filter parameters are fixed, pulses shorter than two sample clocks (IO-MUX’s source clock)
will be filtered out. It’s independent with “flex” glitch filter. See also gpio_new_flex_glitch_filter.

41:: The created filter handle can later be deleted by gpio_del_glitch_filter.

SH
* config -- [in] Glitch filter configuration
* ret_filter -- [out] Returned glitch filter handle
B
» ESP_OK: Create a pin glitch filter successfully
¢ ESP_ERR_INVALID_ARG: Create a pin glitch filter failed because of invalid arguments
(e.g. wrong GPIO number)
* ESP_ERR_NO_MEM: Create a pin glitch filter failed because of out of memory
» ESP_FAIL: Create a pin glitch filter failed because of other error

esp_err_t gpio_new_flex_glitch_f£ilter (const gpio_flex_glitch_filter_config_t *config,
gpio_glitch_filter_handle_t *ret_filter)

Allocate a flex glitch filter.

1. “flex” means the filter parameters (window, threshold) are adjustable. It’s independent with pin glitch
filter. See also gpio_new_pin_glitch_filter.

#41:: The created filter handle can later be deleted by gpio_del_glitch_filter.

SH
* config -- [in] Glitch filter configuration
* ret_filter -- [out] Returned glitch filter handle
B
* ESP_OK: Allocate a flex glitch filter successfully
e ESP_ERR_INVALID_ARG: Allocate a flex glitch filter failed because of invalid argu-
ments (e.g. wrong GPIO number, filter parameters out of range)
* ESP_ERR_NO_MEM: Allocate a flex glitch filter failed because of out of memory
* ESP_ERR_NOT_FOUND: Allocate a flex glitch filter failed because the underlying hard-
ware resources are used up
» ESP_FAIL: Allocate a flex glitch filter failed because of other error

esp_err_t gpio_del_glitch_filter (gpio_glitch_filter_handle_t filter)
Delete a glitch filter.

2% £ilter -- [in] Glitch filter handle returned from gpio_new_flex_glitch_filter
orgpio_new_pin_glitch_filter
P
* ESP_OK: Delete glitch filter successfully
* ESP_ERR_INVALID_ARG: Delete glitch filter failed because of invalid arguments
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» ESP_ERR_INVALID_STATE: Delete glitch filter failed because the glitch filter is still in
working
» ESP_FAIL: Delete glitch filter failed because of other error

esp_err_t gpio_glitch_filter_enable (gpio_glitch_filter_handle_t filter)
Enable a glitch filter.

%%t f£ilter -- [in] Glitch filter handle returned from gpio_new_flex_glitch_filter
orgpio_new_pin_glitch_filter
P[]
» ESP_OK: Enable glitch filter successfully
* ESP_ERR_INVALID_ARG: Enable glitch filter failed because of invalid arguments
* ESP_ERR_INVALID_STATE: Enable glitch filter failed because the glitch filter is already
enabled
» ESP_FAIL: Enable glitch filter failed because of other error

esp_err_t gpio_glitch_filter_ disable (gpio_glitch_filter_handle_t filter)
Disable a glitch filter.
Z¥ £ilter -- [in] Glitch filter handle returned from gpio_new_flex_glitch_filter
orgpio_new_pin_glitch_filter

B

ESP_OK: Disable glitch filter successfully

ESP_ERR_INVALID_ARG: Disable glitch filter failed because of invalid arguments

* ESP_ERR_INVALID_STATE: Disable glitch filter failed because the glitch filter is not
enabled yet

» ESP_FAIL: Disable glitch filter failed because of other error

Structures

struct gpio_pin_glitch_filter_config t
Configuration of GPIO pin glitch filter.

Public Members

glitch_filter_clock_source_t clk_src

Clock source for the glitch filter

gpio_num_t gpio_num
GPIO number

struct gpio_flex glitch_filter_ config_t
Configuration of GPIO flex glitch filter.

Public Members

glitch_filter_clock_source_t clk_src

Clock source for the glitch filter

gpio_num_t gpio_num
GPIO number

uint32_t window_width_ns

Sample window width (in ns)
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uint32_t window_thres_ns

Sample window threshold (in ns), during the window_width_ns sample window, any pulse whose
width < window_thres_ns will be discarded.

Type Definitions

typedef struct gpio_glitch_filter_t *gpio_glitch_filter_handle_t
Typedef of GPIO glitch filter handle.
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e gptimer_config t::direction X E EN#HITTE ], gptimer count_direction_t
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* gptimer_config t::resolution_hz SENTFHTEERN PR, TSRS M4 T 1
/ resolution_hz 7).
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e gptimer_config::intr_priority W& FWMLIES . WRIEE RN 0, NESAHE—NEA
FERH W, BN REER .
e Wfflopt imer_config_t:: intr. shared RERTEH B FWHRIFCIICER. THIEEH
WrfE Gk &, 522 Interrupt Handling .
SEM ARG E 2 )5, WTLAR L 84 opt imer_new_timer (), JIPASEBIMEE IS SEBIH 1R 0] 2
SRR

AT BB T NAEAS B - SEUCRERHR T R Bk, YA B2 SN gy (BIra iy
JEH5E) B, ¥Rl ESP_ERR_NOT_FOUND, W] f Et#s B8 SoC_TIMER_GROUP_TOTAL_TIMERS
Fon, ANER) ESP ot FiZEUE A .

UIE AN FRTT 2 B A e RS SE i, WAl gptimer_del_timer () PISCGER %, PAFR
SRR A T A E . e SR E R E RS AR 2 B, B gptimer_disable () ZEHERE,
WF il gpt imer_enable () BN E R M AR RE.

Gl 5> %4 1 MHz ()l i 28 40 i

gptimer_handle_t gptimer = NULL;
gptimer_config_t timer_config = {
.clk_src = GPTIMER_CLK_SRC_DEFAULT,
.direction = GPTIMER_COUNT_UP,
.resolution_hz = 1 * 1000 * 1000, // IMHz, 1 tick = Ilus
bi
ESP_ERROR_CHECK (gptimer_new_timer (&timer_config, &gptimer));

VeE MR MU B OV A R AR, WIS AR BRRIAEE NS, T AE YT DA
idgptimer_set_raw_count () S W, e R ITEUE R H T8 28 € B 48 B9 A2 98, X 27 SOC
%:SOC_TIMER_GROUP_COUNTER_BIT_WIDTH WA fif JZ i, 453l 3l s i AT B R, @i
PR BDAGHHEFF IR TR

THEUERT ABERHE S gpt imer_get_raw_count () 3REL,

BEEE A TR HOE T e B NI, AR S 3 A s R, (A
A A I 5, YT B B TR e . BRI R AR, T AR W] ok i
B gptimer_alarm_config_t HIA[EIZEL:

* gptimer_alarm_config_t::alarm_count &Ml EREE( HARTHEUE. EERERHE
LT . JLHEEYgptimer _alarm config t::auto_reload _on_alarm A true [},
gptimer_alarm config_t::alarm_count fllgptimer_alarm config_t::reload_count
ANREE A AH IR, R Ry 40 (R AR R AT 7

* gptimer_alarm_config_t::reload_count RFFEMRF A AR EEETHEUE. HEEN
fEgptimer_alarm_config t::auto_reload_on_alarm &N true BfA5%,

e gptimer_alarm config_t::auto_reload_on_alarmipEiR B S HEE A shERIIEE. W
RAERE, M En e IR S A B L B gpt imer_alarm config t::reload_count
PEE s .

O O R O OE & M, FOE W foptimer_set_alarm action(). % Hl 2
Mgptimer_alarm_config t % H N NULL I, fREhFEHFMEH.

Friks WREREC A HE N B R, 0 S S R A A A

NI A% ERSESE, WA AR EF O (I BRI ) o WFRTESF R A
ARS8, §ifidgptimer_register_event_callbacks () ¥R 2 3| P Wik 55 KIFE (ISR),
gptimer_event_callbacks_t WA T ITA 0044 B H R &L :
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e gptimer_event_callbacks_t::on_alarm ﬁﬁ%?ﬁ%f#ﬂ@@ﬂ%@?&o Hﬂﬂ:lﬂ.’,@ﬁ@ ISR |
TCRIR, DA% RN 2RI ZE (AN, BRI R AN TR B TSR JE2] 1) FreeRTOS
AP), R AEgptimer_alarm_chb_t WA R,

WA AT S user_data, HHCHW EF XEER | gpt imer_register_event_callbacks () W,
FH P B AL 1B 25 R R A

BT RERE A 8 R AR AR 2225 BT AR 55, (HRHBE TR S5 - FTLA, W HEgpt imer_enable () Z HiVA X
— B, HNPEHRIEESP_ERR_INVALID STATE 4%i%, THRFE4UEE, B BZYkiefe 2 R oot 2,

fEREFEE IS AEXE 28T 10 #5821, TRESCMH gptimer_enable () (HREEN . JLER
BOHREIT :

o PR HCRHE 2 B 23 IR S AR P IPPIRAS AN init )44 enable

e M gptimer register_event_callbacks () EAMERLEEFWIARS, IR B HE TR

5o
o QUREERE TREE MR (100 APB IFBh), SR ECRERIBUE M i IR B TR SR, 1
HRETLREL,

M optimer_disable () UATAIRIERAE, RIRFE ISR PR 2 inie RS, Z5A] P55 9F
T A BB -

Rk gy RSN LR E AR A TO 84, Pl gptimer_start () AIDABE AT RER
TR TAE, TMigptimer_stop () AILAMETTAGAS 1L TAE . N ST T AN e AR SO AP AE B R R 1Y
0L T B E e

W gptimer_start () RHEEIRSHFEFARISA enable F48 4 run, L2 IR . R AR start 1 stop BREL
WOHE R, 0, pRECATREIR [l ESP_ERR_INVALID_STATE,

Rt s kv s 2h

ESP_ERROR_CHECK (gptimer_enable (gptimer));
ESP_ERROR_CHECK (gptimer_start (gptimer));

// Retrieve the timestamp at anytime

uint64_t count;

ESP_ERROR_CHECK (gptimer_get_raw_count (gptimer, é&count));

fis % JE SNV 20

typedef struct {
uint64_t event_count;
} example_queue_element_t;

static bool example_timer_on_alarm_cb(gptimer_handle_t timer, const gptimer_alarm_
—event_data_t *edata, void *user_ctx)
{

BaseType_t high_task_awoken = pdFALSE;

QueueHandle_t queue = (QueueHandle_t)user_ctx;

// Retrieve the count value from event data

example_gueue_element_t ele = {

.event_count = edata->count_value

i

// Optional: send the event data to other task by 0OS queue

// Don't introduce complex logics in callbacks

// Suggest dealing with event data in the main loop, instead of in this.
—callback

xQueueSendFromISR (queue, &ele, &high_task_awoken);

// return whether we need to yield at the end of ISR

return high_task_awoken == pdTRUE;

Q)
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gptimer_alarm_config_t alarm_config = {
.reload_count = 0, // counter will reload with 0 on alarm event
.alarm_count = 1000000, // period = 1s @resolution 1MHz
.flags.auto_reload_on_alarm = true, // enable auto-reload

bi

ESP_ERROR_CHECK (gptimer_set_alarm_action (gptimer, &alarm_confiqg));

gptimer_event_callbacks_t cbs = {
.on_alarm

example_timer_on_alarm_cb, // register user callback

bi

ESP_ERROR_CHECK (gptimer_register_event_callbacks (gptimer, &cbs, queue));
ESP_ERROR_CHECK (gptimer_enable (gptimer));

ESP_ERROR_CHECK (gptimer_start (gptimer)) ;

fish Az — e PEF A

typedef struct {
uint64_t event_count;
} example_queue_element_t;

static bool example_timer_on_alarm_cb(gptimer_handle_t timer, const gptimer_alarm_
—event_data_t *edata, wvoid *user_ctx)
{
BaseType_t high_task_awoken = pdFALSE;
QueueHandle_t queue = (QueueHandle_t)user_ctx;
// Stop timer the sooner the better
gptimer_stop (timer);
// Retrieve the count value from event data
example_qgqueue_element_t ele = {
.event_count = edata->count_value
bi
// Optional: send the event data to other task by 0S queue
xQueueSendFromISR (queue, &ele, &high_task_awoken);
// return whether we need to yield at the end of ISR
return high_task_awoken == pdTRUE;

gptimer_alarm_config_t alarm_config = {

.alarm_count = 1 * 1000 * 1000, // alarm target = 1s (@resolution IMHz
bi
ESP_ERROR_CHECK (gptimer_set_alarm_action (gptimer, &alarm_config));

gptimer_event_callbacks_t cbs = {
.on_alarm = example_timer_on_alarm_cb, // register user callback
bi
ESP_ERROR_CHECK (gptimer_register_event_callbacks (gptimer, &cbs, queue));
ESP_ERROR_CHECK (gptimer_enable (gptimer));
ESP_ERROR_CHECK (gptimer_start (gptimer));

BARMAIAEH Wi FE N gptimer_alarm event_data_t::alarm_value, AJPAYE ISR F2/F Al
NS TE R E A . B HRAEREAE [ B BR8] 5 TE .

typedef struct {
uint64_t event_count;
} example_queue_element_t;

static bool example_timer_on_alarm_cb (gptimer_handle_t timer, const gptimer_alarm_
—event_data_t *edata, wvoid *user_ctx)

QS
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BaseType_t high_task_awoken = pdFALSE;
QueueHandle_t queue = (QueueHandle_t)user_data;
// Retrieve the count value from event data
example_qgqueue_element_t ele = {
.event_count = edata->count_value
}i
// Optional: send the event data to other task by 0S queue
xQueueSendFromISR (queue, &ele, &high_task_awoken);
// reconfigure alarm value
gptimer_alarm_config_t alarm_config = {
.alarm_count = edata->alarm_value + 1000000, // alarm in next 1s
}i
gptimer_set_alarm_action(timer, &alarm_config);
// return whether we need to yield at the end of ISR
return high_task_awoken == pdTRUE;
}

gptimer_alarm_config_t alarm_config = {

.alarm_count = 1000000, // initial alarm target = 1s @resolution IMHz
bi
ESP_ERROR_CHECK (gptimer_set_alarm_action (gptimer, &alarm_confiqg));

gptimer_event_callbacks_t cbs = {
.on_alarm = example_timer_on_alarm_cb, // register user callback
bi
ESP_ERROR_CHECK (gptimer_register_event_callbacks (gptimer, &cbs, queue));
ESP_ERROR_CHECK (gptimer_enable (gptimer));
ESP_ERROR_CHECK (gptimer_start (gptimer, &alarm_confiqg));

ETM i fF Y AR 55 & B 28 °] DA 7 A 2 Fp 5 1, X 28 5 0] DA i #& BIETM 5 B
gptimer_etm event_type_t WA W T & W &5 B - LR F4F 2K 8. M P " DL A
Mgptimer_new_etm_event () IR WV F {4 1) ETM event mj#if. [AlFEHL, & B850 A FF T
— LR AL T RIS BB HATIIE S . gptimer_etm task_type t W T E W 45 AEDE SCFF
PUES KA. H A LB MM gpt imer_new_etm_task () HRIFAFH WAL S5 ETM task )4 .

KA E I g AL 55 1 E) ETM @B, S ETM S0R.

LORAS P A SOl A PR SR AR RE LI 2 S PRI B, R O B IR AR DORBEAREhAE. H
UNAEJE ) DFS J5, APB INBHR S FEARMIA . AR IEAR (Light-sleep) BT, PLL Al XTAL b4
RS PORIN KA, AN 52 GPTimer [T I A HERf -

L g S ey = NN R [ v e S B =7 N i O S/ 2 S b = £ O e S )
fEgptimer_enable () eRECH M IEBIH 5] HITEL, HHEgptimer_disable () A/
VTS AT, MIMARIE T#Egpt imer_enable () flgptimer_disable () Z.[a], GPTimer [{if4h
TR TRE TAERPIRAS .

IRAM %4 BRI R, 24 cache [R5 AMHERR flash %6 B 08 SN, 0T 6 BB T 95 5 2
SR, e TE T ST o S5 AR oo T S L

I8 Kconfig %63 CONFIG_GPTIMER _ISR_IRAM_SAFE W] SCIL A R EhRE

o AfEZEI cache AT i RE IEAEBATHY BT
* 5 ISR B I R AU IRAM?
o FHKEHFE PR GO DRAM (LAB AN} 3] PSRAM)

XCRFSTVFHBTTE cache 5 HIIIZAT, (HLHEN IRAM i /1] & .
2 gptimer_event_callbacks_t ::on_alarm Bl BEEHIX— RS H 09 RS HTE IRAM Y, 3 EATAREE
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8 | % — Kconfig &3 CONFIG_GPTIMER_CTRL_FUNC_IN_IRAM t A ¥ I 1) 10 %13 ek A IRAM,
PATE X 26 pR JUAE cache 25 RS REINAT . & HIAY 1O #=HIThREan T

e gptimer_start ()

* gptimer_stop/()

s gptimer_get_raw_count ()

s gptimer_set_raw_count ()

* gptimer_set_alarm_action()

Zefdie s WKEhPRBtRO BT APLARE AR L4zl MM, T DAE A R RTOS 155 H i it 6
B, THRHOMIRS . DA X LR EOL SRR W R SOzt .

* gptimer_start ()

e gptimer_stop/()

* gptimer_get_raw_count ()

e gptimer_set_raw_count ()

s gptimer_get_captured_count ()
* gptimer_set_alarm_action()

Kconfig £

« CONFIG_GPTIMER_CTRL_FUNC_IN_IRAM ¥31|35 5 I 38455 R B0 AF 0B (IRAM 8§ flash) .

e CONFIG_GPTIMER_ISR_HANDLER IN_IRAM E{ 5 E R gt &)ﬂd: TH R §’§5Z 4] ﬁﬁj{ A= (IRAM By
flash) .

» CONFIG_GPTIMER_ISR_IRAM_SAFE ¥ il 35 " Wi Ab PR b6 U8 75 7 B AE cache ¢ AT A Bsf 166 9 5 iC 4
WZER, WSHIRAM %4,

« CONFIG_GPTIMER_ENABLE_DEBUG_LOG T 2 FA VR F Ry o 23 36— PR I5045-400 o i 2 — 3ok
il ST RN

W Bl

» 7~ {3 peripherals/timer_group/gptimer 41 H 138 F 78 Bp s X L7 457
 /nf8il peripherals/timer_group/gptimer_capture_hc_sr04 F&7x T WM AE ETM AR BT, B 28 dl
ARA A B I ) B

API %

Header File

¢ components/esp_driver_gptimer/include/driver/gptimer.h
* This header file can be included with:

’#include "driver/gptimer.h" ‘

* This header file is a part of the API provided by the esp_driver_gptimer component. To declare that
your component depends on esp_driver_gptimer, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_gptimer ‘

or

’PRIV_REQUIRES esp_driver_gptimer ‘

Functions
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esp_err_t gptimer_new_timer (const gptimer_config_t *config, gptimer_handle_t *ret_timer)

Create a new General Purpose Timer, and return the handle.

$41:: The newly created timer is put in the “init” state.

2H
* config -- [in] GPTimer configuration
* ret_timer -- [out] Returned timer handle
Rl
* ESP_OK: Create GPTimer successfully
* ESP_ERR_INVALID_ARG: Create GPTimer failed because of invalid argument
* ESP_ERR_NO_MEM: Create GPTimer failed because out of memory
e ESP_ERR_NOT_FOUND: Create GPTimer failed because all hardware timers are used
up and no more free one
¢ ESP_FAIL: Create GPTimer failed because of other error

esp_err_t gptimer_del_timer (gptimer_handle_t timer)
Delete the GPTimer handle.

#51: A timer must be in the "init” state before it can be deleted.

%% timer -- [in] Timer handle created by gpt imer_new_timer
PEA ]
* ESP_OK: Delete GPTimer successfully
* ESP_ERR_INVALID_ARG: Delete GPTimer failed because of invalid argument
e ESP_ERR_INVALID_STATE: Delete GPTimer failed because the timer is not in init
state
e ESP_FAIL: Delete GPTimer failed because of other error

esp_err_t gptimer_set_raw_count (gptimer_handle_t timer, uint64_t value)

Set GPTimer raw count value.

£ 1::  When updating the raw count of an active timer, the timer will immediately start counting from the
new value.

£47E: This function is allowed to run within ISR context

$41k: If CONFIG_GPTIMER_CTRL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

S
* timer -- [in] Timer handle created by gpt imer_new_timer
* value -- [in] Count value to be set

R M

ESP_OK: Set GPTimer raw count value successfully

¢ ESP_ERR_INVALID_ARG: Set GPTimer raw count value failed because of invalid ar-
gument

* ESP_FAIL: Set GPTimer raw count value failed because of other error
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esp_err_t gptimer_get_raw_count (gptimer_handle_t timer, uint64_t *value)

Get GPTimer raw count value.

$41:: This function will trigger a software capture event and then return the captured count value.

£41:: With the raw count value and the resolution returned from gpt imer_get_resolution, you can

convert the count value into seconds.

241 This function is allowed to run within ISR context

41 If CONFIG_GPTIMER_CTRIL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM

by linker, makes it possible to execute even when the Flash Cache is disabled.

ZH
* timer -- [in] Timer handle created by gptimer_new_timer
* value -- [out] Returned GPTimer count value
PEA ]
* ESP_OK: Get GPTimer raw count value successfully
e ESP_ERR_INVALID_ ARG: Get GPTimer raw count value failed because of invalid ar-
gument
¢ ESP_FAIL: Get GPTimer raw count value failed because of other error

esp_err_t gptimer_ get_resolution (gptimer_handle_t timer, uint32_t *out_resolution)

Return the real resolution of the timer.

% 1k usually the timer resolution is same as what you configured in

gptimer_config_t::resolution_hz, but some unstable clock source (e.g. RC_FAST) will

do a calibration, the real resolution can be different from the configured one.

ZH

* timer -- [in] Timer handle created by gpt imer_new_timer

* out_resolution -- [out] Returned timer resolution, in Hz
PEA ]

* ESP_OK: Get GPTimer resolution successfully

* ESP_ERR_INVALID_ARG: Get GPTimer resolution failed because of invalid argument
ESP_FAIL: Get GPTimer resolution failed because of other error

esp_err_t gptimer_ get_captured_count (gptimer_handle_t timer, uint64_t *value)
Get GPTimer captured count value.

% T The capture action can be issued either by ETM event or by software (see also

gptimer_get_raw_count).

£511: This function is allowed to run within ISR context
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$41:: If CONFIG_GPTIMER_CTRL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM

by linker, makes it possible to execute even when the Flash Cache is disabled.

SH
e timer -- [in] Timer handle created by gptimer_new_timer
* value -- [out] Returned captured count value
B
* ESP_OK: Get GPTimer captured count value successfully
* ESP_ERR_INVALID_ARG: Get GPTimer captured count value failed because of invalid
argument
* ESP_FAIL: Get GPTimer captured count value failed because of other error

esp_err_t gptimer_ register_event_callbacks (gptimer_handle_t timer, const
gptimer_event_callbacks_t *cbs, void *user_data)

Set callbacks for GPTimer.

4122 User registered callbacks are expected to be runnable within ISR context

£41E: The first call to this function needs to be before the call to gpt imer_enable

$51¥: User can deregister a previously registered callback by calling this function and setting the callback

member in the cbs structure to NULL.

ZH
* timer -- [in] Timer handle created by gpt imer_new_timer
* cbs -- [in] Group of callback functions
* user_data -- [in] User data, which will be passed to callback functions directly
PEA ]
* ESP_OK: Set event callbacks successfully
* ESP_ERR_INVALID_ARG: Set event callbacks failed because of invalid argument
e ESP_ERR_INVALID_STATE: Set event callbacks failed because the timer is not in init
state
e ESP_FAIL: Set event callbacks failed because of other error

esp_err_t gptimer_set_alarm_action (gptimer_handle_t timer, const gptimer_alarm_config_t *config)

Set alarm event actions for GPTimer.

44122 This function is allowed to run within ISR context, so you can update new alarm action immediately in

any ISR callback.

£41:: If CONFIG_GPTIMER_CTRI_FUNC_IN_TIRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled. In this case, please also ensure
the gptimer_alarm config_t instance is placed in the static data section instead of in the read-only

data section. e.g.: static gptimer_alarm config_t alarm_config = { ... };

S

* timer -- [in] Timer handle created by gptimer_new_timer

Espressif Systems 344 Release v5.3

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. AP1 &%

* config -- [in] Alarm configuration, especially, set config to NULL means disabling the
alarm function
PE ]
* ESP_OK: Set alarm action for GPTimer successfully
« ESP_ERR_INVALID ARG: Set alarm action for GPTimer failed because of invalid ar-
gument
e ESP_FAIL: Set alarm action for GPTimer failed because of other error

esp_err_t gptimer_enable (gptimer_handle_t timer)
Enable GPTimer.

#41¢: This function will transit the timer state from ”init” to “enable”.

& ik This function will enable the interrupt service, if it's lazy installed in
gptimer_register_event_callbacks.

£#51:  This function will acquire a PM lock, if a specific source clock (e.g. APB) is selected in the
gptimer_ config_t,while CONFIG_PM_ENABLE is enabled.

£#511:: Enable a timer doesn’t mean to start it. See also gptimer_start for how to make the timer start
counting.

%%, timer -- [in] Timer handle created by gpt imer_new_timer

R

ESP_OK: Enable GPTimer successfully

* ESP_ERR_INVALID_ARG: Enable GPTimer failed because of invalid argument
ESP_ERR_INVALID_STATE: Enable GPTimer failed because the timer is already en-
abled

* ESP_FAIL: Enable GPTimer failed because of other error

esp_err_t gptimer_disable (gptimer_handle_t timer)
Disable GPTimer.

£511: This function will transit the timer state from “enable” to “init”.

#4122 This function will disable the interrupt service if it’s installed.

£41:: This function will release the PM lock if it’s acquired in the gpt imer_enable.

£47¥: Disable a timer doesn’t mean to stop it. See also gptimer_stop for how to make the timer stop
counting.

%4 timer -- [in] Timer handle created by gpt imer_new_timer
FE ]
* ESP_OK: Disable GPTimer successfully
* ESP_ERR_INVALID_ARG: Disable GPTimer failed because of invalid argument
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e ESP_ERR_INVALID_STATE: Disable GPTimer failed because the timer is not enabled
yet
e ESP_FAIL: Disable GPTimer failed because of other error

esp_err_t gptimer_start (gptimer_handle_t timer)

Start GPTimer (internal counter starts counting)

#51: This function will transit the timer state from “enable” to “run”.

£%1¥: This function is allowed to run within ISR context

$41:: If CONFIG_GPTIMER_CTRL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

%%, timer -- [in] Timer handle created by gpt imer_new_timer
P
* ESP_OK: Start GPTimer successfully
o ESP_ERR_INVALID_ARG: Start GPTimer failed because of invalid argument
e ESP_ERR_INVALID STATE: Start GPTimer failed because the timer is not enabled or
is already in running
e ESP_FAIL: Start GPTimer failed because of other error

esp_err_t gptimer_stop (gptimer_handle_t timer)
Stop GPTimer (internal counter stops counting)

#41¢: This function will transit the timer state from “run” to “enable”.

2511 This function is allowed to run within ISR context

#1#: If CONFIG_GPTIMER_CTRL_FUNC_IN_IRAMisenabled, this function will be placed in the IRAM
by linker, makes it possible to execute even when the Flash Cache is disabled.

%%, timer -- [in] Timer handle created by gpt imer_new_timer

R m

ESP_OK: Stop GPTimer successfully

* ESP_ERR_INVALID_ARG: Stop GPTimer failed because of invalid argument
ESP_ERR_INVALID_STATE: Stop GPTimer failed because the timer is not in running.
» ESP_FAIL: Stop GPTimer failed because of other error

Structures

struct gptimer_config_t

General Purpose Timer configuration.

Public Members
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gptimer_clock_source_t clk_src

GPTimer clock source

gptimer_count_direction_t direction

Count direction

uint32_t resolution_hz

Counter resolution (working frequency) in Hz, hence, the step size of each count tick equals to (1 /
resolution_hz) seconds

int intr priority

GPTimer interrupt priority, if set to 0, the driver will try to allocate an interrupt with a relative low
priority (1,2,3)

uint32_t intr_shared

Set true, the timer interrupt number can be shared with other peripherals

uint32_t backup_before_sleep

If set, the driver will backup/restore the GPTimer registers before/after entering/exist sleep mode. By this
approach, the system can power off GPTimer’s power domain. This can save power, but at the expense
of more RAM being consumed

struct gptimer_config_t::[anonymous] £lags
GPTimer config flags

struct gptimer_event_callbacks_t

Group of supported GPTimer callbacks.

£41:: The callbacks are all running under ISR environment

£51:: When CONFIG_GPTIMER_ISR_IRAM_SAFE is enabled, the callback itself and functions called by
it should be placed in IRAM.

Public Members

gptimer_alarm_cb_t on_alarm

Timer alarm callback

struct gptimer_alarm_config_t

General Purpose Timer alarm configuration.

Public Members

uint64_t alarm_count

Alarm target count value
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uint64_t reload_count

Alarm reload count value, effect only when auto_reload_on_alarmis set to true

uint32_t auto_reload_on_alarm

Reload the count value by hardware, immediately at the alarm event

struct gptimer_alarm_config_t::[anonymous] £lags

Alarm config flags

Header File

e components/esp_driver_gptimer/include/driver/gptimer_etm.h
* This header file can be included with:

’#include "driver/gptimer_etm.h"

* This header file is a part of the API provided by the esp_driver_ gptimer component. To declare that
your component depends on esp_driver_gptimer, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_gptimer ‘

or

’PRIV_REQUIRES esp_driver_gptimer ‘

Functions
esp_err_t gptimer new_etm_event (gptimer_handle_t timer, const gptimer_etm_event_config_t *config,
esp_etm_event_handle_t *out_event)

Get the ETM event for GPTimer.

#&1¥: The created ETM event object can be deleted later by calling esp_etm_del_event

ZH
* timer -- [in] Timer handle created by gptimer_new_timer
* config -- [in] GPTimer ETM event configuration
* out_event -- [out] Returned ETM event handle
P[]
* ESP_OK: Get ETM event successfully
* ESP_ERR_INVALID_ARG: Get ETM event failed because of invalid argument
e ESP_FAIL: Get ETM event failed because of other error

esp_err_t gptimer new_etm_task (gptimer_handle_t timer, const gptimer_etm_task_config_t *config,
esp_etm_task_handle_t *out_task)

Get the ETM task for GPTimer.

#41:: The created ETM task object can be deleted later by calling esp_etm_del_task

S
* timer -- [in] Timer handle created by gpt imer_new_timer
* config -- [in] GPTimer ETM task configuration
e out_task -- [out] Returned ETM task handle

B

ESP_OK: Get ETM task successfully
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* ESP_ERR_INVALID_ARG: Get ETM task failed because of invalid argument
e ESP_FAIL: Get ETM task failed because of other error

Structures

struct gptimer_etm_event_config t

GPTimer ETM event configuration.

Public Members

gptimer_etm_event_type_t event_type
GPTimer ETM event type

struct gptimer_etm_task_config t
GPTimer ETM task configuration.

Public Members

gptimer_etm_task_type_t task_type
GPTimer ETM task type

Header File

» components/esp_driver_gptimer/include/driver/gptimer_types.h
* This header file can be included with:

’#include "driver/gptimer_types.h" ‘

* This header file is a part of the API provided by the esp_driver_gptimer component. To declare that
your component depends on esp_driver_gptimer, add the following to your CMakeLists.txt:

’REQUIRES esp_driver_gptimer ‘

or

’PRIV_REQUIRES esp_driver_gptimer ‘

Structures

struct gptimer_alarm_event_data_t

GPTimer alarm event data.

Public Members

uint64_t count_value

Current count value

uint64_t alarm_value

Current alarm value
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Type Definitions

typedef struct gptimer_t *gptimer_handle_t
Type of General Purpose Timer handle.
typedef bool (*gptimer_alarm_cb_t)(gptimer_handle_t timer, const gptimer_alarm_event_data_t *edata,
void *user_ctx)
Timer alarm callback prototype.
Param timer [in] Timer handle created by gpt imer_new_timer
Param edata [in] Alarm event data, fed by driver

Param user_ctx [in] User data, passed from gpt imer_register_event_callbacks
Return Whether a high priority task has been waken up by this function

Header File

e components/hal/include/hal/timer_types.h
e This header file can be included with:

#include "hal/timer_types.h"

Type Definitions

typedef soc_periph_gptimer_clk_src_t gptimer_clock_source_t

GPTimer clock source.

4122 User should select the clock source based on the power and resolution requirement

Enumerations

enum gptimer_count_direction_t

GPTimer count direction.

Values:

enumerator GPTIMER_COUNT_DOWN

Decrease count value

enumerator GPTIMER _COUNT_UP

Increase count value

enum gptimer_etm_task_type_t
GPTimer specific tasks that supported by the ETM module.

Values:

enumerator GPTIMER_ETM_TASK_START COUNT

Start the counter

enumerator GPTIMER_ETM_TASK_STOP_COUNT

Stop the counter

enumerator GPTIMER_ETM_TASK_EN_ALARM

Enable the alarm

Espressif Systems 350 Release v5.3
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v5.3/components/hal/include/hal/timer_types.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

enumerator GPTIMER_ETM TASK_RELOAD

Reload preset value into counter

enumerator GPTIMER_ETM TASK_CAPTURE

Capture current count value into specific register

enumerator GPTIMER_ETM_TASK_MAX

Maximum number of tasks

enum gptimer_etm_event_type_t
GPTimer specific events that supported by the ETM module.

Values:

enumerator GPTIMER_ETM_EVENT_ALARM MATCH

Count value matches the alarm target value

enumerator GPTIMER_ETM_EVENT_MAX

Maximum number of events

259 +HH GPIO

Heid

% GPIO %/ CPU 5 GPIO 45 441 10 MUX %2 B i 3t. (EfTECE R “& H” i GPIO &R AT DA
CPU 54 EH #4517, MIMEAN LR GPIO FHFEH AL, J7 {8 H F DA bit-banging ) 7 =L R AT/ F 4748 11 .
i CPU #5417 iz H GPIO WM FEHER /N, RIS AT —SeRe ik &, O Qnid a7 it 2 Ue )
“GPIO AR5 Relm) I i e L PERE 54T

G5/ GPIO fiRgi{y

GPIO ffi4f 2 —41 GPIO, %4l GPIO W AfE—A~ CPU JH N Al 44 . —MaBE & GPIO YK
Kt sz 44> CPU BYBRT . 5341, GPIO R4t S5IRAE R CPU FAGRAYH XMk, TR, FEM%} GPIO i
RUIRIERE ST W AUa 171 GPIO fRIRWPijmig CPU W%, [, HUAHRLE 2 —A> CPU %
_EAY ISR 7 fevFAi% GPIO fNFp b AT #At:

ik L H GPIO H4 2 CPU MY, LS CPU WX A%, 55513 IHE pin-to-core {155 H1 2235 1l
4F GPIO 406, fildn, 4nift GPIOA #4#:%| T CPUO, 1fi % Y GPIO 84412 M CPUL ki, i
2k ToEE ] GPIOA .

U4 GPIO A FHEVI H dedic_gpio_new_bundle () R4 BLEAFRHRF L HEE EHE H Pk
#) GPIO. GPIO 4 U ll B FEdedic_gpio_bundle_config_t L5
e gpio_array: 147 GPIO %5 1%4H.
e array_size: gpio_array ICENEL.
» flags: HT¥%H| GPIO #45 Ui hmtr.
- in_en fil out_en I THEBREGIFEM AL HIIRE (GXPAIIEE] AR IF)S ) -
— in_invert fil out_invert fTiEFET 4t GPIO (5.

PAT AU R T e 2226 A i HH 2D RERY GPIO HZ8 (:

Espressif Systems 351 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. AP1 &%

// W& GPIO

const int bundleA_gpios[] = {0, 1};

gpio_config_t io_conf = {
.mode = GPIO_MODE_OUTPUT,

bi

for (int i = 0; i < sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]); i++) |
io_conf.pin_bit_mask = 1ULL << bundleA_gpios[i];
gpio_config(&io_conf);

}

// Al # bundled, L #r H

dedic_gpio_bundle_handle_t bundleA = NULL;

dedic_gpio_bundle_config_t bundleA_config = {
.gpio_array = bundleA_gpios,

.array_size = sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]),
.flags = {
.out_en = 1,

b
bi
ESP_ERROR_CHECK (dedic_gpio_new_bundle (&¢bundleA_config, &bundled));

g%, GPIO 483, Rl dedic_gpio_del_bundle (),
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W2 7 Bl

o IR AU & T CPU 545k 484 GPIO PAKEHY UART/I2C/SPI 48 (Bit Banging) periph-
erals/dedicated_gpio.

API 5%

Header File

¢ components/esp_driver_gpio/include/driver/dedic_gpio.h
* This header file can be included with:

’#include "driver/dedic_gpio.h" ‘

* This header file is a part of the API provided by the esp_driver_gpio component. To declare that your
component depends on esp_driver_gpio, add the following to your CMakeL.ists.txt:

’REQUIRES esp_driver_gpio ‘

or

’PRIV_REQUIRES esp_driver_gpio ‘

Functions
esp_err_t dedic_gpio_get_out_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

Get allocated channel mask.

£41:: Each bundle should have at least one mask (in or/and out), based on bundle configuration.

% 1E: With the returned mask, user can directly invoke LL function like “dedic_gpio_cpu_ll_write_mask”
or write assembly code with dedicated GPIO instructions, to get better performance on GPIO manipulation.

¥
* bundle -- [in] Handle of GPIO bundle that returned from ”dedic_gpio_new_bundle”
* mask -- [out] Returned mask value for on specific direction (in or out)
P[]
» ESP_OK: Get channel mask successfully
e ESP_ERR_INVALID_ARG: Get channel mask failed because of invalid argument
¢ ESP_FAIL: Get channel mask failed because of other error

esp_err_t dedic_gpio_get_in_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

esp_err_t dedic_gpio_get_out_offset (dedic_gpio_bundle_handle_t bundle, uint32_t *offset)
Get the channel offset of the GPIO bundle.

A GPIO bundle maps the GPIOS of a particular direction to a consecutive set of channels within a particular
GPIO bank of a particular CPU. This function returns the offset to the bundle’s first channel of a particular
direction within the bank.

ZH
* bundle -- [in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
* offset -- [out] Offset value to the first channel of a specific direction (in or out)

B

ESP_OK: Get channel offset successfully
* ESP_ERR_INVALID_ARG: Get channel offset failed because of invalid argument
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¢ ESP_FAIL: Get channel offset failed because of other error

esp_err_t dedic_gpio_get_in_offset (dedic_gpio_bundle_handle_t bundle, uint32_t *offset)

esp_err_t dedic_gpio_new_bundle (const dedic_gpio_bundle_config_t *config, dedic_gpio_bundle_handle_t
*ret_bundle)

Create GPIO bundle and return the handle.

f&7E: One has to enable at least input or output mode in “config” parameter.

ZH
* config -- [in] Configuration of GPIO bundle
* ret_bundle -- [out] Returned handle of the new created GPIO bundle
PEA ]
* ESP_OK: Create GPIO bundle successfully
* ESP_ERR_INVALID_ARG: Create GPIO bundle failed because of invalid argument
* ESP_ERR_NO_MEM: Create GPIO bundle failed because of no capable memory
* ESP_ERR_NOT_FOUND: Create GPIO bundle failed because of no enough continuous
dedicated channels
e ESP_FAIL: Create GPIO bundle failed because of other error

esp_err_t dedic_gpio_del_bundle (dedic_gpio_bundle_handle_t bundle)
Destroy GPIO bundle.

%%, bundle -- [in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
izl
* ESP_OK: Destroy GPIO bundle successfully
* ESP_ERR_INVALID_ARG: Destroy GPIO bundle failed because of invalid argument
* ESP_FAIL: Destroy GPIO bundle failed because of other error

void dedic_gpio_bundle_write (dedic_gpio_bundle_handle_t bundle, uint32_t mask, uint32_t value)
Write value to GPIO bundle.

$41:: The mask is seen from the view of GPIO bundle. For example, bundleA contains [GPIO10, GPIO12,
GPIO17], to set GPIO17 individually, the mask should be 0x04.

£41::  For performance reasons, this function doesn’t check the validity of any parameters, and is placed in
IRAM.

S8
* bundle -- [in] Handle of GPIO bundle that returned from ”dedic_gpio_new_bundle”
* mask -- [in] Mask of the GPIOs to be written in the given bundle
* value -- [in] Value to write to given GPIO bundle, low bit represents low member in the
bundle

uint32_t dedic_gpio_bundle_read_out (dedic_gpio_bundle_handle_t bundle)
Read the value that output from the given GPIO bundle.

#41::  For performance reasons, this function doesn’t check the validity of any parameters, and is placed in
IRAM.

%%, bundle -- [in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
1& 0] Value that output from the GPIO bundle, low bit represents low member in the bundle
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uint32_t dedic_gpio_bundle_read_in (dedic_gpio_bundle_handle_t bundle)
Read the value that input to the given GPIO bundle.

£41::  For performance reasons, this function doesn’t check the validity of any parameters, and is placed in
IRAM.

%%, bundle -- [in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
&M Value that input to the GPIO bundle, low bit represents low member in the bundle

Structures

struct dedic_gpio_bundle_config_ t
Type of Dedicated GPIO bundle configuration.

Public Members

const int *gpio_array

Array of GPIO numbers, gpio_array[0] ~ gpio_array[size-1] <=> low_dedic_channel_num -~
high_dedic_channel_num

size_t array_size

Number of GPIOs in gpio_array

unsigned int in_en

Enable input

unsigned int in_invert

Invert input signal

unsigned int out_en

Enable output

unsigned int out_invert

Invert output signal

struct dedic_gpio_bundle_config_t::[anonymous] £lags
Flags to control specific behaviour of GPIO bundle

Type Definitions

typedef struct dedic_gpio_bundle_t *dedic_gpio_bundle_handle_t
Type of Dedicated GPIO bundle.

2.5.10 WA AIERS (HMAC)

WA IH R IIERS (HMAC) J&—FP 224 S Or b se AR, SCR O B S0 S I R S ) LS A Se 4
Mo FIMBRRAE eFuse JYEH], HMAC Rl AN i SHA256-HMAC S fHEAE ik .
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A R HERAERRE, & HMAC WAL, S5 ESP32-P4 iR S% T/It > HMAC i
#i% (HMAC) [PDF],

SIIIVUIDIES
WA A BXUr, MATERTE ZRIEX T A A S ELSE AN SE B IR ATETH IR A A AT, X5 1 i
HRUKR A A MfEE, B AT 25K

A TR GER)H B R HMAC,

A FHHE L B HMAC —3 K545 B,

B HATIH R T EIOH E i HMAC,

B kg A0 E 1) HMAC 25 51153045 1 1) HMAC PUi,

FWi HMAC TR, JHE NE.

H HMAC B DAY I T HE L2 5, 1303 HMAC Mk i-R A, sifE e 2248t (BERT
) WEHRAGE

ESP32-P4 |- [f) HMAC

1. ESP32-P4 HMAC i) eFuse 1 besk—M4], WIKF% eFuse BHIBCE N AR IR FTA SMER BRI
SR

IEAh, A ESP32-P4 B HMAC A AN =M 355

1. HMAC 3 Hp5d H
2. HMAC FI{ERFE254, (DS) %4
3. HMAC TS %S 0 JTAG #2110

BRI A FAC BATERS, RR Y SRR R AT

HMAC (1] eFuse %] #£ ESP32-P4 1, A/ MHEE eFuse Ha] FI{fE HMAC f854H, 45125 4 3 9,
TE APL v ¥ 2iBlhmac_key_ id_t ¥iXBEHmidt > HMAC_KEYO ~ HMAC_KEY5,

A MY eFuse 241 % 913)HE (key purpose), i % 4H N H T HMAC [HHIEFR R FH 37 5%

P SATNRE R Rips

HMAC SZHRpH

HMAC HIfERCr2844 (DS) B4

HMAC J& HI4KEE 1) JTAG 211

HMAC BE AR 254 (DS) W%, SUH T/ JTAG £ 1

R, FTAB BRI TR E 5

BT HMAC, # A ab il B 6 & 3 g % 88 ID, DAK %Y (1515214 ESP32-P4 BiR 5
2 TI} > eFuse £:i12% (eFuse) [PDF)).

FEHEST HMAC #8115, HMAC SUIEHFPrfe (s S e . FERPE I it ID Ayxf iy 4 st
cFuse ﬁﬁ’é%?%‘%ﬁ%ﬁﬁiﬂﬁ'éc FA AT B SR DI RE 5 eFuse HAFRERY BT RINBEDLAT, A 24k
BTt

HMAC ZHRERIFEN] 8 DhRe(E: 8
TESEIFOLT . HMAC SCRRERPERENT, Akl RSk 4s

APl esp_hmac_calculate () T3 HMAC, i AZHEFHHE . HEKEA KM H IR eFuse
YLD, HAZEPIRAY eFuse A IREIE N EATRLC
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HMAC 8734 (DS) Y] B4HReE: 7. 5

HMAC "] ISR R, AR RC T 2 B IR RL I SR AERERE DL T, BRI Bt R AT
IR £ HMAC #f73 AEfe fit eFuse SHIHANINAE; MIAERC 724 BB N 52— LS R
TR LR HMAC, A& R HMAC AU E 4 Bz sh. % HMAC B35, AR
FAL B R 2 AR AR, e .

HEIT S ESP32-P4 HiARS% Tt > $73% # (DS) [PDF].

HMAC FiJl] JTAG 11 245030 6e(E: 6. 5
HMAC ()55 = Fh 8 st FH AR 3, B RSREEHM JTAG #2011,
S JTAG ORI
B BE
L. A p—A> 256 1) HMAC %41, T EH#H/3H ITAG,
2. B 1 RS H B4 S A eFuse 3, H eFuse ¥ AYZ4HIN HEZS 5 )y HMAC_DOWN_ALL (5) &
HMAC_DOWNL_ITAG (6). Mit, nILAEHE A1) esp_efuse_write_key () BREL, siffifE
Pl LA espefuse.py SE)JHIEAE
3. ffif] esp_efuse_set_read_protect () K eFuse HEHMALE AR, By kRIS A
eFuse Z54A ) HMAC Z54H(H..
4. Fekesks| ESP32-P4 i, R4 s 4 E N soft JTAG disable. XA DA ASEH]
JTAG #:10, BRARAR I IE W ) B S A T IAE

% e API esp_efuse_write_field_cnt(ESP_EFUSE_SOFT_DIS_JTAG,
ESP_EFUSE_SOFT_DIS_JTAG[0]->bit_count) 7 # ¥£ ESP32-P4 | £ 5 soft JTAG disable
(e

4478: BV DIS_PAD_JTAG eFuse [}, JTAG 4bF ik AZEH KA, SOFT_DIS_JTAG INHER2%L,

JE M JITAG

1. DA eFuse H[40A1 32 4~ 0x00 FH A, 45 HMAC-SHA256 pREUACTE, 551 1) ok Kl 45
WREIEH E H JTAG %4 .

2. \NE A esp_hmac_jtag_enable () RN, ik I — KRB 2P .

3. BAEREAPEHEEH JITAG, WAEE RS, diffesp_hmac_jtag disable().

KT AT R 45 DA S BT T JTAG #5289, 127 security/hmac_soft_jtag.
WEAXKIFENE, WSH ESP32-P4 BiARS% Tt > HMAC sy (HMAC) [PDF].

W

PAUR A e B 3 SR SRS, T TR eFuse 84, IR0 T3S B 46 H i) HMAC,

esp_efuse_write_key W DA i% B eFuse 1 @ 4 B % 8 e 4, I & B OH I fE.
ESP_EFUSE_KEY_PURPOSE_HMAC_UP (8) £HH, B EANGE T 2E MR /48 1 ) HMAC.,

#include "esp_efuse.h"
const uint8_t key_datal32] = { ... };
esp_err_t status = esp_efuse_write_key (EFUSE_BLK_KEY4,

ESP_EFUSE_KEY_PURPOSE_HMAC_UP,
key_data, sizeof (key_data));

if (status == ESP_OK) {
(R oUgkzh)
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(& b))

/BB NRY
} else {

/SOEHENER, THTLE A
}
He R T A CAA# I B B 113 HMAC, IR A
#include "esp_hmac.h"
uint8_t hmac[32];
const char *message = "Hello, HMAC!";
const size_t msg_len = 12;
esp_err_t result = esp_hmac_calculate (HMAC_KEY4, message, msg_len, hmac);
if (result == ESP_OK) {

// HMAC EB.5 N\ hmac #H 4
} else {

// W H HMAC % K
}
API %
Header File

¢ components/esp_hw_support/include/esp_hmac.h
¢ This header file can be included with:
#include "esp_hmac.h"

Functions
esp_err_t esp_hmac_calculate (hmac_key_id_t key_id, const void *message, size_t message_len, uint8_t

*hmac)

Calculate the HMAC of a given message.

Calculate the HMAC hmac of a given message message with length message_len. SHA256 is used for
the calculation.

$41:: Uses the HMAC peripheral in “upstream” mode.

S8

* key_id -- Determines which of the 6 key blocks in the efuses should be used for the
HMAC calcuation. The corresponding purpose field of the key block in the efuse must be
set to the HMAC upstream purpose value.

* message -- the message for which to calculate the HMAC

* message_len -- message length return ESP_ERR_INVALID_STATE if unsuccessful

* hmac -- [out] the hmac result; the buffer behind the provided pointer must be a writeable
buffer of 32 bytes

e ESP_OK, if the calculation was successful,
* ESP_ERR_INVALID_ARG if message or hmac is a nullptr or if key_id out of range
* ESP_FAIL, if the hmac calculation failed
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esp_err_t esp_hmac_jtag_enable (hmac_key_id_t key_id, const uint8_t *token)

Use HMAC peripheral in Downstream mode to re-enable the JTAG, if it is not permanently disabled by HW.
In downstream mode, HMAC calculations performed by peripheral are used internally and not provided back
to user.

£51¥: Return value of the API does not indicate the JTAG status.

BH
* key_id -- Determines which of the 6 key blocks in the efuses should be used for the
HMAC calculation. The corresponding purpose field of the key block in the efuse must
be set to HMAC downstream purpose.
* token -- Pre calculated HMAC value of the 32-byte 0x00 using SHA-256 and the known
private HMAC key. The key is already programmed to a eFuse key block. The key block
number is provided as the first parameter to this function.

* ESP_OK, if the key_purpose of the key_id matches to HMAC downstread mode, The
API returns success even if calculated HMAC does not match with the provided token.
However, The JTAG will be re-enabled only if the calculated HMAC value matches with
provided token, otherwise JTAG will remain disabled.

» ESP_FAIL, if the key_purpose of the key_id is not set to HMAC downstream purpose or
JTAG is permanently disabled by EFUSE_HARD_DIS_JTAG eFuse parameter.

* ESP_ERR_INVALID_ARG, invalid input arguments

esp_err_t esp_hmac_jtag_disable (void)

Disable the JTAG which might be enabled using the HMAC downstream mode. This function just clears the
result generated by calling esp_hmac_jtag_enable() APL

pq |
e ESP_OK return ESP_OK after writing the HMAC_SET_INVALIDATE_JTAG_REG
with value 1.

Enumerations

enum hmac_key_id_t
The possible efuse keys for the HMAC peripheral

Values:

enumerator HMAC_KEYO

enumerator HMAC_KEY1

enumerator HMAC_KEY2

enumerator HMAC_KEY3

enumerator HMAC_KEY4

enumerator HMAC_KEY5

enumerator HMAC_KEY MAX
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2511 ¥4 (DS)

B4, (DS) BB ] RSA BECFhHdas 15 B 254 . HMAC M BTIRA: B, (1] eFuse 0 A
Y, E—dmESE. HE, BTEARSR IR ATMERN S, HERES . DA R R
PERSER, NITETT R AT, FPFTCiASR R RSA SR 4], ICTAIRI HMAC S 41IR 4 s 4L
HUETPAN: o2

AR KA REEE B CA ST AP A K AE B, 1525 ESP32-P4 iR S% Tt > B4
(DS) [PDF].

NS

RSA S5 4 W FLHSRFAEAE flash o s IR AR E RV TTI), X LESHCERIERT T AES fin%. BUm,
HMAC B B IR s L, T AES s TS AL, RIS, HMAC SR Bl I i ok
H eFuse I S R A SR, W] AR 1R AR 2 AU 519D «

PANSEL TR, SRS E K eFuse 8], MVAY eFuse S M. MY RSA SO E AN
(BRI E RIS

£ RO

XEGE ] DS AN, 58 el 7% HMAC %47H1 RSA FA4], MABERIAE ESP32-P4 Bl i #ih 5 il
WAIAEF AL L 4T, £ ESP-IDF ', A[PAffiflesp_efuse_write_block () % # HMAC %41, Hf
FHesp_hmac_calculate () %t RSA FAHSEAT N5 .

IWRIFAERGIZHEANE S, 214 ESP32-P4 5iR 5% Tt > B2 # (DS) [PDF].

{t. ESP-IDF Y lb iy w2 il 5

& ESP-IDF Wil AT B 25 4 S TARGAR , AR A0 K5 5, 1514 ESP32-P4 iR 5%
Tt > B34 (DS) [PDF].

FIMTRT BT, FEMERAT =ASHC

1. Fi/E HMAC 254111 eFuse Z4H3: ID
2. MEEAASE
3. FEEAA MRS R

T2 4 TH A AT B — e m)a], ESP-IDF #2417 Al il 1 APL, 2 —fpidesp_ds_sign (), WML
APl 5, FEFSETIRER AT AR IR MR R SR, BT EPAT HAREE, AT PAY
Hesp_ds_start_sign (), Hn—MiXRahEL4 18, RERIHIHHesp_ds_is_busy (), fi
EITEREC M. —HIRER, Bl fesp_ds_finish_sign () RIKEH L

APl esp_ds_sign() Ffllesp_ds_start_sign() &) DS 4pbi% i1 5B B 3¢ RSA 2 4, RSA &
% e R B o Al R R, PAfIEIE — 25 H. B3 4, MbedTLS SSL #% % #F PKCS#1 #% X,
ff /] API esp_ds_rsa_sign() 0] DA B #% 3k #3 PKCS#1 v1.5 #% =X 1) 25 4, % APL Py &
Tesp_ds_start_sign() HREL, FHBEL 0 PKCS#1 v1.5 #85K,

ik A UGB DS R b, O B BE K. TR RN BRI, il SRk
PRl SIS A EE A, R HIE R R R . SREETHRITEAR KSR ME—A APL RSB I HE

TLS ZE+£Pr i DS AhBeic ¥

£ ESP32-PA Sk i - TLS MR 1, w/FJCHCE DS Shix, RASHRAT
) FEHLA A 256 (IRME, 10 wds e & AV).
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2) BEMLA AN 256 FFRME, 1l HMAC_KEY.,
3) fHEHI% P ALE] (RAS) A1 EA R AE S5, RIS AL S EL.
4) $§ 256 {ii[) HMAC_KEY §%5% %] eFuse H1, H I kFE DS HMAIEEEL.

WEZTT, W20 ESP32-P4 iR S % T > B3 % (DS) [PDF].
QIR BLDATF %0 H L E DS Shis, WA esp-secure-cert-tool s

Pt B 52 DS SR I AL S 80T 2 ARAFAE flash rhIFA 15625 DS Shi%, DS AMCRH X L8 240058
BEFE4. bi)a, WA FREM flash F1i2E DS s, XA DAHE T esp_secure_cert_mgr 242 LAY
API 52, LTS, #E2 4 component/README,

TE esp_tls N, ESP-TLS 71575 AN IA1L DS Sk . PATECFEA 1R . HZ AT, WS ESP-TLS
MEBTFEL.

i ESP-TLS SCRY ik, R F R SRR FAH SEUE R ds_data 153545 esp_tls R 3C, esp_tls (3R
FRL AT T A, PARIRAL DS M, HHITET 4

i1 DS Ahvcitifr SSL W iAiE

7~ protocols/mqtt/ssl_ds & T Al {di B DS A% 36T SSL AUIAIE. FERBIS, T mgtt_client (%

it ESP-MQTT S:31), it SSL %48 8| AR 5545 test .mosquitto.org, F#4T SSL XL AaJIAIIE.
SSL #BA-AE N T ESP-TLS 581 . 24077, %2 H protocols/mqtt/ssl_ds/README.md.

API %

Header File

¢ components/esp_hw_support/include/esp_ds.h
* This header file can be included with:

#include "esp_ds.h"

Functions
esp_err_t esp_ds_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id, void
*signature)
Sign the message with a hardware key from specific key slot. The function calculates a plain RSA signature

with help of the DS peripheral. The RSA encryption operation is as follows: Z = XY mod M where, Z is the
signature, X is the input message, Y and M are the RSA private key parameters.

This function is a wrapper around esp_ds_finish_sign () and esp_ds_start_sign (), so do not
use them in parallel. It blocks until the signing is finished and then returns the signature.

$411:: Please see note section of esp_ds_start_sign () for more details about the input parameters.

BH
* message -- the message to be signed; its length should be (data->rsa_length + 1)*4
bytes, and those bytes must be in little endian format. It is your responsibility to apply
your hash function and padding before calling this function, if required. (e.g. message =
padding(hash(inputMsg)))
* data -- the encrypted signing key data (AES encrypted RSA key + IV)
* key_id -- the HMAC key ID determining the HMAC key of the HMAC which will be
used to decrypt the signing key data
* signature -- the destination of the signature, should be (data->rsa_length + 1)*4 bytes
long
R

* ESP_OK if successful, the signature was written to the parameter signature.
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esp_err_t esp_ds_

ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too
long or 0

ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during re-
trieval of the decryption key

ESP_ERR_NO_MEM if there hasn’t been enough memory to allocate the context object
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’s a problem with passing the
HMAC key to the DS component

ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’t match;
the signature is invalid.

ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incor-
rect, the signature can be read though since the message digest matches.

start_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id,
esp_ds_context_t **esp_ds_ctx)

Start the signing process.

This function yields a context object which needs to be passed to esp_ds_finish_sign () to finish the
signing process. The function calculates a plain RSA signature with help of the DS peripheral. The RSA
encryption operation is as follows: Z = XY mod M where, Z is the signature, X is the input message, Y and M

are the RSA private key parameters.

£41¥: This function locks the HMAC, SHA, AES and RSA components, so the user has to ensure to call
esp_ds_finish_sign () in atimely manner. The numbers Y, M, Rb which are a part of esp_ds_data_t
should be provided in little endian format and should be of length equal to the RSA private key bit length The
message length in bits should also be equal to the RSA private key bit length. No padding is applied to the

message automatically, Please ensure the message is appropriate padded before calling the API.

ZH

B

message -- the message to be signed; its length should be (data->rsa_length + 1)*4
bytes, and those bytes must be in little endian format. It is your responsibility to apply
your hash function and padding before calling this function, if required. (e.g. message =
padding(hash(inputMsg)))

data -- the encrypted signing key data (AES encrypted RSA key + IV)

key_id -- the HMAC key ID determining the HMAC key of the HMAC which will be
used to decrypt the signing key data

esp_ds_ctx -- the context object which is needed for finishing the signing process later

ESP_OK if successful, the ds operation was started now and has to be finished with
esp_ds_finish_sign()

ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too
long or 0

ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during re-
trieval of the decryption key

ESP_ERR_NO_MEM if there hasn’t been enough memory to allocate the context object
ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’s a problem with passing the
HMAC key to the DS component

bool esp_ds_is_busy (void)

Return true if

the DS peripheral is busy, otherwise false.

#4122 Only valid if esp_ds_start_sign () was called before.

esp_err_t esp_ds_

finish_sign (void *signature, esp_ds_context_t *esp_ds_ctx)

Finish the signing process.

B
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signature -- the destination of the signature, should be (data->rsa_length + 1)*4 bytes
long, the resultant signature bytes shall be written in little endian format.
esp_ds_ctx -- the context object retreived by esp_ds_start_sign ()

B

ESP_OK if successful, the ds operation has been finished and the result is written to sig-
nature.

ESP_ERR_INVALID_ARG if one of the parameters is NULL
ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’t match;
the signature is invalid. This means that the encrypted RSA key parameters are invalid,
indicating that they may have been tampered with or indicating a flash error, etc.
ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incor-
rect, the signature can be read though since the message digest matches (see TRM for
more details).

esp_err_t esp_ds_encrypt_params (esp_ds_data_t *data, const void *iv, const esp_ds_p_data_t *p_data,
const void *key)

Encrypt the private key parameters.

The encryption is a prerequisite step before any signature operation can be done. It is not strictly necessary to
use this encryption function, the encryption could also happen on an external device.

£41:: The numbers Y, M, Rb which are a part of esp_ds_data_t should be provided in little endian format and
should be of length equal to the RSA private key bit length The message length in bits should also be equal to
the RSA private key bit length. No padding is applied to the message automatically, Please ensure the message
is appropriate padded before calling the API.

ZH

* data -- Output buffer to store encrypted data, suitable for later use generating signatures.

* iv--Pointer to 16 byte IV buffer, will be copied into ’data’. Should be randomly generated
bytes each time.

* p_data -- Pointer to input plaintext key data. The expectation is this data will be deleted
after this process is done and ’data’ is stored.

* key -- Pointer to 32 bytes of key data. Type determined by key_type parameter. The
expectation is the corresponding HMAC key will be stored to efuse and then permanently
erased.

R M

* ESP_OK if successful, the ds operation has been finished and the result is written to sig-
nature.

* ESP_ERR_INVALID_ARG if one of the parameters is NULL or p_data->rsa_length is
too long

Structures

struct esp_digital_signature_data

Encrypted private key data. Recommended to store in flash in this format.

$&1: This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Public Members

esp_digital_signature_length_t rsa_length
RSA LENGTH register parameters (number of words in RSA key & operands, minus one).

Espressif Systems 363 Release v5.3
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.3%20for ESP32-P4

Chapter 2. APl &%

This value must match the length field encrypted and stored in °c’, or invalid results will be returned. (The
DS peripheral will always use the value in ’c’, not this value, so an attacker can’t alter the DS peripheral
results this way, it will just truncate or extend the message and the resulting signature in software.)

£411:: InIDF, the enum type length is the same as of type unsigned, so they can be used interchangably.
See the ROM code for the original declaration of struct et s_ds_data_t.

uint32_t iv[ESP_DS_IV_BIT_LEN/ 32]

IV value used to encrypt ’c’

uint8_t c[ESP_DS_C_LEN]
Encrypted Digital Signature parameters. Result of AES-CBC encryption of plaintext values. Includes an
encrypted message digest.
struct esp_ds_p_data_t
Plaintext parameters used by Digital Signature.
This is only used for encrypting the RSA parameters by calling esp_ds_encrypt_params(). Afterwards, the

result can be stored in flash or in other persistent memory. The encryption is a prerequisite step before any
signature operation can be done.

51 Y, M, Rb, & M_Prime must all be in little endian format.

Public Members
uint32_t Y[ESP_DS_SIGNATURE_MAX_ BIT_LEN / 32]

RSA exponent.

uint32_t M[ESP_DS_SIGNATURE_MAX_ BIT_LEN / 32]
RSA modulus.

uint32_t Rb[ESP_DS_SIGNATURE_MAX_BIT LEN/ 32]

RSA r inverse operand.

uint32_t M_prime
RSA M prime operand.

uint32_t length
RSA length in words (32 bit)

Macros

ESP_DS_IV_BIT_LEN

ESP_DS_IV_LEN

ESP_DS_SIGNATURE_MAX BIT_LEN
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ESP_DS_SIGNATURE_MD_BIT_ LEN

ESP_DS_SIGNATURE_M PRIME_BIT_LEN

ESP_DS_SIGNATURE_L_BIT LEN

ESP_DS_SIGNATURE_PADDING_BIT_LEN

ESP_DS_C_LEN

Type Definitions

typedef struct esp_ds_context esp_ds_context_t

typedef struct esp_digital_signature_data esp_ds_data_t

Encrypted private key data. Recommended to store in flash in this format.

£ 1#: This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Enumerations

enum esp_digital_signature_length_t

Values:

enumerator ESP_DS_RSA_1024
enumerator ESP_DS_RSA_2048
enumerator ESP_DS_RSA_3072

enumerator ESP_DS_RSA_4096

2.5.12 Inter-Integrated Circuit (12C)
Introduction

12C is a serial, synchronous, multi-device, half-duplex communication protocol that allows co-existence of multiple
masters and slaves on the same bus. 12C uses two bidirectional open-drain lines: serial data line (SDA) and serial
clock line (SCL), pulled up by resistors.

ESP32-P4 has 2 I12C controller (also called port), responsible for handling communication on the 12C bus. A single
12C controller can be a master or a slave.

Additionally, the ESP32-P4 chip has 1 low-power (LP) I2C controller. It is the cut-down version of regular 12C.
Usually, the LP I2C controller only support basic I2C functionality with a much smaller RAM size, and does not
support slave mode. For a full list of difference between HP 12C and LP I2C, please refer to the ESP32-P4 Technical
Reference Manual > I2C Controller (I12C) > Features [PDF].

You can use LP I12C peripheral when HP 12C is not sufficient for users’ usage. But please note again the LP I12C does
not support all HP I12C functions. Please read docs before you use it.
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Typically, an 12C slave device has a 7-bit address or 10-bit address. ESP32-P4 supports both 12C Standard-mode
(Sm) and Fast-mode (Fm) which can go up to 100KHz and 400KHz respectively.

% fe: The clock frequency of SCL in master mode should not be larger than 400 KHz

$&1¥: The frequency of SCL is influenced by both the pull-up resistor and the wire capacitance. Therefore, users are
strongly recommended to choose appropriate pull-up resistors to make the frequency accurate. The recommended
value for pull-up resistors usually ranges from 1K Ohms to 10K Ohms.

Keep in mind that the higher the frequency, the smaller the pull-up resistor should be (but not less than 1 KOhms).
Indeed, large resistors will decline the current, which will increase the clock switching time and reduce the frequency.
We usually recommend a range of 2 KOhms to 5 KOhms, but users may also need to make some adjustments
depending on their current draw requirements.

I2C Clock Configuration

e i2c_clock_source_t::I2C_CLK_SRC_DEFAULT: Default I2C source clock.
* i2c_clock_source_t::I2C_CLK_SRC_XTAL: External crystal for I2C clock source.
e i2c_clock_source_t::I2C_CLK_RC_FAST: Internal 20MHz rc oscillator for I2C clock source.

12C File Structure
12C Application
(legacy APIs)
12C Application
b4
| i2¢.h ‘
'l' v
| i2c_types legacy.h ‘ i2Zc_masterh |—)| i2c_types.h ‘q—{ i2c_slave.h
.?.
| i2c_legacy.c ‘ ‘ i2c_masterc | | i2c_common.c ‘ ‘ i2c_slave.c |
{ L——)| i2c_private.h ‘1—J
~
driver layer f
b4
HAL layer ¥
e < i2c_hal.h
‘Legend S
: include "=y

=

g )
H— ; = i2c_hal.c
private header| 1 c%|

[ public header | ! < i2c_ILh

i | sourcefie | :

:—]':

& 3: 12C file structure

Public headers that need to be included in the I12C application
e 12c.h: The header file of legacy I2C APIs (for apps using legacy driver).
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e i2c_master.h: The header file that provides standard communication mode specific APIs (for apps using
new driver with master mode).

e 12c_slave.h: The header file that provides standard communication mode specific APIs (for apps using
new driver with slave mode).

£41:: The legacy driver can’t coexist with the new driver. Include i2c.h to use the legacy driver or the other two
headers to use the new driver. Please keep in mind that the legacy driver is now deprecated and will be removed in
future.

Public headers that have been included in the headers above

* i2c_types_legacy.h: The legacy public types that only used in the legacy driver.
e 12c_types.h: The header file that provides public types.

Functional Overview

The I2C driver offers following services:

* Resource Allocation - covers how to allocate 12C bus with properly set of configurations. It also covers how to
recycle the resources when they finished working.

e [2C Master Controller - covers behavior of 12C master controller. Introduce data transmit, data receive, and
data transmit and receive.

* I2C Slave Controller - covers behavior of 12C slave controller. Involve data transmit and data receive.

* Power Management - describes how different source clock will affect power consumption.

* IRAM Safe - describes tips on how to make the I2C interrupt work better along with a disabled cache.

 Thread Safety - lists which APIs are guaranteed to be thread safe by the driver.

 Kconfig Options - lists the supported Kconfig options that can bring different effects to the driver.

Resource Allocation Both I2C master bus and I2C slave bus, when supported, are represented by
i2c_bus_handle_t in the driver. The available ports are managed in a resource pool that allocates a free port
on request.

Install 12C master bus and device The I2C master is designed based on bus-device model.  So
i2c_master_bus_config_tand i2c_device_config_t arerequired separately to allocate the [2C mas-
ter bus instance and I2C device instance.

12C master bus requires the configuration that specified by i 2c_master_bus_config_t:

e i2c_master_bus_config_t::1i2c_port sets the I2C port used by the controller.

e i2c_master_bus_config_t::sda_io_numsets the GPIO number for the serial data bus (SDA).

e i2c_master_bus_config_t::scl_io_numsets the GPIO number for the serial clock bus (SCL).

e i2c_master_bus_config_t::clk_source selects the source clock for I2C bus. The available
clocks are listed in 1 2c_clock_source_t. For the effect on power consumption of different clock source,
please refer to Power Management section.

e i2c_master_bus_config_t::glitch_ignore_cnt sets the glitch period of master bus, if the
glitch period on the line is less than this value, it can be filtered out, typically value is 7.

* i2c_master_bus_config_t::intr_priority Set the priority of the interrupt. If set to O , then
the driver will use a interrupt with low or medium priority (priority level may be one of 1,2 or 3), otherwise
use the priority indicated by 1 2c_master_bus_config_t::intr_priority Please use the number
form (1,2,3) , not the bitmask form ((1«1),(1«2),(1«3)).

e i2c_master_bus_config_t::trans_queue_depth Depth of internal transfer queue. Only valid
in asynchronous transaction.

e i2c_master_bus_config_t::enable_internal_pullup Enable internal pullups. Note: This
is not strong enough to pullup buses under high-speed frequency. A suitable external pullup is recommended.

If the configurations in 1 2¢c_master_bus_config_t isspecified, users can call 12c_new_master_bus ()
to allocate and initialize an I2C master bus. This function will return an I2C bus handle if it runs correctly. Specifi-
cally, when there are no more 12C port available, this function will return ESP_ERR_NOT_FOUND error.
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SCL

12C controller

SDA

device 1 device 2 device 3

4 4: 12C master bus-device module

12C master device requires the configuration that specified by i 2¢c_device_config_t:

e i2¢c_device_config_t::dev_addr_length configure the address bit length of the slave device.
User can choose from enumerator I2C_ADDR_BIT LEN_7or I2C_ADDR_BIT_LEN_10 (if supported).

e i2c_device_config_t::device_address I2C device raw address. Please parse the device
address to this member directly. For example, the device address is 0x28, then parse 0x28 to
i2c_device_config_t::device_address,don’t carry a write/read bit.

e i2¢c_device_config_t::scl_speed_hz setthe scl line frequency of this device.

e i2c_device_config_t::scl_wait_us. SCL await time (in us). Usually this value should not be
very small because slave stretch will happen in pretty long time. (It’s possible even stretch for 12ms). Set O
means use default reg value.

Once the i2c_device_config_t structure is populated with mandatory parameters, users can call
i2c_master_bus_add_device () to allocate an I2C device instance and mounted to the master bus then.
This function will return an I12C device handle if it runs correctly. Specifically, when the I2C bus is not initialized
properly, calling this function will result in a ESP_ERR_TINVALID_ARG error.

#include "driver/i2c_master.h"

i2c_master_bus_config_t i2c_mst_config = {
.clk_source = I2C_CLK_SRC_DEFAULT,
.i2c_port = TEST_I2C_PORT,
.scl_io_num = I2C_MASTER_SCL_IO,
.sda_io_num = I2C_MASTER_SDA_IO,
.glitch_ignore_cnt = 7,
.flags.enable_internal_pullup = true,

bi

i2c_master_bus_handle_t bus_handle;
ESP_ERROR_CHECK (i2c_new_master_bus (&i2c_mst_config, &bus_handle));

i2c_device_config_t dev_cfg = {
.dev_addr_length = I2C_ADDR_BIT_LEN_7,
.device_address = 0x58,

.scl_speed_hz = 100000,
bi

(N gksr)
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i2c_master_dev_handle_t dev_handle;
ESP_ERROR_CHECK (i2c_master_bus_add_device (bus_handle, &dev_cfg, &dev_handle));

Install 12C master bus with LP I12C Peripheral Install I2C master bus with LP I2C peripheral is almost as same
as how HP I2C peripheral is installed. However, there are still some difference user should take focus on including
IOs, clock sources, i2¢ port number, etc. Following code will show you how to install I2C master bus with LP_I2C.

#include "driver/i2c_master.h"

i2c_master_bus_config_t i2c_mst_config = {

.clk_source = LP_I2C_SCLK_DEFAULT, // clock source for LP i2c, might.
—~different from HP I2C

.i2c_port = LP_I2C_NUM_O, // Assign to LP I2C port

.scl_io_num = 7, // SCL IO number. Please refer to.
—~technical reference manual

.sda_io_num = 6, // SDA IO number. Please refer to.

—technical reference manual
.glitch_ignore_cnt = 7,
.flags.enable_internal_pullup = true,

bi

i2c_master_bus_handle_t bus_handle;
ESP_ERROR_CHECK (i2c_new_master_bus (&i2c_mst_config, &bus_handle));

i2c_device_config_t dev_cfg = {
.dev_addr_length = I2C_ADDR_BIT_LEN_7,
.device_address = 0x58,

.scl_speed_hz = 100000,
bi

i2c_master_dev_handle_t dev_handle;
ESP_ERROR_CHECK (i2c_master_bus_add_device (bus_handle, &dev_cfg, &dev_handle));

Uninstall I2C master bus and device If a previously installed I2C bus or device is no longer needed, it’s recom-
mended to recycle the resource by calling i 2¢c_master_bus_rm_device () or i2c_del_master_bus (),
so that to release the underlying hardware.

Install 12C slave device I2C slave requires the configuration that specified by i 2¢c_slave_config_t:

e i2¢c_slave_config_t::i2c_port sets the I2C port used by the controller.

e i2¢c_slave_config t::sda_1io_numsets the GPIO number for serial data bus (SDA).

e i2c_slave_config_t::scl_io_numsets the GPIO number for serial clock bus (SCL).

e i2c_slave config_t::clk_source selects the source clock for I2C bus. The available clocks are
listed in 12¢c_clock_source_t. For the effect on power consumption of different clock source, please
refer to Power Management section.

e i2c_slave_config_t: :send_buf_depth sets the sending buffer length.

e i2c_slave_config_t::slave_addr sets the slave address

* i2c_master_bus_config_t::intr_priority Set the priority of the interrupt. If set to O , then
the driver will use a interrupt with low or medium priority (priority level may be one of 1,2 or 3), otherwise
use the priority indicated by 1 2c_master_bus_config_t::intr_priority Please use the number
form (1,2,3) , not the bitmask form ((1«1),(1«2),(1«3)). Please pay attention that once the interrupt priority is
set, it cannot be changed until i 2c_del_master_bus () is called.

e i2c_slave_config_t::addr_bit_len sets true if you need the slave to have a 10-bit address.

e i2c_slave_config_t::access_ram_en Settrue to enable the non-fifo mode. Thus the I2C data fifo
can be used as RAM, and double addressing will be synchronised opened.
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e i2c_slave_config_t::slave_unmatch_en Settrue to enable the slave unmatch interrupt. If mas-
ter send command address cannot match the slave address, and unmatch interrupt will be triggered.

Once the i2c_slave_config_t structure is populated with mandatory parameters, users can call
i2c_new_slave device () to allocate and initialize an I2C master bus. This function will return an 12C
bus handle if it runs correctly. Specifically, when there are no more I2C port available, this function will return
ESP_ERR_NOT_FOUND error.

i2c_slave_config_t i2c_slv_config = {
.addr_bit_len = I2C_ADDR_BIT_LEN_7,
.clk_source = I2C_CLK_SRC_DEFAULT,
.1i2c_port = TEST_I2C_PORT,
.send_buf_depth = 256,
.scl_io_num = I2C_SLAVE_SCL_IO,
.sda_io_num = I2C_SLAVE_SDA_IO,
.slave_addr = 0x58,

bi

i2c_slave_dev_handle_t slave_handle;
ESP_ERROR_CHECK (i2c_new_slave_device (&i2c_slv_config, &slave_handle));

Uninstall 12C slave device If a previously installed I2C bus is no longer needed, it’s recommended to recycle the
resource by calling i1 2c_del_slave device (), so that to release the underlying hardware.

I2C Master Controller After installing the i2c master driver by 1 2c_new_master_bus (), ESP32-P4 is ready
to communicate with other I2C devices. I2C APIs allow the standard transactions. Like the wave as follows:

Standard 12C Transaction Timing Diagram

—<+ Write address —P— j j -4 — Write data - - »—

D(Ao)-(ACK/ \_ D7 J po ack \_/

SDA

SCL -

I2C Master Write After installing I2C master bus successfully, you can simply call
i2c_master_transmit () to write data to the slave device. The principle of this function can be ex-
plained by following chart.

In order to organize the process, the driver uses a command link, that should be populated with a sequence of com-
mands and then passed to I2C controller for execution.

Master START || Device address | W Data STOP

Slave ACK ACK

&l 5: I2C master write to slave

Simple example for writing data to slave:

#define DATA LENGTH 100
i2c_master_bus_config_t i2c_mst_config = {
.clk_source = I2C_CLK_SRC_DEFAULT,

.i2c_port = I2C_PORT_NUM_O,
.scl_io_num = I2C_MASTER_SCL_IO,
.sda_io_num = I2C_MASTER_SDA_IO,

Q)
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.glitch_ignore_cnt = 7,
i

i2c_master_bus_handle_t bus_handle;

ESP_ERROR_CHECK (i2c_new_master_bus (&i2c_mst_config, &bus_handle));

i2c_device_config_t dev_cfg = {
.dev_addr_length = I2C_ADDR_BIT_LEN_7,
.device_address = 0x58,

.scl_speed_hz = 100000,
bi

i2c_master_dev_handle_t dev_handle;
ESP_ERROR_CHECK (i2c_master_bus_add_device (bus_handle, &dev_cfg, &dev_handle));

ESP_ERROR_CHECK (i2c_master_transmit (dev_handle, data_wr, DATA_LENGTH, -1));

I2C Master Read  After installing I2C master bus successfully, you can simply call 1 2c_master_receive ()
to read data from the slave device. The principle of this function can be explained by following chart.

Master START|| Device address | R

Slave |ACH|| Data | | Data |

&l 6: 12C master read from slave

Simple example for reading data from slave:

#define DATA LENGTH 100
i2c_master_bus_config_t i2c_mst_config = {
.clk_source = I2C_CLK_SRC_DEFAULT,

.i2c_port = I2C_PORT_NUM_O,

.scl_io_num = I2C_MASTER_SCL_IO,
.sda_io_num = I2C_MASTER_SDA_IO,
.glitch_ignore_cnt = 7,

bi

i2c_master_bus_handle_t bus_handle;

ESP_ERROR_CHECK (i2c_new_master_bus (&i2c_mst_config, &bus_handle));

i2c_device_config_t dev_cfg = {
.dev_addr_length = I2C_ADDR_BIT_LEN_7,
.device_address = 0x58,

.scl_speed_hz = 100000,
bi

i2c_master_dev_handle_t dev_handle;
ESP_ERROR_CHECK (i2c_master_bus_add_device (bus_handle, &dev_cfg, &dev_handle));

i2c_master_receive (dev_handle, data_rd, DATA_LENGTH, -1);

I2C Master Write and Read Some I2C device needs write configurations before reading data from it, therefore, an
interface called i1 2¢c_master_transmit_receive () canhelp. The principle of this function can be explained
by following chart.

Simple example for writing and reading from slave:
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Master START || Device address | W Data(write) START | Device address | R MNACK || STOP
Slave ACK Data(read)

& 7: 12C master write to slave and read from slave

i2c_device_config_t dev_cfg = {
.dev_addr_length = I2C_ADDR_BIT_LEN_7,
.device_address = 0x58,

.scl_speed_hz = 100000,
bi

i2c_master_dev_handle_t dev_handle;

ESP_ERROR_CHECK (i2c_master_bus_add_device (I2C_PORT_NUM_0, &dev_cfg, &dev_handle));
uint8_t buf[20] = {0x20};

uint8_t buffer([2];

ESP_ERROR_CHECK (12c_master_transmit_receive (dev_handle, buf, sizeof (buf), buffer, .
2, =1));

I2C Master Probe 12C driver can use i2c_master_probe () to detect whether the specific device has been
connected on I2C bus. If this function return ESP_OK, that means the device has been detected.

i %:  Pull-ups must be connected to the SCL and SDA pins when this function is called. If you get
ESP_ERR _TIMEOUT while xfer_timeout_ms was parsed correctly, you should check the pull-up resistors. If you
do not have proper resistors nearby, setting flags.enable_internal_pullup as true is also acceptable.

Master START | Device address | R STOP
Slave ACK

[4] 8: 12C master probe

Simple example for probing an 12C device:

i2c_master_bus_config_t i2c_mst_config_1 = {
.clk_source = I2C_CLK_SRC_DEFAULT,
.i2c_port = TEST_I2C_PORT,
.scl_io_num = I2C_MASTER_SCL_IO,
.sda_io_num = I2C_MASTER_SDA_IO,
.glitch_ignore_cnt = 7,
.flags.enable_internal_pullup = true,

bi

i2c_master_bus_handle_t bus_handle;

ESP_ERROR_CHECK (i2c_new_master_bus (&i2c_mst_config_1, &bus_handle));
ESP_ERROR_CHECK (i2c_master_probe (bus_handle, 0x22, -1));
ESP_ERROR_CHECK (i2c_del_master_bus (bus_handle));

I12C Slave Controller After installing the i2c slave driver by i1 2c_new_slave_device (), ESP32-P4 isready
to communicate with other I2C master as a slave.

I2C Slave Write The send buffer of the I2C slave is used as a FIFO to store the data to be sent. The data will
queue up until the master requests them. You can call 12¢c_slave_transmit () to transfer data.

Simple example for writing data to FIFO:
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uint8_t *data_wr = (uint8_t *) malloc (DATA_LENGTH) ;

i2c_slave_config_t i2c_slv_config = {
.addr_bit_len = I2C_ADDR_BIT_LEN_7, // 7-bit address
.clk_source = I2C_CLK_SRC_DEFAULT, // set the clock source
.i2c_port = 0, // set I2C port number
.send_buf_depth = 256, // set tx buffer length
.scl_io_num = 2, // SCL gpio number
.sda_io_num = 1, // SDA gpio number
.slave_addr = 0x58, // slave address

bi

i2c_bus_handle_t i2c_bus_handle;
ESP_ERROR_CHECK (i2c_new_slave_device (&i2c_slv_config, &i2c_bus_handle));
for (int i = 0; i < DATA_LENGTH; i++) {

data_wr[i] = 1i;

ESP_ERROR_CHECK (i2c_slave_transmit (i2c_bus_handle, data_wr, DATA_LENGTH, 10000));

I2C Slave Read Whenever the master writes data to the slave, the slave will automatically store data in the re-
ceive buffer. This allows the slave application to call the function i2¢c_slave_receive () as its own discre-
tion. As i12c_slave_receive () is designed as a non-blocking interface. So the user needs to register callback
i2c_slave_register_event_callbacks () to know when the receive has finished.

static IRAM_ATTR bool i2c_slave_rx_done_callback (i2c_slave_dev_handle_t channel, .
—const i2c_slave_rx_done_event_data_t *edata, wvoid *user_data)

{
BaseType_t high_task_wakeup = pdFALSE;

QueueHandle_t receive_qgqueue = (QueueHandle_t)user_data;
xQueueSendFromISR (receive_queue, edata, &high_task_wakeup);
return high_task_wakeup == pdTRUE;

3

uint8_t *data_rd = (uint8_t *) malloc (DATA_LENGTH) ;
uint32_t size_rd = 0;

i2c_slave_config_t i2c_slv_config = {
.addr_bit_len = I2C_ADDR_BIT_LEN_7,
.clk_source = I2C_CLK_SRC_DEFAULT,
.i2c_port = TEST_I2C_PORT,
.send_buf_depth = 256,
.scl_io_num = I2C_SLAVE_SCL_IO,
.sda_io_num = I2C_SLAVE_SDA_IO,
.slave_addr = 0x58,

bi

i2c_slave_dev_handle_t slave_handle;
ESP_ERROR_CHECK (i2c_new_slave_device (&i2c_slv_config, &slave_handle));

s_receive_queue = xQueueCreate(l, sizeof (i2c_slave_rx_done_event_data_t));
i2c_slave_event_callbacks_t cbs = {
.on_recv_done = i2c_slave_rx_done_callback,

bi
ESP_ERROR_CHECK (i2c_slave_register_event_callbacks (slave_handle, &cbs, s_receive_
—queue) ) ;

i2c_slave_rx_done_event_data_t rx_data;

ESP_ERROR_CHECK (i2c_slave_receive (slave_handle, data_rd, DATA_LENGTH)) ;
xQueueReceive (s_receive_qgqueue, &rx_data, pdMS_TO_TICKS (10000));

// Receive done.
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Put Data In I2C Slave RAM 12C slave fifo mentioned above can be used as RAM, which means user can access
the RAM directly via address fields. For example, writing data to the 3rd ram block with following graph. Before
using this, please note that 1 2c_slave config_t::access_ram_en needs to be set to true.

ard ram block

Master START || Device address | W 3 Data STOP
Slave ACK ACK ACK

& 9: Put data in I2C slave RAM

uint8_t data_rd[DATA_LENGTH_RAM] = {0};

i2c_slave_config_t i2c_slv_config = {
.addr_bit_len = I2C_ADDR_BIT_LEN_7,
.clk_source = I2C_CLK_SRC_DEFAULT,
.i2c_port = TEST_I2C_PORT,
.send_buf_depth = 256,
.scl_io_num = I2C_SLAVE_SCL_IO,
.sda_io_num = I2C_SLAVE_SDA_IO,
.slave_addr = 0x58,
.flags.access_ram_en = true,

bi
// Master write to slave.

i2c_slave_dev_handle_t slave_handle;

ESP_ERROR_CHECK (i2c_new_slave_device (&i2c_slv_config, &slave_handle));
ESP_ERROR_CHECK (i2c_slave_read_ram(slave_handle, 0x5, data_rd, DATA_LENGTH_RAM)) ;
ESP_ERROR_CHECK (i2c_del_slave_device (slave_handle));

Get Data From I2C Slave RAM Data can be stored in the RAM with a specific offset by the slave
controller, and the master can read this data directly via the RAM address. For example, if the data is
stored in 3rd ram block, master can read this data by following graph. Before using this, please note that
i2c_slave_config t::access_ram en needs to be set to true.

3rd ram block

Master START|| Device address | W 3 START|| Device address | R
s

& 10: Get data from I2C slave RAM

uint8_t data_wr [DATA_LENGTH_RAM] = {0};

i2c_slave_config_t i2c_slv_config = {
.addr_bit_len = I2C_ADDR_BIT_LEN_7,
.clk_source = I2C_CLK_SRC_DEFAULT,
.i2c_port = TEST_I2C_PORT,
.send_buf_depth = 256,
.scl_io_num = I2C_SLAVE_SCL_IO,
.sda_io_num = I2C_SLAVE_SDA_IO,
.slave_addr = 0x58,
.flags.access_ram_en = true,

bi

i2c_slave_dev_handle_t slave_handle;

QS
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(£ L£50)

ESP_ERROR_CHECK (i2c_new_slave_device (&i2c_slv_config, &slave_handle));
ESP_ERROR_CHECK (i2c_slave_write_ram(slave_handle, 0x2, data_wr, DATA_LENGTH_RAM)) ;
ESP_ERROR_CHECK (i2c_del_slave_device (slave_handle)) ;

Register Event Callbacks

I2C master callbacks When an I12C master bus triggers an interrupt, a specific event will be generated and notify
the CPU. If you have some functions that need to be called when those events occurred, you can hook your functions
to the ISR (Interrupt Service Routine) by calling 1 2c_master_register_event_callbacks (). Since
the registered callback functions are called in the interrupt context, user should ensure the callback function doesn’t
attempt to block (e.g. by making sure that only FreeRTOS APIs with I SR suffix are called from within the function).
The callback functions are required to return a boolean value, to tell the ISR whether a high priority task is woke up
by it.

I12C master event callbacks are listed in the 1 2¢c_master _event_callbacks_t.

Although I2C is a synchronous communication protocol, we also support asynchronous behavior by registering above
callback. In this way, I2C APIs will be non-blocking interface. But note that on the same bus, only one device can
adopt asynchronous operation.

H %:  12C master asynchronous transaction is still an experimental feature. (The issue is when asynchronous
transaction is very large, it will cause memory problem.)

* i2c_master_event_callbacks_t::on_recv_done sets a callback function for master
“transaction-done” event. The function prototype is declared in 12¢c_master_callback_t.

I12C slave callbacks When an I2C slave bus triggers an interrupt, a specific event will be generated and notify the
CPU. If you have some function that needs to be called when those events occurred, you can hook your function
to the ISR (Interrupt Service Routine) by calling i 2c_slave_register_event_callbacks (). Since the
registered callback functions are called in the interrupt context, user should ensure the callback function doesn’t
attempt to block (e.g. by making sure that only FreeRTOS APIs with I SR suffix are called from within the function).
The callback function has a boolean return value, to tell the caller whether a high priority task is woke up by it.

12C slave event callbacks are listed in the 1 2¢c_slave_event_callbacks_t.

e i2c slave event callbacks_t::on_recv_done sets a callback function for “receive-done”
event. The function prototype is declared in 1 2¢c_slave_received_callback_t.

Power Management If the controller clock source is selected to 72C_CLK_SRC_XTAL, then the driver won’t
install power management lock for it, which is more suitable for a low power application as long as the source clock
can still provide sufficient resolution.

IRAM Safe By default, the I2C interrupt will be deferred when the Cache is disabled for reasons like writing/erasing
Flash. Thus the event callback functions will not get executed in time, which is not expected in a real-time application.

There’s a Kconfig option CONFIG_I2C_ISR_IRAM_SAFE that will:

1. Enable the interrupt being serviced even when cache is disabled
2. Place all functions that used by the ISR into IRAM
3. Place driver object into DRAM (in case it’'s mapped to PSRAM by accident)

This will allow the interrupt to run while the cache is disabled but will come at the cost of increased IRAM consump-
tion.
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Thread Safety The factory function i2c_new_master_bus () and i2c_new_slave_device () are
guaranteed to be thread safe by the driver, which means, user can call them from different RTOS tasks without
protection by extra locks. Other public I2C APIs are not thread safe. which means the user should avoid calling them
from multiple tasks, if user strongly needs to call them in multiple tasks, please add extra lock.

Kconfig Options

e CONFIG_I2C_ISR_IRAM_SAFE controls whether the default ISR handler can work when cache is disabled,
see also IRAM Safe for more information.

e CONFIG_I2C_ENABLE_DEBUG_LOG is used to enable the debug log at the cost of increased firmware binary
size.

API Reference

Header File

e components/esp_driver_i2c/include/driver/i2c_master.h
¢ This header file can be included with:

’#include "driver/i2c_master.h"

 This header file is a part of the API provided by the esp_driver_i2c component. To declare that your
component depends on esp_driver_1i2c, add the following to your CMakeL.ists.txt:

’REQUIRES esp_driver_i2c ‘

or

’PRIV_REQUIRES esp_driver_i2c ‘

Functions
esp_err_t i2c_new_master_bus (const i2c_master_bus_config_t *bus_config, i2c_master_bus_handle_t
*ret_bus_handle)

Allocate an I2C master bus.

S

* bus_config -- [in] I2C master bus configuration.
* ret_bus_handle -- [out] I2C bus handle
Rl
» ESP_OK: I2C master bus initialized successfully.
* ESP_ERR_INVALID_ARG: I2C bus initialization failed because of invalid argument.
* ESP_ERR_NO_MEM: Create I2C bus failed because of out of memory.
e« ESP_ERR_NOT_FOUND: No more free bus.
esp_err_t i2c_master_bus_add_device (i2c_master_bus_handle_t bus_handle, const i2c_device_config_t
*dev_config, i2c_master_dev_handle_t *ret_handle)

Add I2C master BUS device.

S
* bus_handle -- [in] 12C bus handle.

* dev_config -- [in] device config.
e ret_handle -- [out] device handle.
B
* ESP_OK: Create I2C master device successfully.
e ESP_ERR_INVALID_ARG: I2C bus initialization failed because of invalid argument.
* ESP_ERR_NO_MEM: Create I2C bus failed because of out of memory.

esp_err_t i2c_del_master_bus (i2c_master_bus_handle_t bus_handle)

Deinitialize the I2C master bus and delete the handle.
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%% bus_handle -- [in] I2C bus handle.

R
¢ ESP_OK: Delete 12C bus success, otherwise, failed.
¢ Otherwise: Some module delete failed.

esp_err_t i2c_master_bus_rm_device (i2c_master_dev_handle_t handle)

I12C master bus delete device.

¥ handle -- i2c device handle
Bl
* ESP_OK: If device is successfully deleted.
esp_err_t i2c_master_transmit (i2c_master_dev_handle_t i2c_dev, const uint8_t *write_buffer, size_t
write_size, int xfer_timeout_ms)
Perform a write transaction on the I2C bus. The transaction will be undergoing until it finishes or it reaches
the timeout provided.

£41:: If a callback was registered with 12c_master_register_event_callbacks, the transaction
will be asynchronous, and thus, this function will return directly, without blocking. You will get finish infor-
mation from callback. Besides, data buffer should always be completely prepared when callback is registered,
otherwise, the data will get corrupt.

SH
e i2c_dev -- [in] 1I2C master device handle that created by
i2c_master_bus_add_device.
* write_buffer -- [in] Data bytes to send on the 12C bus.
* write_size -- [in] Size, in bytes, of the write buffer.
e xfer_timeout_ms -- [in] Wait timeout, in ms. Note: -1 means wait forever.
B

¢ ESP_OK: I2C master transmit success

* ESP_ERR_INVALID_ARG: I2C master transmit parameter invalid.

* ESP_ERR_TIMEOUT: Operation timeout(larger than xfer_timeout_ms) because the bus
is busy or hardware crash.

esp_err_t i2c_master_transmit_receive (i2c_master_dev_handle_t i2¢c_dev, const uint8_t
*write_buffer, size_t write_size, uint8_t *read_buffer, size_t
read_size, int xfer_timeout_ms)

Perform a write-read transaction on the I2C bus. The transaction will be undergoing until it finishes or it reaches
the timeout provided.

241z If a callback was registered with 12c_master_register_event_callbacks, the transaction
will be asynchronous, and thus, this function will return directly, without blocking. You will get finish infor-
mation from callback. Besides, data buffer should always be completely prepared when callback is registered,
otherwise, the data will get corrupt.

ZH
e i2c_dev -- [in] 1I2C master device handle that created by
i2c_master_bus_add_device.
* write_buffer -- [in] Data bytes to send on the 12C bus.
* write_size -- [in] Size, in bytes, of the write buffer.
* read_buffer -- [out] Data bytes received from i2c bus.
* read_size -- [in] Size, in bytes, of the read buffer.
* xfer_timeout_ms -- [in] Wait timeout, in ms. Note: -1 means wait forever.

¢ ESP_OK: I2C master transmit-receive success
* ESP_ERR_INVALID_ARG: I2C master transmit parameter invalid.
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* ESP_ERR_TIMEOUT: Operation timeout(larger than xfer_timeout_ms) because the bus
is busy or hardware crash.

esp_err_t i2c_master_receive (i2c_master_dev_handle_t i2c_dev, uint8_t *read_buffer, size_t read_size,
int xfer_timeout_ms)

Perform a read transaction on the I2C bus. The transaction will be undergoing until it finishes or it reaches the
timeout provided.

41z If a callback was registered with 12c_master_register_event_callbacks, the transaction
will be asynchronous, and thus, this function will return directly, without blocking. You will get finish infor-
mation from callback. Besides, data buffer should always be completely prepared when callback is registered,
otherwise, the data will get corrupt.

ZH
e i2c_dev -- [in] I2C master device handle that created by
i2c_master_bus_add_device.
* read_buffer -- [out] Data bytes received from i2c bus.
* read_size -- [in] Size, in bytes, of the read buffer.
e xfer_timeout_ms -- [in] Wait timeout, in ms. Note: -1 means wait forever.
B
¢ ESP_OK: I2C master receive success
* ESP_ERR_INVALID_ARG: I2C master receive parameter invalid.
* ESP_ERR_TIMEOUT: Operation timeout(larger than xfer_timeout_ms) because the bus
is busy or hardware crash.

esp_err_t i2c_master_probe (i2c_master_bus_handle_t bus_handle, uint16_t address, int xfer_timeout_ms)
Probe 12C address, if address is correct and ACK is received, this function will return ESP_OK.

Attention Pull-ups must be connected to the SCL and SDA pins when this function is called. If you
get ESP_ERR_TIMEOUT whilexfer_timeout_mswas parsed correctly, you should
check the pull-up resistors. If you do not have proper resistors
nearby. flags.enable_internal_pullup is also acceptable.

$41::  The principle of this function is to sent device address with a write command. If the device on your
12C bus, there would be an ACK signal and function returns ESP_OK. If the device is not on your I12C bus,
there would be a NACK signal and function returns ESP_ERR_NOT_FOUND. ESP_ERR_TIMEOUT is not
an expected failure, which indicated that the i2c probe not works properly, usually caused by pull-up resistors
not be connected properly. Suggestion check data on SDA/SCL line to see whether there is ACK/NACK signal
is on line when i2c probe function fails.

$41:: There are lots of 12C devices all over the world, we assume that not all I2C device support the behavior
like device_address+nack/ack. So, if the on line data is strange and no ack/nack got respond. Please
check the device datasheet.

S8
* bus_handle -- [in] I2C master device handle that created by
i2c_master_bus_add_device.
* address -- [in] I2C device address that you want to probe.
e xfer_timeout_ms -- [in] Wait timeout, in ms. Note: -1 means wait forever (Not
recommended in this function).

* ESP_OK: I2C device probe successfully
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* ESP_ERR_NOT_FOUND: I2C probe failed, doesn’t find the device with specific address
you gave.

e ESP_ERR_TIMEOUT: Operation timeout(larger than xfer_timeout_ms) because the bus
is busy or hardware crash.

esp_err_t i2c_master_register_event_callbacks (i2c_master_dev_handle_t i2¢_dev, const
i2c_master_event_callbacks_t *cbs, void
*user_data)

Register 12C transaction callbacks for a master device.

;. User can deregister a previously registered callback by calling this function and setting the callback

member in the cbs structure to NULL.

£51:: When CONFIG_I2C_ISR_IRAM_SAFE is enabled, the callback itself and functions called by it should
be placed in IRAM. The variables used in the function should be in the SRAM as well. The user_data

should also reside in SRAM.

£41:: If the callback is used for helping asynchronous transaction. On the same bus, only one device can be

used for performing asynchronous operation.

SH
e i2c_dev -- [in] 1I2C master device handle that created by
i2c_master_bus_add_device.
* cbs -- [in] Group of callback functions
* user_data -- [in] User data, which will be passed to callback functions directly
B
» ESP_OK: Set I2C transaction callbacks successfully
¢ ESP_ERR_INVALID_ARG: Set I12C transaction callbacks failed because of invalid ar-
gument
« ESP_FAIL: Set I2C transaction callbacks failed because of other error

esp_err_t i2c_master_bus_reset (i2c_master_bus_handle_t bus_handle)
Reset the I2C master bus.

%% bus_handle -- I2C bus handle.

P
¢ ESP_OK: Reset succeed.
e ESP_ERR_INVALID_ARG: I2C master bus handle is not initialized.
e Otherwise: Reset failed.

esp_err_t i2c_master_bus_wait_all_done (i2c_master_bus_handle_t bus_handle, int timeout_ms)
Wait for all pending I2C transactions done.
ZH
* bus_handle -- [in] I2C bus handle

* timeout_ms -- [in] Wait timeout, in ms. Specially, -1 means to wait forever.

B

ESP_OK: Flush transactions successfully

* ESP_ERR_INVALID_ARG: Flush transactions failed because of invalid argument
e ESP_ERR_TIMEOUT: Flush transactions failed because of timeout

e ESP_FAIL: Flush transactions failed because of other error

Structures
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struct i2c_master_bus_config_t

12C master bus specific configurations.

Public Members

i2c_port_num_t i2c_port

12C port number, —1 for auto selecting, (not include LP I2C instance)

gpio_num_t sda_io_num
GPIO number of I12C SDA signal, pulled-up internally

gpio_num_t scl_io_num
GPIO number of 12C SCL signal, pulled-up internally

i2c_clock_source_t clk_source

Clock source of 12C master bus

Ip_i2c_clock_source_t 1p_source_clk

LP_UART source clock selection

uint§_t glitch_ignore_cnt

If the glitch period on the line is less than this value, it can be filtered out, typically value is 7 (unit: 12C
module clock cycle)

int intr_priority

12C interrupt priority, if set to 0,