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This document contains information on the EFR32FG28 errata. The latest available revision of this device is revision A.
Errata that have been resolved remain documented and can be referenced for previous revisions of this device.

The device data sheet explains how to identify the chip revision, either from the package marking or electronically.

Errata effective date: June, 2025.
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EFR32FG28 Errata
Errata Summary

1. Errata Summary

The following table lists all the known and unresolved errata for the EFR32FG28.

Table 1.1. Errata Overview

Designator Title/Problem Workaround Exists on
Revision
Exists
A
LCD_E301 LOADBUSY Status Goes Inactive Early With Prescaled Clock Yes X
SE_E302 DPA Countermeasure Unavailable for Some Operations Yes X
USART_E304 PRS Transmit Unavailable in Synchronous Secondary Mode No X
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EFR32FG28 Errata

2. Current Errata Descriptions

2.1 LCD_E301 — LOADBUSY Status Goes Inactive Early With Prescaled Clock

Description of Errata

The LCD_STATUS_LOADBUSY bit erroneously reports completion of writes to the LCD_BACTRL, LCD_AREGA, LCD_AREGB, and
LCD_SEGDn registers before synchronization is complete when LCD_CTRL_PRESCALE > 3.

Affected Conditions / Impacts

If LOADBUSY is used to gate consecutive writes to one of the affected registers, only the data associated with the last write is guaran-
teed to be latched into the register.

Workaround

For each write to one of the affected registers, insert a delay equal to LCD_CTRL_PRESCALE + fi cpcLk after LOADBUSY transitions
from 1 to 0 before issuing the next write to the same register.

Note: LOADBUSY reports when data written from the PCLK register domain into the LCD controller's low-frequency clock domain has
been synchronized. It does not indicate when data written into one of the affected registers is actually driven on the LCD controller
pins.

In cases where writes to these registers, such as LCD_SEGDn, are intended to have the change in pin state be observable on the
connected display, LOADBUSY should not be used to gate consecutive writes. Instead, the CPU should issue the register write and
wait to issue the next write until a display update event or frame counter update event occurs as reported by the LCD_IF register
DISPLAY or FC flag bits. Interrupts associated with these flags can and should be enabled in such cases to minimize energy use by
keeping the CPU in a low-energy mode (e.g., EM2) between such consecutive register writes.

Resolution

There is currently no resolution for this issue.

2.2 SE_E302 - DPA Countermeasure Unavailable for Some Operations

Description of Errata

Differential power analysis (DPA) countermeasures for ECDH on Curve25519, ECDH on Curve448, and EdDSA signing on
Curve25519 are unavailable due to a lack of hardware support on all Series 2 devices with a Hardware Secure Engine (HSE).

Affected Conditions / Impacts

A successful DPA attack may be possible if the impacted algorithms are implemented in a customer's product. However, a DPA attack
is not an easy/straightforward attack as it requires specific equipment, many traces, physical access to the device, and some control
over device operation.

If a successful DPA attack occurs, an attacker may be able to gain access to confidential information, such as private keys or encryp-
ted communications between devices.

Workaround

No fix is available to provide the affected DPA countermeasures on Series 2 devices. Refer to Security Advisory A-00000534 for miti-
gation recommendations, which include refreshing key pairs or using a key pair only once to reduce the risk of a successful DPA at-
tack.

Resolution

There is currently no resolution for this issue.
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2.3 USART_E304 — PRS Transmit Unavailable in Synchronous Secondary Mode

Description of Errata

When the USART is configured for synchronous secondary operation, the transmit output (MISO) is not driven if the signal is routed to
a pin using the PRS producer (e.g., SOURCESEL = 0x20 and SIGSEL = 0x4 for USARTO).

Affected Conditions / Impacts

Systems cannot operate the USART in synchronous secondary mode if the PRS is used to route the transmit output to the RX (MISO)
pin. Operation is not affected in main mode when the transmit output is routed to the TX (MOSI) pin using the PRS producer nor is
operation affected in any mode when the GPIO_USARTn_RXROUTE and GPIO_USARTn_TXROUTE registers are used.

Workaround

There is currently no workaround for this issue.

Resolution

There is currently no resolution for this issue.
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3. Revision History

Revision 0.2

June, 2025
» Added SE_E302.
* Added USART_E304.

Revision 0.1

February, 2023
 Initial release.
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does not imply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
all express and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32¢, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect , n-Link, EZLink®, EZRadio®, EZRadioPRO®, Gecko®,
Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio® Telegesis, the Telegesis Logo®, USBXpress® , Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others are
trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis aregistered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.
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