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valk),

ATY7T1: BRI EEEIZFIVO OMNO—S0REOEBZ > TOJALETE
BZEICR2TRNSYFITEET,

# show clock

ATV T 2OARATLABHICK > TEHSNBELSICAMNO—FD/NY 77 H 5 EB Syslog 7' 5
Syslog ZEHTTE V. ChEFEZATLARESIVCIS—ICEVE1—%2, ELHNIFEHELE
9,

# show logging

ATYT EDTNY TRETERMIC BBIAESHHERLTTE L,

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

EUVAREATVWAIRHBZERZBEThBENL—ANMZR—TINITB 2 12%4 (MAC 7 K
LA, IP7RLAE)ICHESIXNTO7OCLADTNY T LRILETREEF AT WEC
EEBKRLET, ChBOJOFEEEBMLET., #O2TTITATILTFNYILABVE

E, INTOFRHZIITIBDEZHRLERT

ATYVTATARDTOMACT RLAZRETDCERATY T 3OHRKFELT, RELFT
BEDMAC 7 RLAD=HDEREHERELZLARIL RL—RAZVAREATVEREATLL,

# show logging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file
always-on-<FILENAME. txt>



Y23l T UV ERRIBDIEN TERIREBFABTFTPY—NICT7 7/ I)Ll2E—
TEET,

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>
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BEESNEZE (VAT ROMACT RLAZDER ) EHEBEICERALTVWSIXNTO7 Ot
ACTFNYT LRI RL—AEZRBIIERBF/ETNYVF U IBKREF Y TFYEETIT147
B(RA) NL—RZEMIC §HENTEEXT, FUEFREFNYFUITEZBMCTRLEHIC,

ROFIEICH>TTFEV,

ATY T 5ZILETITFNY TREEMC ThEFTEIELBEVWTTZLV,

# clear platform condition all
ATYTERULEVERSCEEBRISATNMACT RLADEOOFINY J&GZ2EM
I LTHREL,

chiE 309 (1800 % ) DEODORMBEIAEMACT RLAZEEITZEHICHKRIZZMLUE
T, 2085978494 METICA T > a > TSEZEMTEET,

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

FEBOOTAT O RNE—EBILERTZLEHIC. FINYIT MACTRLAZEDDAYL
A MAC <aaaa.bbbb.cccc> X REZETLTTEL,

E: TN THERTRENLEUBRTHDLHICRBT/NY 77U T EhD0T, B—3F)lt
YIAVDITATURNTITAETAOENERE A,

ATYZTERLEVERSBENBEZBE LTTEL,
ATYT 8 TF7AINIARECHAEEZAKEENBRBL TV SAICEAEN BR Th355T/\Y
JEFELELTTEW,

# no debug wireless mac <aaaa.bbbb.cccc>
EZAFEAIBBIAINELETFNY T DAVLANEFELLES, 9800 WLC FHEeTOO—H)L
774N 2ERLET:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log



ATYZTIOMACTRLATITAETADTI7ANEEDTTEV, AHHF—NICEESH
NDIE—RABRML—R log TR EEOH N ZEERTIDLEHICTEET,

RANL—AT77A4ILOREZFIVILTTFEL

# dir bootflash: | inc ra_trace

HBY—NICT7 74 Z2IE—LTTE L

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek Month_Day year.log
tftp://a.b.c.d/ra-FILENAME. txt

ATV ERTRTS:

# more bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

ATY710: REANBRENTNTEHASATRABAVEE, FNYIT LRI OTOKN)ZL<D
AEBEE1I-TH2HBAOTZ2EHTTEV, BRICEHSHh, ABTRESALTNAYIT OO
TRAULEDOFLVEGTRTHATVWARERBICVZA T NEZBETNY IR HBERH)EEA

o

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> }
to-file ra-internal-<FILENAME>.txt

ECOONYREARINTOZ7OLAOINTOOT LRILDEHORNL—AZRL
ABYRETT, ChSORL—AZEB> THEMZHITDHKSIC Cisco TAC 2E1TL T
L

AEH—/NCEBE S5 A DI — ra-internal-FILENAME .txt £ - BEEO B D ZEERRTD LD
ICTEEXT,

ABH—NCT77A4)2E—LTTFE LN

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

ATV ERRTS:

# more bootflash:ra-internal-<FILENAME>.txt

ATY 7T MNTFTNY TREZBBRVWTTE L,

# clear platform condition all
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [auth-mgr] [27915]: UUID: 100000000015b, ra: 15,
(info): [e4Db3.1851.90ff:capwap_90800003] Authc failure from WebAuth, Auth event fail
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- DZAT U NREMBERBEHEEAL TLELEA
- 9800 WLC TEZRENBT 7 A KFFA XY RI—IFBUEEA
EXSNBIMRE
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GUI :

RXXE > Security > AAA> AAA XV Y RUZA BN > FAINOFES — K& 2 S ® parametes T > +
wLLWEFTOARXZEBML, ERLET,

Quick Setup: AAA Authorization %

Method List Name* default ‘

Type* | network v ‘

Group Type ‘ local v ‘

Avallable Server Groups Assigned Server Groups

radius
Idap

tacacs+ -
ISF-KOG-grn

=| Save & Apply to Device

CLI :

# config t
# aaa authorization network default local

94T MERVS—TO7 7L TEBENDEDE VLAN FEVOTERTEEREA

mbg

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm] [25054]: UUID: 1000000000019, ra: 15, (ERR):
EPM_PLUGIN_VLAN_ERR: [HDL = 0x0] Unable to get active_feature_ctx for vlan group name YYYY/DD/MM
HH:MM:SS.xxx {wncd_x _R0-0}{1}: [sanet-shim-miscellaneous] [25054]: UUID: 1000000000019, ra: 15,
(ERR) : MAC: 0874.0277.1345 Error in fetching vlans YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}:
[sanet-shim-miscellaneous] [25054]: UUID: 1000000000019, ra: 15, (ERR): MAC: 0874.0277.1345
building Mobile Announce Vlanid payload failed
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WLAN [CEIW HTShBRVS— TO7 7ML TERENDEME VLAN 'H U KL A
PRRE

1. EQRIV—=TATFANB VAT ML > TERAETNDABELTTE L,
GUI :

EZRVINOFET—R>DALVYLA>DFZAFT>N>Client¥>9F4F> b
Propertiese (MAC 7 RLAZFERALTVAIREDIZA T RNDEHOOAT IV ORE)

i Client

General QOS Statistics ATF Statistics Mobility History
Clients Sleeping Clients Excluded Clients —_—
[& Dashboard . : . .
Client Properties AP Properties Security Information Clie
——
Monitoring MAC Address 0002.3015.0115
IPV4 Address 2.2.160.103
Total Client(s) in the Network: 5 User Name wpa2p@p
Client MAC Address IPv4/IPV6 Address v APNam clicy Profile default-policy-profie
: " Flex Profile NIA
v/ 00:0a:ab:15:01:f5 Show items with value that: karlcis,.| .
: \s equal 1o . . Wireless LAN Id Fa
00:0a:ab:15:01:f6 karlcisn Wireless LAN Name peap-ssid
aaaa.bbbb.cced
00:0a:ab:15:01:f7 karicisn BSSID 000a.ad00.fc01
00:0a:ab:15:01:8 kerlcisn|  Uptime(sec) 5807 seconds
) CCX version 5
00:0a:ab:15:01:f9 2.2.160.105 karlcisn
E2E Version 0
1 n
# show wireless client mac-address <aaaa.bbbb.cccc> detail | inc Policy Profile

Policy Profile : default-policy-profile

2.EQOVLANDYFOR)S—7O77AIICE) HTENBHERLTTEL,
GUI :

RE > BIANOFETF—RNRETAT 7 AN >RIZ—>RUZ— Profile 5l > P OEARI S

Policy Profile Edit Policy Profile

Q Search Menu ltems

J Dashboard
WLAN Local Profiling
Monitor‘ing Policy Profile Name v  Description
i { HTTP TLV Cachi
S Configuration 1 10 : RADIUS Profiling
¢ Administration DHCP TLV Caching
: Local Subscriber Policy Name v
“ Troubleshooting
VLAN
VLAN/VLAN Group VLANZ2686 v
Multicast VLAN Enter Multicast VLAN

CLI :



# show wireless profile policy detailed default-policy-profile | inc VLAN
VLAN : VLAN2686

3. VLAN /N5 X—%(Z VLAN ZEINFHD VLANID BRBS RETIOT A THHBDE #RHRALT
T L\,
GUI :

ERJE > Layer2 > VLAN > VLAN \ D FE 4 — K~

Q, Search Menu ltems VLAN

. SV VLAN VLAN Group
— Dashboard e

7<) Monitoring

-l\'_\.) Configuration VLAN ID v Name v Status
S : 1 default active
Administration
210 VLANO210 active
Troubleshooting 2600 VLANZE00 active
2601 VLANZ601 active
2602 VLANZ602 active
2686 VLANZ2E86 active
CLI :
# show vlan brief
VLAN Name Status Ports
1 default active Te0/0/2, Te0/0/3
210 VLAN0210 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Name Status Ports
2600 VLAN2600 active
2601 VLAN2601 active
2602 VLAN2602 active
2686 VLAN2686 active

HE:VLAN BRINMEAET N2 BE, ANF/PXFOXBIAFBHNEIH>TThETITE
show vlan briefcommand TRS5h2ELU 1 #FBL TTFE L\,

4XEBIZISUTVLAN ZEEL TTE W,
GUI :

RE>ZIRETO7F7AN>RII—>RUI—Profile 5l > PUEARUS—ICR>TFHE
#—h L. VLAN ZBEEL TF& WL



CLI :

# config t

# wireless profile policy default-policy-profile
# shutdown # vlan <vlan-# or vlan-name>

# no shutdown
9

AT NEMES ENAT—RFIRETERTER LA

a6l

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-keymgmt] [27782]: UUID: 1000000000088, ra: 15,
(ERR) : MAC: e4b3.187c.3058 Keymgmt: Failed to validate eapol mic. MIC mismatch. YYYY/DD/MM
HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-keymgmt] [27782]: UUID: 1000000000088, ra: 15, (ERR):
MAC: e4b3.187c¢.3058 Keymgmt: Failed to validate eapol key m2. MIC validation failed

RE
DZAT > NERE>IZNAD—RZASDLTVET
EXSNhBERE
L EES5PDNAT—REZIV RKRAV N FNAABELTTE WV
-SSID ODNAT—RZEELTTZW
GUI :

RIE > 4 VLA >WLAN > WLAN X—LA > Security > Layer2 ICFES— K~ L, NAT—R%Z
BELTTEL,



2y Search Menu tems WIRELESS N Edlt WLAN

. ; . Mumber of WLANS s
Z) Monitoring |
Name Layer 2 Security Mode WEA = WEAZ v

s, Configuration

SR as MAC Filtering

wiebauth-ceart

Administration Protected Management Frame
rac-auth

' Troubleshooting pek-new

peap-ssid PMF Disablad v

1
WPA Parameters

WPA Palicy

WPAZ Policy v

WPAZ Encryption AES(CCMP128) [/
CCMP256
GCMP128
GCMP256

Auth Key Mgmt PSK v

PSK Format ASCI =

Pre=Shared Key | e

CLI :

# config t

# wlan <wlan-name>

# shut

# security wpa psk set-key ascii 0 <clear-text-password>
# no shut

9

FAT > NEEHRTE RADIUS ICk 2 TER €ha ACL /DT 9800 WLC THE LEEA

mhgt

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [epm-acl] [8104]: (ERR): ACL acl-sent-by-ise is
missing in configuration for mac e4b3.187c.3058

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm-acl] [8104]: (ERR): Unable to parse EPM
attributes

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet App Event
EV_PLUGIN_CONF

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [epm] [8104]: (ERR): Error in activating feature (EPM
ACL PLUG-IN)



EPM Data Base:
Number of Authz_info: 2
Authz info 1 details
Number of feat info: 2, State: Success, Priority: 254
EPM Vlan PLUG-IN Status: Success
VLAN Group: VLAN2602
VLAN-ID: 2602
SM Reauth PLUG-IN Status: Success
Authz info 2 details
Number of feat info: 4, State: Fail, Priority: 100
EPM MISC PLUG-IN Status: Success
Anchor Vlan: 0
EPM ACL PLUG-IN Status: Activate Failure
SM ACCOUNTING PLUG-IN Status: Success
linksec Status: Success

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [9800 WLC-infra-evg-1ib] [8104]: (note): already
started radioactive trace on key:[e4b3.187c.3058]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8104]: (info): Sanet App Event
EV_SVM_APPLY_UP_FAIL

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):
[edb3.187c.3058:capwap_90000003] SM unable to apply User Profile for 0x1A000004 - 'Subsystem(4)'
detected the 'fatal' condition 'Code(47)'

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):

[e4b3.187c.3058:capwap_90000003] Unable to process authc result for 0x1A000004 - success
handling failed

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ: AUTH_MGR_MQ,
message:3

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8104]: (ERR): MAC: e4b3.187c.3058
client authz result: FAILURE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-exclusion] [8104]: (info): MAC:

e4b3.187¢c.3058 Add client to exclusionlist, sending ipc to add client to client exclusion
table, reason: ACL failure, timeout: 60, AP: MAC: f07f.06ee.f590

RHE
RADIUSH—/NIZC &k 2 T%EE chd ACL [ 9800 WLC THEE LEBA
EZOSNDBRE

. ¥EBR ACL B £I£ET 3 1% IC RADIUSH—NBEEBEEL TFE L)
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [epm] [8104]: (ERR): Error in activating feature (EPM
Vlan PLUG-IN)

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [wncd_0] [8104]: (info): Sanet App Event EV_START_ CALL
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [9800 WLC-infra-evqg] [8104]: (ERR):

EPM Data Base:

Number of Authz_info: 2

Authz info 1 details

Number of feat info: 2, State: Success, Priority: 254
EPM Vlan PLUG-IN Status: Conflict

SM Reauth PLUG-IN Status: Success

Authz info 2 details

Number of feat info: 4, State: Activate, Priority: 100



EPM MISC PLUG-IN Status: Success

Anchor Vlan: 0

SM ACCOUNTING PLUG-IN Status: Success

EPM Vlan PLUG-IN Status: Activate Failure
VLAN Group: vlan-sent-by-ise

VLAN-ID: O

linksec Status: Success

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8104]: (info): Sanet App Event

EV_SVM_APPLY UP_FAIL

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):
[edDb3.187c.3058:capwap_90000003] SM unable to apply User Profile for 0x0OE000005 - 'Subsystem(4)'
detected the 'fatal' condition 'Code(47)'

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [auth-mgr] [8104]: (ERR):

[e4b3.187c.3058:capwap_90000003] Unable to process authc result for 0x0E000005 - success
handling failed

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ: AUTH_MGR_MQ,
message:3

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8104]: (ERR): MAC: e4b3.187c.3058
client authz result: FAILURE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-exclusion] [8104]: (info): MAC: e4b3.187c.3058

Add client to exclusionlist, sending ipc to add client to client exclusion table, reason: VLAN
failure, timeout: 60, AP: MAC: f07f.06ee.f590

RHE
RADIUSH —/NIZ &k 2 TEE € VLAN [F 9800 WLC TFE LEBA
EZOSNDBRE

. #EPR VLAN name/ID %€ 5% RADIUSH—N\BREZBEEL TTE W
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [9800 WLC-infra-evqg] [8522]: (note): Mcast: Sent L2
MGID 2602 DEL to AP vap_id 2

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [apmgr-bssid] [8522]: (ERR): 00c8.8b26.d790 Radio:0
BSSID:1 - Bssid ifid is not created so no need to push data to fman

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 5, CO_CLIENT DELETE_REASON_BSSID_DOWN, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_BSSID_DOWN

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [8522]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [9800 WLC-gos-client] [8522]: (ERR): MAC:
e4b3.187¢c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [multicast-main] [8522]: (info): MAC: e4b3.187c.3058
No Flex/Fabric main record exists for client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [client-iplearn] [8522]: (info): MAC: e4b3.187c.3058
IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_ DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:

e4b3.187¢.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[O]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000001



YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-transition] [8522]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_ DELETE_PROCESSED_ TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-client] [8522]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-0}{1}: [wncd_0] [8522]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [auth-mgr] [8522]: (info):

[e4b3.187c.3058:capwap_90000003] Disconnect request from SANET-SHIM (12) for e4b3.187c.3058 /
0xfb6000001 - term: service-unavailable, abort: Unknown, disc: session disconnect

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
timeout 0 1800 (0x708) 1

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8522]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK_AUTH_DONE -> S_SANET_ DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT_DEAUTH_REASON_ADMIN_RESET delete reason: 5,
CO_CLIENT DELETE_REASON_BSSID_DOWN.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT1l_DELETED
B&
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o

FRRE
CHIFEEZEET, SSID TEEHNAERFICARVS—TO7 7N 2L ZBITTT,
FHT XY RI—UNSHBRANBISA TR

a7l

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 12, CO_CLIENT_ DELETE_REASON_ADMIN_RESET, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:

e4b3.187¢c.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[O]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [8522]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT DELETE_REASON_ADMIN_ RESET

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [8522]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [9800 WLC-gos-client] [8522]: (ERR): MAC:
ed4b3.187c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [multicast-main] [8522]: (info): MAC: e4b3.187c.3058
No Flex/Fabric main record exists for client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [client-iplearn] [8522]: (info): MAC: e4b3.187c.3058
IP-learn state transition: S_IPLEARN_COMPLETE -> S_TIPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [mm-transition] [8522]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [mm-client] [8522]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-0}{1}: [wncd_0] [8522]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [auth-mgr] [8522]: (info):

[e4Db3.187c.3058:capwap_90000003] Disconnect request from SANET-SHIM (12) for e4b3.187c.3058 /
0x30000003 - term: admin-reset, abort: Unknown, disc: session disconnect



YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
timeout 0 1800 (0x708) 1

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-auth] [8522]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK_AUTH_DONE -> S_SANET_ DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 Sent
deauth to client, deauth reason: 252, CLIENT DEAUTH_REASON_ADMIN_RESET delete reason: 12,
CO_CLIENT DELETE_REASON_ADMIN_ RESET.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dotll] [8522]: (info): MAC: e4b3.187c.3058 DOT11l
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED
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# wireless client mac-address aaaa.bbbb.cccc deauthenticate
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [errmsg] [8681]: (note): %$DOT1X-5-FAIL: Authentication
failed for client (0874.0277.1345) with reason (Timeout) on Interface capwap_90800003
AuditSessionID 34AD580A0000000D7F735399

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Authc failure from DotlX, Auth event timeout

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] (Re)try failed method DotlX - 0874.0277.1345

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Retrying (count 3) method dotlx

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-orch-sm] [8681]: (info): MAC: 0874.0277.1345
Deleting the client, reason: 7, CO_CLIENT_DELETE_REASON_CONNECT_TIMEOUT, Client state
S_CO_L2_AUTH_IN_PROGRESS



YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-sm] [8681]: (note): MAC: 0874.0277.1345
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_CONNECT_ TIMEOUT

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-state] [8681]: (note): MAC:
0874.0277.1345 Client state transition: S_CO_L2_AUTH_IN_PROGRESS -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [mm-transition] [8681]: (info): MAC: 0874.0277.1345

MMIF FSM transition: S_MA_INIT -> S_MA_LOCAL_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [mm-client] [8681]: (ERR): MAC: 0874.0277.1345 Client
not present in DB. Responding to CO with Delete Ack

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [auth-mgr] [8681]: (info):

[0874.0277.1345:capwap_90800003] Disconnect request from SANET-SHIM (12) for 0874.0277.1345 /
0x30000003 - term: supplicant-restart, abort: Unknown, disc: authorization failure

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_AUTHIF_DOT1XAUTH_PENDING -> S_SANET_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [dotll] [8681]: (info): MAC: 0874.0277.1345 Sent

deauth to client, deauth reason: 252, CLIENT DEAUTH_REASON_ADMIN_RESET delete reason: 7,
CO_CLIENT_DELETE_REASON_CONNECT_TIMEOUT.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [dotll] [8681]: (info): MAC: 0874.0277.1345 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT11l_DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345

Client auth-interface state transition: S_SANET_DELETE_IN_PROGRESS -> S_AUTHIF_DELETED
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet eventQ: EAP_CORE_MQ,
message:2

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-state] [8681]: (note): MAC:

0874.0277.1345 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED
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CLI :

# config t
# wireless security dotlx request retries <0-20>
# wireless security dotlx timeout <1-120 seconds>

GUI :
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [apmgr-capwap-config] [8621]: (info): f07f.06ee.f590



Radio: 1 is Operationally DOWN.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [apmgr-db] [8621]: (note): MAC: f07f.06ee.f590 Radio 1
is disabled, on receiving change state event message from AP
YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [radio-history-reset] [8621]: (info): Radio reset of

the AP f07f.06ee.f590 Slot:1 Band:802.1la due to Cause:0, Detailed Cause : 56 - Interface UP for
Channel Change

YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:
e4b3.187¢.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[1]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 5, CO_CLIENT DELETE_REASON_BSSID_DOWN, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_BSSID_DOWN

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8621]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-1}{1}: [dpath_svc] [8621]: (note): MAC: e4b3.187c.3058 Client

datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_RO0-1}{1}: [mm-transition] [8621]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [mm-client] [8621]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0O-1}{1}: [wncd_1] [8621]: (info): Sanet App Event
EV_SESSION_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO0-1}{1}: [auth-mgr] [8621]: (info):

[e4db3.187c.3058:capwap_90400003] Disconnect request from SANET-SHIM (12) for e4b3.187c.3058 /
0x£f89000008 - term: service-unavailable, abort: Unknown, disc: session disconnect

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO0-1}{1}: [client-auth] [8621]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK AUTH_DONE -> S_SANET_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT_DEAUTH_REASON_ADMIN_RESET delete reason: 5,
CO_CLIENT_DELETE_REASON_BSSID_DOWN.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x RO-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT1l_DELETED
BE

VAT R BEENLETFYRILDERICEEFITISNLER)VEY MEBIERIT AP IC&
Vo

EXAShBBRE

cCNEEEESTT
L EDNDEN) TIBOOWLC A F Y RIINBERITHRSCENTEDNRETDAEEN BHYE
+
CLI :

# config t
# ap dotll { 5ghz | 24ghz } rrm channel dca interval <0-24>

Valid values 1,2,3,4,6,8,12 and 24 hours, 0 = 10 minutes (default)

GUI :
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Authc failure from WebAuth, Auth event no-response

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet eventQ: AUTH_MGR_MQ,
message: 6

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_AUTHC_FAILED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] AUTHC_FAIL - unauthorize by default

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [9800 WLC-infra-evqg] [8681]: (ERR): Authc failure for

mac 0874.0277.1345, username , audit session id 34AD580A0000000E7FFA4ED8, Failure reason: No
Response from Client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Signalling Authc fail for client 0874.0277.1345
YYYY/DD/MM HH:MM:SS.xxxX {wncd_x_R0-2}{1}: [errmsg] [8681]: (note): %SESSION_MGR-5-FAIL:

Authorization failed or unapplied for client (0874.0277.1345) on Interface capwap_90800003
AuditSessionID 34AD580A0000000E7FFA4ED8. Failure reason: Authc fail. Authc failure reason: No
Response from Client.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [auth-mgr] [8681]: (info):
[0874.0277.1345:capwap_90800003] Authz failed/unapplied for 0x08000004 (0874.0277.1345), method:
webauth. Signal switch PI.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_AUTHZ_FAILED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_AUTHIF_WEBAUTH_ PENDING -> S_AUTHIF WEBAUTH_PENDING
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (ERR): MAC: 0874.0277.1345 L3
Authentication FAIL.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_AUTHIF_ WEBAUTH_PENDING -> S _WAIT_ FOR_CO_DELETE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [9800 WLC-infra-evqg] [8681]: (ERR): WLAN profile =
prof-name, Policy profile = default-policy-profile, AP name = AP1702-05
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-sm] [8681]: (info): MAC: 0874.0277.1345

Deleting the client, reason: 0, CO_CLIENT_DELETE_REASON_NONE, Client state
S_CO_L3_AUTH_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-sm] [8681]: (note): MAC: 0874.0277.1345
Client delete initiated. Reason: CO_CLIENT DELETE_REASON_NONE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-orch-state] [8681]: (note): MAC:
0874.0277.1345 Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [9800 WLC-gos-client] [8681]: (ERR): MAC:
0874.0277.1345 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [multicast-main] [8681]: (info): MAC: 0874.0277.1345
No Flex/Fabric main record exists for client
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [client-iplearn] [8681]: (info): MAC: 0874.0277.1345

IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [dpath_svc] [8681]: (note): MAC: 0874.0277.1345 Client
datapath entry deleted for ifid 0xfa0000002

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [mm-transition] [8681]: (info): MAC: 0874.0277.1345
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [mm-client] [8681]: (ERR): MAC: 0874.0277.1345 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event
EV_SESSION_DELETE
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [auth-mgr] [8681]: (info):

[0874.0277.1345:capwap_90800003] Disconnect request from SANET-SHIM (12) for 0874.0277.1345 /
0x08000004 - term: none, abort: Unknown, disc: (default)

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute



timeout 0 1800 (0x708) ]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [client-auth] [8681]: (info): MAC: 0874.0277.1345
Client auth-interface state transition: S_WAIT FOR_CO_DELETE -> S_SANET_DELETE_IN_PROGRESS
YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-0}{1}: [mm-transition] [19496]: (info): MAC:

0874.0277.1345 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[2]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-2}{1}: [dotll] [8681]: (info): MAC: 0874.0277.1345 DOT11
state transition: S_DOT11_ASSOCIATED -> S_DOT1l_DELETED
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_AUTHIF_PSK AUTH_DONE -> S_SANET DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (info): MAC: e4b3.187c.3058
Deleting the client, reason: 23, CO_CLIENT_ DELETE_REASON_SESSION_TIMEOUT, Client state S_CO_RUN
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8621]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_SESSION_TIMEOUT

YYYY/DD/MM HH:MM:SS.xxx {mobilityd R0-03}{1}: [mm-transition] [19496]: (info): MAC:

ed4b3.187c.3058 MMFSM transition: S_MC_RUN -> S_MC_HANDOFF_END_RCVD_TR on E_MC_HANDOFF_END_RCVD
from WNCD[1]

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8621]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [9800 WLC-gos-client] [8621]: (ERR): MAC:
e4b3.187c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [multicast-main] [8621]: (info): MAC: e4b3.187c.3058
No Flex/Fabric main record exists for client

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-iplearn] [8621]: (info): MAC: e4b3.187c.3058
IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_RO0-1}{1}: [dpath_svc] [8621]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000001

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [mm-transition] [8621]: (info): MAC: e4b3.187c.3058
MMIF FSM transition: S_MA_LOCAL -> S_MA_DELETE_PROCESSED_TR on E_MA_CO_DELETE_RCVD

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [mm-client] [8621]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC: e4b3.187c.3058
Client auth-interface state transition: S_SANET_DELETED -> S_AUTHIF_DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 Sent

deauth to client, deauth reason: 252, CLIENT_DEAUTH_REASON_ADMIN_RESET delete reason: 23,
CO_CLIENT DELETE_REASON_SESSION_TIMEOUT.

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [dotll] [8621]: (info): MAC: e4b3.187c.3058 DOT11l
state transition: S_DOT11_ASSOCIATED -> S_DOT11_DELETED
YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8621]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED
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CLI :

# config t

# wireless profile policy <policy-profile-name>
# shutdow

# session-timeout <20-86400 seconds>

# no shutdown

GUI ;
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_MN_IDLE_TIMEOUT

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [9800 WLC-gos-client] [7807]: (ERR): MAC:
e4b3.187¢c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000002

YYYY/DD/MM HH:MM:SS.xxx {wncd_x R0-0}{1}: [mm-client] [7807]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:

e4b3.187c.3058 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED

RA

DZATNETARILEALTIN REENI: BRADKNZ 74V (AT BRNT T4V D
Z)EfE LEEBA TLI

EXAShBBRE

MR ER¥HTY
-BEMATSNBDSSIDICARUS—FO7 74 74 RIVIREREZHAZEINAALTTFEW
CLI :

config t

wireless profile policy <policy-profile-name>
shutdow

idle-timeout <15-100000 seconds>
idle-threshold <0-4294967295 bytes>

no shutdown

GUI :

HH oH H H H H*
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YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (note): MAC: e4b3.187c.3058
Assoclation received. BSSID f07f.06ee.f59d, old BSSID f07f.06ee.f59%9e, WLAN 1, Slot 1 AP
f07f.06ee.£590, 3702-02

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (ERR): MAC: e4b3.187c.3058
Failed to start dotll processing. Failed to populate client record in DB

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_RUN

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-sm] [7807]: (note): MAC: e4b3.187c.3058
Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_WLAN_CHANGE

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [9800 WLC-gos-client] [7807]: (ERR): MAC:

e4b3.187c.3058 Fail to get gos 1lib ctxt while handle sip cac on client delete
YYYY/DD/MM HH:MM:SS.xxx {fman_fp F0-0}{1}: [wireless-client] [10254]: UUID: 1000000006930, ra: 5
(note) : WLCLIENT 0xa0000002 pd_hdl 0x33 AOM delete succeeded

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 Client
datapath entry deleted for ifid 0xfa0000002

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [mm-client] [7807]: (ERR): MAC: e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-0}{1}: [client-orch-state] [7807]: (note): MAC:
e4b3.187c.3058 Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-sm] [8009]: (note): MAC: e4b3.187c.3058

Assoclation received. BSSID 00c8.8b26.d79d, old BSSID 0000.0000.0000, WLAN 1, Slot 1 AP
00c8.8b26.d790, AP-1700-x

YYYY/DD/MM HH:MM:SS.xxx {wncd_x_R0-1}{1}: [client-orch-state] [8009]: (note): MAC:
ed4b3.187c.3058 Client state transition: client_orch_sm state_  none -> S_CO_ASSOCIATING

RE
24 F7>2 MESSID ICERKEh, D 1ICEDY XL,
EXSNDBAE

- EEEE
cDZATRD 5% 2SSID ZREVWTTEW



	Catalyst 9800 ワイヤレス コントローラよくある無線クライアント 接続上の問題
	目次
	概要
	前提条件
	要件
	使用するコンポーネント
	ログを集めて下さい 
	シナリオ
	Web 認証クレデンシャルははたらきません
	クライアントはポリシー プロファイルで定義される有効な VLAN がないので接続できません
	クライアントは間違ったパスワードが原因で接続できません
	クライアントは接続でき RADIUS によって送信 される ACL がので 9800 WLC で存在 しません
	クライアントは接続でき RADIUS によって送信 される VLAN がので 9800 WLC で存在 しません
	WLAN またはポリシー プロファイルの変更がクライアントによって切られる原因で
	手動で ネットワークから取除かれるクライアント
	EAP タイムアウトがクライアント切断された原因で
	AP Radio リセットがクライアント切断された原因で
	Web 認証 タイムアウトがクライアント切断された原因で
	セッション タイムアウトがクライアント切断された原因で
	アイドルタイムアウトがクライアント切断された原因で
	SSID の間で移動されるクライアント




