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tug oa Contents

After embedded firmware development, you need to flash the firmware to the mod-
ule and authorize the module to connect to the cloud.

This topic describes three options to flash the firmware and authorize the module.

* Custom development: applies to the product release step in the custom devel-
opment solution.

* Sandwich development board: flashes firmware to and authorizes the Sand-
wich development board.

* Flashing tool from the chip vendor: applies to the development step. You can
flash firmware to the module unlimited times with authorizing the module
once.

::important
In this topic, a credential, a license, and a token mean the same thing.
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1 Applicability

This topic applies to CBX series modules with the BK7231N built in.

» CBU

» CBU-IPEX
* CBLCS

* CBLC9

» CB1S

* CB3S
 CB3L

* CB2S

- CB8P
 CB2L

» CB3SE

* CBU-NL
» CB3S-NL
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2 Preparation

Before you flash the firmware and authorize the module, you need to have the fol-
lowing items ready:

* An account of the Smart PMS
* Production Toolkit software installed on your computer

* Beken Writer from the chip vendor installed on your computer
* A USB to UART converter

2.1 Register with the PMS

Open Smart PMS and sign up. Select Personal developer in Type and enter the
registration information. Then, you will receive an email after registration.

o Fill in basic information account password Apply for review

“ area
(@) China Mainland Hong Kong, Macao and Taiwan and International
“Type

the company (®) Personal developer

“ mailbox

* Mobile number (account)

+ 86

* Verification code

get verification code

* applicant

* the reason

VA
0/100
Read and agree {Terms of Service) {Legal Notices) {Privacy Policy)
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2.2 Download and install Production Toolkit

2.2.1 Download Production Toolkit

1. Log in to the Smart PMS.

2. Choose Knowledge Base Management > Software Download. Find Pro-
duction Toolkit and download it.

Smart PMS

Software Download

"o Quality Mgmt v name of software

Warehouse Mgmt ~ ~

Supplier Mgmt

name of software Software description version
Board Mgmt V1.1.11
it Report Mgmt v - - V1.3.0
V1.0.0
V1.0.0
Email Subscription
vV1.0.0
Tutorials
V2.10.9
SMT Material V1.0.2
Production Test Guide - - Vi.1.2
Software Download vi.02
V4.6.1
Download Driver
V111

2.2.2 Install Production Toolkit

1. Open the installer. When you are prompted with the following window, click
More info.
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Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More infc

2. Click Run anyway.

3. Follow the onscreen instructions to begin installing. You can specify an instal-
lation directory as needed.

4. After installation, open the software and log in with your Smart PMS account
and password.

5. Click TYMZ.
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Tuya
Production Toolkit

Production Test

O My Collection

0
Production Test
- TYMZ s

ﬁ Tag Tools

LightingTest {:‘f ElectricalTest {:}

—
R&D Test

& E;

=Ty
c Data Collection . .

KingBird <5 Mushroom < TYBUP <
H Vision System - _ .
Q Quality Tools /’ o =
e Suggestions EvilLucifer ﬂ? TYDAE GateWay ﬁ LittleOrange ﬁ

@
88 Planning = _ [ \ )[l @ 2, F

6. Check the installation result.

CLOUD MODULE BURNING AUTHORIZATION PLATFORM2.6.4

File Local Token Replacement Help

Total Authorizatio The Authorized Material No.: ™%
Token: N . Module Model Chip B mmmms Work Statio

Auto Running: ©m Chlip Type: wifi PID: 'm N N

Wi-Fi Hotspot Name: SmartLife LFirmware Key:  mmm wom Firmware Versior.

Remarks:

* If you have a yellow screen, it means the installation is successful. You can
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then download the Beken Writer.

* If you have a white blank screen, you need to set the software to make it
run correctly.

1. Choose File > Set Up.

[File Local Token Replacement Help Customization function

Set Up
Logout

otal Authorization: The Authorized: Work Order Number:
Work Order Quantity: Number of Passed: Material No.:
Material Code: Token: Module Model Chip:
Work Station: Auto Running: Close Chlip Type:
PID: Wi-Fi Hotspot Name: LFirmware Key:
Firmware Version: SamplingProgress:
Remarks:

DSR:

4

/A0

Figure 1: img

2. In Basic Setting, change 1*1 for Multi Selection to 1*2 and click
OK. You will have two yellow screen sections.
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Basic Setting Owerall Setting

Burning Baud 921600 - Test Baud 9600 -

Auto Running = lMuItiSelectinh ™ -

Disable Serial Interface = ™ End Process 1 Only Auth  ®

EE =3

Figure 2: img
3. Then, change 1*2 back to 1*1. This software will work fine.

2.3 Download Beken Writer

Click bk _writer gui V1.6.3 to download the Beken Writer flashing tool.
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3 Flash firmware

The flashing process varies, depending on different development boards or mod-
ules. If you develop with the Sandwich development board, we recommend that
you use the Cloud Module Burning Authorization Platform software to flash
the firmware.

3.1 Custom development

This method applies to the product release step in the custom development so-
lution. Specifically, upload the compiled firmware to the Tuya Developer Platform,
get the token, and then use the Cloud Module Burning Authorization Platform
software to flash the firmware and authorize the module.

Only the authorized module can be connected to the Tuya Developer Platform. You
can use the Beken Writer to flash existing or updated firmware to an authorized
module.

3.1.1 Upload firmware

1. Log in to the Tuya Developer Platform, click the target product, and then go to
the Hardware Development step.
2. Click Add custom firmware and complete the required information.

Parameter name Description

Firmware identifier The Firmware ldentifier must be
identical to the name of the project
folder under the apps directory. Assume
that the firmware identifier is
wifi_one_light. You should upload the
production file of the project
wifi_one_light under the apps directory.

Flash Size The Flash Size is 16 Mbit, equal to 2
MB. See the datasheet for the flash
size of the network module you use.
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Parameter name Description

Note: 1 byte = 8 bits. 16 Mbit + 8 = 2
MB.

Parameters not framed in red Use the default settings.

Add Firmware X

Enter firmware Upload Firmware
information

Basic Information @

* Firmware Identifier @ : ‘ Enter firmware identifier

* Firmware Name (in Chinese) @: | Enter firmware name in Chinese

* Firmware Name (in English) @: | Enter firmware name in English

* Firmware Type @: | Select firmware type

* Update Channel @: | Select update channel v

* Flash Size: | Select flash size

* Protocol Type @: | Select protocol type

* Update Timeout @: = 60

* Chipset Platform: | Android-32-bit v

Remarks: | Enter your remarks here

Production Configuration

Firmware flashing by Tuya @:

@ This chip does not support firmware flashing by Tuya. View Help

Terms of Use @
Service aareement : To Create and Upload Fil§gware reauire Terms of Use and Leaal

Cancel Upload Firmware Generate Firmware Key

1. Click Upload Firmware to upload the firmware in the next step. Set the fol-
lowing parameters and click Save.

Parameter name Description

Firmware version The Firmware Version must be identical
to the one used for compilation.

Firmware for production Upload the binary file with the suffix
QIO.
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Parameter name Description

User area firmware Upload the binary file with the suffix va.
Firmware updates Upload the binary file with the suffix uc.
Operation mode Select the qro option.
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Add Firmware

©)

Enter firmware
information

Basic Information

Firmware Identifier:

Firmware Name (in Chinese) :

Firmware Name (in English) :

* Firmware Version @ :

* Critical Version @ :

* Production Firmware @

* User Area Firmware @:

Firmware Updates @ :

File to Build Incremental Package @ :

Flash Size:

Upload Firmware

bk7231n_light1_io_xx

white light

1.0.0

® No

Yes

L Upload Again

# k7231n_light1_io_xx_QIO_1.0.0.bin

L Upload Again

# bk7231n_light1_io_xx_UA_1.0.0.bin

& Upload Firmware

L Upload Again

# bk7231n_light1_io_xx_UG_1.0.0.bin

16Mbit

1. Click Enable Firmware.
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Firmware Added

This firmware version must be enabled before
you can deploy OTA updates and release the
product. Enable now?

Enable Later Enable Firmware

2. Choose General availability for deployment scope and click Save and En-
able.

General availability is selected to facilitate product management for you as
an individual developer. If your product is built for mass production, proceed
with caution when choosing the development scope.
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Enable Firmware Version X

© Enable Firmware mainly used to control whether the current firmware version can be used for product
replication, OEM and firmware upgrade

Firmware Information

Firmware Name (in Chinese): Cool white light
Firmware Name (in English): Cool white light
Firmware Version: 1.0.0

Firmware Key: .

Release Notes: -

Select Firmware

Production Firmware: k723 1n_light1_io_xx_QI0_1.0.0.bin

Deployment Scope | (8 General availability Limited scope

Cancel Save and Enable

3.1.2 Get production credentials

After the firmware is uploaded to and enabled on the Tuya Developer Platform, you
can get free licenses. They are required when you flash the firmware and autho-
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rize the module by using the Cloud Module Burning Authorization Platform
software.

1. Click Get 2 Free Licenses.

Function Definition Device Interaction Hardware Development Product Configuration Device Debugging Testing Service [ Development Guide
@ Modify firmware and configuration during product development, production data will not be modified, necessary to reconfirm production data ¥
Different access modes for different categories, Self-develop SDK and Tuya Standard Module SDK merge into TuyaOS Access How to develop hardware?

(1 SelectedCloud AccessMode @

MCU SDK TuyaOS 4 Link SDK

(2) SselectedCloud Access hardware Change Hardware

Hardware Name Firmware Type Firmware Name/Firmware Key Current Version Operation

CBU Wi-Fi & Bluetooth Module | madule ol Cool white light Enabled vi7.00
- odule
ol chip: BK7231N Frmuare [ 100

Hardware details>> Edit Firmware  More Replace/Edit N Get 2 Free License

2. For Delivery Mode, choose Credential and click Submit.

* Credential: The flashing and authorization software writes a unique cre-
dential to a device. It can read the specified numbers of credentials and
write them to devices in bulk. To use credentials, make sure you have
uploaded the production firmware to the Tuya Developer Platform.

* License List: A list provides license information in plain text, which must
be written to devices manually one by one.

* Credential (Authorization Only): The flashing and authorization soft-
ware writes a unique credential to a device for the purpose of authorization
only without the need for firmware.

15/28



3 Flash firmware

Get Free License

@ You can get 2 free licenses (worth ¥20.00) for debugging purposes. Click Confirm and get them.

Generic License

Purchase Purpose: Debugging A

Select Product:

Delivery Mode®): |

Unit Price :

Quantity:

Figure 3: get token 2

Credential

License List

Credential (Authorization Only)

3. Find your product by PID and click Download Credential.

Purchase
@
Overview
Purchase
Product  Production
Sample Store
App Order
S
Cloud

Manufacturing

Information
Data
Credential

E Resources
Operation  yoque Certification

Contract

[* ] Transaction
Purchase

Invoice

& Address
VAS A
Coupon

Order List

Production Order  License Pickup List Debugging & Sample Order

tem Info.

Search Reset

Unit Price Number Subtotal Status Operation

2021-06-17 20:16  Item Type: License

Order No.:YL21061710201025

Generic License
Produc.
Produet ID:

Total 1 item(s) E

Debugging

¥0.00 10 ¥0.00 Completed Download Credential

Details

Total:¥0.00 | Paid:¥0.00 | ToBe Paid:¥0.00

4. Extract the downloaded file and open the Token_information.txt file. Copy the

credential.

5. Open the Cloud Module Burning Authorization Platform software, enter
your credential in the token input box, and select Burning Authorization for
the work station.

If you get an error message saying Failed to get token, no permissions for
actions, follow the instructions in the FAQs section to troubleshoot the

problem.
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FIRMWARE UPDATE

Token

I Enter Token I

Firmware Download

y % H B

Select work station
Burning Authorizatior -

3.1.3 Flashing and Authorization

1. Open the Cloud Module Burning Authorization Platform software, click
Enter Token, enter your credential, select Burning Authorization for the
work station, and click OK.
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CLOUD MODULE BURNING AUTHORIZATION PLATFORM2.6.4

File Local Token Replacement Help

Total Authorization: The Authorized: Work Order Number:

Work Order Quantity: Number of Passed: Material No.: [ Enter Token l
Material Code: Token: Module Model Chip:

Work Station: Auto Running: Close Chlip Type:

PID: Wi-Fi Hotspot Name: LFirmware Key:

FIRMWARE UPDATE

Firmware Version: Remarks:

Token

Firmware Download

Select work station
Burning Authorizatior ~ m

Ready

@ Test Details @B Error Details

2. Connect your board to your computer by using a USB to UART converter. The
pin connection table is as below:

USB to UART converter pins Sandwich SoC board pins
vCe vce
GND GND
TX RX
RX TX

3. Select the correct COM Port and click Run. Immediately power off the board
and power on it again. Alternatively, you can directly press the reset button to
restart the board.

::rimportant

* To restart the board, do not directly disconnect the USB to UART converter
from your computer. Otherwise, flashing will fail. You should disconnect
the VCC and GND jumper wires between the board and the USB to UART
converter and connect them again.

* The CBU board comes with a USB to serial CH340 chip. After you click Run
on the software, press the reset button on the board to restart it.
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! [sandwich_board_download_4] (https:
tform/hestia/1651155468babc4469e94 . png)

1. (Optional) If you failed to enter the production test, it might be because the
board has been connected to the network for more than 15 minutes and the
testing channel has been shut down. For more information about this issue,
see Failed to enter production test.

3.2 Sandwich Development Board

This method applies only when you flash the firmware to and authorize the Sandwich
development board.

For the products created based on the no-code development solution on the Tuya De-
veloper Platform, they must be bound with the Sandwich SoC microcontroller board.
This way, you can request licenses as the credentials (tokens) from the Tuya Sand-
wich Evaluation Kit. Otherwise, if your account is not bound with a Sandwich SoC
microcontroller board, the network module cannot be granted a token for the prod-
uct in the no-code development solution. Thus, flashing and authorization cannot
be implemented for the module.

3.2.1 Sandwich development board

Go to Tuya Developer Platform > Product > loT Lab > Evaluation Kit, and click
Add Development Board. In the dialog box that appears, enter the ID and pass-
word of the board.
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loT Platform

@

Overview

Product

0

App

&)
Cloud

Data

2]

Operation

|

Purchase

%

VAS A

3.2.2 Get the token

Product

Device

Device Details

Sub Device Details
Firmware Management
Firmware Update
Device Debugging
Device Logs
Notifications

Message Monitoring

PID Replacement

Device Connectivity L...

Messaging Test

Message Statistics

Voice Platform

Voice Integration

loT Lab

Evaluation Kit /

Help Documents Tech Support English(EN) ¥ 1

Development Board

Tuya Sandwich Evaluation Kit

Tuya Sandwich Evaluation Kit is designed to help you carry out the mass production of finished products in a cost-effective approach. The kit
consists of boards for different functionalities including power supply, master control, wireless communication, and feature implementation.
Different boards can be assembled layer by layer without welding, allowing you to quickly complete loT prototypes, testing, demonstration,
and production.

@ Quick Start B View Docs

rd

Add Development Board

After the board is bound, click Request a new authorization code for the board,
and in the dialog box that appears, select the target product to get the token.
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Request Authorization Code

@ After you get the new authorization code, the firmware flashed with the old

authorization code will expire automatically.

Metwork Module: CBU

* Select product@ : | BK7231N (PID:" "l file i)

3.2.3 Flashing and Authorization

1. Copy the token from the Tuya Developer Platform and open the Cloud Module
Burning Authorization Platform software.
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Tuya Sandwich Wi-Fi (CEU)

D

Azzgciated One2021-11-08 15:08:52

Aszociated Product:

/' 4

Authornzation Code: _ o Copy Mot used

Request a new authorization code

2. For more information, see Flash firmware and authorize module.

3.3 Beken Writer

This method applies to the development step. You can flash firmware to the module
unlimited times with authorizing the module once. The module must be au-
thorized before flashing. Select the correct flash partition to ensure writing to the
right section. Otherwise, the program cannot run as expected.

During development, flashing and authorization is always required each time
the Cloud Module Burning Authorization Platform software is used. To
improve efficiency, you can use the flashing tool from the chip vendor to flash
firmware to an authorized module unlimited times.

3.3.1 Beken Writer

The Beken Writer tool is used only to flash the firmware to the application zone and is
unable to authorize the module. You can use this tool to flash an authorized module.
Therefore, you do not need to upload firmware to the Tuya Developer Platform for
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flashing and authorization with the Cloud Module Burning Authorization Plat-
form software each time the firmware is updated.

1. Select the chip model of the target module from the Flashing Object drop-
down list. For more information, see Datasheets of Network Modules.

2. Click Browse and select the binary file with the suffix va.
3. Set Start Address to 0x00011000 and set Operation Length to 0x00119000.

4. Select the correct serial port from COM Port and set Baud Rate to the maxi-
mum value to accelerate the flashing speed.

5. Click Run. Immediately power off the board and power on it again to start
flashing. The updated firmware will be flashed to the module. There is no
need to authorize the module with the Cloud Module Burning Authorization
Platform software again.

## Beken WriterV'1.63 (Build on Apr 7 2021) — O ®
File Help P
HEFg:  [mosn | EEEit:  [cwifiblebk7231n\apps wifi_one_light\output\L0.0juifi_one_light UA_1.0.0.bin  [Oxa82a4812 @
EEsE 1 ik M&"@"" B ]M@ VR EET ETFS)..: @
mRE o i R B |

wEtmt:  foo Joo foo Joo foo [s2 [owooieiwon s M BiEs BEEE: [T

wEE | [oxoooo0000 32
EHifash | {2BgFlash

e G ®
BilEO:  |coms A B E 3

PRSI

V' ik i [~ 2R

I~ EFix&ED [~ B EEtn

W iaFrerUsSE

[~ IDARIRE
Efuse Key 7 |D: \02_isoft\p2_work Tools\FE4HER: bk723 tn\bk_writer 1.5.8\bk_wri ..
v

< >
Ready NUM
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4 FAQs

4.1 Failed to get token, no permissions for actions

When you enter the credential, an error message saying Failed to get token, no
permissions for actions is returned.

Troubleshooting

Log in to the Smart PMS. Choose Production Manage > Work Order Manage-
ment > Activation Code Verification. Enter your credential with issue and click
OK. Go back to the software. Enter your credential again and you should be good
to go.

© Smart PMS [ Help document

Activation Code Verification

Device Mgmt v Production certificate confirmation
oduction M

Work Order Man... |»
PMS Work Order

Production Task

Resource Recovery

Customer's Resou...

Schedule of Orders

Activation Code ...

Activation Code ...

4.2 Bus contention error

This error occurs possibly because other software occupies the required serial port
for flashing.
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Troubleshooting

Close all flashing tools, or plug off the USB to TTL converter and plug it into the
computer.

4.3 Fail to get firmware fingerprint

In the authorization-only scenario, the failure to get the firmware fingerprint
might occur. The possible cause is that the flashed firmware name or version num-
ber does not match the authorized firmware name or version number.

Troubleshooting

1. Enter the token that matches the firmware fingerprint and then run authoriza-
tion.

2. Try flashing and authorization again. This method does not apply to the pro-
duction certificate of Authorization Only.

4.4 Fail to enter production test

If the module has been connected to the network for more than 15 minutes, the test-
ing channel will be shut down. During flashing and authorization, if the failure of
entering the production test occurs and a message saying have activated over 15

min, not enter mf_init iS logged, this means the device has disabled the production
test mode.

Troubleshooting

You need to erase the flashing data before the authorization is successful.
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[ble_appm_set_scan_rsp_data]

end adv_state:3

[PLATFORM DEBUG]JUNKNOW EVENT:16

[gapm_cmp_evt_handler] conidx:0,operation:@xaa,status
[appm_adv_fsm_next] cur adv_state:3
[appm_start_advertising_cmd]

adv_state:6

[ble_appm_start_advertising]

end adv_state:6

[PLATFORM DEBUG]UNKNOW EVENT: 16

[gapm_cmp_evt _handler] conidx:0,operation:@xad,status
[appm_adv_fsm_next] cur adv_state:6

adv_state:7

end adv_state:7

[PLATFORM DEBUG]JUNKNOW EVENT:16

[B1-81 18:12:15 N :0x9a37b] have actived over 15 min, not enter mf_init
[01-61 18:12:15 \ 10x57e65] mT_1A1T succ

[PLATFORM ya_rst:0

[81-81 18:1: 1 \ H 12 Last reset reason: ©
[B1-81 18:12:15 (A I :8x993ed] serial_no:185a1789bdfe
[PLATFORM :

bk_wlan cca

[01-81 18:1: Not 1 :0x99425] gw_cntl.gw wsm.stat:2
[01-81 18:12:15 . 3] gw _cntl.gw wsm.nc_tp:9
[01-01 18:12:15 N - gw_cntl.gw_wsm.md:0
TUYA Motice :0x996a3] gw cntl.gw if.abi:0 input:0

[81-81 18:12:15

4.4.1 Modify code (generic method)

If the failure of entering the production test occurs, you can call the function
mf_test_ignore_close_flag(); in the function pre_device_init() Of the file tuya_device.c
to ignore the flag that disables the production test. This avoids the authorization
failure caused by the disabled production test.
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VOID T pre_device init(VOID T)
r

g

wifi_key init();

PR_DEBU ya_iot_get sdk_info());

PR_DEBUG( s ) /_SW_VERSION);
PR_NOTICE Y. » |
PR_NOTICE te ¥s]”,tuya hal_system get rst_info());

SetlLogManageAttr(TY_LOG_LEVEL_NOTICE);
mf_test ignore close flag();

return;

4.4.2 Erase data with chip manufacturer’ s tool for Beken series

Open the vk_writer tool provided by the chip vendor and change Flashing Object
to the required chip. For more information, see Datasheets of Network Modules.

Settings for development boards with Beken chips:

* WB3S: Select BK7231 from the Flashing Object drop-down list.
* CBU: Select BK7231N from the Flashing Object drop-down list.
* Enter ox001EE000 in start address and 0x00012000 in operation length.

Select the COM port, click Erase Flash, and then restart the module to start erasing
the memory data.
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## Beken WriterV1.63 (Build on Apr 7 2021) - O *
File Help M) =
P Ll
BRFRHE:  [Bk723n - mEwE | ) ) [ox2c063bc
IR |1 AREdE |0x001ee000 BIEEE: |0x00012000 v R EIET il |

(F5)...:
s o fRTEMIE: E: IR |
wEiyt:  foo Joo foo Joo oo [sa [oxoozewon e Cl=E s [T ®
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