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SAM Slot SIM slot
Micro SIM or Nano SIM
Nano SIM in Micro SIM card

Nano Micro
SIM Card SIM Card
12.3mm )_I\ 15mm
8.8mm \|_|/

12mm

SIM Setup

Description
1 Nano SIM Slot

1 micro SAM or 2nd micro SIM Slot

User action

To Install SIM cards please turn off your device, remove the battery cover then
remove the primary battery from the battery compartment but keep the battery
connected.

Insert a SIM card (with contacts face down) by carefully sliding it into the slot until
the card is fully inserted.

Make sure the card orientation is matching with the icon engraved in the housing.
Place the primary battery then place battery cover.

Note: if the device was powered on during insertion. Please reboot the device after
inserting a SIM
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Charging the Battery

Description

To charge the battery.

User action

After unpacking your Verifone Carbon Mobile 5 device, charge the unit for eight
hours or until fully charged.

Manual Start Up

Description

To start up or power on the terminal.

User action

Hold the start/power button for about 3 seconds until the device displays the start-

up screen.

Manual Shutdown

Description

To shut down or power off the terminal.

User action

Hold the start/power button for about 1 second until the message is displayed on
the screen. Touch the "Power Off" selection to turn off.

User Guide
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Out of Box Carbon Mobile 5 with printer
Language selection
Description
WELCOME
Click below to get started.
- Shows the list of supported languages with locales.
English (Canada)
User action
English (United Kingdom)
English (ndie) Language and Country can be selected here, where they will be applied to
Englsh (Now Zealand) system and all apps which supports the selected language.
English (Singapore)
English (United States) v Optional Info

It shows a summary about the device, which can be used to validate
software stack before starting the activation process:
Model name

Madet cun Serial number

Sarml e

Device manufacturer

I = v

Elstinry |l Battery level

By e 0
Para— VHQ Customer ID

Anatrred i S LR L]

Certificate Sponsor ID

Engege AOH, 03 AR Ayt
b 314000

- —y Android version

o i Build version
Engage ADK and VOS versions

Information about installed warranty keys

Current connection status
SIM card status

Part number

URL of VHQ server
Heartbeat frequency

Current IP address.

User Guide
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Wi-Fi Setup

Description
NETWORK
Choose your Wi-Fi network:
O vrinosey « Displays list of available Wi-Fi Networks (SSID, strength).
O VFI_GUEST A A
Unsecured or WEP network cannot be selected.
QO vFI_LaN A A
O pacorp L
O DA Guest -
O HPS Guest % User action
O ATLA Wireless %
P . The User can select secured access point and credentials will be
il . . . .
o requested. Possible to move to the next screen if Ethernet/Mobile is
DA BYOD a
:‘ connected.
Previous
Description
NETWORK
VFI_GUEST © Wi-Fi network credential input. If the password entered is correct a
PASSWORD
...... - ® connection will be established automatically. There is the option to

Q} Advanced Options

configure a static connection with help of “Advanced Options”.

User action

Requested to enter network credentials. The User can return to the
previous screen or use the ‘Advanced Options’ to go to Static network

Previous “ configuration.

Optional Static and/or Proxy configuration

T wnmmaen T o Selecting Advanced Options, the user can enter the static network
configuration information for the selected access point.
ik y Proxy configuration (Manual or Auto-config) can be entered as well.

The same configuration setting options are available for Ethernet
connection types.

U]

Kafer Cinnlly
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Network Detection

HETWORK
VFI_GUEST - Description
The terminal is checking the internet availability and time configuration, these
Netwark cormection settings are used to communicate with the servers.
whwark canaszian is m prog .
Date and Time

User action
WHQ data

The user is not required to do any action at this stage.

NETWORK

VFI_GUEST -

Hedwork connectian

Dt @nd Time
Coaliguring Dwie ard Tiem

VHO data

HETWORK

VFl_GUEST -

Hetwork comesiion
Dade and Time

VHO data

User Guide
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Configure Device ID

Dol ure Dirvics D Description

Device ID entry.

User action

The user enters the received information Device ID (DID) in the
corresponding field and click submit.

Software Upgrade

SOFTWARE UPDATE SOFTWARE UPDATE
Description
These are the different stages of VHQ update process as well as Software
L ) packages installation.
PLEASE WAIT . PLEASE WAIT ...
infadiring device marngement serece Crmacking lor updeles

User action

The user is not required to do any action at this stage and must wait until all
the installation steps are complete.

1_ 5 _ As soon as the packages are downloaded, the installation will start.

Multiple reboots may occur based on the package types involved.

SOFTWARE UPDATE E
WVerifone Software Update

Nipdating.
PLEASE WAIT ... - oot
Dowalonding updules. . oy

iy enlrgl

pdnin Busmmmn
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Installation complete

Description
The Device is ready to use.
Device is ready to use
User action
@ Click on OK to confirm dialog and Setup Wizard will be completed.
COMPLETE

Optional Info
If More info is selected, a pop-up dialog will show a summary about the
device, which can be used to validate software stack after Setup process.

Ml

St ruribe

Marytesane

Eiedtery vt

T ©

Bpabered vatblins

Erafert murkd CH-1A N

Engsgs ADH, 05 A
rulssta -1 S 100

[

Description
After the setup out of box (OOB) process completes, the user will see the
Standard terminal home screen.

User action
The user has access to the full functionality of the terminal.

VVerifone

Note

Depending on the device operating mode, the terminal may start with a
specific application instead of the blank home screen. This occurs when
device operating mode utilizes POS mode settings.

E N g:fl:oGnuI{ggbile 5 with printer 10
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Carbon Mobile 5 with printer

Single SIM Handling

Description
3:04 PM 4

Thu, Apr 18

When a single SIM is placed into the device, the CM5P detects which slot is used and
automatically selects that for use.

User action

Pull down the notification curtain on the device to view the ‘Quick Settings’ for your
device. The text under the icon will indicate which slot has a SIM.

SIM 2 Active

USB debugging connected
Tap to disable USB debugging

A long press on that tile will bring the user to the SIM settings menu.

St The SIM settings menu is also accessible by going to Settings -> SIM cards.
SIM cards
n S}Ml
Preferred SIM for

Single SIM in Slot 1 icon

Single SIM in Slot 2 icon

q o o

Single SIM in Slot 1 - Settings menu

E N ggrelgcﬁiuli\ﬂgbile 5 with printer 1 1
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N A

v 0 3:04PM
SIM cards

SIM cards

SIM 1
CARD 1 - 0000006082

SIM 2
CARD 2

Preferred SIM for

Cellular data
CARD1

Select a SIM for data

CARD 1

0000006082

CARD 2

E N User Guide
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Dual SIM Handling and Switching

Description
There is no active switching between SIMs by the CM5P device software.

Switching between SIMs occurs manually through the user using the Quick Settings
Tile or the Settings menu.

User action
Navigate from the launcher to the Settings app and then select SIM Cards.

Under the “Preferred SIM for” section selecting “Cellular data” will provide
whichever SIM is selected will be used for data.
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Payment Device Modes

Yoz Description

The Device modes allows a User to change the behaviour of the default or home
application of the device, as well as lock the device to a particular application.

Modes of Operation
Ver’fone 1) Standard Android Mode
2) POS Mode

Standard Android Mode

A R8s Description
Q, Search Apps
Standard Android Mode.
E - n ﬁ If the device is set to the standard Android mode, then it will boot into the standard
freme fm R home/launcher application.
=)
Commerce D Connect Expr. - Downloads Gallery
User action
BoQ
Vo MiE PameniSen,  Setngs  Testig The User can decide which application to launch and when.

E N g;ﬁ;fnuli\ﬂgbile 5 with printer 13
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Payment Device Modes Carbon Mobile 5 with printer

o v 01042
0,00 €
1 2 3
4 5 6
7 8 9
C 0 +
Other

POS Mode

Description
POS Mode

If the device is set to POS mode, it will have a default (primary) application for
example ‘Connect Express’, that is started automatically when the device is switched
on and returned to whenever pressing the “home” button.

User action

whenever pressing the “home” button the device will return to the primary
application ‘Connect Express’.

It is still possible to launch applications by having the standard Launcher application
accessible from the notification curtain area.

No SIM card 99% @ 12:28 AM

v - [\

WiFi - Launcher Mobile data

Default Application

L P9 ¥ 0
4  Homeapp
a@ Launcherd ®

EN

User Guide

Description

To configure Default App.

User action
Go to Settings > Apps & notifications > Advanced > Default apps > Home app.

Select your Home app.

Carbon Mobile 5 with printer 14
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User Management

Description
The user management component will require certain functions to request user authentication before proceeding.
There are three defined roles supported. Each role requires a passcode:
The Admin Role
e The Admin can authorize the Admin or Manager or Cashier.
e The Admin can update the Manager and Cashier passcode.
e The Admin passcode will be set by an algorithm.
e The algorithm will be known to both help desk and terminal.
e The algorithm will incorporate a seed value specific to the acquirer.
e The algorithm will act as daily passcode.
The Manager role
e The Manager can authorize the Manager and the Cashier.
e The Manager can update the Manager and Cashier passcode.
The Cashier role
e The Cashier can authorize only the Cashier.
e The Cashier cannot update the Cashier passcode.

User Authentication Management

Bamod

Verifone
Connect Express

Description
Connect Express Menu

X Pametsue User action

B omrhisiy Select Settings
0, Soarch Orders

B FRepans

% Sottings

L]

About

Description

The Setting menu allows the merchant to view and change certain settings.

The authentication levels are set within Connect Express ‘Security’.

E N g:regocri\ulugbile 5 with printer 1 5
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Carbon Mobile 5 with printer

Passcode Set Up

mOANC A ¥ 0 w7 mOLNLA R

Sot Up Employee Passcode

Enter Manager passcode

1 2 3 1 2 3
4 5 6 4 5 6
7 8 9 7 8 9
c 0 c 0

o ] e |

LY Y LA REETY BEO0ANO A ¥ O N
Set Up Employee Passcode Set Up Employes Passcode

Enter Cashier passcode Reenter Cashier passcode

1 2 a 1 2 3
4 5 6 | a4 5 6
7 8 9 7 8 9
c 0 c 0

T
| Cancel

EN

BamELA Ch AR

Employee Management

Passcade Requirements

= Cannot repeat same digit mare than
3 times

= Cannot enter digits in sequential
order

- Manager passcods must be

between 6 and 12 characlers in

length |
= Cashier passcode must be between
4 and 12 characters in length

= Cashier and Manager passcode
cannot be the same

Set Up Employes Passcode

Reenter Manager passcode

—
§‘ ‘ Cancel ‘

Security

Passcode management

Rafund Limit Enabled L ]

MARAGER LIMIT

5000

CASHIER LIMIT

1000

Slirs Qvview.
Boma

Setlings

Hama

User Guide

Carbon Mobile 5 with printer

Description
If the passcodes are not set up before the ‘Passcodes Requirements’
information will be displayed.
e Cannot repeat same digit more than 3 times
e Cannot enter digits in sequential order
e Manager passcode must be between 6 and 12 characters in length
e Cashier passcode must be between 4 and 12 characters in length
Cashier and Manager passcode cannot be the same

Description
Enter Manager passcode.
Re-enter Manager passcode.

User action
Create passcode for Manager and confirm passcode.

Description
Enter Cashier passcode.
Re-enter Cashier passcode.

User action
Create passcode for Cashier and confirm passcode.

Description

Passcode management
e Apasscode can be changed on the terminal, if the current passcode is
known. The Manager can change the Cashier passcode
e Apasscode can also be reset with Admin daily password which is
available via a Help desk.
Sales Overview authentication level - None, Manager, Cashier.
Settings authentication level - None, Manager, Cashier.

16
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User Authentication Management

5 & L] | RESETH

Description
Manager authentication prompt.

Awdhanticate To Conlmus

Erter Manager pasacode

User action
Enter Manager passcode on device for authentication.
1 2 3
4 5 6
7 8 8
(7 0

w 0 0T am

Description
Cashier authentication prompt.

Autbenticate To Continus

Enter Cashier pasacode

User action
. 3 i Enter Cashier passcode on device for authentication.
4 5 B
7 B8 8
o 0

i i i Description
Select different role at the authentication prompt.

Enter Caak

: 2 5 User action
To switch roles, select the three dots at the top right corner at the authentication
4 5 6 prompt.
7 B8 gl
c 0

E N g:regocri\ulugbile 5 with printer 17
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Transaction Selection

The transaction selection step consists of two parts:

Amount Input

1 000 000,00 &

The maximum possible amount value can be configured and by default is
1 9 3 ® set to €1000000. If the entered amount exceeds the maximum capacity, it
ERROR will inform the user and re-prompts for a valid amount.
4 5 6 Transaction dechined,
Tatal amount exceedad limit.
7 8 9 oy iy Transaction Type Selection
c o . The terminal provides the merchant with the option to choose the

transaction type that the merchant wants to proceed with after performing
< o - B oK | the required user authentication.

Purchase

Description

The merchant is prompted to enter the amount of the transaction. The transaction

10,00€ a amount is validated against configuration to make sure that the amount is within the
' maximum amount. For purchase, 0 amount is not allowed.
1 2 3
User action
4 5 6
7 s 9 Selecting Card starts the card payment.
c 0 + Selecting Other prompts, the user for other transaction options such as refund

Card

E N ggfﬁﬂ"&ﬂgbne 5 with printer 18
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Purchase - Continued

Description

The Customer can insert, tap, or swipe a card. The Customer can view the items
purchased by clicking the Basket icon present at the top right.

= Insert, Swipe or Tap = |

For Chip cards

e Immediate Fallback to use Card Swipe will be prompt after a single failed
attempt for the following conditions: Card Expiry, EMV Blocked and when
the card type is not supported for chip.
e |Ifthereisa chip read error, the customer is asked to present the card again.
If fallback is enabled, after the configured number of retries, the customer is
prompted to use Card Swipe.
e |[fthe cardis declined, the customer is notified that the card is declined and
is asked to remove card.
TOTAL 10,00 € For Contactless cards
o e Incase of a fallback to use Chip, the customer is asked to insert the card
e Incase other errors, the customer is asked to try again
e |[fthe cardis declined, the customer is notified that the card is declined
For MSR (Magnetic Stripe) cards
e |fthereis MSR read error, the customer is asked to present the card
again. If fallback is enabled, after the configured number of retries,
the customer is prompted to use Manual entry for card number.

e |f the service code indicates a chip is present and the service code
check is enabled, the customer is prompted to insert card

e |[fthe cardis expired and the expiry check is needed, the card is
declined.

Cancel

If the customer cancels the transaction, Transaction cancelled message will be shown

If the screen times out, Transaction cancelled, Operation Timeout message will be shown

If the device crashes or reboots while on this screen, when the payment application restarts or device boots up, no

power failure recovery will happen.

e If the transaction type is not supported by the card, the transaction is declined. If the transaction is supported by
the card, the transaction is continued.

e Ifthe card scheme (Visa, Mastercard...etc) is not supported by the merchant, the transaction is declined

e Ifthe Customeris prompted to enter PIN. The PIN entry screen is displayed for online and offline PIN entry.

e If PIN bypass is not enabled, the Enter key is not enabled until 4 digits are entered

e if the customer enters PIN wrong for offline PIN, the customer is prompted for PIN again

e Ifthe customer enters wrong PIN for offline PIN entry and the PIN entry retries are exhausted, the transaction is
declined, and the card is blocked.

e If the customer enters wrong PIN for online PIN and if the host requests PIN retry, the customer is prompted for

PIN again

E N ggsgcfr\ullﬂgbile 5 with printer 19
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Purchase - Continued

Descripton

This indicates that the device is doing an online authorization.
7N\

Error Scenarios
PLEASE WAIT ...

e If the customer removes the chip card, the transaction will be cancelled, and
a reversal will be generated.

e If the payment application is exited or the device reboots while on this
screen, when the payment application restarts or the device boots up,
power failure recovery will occur, and the transaction will be declined, and a
reversal will be generated.

Description

This informs the customer that the payment is completed successfully. It
@ prompts the customer to remove the card if it is still inserted. The terminal can
VD s ™ be configured to either play a single beep or to continuously play beeps until the
card is removed.

User action

The customer needs to remove the card. The screen will not timeout as long as the
card is still inserted.

Description

Prompts the user for signature. This is displayed if the card requires signature or if
the host requests signature or PIN entry has been bypassed. For non-chip
transactions, in addition to the above, this is displayed only if the transaction amount
is higher than the Signature Required Min Amount.

User action

Customer enters signature.

Bosid yau mep e wih s susieee
ssnature ¥

- | Description

Prompts the merchant to verify the signature after the signature is done or the
screen times out.

e |f the merchant declines the verification, the transaction will be declined,
and a reversal will be sent

E N g:st:cﬁ\uli\ﬂgbile 5 with printer 20
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Purchase - Continued

I Description

@ The customer is prompted to select the option for receiving the receipt.
THANKS Customer action
Would you ke the cusiomaer recelpi?
Print The receipt is skipped or printed based on the user selection.

I Description

@ In the event the terminal is configured to print two paper receipts back-to-back, this
THANKS prompt will appear. It will give the user time to tear off the receipt, before the next
Please toar off reacipt one is printed.

| Continue

@ The User is prompted to decide if they want to print the merchant copy or not.

Error Scenarios
THANKS

oot gz The receipt is skipped or printed based on the user selection.

Prinit

If the screen times out, the merchant receipt will be printed regardless.

Ho Thanks

v 0 ITEMS

n e

After payment is complete, the screen returns to the default amount entry screen.

0,00 €
1 2 3
4 5 6
7 8 9
Cc 0 +

Other

User Guide
E Carbon Mobile 5 with printer 2 1
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Refund

Description

v mEm The merchant is prompted to enter the transaction amount.
1,99 € a The merchant can bring up multiple items using the + key.

The merchant can reset the current item by pressing the C button.

=
N
(95]

The top right menu allows the merchant to save or cancel the cart.

()]
(o]

The top left menu gives access to administrative functions.

O N »
©
©

Tapping the Other button will give the various transaction type options such as
refund.

o

User action

Selecting Other button displays the transaction options to chose from.

n"0:8A © % i M1137

Description
< Other Options
@ Manual Card Entry The merchant is prompted to select a transaction option.
e R User action

Select Refund will take the user to the corresponding transaction flow.

Note: If the user authentication feature is enabled, the user is prompted for the
passcode before performing operations.

Refund Options =1 |
— Description

REFUND

1,99 €

The User is prompted to select the payment method.

Merchant is prompted to select the refund type. If only card is enabled, this
screen will be skipped. If there are more payment modes, the “Other Payments”
button will display and the remaining payment modes will be displayed on the
screen when “Other Payments” is pressed. Otherwise “Other Payments” will not
be shown.

| Gard r Mobile | User action

| Other Payments |

Selecting Card or Mobile will take the user to Insert, Swipe, or Tap screen.

Cancal

User Guide
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Refund
= Inserl, Swipe or Tap L
Description
'@' The Customer can insert, tap, or swipe a card. The Customer can view the items
e selected for refund by clicking the Basket icon present at the top right.
Note: The transaction flow is the similar to the one described at the purchase flow.
Refund 1,99 €
=8 ]

| Cancel |

@ The User is prompted to decide if they want to print the customer copy or not.

1,99 € REFUNDED
Would you like the customer receipt? Error Scenarios

‘ Print ‘

If the screen times out, the merchant receipt will be printed regardless.
No Thanks

User Guide
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Order History

Administration Menu
mn A o

Verifone

The User can access the transaction history, account settings, and view reports
via this menu.

Connect Express

- Point of Sale
=] Order History
Q_  Search Orders
m Reports
3 Settings
@ About
N o
mA © v i M1:39
=  Order History = Order HlStory
Mon, Feb 3, 2020 @
o Ordor oous —199€ Displays the transaction history that is saved in the device. The icon next to the
11:39 am
g Order 0008 199 € transactions shows the transaction type whether it is a sale, refund or void
11:37 am
Order 0003 199 € transaction.
a 10:48 am
Order 0002 DA . . . .
BB fouram The transaction history allows the transactions to be searched for using a
gg Order o001 e
10:45 am . .
different search option.
Fri, Jan 31, 2020 @
g Order 0005 -258 € Use Action
9:51 pm
Order 0003 Qe . . . .
m The user can view and print the list of order history per day.
Bamoa Report - Sales Overview
= Sales overview
T estidw ewa dden Provides a summary of the transactions for the following:
25 Mar 2020 |
Current day, Previous day
21,99 €
Sidae S Past 7 days, Past 30 days
s ome | Total reports are available for print.
000 € 00D €

Note: If the user authentication feature has been enabled, the user is prompted for

the passcode before performing operations

User Guide
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Void
O40HaA S % o 0 osar .
= = Order Details
= Order #0032503200445645
A cwosa TR Displays the details of a transaction.
[rceer | [ vee | The following operations are allowed, Void transaction and receipt reprint.
TRANSACTIONS
By oerses 1,99 €
At -Code | DOTB4S
Trans ED | OOOISR |
Subtotal 198 €
Tatal 199 €

=a ® W N iiss Description
& Void 1,99 €

Void Order # 00403022 Void is selected, and the User is prompted to select a reason for void.
Visa 0211 1,99 €

REASON

RETURNED GOODS O User aCtion

CANGELLED ORDER o Selecting the reason continues the void processing.

NONE O

OTHER O

Description

Displays that the device is doing an online authorization by communicating to the

host and completing the transaction successfully.

C

PLEASE WAIT ...

E N g;t?t:cﬁ\uli\ﬂgbile 5 with printer 25
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Void - Continued

@ The User is prompted to select the option for receiving the receipt.

THANKS

Would you like the customer receipt?

| User action

‘ Print

No Thanks The receipt is skipped or printed based on the User selection.

@ The User is prompted to decide if they want to print the merchant copy.

THANKS

Would you like the merchant receipt? User action

‘ Print |

The receipt is skipped or printed based on the User selection.
No Thanks

If the screen times out, the merchant receipt will be printed

E N g;regcﬁiuli\ﬂgbile 5 with printer 26
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Reprinting Receipts

BA4AGHA © ¥ o 0 oaur

&«  Drder #003250320044645

SALE 199 €
Wadnasday, 03/25/30 0446 am ~

| RECEIFT | WoIo |

TRAMNSACTIONS
199 €

Subtotal 199 €
Total 198 €

Reprint Receipt

Merchant Copy ‘

‘ Customer Copy ‘

Description

If the order contains multiple transactions, the User is prompted to select which

transaction the copy of the receipt should be printed for.

User action

The User selects the transaction for printing a receipt copy.

Description

The User is prompted to select the receipt copy - Merchant or Customer.

User action

A copy of the receipt is printed, or skipped, based on the User selection.

E N g:t?t:cﬁmuli\‘lljgbile 5 with printer 27
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Carbon Mobile 5 with printer

Full Software Update

11:46 PM

4

ota_update_QA_CM5-N-0.0.51.zip Updating...

N Android System

USE debugging connected
Tag issble USB debugging

USEB charging this device

Tap for more options

Android system update
Preparing to update...

android

Verifone Software Update

Updating...
nsialing: paramaters.zip
installing: PaymentSettings-0 5 7-debug opk

talling: Bulle
vfiGlabalDebug

E N User Guide
Carbon Mobile 5 with printer

Verifone Software Update

Description

1) Shows progress of software download.

2) Shows software verification progress
after software download completes.
Successful verification is followed by

device reboot.

Note: This software update cannot be interrupted by
the User. Be ready for a device reboot after the

software update verification completes.

3) The Terminalis rebooting to apply
software update.

4) Shows progress information about the
software update

5) Shows information about software
components being installed on device
after reboot. Shows the update result

success or failure.

Note: Please wait for the software update to

complete. In case of failure contact the Helpdesk.

28
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Android Applications Update

Description

Shows the progress of the application download.

TOTMS Agent - 3% + now

lights.apk

N andrmid System

USB debug:
Tap to disable USB debugging

A Verifone
Development unit
Not to be used for consumet paymer

processing
N Android System

USB charging this device
Tap for more options:

11:39 PM v Description
v

Indicates application download has been completed and that it has been installed.

4 TMS Agent + now
lights.apk
Software download completed

N Android System
USE debugging connected

ottt User action
A ventons

Development unit

R i N e No action is needed. If the updated application needs to be restarted, it will be done
automatically.

N Android System
USE charging this device
Tap for more options.

CLEAR ALL

E N g:t?t:cﬁmuli\‘lljgbile 5 with printer 29
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Payment Application Configuration Update

Description

o Indicates that a new set of payment parameters has been downloaded. The
USB debugging connected

Upiofmi ndniem update will be applied as soon as the download has completed.
4 TS Agent + Tm
lights.apk

Software download completed

+ 5 Agent « Zm i
4 ThS Agent User action

PaymentParameters.zml
Software download completed

No action is required. If an application restart or device reboot is needed, it

4 TS Agent - 3m

ni_| ters.apk . .
e will be done automatically.

N Androld System

USB charging this device
Tap for more options.

E N g:t?t:cﬁmuli\‘lljgbile 5 with printer 30
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Diagnostic App
Pasma RN mOADA TR Description
O, Search aops Dlapnostics
= = Bl = Lt Tonsactln o Open launcher shows all the applications available on the device. The
i e i T Sormey Diagnostics application will be available here.

[ e

EH O L v User action
Crmrmers.

Seftwam dutalls
Ciee sl Gtk . ComneetE
Boetwaik Infermutian

ﬁ a F ) ¢ Click on the Diagnostics application.

Devae Mo WDignoesicef Gaberp  Pymestfl
Peslpherals sormation

E E n n Yo et

Zemngs  SabSen.  Symmede Hpmases. Trananetion Summary

The app will display a list of diagnostic options.

Select any option for further details.

Help

Summary is the first option in the Diagnostics menu.

Bamo A
Summary It shows a general status about the most important device functions.
Ty @ User action
Canac piatle @ Pull down the Summary menu. This will update the status of each
Oinline staius Q Item :
Keys Shere dezain {8 i Field Description
WHE heartboat Rl bt kot -@. TermiiE] SEs Shows if payment terminal is connected or not. For mobile devices
always true.
Prinler slatus Tl faried (3 C i
stg?lT:C on Shows if there is network connection (router is connected)
Tngger legs Behutlu' usine (3
Lpload Shows if device can reach external IP address to make sure selected

Onlinelstatus network has actual internet connectivity.

_ Shows if expected keys are installed. Pop-up can be opened to see
details about each key status.

Keys Clicking Show details will display the installation status per key,
prompting the missing key(s) in a pop-up window.
VHQ heartbeat Triggers manual VHQ heartbeat and shows VHQ heartbeat status

Allow to perform test receipt print to validate if printer detected and

Print status
works.

Trigger logs

Schedules a manual log upload to a Verifone server.
upload
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Diagnostic App-Continued

Oamoa BOALA

Device Information

Davice information Device Information

Manstnchiar Vacfone
Medel CMEP ) L.
— s Field Description
Sanal rumber ACT-BE2-5M
i | [k R A O Model Specifies the device model name.
Part umber. M27E-5 1% 22 EUN
Battary type printer_tan SHA4 .
Ot Time 20 March, 1783 (Goniral fjr:ﬁ)l or Shows the device serial number.
Medal tyse Warilseas ES00 Frisitee DVT Enropean Stendaed Tirea)
L il b Elsargipsel W chaning) Manufacturer Shows the device manufacturer.
Db & Timo 28 Marc Chamiral Syl count a
Ehiapf e ) Battery type Shows the battery model information.
Battary st Bty retacad. (3
Batsary level & [Chaging) Caltudming.
[« o o ] < o o | Hodeltyee Dispiays fhe device modelverson.
Part number Specifies the terminal part number
Date & Time Displays the current date, time, and timezone on the device.
Battery level :;dlcatesAthe battery charging level (in percentage) and status (i.e. Charging or
ischarging).
c Counts the number of complete discharge cycles the current battery has
ycle count
completed.
Battery .
health Reports the current health status of the device battery.

Software Details

GAmLA

Software details

Android Software Details

Terminal slabus Rusning g
Sponsor A Field Description
Androld software datalls . . . .
Android version Android OS version
Android version o
Kernel version Android OS API level
Karnid varsion el
ik rumbar CMEO-a58 Build number Android OS Verifone build version
RC RC2 . . . . .
Environment Backend environment which device communicates to.
Environmend o
Applications Shortcut to open list of installed applications on Android.

Engage Software Details

LR IS

Software details

Field

Description

VOS version installed on the engage chip

RC (=1 . .
Terminal OS version
Ervironmend LT
ADK version
Applcatans Shirw deeain

Installed ADK version

Engage software details | Terminal applications

Pop-up with list of all installed bundles and their
version on the engage

Torminal 05 b 13403004100
Rt

ADK vermian ADKATIE
Tarminal Shirw detaim
spplications
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Diagnostic App-Continued

Network Information

BAmGA
Natwark information
Field Description
Canneatidly slabis a
: Connection Shows if there is data network connection, such as wifi/ethernet/mobile.
Online stalus Q status
Arnaativity 2 . Shows if device can reach external IP address to make sure selected
discsnnacts oy Online status . o
? network has actual internet connectivity.
Device P Te 188035 . . . . . .
Connectivit Count of data connection disconnects since midnight, specified as when
S . 8 Y the network state changed from CONNECTED to DISCONNECTED
nneclivily bipe WE LIR) 2 disconnects A N N L
today state. E)l(a!mple woyld be if the d.e_wce mornentanly loses wifi
F— o connectivity, or switches from wifi to mobile.
Device IP Current assigned device IP address
Connectivity Current data connection type (WiFI with access point name / Ethernet /
Preferred SIM Network name of preferred SIM card, if in use
Need helo? Optional - this will link to a QR code, only available when “Connectivity
P status” shows disconnected. QR code links to a Verifone support URL.
Y-
Verifone cloud VeriFone Cloud
Tarminal Bheww dataiu
oSt Field Description
Customer D
R - Terminal management Shows VHQ server URL.
Hgentvamica ] Customer id account on device management server (VHQ),
Customer ID : - ) ) ;
s i used to identify customer and their devices hierarchy.
Hesdloasi irqiicbay Heartbeat frequency Frequency at which device will communicate with VHQ.
o o Allows to trigger VHQ heartbeat. Heartbeat type depends on
Wbestonat  Reguon antoss (3 Al e ek maintenance schedule
Peripherals
B04CA
Periherals information Shows information about connected peripherals devices like printer.
Frinter sias Tt izt (3
Field Description
Printern CHEP - 401 202574 [prp-
e Printer status Allows user to perform test print.
Printers List of all known printers.
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Diagnostic App-Continued

QAARS A Transaction Summary
Transaction Summary
Technology type
Technology type Euiosme s Fuil
Field Description
Cantacilans [ER]
Contactless Number of successful and failed contactless transactions
Chip oo
Chip Number of successful and failed chip transactions
Magnatic atripe L]
Magnetic stripe Number of successful and failed magnetic stripe transactions
Manual eniry ofa
Manual entry Number of successful and failed transactions with manual card data entry
Unknowr: fypo (3]
Unknown type Number of successful and failed other transactions
Total sessicns oo
Total sessions Number of total successful and failed transactions
Falfrack counts
mOLLCA Fallback counts
Transaction Summary
Field Description
Ml entry ] Contactless to chip Number of fallbacks from contactless to chip requests
Unkncwn g Bio Chip to MSR Number of fallbacks from chip to magnetic stripe request
. . MSR to manual entry Number of fallbacks from magnetic stripe to manual entry request
Toba! seskions i
Faliback counts
Cantaciiess o o
g
Chp bo MSR o
MER ta marcia! o
anlry

E N g:t?t:oci\uli\‘lljgbile 5 with printer 34



EN

User Guide
Home App Launcher3

Carbon Mobile 5 with printer

Device Manager App

Datma [-E N EEAE
Honitnen Description
B
L] = HH - Open launcher and click on Device Manager application.
Agenilogy. B Coalr, - Cafcnr Lirmern
= e a User action
e e g click on Device Manager application for further details such as:
v
ﬂg_ nE E: e e Host Param Options
: e Configuration Options
E’: E ﬂ ﬁ e Configuration Report
itz et R e Configure Device ID
<F (4] (=

L IS

Conflguration Optlons

Description

Terméinal

Configuration options is available via the Device Manager menu.
] Memhant
> memier User action

Gamo A

Conflguration Report

mBavA

Configuration Repart

The User can select the required Terminal configuration option to
view and edit as appropriate.

Description

WMerchant Confirm Slgnature 1

Acquirer T . . . . . .
Reslor Timasits Dl Configuration Report is available via the Device Manager menu.
Marchant Fecalpt Optians
Sigrature Yalicatan Timeout &l
Print Cusioeret Receipt 1
Merchant 1 .
Mk s P Merenant mocalc ] User action
Merchant Confirm Slgnature 1 Tip Optian
Optian Tip Enshiled o ) . . .
S — TipLima s0 The User can view and print the configuration report.
Print Gustoemer Receipt il Tip Percentages 51015 |
Frint Merehant Teseipt z Merchant Account 1
Tip Options Account 1 990510
Tip Ensdled @ Terminal Id ANO00S3S
Tip Lirnit a0 Terminal 1
Tip Fercentages 1005 Terminal Timeouts
Merchant Account 1 User Interface Timecut al
| Print | | Print |
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Purchase with Accessibility Option

Accessibility function allows visually-impaired customers to use the payment device
without issues. It supports Assistant PIN Entry, Accessible PIN Entry and the training
exploration.

e |

Description

If the accessibility option is enabled in the configuration, the user can double tap
anywhere on the card prompt screen to turn on the accessibility mode.

If the assistance option is enabled, the user can tap the visually-impaired yellow
button to choose the best contrast colour for the payment screens. For the
remainder of the transaction, the screens will have the background colour that is

’ chosen.

Once the accessibility/assistance mode is turned on, the screen prompts will be read

TOTAL 1,99 € aloud to the user.
<8 |
| i Description

Customer is prompted to enter PIN with accessibility feature. The customer can drag
their fingers orienting themselves using the corners of the device.

The screen is laid out as a virtual number pad grid. As the user drags fingers along
each number, a beep is played. The beep is the same regardless of the number that
the finger has dragged on. This will allow the customer to count the number of beeps
heard and using the direction in which the fingers moved, they can decipher the
number their finger is on.

Once the finger is dragged to any button, the customer can select that button, by
double tapping anywhere on the screen.

The accessibility mode must be turned on for each transaction. Once the PIN retries
exceeds the configurable value, the customer will be taken to a short training for PIN
entry in the accessibility mode. Refer to purchase

Merchant/Customer action

User enters the PIN using the accessibility feature.
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Purchase with Accessibility Option-Continued

Description

Keep Your Card Inserted

£ the card acquirer’s host system.

This indicates that the device is doing an online authorization by communicating to

PLEASE WAIT ...

Error Scenarios

e Ifthe user removes the chip card, the transaction will be cancelled, and a
reversal will be generated.

e If the payment application is exited or the device reboots while on this
screen, when the payment application restarts or the device boots up,
power failure recovery will occur, and the transaction will be declined, and a

reversal will be generated.

This informs the customer that the payment is completed successfully. It prompts

@ the customer to remove the card if it is still inserted. The terminal can be configured
to either play a single beep or to continuously play beeps until the card is removed.
COMPLETE
In accessibility mode, a voice for card removal is prompted.
e |

Customer action

The customer needs to remove the card. The screen will not timeout as long as the
card is still inserted.
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Accessibility Training

"*'r‘| On the card prompt screen, the hamburger menu icon has options to launch any of

- : the below lessons. All the chapters are played automatically.
= The Training includes the following lessons:
=S
e Exploration: includes Selection (Tactile) button: This is the first chapter
explaining about device and how to use it. The user must touch the device
once to hear next instructions. The user must double tap or press the tactile
button to activate training mode. The customer cannot exit from mode.
’ e Selection (Tactile) button: This chapter lets the customer practice activating

accessibility mode by double tap/press the tactile button on listening to the

TOTAL 1,99 €
(5]

| Cancel

chime. The customer cannot exit from this mode.

e Training Edges: This chapter guides the customer to use the accessibility

III

keypad using edges and corners. The customer can select “Cancel” and

double tap/press the tactile button to exit training mode.
o Navigate: This chapter lets the customer to practice keypad navigation and
asks the customer to find some random keys. The customer can select

I//

“Cancel” and double tap/press the tactile button to exit training mode.

e Submit digit: This chapter asks the customer to find some random keys and
guides with instructions to practice entering digit (double tap/press tactile
button). The customer cannot exit from this mode.

e Enter PIN: Keys will not be spoken out in this chapter and guides the
customer to practice entering randomly generated PIN. The customer can
select “Cancel” and double tap/press the tactile button to exit training

mode.
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Accessible PIN Entry

e Accessible Pin entry allows blind people to enter PIN themselves without
having to disclosing the PIN to the merchant.
e If Accessible function is enabled, a special chime will be played periodically

to inform the user that he or she can invoke the Accessible function. The

user can perform a double-tap anywhere on the device screen or press a

tactile button (the scanner key) to enter Accessible PIN Entry mode. Once

Accessible Entry Mode is activated, the Total amount is vocalized and the

instruction on how to present card is vocalized (“Please present your card”).
e Multi-Touch: To give the user a better user experience, the Terminal will
! reject the palm touch or multi-touch during Accessible PIN entry.

e The Accessible PIN Entry keypad type is a 12pad. The user can navigate
TOTAL 1,99 € yreypachyp P &

| Cancel

through the keypad. The audio feedback will be played once the user

switches to a different key in the keypad. The user can double tap anywhere

on the Terminal screen or press a tactile button to confirm that key he or she

last navigated to. Once the PIN entry is done, the user can navigate to the OK
button (on the right bottom corner) and double tap anywhere on the screen
or press the tactile button to confirm. For doing cancellation anytime during

the PIN Entry, the customer can navigate to the Cancel button (on the left

Tactile bottom corner) and double tap anywhere on the display or press the tactile

Button button to exit the PIN Entry screen. The customer will also receive audio
feedback if the PIN entered is correct or not.

e After two successive unsuccessful PIN tries in Accessibility mode, the user
will be taken to the short training to explore, navigate, and practice digit
entry (double tap/press the tactile button). The training keypad would
behave same as accessibility except that the key digits are spoken out. The
user selects and double tap/press the tactile button on “Cancel” at the
bottom left corner to exit training. On exiting training, the on-going
transaction would be cancelled, and a new transaction has to be started to
do the card and PIN entry.

e Once the Accessible function feature is enabled, the terminal works in this

mode for all subsequent transactions until disabled.
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Assistant PIN Entry

: Description
= |nsert, Swipe or Tap l”#_'ll
@ e Assistant PIN Entry Keypad behaves just like the Standard PIN Entry Keypad
% with magnification, colour contrast, and audio feedback.

e Onthe Card prompt screen, the user can choose Assistant mode through an
Assistant visually-impaired yellow button on the screen. There are four

different colour combinations provided and the user can select one of them.

= Once that colour is selected, the PIN entry Keypad will be shown in the new
TOTAL 1,99 € colour combination theme.
a8 = e colour blind users can select the contrast colour that allows them to see the

| Cancel

screen the best. The background colour of the card prompt screen and the
PIN entry screen will be the colour chosen by the customer. This colour only
applies to the current transaction, the color will be restored to the default

when the next payment starts.

= Insert, Swipe or Tap l -1 ‘

Description

The card prompt screen for color blind customers who can see certain color

contrast better. The color is picked by the customer before entering this screen.

Cancel

E N g:ft:cﬁ'luli\(lljgbile 5 with printer 40



User Guide
E N Accessibility Carbon Mobile 5 with printer

Assistant PIN Entry-Continued

Description
Enter PIN

The user is prompted to enter the PIN. The background color is the color chosen
by the customer to give the best contrast earlier in the card prompt screen via

the assistant button. Refer to the purchase flow for PIN entry details

Please Remove Card

Description

Informs the user that the payment is completed successfully. It prompts the user
to remove the card if it is still inserted. The terminal can be configured to either

@ play a single beep or to continuously play beeps until the card is removed. The

background color is the color chosen by the customer to give the best contrast

APPROVED

earlier in the card prompt screen via the assistant button.
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