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Chapter 1- VPN

How to Configure Site-to-site IPSec VPN Where the Peer has a
Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ
100.100.100.254

i NI TTTT I
VPN Tunnel

192.168.168.0/24

VPN Tunnel

2YXEL

Branch
100.100.200.254

192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-

Site. Click Next.

Q e VRN v > SheteSte VRN v
82 Dboshboard . 1 Scenario 2 Network 3 Authenfication 4 Policy & Routing S Summary
IKE Version O Kevl @ Kkev2
Sy
Se
= O Custom
eehing AT ® None
[~
O Localsite
O licensing v O remote site
@ Network
@

security Policy

S User & Authenfication v
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VPN v > StetoSite VPN v
Scenaic —————— 2 Network 3 Authentication 4 Policy & Routing 5 summary

My Address Domain Name / IP 100.100.100.254

Peer Goteway Address Domain Mame / IP 100.100.200.254)

______ Y S

Local Site Remote Site

100.100.100.254 100.100.200.254

m

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 7



ZYXEL

NETWORKS

VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

VPN w > SitetoSite VPN =

Scenario Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Sreshared ey | meeeeees
O Cerlificate

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

VPN v > SitetoSite VPN w
Scenario —— Network ————— Authentication ————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local Subnet 192.168.168.0/24

Remote Subnet 192.168.160.0/24

P N ———

Local Site Remote Site
192.168.168.0/24 192.168.160.0/24
100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >

Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

Scenario

Configuration

Name

IKE Version

Scenario

Type

Network

Local site

Remote Site

Authentication

Authentication

Policy & Routing

Local Subnet

Remote Subnet

VPN w > Site fo Site VPN

Network ———— Authentication Policy & Routing 5 Summary

H@toBranch

& Edit
100.100.100.254
100.100.200.254
pre-shared-key
192.168.168.0/24
192.168.160.0/24
Cloze

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 10
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Q Ze veN - e toSte VBN v
82 oo " 1 scenario 3 Authentication 4 Policy & Routing 5 summary
YoM fam
IKE Version O Kkev ® Kev2
Q custom
Behind NAT ® None
g
Q Localsite
S Licensing v QO Rremote site
@ retwork
© Ve -
...... B - ——
@ SRy . Le I Site: Remote Sit
B o
@) s=
S & Authentic
=]
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VPN w > SitetoSite VPN v

Scenario ——— 2 Network 3 Authentication 4 Policy & Routing 5 summary

Peer Goteway Address Domain Name / IP 100.100.100.254

______ Y S

Local Site: Remote Site

100.100.200.254 100.100.100.254
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next.

VPN w > SitetoSite VPN -

Scenario Network 3 Authentication 4 Policy & Routing 5 summary
fueaten @ Freshered ey
O Cerlificate

Canes! m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

VAN v > SieloSits VPN w
Scenaro ———— Network ———— Authentication ————————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local Subnet 192.168.160.0/24

Remote Subnet 192.168.168.0/24

SR ———

Local Site Remole Site
192.168.160.0/24 192.168.168.0/24
100.100.200.254 100.100.100.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VPN v > SitetoSite VPN v

Scenaric ——— Network ————————— Authentication ——— Policy & Routhng ——————— 5 Summary

Configuration

Name BranchtoHQ
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local site 100.100.200.254
Remate Site 100.100.100.254

Authentication

Authentication pre-snared-key

Policy & Routing

Local subnet 192.168.160.0/24

Remote Subnet 192.168.168.0/24

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 15
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

B Administrator: Command Prompt

ion 10.0.22000.1455]
All rights reserved.

Value

Intel(R) Ethernet Connect]
8C-16-45

Yes
192.168.168.33
255.255.255.0 3 -
Friday, February 3, 2023 \SIY from 192
Saturday, February 4, 20 Rep 1\ from 192
192.168.168.1

es of data:
t ime=1ms
t ime=1ms
t ime<lms
t ime=7ms

,160,1,
.160.1:
.160.1:

.168
.168

byte
bytes

192.168.168.1 ing statistics for 192.168.160.1:

88838 Packets: Sent = 4, Received = 4, Lost = O (0% loss)
v Approximate round trip times in milli-seco

es

Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::e

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

S \WINDOWS\system32>,

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

(€) venstatus v > PSec VPN = 3 SitetoSite VPN =
Site fo Site VPN Remote Access VPN

Connectivity Check

%) Disconnect (% Refresh | @ Connectivity Check

#% Name * Policy Route ¥ Remote Gateway ¥ My Address ¥
~ Custom
1 HQioBranch 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 16
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How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer has a Dynamic IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ Branch
100.100.100.254 Dynamic Address
AL .11 L 1 1 1 1 I .11 [ 1 1 1 1 I
VPN Tunnel VPN Tunnel i
192.168.168.0/24 192.168.160.0/24

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 17
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

Q )ze veN e to Ste VPN ¥
29 7 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
IKE Version O Kkew ® Kevz
@ s i
Type Q site-to-site
@ s i
@ e .
o Lo =
@ ne -

VPN > Site to Site VPN
Type My Address and select Peer Gateway Address as Dynamic Address. Type a secure

Pre-shared key.

General Seftings

QO Kew ® Kev2
O Foute-Based ® FPolicy-Based

Netwerk

Authentication

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 18



ZYXEL

NETWORKS

Scroll down to find the Phase2 setting. Type Local and Remote Subnet and select

Responder Only. Then click save change.

Phase 2 Settings
Inifiation O avie (O Nalledup | (®) Responder Only
Policy
+ Add m
[J tocal = Remote & Prolocol & Active Protocol % Encapsulafion %
192.168.168.0/24 192.168.160.0/24 Any - ESP - Tunnel - X
Rowsperpogs: 50 + Tofl 1
SA Life Time 28800 80 - 3000000 Seconds)
Proposal
+ Add m
[ Encryption & Authenfication %
[ ces128-cbe hmac-shal
Rowsperpogs: 50 w Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 19
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

9 Dashboard 2 1 scenario 2 Network 3 Authenticafion 4 Policy & Routing 5 summary|

© &

®

Site to Site VPN

83 system 4 m
[ Log & Report 7

VPN > Site to Site VPN
Type My Address as 0.0.0.0 and type Peer Gateway Address. Type a secure Pre-shared
key.

VPN v > StetoSite VRN v

General Seffings

Enable »
Name BranchioHQ

IKE Version O Kev ® ikev2

Type O Route-based @ Policy-Based

Network

P Gate y Add 100.100.100.254

Authentication

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 20
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Scroll down to find the Phase2 setting, type Local and Remote Subnet. Then click save

Phase 2 Seftings
Inifiotion ® svo O Naiedup () Responder Cnly
Policy
+ Add m
[J loca # Remole % Protocol & Active Prolocol Encapsulation $
192.148.160.0/24 192.168.168.0/24 Any - 37 - Tunnel - X
Rowsperpoge: 30 Tof1 1
A Life Time 26800 (180 - 3000000 Second
Proposal
+ Add m
[J Encryption & Authentication &
[0 aesi28-cbe hrmae-shal
Rowsperpoge: 50 v Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 21
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

B Administrator: Command Prompt

ion 10.0.22000.1455]
All rights reserved.

Value

Intel(R) Ethernet Connect]
8C-16-45

Yes
192.168.168.33
255.255.255.0 3 -
Friday, February 3, 2023 \SIY from 192
Saturday, February 4, 20 Rep 1\ from 192
192.168.168.1

es of data:
t ime=1ms
t ime=1ms
t ime<lms
t ime=7ms

,160,1,
.160.1:
.160.1:

.168
.168

byte
bytes

192.168.168.1 ing statistics for 192.168.160.1:

88838 Packets: Sent = 4, Received = 4, Lost = O (0% loss)
v Approximate round trip times in milli-seco

es

Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::e

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

S \WINDOWS\system32>,

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

(€) venstatus v > PSec VPN = 3 SitetoSite VPN =
Site fo Site VPN Remote Access VPN

Connectivity Check

%) Disconnect (% Refresh | @ Connectivity Check

#% Name * Policy Route ¥ Remote Gateway ¥ My Address ¥
~ Custom
1 HQioBranch 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 22
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to Site VPN
tunnel between USG FLEX H devices. The example instructs how to configure the VPN
tunnel between each site while one Site is behind a NAT router. When the IPSec Site to Site

VPN tunnel is configured, each site can be accessed securely.

HQ Branch
100.100.100.254 100.100.200.254

VPN Tunnel

£ 192.168.1.100

NI TTT T I
|
!
!

192.168.168.0/24

192.168.160.0/24

‘Q’No’re: Please ensure that you have NAT mapping UDP port 4500 to USG FLEX H
device.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 23
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Remote Site. Click Next.

Q Ze« @ VRN v > SitetoSite VPN v

80 Dashboard v 1 Sscenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
W vy reverte B Hame
IKE Version QO kew ® Kke2
@& or
Config Type ® wizard
@ 5=
Q cusiom
@ re
Behind NAT QO None
@ vensiatus
QO LocalSite
O Licensng . ® Remote Site
@ network
______ @_@_ ......
Local Site Remote Site
(& Security Policy v Router
B obisc
@ se

Canee! m

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 24
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VPN > Site to Site VPN > Scenario > Network
Configure My Address. Click Next.

www.zyxel.com

° VPN » > Site foSite VPN

Scenario 2 Network 3 Authentication
My Address Domain Name / IP 100.100.100.254

Peer Cateway Address Dynarmic Address

Local Site Remote Site

Router

100.100.100.254 Dynarmic Addrass

Cancel

DA— m-- |

4 Policy & Routing

5 Summary

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 25
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

@ VPN w > Sitetolite VPN w

Scenaripc ———————— Network ——————— 3 Authentication 4  Policy & Routing 5 summary

Authentication @ Pre-SharedKey | wessssan Q

o Certificate

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 26
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and Remote

Subnet to be the IP address of the network connected to the peer gateway.

@ VPN w > SitetoSite VPN v

Scenario — Network ———— Authentication ——————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local Subnet 192.168.168.0/24

Remate Subnet 192.168.160.0/24

A — - —@78— ------ — @mm

Local Site Remote Site
192.168.168.0/24 Router 192.168.160.0/24
100.100.100.254 Dynamic Address

Geneel m

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 27
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN w > Site fo Site VPN w

Scenario — Network ——— Authentication —————— Policy & Routing ——— 5 Summary

Configuration

Narne HGtoBranch
IKE Version 2
Type Policy-based
Proposal
v
& Edit
Network
Local site 100.100.100.254

Remote Site

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.168.0/24

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 28
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Local Site. Click Next.

QRIETe @ VAN v > SieteSte VPN v

80 Dosrboard & 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
1§ My Favorite v Name BranchtoHQ@
IKE Version QO Kkev1 ® Kev2
8 system stafistics v
Config Type (® wizard
@ s= stics -
QO custom
Behind NAT QO None
@® Locdlsite
O Lcening . QO Remote Site
@ Network
------ B —
Local Site Remale Site
(@& Security Policy v Router
B obiject

@) Security servics
8o User & Authentication v

&3 system

B Log &Report v

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 29
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

Scenaio ——————— 2 Network 3 Authenfication 4 Policy & Routing 5 Summary
pesr Gotemwy Adcres R—

______ PO "S—

Local Site Router Remote Site
192.148.1.100 100.100.100.254

Ganel m

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 30
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and
Remote Subnet to be the IP address of the network connected to the peer gateway.

@ VPN ~ > SitetoSite VPN

Scenaric ———— Network ————— Authentication ————— 4 Policy & Routing 5 summary

Type o Route-Based @ Policy-Based

Local Subnet 192.168.160.0/24

Remote subnet 192.168.168.0/24

R NER——

192.168.160.0/24 Router 192.168.168.0/24
192.168.1.100 100.100.100.254

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 31
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

©

Authentication

Scenario

> Site to Site VPN v

Network 3 Authentication 4 Policy & Routing 5 summary

@ Pre-Sharsdkey || smeseess o

O Cerfificate

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 32
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary
The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN » > SitetoSite VPN w

Scenario ————— Network ——— Authenticaton ——— Policy & Routing ——————— 5 Summary

Configuration

Narne BranchtoHQ
IKE Version 2
Type Policy-based
Proposal
v
& Edit

Network

Local Site 192.168.1.100

Remote Site 100.100.100.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.160.0/24
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

B Administrator: Command Prompt

ion 10.0.22000.1455]
All rights reserved.

Value

Intel(R) Ethernet Connect]
8C-16-45

Yes
192.168.168.33
255.255.255.0 3 -
Friday, February 3, 2023 \SIY from 192
Saturday, February 4, 20 Rep 1\ from 192
192.168.168.1

es of data:
t ime=1ms
t ime=1ms
t ime<lms
t ime=7ms

,160,1,
.160.1:
.160.1:

.168
.168

byte
bytes

192.168.168.1 ing statistics for 192.168.160.1:

88838 Packets: Sent = 4, Received = 4, Lost = O (0% loss)
v Approximate round trip times in milli-seco

es

Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::e

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

S \WINDOWS\system32>,

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

(€) venstatus v > PSec VPN = 3 SitetoSite VPN =
Site fo Site VPN Remote Access VPN

Connectivity Check

%) Disconnect (% Refresh | @ Connectivity Check

#% Name * Policy Route ¥ Remote Gateway ¥ My Address ¥
~ Custom
1 HQioBranch 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254
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How to Configure Remote Access VPN with Zyxel VPN Client

This example shows how to setup Remote Access VPN on USG FLEX H and Zyxel VPN
Client. The example instructs how to implement Remote Access VPN by SSLVPN and IPSec

VPN.
Remote User H &

* HQ Gateway

& e _— server
192.168.100.0/24

L

L]

L ]

bi

’

)
R RN

Work From Home
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Before Begin
User & Authentication > User/Group > User
Create local user for remote access authentication.
Q 2t (€)  bessumericotion v o G v 2 ler v
@ rrworkstatus - User o )
@ w - <l Administrator
+ Add m
.
O Mame e tcerlype ® Descriplion Crealed Date # Paseword Changed Dale Reference &
.
O odmi admi Buil- 2023-03-21 01:01 0
S .
@ = - | =
T Add m
B objec =
) oy B [ Hame User Type & Descripfion & Created Dale Password Changed Dale 3 Reference &
o e O  sveeluser user 20230707 0X18 20230707 03:18 0
O  rodiusue extuser B [
isar Authanficalion O ecpues et-user Bt 0
& Syvem - 0O oduen extuser Buit 0

@ User & Authenficafion = =

Frofile Management

User Mome
Uz=r Type
Passwaord
Fetype
Diescription
Email 1

Email 2

Aokile Mumber

Authentication Timeaout Settings

User/Croup =

Tyxel_vpn

Uzer

BEBEE

@ Use Default Setfings

lecse Time

Reauthenficotion Timea

O Use Manual Settings

1440

1440

minutes

minutes

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 36



ZYXEL o 2yxel.com

NETWORKS

Download and install the new TGB Client

Set up SSL VPN
VPN > SSL VPN

Select the incoming interface, the default port is 10443. And up to your requirement to
select Full Tunnel or Split Tunnel. And we now support OpenVPN config file.

For example: We pick up Split Tunnel and allows to access 192.168.100.0/24

Qe (O -
General Seffings
8
Zyxel Remote VPN works with fhe SecuBxtender VPN clent and is also compatible with the OpenVPN Connect clent.
A1 ae
. —
[G sacurty ot Inceming Interface
@8 =
B w
o)L Clients will use VPN fo
@ re 0 3 Lo
® v °
E |
(@ Security Poicy v + Add
B ooject O Mebwork
[m ] 00.0/
Client Network
(O
O o
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The default Address Pool is 192.168.51.0/24 and select the User who can access SSL VPN.

Client Network

IP Address Pool 192.168.51.0/24

First DMS Server @ IyWALL
O Custom Defined
Second DNS Server

Avthentication

Primary Server local b

Secondary Server none b

User | zyxel_vpn & (i ]

Set up IKEv2 VPN
VPN > IPSec VPN > Remote Access VPN

Select the incoming interface. And up to your requirement to select Full Tunnel or Split
Tunnel.

For example: We pick up Split Tunnel and allows to access 192.168.100.0/24
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The default Address Pool is 192.168.50.0/24 and select the User who can access IKEv2
VPN.

Q Security stafistics 4 Client Networl
@ Network Stafus ~ IP Address Pool
VPN status ~ .
@ First DNS Server @ IyWALL
O Custom Defined
W@ Licensing v
Second DNS Server
@ Network ~
Authentication
@ ven -
Primary Server lacal -
IPSec VPN
Secondary Server nene A
S5L VPN
QE, Security Policy ~ User ‘ zZyxel_vpn &
Advanced Settings
B object ~
~

Set up Remote Access on TGB Client

The new TGB Client merge SSL VPN and IKEv2 VPN. You don't need additional software for

each other.

W' Zyxel IPSec VPN Client
Configuration Toocls 7

Save Ctrl+5

Import
Export

Get from Server
Wizard...
Quit

55L

U] ™ o imr gy gsmemdh s my m
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Input the Gateway Address, Username and password to fetch configuration file.

W' VPN Configuration Server Wizard x

Step 1: Authentication

What are the parameters of the YPM Server Connection ? @ O

You are going to download your VPN Corfiguration from the WYPN Configuration Server.
Erter below the authentication information required for the connection to the server.

Gateway Address; |TJaT 88D @ Port: |443

Authentication: |Lugir1 + Password v |

Login: |zwel_vpn |

Password: |"‘“'“| |

Mext = Cancel
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You will obtain IKEv2 as well as SSLVPN settings.
W Zyxel IPSec VPN Client — O x

Configuration Teols 7

E| VPN Configuration
EIE? IKEV2
E||:| RemoteAccess

secpolicyl RemoteAcced  SSL Configuration

Thiz folder enables the creation of 551 tunnels. It is possible to create
as many TLS as required. The contextual menu (right dick on 55L)
enables to create, copy or paste TLS.

S5L tunnel creation wizard

& Export all 551 tunnels
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Test SSLVPN Tunnel on TGB Client

Right click the profile and “Open Tunnel” and log in.

You will see the profile being green and can access internal resource now.
.

E¥ Command Prompt

[E] VPN Configuration
- KE V2
{23 RemoteAccess

: Media disconr
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Test IKEv2 Tunnel on TGB Client

Right click the profile and “Open Tunnel” and log in.

You will see the profile being green and can access internal resource now.

E¥ Command Prompt

[E] vPN Configuration

-7 KEV2
|5} sec_policy1_Remote{SuatNatas adapter
= sl

L SSLVEN

No Tunnel

Test IKEv2 Tunnel on Windows Client

Download Windows VPN configuration script

@ VPN v > PSscVWPN w > Remofe AccsssVPN v

Site to Site VPN Remote Access VPN

General Seftings

Iyxel's remote VPN solution uses leading IPSec/IKEv2 (EAP-MSCHAPV2) encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Andreid, macOS$ and iOS.

Enable [ o]

et SecuBstender VPN Cient software m m
VPN configuration script download § i0S/macOs § Android (sirongSwan)
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Perform the windows bat file and input credentials.

== Windows Security X
S, . Connect ~
Iign in
zyxel_vpn
yxeve Connect w
Connect “

The username or password Is incorrect.

L

Connect

@ Remotefccess 10.214.48.28

Action needed

~

Cancel
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VPN is connected and can access internal resource.

@ Remotefccess_10.214.48.28 .
Disconnect R

Connected

BN Select Command Prompt

1
1
1
1

from

Test IKEv2 Tunnel on iOS Client

Download i0OS/macOS VPN configuration script.

@ VPN v > PSscVWPN w > Remofe AccsssVPN v

Site to Site VPN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android, macOS and iOS.

Encble o)

ot SscuBcendar VP ient Sofcre m m
VPN configuration seript download 8 i0s/macos & Android (strongSwan)

Send the script to Device.

Profile Downloaded
Review the profile in Settings app if

you want to install it.

Close
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Settings > Profile Downloaded

Settings

Q_ Search

iCloud Storage Almost Full

Profile Downloaded

. Airplane Mode .

Wi-Fi ZyXEL_€CSO. 56

Bluetooth On
Cellular
Personal Hotspot Off

VPN Not Connected

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 46



ZYXEL

NETWORKS

Press Install.

Install Profile

From Zyxel: RemoteAccess_Wiz_1...

VPN Settings
Certificate

More Details

Enter Username and Password.

r

Cancel Enter Username Next

ENTER YOUR USERNAME FOR THE VPN PROFILE
HVPN"

zyxel_vpn

Requested by the "From Zyxel:
RemoteAccess_Wiz_10.214.48.28" profile
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Cancel Enter Password Next

ENTER YOUR PASSWORD FOR THE VPN PROFILE
IIVPNH

Requested by the "From Zyxel:
RemoteAccess_Wiz_10.214.48.28" profile

Now, it can connect.

£ RemoteAccess_Wiz_10.214.48.28 Edit

Type IKEv2
Server 10.214.48.28
Account zyxel_vpn
Address 192.168.50.1
Connect Time 0:09
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Test IKEv2 Tunnel on Android Client

Download Android(strongSwan) VPN configuration script.

@ VPN v > PlscVPN v > Remote Access VPN v

Site to Site VPN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android. macQS and iOS.

Enable [ o]

ot SecuBdender VPN Sient Sofwore m m
—_—
VPN configuration script download § i0s/macos § Android (strongSwan)

Download strongSwan from Google Play Store.

“11T-Star =, VPN 7 @ .

0 C )
®0 *0©

Facebook Game Center Hot Apps Hot Games

strongSwan
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Send the script to device then Install and Import strongSwan profile.

15:51 2 @ I

Import VPN profile IMPORT

Profile name
RemoteAccess_10.214.48.28
Server

10.214.48.28

VPN Type

IKEv2 EAP (Username/Password)

Username

zyer_vpnl

CA certificate

10.214.48.28
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VPN is connected.

||ﬂ|| @ [ N

E ADD VPN PROFILE

Status: Connected
Profile; RemoteAccess_10.214.48.2:

DISCONNECT

RemoteAccess_10.214.48.28
Server: 10.214.48.28
Username: zyxel_vpn
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Test OpenVPN

VPN > SSL VPN

www.zyxel.com

We now support OpenVPN config file, Click Download to obtain the ovpn file.

@ VPN - > SSLVPN

General Settings

Zyxel Remote VPN works with the SecuExtender VPN client and is also compatible with the OpenVPN Connect client.

Enable Q o

l & Download ]

SSL VPN Configuration Download

Incoming Interface

Interface gel (WAN) -
DNS Name (Optional)
Server Port 10443

Clients will use VPN to access

O Infernet and Local Networks (Full Tunnel)

@ Local Networks Only [Split Tunnel)
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Import the config file.

Import .ovpn profile?

Do you want to import .ovpn profile from
C:\Users\s8011\Downloads\SSLVPN_client_confi
g.ovpn?
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How to Configure Site-to-site IPSec VPN between ZLD and uOS
device

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer gateway is ZLD device. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ-uOS Branch-ZLD

100.100.100.254 100.100.200.254

ZYXEL ZYXEL

i T T T l --------------------------------------------- - ...... 1
E :
. .

VPN Tunnel VPN Tunnel

192.168.168.0/24 192.168.2.0/24
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Set up IPSec VPN Tunnel for uoS

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Q =z« @ VPN v > SifetoSite VPN w

Yy My Favorite ~
1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
3 fics ~ IKE Version Q Ken ® Kev2
P
@ vensiatus v Q Custom
Bahind NAT ® None
2 lice >
O Localsite
@ netwo ~
O remote Site

& security Poiicy v
Object v @
Local Site Remote Site

@ Maintenance ~
Cancel
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

@ VPN ~ > SiteloSiteVPN

scenario ——————— 2 Network 3 Authenfication 4 Policy & Routing 5 summary

My Address Domain Name / IP 00.100.100.254

Peer Gateway Address Domain Name / IP 100.100.200.254

______ NP S—

Local Site Remote Site

100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

VPN w > SitetoSite VPN =

Scenario Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Sreshared ey | meeeeees
O Cerlificate

m

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 57



ZYXEL

NETWORKS

VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to USG FLEX H and Remote
Subnet to be the IP address of the network connected to the peer ZyWALL.

@ VPN = > SitetoSite VPN

Scenario —— Network —— Authentication ————— 4 Policy & Routing 5 summary
Type O Route-Based @ Policy-Based
Local subnet 192.165.168.0/24

Remote Subnet 192.168.2.0/24

N " ——

Remole Site

192.168.168.0/24 192.168.2.0/24
100.100.100.254 100.100.200.254

[
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN » > SitetoSite VPN v

Scenaric ————— Network ————— Authentication ————— Policy & Routing ———— 5 Summary

Configuration

Name HQfoFLEX
IKE Version
Type Policy-based
Proposal
v
& Edit

Network

Local site 100.100.100.254

Remote site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local subnet 192.168.168.0/24
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Set up IPSec VPN Tunnel for ZLD

VPN > IPSec VPN > VPN Gateway
Select the WAN interface and type the Peer Gateway Address.

€ Add VPN Gateway
Show Advanced Settings 18 Create Mew Objecty

General Settings
Enable
WPN Gateway Name: FLEXtouOS§

IKE Version
@ IKEvI

@ IKEv2

Gateway Settings

My Address
@ |nterface wan R Static - 100,100,200.254/255.255.0.0

© Domain Name / IPv4

Peer Gateway Address
@ Static Addrass (D Primary 100.100.100.254 |

Secondary |0.0.0.0

[[] Fall back to Primary Peer Gateway when possible
Fall Back Check Interval: | 300 (60-86400 seconds)
© Dynamic Address (D
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Type Pre-shared Key. The default proposal which created by wizard is "Encryption:AES128,
Authentication:SHA1, Key Group:DH2". Those are the same as uOS.

) Add VPN Gateway

Show Advanced Settings 3 Create New Object¥
Authentication

@ Pre-Shared Key cassenas
[l unmasked
D Certificate My Certificates
[4] Advance
Local ID Type: P v
Content: 0.0.0.0
Peer D Type: Ay w

Phasze 1 Settings

5A Life Time: 856400 (180 - 3000000 Seconds)
[+] Advance
Proposal © Add & [ |
1 AESIZ8 SHAT
Key Group: -
DHZ x
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VPN > IPSec VPN > VPN Connection

Select VPN Gateway and set Local Subnet to be the IP address of the network connected
to be ZyWALL and Remote Subnet to be the IP address of the network connected to the
peer USG FLEX H.

# Edit VPN Connection FLEXtouOS_P2
Show Advanced Settings 18 Creafe New Object¥

General Settings

Enable

Connection Mame: FLEXtouOS_P2
[l Advance

VPN Gateway
Application Scenario
@ Site-to-site
O Site-to-site with Dynamic Peer
O Remote Access (Server Role)
O Remote Access (Client Role)

© VPN Tunnel Inferface

VPN Gateway: FLEXtouQS ¥ wan 100.100.100.254, 0.0.0.0
Policy
Local Policy: LANZ_SUBNET ¥ | INTERFACE SUBNET, 192.168.2.0/24
Remote Policy: uOS_subnet ¥ SUBNET, 192.168.168.0/24 .
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www.zyxel.com

The default proposal which created by wizard is "Encryption: AES128, Authentication: SHA1,
Key Group: DH2". Those are the same as uOS.

€ Add VPN Connection

E Hide Advanced Settings 18 Crecte New Object¥
Phase 2 Seffing o
SA Life Time: 28800 [180 - 3000000 Seconds|
-[%] Advance
Active Protocol: ESP N
Encapsulation: Tunnel v
Proposal @ Add I
1 AESI28 SHAT
Perfect Forward Secrecy [PF3):
DH2 x @
Related Settings
Lone: IPSec_WFPN R @
Connectivity Check
[[] Enable Connectivity Check (D
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Test IPSec VPN Tunnel

Ping the PC that is connected to ZLD device
Win 11 > cmd > ping 192.168.2.34

Connection-specific DNS Suffix . .
IPv4 Address . C:\Windows\system32>ping 192.168.2.34

Subnet Mask : e .
’ IPv4 Address . Pinging 192.168.2.34 with 32 bytes ?f data:

Subnet Mask 5 Reply from 192.168.2.34: bytes=32 t}me=21ms TTL=125
| IPv4 Address . 192.168.1.4 Reply from 192.168.2.34: bytes=32 time=3ms TTL=125
|
I

Subnet Mask . 255.255.255.9 Reply from 192.168.2.34: bytes=32 time=3ms TTL=125
IPv4 Address . 192.168.168.54 Reply from 192.168.2.34: bytes=32 time=3ms TTL=125
Subnet Mask : 255,255.255.0 . L
Default Gateway . Ping statistics for 192.168:2.34:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Ethernet adapter B B B B 4: Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 21ms, Average = 7ms

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

@ VPNStatus > IPSec VPN« 3 Site foSite VPN = Connectivity Check X
Site to Site VPN Remote Access VPN
» Address 92168160 III::III
Result
% Disconnect ¢ Refresh |@ Connectivity Check ICMP C clivity Check PASS on
sec 1_HQfoFLEX
B #°% Nome* Policy Route ¥ Remote Gateway ¥ My Address # u
~ Custom
1 HQtoFLEX 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254 i
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How to Configure Route-Based VPN

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with the
Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ Branch
100.100.100.254 100.100.200.254
 EEEIETITT I ol 1] maeE l

VPN Tunnel VPN Tunnel ‘
VTI VTI
192.168.168.0/24 192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-Site.
Click Next.

Q ze

o B

D & £ &

D & ®

o & ¥ © 0 &

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 66



ZY XEL w2y com

NETWORKS

VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

WPN v > StetoSte VPN w
Scenaio ——————— 2 Network 3 Authentication 4 Policy & Routing 5 summany
My Address Domain Name / 1P 100.100.100.254

Peer Goteway Address Domain Name / 1P 100.100.200.254

______ Y SE—

Local Site Remote Site

100.100.100.254 100.100.200.254

m

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 67



ZYXEL

NETWORKS

VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

VPN v > SitetoSite VPN =

Scenario Network 3 Authentication 4 Policy & Routing 5 summany
lauthentication @ reshaearey [ e
Q ceriicate

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 68



ZYXEL

NETWORKS

VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and configure the Remote Subnet.

VAN v > SietoSie VPN v

scenario 4 Policy & Routing 5 summary

Type ® RouvieBased | (O Policy-Based

Remote Subnet

Network Authentication

Local Site
Any 192.168.160.0/24
100.100.100.254 100.100.200.254

Caneel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VPN - > SitetoSite VPN

Scenario — Network ——— Authentication ——— Policy & Routing ——— 5 Summary

Cenfiguration

Name HQtoBranch
IKE Version 2
Scenario wizard
Type Route
& Edit
Network
Local Site 100.100.100.254
Remote Site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Remote Subnet 192.168.160.0/24
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Set up IPSec VPN Tunnel for Branch
VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site-to-Site.

Q v e fo Site VPN ¥
89 Do o 1 scenario 2 Neiwork 3 Authentication 4 Policy & Routing 5 summary
oMy “Name granchioHd
IKE Version O kev ® Kev2
@ o
@ sec
Q custom
@
Behind NAT ® None
Q Local site
P Lic Q Rermote Site
® -
Local Si @ Remote Sit
B o
© sec
& Auth
83 system
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VPN + > SitetolSite VPN =

Scenaio ————— 2 Network 3 Authentication 4 policy & Routing 5 summan

My Address Domain Name / IP 100.100.200.254
Peer Gateway Address Domain Name / IP 100.100.100.254

______ N S—

Local Site Remote Site

100.100.200.254 100.100.100.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre-Shared Key. Click Next

VPN w > Sitetolite VPN v

3 Authentication 4 Policy & Routing 5 summary

QO certificate

Scenario Network

ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and Remote Subnet.

VAN v = StetoSite VAN

Scenaro ———— Network Authentication

Type ® routeBasec | () Policy-Based

remote subnet 192.168.168.0/24

100.100.200.254

Cancel

Local Site m

4  Policy & Routing 5 summary

Remote Site
192.168.168.0/24
100.100.100.254
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >

Summary
The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VEN v > SitetoSie VPN =
Scenario Network Authentication Policy & Routing 5 Summary
Configuration
Name BranchtoHQ
IKE Version
ari vizard
Type Rout:
& Edit
Network
Local site 100.100.200.254
Remote Site 100.100.100.254
Authentication
Authentication pre-shared-key
Policy & Routing
Remote subnet 192.168.168.0/24
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

—~
() venstatus v > IPSec VPN > SitetoSte VPN

Site to Site VPN

%, Refresh Q H m
O ##= Name # Policy Route # Remote Gateway ¥ My Address Uptime # Rekey #  Inbound (Bytes) # Outbound (Bytes) #
~ Custom
o HQtoBranch 0.0.0.0/0 <> 0.0.0.0/0 100.100.200.254 00.100.100.254 83 25962 6 (240 bytes) 00 bytes )

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details: =

B Administrator: Command Prompt

[Version 10.0.22000.1455]

licrosoft Wi ‘
(¢) Microsoft Corporation. All rights reserved.

Property

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

IPv6 Address

Lease Obtained

Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Qaruar

Connection-specific DNS...

NetBIOS over Tcpip Ena...

Value
C: \WINDOWS\system32>ping 192.168.160.1

Intel(R) Ethernet Connect]

8C-16-45

Yes

192.168.168.33

255.255.255.0

.160.1 with 32 bytes of data:
)8.160.1: byte time=1ms
8.160.1: byte time=1ms

.160.1: byte time<lms

192.168.168.1
192.168.168.1
88838

Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 7ms, Average =

Yes
2001:b030:7036:1::e
Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

C: \WINDOWS\system32>a
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How to Use Tailscale

What's Tailscale?

Tailscale is a secure, peer-to-peer VPN solution that simplifies connecting devices over the

internet. Unlike traditional VPNs, Tailscale establishes direct connections between devices

without requiring complex firewall configurations or static IP addresses. It uses a mesh

network topology, allowing every device to communicate directly with every other device

securely.

Start to Tailscale and implement on Firewall

1. Please refer TailScale KB to create an account and start.

2. Navigate to “Settings -> Personal Settings -> Keys"” and “Generate auth key".

+se zyxel.com.tw Trial 14 days left Download Support Docs o

8 Machines & Apps

[@ Tailnet Settings
General
User management
Device management
OAuth clients
Webhooks
Contact preferences

Billing

Personal Settings

Jo

Keys

= Services 2, Users (& Accesscontrols [J Logs @ DNS & Settings Get started

Keys
View and manage your Auth keys and AP access tokens.

Your private device keys are not included here: they are always private, stay on your device, and are never
shared with Tailscale. Learn more 7

Auth k_eys i i . ) ) Generate auth key...
Authenticate devices without an interactive login. Learn more 2

You don't have any valid auth keys

1 recently invalidated auth key
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3. Give a Description Name as you want and disable “Reusable” due to security reason then

click "Generate key".

Generate auth key X

Description
Add an optional description for the key.

‘ Zyxel

Reusable

Use this key to authenticate more than one device.

Expiration
Number of days until this auth key expires. This will not affect the node
key expiry of any machine authenticated with this auth key.

90 - + days

Must be between 1and 90 days.

DEVICE SETTINGS
These settings will apply to any devices authenticated using this key.

Ephemeral

Devices authenticated by this key will be automatically removed
after going offline. Learn more

Tags
Devices authenticated by this key will be automatically tagged.
This will also disable node key expiry for the device. Learn more 2

Cancel Generate key
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Copy the key.

Generated new key X

Be sure to copy your new key below. It won't be shown in full
again.

tskey—-auth-kc5HbhKcQQ11CNTRL- )

® This key will expire on Jun 2, 2025. If you'll then want to
continue using an auth key, you'll need to generate a new one.

Done

Login Firewall and navigate to "VPN -> Tailscale”, paste to the “Auth Keys".

Q) z« (© N+ > Tabscae ~

General Settings
[8 Network Status v

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS. Android. and iOS, and can be managed
B VPN status v through the Tailscale Portal.

Enable - )
# tcensig : o TN
@ Network ¥ | server Port 41641 [1-65535)
g VPN “ zone Tailscale 2 ] |
IPSec VPN Routing
SSL VPN
As an Exit Node a»e
Tailscale
\. ’
SOy
Y Note:

. When you want to change the key, please click Logout.
. You can choose the zone by yourself. We recommend using Tailscale zone

for some predefined rules.
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5. Go back to the Tailscale admin page. You will see the Firewall device.

+3+ zyxel.com.tw Trial 14 days left

Download Support Docs o

S Machines & Apps = Services 2, Users (& Accesscontrols [ Logs @ DNS ¢ Settings W Get started

Machines

Manage the devices connected to your tailnet. Learn more Add device v

Y Filters ~ &
2 machines
MACHINE ADDRESSES D VERSION LAST SEEN
twnbnt123234-01 100.95. 1.80.2 ® Connected eee
Kevin.Wud@zyxel.com.tw Windows 11 22H2

usgflex500h 100M5! 17516 ® Connected e
Kevin.Wud@zyxel.com.tw Linux 4.14.207-10.3.7.0-2

Click "Disable key expiry” for all client to prevent lost connection while expire.

usgflex500h
Kevin.Wud@zyxel.com.tw

Subnets  Exit Node

client-a
Kevin.Wud@zyxel.com.tw

iphone-15
Kevin.Wud@zyxel.com.tw

100.115.120.97 v 17516 ® Connected Share... »»
Linux 4.14.207-10.3.7.0-2

Edit machine name...
100.951123 ~ 1.80.2 Mar 5, 4:50 PM GMT+8 Edit machine IPv4...

Windows 11 22H2
Share...

100.78.218.72 ~ 180.2 Mar 5, 2:48 PM GMT+8
i0s18.31 PR
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Scenario

We have two subnets, 192.168.168.0/24 and 192.168.160.0/24, which are located behind
firewalls. Both the firewalls and the Client A are part of the Tailscale VPN network. The

objectives are as follows:

Firewall A

E g Clier"“;' A

192.168.168.0/24 “~.._

Firewall B

192.168.160.0/24
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Casel: Allow Client A to access the 192.168.168.0/24 and 192.168.160.0/24 subnets

1. Advertised 192.168.168.0/24 in Firewall A.

(© ven v > Tdiscale ~

General Settings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed
through the Tailscale Portal.

Enable 0

o
Server Port 41641 (1-65535)
Zone Tailscale s 0
Routing
As an Exit Node a» e

Advertised Networks
+ Add

[ Network *

O N_192_148_168

2. Advertised 192.168.160.0/24 in Firewall B.

(© ven + > Taiscale ~

General Settings

Lyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built info Windows, macOS, Android, and i0S, and can be managed
through the Tailscale Portal.

Enable [ o)

o
Server Port 41641 (1-65535)
Zone Tailscale 128K )
Routing
As an Exit Node amo

Advertised Networks
+ Add

[J Network *

[0 N_192_168_160
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3. Ensure Both subnets have been approved from Tailscale portal.

sse zyxel.com.tw Trial 14 days left

& Machines & Apps = Services Edit route settings of firewall-b X ing

Subnet routes

MaChIneS Connect to devices you can't install Tailscale on by advertising
Manage the devices connected to your tai P ranges as subnet routes. Learn more 7

192.168.160.0/24

4 machines Exit node
Allow your network to route internet traffic through this
machine. Learn more 7
MACHINE
Use as exit node
firewall-a

Kevin.Wud4@zyxel.com.tw

Subnets Exit Node Cancel Save

firewall-b IUU.J0.£00.1U0 ¥ 1./ V.0
Kevin.Wud@zyxel.com.tw Linux 4.14.207-10.3.7.0-2
Subnets @ Exit Node ©®

Test the Result
Now, Client A know how to route traffic and able to access 192.168.168.1 and 192.168.160.1.

C:\Users\NT0323U\Downloads>route print | findstr "192.168.168.0 192.168.160.0"
192.168.160.0 255.255.255.0 100.100.100.1600 100.95.1.123 (0]
192.168.168.0 255.255.255.0 100.100.100.100 100.95.1.123 e

C:\Users\NT0323u\Downloads>ping -n 2 192.168.168.1

Pinging 192.168.168.1 with 32 bytes of data:
Reply from 192.168.168.1: bytes=32 time=86ms TTL=6U
Reply from 192.168.168.1: bytes=32 time=2ms TTL=6U

Ping statistics for 192.168.168.1:

Packets: Sent = 2, Received = 2, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 8Oms, Average = Ulms

C:\Users\NT03234\Downloads>ping -n 2 192.168.160.1

Pinging 192.168.160.1 with 32 bytes of data:
Reply from 192.168.160.1: bytes=32 time=258ms TTL=64
Reply from 192.168.160.1: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.160.1:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 258ms, Average = 130ms

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 83



ZYXEL

NETWORKS

Case 2: Allow Client A to access internet through Firewall

1. Take Firewall A as example. Enable “Exit Node" and “Default SNAT".

(©) veN ~ > Taiscale ~

General Seftings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed
through the Tailscale Portal.

Enable a

o
Server Port 41641 (1-65535)
Zone Tailscale PZ2N )
Routing
As an Exit Node & o

Advertised Networks
-+ Add
[0 Network *
O N_192_148_1468
Advanced Settings ~

Accept routes

Default SNAT
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2. Ensure the Exit-Node have been enabled from Tailscale portal.

Edit route settings of firewall-a X

/N Key expiry is enabled

If this machine’s key expires, your relayed traffic may be
interrupted until you reauthenticate.

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more 7

192.168.168.0/24

Exit node

Allow your network to route internet traffic through this
machine. Learn more 7

Use as exit node

Cancel Save
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3. Client A need to select Firewall A as exit node.

Tailscale
Connected - Using exit node

v
None

Recommended: firewall-a (usgflex500h)
Kevin.Wu4@zyxel.com.tw

zyxel.com.tw
* firewall-a (usgflex500h)

This device: client-a (twnbnt123234-01) (100.95.1.123)

Network devices >
v Allow local network access
Exit nodes >
|

Preferences >

About...

Exit

Test the Result

The internet traffic will send to Firewall A.

:\Users\NT0323U>route print
0.0.0.0 °]
0.0.0. 0]

| findstr "0.0.0.0"
.0
a .0.
224.0.0. 240.0.
.0
.0
.0

f
[¢) 192.168.1.1 192.168.1.40
0.0 100.100.100.100 100.95.1.123
0.0 On-link 127.0.0.1
224.0.0. 2U0.0.0.0 On-link 192.168.56.1
224.0.0. 2040.0.0.0
0.0

224.0.0. 240

On-link 169.254.122.18
On-link 192.168.1.40

:\Users\NT@3234>tracert -d 8.8.8.8

racing route to 8.8.8.8 over a maximum of 30 hops

1lms 100.115.120.97
2 ms 10.214.48.254
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Case3: The devices within the 192.168.168.0/24 and 192.168.160.0/24 subnets can
communicate with each other

Once you completed advertised Networks, you can communicate each other.

Test the Result

The ping test from Firewall A

kevin@wujiaxuandeMacBook-Air 8219 % ifconfig enb

enb: flags=8863<UP,BROADCAST, SMART,RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=4@4<VLAN_MTU, CHANNEL_IO>
ether 20:7b:d2:5f:c9:d5
ineté feB80::10:9bda:e5fd:a6c7%en5 prefixlen 64 secured scopeid @x16
inet 192.168.168.4 netmask @xffffff@@ broadcast 192.168.168.255
ndé options=201<PERFORMNUD, DAD>
media: autoselect (10@@baseT <full-duplex>)
status: active

kevin@wujiaxuandeMacBook—-Air 8219 % ping 192.168.160.33

PING 192.168.160.33 (192.168.160.33): 56 data bytes

64 bytes from 192.168.160.33: icmp_seq=0 ttl=126 time=3.301 ms

64 bytes from 192.168.160.33: icmp_seq=1 ttl=126 time=3.267 ms

The ping test from Firewall B

IPvl Address. . . . . . . . . . . : 192.168.160.33
Subnet Mask . . . . . . . . . . . : 255.255.255.8
Default Gateway . . . . . . . . . : feB80::daec:e5ff:fe62:a7b9%23
192.168.160.1
Wireless LAN adapter Wi-Fi:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Ethernet adapter 25 Zf #REE 4R :

Media State . . . . . : Media disconnected

Connection-specific DNS Suffix

C:\Users\NT03234\Downloads>ping 192.168.168.4 —-n 2

Pinging 192.168.168.4 with 32 bytes of data:
Reply from 192.168.168.4: bytes=32 time=3ms TTL=62
Reply from 192.168.168.4: bytes=32 time=3ms TTL=62

Ping statistics for 192.168.168.4:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 3ms, Average = 3ms
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How to use Ext-group user to connect Remote Access VPN

Remote Access VPN now supports using external user groups for VPN accounts. This article

will guide you through the setup process

Before Begin

You already followed Topic “How to configure Remote Access VPN with Zyxel VPN Client”

as well as "How to setup AD authentication with Microsoft AD" to complete Remote Access

and Authentication server settings.

User & Authentication > User/Group > User

Create a user and select User type as ext-group-user. At this point, the group identifier will

Automatically populate with the CN that has the group attribute.

@ User & Authentication ~ » User/Group ~ » User ~

Profile Management
User Mame

User Type
Authentication Server
Description

Authentication Timeout Settings

Configuration Validation

VPN
ext-group-user

AD [ AD v

pngroup,ou=Group,dc=cso,dc=col v

® Use Default Settings O Use Manual Settings
Lease Time 1440 minutes
Feauthentication Time 1440 minutes

Flease enter an existing user account in this server to validate the above settings.

User Name
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VPN > SSL VPN

Taking SSL VPN as an example, User select the ext-group user you just created. And

choosing AD authentication.

(O ven o+ > ssLven -

General Settings

Iyxel Remote VPN works with the SecuBxtender VPN client and is also compafible with the OpenVPN Connect client.

Enable ao

55L VPN Configuration Download ¥ Download

Incoming Interface

Interface ge2 (WAN) -

DMNS Name (Optional)
Server Port 10443

Ione SSL_VPM g 0

Clients will use VPN to access

@ Internet and Local Networks (Full Tunnel)

Auto SNAT ao
O Local Networks Cnly [Split Tunnel)
Client Networlk
IP Address Pool 192.168.4.0/24
First DNS Server ® IyWALL

QO Custom Defined

Second DNS Server

Authentication @

Primary Server AD / AD -
Secondary Server local -
User VPN & (i)
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Test the Result

VPN Status > SSL VPN > Remote Access VPN

User within the group can successfully connect

Remote Access VPN

@ Refresh Q W m
O #s Usemname & Assigned IP ¢ Remote IP & Up Time # Reauth/Lease Time ¢ Inbound (Bytes) & Outbound (Bytes) &
o vpntest 192.168.4.2 10.214.48.46 0:00:10 23:59:50 / 23:59:50 13014 bytes 7426 bytes
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Chapter 2- Security Service

How to Block HTTPS Websites Using Content Filtering and SSL

Inspection

This is an example of using a FLEX Content Filtering, SSL Inspection and Security Policy to

block access to malicious or not business-related websites.

Zvxel cloud server

3. Query cloud 4. Reply result
@crrrrmrnrarasasasnnannnn - m Prrrrrrmrrarnsnsasnnann 9
bbb bbby Goteway bbb PC
Infemet 5. Take action 1. Access to Facebook
block (redirect) Check FRDN
5. Take action HTTP check URL

pass / block /wamn HTTPS check SN

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up Content Filter

Go to Security Service > Content Filtering. Click Add to create a content filtering profile in

Profile Management.

Profile Manugement

< n

D Name % Descriplion % Reference %
[ epp ]
O e ]

Type profile name and enable log for block action in General Settings.

General Seffings

MName Black_routube

Description

Action block

Log

gII I

Log allowed traffic
5LV or previous version Connection  Drop [ o)

Drop Log no hd

Tick Streaming Media category in Managed Categories, and click Apply.

[ shareware Freeware [ social Networking [ software Hardware
[ sperts [ stock Trading sireaming Media
[ technical Business Forums [ technical Information [ Text spoken Only
Some changes were made
[ Text Translators [ tebaceo O Travel What do you want fo do then?
Reset Apph
[ Usenef News [ wviolence [ visual search Engine
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Set Up SSL Inspection

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Profile Manugement

2| m

Name % Description % CA Cerlificate & Reference

Type profile Name, and select the CA Certificate to be the certificate used in this profile.

Leave other actions as default settings.

@ Security Services v > S5l nspection w

Configuration

Name SSL-inspection

Description

CA Cerfificate default v

SSL/TLS version Minimum Support tis1_0 v
Log no -

Unsupported suit Ao pas '
Log no v

Unfrusted cert chain Action inspect >
Log log -

Click Apply to add SSL Inspection profile.

Some chonges were made

bt o you want te do then 2
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Set Up the Security Policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.
Select Content Filtering, and SSL Inspection. Click Apply to save.

Profile

Application Patrol none v

Content Filter Block_voutube - Log by profile v
S5L Inspection SSl-inspection - Log by profile v

Export Certificate from FLEX and Import it to Windows

When SSL inspection is enabled and an access website does not trust the FLEX certificate,
the browser will display a warning page of security certificate problems.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

@ Systerm = = Cerlificate = = My Certificates -

iy Cedificutes Trusted Certificates

PKI Storage Sprce

Usage 0%
+ Add 7 Edit [] Reference [ Import| [E Export Q I
Home = Type = Subject = m«a = Valid from = ValidTo = Refer... &
clafault SELF CH=USG_FLEX_200HP_DE... CMN=USG_FLEX_200HP_DGE... Macry 22 03:43:22 ... May 26 0343:22 ... 2

Click Export Certificate to export certificate file, and Save default certificate as default.crt

file to Windows OS.

Export Cerfificate X

Fassword

Leava the password fiekd blark to expent cerfiicata enly o filin passwerd to
export cetificate with private key.

Export Cerfificate
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In Windows Start Menu > Search Box, type MMC and press Enter.

O @ Filters ~/

Best match

mmc
Run command

Search suggestions

£ mme - see web results >

In the mmc console window, click File > Add/Remove Snap-in...

E Cansolel - [Cansole Root]

E File = Action ‘iew Favorites  Window  Help

@ New Ctrl+l

[= Open... Ctrl+0

] Sawe Cirl+5
Save &5,

Add/Rermawve Snap-in... Ctrl +h4
Options...

1 dewmgrntimsc
2 services.msc
3 lusrmgr.msc

4 Cilsersh, hDesktophcer.msc

Exit

In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.

Available snap-ins: Selected snap-ins:

Snap-in Vendor & [l Console Root [ Edit Extensions... l

«'1 ActiveX Control Microsoft Cor... | | | Gl Certificates (Local Computer) I

[T3 Authorization Manager Microsoft Cor... (R
Microsoft Cor...

#: Component Services  Microsoft Cor... = Move Up

A Computer Managem... Microsoft Cor...

:E'ﬂDe\.rice Manager Microsoft Cor... Move Down
=f Disk Management Microsoft and...

2] Event Viewer Microsoft Cor... |

I Folder Microsoft Cor...

g IF Security Monitor Microsoft Cor...

&, 1P Security Policy Ma... Microsoft Cor...

|| Link to Web Address  Microsoft Cor...

&\ ocal Users and Gro... Microsoft Cor...

2| NAP Client Configura... Microsoft Cor... Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

@ File Action View Favorites Window Help
ez rEFaolc= HE
4 5 Certificates (Local Computer || Object Type
» L Personal l_‘ [ Certificates
I |_| Trusted Root Certificatinnl
i (2] Enterprise Tru Find Certificates...
» [ Intermediate [ ) Tasks »]  Find Certificates..
i [ Trusted Publis
i [ Untrusted Cer View D Import...
i [ Third-Party Re New Window from Here
’ _I Trusted Peopl New Taskpad View...
i 2] Other People
i [l Homegroup b Refresh
i [ McAfee Trust Export List...
L PC-DNorctar Tn Hel
< | n | elp _ n
Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,
click Next.
Fila to Import

Spedfy the file you want to impaort.

File name:
C:\Jsers\USER \Downloads\default.ort Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7B)

Microsoft Seriglized Certificate Store (LS5T)

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 96



ZYXEL

NETWORKS

Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..
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Test the Result

Using Web Browser to access the YouTube. The gateway will redirect you to a blocked

page.

Categary
Blocked URL

Content Filtering

Access Restricted

Block Web Sites
hitps: ZAsana youtube . com. bl

Web access is restricted. Please contact the administrator.

Go to Log & Report > Log/Events and select Content Filtering to check the logs.

@ Leg & Report v > Log/Events ~

Cotegory  Confent Fifer ~  VFilerv & Refresh O Clearlog you X
ne Time & Calegory & Mossage & Saurce & Desfinafion & Nole &
il 2023-0529 19:11:15  conleni-fiter www.youlube.com:Streaming Media, Rule_name:LAN_Cuigoing, SSEN (Content Filler)  192.148.148.34 34.20685.242
103 2023-05-27 19:11:02 content-filter youtube-uil.google.com: Intemet Services, rule_name: LAN_Outgoing 192.168.168.33 192.168.168.1 DNS REDIRECT
154 20230527 19:10:42  content-filter www.youlube.comstreaming Media, Rule_name:LAN_Gutgoing, SSEN (Content Filter]  192.168.1 68,34 34.20685.242 WEB BLOCK
258 2023-05-27 19:09:33  conteni-filter www.youtube.corm: Strearning Media, rule_name: LAN_Outgoing 192.168.168.34 163.55.1.1 DNS REDIRECT
259 20230639 19:0933  confeni-filter www.youtube.com: Strearning Media, rule_name: LAN_Outgeing 192.168.168.34 16395.1.1 DMS BLOCK
260 20230629 19:0933  content-filter www.youlube.com: Strearming Media, rule_name: LAN_Outgeing 192.168.168.34 16855.1.1 DNS BLOCK
Rowsperpage: 50~ ots 1

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved.

98




ZYXEL

NETWORKS

www.zyxel.com

Go to Security Statistics > SSL Inspection > Summary. Traffic is inspected by SSL

inspection.

Status

Summary

351 Sessions

Summary

General Seltings

Concurrent Saessions

Cerfificate Cache List

Wicimurm Concurrent Sessions

Total

Inspected

Decrypted

Encrypted

Blocked

Passed

@ Security Statistics = = SSllnspection + > Summary -

1000

3553

3430 (96.547)
48.24 Mhvles
48.05 Mhvles
0

123

Go to Security Statistics > Content Filter to check summary of all events.

Last 24 Hours Summary

Content Filler Events

Time: &

2023-05-29 18:25:10

2023-05-29 18:25:09

2023-05-29 18:25:08

©  secaysiata - -

Content Filter

Click the pie char 16 swilch 1o the item events

Top enty by | Blocked Category =

Blocked Calegory Hit Coumt
| ® Streaming Medla 18 (100%)
Action URL/Domain ¢ Profile ¢ Category 2 Souice P & Deslinafion IP 2
l BLOCK www youtube, com.bw Block_Youtube Streaming Media 192.168.168.34 62.6.26387
BLOCK wwwyoulubs.comtw  Block Youlube  Streaming Media  192.168.168.34 52.6.253.87
BLOCK wwwyoulubs.combw  Block Youlubs  Sheaming Media  192.168168.34 52.6.265.87

=N
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How to Configure Content Filter with HTTPs Domain Filter

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service. The filtering feature is based on over 100 categories that is built in USG

Flex H such as pornography, gambling, hacking, etc.

When the user makes an HTTPS request, the information contains a Server Name
Indication (SNI) extension fields in server FQDN. Using the SNI to query category from
local cache then the cloud database, then take action when it matches the block category

in the Content Filter profile.

Lyxel cloud server

3. Query cloud 4, Reply result
@ - O 11 canmm JO e 9
‘ ............................. GOfeWC]y 4‘ ......................... PC
Infernet 5 Tqke action 1. Access to Facebook
block (redirect) Check FQDN
>. Take action HTTP check URL

pass / block / warn HTTPS check SNI

‘Q'No‘re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the Content Filter

Go to Security Service > Content Filtering > Profile Management > Add a Content Filter
profile. Configure a Name for you to identify the Content Filter profile such as

"Social_Networking”. Configure the Action to block when the Content Filter detects events.

@ Security Service w = Content Filtering -
General Settings
MName Social_Metworking
Description
Action block -
Log log clert -
Log allowed traffic ‘:)
$5L V3 or previous version Connection  DFOP ()
Drop Log log alert -

Navigate to Test Web Site Category and type URL to test the category and click Query.

Test Web Site Category

URL to test hitps:/fwww.focebook.com l m

If you think the category is incorrect, click thiz link to submit a request to review it.
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You will see the category recorded in the external content filter server's database for both
HTTP and HTTPS Domain you specified.

Message x

domain category result: social-networking
url category result: social-networking

Scroll to the Managed Categories section, and select categories in this section to control

access to specific types of Internet content.

@ Security Service w > Content Filtering

O Major Clobal Religions O Marketing Merchandising O Mecdic Downleads O media sharing O Messaging

O Mobile Phone O Moderated O Moter venhicles O won Profit Advocacy NGO O nusity

O online shopping [ PzrrFile sharing [ epues O Perked Domain [0 Personal Network storage:
[0 PersonclPages O Phermacy O Ppolitics Opinion O pPemography O Portal sites

[ Potenticl Criminal Activities [ Potential Hacking Computer Crime [ Potential llegal Software [ Frivote IP Addresses O rrofanity

[ professional Netwerking O Provocative Attire O public Information [ reclEstate [ Recreation Hobbies
O religion Ideclogy O remote Access O reserved O residential IP Addresses O Rresource Sharing
O restourants O school Chealing Infermation [0 search engines O sexual materials O shareware Freeware
Social Networking O software Hardware O sports O stock Trading O streaming Medic
[ technical Business Forums [ Technical Information [J text spoken Only [ Text Transiators O rtoboces

O rwave [ usenet News O viclence [ visual ssarch Engine O wecpons

O web ads O web Mail O web Mestings O web Phone O unrated
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Set Up the Security Policy

Go to Security Policy > Policy Control to configure a Name for you to identify the Security
Policy profile. For From and To policies, select the direction of travel of packets to which
the policy applies and apply the Profile > Content Filter “Social_Networking” on this

security policy.

@ SecurityFoicy » > FPolicy Confrel

Configurafion

Encble

Name

Source

Profile

Application Patrol none
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Test Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the browser

and cannot browse facebook.

M  Privagyerror x —+

< C m A Not secure | https//www.facebook.com

A

Your connection isn't private

Attackers might be trying te steal your informaticn from www. com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Navigate to Log & Report > Log / Events, you will see [alert] log of blocked messages.
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How to Block Facebook Using a Content Filter Block List

This is an example of using USG Flex H UTM Profile in a Security Policy to block access to
a specific social network service. You can use Content Filter and Policy Control to make

sure that a certain web page cannot be accessed through both HTTP and HTTPS

protocols.
Block list
4 ;
3. Query : ! 4. Reply result
2. Responder 5. Inspected file
: v
@ rerrernnnranrnas ° @ rerrrmrnrarann °
n Gateway PC
Internet 1. Initiator

‘Q'No‘re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Content Filter

In the USG Flex H, go to Security Service > Content Filtering > Profile Management >
Add a Content Filter profile. Configure a Name for you to identify the Content Filter profile

such as “"Facebook_Block". Configure the Action to block when the Content Filter detects
events.

@ Secunty Service « = ContentFiltering ~

General Seftings

Name Focebook _Block

Descriptfion

Actio block

og og alert

Log allowsd traffic C’
SSL V3 or previous version Connection  DT0P ()

Drop Log log alert

Go to Block List and type URL "*.facebook*.com” to add the URL that you want to block.
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Set Up the Security Policy

Go to Security Policy > Policy Control to configure a Name for you to identify the Security
Policy profile. For From and To policies, select the direction of travel of packets to which

the policy applies and apply the Profile > Content Filter "Facebook_Block” on this security

policy.
@ £ > Pal
Configuratio
nable
ame
-
om '
'
kkkk = &
A a I'd
a &
a &
hedul o 4
all
no
Profile
Application Patrol none
Content il profi
S5L Inspection o
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Test the Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the browser

and cannot browse facebook.

M  Privagyerror x —+

< C m A Not secure | https//www.facebook.com

A

Your connection isn't private

Attackers might be trying te steal your informaticn from www. com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

3 Time & Category ¢ Message & Source # Destination & Note &

92.148.165.38 52.28.2485 WEB BLOCK
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How to block YouTube access by Schedule

This is an example of using the USG Flex H to block access YouTube access by schedule.
You can use Application Patrol and security policy with schedule settings to make sure
that YouTube cannot be accessed in your network at a specific prohibited time. This

article will guide you on how to deploy it.

4 - X @ Prohibited time
| SEETTUTTTTRR block

Pass@ Allowed time

3 YouTube

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Schedule

Go to Object > Schedule > Recurring > Add Schedule Recurring Rule. Configure a Name
for you to identify the Schedule Recurring Rule. Specify the Day Time hour and minute

when the schedule begins and ends each day.

@ Object = = Schedulz -

Configuration

Name Youtube_Block_Time

Description

Day Time

Start Time 09:00 am © Monday -
Stop Time 05.00 pm © Monday -
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Create the Application Patrol profile

In the USG Flex H, go to Security Service > App Patrol > General Settings > Application
Management. To add an App Patrol profile, configure the profile name and select “Search
Application”. Then enter the keyword “youtube” to search the key-related results and

select all YouTube-related apps and click Add.

Add Application *

Category and
Application o youlube ]
e Audio/Video (1/205) ~
YouTube TV
Web (6/2568) A
Youtube.com

youtube Audioc/Video

youtube Upload

YouTube Kids

Youtube Music

Youtube HD
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Set Up the Security Policy

Go to Object > Service to add a UDP 443 service object.

@ Object -+ = Zervice w

Configuration

Mame QUIC_UDP_443

Descrption

P Protocol UDr v
Starting Port 443 [1..65535)
Ending FPort 443 [1..655335)
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Go to Security Policy > Policy Control to configure a Name for you to identify the Security
Policy profile. For From and To policies, select the direction of travel of packets to which
the policy applies. Select the service QUIC_UDP443 and select the Schedule that defines
when the policy would be applied.

In this example, select “Youtube_Blocked_Time".

@ Sscurty Policy = >  Policy Confrol

Configurafion

Enchkle ()

Mome Block_QUIC_UDP442

Descripfion

From LA 4
To WAL &
Source LAMT_SUBMNET Vs
Destination any &
Service QUIC_UDP_443 &
User any &
Schedule Youtube_Block_Time &
Acfion deny v

0z og alert -
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Add another security policy to block YouTube by schedule. To configure a Name and the

From, To traffic direction. Select the Schedule that defines when the policy would be

applied. Finally, to scroll down the Profile, check Application Patrol and select a profile

from the list box. In this example, Schedule: Youtube_Block_Time; Application Patrol:

Youtube.

Configurafion

Enakle

Hame

Description

Source

Destination

User

Schedule

Action

Log

Profile

Application Patrol

Content Filter

35L Inspection

y * = Policy Confrol -
@
Block_Youtube
A &

WA '
LANT_SUBNET &
any &
any &
any &
Youtube_Block_Time &
allow e
og alert v
Youtube - Log oy profile N
nons v
nons -
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Then go back to the security policy page and move the security priority of block UDP 443
is higher than block YouTube by schedule.

[0 stanse Prioty & Nme From & o source & Desfination & senvice & User ¢ Schedule & Action ¢ log & profile
o ¢ 1 Block QUIC_UDP... LAN WAN LANI_SUBNET any QUIC_UDP_443 any Youtube_Block_T... deny log-olert
o ¢ 2 Block_Youtubs LAN waN LANI_SUBNET any any any Youtube_Block_T... allow log-clert 2%

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 115



ZYXEL

NETWORKS

Test the Result

Type the URL http://www.youtube.com/ or https://www.youtube.com/ onto the browser

and cannot browse YouTube.

* YouTube x  +

= C ¥ @& youtubecom

= D3Youlube ™ Search 2

Connect to the internet

You're offline. Check yeur connection

RETRY

Open the YouTube APP on the phone and cannot access to YouTube.

wll BEAFA T

» YouTube

Connect to the Internet

You're offline. Check your co
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Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

source & Destation & Note &
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How to Control Access to Google Drive

This is an example of using a FLEX UTM Profile in a Security Policy to block access to a
specific file transfer service. You can use Application Patrol and Policy Control to make
sure that a certain file transfer service cannot be accessed through both HTTP and HTTPS

protocols.

Security Service Check

BECBAB

Google Drive & Docs

Decrypt
Packet

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create app patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create profile

App Fatrol

General Seffings
Collect Statistics Enoible (}
Anclyze @l Troffic (}
Frofile Management
+ add
[ Hame s Descripfion &

[ defaull_prafils

Click add to add application in this profile.

Priority & Category ¢ Application &

No data
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Search Google Documents(aka Google Drive), and select this Application.

Action set to Drop, and click Add.

Add Application X

Category and
Application Google document (<]

Web (1/2687) ~

Google Documents (aka Google Drive]l

Log Log v

Action Drop v

s n

Set Up SSL Inspection on the FLEX

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Prefile Munugement

@ m

Name % Description % CA Cerlificate & Reference
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Type profile Name, and select the CA Certificate to be the certificate used in this profile.

Leave other actions as default settings.

@ Security Services ¥ > SSlinspection w

Configuration

Name SSL-inspection

Description

CA Cerfificate default v

SSL/TLS version Minimum Support tis1_0 v
Log no v

Unsupported suit Action pass v
Log no v

Unfrusted cert chain Action inspect i
Log log -

Apply profile to security policy

Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.

Select Application Patrol, and SSL Inspection.

Profile

Application Patrol BlockGoogleDrive ¥ Log by profile v
Content Filter none Y.

SSL Inspection SSL-inspection v Log oy profile v
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Export Certificate from FLEX and import to Lan hosts

When SSL inspection is enabled and an access website does not trust the FLEX certificate,
the browser will display a warning page of security certificate problems.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

@ Systerm = = Cerlificate = = My Certificates -

iy Cedificutes Trusted Certificates

PKI Storage Sprce

Usage 0%
+ Add 7 Edit [] Reference [ Import| [E Export Q I
Home = Type = Subject = m«a = Valid from = Valid Ta = Refer... =
clafault SELF CH=USG_FLEX_200HP_DE... CMN=USG_FLEX_200HP_DGE... Macry 22 03:43:22 ... May 26 0343:22 ... 2

Click Export Certificate to export certificate file, and Save default certificate as default.crt

file to Windows OS.

Export Cerfificate X

Passweatad

Leave the password field Rlank to expornt certiicate only o fil in password to
export cerifcate with private key

Export Cerfificate

In Windows Start Menu > Search Box, type MMC and press Enter.

O @ Filters ~/

Best match

@ mmc
Run command

Search suggestions

£ mme - see web results >
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In the mmc console window, click File > Add/Remove Snap-in...

Consolel - [Consale Root]

File  Action ‘View Favorites  Window Help

@ Mew Ctrl+N

= Open.. Ctrl+0

] Save Cirl+5
Save As..,

Add/Rernove Snap-in.. Ctrl +hd
Options...

1 dewmgrntimsc

2 services.msc

3 lusrmgr.msc

4 ChUsers\. \Desktophcermsc

Exit

In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.

Available snap-ins: Selected snap-ins:

Snap-in Vendor & [ Console Root [ Edit Extensions...

=" ActiveX Control Microsoft Cor... | | Iﬁ Certificates (Local Computer) I

[T3 Authorization Manager Microsoft Cor... [ETE
Microsoft Cor...

#: Component Services  Microsoft Cor... = Move Up

& Computer Managem... Microsoft Cor...

E',De\.rice Manager Microsoft Cor... Move Down
=7 Disk Management Microsoft and...

2] Bvent Viewer Microsoft Cor... | |

I Folder Microsoft Cor...

.g IP Security Monitor Microsoft Cor...

.g IP Security Policy Ma... Microsoft Cor...

| Link to Web Address  Microsoft Cor...

&\ ocal Users and Gro... Microsoft Cor...

2| NAP Client Configura... Microsoft Cor... Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

@ File Action View Favorites Window Help
e=|5EF 0l o= BE
4 5 Certificates (Local Computer || Object Type

» . Personal l_‘ "I Certificates
b |_| Trusted Root Certificatinnl
i (2] Enterprise Tru Find Certificates...
» = Intermediate [ o)) Tasks v Find Certificates...
i [l Trusted Publis
v [ Untrusted Cer View b Import...
i [ Third-Party Re New Window from Here
’ _I Trusted Peopl New Taskpad View...
i 2] Other People
i [l Homegroup b Refresh
i [ McAfee Trust Export List...
L [ PC-Nnrtar Tn Hel

4 | 1l | elp —_— >

Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impart,

File name:
C:\UsersUISER \Downloads\default. crt Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..

Test the Result

Access to Google drive from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.

@ log&Report v > log/Events +
Category  Application Pairol ~  VFiterv & Refresh & Clearlog Q o m

L Time ¢ Calegory ¢ Message & Source & Destinafion ¢ Note &

Rule_name:LAN_Outgoing App:[Web]google_docs SID:

5 2023-09-15 14:45:53 Application Patrol Q7583107 192.168.168.33 142.251.43.14 ACCESS BLOCK
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How to Block the Spotify Music Streaming Service

This is an example of using a FLEX UTM App Patrol Profile in a Security Policy to block the
Spotify Music Streaming Service. You can use Application Patrol and Policy Control to

ensure that the Spotify Music Streaming Service cannot be accessed on the LAN.

s

Prioritize

=) [4)[e] =] o] =
=) e i) |=] o
SRR Blo
(M
© spotify € PR 5
Application Firewall LAN Hosts

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create a App Patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create profile.

App Parol

General Seflings

Collect Stotistics Ercilole

Ancilyze Al Troffic ‘)
Profile hanagement

+ Add

[ Hame &

Descripfion &

[ detouit_profle

Click add to add application in this profile.

General Seflings

Horne APPE21T

Description

Application Manogement

m
&, .

Categery & Applicafion &

MNe data

kows perpage: S0« Lrt

Search Spotify, and select this Application. Action set to Drop, and click Add.

Spotiy [
Audiiof\ides [2/226) ~
Spotify
Spofify Audic)
Web [1/2837) ~
Spotify Vicle)
Log
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Apply profile to security policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile
section.

Apply Application Patrol profile to Security policy.

Frofile

Applicotion Patrol APPRENT - Loy oy profile -
Content Rliter none -

S5L Inspection hone -

Test the Result

Access to Spotify from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.

@ log & Report w = Logj Events

Category  Application Patrol v % Filter * (% Refresh < Clear log Q m m
L Time & Category Message & Source Desfination Mote

& 2023-0529 20:15:51  cpp-patrol ::éifmme"‘mfou'gmg App:[udioMicdeelqpofity SIDIR o | o s ag 35.186.024.25 ACCESS BLOCK

7 20230509 201551 cpppatrel :;’;*"G'"E LAN_Outgoing App:[Audio/Videolspolify SIDBH% | o | ng i34 35.156.224.25 ACCESS BLOCK

g 20230529 2001851 cpppatrel z;’;*mms LAH_Outgoing App: [Audio/Mdsclgoofifty SD3BT o0 ooy e aa 35.156.224.25 ACCESS BLOCK

g 20230529 201581 cpp-palrel z;’;—"cm& LAN_Outgoing App: [Audio/Mdscspofify SD3BS o0 oy e 5a 3515400425 ACCESS BLOCK

17 2023-05-29 2001 5:48 app-patral P;;::_nc:me:LAN_Outgolng ApppudicMdec]potity SID3472 19216518554 3518622425 ACCESS BLOCK

I8 20230520 2001548 cpppatrel z;’;*mms LAH_Outgoing App: [Audio/Mdsclgoofifty SD3BT o0 ooy e aa 35.156.224.25 ACCESS BLOCK

15 20230509 20-1546  cpp-palrel :;;;_mme-mw_omgomg ApprudicMdsclspotity SDBHET oy ) i aa 3515400425 ACCESS BLOCK
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How does Anti-Malware Work

There are many viruses exist on the internet and it may be auto-downloaded on
unexpected situation when you surfing between websites. The Anti-Malware is a good

choose to protecting your computer to downloads unsafe application or files.

fvxel cloud server

3. Query cloud 4. Reply result
2. Responder 5. Inspectedfile
----------------- = P
O ] -~ mrarerrrs RS .
Gateway e
e -
Internet 1. Initiator
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Enable Anti-Malware function to protecting your traffic

Go to Security Service > Anti-Malware. Turn on this feature. Select Collect Statistics and

Scan and detect EICAR test virus.

@ Secwrity Service w = Anti-Malware « = Anti-Malware -

Anti- Malware

General Seltings

Enable Anti-bahy are ()
Collect Statistics D
Scan and detect EICAR test wirus ()
File size limit 10 [fi)

Select Destroy infected file and log in Actions When Matched

Actions When Matched

Destroy infected file m

Log log -
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Test the Result

Download EIACR file from a LAN host to verify if Anti-malware works for detection.

Go to Log & Report > Log/Events and select Anti Malware to check the logs.

Category  Anti Malware - Y Filter v (5 Refresh & Clear Log Q m

XS Time & Category & Message & Source & Desfinafion & Note %

Virus infected $SIIN Type:Cloud Query Virus:i
alicious.Trojan.44d88612feaB8aBf38deB82e1278
abb02f File:eicar.com.xt Protocol:HTTP md5:4
4dB8612feaBasf36dede1278abb02f

1 2023-03-14 09:31:17 anfi-malware 89.238.73.97 192.168.168.36 FILE DESTROY

Go to Security Statistics > Anti-Malware to check summary of all events.

Last 24 Hours Summary Top enfryby | Virus Neme -

Virus Name Hit Count
B Malicious.Trojan b9effb69654705687482<0. .. 1011.11%)
B Malicious.Trojan.c8d4c] 5ee5113567215f08... 1 (11.11%)

Malicious Trojan.b9di51 7e51d56ckb48d5eb. . 1011.11%)
W Malicious.Trojan baa7921 ee245495729902... 1011.11%)
B Maiicious.Trojan.4f100dccée3bdscaibaza. . 1(11.11%)
B Others 4(44.45%)

Anti-Malware Statistics Events

Q m
Time ¢ ~Allow Lis! & Virus Name & Hash ¢ Source IP & Desfingtion IP %
2023-02-09 08:51:51 Malicious Trojan.b9 efibé965 4705687 4820 d8073ade B9effo698547050874800fd8...  192.168.107.23 192.148.168.34
2023-02-09 08:51:43 Malicious.Trojan.dBd4c 15ee51135672f5f086e 1c761 fob. dBdac] 5ee511356725f86e ...  192.168.107.23 192.168.168.34
2023-02-09 08:51:42 Malicious.Trojan.b?d517e51 d5éch48dseb3c0700ac242a B9d517e51d56ck48d5e03d07...  192.168,107.23 192.168.168.34
2023-02-09 08:51:40 Malicious Trojan.baa7 921 28245495729902k 430932262 boa792]122245495729902048...  192.168.107.23 192.148.168.34
2023-02-09 08:51:39 Malicious.Trojan. 411 00dccse3bdéc 31o3208046137589b 4f100dcc6e3bdécafb32a8046...  192.168.107.23 192.168.168.34
2023-02-09 08:51:37 Malicious.Trojan.3dcc3ée7164d4d ] d2d2c8cdb?3iadb4s 3dcc3ée7184d4d 1d2d2cBed...  192.148.107.23 192.148.168.34
2023-02-09 08:51:36 Malicious.Virus 9306182060i48455c911294c...  192.168.107.23 192.148.168.34
2023-02-09 08:51:34 Malicious.Trojan.c7d7bab 1b1d627dd32d4b62a7 20 bb02 c7d7bablbld627dd32ddbs2...  192.168.107.23 192.168.168.34
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How to Detect and Prevent TCP Port Scanning with DoS
Prevention
This is an example of using a USG Flex H DoS Prevention Profile to protect against

anomalies based on violations of protocol standards (RFCs Requests for Comments) and

abnormal traffic flows such as port scans.

Anomaly Attacks
(Port scan - Flood ~ Sweep attacks)

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the DoS Prevention

In the USG Flex H, go to Security Policy > Dos Prevention > Add a profile. Configure a

Name for you to identify the profile such as “DoS_Prevention”. Configure the Scan

Detection and Flood Detection to block when the Dos prevention events were detected.

)
&

General sefiings

3ean Delechion

(&) secumyroiey =

O son Nam
O
[m]
(m]
[m]
[m]
O
[m]
Flood Detection
Block Period
0O Status Name & log # Action # Threshold &
O Q (flood) ICMP Flood og block 1000
(] 4 [flood) IP Flood og block 1000
O Q [floed) TCP Flood og block 1000
O Z [floed) UDP Flood og block 1000
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Set Up the DoS Prevention Policy

In the USG Flex H, go to Security Policy > Dos Prevention > DoS Prevention Policy
Configure a Name for you to identify the policy such as “DoS_Prevention”. Configure the

From and Anomaly Profile to block when the DoS prevention events were detected.
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Test the Result

Using the port scan tool Nmap or hping3 to scan the wan interface.

For example, using Nmap security scanner for testing the result:
Open the Nmap GUI, set the Target to be the WAN IP of USG Flex H (10.214.48.19 in this

example) and set Profile to be Intense Scan and click Scan.

Scan Tools Profile Help
B

Target: I10.214,48.19 \L] Profile: |lntensescan

Command: |nmap -T4 -A -v 10.214.48.19

Hosts l Services Nmap Output | Ports / Hom' Topology] Host Detailsl Scans

0S 4 Host P inmap -T4-A-v10.214.48.19

|

)] 10.21448.19 | yse: Loaded 155 scripts for scanning.

NSE: Script Pre-scanning.
| Initiating NSE at 15:34

Completed NSE at 15:34, ©.00s elapsed
| Initiating NSE at 15:34

Completed NSE at 15:34, 0.8@s elapsed

Initiating NSE at 15:34

Completed NSE at 15:34, 0.00s elapsed

Initiating Ping Scan at 15:34

Scanning 10.214.48.19 [4 ports]

Completed Ping Scan at 15:34, 8.39s elapsed (1 total hosts)

[ﬂ £ | Details

Initiating Parallel DNS resolution of 1 host. at 15:34
| Completed Parallel DNS resolution of 1 host. at 15:34, 0.01s elapsed
Initiating SYN Stealth Scan at 15:34
Scanning 10.214.48.19 [1000 ports]
| Discovered open port 22/tcp on 18.214.48.19
| Discovered open port 88/tcp on 10.214.48.19
Discovered open port 53/tcp on 10.214.48.19
Discovered open port 443/tcp on 10.214.48.19

Filter Hosts Discovered open port 21/tcp on 10.214.48.19 ok
L )

www.zyxel.com

Navigate to Log & Report > Log / Events, you will see log of blocked messages.

©

R
1

2

log&Report v = log/Evenis v

Category  Allog ~  VFiter~ ¢ Rehesh < Clearlog

Time # Category & Message &

Rule_ick1 from WAN fo Any, [type:scon-Detectionlicp porfscan A

2003-08-21 07:34:50 Do Prevention
cfion:Drop Packet

2023-08-21 07:34:43 Do Prevention
cfion:Drop Packet

2023-08-21 07:34:36 Do Prevention
cfion:Drop Packet

Rule_ic:1 from WAN fo Any. [fype:scan-Detection]icp poriscan A

Rule_ick1 from WAN fo Any, [type:Scan-Deteclionlicp porfscan A

source &

10.214.40.122

10.214:40,122

10.214.40.122

a m

Destinafion & Note &

10.214.48.19 ACCESS BLOCK
10.214.48.19 ACCESS BLOCK
10.214.48.19 ACCESS BLOCK

m;
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How to block the client from accessing to certain country using
Geo IP?

The Geo IP offers to identify the country-based IP addresses; it allows you to block the

client from accessing a certain country based on the security policy.

When the user makes HTTP or HTTPS request, USG Flex H queries the IP address from

the cloud database, then takes action when it matches the block country in the security

policy.

Geo-IP Database

Geo-IP detection *1 United States

A D D ;  ENETTTTTTTT. X ¢ Germany

China

Block the client accessing fo the certain country Japan

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG Flex 500H (Firmware Version: uOS 1.10)
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Set Up the Address Objet with Geo IP

Navigate to Object > Address > Geo IP > Add geo IP related objects.

@ Object + =  Address -
Configuration
Mame geo_ip
Description
Addrass Type GEOGRAPHY
Region Ching
@ Object = > Address -
Configuration
Name geo_ip_2
Description
Address Type CGEOGRAPHY
Region Germany
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Navigate to Object > Address > Address, you can see the customized GEOGRAPHY

address object.

@ Object v > Address w > Address w
Address  Addfress Group GeolP

IPv4 Address Configuration
+ Add
[0 Name # Type # Address Reference +
O I;stos-Relay HOST 192.88.99.1 0
O  LANI_SUBNET INTERFAGE SUBNET ge3 0
O  LAN2_suBNET INTERFAGE SUBNET ged 0
O rrc1918 GIDR 10.0.0.0/8 0
O rrc19182 GIDR 172.160.0/12 0
O rrci19183 GIDR 192.168.0.0/16 0
O geclp GEOGRAPHY il china 1
O geclp2 GEOGRAPHY ™ Germany 1

Go to Object > Address > Address Group> Add Address Group Rule, add all customized
GEOGRAPHY addresses into the same Member object.

@ Object » > Address

Group Members

Mame geo_block
Description
Member List
=== Object === === Object ===
O IPétod-Relay === Group ===
O  LANT_SUBNET
[0 LAN2_SUBNET
O rrci918_1 E
[0 rrcisis_2
O rFcioiga
geo_ip
geo_ip_2
=== Group ===
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Set Up the Security Policy

Go to Security Policy > Policy Control, configure a Name for you to identify the Security

Policy profile. Set deny Geo IP traffic from LAN to WAN (geo_block_policy in this example).

@ Secuity Policy w > Policy Contral w

Configuration

Encble ()

Name geo_block_policy

Description

From Lanl '
To WAN &
ource any I
Destinatiol &
aaaaaa any I
Use any g
chedul nene 4
Actio! den -

Log log -
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Test the Result
When the LAN PC tries to access a website that matches the blocked geographical location,

it is unable to reach those sites.

www.pku.educn x  +

@ C 1t @ pkueducn

B

This site can’t be reached
www.pku.edu.cn took too long to respond.

Ty
+ Checking the connection
* Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT

To view the log message, go to USG Flex H Log & Report > Log / Events. You will find log
messages similar to the following. Any traffic that matches the Geo IP policy will be blocked,

and the details will be displayed in the Message field.

s Time & Category & Message & Source & Desfination & Nole &
7 2023.05-21 18:16:34 secure-policy priority:1, from LAN to WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
B 2023.05-21 18:16:34 secure-policy priority:1, from LAN to WAN, TCF, service others, DROP 92.163.168.33 162.105.131.160 ACCESS BLOCK
2 2023-05-21 18:16:30 secure-policy priority:1, from LAN fo WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
10 2023-05-21 18:16:30 secure-policy priority:1, from LAN to WAN, TCP, service others, DROP 192.168.168.33 162.105.131.160 ACCESS BLOCK
1 2023.05-21 18:16:28 secure-policy priority:1, from LAN to WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
2023.05-21 18:16:28 secure-policy priority:1, from LAN fo WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
3 2023-05-21 18:16:27 secure-policy priority:1, from LAN o WAN, TGP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
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How to Use Sandbox to Detect Unknown Malware?

This is an example of using the USG Flex H to employ Sandboxing for detecting unknown

malware. To achieve this goal, you can configure the Sandboxing profile within the

security service path, and this article will guide you on its deployment.

Sandboxing DB
(4]

°% &

X © 10 block potential malicious programs or files.

\Q’Note: All network IP addresses and subnet masks are used as examples in
this arficle. Please replace them with your actual network IP addresses and
subnet masks. This example was tested using USG FLEX 500H (Firmware Version:

uOs 1.10).
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Set Up the Sandbox

Navigate to Security Service > Sandbox. Enable Sandbox option and choose the desired

action when the Sandbox detects malicious and suspicious files. Additionally, select the

desired file type for submission; currently, we support the following file types: Executables

(exe), MS Office Document (doc...), Macromedia Flash Data (swf), PDF Document (pdf),

RTF Document (rtf), and ZIP Archive (zip).

ZY X EL yscriex soon

NETWORKS

Q =z«
@ Licensing v
@ retv ’
@ .
G secuity Polic 5
5 obect 5
@ securty senice ~

App Patrol

Content Filtering

Reputation Fitter

AnfiMalware

Sandbox

IP3

IP Exception

S3L Inspection

Sandbox

Enable Sandbox

Collect statistics

Action For Malicious File

Leg For Malicious File

Action For Suspicious File

Log For Suspicious File

File Type For Submission

Available

Member

O 0O oo o o

Executables (exe)

M5 Office Docurment [doc...)

Macromedia Flash Data (swf)

POF Document (pdf)

RTF Document (rH)

IIP Archive (zip)
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Test the Result

When downloading the file, the firewall will query the Sandbox DB to detect whether it is a
malicious or suspicious file. You can navigate to Log & Report > Log/Events to see the

sandbox related logs.

Calegory  Sandioox v VFHiller~ (& Refreth & Cleerlog Q m m

Time Calegory & e

Hole &
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How to Configure Reputation Filter- IP Reputation

As cyber threats such as scanners, botnets, phishing, etc. grow increasingly, how to

identify suspect IP addresses of threats efficiently becomes a crucial task.

With regularly updated IP database, FLEX prevents threats by blocking connection to/from
known IP addresses based on signature database. It filters source and destination

addresses in your network traffic to take the proper risk prevention actions.

This example illustrates how to configure IP Reputation on FLEX gateway to detect cyber

threats for both incoming and outgoing traffic.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the IP reputation filter

Go to Security Service > Reputation Filter > IP reputation. Turn on this feature. Select Block
on Action field. The threat level threshold is measured by the query score of IP signature

database.

IP Reputation OMS Threat Filter URL Threat Filter

IP Blocking

Enable @

Action block -
Threot Level Thrashald high -
Log log -

Statistics ‘:)

Select categories in Types of Cyber Threats Coming from the Internet, and Types of Cyber

Threats Coming from The Internet and Local Networks.

Types of Cyber Threats Coming From The Internet

ARommous Proxies Denial of Senvice Exploits
Megative Reputation Scanners Sparm Sources
TOR Proxies Web Attacks Phishing

Types of Cyber Threats Coming From The Internet And Local Metworks

Boinels
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Go to Security Service > Reputation Filter > IP reputation > White List and Black List to

manually adding IP addresses to Black List.

IP Reputation  DNS Threat Filter  URL Threat Filter

Allow List
Enable [ o)
Log no -

+ Add m

Status $ 1Pv4 Address &
No data
Rows per page: 50 oot 1

Block List
Enable [ o)
Log log

+ Add m

[m} Status & 1Pu4 Address &

(] Q 107.165.48.246|
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Test the Result

Verify an IP in Test IP Threat Category. In Test IP Threat Category, enter a malicious IP and

query the result.

Test IP Threat Category

IP to test 104,244.14,252 Query

Message X

threat-level result: High
category result: BothetsPhishing

Try to generate ICMP packet from LAN to destination IP 107.155.48.246, and 104.244.14.252

Go to Log & Report > Log/Events and select IP reputation Filter to check the logs.

@ Log & Report = = Log/Ewenls

Category  IP Reputation - % Filter v (& Refresh & Cleor Log Q, m
He Time = Category 5 Message * Souvice ¥ Destinglion + Hote =

1 2023-05-29 10:42:19 ip-reputation fMalicious connection:Block List  192.148.168.34 107.155.48.244 ACCESS BLOCK

2 2023-05-22 10:42:18 ip-reputation fMalicious connection:Block List  192.148.168.54 107.155.45.244 ACCESS BLOCK

3 2023-05-22 10:42:17 ip-reputation fMalicious connection:Block List  192.148.148.34 107.155.48.244 ACCESS BLOCK

0 2023-05-2% 10:22:54 ip-reputation faliciows connection:bothets 192.168.168.34 104.244,14,252 ACCESS BLOCK

a1 2023-05-25 10:22:55 ip-reputation faliclous connection:Botiets 192.148.168.34 104.244.14.252 ACCESS BLOCK

52 2023-05-29 10:22:54 ip-reputation falicious connection:Bothets 192.148.1468.34 104.244.14.252 ACCESS BLOCK

a3 2023-05-29 10:22:53 ip-reputation falicious connection:Bothlets 192.148.1468.34 104.244.14.252 ACCESS BLOCK

Go to Security Statistics > Reputation Filter > IP reputation to check summary of all events.
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IP Reputation DMS Threat Filter URL Threat Filter

Category Hit Count
B Bolhets 4 (100%)
IP Reputation Events
search irsights Q m
Time % Alls... % Malicious IP Infected /Wictim Host & Thr=at Category & Threat Level $ Occur... %
IQOQE*O&*Q? 10:22:53 104.244.14.252 192.148.168.534 BotMets ® High 4 |
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How to Configure Reputation Filter- URL Threat Filter

URL Threat Filter can avoid users to browse some malicious URLs (such as anonymizers,
browser exploits, phishing sites, spam URLs, spyware) and allows administrator to manage

which URLs can be browsed or not.

This example demonstrates how to configure the URL Threat Filter to redirect web access

after the client hits the URL Threat Filter categories.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the URL Threat Filter

Go to Security Service > Reputation Filter > URL Threat Filter. Turn on this feature. Select

Block on Action field. When a client hits URL Threat Filter, the page will be Blocked. Choose
Log-alert on Log field.

IF Reputation DHS Threat Filter URL Threat Filter

URL Blocking

Enable ‘:)

Action block hd
Log log alert -

Statistics ‘:)

Security Threat Categories
Anonymizers Browser Exploits Malicious Downloads
Malicious Sites Phishing Spam URLs

Spyware Adware Keyloggers
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Test the Result

Verify a URL in the Security Threat Categories. In Test URL Threat Category, enter a

malicious URL and query the result.

Test URL Threat Category

URL to test Rttps:ffmaliciouswebs Query

Message X

domain categaony resul’rl information-security. malicious-sites (threat) I
wrl category results information-security.malicicus-sites [threat)

Using Web Browser to access the malicious site. The gateway will redirect you to a blocked

page.

im} [ Access Denied x 4+ - a

< G A Dangerous | ks //maliciouswebsitetest.com A Q \Le {E : 'li

-

Content Filtering

Access Restricted
Web access is restricted. Please contact the administrator.

Category Block veh Sites
Blocked URL hittps: fimaliciousyebsitetest coms
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Go to Log & Report > Log/Events and select URL Threat Filter to check the logs.

@ Log & Report = = Log/Events w

Category

URL Threat Filter

- 5 Filter «

Time %

2023-05-20 15:41:00

2023-05-28 19:41:05

2023-05-28 159:41:05

2023-05-25 15:41:05

2023-05-28 15:41:05

Category

urk-threat-filter

utk-threat-filter

urk-threatfilter

urk-threatfilter

urk-threat-filter

@ Refresh & Clear Log

Message =

maliciouswebsitetest.comibialicious Sites, S5EN

maliclouswelsitetest.comiiialicious Sites, 33N

maliciouswelbsitetest.com:iialicious Sites, 33N

maliciouswebsitetest.com:iialicious Sites, 53N

rmaliciouswebsitetest.com:balicious Sites, 551N

Souice ¥

172,145, 1608.34

192.148.145.34

192.148.145.34

192.145.165.54

192.146.1668.54

Destinglion % Note

40.63.7.220 ACCESS BLOCE

80.83.7.224 ACCESS BLOCK

80.83.7.224 ACCESS BLOCK

80.53.7.224 ACCESS BLOCK

50.53.7.224 ACCESS BLOCK

Go to Security Statistics > Reputation Filter > URL Threat Filter to check summary of all

events.

Last 24 Hours Summary

IPRepulation  DNSThreal Filler  URL Threat Filter

e

Top entry by | Category . m m

Click the pie chart to switch to the item events

Categary Hit Count

W talicious Sites 15 (100%)

URL Threat Filter Events
Qa m

Time % Allow list ¥ URL ¥ Category & Souvrce IP Destination IP %
2023-05-28 02:33:37 maliciouswebsitetest.com/ Malicious Sites 192.148.148.33 54.163.229.19
2023-05-28 02:33:40 maliciouswebsitetest.comfaviconico Malicious Sites 192.148.148.33 54.163.229.19
2023-05-28 02:33:41 maliciouswebsitetest.com/ffavicon.ico Malicious Sites 192.168.168.33 54.163.229.19
2023-05-28 07:40:47 maliciovswebsitetest.com Malicious Sites 192,148.148.34 80.63.7.226
2023-05-28 07:40:51 maliciouswebsitetast.com Malicious Sites 192.148.148.34 50.63.7.226
2023-05-28 07:40:95 Malicious Sites 192.168.168.34 50.63.7.226
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How to Configure Reputation Filter- DNS Threat Filter

DNS Threat Filter is a mechanism aimed at protecting users by intercepting DNS request
attempting to connect to known malicious or unwanted domains and returning a false, or
rather controlled IP address. The controlled IP address points to a sinkhole server defined
by the administrator.

When a client wants to access a malicious domain, the query is sent to the DNS server for
getting the domain name details. All of the traffic now here gateway intercepts this query
which is outgoing. The cloud server identifies that this is bad site. What gateway can do
here is send the redirect IP address where we deploy a blocked page to the client. The
client will connect to redirect IP address instead of the real IP address of malicious domain,
and get the blocked page with the web access. This example shows how to configure DNS

Threat Filter to redirect web access after client hit the filter profile.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Threat Filter

Go to Security Service > Reputation Filter > DNS Threat Filter. Turn on this feature. Select
Redirect on Action field. When a client hits DNS Threat Filter, the page will be redirected to
the default blocked page or a custom IP address. Choose Log-alert on Log field. Configure

Default on Redirect IP field to allow gateway redirect to the default blocked page.

IP Reputation DNS Threat Filter URL Threat Filter

DNS Threat Filter

Enable Iﬁl

Action rediract -

Log log alert -

Redirect IP default -

Malform DNS packets Action drop -
Log leg -

Startistics ()

Security Threat Categories
Anonymizers Browser Exploits Malicious Downloads
Malicious Sites Phishing Spam URLs

Spywars Adware Keyloggers
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Test the Result

Verify a domain name in the Security Threat Categories. In Test Domain Name Category,

enter a malicious domain and query the result.

Test Demain Name Category

Demain name to test maliciouswebsitetest.c Query

If you think the category is incomrect, click this link to submit a request to review it.

Message X

domacin category resulf: informc:ﬁon—securiiylmc:licious—sifesﬁhrecﬁj|
url category result: information-security. malicious-sites [threat)

Using Web Browser to access the malicious site. The gateway will redirect you to a blocked
page.

N = [®) X
@ Zyxel Security Cloud-DNS Filter - X +
“ C A Notsecure | maliciouswebsitetest.com = % O &

Web Page Blocked!!

You have tried to access a web page which belongs to a DNS Filter category that 1s blocked

Go to Log & Report > Log/Events and select DNS Threat Filter to check the logs.

Category | DMS Threat Filter - % Filter ¥ (% Refresh & Clearlog Q m

18 Time % Category % Message &

Source & Destination Nole %
1 2023-05-21 16:49:26 dns-threat-filker maliciouswebsitetest.com: Malicious Sites 192.168.168.33 192.168.168.1 DNS BLOCK
2 2023-05-21 15:49:26 dns-threat-filtler mgliciouswebsitetest.com: Malicious Sites 192.168.168.33 192.168.168.1 DNS BLOCK
3 2023-05-21 16:49:26 dns-threat-filler maliciouswebsitetast.com: Malicious Sites 192.168.168.33 192.168.168.1 DMNS REDIRECT
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Go to Security Statistics > Reputation Filter > DNS Threat Filter to check summary of all

events.
IP Reputation DNS Threat Filter URL Threat Filter
bost 24 Hours Summery Top eniry by | DS Hame - m
Click the pie chart to switch to the item events
DNS Name Hit Count
B maliciouswebsitetest.com 12 (100%)
DNS Threat Filter Events
. Q m
Time % +Allow... ¥  DNSName % Category + Source IP %
2023-05-21 16:29:36 maliciouswebsitetest.com Malicious Sites 192.168.168.33
2023-05-21 16:44:04 maliciouswebsitetest.com Malicious Sites 192.168.1468.33
2023-05-21 14:47:02 maliciouswebsitetest.com Malicious Sites 192.1468.148.33
2023-05-21 16:49:26 maliciouswebsitetest.com Malicious Sites 192.1568.168.33
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How to Configure DNS Content Filter

Compared to web content filter, DNS content filter is a stronger tool for SMB because it can
restrict the number of attacks faced by network access, thereby helping to reduce the
remediation workload of IT professionals.

DNS content filter intercept DNS request from client, check the domain name category and
takes a corresponding action, reducing the risk of phishing attacks, and obfuscate source
IPs using hijacked domain names. Fully customizable blacklist to ban access to any
unwanted domains and prevent reaching those known domains hosting malicious content.
This example shows how to configure DNS Content Filter to block users in the local

network to access the gaming websites.

Zecurity Services Cloud

2. Query cloud 4, Reply result
e rimrr Y e -
Wrommnommmmnnannsm e Gaoteway g rreananasnrassannanne
PC 192.168.168.33
intemet 5 Take action 1. Acceass to blizard.com
block [redirect] Check FQDM

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Content Filter

Go to Security Service > Content Filtering > For DNS Domain scan. Turn on this feature.
Select Redirect IP for the Blocked Domain. If user selects the default, when client hits DNS
Content  Filter profile, the page will be redirected to block page

http://dnsft.cloud.zyxel.com/.

Content Filtering

For DNS Domain scan:

Encble DNS Domain scan IEI

Blocked Domain Redirect 1P defoult -
Category Server is unavailable Action pass -

Log log -
Collect statistics ()

Add a new profile in Profile Management to block gaming websites.

Profile Management

+ Add | £ Edit |G Remove Q m

Name % Descriplion % Reference %

[ esrp

O ce

block_games
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Action: block
Log: log or log

ORKS

alert

www.zyxel.com

Name

Description

Action

Log

Log allowed traffic

S5L V3 or previous version Connection

General Settings

block_games
block -
log -

a»
Drop

Drop Log

no

Enable the checkbox of "Games" in managed categories.

] Adult Togics

O Gutt Occult
(] Discrmination

[ Edreme

0 Health

[ Auctions Clossifisds

O computing Internet

O Forum Bulletin Boards

Managed Categories

O Alohol

[ Blogs/wiki

O cConsumer Protsction
[0 Cating Persanals

O Drugs

[ Fashion Beauty

[ Gombiing

[ General Mews

O Histerical Revisicnism

[ Ancnymizing Utilities

[] Business

[ cContent server

[0 Dating Social Networking
[ Education Referance
[J France Banking

[ Gembiing Related

[ Govemment Miltary

0O History

Select All Categories Clear All Categories

[ Art Culture Heritage

[J chat

O Controversial Opinions
[ Cigital Postcards

[ Eentertainment

O Forkids

[ Sorme Cortoon Viclence
[ Grussoms Content

[ Humer Comics

Apply the
policy rule

General Seftings

Enable

Configuration

Allow Asymmetrica

+ Add
O st. 2
o @
o e

profile to security policy. In this example, the profile is applied to

“LAN_Outgoing".

Route (@ ]

Pri.. # Name % From % To % Source ¥
1 LAN_Qut... LAN any [Ex... any

2 DMI_to_... DMZ WAN any

Desfination # Service ¥
any. any
any any

security

Q 2] m
Schedule #  Ach.$ log®  Profile
none allow no -
none allow no
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Test the Result

Access a gaming website blizzard.com. The gateway will redirect you to a blocked page.

v — O X
@ Zyxel Security Cloud-DNS Filter © X~ <

< C A Notsecure | blizzard.com 2 Y% 0O & :
Web Page Blocked!!

You have tried to access a web page which belongs to a DNS Filter category that is blocked.

Go to Log & Report > Log/Events and select Content Filter to check the logs.

Category | Content Filter - % Filter + (% Refresh & Clearlog Q m m

i Tz O Coene IS Message & Grmez O Desfinafion # Note &

471 2023-05.28 14:36:16 content filter plizzardcom: Gomes. rule_name: LAN.OVE o) | o 14833 192.168.168.1 DNS BLOCK
going
blizzard.com: Gamas, rul :LAN_Out

472 2023-05-28 14:36:16 content-filter irarg.com: fames, uie_name: LAY 19014816833 192.168.168.1 DNS REDIRECT

going

506 2023-05-28 14:34:45 content-flter plizzardtcom: Gomes. rule_name: LAN.OVE o) | o 148,33 192.168.168.1 DNS BLOCK
going

blizzard.com: Games, rule_name: LAN_Out

507 2023-05-28 14:34:45 content-filter - 192.168.168.33 192.168.168.1 DNS REDIRECT
going

508 2023-05-28 14:34:40 content-filter wwbox.com: Games. wle_name: LAN. o) | 5 145,33 192.168.168.1 DNS BLOCK
Qutgeing

509 2023-05-28 14:34:40 contentfilter wawwobox.com: Games. ule_ncme: LANL g, | 5 1 g 33 192.168.168.1 DNS REDIRECT
Qutgoing

754 2023-05-28 14:20:09 content-filter urawbox.com: Games, wle_name: LAN. o) 1 4z 148,33 192.168.168.1 DNS BLOCK

Qutgeing

Go to Security Statistics > Content Filter to check summary of all events.

o e Semmeny Top aniry by m
Click the pie chart to switch to the item events

Blocked URL Hit Count
B blizzard.com 13 (76.47%)
B www.xbox.com 3(17.65%)

dlassets-ssl.xboxlive.com 1(5.88%)
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Content Filter Events
Searc ght: O\ m
Time % Action ¥ URL/Domain % Profile & Category + Source IP 5 Destination IP &
2023-05-28 14:20:09 BLOCK www.xbox.com block_games Games 192.168.168.33 192.148.168.1
2023-05-28 14:19:53 BLOCK blizzard.com block_games Games 192.168.1568.33 192.168.168.1
2023-05-28 13:59:19 BLOCK blizzard.com block_games Garnes 192.1468.168.33 192.168.168.1
2023-05-28 13:56:40 BLOCK blizzard.com block_games Games 192.168.168.33 192.148.168.1
2023-05-28 13:55:45 BLOCK dlassets-sslxboxlive.com block_games Games 192.168.168.33 192.168.168.1
2023-05-28 13:35:13 BLOCK blizzard.com block_games Games 192.168.168.33 192.168.168.1
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External Block List for Reputation Filter

The administrator can configure an external block list for the Reputation Filter to expand its
usage. This article will provide guidance on setting up the external block list for the IP
Reputation and DNS Threat Filter/URL Threat Filter.

DB Server

Blocked IPs and URLs

b
¢ Sync with the DB server
|
LAN Navigate to the blocked IP or URL Block list
................................... -
e x ................ - BRI =y Internet
: USG Flex H

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 162



ZYXEL

NETWORKS

Set Up the DB server

The administrator can set up websites to maintain external block lists. The USG Flex H
firewall can update the external block list via a URL. For example,
http://10.214.48.58:8080/blocked_IP.txt

C M M MNotsecure  10.214.48.58:8080/blocked_IP.txt

8.8.8.8
81.222.75.14
168.95.1.1
6.6.6.6

http://10.214.48.58:8080/blocked_URL.txt

C Mm I\ Motsecure  10.214.48.58:8080/blocked URL.txt

v . zyxel. com.tw
Ww . Cnn . com
www . bot . com. tw

Set Up the External Block List of IP Reputation

Navigate to Security Services > External Block List > IP Reputation and add a service URL
such as http://10.214.48.58:8080/blocked_IP.txt and then click "Update Now" to update the
block list.
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@ Security Services ¥ > External Block List * = [P Reputation

IP Reputation DMS Threat Filter/URL Threat Filler

External Block List

Enable [ o]

Profile Management

+ Add
0 Name = Source URL * Description =
D v Block_IP_List hitp://10.214,48.58:8080/blocked_IP.txt

Signature Update

Synchronize the signature to the latest version with online update server.

Update Now

Auto Update (@0 ]

Q Every N Hours 1 -

® Daily 4 -
am -

O Weekly Monday -
] -
am -

If the IP Reputation external block list is updated successfully and you can observe the

corresponding log message.

(O togareport = > Log/Events ~

Category  Allog v  ( Refreth & Cleerlog [ Export carch in
#* Time Category ¢ Message * Sre. 1P # Dst.IP * Dst. Port *
1 2024-03-1219:30:08  External Block List Update IP reputation extemnal block list completediBlock_IP_List). 0.000 0.000 0
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Set Up the External Block List of DNS Threat Filter/URL Threat Filter

Navigate to Security Services > External Block List > DNS Threat Filter/URL Threat Filter
and add a service URL such as http://10.214.48.58:8080/blocked_URL.txt and then click
“Update Now" to update the block list.

@ Security Services ¥ > External Block List = > DMN3 Threat Filter/URL Threat Filter

IF Reputation DNS Threat Filter/URL Threat Filter

External Block Lizt
Enable [ @]

Profile Management

+ Add
0 Name = Source URL = Description *
D v Block_URL_List hitp://10.214.48.58:8080/blocked_URL.ixt

Signature Update

Synchronize the signature to the latest version with online update server.

Update Now

Auto Updats (o
O Every N Hours 1 -
@® Daily 4 -
pm -
O Weekly Monday -
1 -
am A

If the DNS/URL threat filter external block list is updated successfully and you can observe

the corresponding log message.

(©) Log .Report * > Log/Events ~

Category = AllLog v ¢ Refresh Q Cleerlog [ Export
#% Time ¢ Category * Message ¢ src.IP # Dst. IP ¢ Dst. Port *
2024-03-1219:31:06  External Block List Update DNS/URL threat filier external block list completed Block_URL_List) 0.0.00 0.0.00 0
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Test the Result

For instance, if the IP addresses 8.8.8.8 and 168.95.1.1 exist in the external block list,

attempts to access these blocked IPs will be blocked as expected.

Go to Log & Report > Log / Events to observe block messages.

(© LogtRepert ~ > Log/Events ~
lcategory  AllLog

Category *

P Reputation
123:58 [P Reputation
28:57 [P Reputation
28:56 [P Reputation

P Reputation

23:18  IP Reputation

23:17 P Reputation

3
2
2
2
2
2
2

G w8 BB B e
i
@3
3

23:16  IP Reputaiion

v  C Refresh Q Clear Log [ Export

Message ©

Malicious connection:External Block List{Profile Block_IP_List)

Malicious connection:External Block List

Malicious connection:E:
Malicious connectis

Malicious connection:E:

Malicious connecti

Q

Sre. IP * Dst.IP = Dst. Port * Note =

3 -] 10 ACCESS BLOCK
rofile Block_IP_List) 3 [ BF R
ist(Profile Block_IP_List] 3 [ | J 0
rofile Block_IP_List) 3 - J 0
rofile Block_IP_List) 192,14 3 = 0
Malicious connection:External Block List{Profile Block_IP_List) 192.168.168.33 = 0
st(Profile Block_IP_List) 192,16 3 = 0
xternal Block List{Profile Block_IP_List) 192.168.168.3; = 0 ACCESS BLOCK

Malicious connecti

v oM

Attempts to access URLs that exist in the block list will also be blocked as expected.

‘Web Page Blocked!!

You have tried to access a web page which belongs to a DNS Filter category that 1s blocked.

Go to Log & Report > Log / Events to observe block messages.

(© togareport * > log/Events

#%  Time Category *
DNS Threat Filter

DNS Threat Filter

DN Threat Filter

Calegory  AllLog ~ & Refresh @ Clear Log E- Export

Message &

www bot.com.tw: External Block List(Profile Block_URL_List)

bot.com.tw: External Block List{Profile Block_URL_List)

bot.com.tw: External Block List{Profile Block_URL_List)

Q v H
Sre.IP % Dst.IP & Dst.Port ¢  Note &
192.168.148 53 NOT ATYPE
192.168.168, 53 NOT A TYPE
192.163.168.33 192.168.168 53 ATYPE
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How to set up DNS SafeSearch?

SafeSearch is a feature that acts as an automated filter of pornography and potentially
offensive and inappropriate content.

This guide explains how to configure your gateway to set up DNS Safe Search.

H I TTIT L] I . olniemei' . . E
USG FLEX H -
| SafeSearch DNS server
Google
Website :Youtube
Bing

_—

‘Q'No‘re: DNS SafeSearch is supported on USG Flex H series. This example was tested
using USG FLEX 200HP (Firmware Version: uOS 1.35).
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Step 1: Set up a SafeSearch Profile

Log in to Local Web GUI - Navigate to Security Services > Content Filtering.

@ Security Services e

App Patrol

Content Fi@ing <

Profile Management

-
O Nurrm

Configure the Profile

DNS Safesearch: Click the button to enable the function.

Enforce safe search on Google,Youtube,Bing.

To enable DNS Safe Search, please make sure DNS Domain Scan is turned on.

Restrict Youtube Access: The Restrict YouTube Access setting allows you to choose

between Strict and Moderate modes.

@ Securty Services ™ » Content Filtering ~

General Seftings

Narme Safesearch
Description SafeSearch .
Action block v
Log no -
Log allowed traffic (e ]
DNS Safesearch @ a
Restrict YouTube Access Moderafe -
S5L W3 or previous version Drop [ o]
Connection
Drop Log no -
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DNS Safesearch % = Enforce zaofe zearch on Google,
YouTube and Bing.

= To enable DN3 5afe Search, please
make sure DNS Domain Scan is
turned on.

35L W3 or previous vers

Connection

Restrict YouTube Access Strict a
Drop Strict
Drop Log Moderate

Step 2: Apply the safe search profile to Security Policy Rule

After completing the profile, a message will pop up to guide you in applying the profile to
the Security Policy Rule |

Info

Profile SafelSearch has been saved. A profile fakes effect only
when it is applied to a security policy.Apply this profile to a
security policy now?

corcs ) (D
[hs1]

Click OK and apply the profile to the desired rule

Apply SafeSearch to a security policy

Pri. ® Nome * From * Te Source ¥ Destination * Service * User = Schedule & Action * Leg
LaN any [Excluding ZyWALL) ony any ony any none allow log

DMz WAN any any

IPSec_vPN_Outgoing 1PSec_VEN any (Excluding 2yWALL)

10 NEBULAVPN_Outgoing NEBULAVPN any [Excluding ZyWALL) any

© 000 of

¥
b

8 $5L_VPN_Outgoing 5LVPN any [Excluding ZyWALL) any any any any
¥
¥

Taikcole_Outgsing Tailscale any [Excluding ZyWALL)
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After implementation, please navigate to Security Policy > Policy Control to check if the rule

has been correctly set up.

& Security Policy =
Policy Control v
DoS Prevention

Genoral Seffings

Configuralion

1 LAN_Outgoing LAN any [Excluding ZyWALL)

Step 3: Verified SafeSearch Function

Before verified the SafeSearch, if there is no other setting on DNS, normally the query result
will display as below.

www.youtube.com

C M = youtubecom/results?search_query=se Cs B % ® £

3 Premium sex X Qa Y + Establish

.y Last Longer | Vegan Sex Drive Shown in Steamy Scene | P
Shorts A er of view <9y a
Subscriptions . Q PETA (People for the Ethical Treatment of Animals) @
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www.google.com

ookup www,e

3. 168. |

anthoritati

WWW . 20C

G sex - Google Search x o+

C M 23 google.com/sea 1=sex8loq=sex& yZja WUyBgg/ YOTIHCAEQABIABDINCA

all

Tip: Limit your search results to Traditional Chinese . Learn more about how to filter results
by language

Sex Expert (Esther Perel): The Relationship Crisis No One
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Q sex - search X +
G () . ttps://www.bing.com/se Ipglt=297&q=sex&cvid=8793d0324320494da9357c4a1cdeBS55a8igs_lcrp=EgRIZGdIKgYIABBF
»  Rin 0 o
B Microsoft Bing ) sex 0 0 ﬂ
v
Q AL
WHO
https.//www.who.int » health-topics » sexual-health Translate this result

Sexual health

xual healt 3 na erat

Ensure that the DNS server assignment is automatic get from the firewall.

IP assignment: Automatic (DHCP)

DNS server assignment: Automatic (DHCP)

www.youtube.com

25 youtubeo

= E3YouTube sex

O
-

If you don't buy it, don't touch me #robot
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www.google.com

3
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Troubleshooting

DNS Safe Search is not working

. Double-check the Ethernet or Wi-Fi adapter: Ensure that the DNS IP address is set as
automatic get DHCP assignment.

. Devices are using alternative DNS servers (e.g., hardcoded DNS like 8.8.8.8).

. DNS over HTTPS (DoH) or DNS over TLS (DoT) may be enabled and bypassing your
filtering.

. Cached DNS or browser settings are showing previous search results without

SafeSearch applied.
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Chapter 3- Authentication

How to Use Two Factor with Google Authenticator for Admin
Access

Google authenticator is the most secure method to receive verification code for 2-factor
authentication. Google authenticator gives a new code every 30 seconds, so each code
expires in just 30 seconds which make it a secure option to generate codes for 2-step
verification. Furthermore, Google authenticator is free to download, easy to use, and is able
to work without Internet. This example illustrates how to set up two factor with Google

Authenticator for admin access.

USG FLEX 200H

step 1. Authenticate username/password

WSG FLEX 200H step 2. Verify security code and accept access

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Two Factor with Google Authenticator Flow

1. Enable Google Authentication on specific admin user.
2. Set up Google Authenticator.

3. Configure valid time and login service types.

Enable Google Authentication on specific admin user

Go to User & Authentication > User/Group. Select a specific local administrator and enable

Two-factor authentication.

Email 1

Email 2

Mobile Number

Authentication Timeout Settings @ Use Default Settings O Use Manual Settings
Lease Time 1440 minutes
Reauthentication Time 1440 minutes

Two-factor Authentication

Some changes were made

Enable Two-Factor Authentfication for Admin Access () | What do you want to do then?

Reset m

Click "Set up Google Authenticator" to start setting up Google Authenticator on your mobile

phone.

Two-factor Authentication

Enable Two-Factor Authentication for Admin Access ()

Finish Setting up Google Authenticator to enable 2FA

2

| Set up Google Authenticator |
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Set up Google Authenticator

Set up Google Authenticator

Verify your device

Downlead & install Google
Avuthenticator en your mobile
device.

<

), Google Authenticator

0 App Store

Add your account to Google
Authenticator

After clicking the "+"icon in
Google Authenticafor, use the
camera to scan the QR code
on the screen.

Enter code

Verify code and finish

Some changes: were made

What do you want to do then?

Feset m

1.
Apple Store

Google Authenticator

K

4.9 4 16 =)
* % %k %
What's New
« Bug fixes
Preview
L )

*' OF ]

Stronger security with Simple setup u¢
Google Authenticator your camera
> Q

< <
b 4 = S
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2. Register the admin account to Google Authenticator. Open Google Authenticator App and
scan the barcode on Web GUI.
= ‘

Add your account to Google
Authenticator

&

Set up your first account

Use the QR code or setup key in your 2FA settings (by
. e . Google or third-party service). If you're having trouble,
After clicking the "+"icon in 50 t0 g caf2sy

Google Authenticator, use the

camera to scan the QR code
[8] ScanaGRcode
on the screen.

Enter a setup key

Import existing accounts?

3. Enter the token code which displays on Google Authenticator to “Step 3" and click

"Verify code and finish” to submit and verify the code.

= Google Authenticator & ® m

Search...

usgflex200h: admin2 Verify your device

522 725 L Enter code

522724

Verify code and finish
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4. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the application

on your mobile device. Download the backup codes and record them in a safe place.

View your backup codes

These codes will allow you to log in if you don't have access to the application or your mobille device. Please record them in a safe ploce.

S4177830

93398950

57001448

Regenerate backup codes

Configure valid time and login service types

Go to User & Authentication > User Authentication. Two factor authentication for admin
access is enabled by default. You need to select which services require two-factor
authentication for admin user manually. The valid time is the deadline that admin needs to
submit the two-factor authentication code to get the access. The access request is

rejected if submitting the code later than valid time. By default, the valid time is 3 minutes.

Two-factor Authentication

Admin Access

Enable ()

wvalid Time

(%)

(1-5 minutes]

Two-factor Authentication for Services: |
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Test the Result

1.

2.

3.

Login with the admin account "admin2".

USG FLEX 200H

Enter User Name/Password and click to login.
User Name*

admin2

A pop-up window appears for administrator to enter the verification code.

USG FLEX 200H

Enter Two-factor Authentication Verification code and click to verify.

Enter the code shown on Google Authenticator and click "Verify". You can also enter

the backup code if you don't have mobile device on hand.

= Google Authenticator @

Search...

usgﬂexzooh:
752 897 (]

USG FLEX 200H

Enter Two-factor Authentication Verification code and click to verify.

code
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4. Authorize with username, password and the token code successfully. Go to Log &

Report > Log/Events and select "User" to check the login status.

Category V Filter ¥ (% Refresh & Clearlog Q m

45 Time = Categ... Message = Source ¥ Destinafion % Note %

2 2023-05-21 14:26:39 user user: adminZ is authorized 0.0.00 0000 two-factor auth.

3 2023-05-21 14:26:39 user user: admin2 is authorized 0.0.00 0000 two-factor auth.

4 2023-05-21 14:26:34 user user: adminZ(10.214.36.16) is waiting to authorize. 0.0.00 0.00.0 two-factor auth.

5 2023-0521 14:2634 user Administrafer admin2(MAC=] from hfp/hffps Nas 1o 14 514 5616 0000 Account: ad..
gged in Device
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How to Use Two Factor with Google Authenticator for Remote
Access VPN and SSL VPN

Google authenticator is the most secure method to receive verification code for 2-factor
authentication. Google authenticator gives a new code every 30 seconds, so each code
expires in just 30 seconds which make it a secure option to generate codes for 2-step
verification. Furthermore, Google authenticator is free to download, easy to use, and is able to
work without Internet. This example illustrates how to set up two factor with Google

Authenticator for Remote Access VPN and SSL VPN.

Step 1: Open VPN tunnel
@-crneseersesnsnesesesssesnsesedd FRE—— . T .
m——————————

Step 2: Verify security code and accept access

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Two Factor with Google Authenticator Flow

4. Enable Google Authentication on a user.
5. Set up Google Authenticator.
6. Configure valid time and VPN types.

Enable Google Authentication on a User

Go to User & Authentication > User/Group. Select a local user and enable Two-factor

authentication.

@ User & Authentication * > User/Group * > User =

Profile Management

User Name vppntestuser
User Type user
Password srsannanen
?:9'\-’.-F:.9 sesennenen
Descripfion

Email 1

Email 2

Maokbile Number

Authentication Timeout Settings ® Use Default Settings Q Use Manual Settings
Leass Time 1440 minutes
Reauthentication Time 1440 minutes

Two-factor Authentication

Enable Two-Factor Authenfication for VPN Access ‘D |
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Click "Set up Google Authenticator" to start setting up Google Authenticator on your mobile
phone.

Two-factor Authentication

Enable Two-Factor Authentication for Admin Access

a

Finish Setting up Google Authenticator to enable 2FA

Set up Google Authenficator

Set up Google Authenticator

Set up Google Authenticator

Download & install Google
Avuthenticator on your mobile
device,

<

), Google Authenticator |

D A[)[) SI(:)rr,‘

Add your account to Google
Avthenticator

After clicking the "+"icon in
Google Authenticafor, use the
camera to scan the QR code

on the scraen.

Can not scan the GR code?

Verify your device

Entar code

Verify code and finish

Some changes were made

What do you want to do then?

R9391 m
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5. Download and install Google Authenticator on your mobile device.

Apple Store Google Play

< Searc
Google Authenticator Google

Authenticator
Google LLC

100M«

4.9 4+ No.16 (=)
%* % %k %
What's New Version Histor
« Bug fixes

Preview

v v 9@ About this app
s X

Stronger security with Simple setup u¢

Google Authenticator your camera
o < &
- 4 = S~ Q

6. Register the user account to Google Authenticator. Open Google Authenticator App and
scan the barcode on Web GUI.

= |l

Add your account to Google
Authenticator

&

Set up your first account

Use the QR code or setup key in your 2FA settings (by
N _ S . Google or third-party service). If you're having trouble,
After clicking the icon in g0 to g.cof2sv

Google Authenticator, use the

camera fo scan the GR code
[®] ScanaQRcode
on the screen.

Enter a setup key

Import existing accounts?
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7. Enter the token code which displays on Google Authenticator to “Step 3" and click

"Verify code and finish” to submit and verify the code.

= Google Authenticator 2 ® m

Search...

Verify your device

usgflex200h: vpntestuser

754 377 O

Enter code

[ 754377 ]

Verify code and finizh

8. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the application

on your mobile device. Download the backup codes and record them in a safe place.

View your backup codes

These codes will allow you to leg in if you don't have access to the application or your mekbile device. Please record them in a safe place.

81819556
704561950
51507415
38974818
39934997

Regenerate backup codes
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Configure valid time and login service types

Enable two factor authentication for VPN access. Configure valid time and select which
VPN type requires two-factor authentication for VPN user. The valid time is the deadline
that user needs to submit the two-factor authentication code to get the VPN access. The
request is rejected if submitting the code later than valid time. By default, the valid time is 3
minutes. The authentication page is working on specific service port. After building up VPN

tunnel, user have to enter the code in the Web GUI.

ABA Server Two-factor Authentication

Admin Access

Enable &

Valid Time 3 [1-5 minutes)

Two-factor Authentication for Services

O web 0O ssH
VPN Access
Enable a
Valid Time 3 [1-5 minutes)

|_v\-:>—fc:\:'or Auvthentfication for Services |

SSL VPN Access IPSec VPN Access
Delivery Settings
Autherize Link URL Address HTTPS - From Interface - gs3 -
Authorized Port 2008 (1-45535) @
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Test the Result

Remote Access VPN (IKEv2)
1. Open Remote Access VPN tunnel on SecuExtender VPN Client.

W Secutxtender VPN Client - O X
Configuration Tools 7
RemoteAccess: IKE Auth
Authenticaton pProtocol  Gateway Certificate
=7 xev2
=0
; i sec_policyl_RemoteAcces Remote Gateway
=2 )
"o SSLPN Interface |Any ad
Remote Gateway |1o.214.4a.44
Integrity
(O Preshared Key
Confirm
(O Certificate
@EaP [CJEAR popup
Login |vntestuser |
Password |ouoo I [IMutple AUTH support
Cryptography
Encyoton |AESCBC18 |
Integrity |SHA2 256 v/
Key Grovp | Auto vl
< >
@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter the

code shown on Google Authenticator and click "Verify". You can also enter the backup
code if you don't have mobile device on hand.

c

© Notsecure  hitps//192.168.168.1:8008/twofa_ga_vpn_verify.htm|

Two-factor Authenfication
Enter Two-factor Authentication Verification code and click to verify.

PinCode: |698are |

3. Authorize with username, password and the token code successfully.

(¢} © Not secure

hitps!//192.168.168.1:8008/twofa_ga_vpn_verify.html

Two-factor Authentication

Authentication Success

#% Time ® Category & Message ¢ Ste. P & Dst.IP & Dst.Port ¢ Note
56 200403-1318:22:55  User vser vpniestuser(192:168.50.1) s auther 40,0 00.0.0 0 two-factor auth,
67 2024-03-13 18:22:45 User e enistlus Sl lromiscpec SRl OF 15y 00.00 0 Account: vpniestuser
as logged in Device
Igning vi 192.168.50. '
72 20240313 18:22:45 IPSec VPN assigning virtual IP 192.168.50.1 fo peer 10 914 45,44 10.214.48.49 500
vpnitestuser
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SSL VPN
1. Open SSL VPN tunnel on SecuExtender VPN Client.

W Secutxtender VPN Client - (m] X
Configuration Tools ?

Authentication  Sequrity Gateway Establishment Automation Certificate Remote Sharing

i -3 RemoteAccess
O sec_polcyl RemoteAccess Remote Gateway

2 - m interface [Any 72|

Remote Gateway [10.214.45.44

Authentication
Select Certificate
Extra Authentication
[Z)Enabled [[JPopup when tunne! opens
Login lvmnesmser ]

Password [ouu ]

@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter the
code shown on Google Authenticator and click "Verify". You can also enter the backup
code if you don’t have mobile device on hand.

c © Notsecure  hitps://192.168.168.1:3008/twofa_ga_vpn_verify.htm

Two-factor Authentication

Enter Two-factor Authentication Verification code and click to verify.
Pin Code: [937126

3. Authorize with username, password and the token code successfully.

C © Notsecure  hitps://192.168.168.1:8008/twofa_ga_vpn_verify.ntml

Two-factor Authentication

Avuthentication Success

#5 Time® Category ¢ Message & Stc. 1P & Dst. 1P & Dst.Port ¢ Nofe &

20240313 18:19:57  User user: vpniestuser(192,168.51.2 Is authorized 0000 0.0.0.0 0 two-factor auth.
2 2024031318193  SSLVPN SSL VPN client IP assigned 192.168.51.2 10.214.48.49 0000 0 account vpntestuser
3 2024031318193 SSLVPN S5L VPN Tunnel established 10.214.48.49 0.0.0.0 0 account vpntestuser
4 2024031318193 User gﬁé;i‘ge‘*“sa”‘”’m:] from sshvpn has logged i 15 51 4 45 49 10.214.48.44 0 Account: vpntestuser
5 20240313 18:19:13  SSLVPN Te’i gﬁ:‘;’gﬁ;?f;ﬂi’:i’fgTS:LC;EH:” SUEEEES 0000 0.0.0.0 0
s 2024-03-1318:19:12  User gsgé:@”e’em‘e'”‘“c;) from ssivpn has loggedt 14 514 45 49 10.214.48.44 0 Account: vpntestuser

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 191



ZY XEL w2y com

NETWORKS

How to set up AD authentication with Microsoft AD

This is an example of using USG FLEX H to configure AD authentication with Microsoft
Active Directory(AD). The article briefly explains the parameters for the AD configuration

and guides how to join domain to the AD server.

Authentication

a
L

-
-
s _
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Set Up a profile for AD server

Go to User & Authentication > User Authentication > AAA Server > AD. Click +Add to

create a new profile

AAA Server

AD Server Summary

Name & Server Address ¥ Demain Name # Reference *

Enter the Server Address and port for Server settings. (10.214.48.XX:389 in this example).

Enter the domain name and the credentials for logging into the AD server, and click Apply.

'
ZY}‘EL USG FLEX 100H
NETWORKS
— O\ e @ User & Authenficafion ¥ > User Authenfication ¥ > AAAServer ¥
Configuration
8 Dashboard v Name Microsoft_AD
¥ Favorites ¥ | Description (Optionail)
Server Seftings
[@ Traffic Statistics v
§ Server Address 10.214.48. (IP or FQDN)
[@ Security Statistics ~
Backup Server Address (Optionall [IP or FGDM)
[@ Network Status v e =
Fort 387 (1-65335)
[ WPN Status z :
[ Use 35L
. . Search time limit 5 {1-300 seconds)
# licensing v ! !
® Notwork . Case-sensitive User Names @
@ VPN ~ | Server Authentication
@ Security Policy 7 Domain Name c30.cO0M
8 Object v User Name Administrator
@ Security Services v Password srrsnseans
& User & Authenticafion  ~ Retype fo Confirm  sssesesees
User/Group
Advanced Seftings
User Authentication
B System v Configuration Validation
B Log & Report = Flease enter an exdsting user account in this server to validate the cbove settings.
¥ Maintenance v User Name
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Join Domain

After the profile is created, go to System > DNS & DDNS > DNS, create a domain zone

forwarder, and configure the DNS server IP as the IP address for the domain controller.

Domain Zone Forwarder
-+ Add
[] pemain = DNS Server ¥ Query Via
O cso.com 10.214.48.20 gel (WAN)

After the action above, go back to the profile page, tick it and click Join Domain

AAA Server

AD Server Summary

+Add ZEdit [ Remove Q H@D
omain

B Nome # Server Address Reference +

Microsoff_AD 0.214.48.20

Enter NetBIOS Domain Name, Username and Password, click Apply.

() User & Autnanicafion v > User Authanicofion = > AkASsver = Join AD Domain x

AAA Server Two-factor Authentication

AD Server Summary

+ Add ZEdit [ Remove | 3 Join Domain i) Remaove From Doma

B Name Server Address * Domain Name * o

B Microsoft_AD 10.214.48.20 emcam e ereaes
LDAP Server Summary o epetoConfm semeeses
After join domain successfully, you can see this icon.
AD Server Summary

+ Add Q HD
[ Neme & Server Address & Demain Name & Reference

O Microsoft_AD 10.214.48.20
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Test the Result

Scroll down to the bottom of the profile, you will see the Configuration Validation section,

using a user account from the server specified above to test if the configuration is correct.

@ User & Authentication = = User Authenfication = > AAAServer

Server Authentication

Domain Name c3o.com

User Name Administrator
Password cessrassne
Retype to Confirm trsssasans

Advanced Seftings v

Configuration Validation

Please enter an existing user account in this server to validate the above setfings.

Test Status
Ok

Returned User Attributes

dr: ChN=stanley, CN=Users DC=cso,DC=com
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

cn: stanley

givenName:

distinguishedName: CN=stanley,CN=Users,DC=csc,DC=com
instancelype: 4

whenCreated: 20240305035706.02
whenChanged: 2024030505253%.0L
displayName: dee
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Check computers on Microsoft AD, you can see your firewall means join domain successfully.

Active Directory Users and Computers = O X
Ty P
File Action View Help
e’ | @ AOBdz HE T RETER
] Active Directory Users and Com|| Name Type Description
> ; Saved Queries i ATP200 Computer
e jc‘s.o.Bco.rl': 1% ATPS00 Computer
’ j CL” mu‘t 1% aTP800 Computer
omputers Pt
2] Domain Controllers l: Computer
[ ForeignSecurityPrincipal: l”J_HQ Camputer
s [ Keys -‘L!;JT‘."JNBNTDBEM-OZ Computer
» [ LostAndFound -‘LEJ.USGFLEXWD Computer
» [ Managed Service Accour -1',';{USGFLEX1ODH Computer |
5 [ Program Data 1,l,J_USGFLEx1oow Computer
s [ security_cso 1 USGFLEXS00 Computer
» [ System
] Users
s [2] NTDS Quotas
> [ ] TPM Devices
< >
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How to Set Up Captive Portal?

The Captive Portal feature provides functionality that requires LAN client users to complete
the authentication procedure of Network Access Login page before accessing the internet.

This article will guide users on how to set up and verify this feature.

e 1] saaa I- ----------- * Internet

USG FLEX H

L4

Network Access Login

(ﬁ
s
Client

U'Note: Captive Portal is supported on USG Flex 100H, USG FLEX 200H, USG FLEX
200HP, USG FLEX 500H, USG FLEX 700H.This example was tested using USG FLEX 200HP
(Firmware Version: uOS 1.32).
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Configure the Captive Portal via the Web-GUI

1. Enable the Captive Portal and add a policy - Navigate to the Web-GUI path Captive
Portal > Authentication Policy > Policy > To enable the Captive Portal function and add

a policy.

ZYXEL usc riex 2000 BEHO® L@

Q) e
Poliey

General Seffings

Status Priorty = intedace Sign In Method & Authentication Server = Profal Type & Description

Authentication Policy

2. Add an Authentication Policy — Enable the Authentication Policy, provide a Description,
select the Incoming interface, choose the Sign In Method, specify the Authentication

Server and Portal Type, and enable Log.

ZYXEL  usc rLex 2004p

Q) :ze (© Caplive Portal + > AuthenficationPoiey +

General Seffings

B Dashboard - & El
nable
¥ Favorites h Description Captive Portal P
Criteria
[ Traffic Statistics v
Incoming gs3
[ Security Stafistics v
Exempt List
I Add
B Network Status v
Type * Object &
B VPN Status ~ O Type —
Service DNs
£ Mo v | Enable Walled Garden a»
O (el . | Walled Garden List '\ aad
® VPN ~ Object ¢
@ Security Policy v
& Captive Portal =
SPLEDIELE No data
Authentication Policy
B Object v
Sign In Method sign on
© Security Services ~ i ¢
Authenfication Server Local
% User & Authentication v
Protal Type Defauit
= Wireless v
Redirect HTTPS
& system b e =
Log o
0 Log & Report v = °
¥ Maintenance v

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 198



ZYXEL

NETWORKS

Check the settings — Ensure the Captive Portal function and the Authentication Policy

are enabled.

e @

Add QU H
O status & priority ® interface & Sign In Method & Authentication Server & Protal Type & Descripion &
o ¢ 1 ged sign-on local defoult Caoptive Porta

Edit the Advance settings — The default server address is 6.6.6.6, the default HTTP
port is set to 1080, and the default HTTPS port is set to 1443.

ZYXEL yse rLex 200HP

nnnnnnnn

N Q e @ Captive Portal ¥ > Authentication Policy ~ > Advence ~
Policy Advance
8 Dashboard v General Settings

¥ Favorifes M Server Address

Redirect FQDN

[8 Traffic Statistics & HTTP Enable [ o]
[@ Security Stafistics & HTTP Port 1080
[@ Network Status & Rediract HTTPS [ o)
B VPN Status & HTTPS Enable [ o]
HTTPS Port 1443
# licensing 5
Authanticate Client Certificates [ ]
@ Network v
Server Certificate default -
© VPN <
@ Security Policy v
& Captive Portal -~

Authentication Policy

B Object ¥
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Verify the Captive Portal function

The PC client must complete the authentication process of the Captive Portal before
gaining access to the internet.
1. The PC client connects to the LAN port and opens the browser, which will be

redirected to the Network Access Login page.

Network Access Login

User Name *

Password * N

2. Enterthe login User Name and Password.

Network Access Login

User Name*

zyxel

..... [y

3. Once successfully logged into the Network Access Login page, the client will be
redirected to the Welcome page, which displays the client's IP address, lease

remaining time, and access timeout.

©

Welcome!

You have successfully connected to the
network.Here are you connection details:

IP Address 192.168.168.35

Lease Remaining Tme  23:59:51 &

Access Timeout 23:59:51
O Updating lease time automatically
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4. Eventually, the client can access the internet normally.

® B - x |4 - o x

Zyxel Gm\qs

Top 5% and Industry Mover by
S&P Global CSA Scores

ervice Provider Zyxel Group
MWC key takeaways ESG Excellence

How to logout the Captive Portal?

1. Enter the defined server link. The default link is https://6.6.6.6.
i@ 1w} & Google x 4+
< O @ ( & 6666

2. Enter the Welcome page and click ‘Logout’.

@

Welcomel

3. Redirect to the Network Access Login page. If the user needs to access the internet,
they must re-enter the username and password to complete the Captive Portal

authentication process.
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Network Access Login

User Name ™

Password ~ =«

How to check the status?

When the user successfully logs into the Captive Portal page, they can navigate to the GUI
path: Network Status > Login Users > Login Users, to check if the user account has already

logged into the Captive Portal.

ZYXEL uso o zowe PHOOL®

L User D * Role ¥ From & Login Time & Type * Tunael 1P = Lease Time

They can also navigate to the GUI path: Log & Report > Log / Events > System, to verify the

log message indicating that they have successfully logged into the captive portal.

©) logEReport * > log/Events v > Sytem v
System
Calegory  Allog = & Clearlog [ Exporl (* Refresh Q ¥ H
#° Time? Category & Message & St 1P ® Ost. 1P & Dat. Port & Nole &
4 IZSZE—:B—" 40637 User User zyxel{MAC=-) from captive porial has logged in Device 192.168.168.35 92.168.168.1 0 Account: zyxel

When the user successfully logs out the Captive Portal page, they can navigate to the GUI
path: Log & Report > Log / Events > System, to verify the log message indicating that they

have successfully logged out the captive portal.

System
Category | User ~ | £ ClearLeg [© Expert (% Refresh Q v H
#* Time # Category *# Maeszage ¥ Sre. 1P ¥ Dst.IP # Dst. Port & Note ¥
7 |::?s-:3- 7141334 User User zyxel from captive portal has logged out Device 192.168.168.35 192.188.168 [} Account: zyxel
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Feature Change:

Y% Starting from firmware version uOS 1.32, the user must log in to the Captive Portal
before using the User Aware function for security policy or BWM policy utilization.

Prior to firmware version uOS 1.32, users were able to successfully log in to the device's

GUI link to utilize security policies or BWM policies, as shown below:

ZYXEL

NETWORKS

zyxel ,You now have logged in.
Click the logout button to terminate the access session.
You could renew your lease fime by clicking the Renew button.
For security reason you must login in again after 1 days

User-defined lease time [max 1440 minutes): ¢

O Updating lease time automatically
Remaining fime before lease timeout (hh:mm:ss):|23:59:38
Remaining time before auth. timeout (hh:mm:ss):

Starting from firmware version uOS 1.32, if an account that does not belong to the Local
Administrator attempts to log in to the Web-GUI page, access will be denied, as shown

below:

USG FLEX 200HP

Enter User Name/Password and click fo login.

°chiﬂ denied

User Name*
zyxel

Password *

( ..... ﬁ

Note:
1. Turn on Javascript and Coockie setting in your web browser.
2. Tum off Popup Window Blocking in your web browser.

Therefore, starting from firmware version uOS 1.32, if users wish to utilize security policies

or BWM policies for login users, they need to enable the Captive Portal function. Users
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must successfully log in to the Network Access Login page to activate the security or BWM

policies, as show in below:

The user successfully logged in to the Network Access Login page.

Network Access Login

User Namne *

zyvel

©

Welcome!

You have successfully connected fo the
network.Here are you connection detalls:

IP Address 192.168.168.35
Leass Remaining Time ~ 23:57:35 (3

Access Timeout 23:57:35

O Updating lease fime autematically

ST

They can then activate the security or BWM policies for the specific user account.

iy ~ > Polcy Conirol ¥
Setting:
o (o]
e a»
+ Add Q YHI
O Stalws#  Pi®  Nome # From # To# Source #  Desfination ¢ Service & User # Schedule #  Action#  log# His® Frofile
o @ 1 For_The_User LAN any (Excluding IyWALL) ony any any zyxel | none allow no 3
[_e]
Configuration
+ Add Q Hm
O sStatus ® Pi*  Name Descriplion * User*  Incoming Infedface ¥ Oulgoing Interface = Source * Desfinafion ¢ Service ¢ BWM Download/Upload/Pri #
o Defoult any any any any any no/nal?
o 9 Fot_The_User ged gel any any any o/o/a
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Chapter 4- Maintenance

How to Manage Configuration Files

This is an example of how to rename, download, copy, apply and upload configuration files.
Once your USG FLEX H device is configured and functioning properly, it is highly
recommended that you back up your configuration file before making further configuration
changes. The backup configuration file will be useful in case you need to return to your

previous settings.

startup-config

system-default-config last-good-config

2YXEL

‘Q’Nofe: The system-default.conf file contains the ZyWALL default settings. This
configuration file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the ZyWALL is currently using. If
you make and save changes during your management session, the changes are
applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was saved
when the device last restarted.
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Download the Configuration Files
Maintenance > File Manager > Configuration File

Select the statup-config.conf and click “Download”.

@ Contguaton Fie
-
(’“ Configuration
iz
qupy {1 Apply T Email E: Upload a !l m
@
—0 pue—

»
i
o .
@ O roose f
= Configure Backup Schedule (341
& .
B o
Q w °
?

P—

o

Copy the Configuration Files

Maintenance > File Manager > Configuration File

Select the file and click “Copy".

@ Maintenonze

Configuration File

Configuration

& Download [ Apply = Email [ Upload Q m

File Nome & Sae & Last Modilied &

100ABWYOCO.conf

Configure Backup Schedule LBe0)
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A pop-up screen will appear allowing you to edit the Target file name.
The file as format: [a-zA-Z0-9~_.=-]{1,63}.conf

Copy File

Source file

Target file

startup-config.conf

clone.conf

== -

Apply the Configuration Files

Maintenance > File Manager > Configuration File

Select a specific configuration file to have ZyWALL use it. For example, select the system-

default.conf file and click Apply to reset all of the ZyWALL settings to the factory defaults.

Or select the lastgood.conf which is the most recently used (valid) configuration file that

was saved when the device last restarted. If you uploaded and applied a configuration file

with an error, select this file then click Apply to return the valid configuration. Click “OK",

ZyWALL will reboot automatically.
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Upload the Configuration Files
Maintenance > File Manager > Configuration File

Select Upload and Browse a new or previously saved configuration file from your computer

to the USG FLEX H device. You cannot upload a configuration file which has the same

name in the device.

Upload Configuratian File
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How to Manage Firmware

For management convenience, administrators have the capability to upgrade the firmware
effortlessly either from a PC or using the cloud firmware upgrade function. Additionally, the
firmware upgrade can be scheduled to occur automatically within a preconfigured

timeframe.

Local Firmware Upgrade

You can click the green button to upgrade firmware by browsing the .bin file from your PC.

‘Q’No’re: You can download the latest firmware version from myZyxel.com portal.
(hitps://portal.myzyxel.com/my/firmwares)

©

Firmware Management
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Cloud Firmware Upgrade

The cloud firmware upgrade function allows you to verify the most recent firmware version
by clicking the "Check New" button.
Furthermore, the "Auto Update" feature can be activated to automatically download

firmware to your firewall first and reboot your device within a specified time frame.

Cloud Firmware Information

Latest Version Mone
Release Date Mone
Auto Update ()
QO Daily
QO weekly
Auto Reboot c’
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How to set up configuration file backup rotation

In enterprise network environments, the integrity and availability of device configurations
are critical to maintaining stable operations. To mitigate the risks associated with frequent
configuration changes and human error, Zyxel uOS offers a Configuration Backup Rotation
mechanism. This feature automatically retains the most recent configuration files while
removing the oldest ones, enabling efficient storage management and reducing
maintenance efforts. This document is intended to explain the principles, configuration
methods, and limitations of the backup rotation function. It aims to assist network
administrators in planning effective backup strategies and improving the automation and
reliability of routine operations. With this feature, users can ensure that, even in the event of
a misconfiguration or failure, the system can quickly revert to a known good state—

minimizing downtime and maintaining a stable, resilient network infrastructure.

startup-config

system-default-config last-good-config

2YXEL

‘Q’Note: The system-default.conf file contains the default settings. This configuration
file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the Firewall is currently using. If
you make and save changes during your management session, the changes are
applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was saved
when the device last restarted.
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Go to Configuration Backup Schedule section and enable “Enable Auto Backup”.

@ Maintencnce ¥ > Firmwere/File Manager ¥ > Configuration File ¥
Configuration File Firmware Management
Configuration
[E: Upload
File Name * Size ¢
[0 backup-2025-07-25-01-00-01.conf 703382
[0 lastgood.conf 703395
O startup-config.conf 703394
[0 system-default.conf 86022
Configure Backup Schedule
Enoble Auto Backup [ o]
® Daily 01 ¥ | (Hour) 00 ¥ | (Minute)
O Weekly
O Monthly
L]
Backup Rotation 5 (1-50)

Last Modified

2025-07-25 01:00:01
2025-07-25 02:01:24
2025-07-25 02:01:56

2025-07-18 19:19:11

You can select the backup cycle based on your requirements. In this guide, we select daily

backup and set the time to 01:00.

@ Maintenance ¥ > Firmware/File Manager ¥ > Configuration File v
Configuration File Firmware Managem

Configuration

[ Upload
File Name * Size *
[0 backup-2025-07-25-01-00-01.conf 703382
0O lastgood.conf 703395
[ startup-config.conf 703394
O system-default.conf 86022
Configure Backup Schedule
Enable Auto Backup [ o]
I@ Daily o1 ¥ | (Hour) 00 - (Mrnutejl
O Weekly v
O Monthl
Y °
Backup Rotation 5

(1-50)

Last Modified #

2025-07-25 01:00:01
2025-07-25 02:01:24
2025-07-25 02:01:56

2025-07-18 19:19:11

After Enabling auto backup, the backup rotation feature becomes available. The maximum

number of auto backup configuration files is 50. In this example, we set 5 for rotation.
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@ Mainfenance ¥ > Firmware/File Manager ~ > Configuration Fle v
Configuration File Firmware Management
Configuration
[ Upload
File Name * Size Last Modified ¢
00 backup-2025-07-25-01-00-01.conf 703382 2025-07-25 01:00:01
O losigood.conf 703395 2025-07-25 02:01:24
O startup-config.conf 703394 2025-07-25 02:01:56
[0 system-default.conf 86022 2025-07-18 19:19:11
Configure Backup Schedule
Enable Auto Backup @
® Daily o1 ¥ (Hour) 00 ¥ (Minute)
O Weekly
O Monthly
) @ v te
IBcckup Rotation 5 I (1-50)

Note: By default, the system allows up to 65 backup files, with a maximum total size of 200
MB.

Verification

Maintenance > File Manager > Configuration File
Five scheduled backup configurations are generated based on the scheduled backup
settings. The firewall has automatically backed up five files, and it deletes the oldest file

before performing an automatic backup.

@ Maintenance ¥ > Firmware/File Manager ¥ > Configuration File ~

Configuration File Firmware Management

Configuration

[E- Upload

File Name * Size ¥
O | backup-2025-07-25-01-00-01.conf 703382
[ | backup-2025-07-26-01-00-01.conf 703382
O | backup-2025-07-27-01-00-01.conf 703382
[ | backup-2025-07-28-01-00-01.conf 703382
O | backup-2025-07-29-01-00-01.conf 703382
O lastgood.conf 703395
O startup-config.conf 703473
O system-default.conf 86022
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If the Auto Backup total size limit is reached, no new files will be generated, and backup

rotation will not remove old files. The following event will be recorded in the Event log.

System APC AP
Category ~ System v &Clearlog [ Export ¢ Refresh Q Yy H I M
Be Time % Category Message + Src.IP % Dst.IP % Dst. Port # Note +
n 2025.07-17 16:16:01 Systern Ccnflguv_cmon backup error: total size of all configuration files exceeds the maxi 0.00.0 00.00 0
mum limif
34 2025-07-17 15:48:16 System Geo-IP country database version 20250713 update has succeeded. 0.0.00 0.0.0.0 0

If the Auto Backup maximum file number is reached, no new files will be generated, and
backup rotation will not remove old files. The following event will be recorded in the Event
log.

System APC AP
Category  System ~ & ClearLog [ Export (& Refresh Q Y H m
#% Time ¢ Category ¥ Message = Src. IP % Dst. IP % Dst. Port & Note ¢
0 2005-07-17 14:30:01 System gc?nﬁguranon backup error: maximum number of configuration files exceed 0.0.0.0 0.0.0.0 0
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How to Setup and Configure Daily Report

Administrators can efficiently oversee gateway events by reviewing the Daily Report for
management purposes. This example demonstrates how to set up the Daily Report,
including the option to select specific log messages for inclusion. Once configured, you can
utilize "Send Report Now" to assess your device's current status and establish a schedule

for receiving the report.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Mail Server

Before setting up the Email Daily Report, we will be required to set up a mail server.
Navigate to the System > Notification > Mail Server. Input your Mail Server and port, and
activate TLS Security and STARTTLS in their respective fields. Next, complete your account

and password for SMTP Authentication as the Sender.

@ System w = HNofification + > MailServer

Muail Server Alert

General Seftings

Mail Server smtp.gmail.com (Outgoing SMTF Server Name or IF Address)

Port 587

TLS Security ()
STARTILS [ @]
Authentficate Server C‘
SMTP Authentication ()
User Mome s9@gmail.com
Password | ssessssses
Retype | sessessees
Mail Server Test
Mail To |Email Address)
Send From [Email Address)
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You can verify the correctness of the settings by using the Mail Server Test below. If it is

successful, you will receive an email.

Mail Server Test

Mail To gmail.com [Emnail Address)

Send From = @gmail.com |Email Address)

SUCCess

Mail server test sent from USG FLEX 500H!

Mail Tester - igmail.coms

r

This is a test mail sent from USG FLEX 500H

Set Up Email Daily Report

Navigate to Log & Report > Email Daily Report. Enable your Email Daily Report

@ Log & Report »+ = Email Doilly Report

General Settings

Enable Email Daily Report D
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Type your Email Subject and your Sender and Receiver in the field.

Email Settings

Y Note

Please set up the Mail Server to send systern statistics via email every day.

E-rmail Subject 500H-Daily-Report
Append system name Append date time
Email from grmail.com
Email fo B mail.com {Emnail Address)

{Emnail Address)

{Email Address)

{Email Address)

{Emnail Address)

Scroll down the page and go to Report Items to set up which messages you would like to

include in the daily report

Report ltems

System Resource Usage

CPU Usage Interface Usage Memory Usage Port Usage session Usage
Security Services

Anti-Malware App Patrol Content Filter IPS Reputation Filter

System Information

CHCP Table

You can set up a Schedule at the bottom of the page

Schedule

Time For Sending Report 04 ¥ | (Houn 0o ¥ | [Minute]
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Test the Email Daily Report

www.zyxel.com

To confirm if the daily report has been set up successfully, click "Send Report Now."

Email 3ettings

n Note

E-mail Subject 500H-Daily-Report

Append system name

Email frem @gmail.com

Email o ggmail.com

Send Report Now

Please set up the Mail Server to send system statistics via email every day.

Append date fime

{Email Address]

{Email Address)

{Email Address]

{Email Address)

{Email Address]

o i PSS gmail.com

- W e aw
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System Resource Usage

Model Name: USG FLEX 500H

Firmware Version V1. 10(ABZH.00b7s1 | 2023-08-17 15:35:54
MAC Address Range: - p— e r -
System Uptime: 10 days, 22:37°53

System Name: usgfiex500h
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How to Setup and Send Logs to a Syslog Server

For management purposes, administrators can easily monitor events occurring on the
gateway by reading the syslog. This example shows how to send logs to a syslog server.
You can also specify which log messages to syslog server. When the syslog server is

configured, you will receive the real time system logs.

Beeerenemrnarn—na—— . e - -
Intermet Gateway Syslog Server
LAM: 192.1658.168.1/24 IP Address : 192.145.148.33

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the Syslog Server
Install the syslog server. In this example, we use tftpd32 as the syslog server.
#s Ttpd32 by Ph. Jounin - O x
Current Directony j Browse I
Server interfaces |‘IE|2.158.1 £8.33 Realek PCle GBE Family Controller _vJ Show Dir I
Thp Sewerl Thp Elientl DHCF serverl Syslog server | DHS serverl Log viewerl
beut | from | date |
Clear | Copy
About | Seltings Help

Set Up Remote Server Setting on the Gateway

Go to Log & Report > Log Settings > Log Category Setting. Use the drop-down list to select

what information you want to log from each log category.

Log Category Setting

Q O O O O O O O O O ® O

> Authenticate

>  Security

> Systermn

> Security Service

? VPN

> License

© 0 0O/0 0 O
® ® OO0 ® ®
© 0O 0O/0 0 O
® ® ©® O 0 ®
© 0O 0O/0 0 O
O 0 0|0 0 O
O O O0O/0 O O
®@ O ® ® ®@ ®
O ® OO0 O O
@ ® ©@ @ @ @®
© 0O 00 0|0
0O 0O 0|0 0 O

Category System Log USB Storage Remote Server 1 Remote Server 2

disablenormal debug disable normal debug disablenormal debug disable normal debug

@)

Count

158
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www.zyxel.com

Go to Log & Report > Log Settings > Remote Syslog Server. Set Log Format to be
CEF/Syslog and type the server name or the IP address of the syslog server. Turn on

“Active" to send log information to the server.

Remote Server 1 Remote Server 2

@

Active

Log Format CEF/Syslog -

Server Address 192,148.168.23 (Server Mame or [P Address)

Server Port 514

Log Facility Local 1 -

Test the Remote Syslog Server

Check logs on the syslog server.

& Ttpda2 by Ph. Jounin - o X
Current Directeey (B ~] Browse |
Sewvesintedaces [132166.168.33 Floaltek FCle GBE Famiy Controler | Show Dr |

Tip Server | Thp Chent | DHCP server Sysiog server | DNS server | Log viewer |
text | from date a
<142 May 20 15:36.00 usgllex200h CEF-DZ4XELIUSG FLEX 200H(1.00{ABVA. OIS ecurty Policy CortroléldeviD=dt 1deic=19216816... 192.168.168.1 20/05 15:34:46....
<142>May 2015 36.00 usglex200h CEF DZYXELIUSG FLEX 200HI1 00jABVAV.OJDIS scuily Policy ControldideviD=dé 1duc=192 16316, 1521681681 20/0515:34:46..
<142>May 2015 36 00 usgllex200h CEF DZYXELIUSG FLEX 200H11 00{ABY. OJDISecuilty Policy ControléldeviD=dé 1dsic=19216816.. 1321681681 207051534 46.
<142 May 20 15.36.00 usgiex200h CEF-OPYXELIUSG FLEX 200H(1.00{ABYAY. OIS ecurty Policy Control4ldeviD=dé 1dsic19216816.. 1921681681 2005 15:34:46...
<142>May 20 15 36 00 usgllex200h CEF DEYXELIUSG FLEX 200H|1 00{ABVAV.OJ0ISecuily Folicy ControldldeviD=dt 1duc=19216216. 1521681681 20/0515:34:46..
<142>May 20 15 36 00 usgllex200h CEF DEYXELIUSG FLEX 200H11 00[ABWA, OJDIS ecuilty Policy ContioléidevID=dt 1dsic=19216816.. 1321681681 2005153446
<142 May 201536 00 usgllex200h CEF OBYXELIUSG FLEX 200H(1 00{ABW.ONISecurly Pelicy ControldideviDadt 1dsrce10214485.. 1921681681 20/0515:34:46..
<142>May 20 15 36 00 uaghex200h CEF-OEYXELIISG FLEX 200H]1.00[ABWA.O)lfSecunty Poiicy CartroldldevD =dé 1derc=19216816.. 1921681681 20/0515:34:46...
<142>May 2015 36 00 usglex200h CEF ORYXELIUSG FLEX 20011 00[ABYA O)I5=cuily Pelicy Cortioldls=viD=dé 1duc=19216816.. 1321631681 20705153446
<142>May 2015 36 00 usgllex200h CEF.DEYXELIUSG FLEX 200H(1 00(ABYA. ONISecuilty Policy ControléidevID=dé 1dsic=19216816.. 1921681681 2070515 3446
<142>May 20 15:36:00 usgllex200h CEF-DZYXELIUSG FLEX 200H(1.00[ABYAY. OIS ecurty Policy CartroldldeviD=dt 1dsic~19216816.. 1921681681 20/0515:34:46...
<142>May 20 1535 00 usgllex200h CEF DEYXELIUSG FLEX 200HI1 00{ABVAV.OJDI5ecuily Folicy ContioldldviD=dt 1duc=19216816. 1321681681 20/0515.34:46..
<142>May 2015 36 01 usgllex200h CEF DZYXELIUSG FLEX 200HI1 00IABWA OIS ecuily Pelicy ControldidevID=di 1dsic=19216816.. 1521681681 20705153446
<1425 May 2015 36.01 usgllex200h CEF-OBYXELIUSG FLEX 200H(1.00{ABYA.0NISecurlty Policy CortioldideviDadt 1dsice19216816.. 1921681681 20106153447
<1425May 20 15:35.01 usgllex200h CEF-DZYXELIUSG FLEX 200HI1 00[ABYAV. OIS curly Policy CertioldldeviD=dt Idec=19216216.. 1321681681 20/0515:34:47..
<142>May 2015 36 01 usgllex200h CEF DEYXELIUSG FLEX 200HI1 00{ABYAV. OIS ecuilty Policy ContioléideviD=dé 1duic=10214485.. 1321681681 200515 34.47.
<142>May 2015 36 01 usgllex200h CEF DZSXELIUSG FLEX 200H[1 00(ABYA. OIS ecuily Policy ContiolidevID=dt 1dsic=19216816.. 1921601681 200515 34:47.
<142>May 20 15:36.01 usgliex200h CEF-0ZyXELIUSG FLEX 200H(1.00{ABVA. OIS ecurty Policy ControldldeviDdt 1dsic~19216816.. 1521681681 20/0515:34:47....
<142>May 2015 36 01 usgllex200h CEF DZYXELIUSG FLEX 200HI1 00{ABVAV.ODISecuily Policy CortioldldeviD=dé 1dsic=10214485.. 132 168 168.1 20/05 153447
<142>May 2015 36,02 usgllex200h CEF DZYXELIUSG FLEX 200HI1 00[ABYWA. 0JDISecuily Policy ContioldideyID=dt 1dsc=19216816.. 1521681681 2005153447
<1425 May 20 15.36.02 usglex200h CEF-OBYXELIUSG FLEX 200HI1.00IABVA. OIS ecurty Pelcy CertoldideviD=dt 1darce19216816.. 1921681681 20/0515:34:48.
<1425 May 20 1536 02 usgllex200h CEF OZyXELIUSG FLEX 200HI1 00[ABVAV. QJDISecuily Policy CortroldldeviD=dt 1daic=10214.485.. 1521681681 20/0515:34:48.
<142>May 2015 36 03 usgllex200h CEF DRYXELIUSG FLEX 200HI1 00{ABVA. OJDISecuily Policy CortioléidevID=dt 1dsc=10214485.. 1321681681 2005153443
<142>May 2015 36 03 usglex200h CEF-OZSXELIUSG FLEX 200H(1 00{ABYA.0NISecuilty Policy ControléideviD=dt 1d 519216816 1921681681 20/0515:3449.
142> May 20 15 36:03 usglex200h CEF-OEYXELIUSG FLEX 200H(1.00{ABYAV. OIS ecurty Policy ControldideviD =dé 1daic~19216816.. 1521681681 20/0515:34:49...
<142>May 2015 35 04 usgllex200h CEF ORYXELIUSG FLEX 200HI1 00[ABVAV. OJDISecuily Policy ContioléideviD=dt 1duc=10214 485, 1321681681 20705153450
<142>May 2015 36 05 usgllex200h CEF DEYXELIUSG FLEX 200H(T 00[ABYWA. ONISecuilty Policy ContioldideviD=dt 1dsic=19216816.. 1521681681 20105153451
<1425 May 20 15.36.05 usglex200h CEF-DRyXELIUSG FLEX 200HI1.00[ABVA.0ISecunly Policy CertiolldeviDdt 1derce19216816.. 1921681681 20/06153452...
<1425May 20 15 36 06 usgllex200h CEF OEYXELIUSG FLEX 200HI1 00{ABVAV.O)DISecuily Policy CertioldideviD=dt 1dac=10214483.. 1321681681 20705 15:3452..
<142>May 2015 36 06 usgllex200h CEF ORYXELIUSG FLEX 200HI1 00IABWA ONiSecuily Pelicy ContioldldeviD=dt 1dsic=192 16816 152.168.168.1 2005153452
<142 May 2015 36.06 usglex200h CEF-OZYXELIUSG FLEX 20041 00{ABYA. OIS ecurty Policy ControldideviD=dé 1dsic19216816.. 1921681681 20/0515:3452.
<142>May 20 1536.06 usglex200h CEF DZYXELIUSG FLEX 200H|1 00jABVAV. OIS ecurty Folicy ControldideviD=dé 1dac=19216816. 1521681681 20/05153452...
<142>May 2015 35 06 usgllex200h CEF ORYXELIUSG FLEX 200HI1 00{ABWA. OIS ecuily Policy CortioléidesID=dé 1duc=19216816. 1321681681 2005153452
<142>May 2015 36 07 usgllex200h CEF DZYXELIUSG FLEX 200H(1.00[ABWA. OIS ecuity Policy ControldidevID=dt 1dsrce19216816.. 1921681681 20/0515:3453.
142> May 2015:36.07 usglex200h CEF-0ZyXELIUSG FLEX 200HI1.00{ABVA. OIS ecunty Policy CertiolaldeviDdt 1dec~19216816.. 1521681681 20/0515:3453...
<142>May 2015 35,07 usglex200h CEF ORYXELIUSG FLEX 200HI1 00[ABVAV.OJDIScuily Policy CortioldldeviD=dt 1duc=19218816. 1321681681 2005153454,
<142>May 2015 36 08 usollex200h CEF DZ4XELIUSG FLEX 200HIT 00{ABY. OJDISecuily Policy ControlldevID=dt 1dsic=19216816.. 1521681681 2005153454
<142 May 20 15:36.09 usglex200h CEF-OZYXELIUSG FLEX 200H(1.00[ABYAY. 0NISecurty Policy ControldldeviD=dt 1dsrc-10214.485... 192.168.168.1 20/0515:3455... v

Clexr Copy

About Seltings | Help
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How to Setup and Send logs to the USB storage

The USG FLEX H Series device can use a connected USB device to store the system log
and other diagnostic information. This example shows how to use the USB device to store

the system log information.

‘Q’No’re: The USB storage must allow writing (it cannot be read-only) and use the
FAT16, FAT32, EXT2, or EXT3 file system. This example was tested using USG FLEX 200H
(Firmware Version: uOS 1.10). The USB port can provide max. 200mA output power.
You might need to connect external power for the USB storage device.

USB Storage device

Plug in an external USB storage device. USB storage devices with FAT16, FAT32, EXT2, or
EXT3 file systems are supported to be connected to the USB port of the gateway.

Set Up the USB storage on the Gateway

Go to Log & Report > Log Settings > Log Category Setting. Use the drop-down list to select

what information you want to log from each log category.

Log Category Satting (]
Category System Log USB Storage Remote Server | Remote Server 2 Count

a dics:n)ble nE;'ml d(e:;ug dian)bIeEI .18”9 disc:)ble ng’ml d(e)hug dgmengm dgug .
> Avthenticate 0 ® O ® (0|0 ® O O ® O O z
v Sscurity o ® O O[O0 ® O O ® O O !
Security Policy Conirol c ® O O|®|0O ® O O ® O O !
Des Fravention 0 ® O ® (0|0 ® O O ® O O ©
> System c O O 0100 ® O O ® O O 0
> Security Service o O O ® 0|0 ® O O ® O O °
> VPN o ® O ® 0|0 ® O O ® O O ©
> License O ® O ® 0|0 ® O O ® O O °
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Go to Log & Report > Log Settings > USB Storage. Turn on “Enable USB storage” to store
the system logs on a USB device.

System Log

Log Consclidation C‘

Consclidation Inferva (10 Seconds - 400 Seconds)

USB Storage

Enable USE sforage O
Log Keep Duration C‘
Check the USG Log Files

Go to Maintenance > Diagnostics > System Log. Select a file and click “Download” to view the
log.

System Log Archives in USB Storage

] Remove | { Download

Q m
File Nome & Size 3 Medified Time &
2023-05-20.log 9708

May 20 16:47

You can also connect the USB storage to PC and find the files in the following path

. \Model
Name_dir\centralized_log\YYYY-MM-DD.log
E
usgfl ex2£-|'DI'1_dir centralized_log 2023-05-20log
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How to Perform and Use the Packet Capture Feature

This example shows how to use the Packet Capture feature to capture network traffic
going through the device's interfaces. Studying these packet captures may help you

analyze network problems.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).

Set Up the Packet Capture Feature

5. Go to Maintenance > Diagnostics > Packet Capture. Select “none” and click “Edit".

Diagnostics Packet Capture CPU / Memory Status System Log Network Tool

Packet Capture

o

Interface % Profocol % Host % Host Port & File / Split Size (... #  Storage % Capture %

none any any 0 10/2 internal D

6. In Interfaces, select interfaces for which to capture packets and click the right arrow
button to move them to the list.
Interfaces

O gez

|| O

<]

«
0
W
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7. In Filter, select IP Version for which to capture packets. Select any to capture packets
for all IP versions.
Select the Protocol Type of traffic for which to capture packets. Select any to capture
packets for all types of traffic.
Select a Host IP address object for which to capture packets. Select any to capture

packets for all hosts. Select User Defined to be able to enter an IP address.

Filter

IP Version any -

Protocol Type any -

Host IP any Pv4 address or any)
Hest Port 0 -

8. In Misc setting, select "Save data to onboard storage only", "Save data to USB storage"

or "Save data to ftp server".

Mizc selting

Captured Packet Files 10 IMEB

Split threshold 2 )

Duration o] (Crunfimited
File Suffix -packet-capture

Number of Bytes to Capture [PerPack... 1514 Bytes

@ save doto to onboard storage only

O Save data fo USBE storage

O Sove data to ftp server
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9. Click the icon to start capturing packets.

Packet Capture
Q m

[:] Interface % Protocol % Host Host Port & File / Spiit Size (... & Storage % Caplure %

[0 gel.ge3 any any 0 10/2 interna IEI

10. Click the icon to stop capturing packets.

Packet Capture
a m

O Interface ¥ Profocol % Host % Host Port File / Split Size (... & Slorage & Caplure 3

O g=l, ge3 any any o] 10/2 interna

Download the Captured Packet Files

In Captured Packet Files, select the file and click Download. You can download one file
only at once. The captured files are named according to the date and time of capture, so

new files will not overwrite existing ones.

Captured Packet Files

File Name % Size ¥ Modified Time %

gel-packet-capture-20230521-153438.00000.cap 52851 May 21 15:34

O
ge3-packet-capture-20230521-153438.00000.cap 124279 May 21 15:34

Check Real-Time traffic using command

Traffic-capture is a CLI-based packet capturing tool on the device. It can be used to sniffer
and analyze network traffic by intercepting and displaying packets transmitted in the
network interface.

Syntax:

cmd traffic-capture <interface name>

cmd traffic-capture <interface name> filter <icmp|tcp|udp|arp|esp>

cmd traffic-capture <interface name> filter “src <ip address>"

cmd traffic-capture <interface name> filter “port <port number>"
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cmd traffic-capture <interface name> filter “host <ip address> and port <port number>"

usgflex288h> cmd traffic-capture ge3 filter "src 192.168.168.33"

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ge3, link-type EN1©MB (Ethernet), capture size 262144 bytes
16:87:36.738176 > , ethertype IPv4 (©x©869),
length 77: 192.168.168.33.5353 > 224.0.0.251.5353: @ A (QM)? zytwapexone.local

(35)

16:87:36.738249 > , ethertype IPv4 (©x©869),
length 77: 192.168.168.33.5353 > 224.0.0.251.5353: @ A (QM)? zytwapexone.local
. (35)

16:97:36.739617 > , ethertype IPv4 (©x0809),
length 77: 192.168.168.33.5353 > 224.0.09.251.5353: @ AAAA (QM)? zytwapexone.lo
cal. (35)

16:07:36.739654 > , ethertype IPv4 (©x0809),
length 77: 192.168.168.33.5353 > 224.0.0.251.5353: @ AAAA (QM)? zytwapexone.lo
cal. (35)

16:©7:37.066145 > , ethertype IPv4 (©xeg8ee),
length 74: 192.168.168.33 > 8.8.8.8: ICMP echo request, id 1, seq 478, length

40

~CNetconf RPC interrupted.
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How to Allow Public Access to a Server Behind USG FLEX H

Here is an example of allowing access to the internal server behind a USG FLEX H device
with network address translation (NAT). Internet users can access the server directly by its

public IP address and a NAT rule will forward traffic from the internet to the local server in
the intranet.

Internet

v

Access the HTTP server via http:10.214.48.46

Public IP
10.214.48.46

Grmmm—————————

*—---!

HTTP server
192.168.168.33
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Set Up the NAT

Go to Network > NAT, and click +Add to create a NAT rule.

- Input the rule name

- select Virtual Server

- Incoming Interface: gel

- Configure the Source IP to limit the access by the Source IP. You may select Any

- Configure the External IP. Select Any to choose the gelinterface IP as the external IP.

- Configure the internal IP. Click +Add Object to create an address object as a host
192.168.168.33 which is the IP address of the internal server.

Select Address

Q

+ Add Object

@ user defined (defauli]
Object (3)

Q IPstos-Relay
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www.zyxel.com

- Port Mapping Type: Select HTTP for both external and internal service.

@ Metwork » = MNAT W

General Settings

Enakle Rule ()

Rule Mame internal_server

Port Mapping Type

Classification ® Virtual Server O 11 NaT O Many 1:1 NAT
Mapping Rule

Incoming Interface ael v

Source P any /

External IP user defined f 10.214.48.46

Internal IP internal_server &

Port Mapping Type

Service

External Service

Internal Service
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Test the Result

Type http://10.214.48.46 into the browser, and it display the HTTP service page.

+

C A =2 102144846 % ®» O @ =85z

» YouTube & YouTube Music ! Gmail Ef #FZE U Information Web W myZyxel JJ Nebula CS0 page

r :n User
Name extension mm
' download folder  6/27/2022 5:29:40 PM
[ — Folder
D L Local File folder ~ 6/27/2022 5:28:52 PM 0
) Home 0 & zyxel cso folder  6/27/2022 5:30:04 PM 0

3 folders, 0 files, 0 Bytes

@ search

el

~ ¢b Select

0 items selected

i Actions

~ 99 Server information

HttpFileServer 2.3m
Server time: 5/29/2023 4:42:53 PM
Server uptime: 00:01:00

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 232


http://10.214.48.46/

ZYXEL

NETWORKS
How to Configure DHCP Option 60 - Vendor Class Identifier

USG FLEX H series supports DHCP option 60. By VCI string matching, a DHCP client can
select a specific DHCP server within the WAN network. This feature proves beneficial in
network environments where multiple DHCP servers offer services. Clients that need
Internet service can be directed to the DHCP server that provides corresponding Internet
connection details via the identical option 60 string. On the other hand, IPTV clients can

relay to another DHCP server for obtaining IPTV service information.

Set Up DHCP 60 on the USG FLEX H

1. Go to Network > Interface > External, and edit the WAN interface.
2. Make sure the WAN interface is set as a DHCP client. Select Get Automatically (DHCP)

for Address Assignment.

@ Network + > Interfoce

General Seftings

Enable Interface ()

Interface Properties

Role externa

Interfoce Type Ethernat

Interface Name el

Port pllgel] ’
Zone WAN -
MAC Address

Description

Address Assignment O Unassigned

@ Get Automatically [DHCP)
O Use Fixed IP Address

(O prroE

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 233



ZYXEL

NETWORKS

3. Scroll down and expand the Advanced Settings: DHCP Option 60
4. Enter the VCI string in the field of DHCP Option 60, and click Apply

Advanced Setfings

DHCP Option 60 CSO-FAGQ

MTU

Default SNAT @

Test DHCP Option 60

To check the functionality of DHCP Option 60, we can use packet capture software to
check if option 60 string exists in the DHCP discover message that is sent from the USG
FLEX H.

= 77 15.0487607 ©.6.0.0 255.255.255... DHCP 342 DHCP Discover - Transaction ID @xee96c336

Frame 77: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface \Device\NPF_{AGAFABEG-CF63-4365-AF89-11 L 8 %1}, id @
Ethernet II, Src: ZyxelCom_e7:e8:36 (i [ LA i), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: ©.6.8.8, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
~ Dynamic Host Configuration Protocel (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x81)
Hardware address length: 6
Hops: @
Transaction ID: @xee96c336
Seconds elapsed: @
Bootp flags: 8x0008 (Unicast)
Client IP address: ©.0.0.0
Your (client) IP address: ©.0.9.@
Next server IP address: ©.0.0.0
Relay agent IP address: ©.0.8.0
Client MAC address: ZyxelCom e7:e8:36 (ki «f B &% wll m)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (51) IP Address Lease Time
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@8) Vendor class identifier
Length: 7
Vendor class identifier: CS0-FAQ
Option: (61) Client identifier
Option: (255) End
Padding: 0000000000

<

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 234



ZYXEL

NETWORKS

How to Configure Session Control

Session control can address abnormal user behavior. By monitoring session activities, the
firewall can detect deviations from normal usage, such as sudden traffic spikes or
unauthorized access attempts. This proactive approach enables prompt action to be taken

to investigate and mitigate potential security threats .

2.Detect session

3.Reach the limit

q....>< ........ Gatewa\_,r B e I ——
PC:1592.168.165.33
4.Block the session Session Control 1.Access websites trigger sessions
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Set Up the Session Control

Go to Security Policy > Session Control. Turn on this feature.

@ Security Policy * > Session Contral =
General Settings
Session Contro a

Default Session per host 1000 (0 - 20000, O is unlimited)

You can field in the value of the Session per hosts you would like to limit.

The field here is for the client who is not in the rule under the list

Configuration

+ Add Q H M

Status ¥ Priority & User & Source Address Description & Limit #

To limit a user’s session. You can set up specific rules for each user

Click Add >Select one of the user and field in the Session limit for the user and click save.

@ Secunty Policy ¥ > 3ession Control -

General Seftings

Enable [ @)

Description

User Tyxal &

Source Address any &

Session Limit per Host 30 [0 - 400000, 0 is unlimited)
Configuration

+ Add

[ Status * Priority ¥ User ¥ Source Address ¥ Descripfion ¥ Limit ¢

o 9 1 Iyxel any 30
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Test the Result

Log in as User: Zyxel

ZYXEL

NETWORKS

Iyxel ,You now have logged in.
Click the logout button fo ferminate the access session.
You could renew your lease time by clicking the Renew button.
For security reason you must login in again after 1 days .

User-defined lease time (max 1440 minutes): (1440 | &

O Updating lease time automatically

Remaining time before lease timeout (hh:mm:ss): [23:59:44 |

Remaining time before auth. timeout (hh:mm:ss): [23:59:44 |

Try to access web browser to hit the session limit

Go to Log & Report > Log/Events and select Session Control to check the logs.

Session Control Maximum sessions per host (30) was exceeded. 192.168.169.33 172.23.5.1 ACCESS BLOCK

Session Conftrel Maximum sessions per host (30) was exceeded. 192.168.169.33 172.23.5.2 ACCESS BLOCK
Session Control Maximum sessions per host (30) was exceeded. 192.168.169.33 172.25.5.210 ACCESS BLOCK

Session Conftrel Maximum sessions per host (30) was exceeded. 192.168.169.33 172.21.5.1 ACCESS BLOCK

o o o o o

Session Control Maximum sessions per host (30) was exceeded. 192.168.169.33 172.24.78.18 ACCESS BLOCK
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How to Configure Bandwidth Management for FTP Traffic

This example illustrates how to use USG Bandwidth Management (BWM) for controlling
FTP traffic bandwidth allocation. By specifying criteria such as incoming interface, outgoing
interface, source address, destination address, service objects, application group, and user,
you can create a sequence of conditions to allocate bandwidth for packets that match
these criteria. Once BWM is set up, it allows you to limit bandwidth for high-consumption
services like FTP, ensuring bandwidth guarantees. This is a practical example of
implementing BWM for FTP traffic with a USG device.

gel ge3

B e 1

FTP Server F—
Download 20Mbps 192.168.168.33

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. The total available bandwidth assumption is 5SMbps. This example was tested
using USG FLEX 500H
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Set Up the BWM rule for FTP download

Go to Network > BWM scan. Click on “Add"” button to create a new BWM rule.

Configuration
Enable
Name

Description

@ Metwork « = BWM

BWM_Per-IP

o~

BWM Type @® Shared O Per user O Per-Source-IP [ ]
Criteria
ncoming Interface ged [LARN) v
Qutgoing Interface gel (WAN) v
Source LAN1_SUBMET &
Destination any V
Service Type ® Service Okject O Application Group
Service Object FIP &
User any &
Schedule none &
Traffic Shaping
Download Limit Q Unlimited

® Limit 20 Mbps
Upload Limit @® Unlimited

O Limit
Pricrity Medium|4) -
Related Setting
Log log v
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Incoming Interface: ge3
Outgoing Interface: gef
Source: LAN1IP Subnet
Application Group: FTP
Traffic Shaping: Download Limit 20 Mbps.

“U"Note: The terms "incoming interface" and "destination interface" indicate the
direction of traffic that the client initiates during a session. The term "Source IP
information" denotes the initial IP address. Furthermore, the Application Group
function identifies client traffic types based not only on the service port but on other
criteria as well.

Different Scenarios:
(1) Shared

If you select the “Shared” setting in the BWM rule, the selected IP addresses will share
the configured bandwidth.
e.g. Limit the maximum FTP download bandwidth to 20 Mbps for whole of LAN1 PCs.
(2) Per User
If you select the "Per User" setting in the BWM rule, each user will have a limited
bandwidth.
e.g. Limit the maximum FTP download bandwidth to 20 Mbps for each user.
(3) Per-Source-IP
If you select the “Per-Source-IP" setting in the BWM rule, each selected IP address will
have a limited bandwidth.
e.g. Limit the FTP download bandwidth for each LAN1 PC to 20 Mbps.

“U'Note: If you select the “Per User” option or configure “User” as a condition, the
Captive Portal service must be enabled, and the PC must be authenticated by the
firewall first.
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Turn on this feature. It will enable BWM function to allowing the

applied.

rules to be effectively

(© Network ~ > BWM ~

General Seffings

|E’vco\e

Configuration
+ Add

O Status Pri. * Name &

Q H M

Description #  User #  Inceming Inferface ¥ Outgoing Inferface ¥ Source * Desfinafion #  Service ¥ BWM Dewnload/Upload/Pri
o @ 1 BWM_FTP any o83 gel LANI_SUBNET  any FTP 5/0/4
o Default any any any any any ne/ne/7

The PC connect to LAN1 and download file by FTP. the download speed is around 20 Mbps.

=

B EIEIE)
File Edit View Transfer Server Bookmarks Help Mew version available!
113 = fg = = 3
= s[RIl v [FAaos
Host: Username: Password: Part: Quickcon
Local site: ||e'_v\Des Remaote site: |,'131_wlq.'2025—WK.{}8 -
; L2 1310TSDF .
5 |3 2025-WKO3 B
: (3 2025-WKDT
L T ' )l 2025-WKOS i
Filename * | Filename : Filesize *
| ChatGPT Task L -
il CrystalDiskinfo... [151.31 Weekly_PW_Release_Mote.xlsx 13,3455 n
| Driver Ii; 131ABWNVOITS-25WK0B-m7123 zip 212,224,320
'l ) EAP Survey 1) 131ABXEQITS-25WKD8-m7123 zip 212,272,095 ||
| FLEX official D... 1 131ABXFOITS-25WKD8-m7123 zip 177,918,132
, From_OIdPC = || 1) 131ABZHOITS-25WKD8-m7123 zip 212,234942 -
LI T 3 i | n | 3
44 files and 16 directaries. Ti |Selected 1 file. Total size: 212,224, 320 bytes
Server/Local file Direction Remot
B csoadmin@zld-fw.ddns.net
Ch\Users\Songsongstanley,Desktop 13 LABVWWOITS-25WKO8-m7123.zip s J131_w
00:00:07 elapsed ~ 00:01:22 left 19,398,656 bytes (2.3 MiB/s)
around 20 Mhbps
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Go to Log & Report > Log/Events and select BWM to check the logs.

@ Log &Report ¥ > Log/Events ¥ > System ~
System APC AP
Category  Alllog ~ & Clearlog [ Export ¢ Refresh
£ Time s Category ¢ Message ¥ Src.IP # Dst.IP &
2025-03-27 18:34:15 BWM Meode=port-base rule_name=BWM_PerIP user=admin matched 192.168.168.33 Bl 59.115.140.38
2 2025-03-27 18:34:00 BWM Meode=port-base rule_name=BWM_Per-IP user=admin matched 192.168.168.33 Bl 59.115.140.38
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How to Configure WAN trunk for Spillover and Least Load First

In the realm of network management, WAN trunk spillover and the Least Load First (LLF)
algorithm are vital for optimizing resource utilization and enhancing network performance.
WAN trunk spillover ensures seamless connectivity by distributing traffic across multiple
WAN connections, preventing bottlenecks, and maximizing bandwidth usage. The LLF
algorithm intelligently balances traffic load by prioritizing the least loaded WAN links,
minimizing latency, and improving overall network efficiency. This is an example of using
the FLEX H series for two spillovers and the Least Load First configuration. The following

example is based on GE1 1G/1G and GE2 500/500 Mbps for illustration.

Internet

ISP 1 ISP 2

gel: 1G/1Gbps ge2: 500M/500 Mbps

ZYXEL
...... 1

Y% Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.20).

Least Load First
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The “Least Load First" algorithm allocates new session traffic based on the current outbound
bandwidth utilization of each trunk member interface. This utilization, measured as outbound
throughput over available bandwidth, serves as the load balancing index. For instance, if WAN
1 has a throughput of 1000K and WAN 2 has 5K, the Zyxel Device calculates the load
balancing index accordingly. With WAN 2 showing a lower utilization, indicating lesser
utilization compared to WAN 1, subsequent new session traffic is routed through WAN 2 for

optimal load distribution.

Spillover

The “Spillover” load balancing algorithm prioritizes the first interface in the trunk member list
until its maximum load capacity is reached. Any excess traffic from new sessions is then
directed to subsequent interfaces in the list, continuing until all member interfaces are utilized
or traffic demands are met. For example, if the first interface offers unlimited access while the
second incurs usage-based billing, the algorithm only activates the second interface when
traffic surpasses the threshold of the first. This approach optimizes bandwidth usage on the
first interface, minimizing Internet fees and preventing overload situations on individual

interfaces.

Set Up the User-Defined Trunk

Spillover and Least Load First

Go to Network > Interface > Trunk page, and click Add button to create user-defined
Trunk. In the general settings, we can configure the following settings;

Name: Least Load First (Enter a descriptive name for this trunk)

Algorithm: LLF

Load Balancing Index: Outbound

Note: This field is available if you selected to use the Least Load First or Spillover method.
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@ Network ¥ > Interfoce ¥ > Trunk ¥

General Settings

Name I LLF I

Load Balancing Setting

Algorithm I Least Load First w I
Load Balancing Index{es) I Outbound v I
4 Add [
Interface + Mode * Limit (Kbps) *
No data

Click Add to add a member interface to the trunk, in this scenario, we have ge1, and ge2 for
Internet access.

Member: ge1(Wan)

Mode: Active

Limit(Kbps): 1024000

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

w

[] Interface * Mode ¢ Limit (Kbps)
gel (WAN) - Active v 1024000 v X
ge2 (WAN) v Active v 512000 Vil X

Click Apply to save changes.

Some changes were made

What do you want fo do then?

Cancel

Apply
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After the Trunk LLF is created, let's create a second WAN trunk for spillover testing, click Add
button to create 2" user-defined Trunk.

Name: Spillover (Enter a descriptive name for this trunk)

Algorithm: Spillover

Load Balancing Index: Outbound

@ Network v > Interface v > Tunk

General Settings

Load Balancing Setting

Algorithm | spilover - |
Load Balancing Index{es) | outbound -]
+ Add m
Interface * Mode * Limit (Kbps)

No data

Click Add to add a member interface to the trunk.
Member: ge1l(Wan)

Mode: Active

Limit(Kbps): 819200

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

m

[] Interface * Mode = Limit (Kbps) ¢
gel (WAN) v Active v 819200 Vil X
ge2 (WAN) v Active v 512000 v X

Click Apply to save changes.

Some changes were made

What do you want fo do then?

Cancel
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Go to Default WAN Trunk section, select User-Defined Trunk and select the newly created

(LLF or Spillover) Trunk from the list box. Click Apply to save changes.

@ Neitwork ¥ > Interface ¥ > Trunk ¥

Interface Trunk Port
Default WAN Trunk
Trunk Selection QO Default Trunk
® User-Defined Trunk LLF v

User-Defined Trunk

+ Add 2arc - Q +H @
[1 Name * Algorithm = Members =

O Lr IIf gel, ge2

O Spillover spill-over gel, ge2

4

Some changes were made

Default Trunk What do you want to do then?
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Test the Result

Spillover
1) Apply Spillover in User-Defined Trunk.
2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.

3) Go to Traffic Statistics > Port to check interface utilization. Upload traffic should go to ge1
as this interface is the first member interface in Trunk Spillover. Check if maximum load
capacity 819200bps is reached. Any excess traffic from new sessions is then directed to

subsequent interfaces in the list

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface ge2 to see if new sessions are captured on ge2.
Least Load First

1) Apply LLF in User-Defined Trunk

2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.
3) Go to Traffic Statistics > Port to check interface utilization.

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface with lower traffic load to verify if the ICMP traffic is routed

through the less congested interface.
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How Does SIP ALG Function Work on USG FLEX H?

SIP ALG consists of two key services for managing traffic on firewalls: SIP transformation and

SIP pinholes.

SIP Transformation

The SIP transformation function modifies SIP header information, facilitating SIP signaling
traffic over NAT operations. This enables seamless communication between private IP
addresses and public IP addresses.

SIP Pinholes

SIP pinholes ensure the persistence of registered SIP sessions and RTP sessions during NAT
operations. This prevents issues such as dropped calls or non-functioning phone calls caused

by expired SIP/RTP sessions on the firewall.

Cloud-based SIP servers are typically sophisticated enough to distinguish between a client’s
local (private IP) and public IP, making SIP transformation unnecessary in most scenarios.
However, the SIP pinhole feature remains essential for proper NAT operations. The SIP ALG
feature on H Series firewalls focuses on supporting SIP pinholes. This ensures that SIP and

RTP sessions are managed effectively, maintaining reliable communication across firewalls.

SIP Server
w 10.214.48.200
|
USG FLEX 100H SIP Phone#2
— ~ TR 192.168.168.36
—— WAN IP
SIP Phone#1 10.214.48.74
10.214.48.101
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SIP ALG Feature for Keep SIP/RTP Activity Sessions on Firewall

Go to Network > ALG > SIP ALG feature.

@ Metwork * = ALG -
FTP ALG
Enable [ o]
Enable FTP Transformations [ @]
FTP Signaling Port 21 (1-65535)
Additional FTP Signaling Port (1-45535) (Optional)
SIP ALG
Enable O =
SIP Signaling Port + Add
] Port *=
O 5060
SIP Incctivity Timeout D
Media Inactivity Timeout 120 seconds
Signaling Inactivity Timeout 1800 seconds
Restrict Peer to Peer Medic Connection ‘D [i ]
Restrict Peer to Peer Signaling Connection [ o]

SIP Signaling port:
Default SIP service port is 5060. You can configure to other ports to fulfil your network

environment.

SIP Inactivity timeout:
In firewall default setting, general UDP session timeout is 300 seconds, and UDP stream

timeout is 60 seconds. (System > Advanced)

@s\s,ev ~ > Advanced ¥

System Parameters

Name * Desecription Value #
UDP Timeout seconds) The timeout for initial UDP packets in a connection. (seconds) 300 (seconds)
UDP Timeout Stream [seconds) The timeout values of the UDP sireams once they have sent encugh packets. (seconds) 60 {seconds)
ICMP Timeout (seconds) The timeout for ICMP connection. (seconds) 5 [seconds)

You can configure Media(RTP) and Signaling(SIP) timeout for your SIP phone, it could keep

the sessions on firewall to prevent lost incoming phone call due to session expired.
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Peer to Peer connection restriction:
It is for incoming STP/RTP traffic. If the source IP address doesn't match to exist sessions,

then firewall will drop the incoming traffic.

Test the Result

Dial the SIP phone call from SIP Phone#1 to SIP Phone#2.

SIP Server
w 10.214.48.200
|
USG FLEX 100H SIP Phone#2
_— ~ I 192.168.168.36
=== WAN IP
SIP Phone#1 10.214.48.74
10.214.48.101

Turn on SIP ALG feature and enable “SIP Inactivity Timeout” service, also have an extend

Signaling(SIP) and Media(RTP) inactivity timeout as 3000 seconds.

(O vework v > ac ~
FTP ALG
Enable [ o]
Enable FTP Transformations [ o]
FTP Signaling Port 21 (1-65535)
Additienal FTP Signaling Port (1-65535) (Optional)
SIP ALG
Encble 6O =~
SIP Signaling Port + Add
O Por *
O 5060
SIP Inactivity Timeout [ o]
Media Inactivity Timeout 3000 seconds
Signaling Inactivity Timeout 3000 seconds
Restrict Peer to Peer Medio Connection ‘3 [i ]
Restrict Peer to Peer Signaling Connection [ o]
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Use CLI command to check exist sessions has been extended successfully.
CLI> show conntracks | match "<IP address>"

Before enabling the SIP ALG feature, system will use the default UDP timeout.

[UNREPLIED]

1per=RTP us
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How to Deploy Device HA

The Device HA feature acts as a failover when one of the devices in the network fails or can't
access the Internet. Device HA uses a dedicated heartbeat link between an active device and
a passive device for status syncing and backup to the passive device. On the passive device,
all ports are disabled except for the port with the heartbeat link. This example illustrates how

to deploy the Device HA in your network.

Primary device
State: Active

Heartbeat Connection

Secondary device
State: Passive

‘Q’No’re: Device HA is supported on USG FLEX 200H, USG FLEX 200HP, USG FLEX 500H,
USG FLEX 700H.This example was tested using USG FLEX 200H (Firmware Version: uOS
1.35).

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 253



ZYXEL

NETWORKS

Prerequisites for Device HA

The primary and secondary devices in Device HA mode must meet the following

requirements:

1.

The same model - Both devices must be of the same hardware model. In this example,
both devices must be USG FLEX 200H. You cannot set up Device HA between different
models, USG FLEX 200H and USG FLEX 200HP.

The same firmware version - Both devices must be running the same firmware version
(uOS 1.31 or later versions).

The same Organization on Nebula - Both devices must be registered to the same
Organization on Nebula.

. Assign the primary USG FLEX H to the first site

. Assign the secondary USG FLEX H to the second site

i=s nebula L i
lﬂ‘\‘ i ' - Organization: | TestHA b > Site: HA700_1 -

Q

This organization is using the Base Pack version of Mebult

You hay
Sites

HA700_1
Dashboard

HA700_2

Synchronization Port - The port 49058 is reserved for the Device HA synchronization.
Users cannot modify this port or assign it to other services.
WAN connection of the active device - Ensure that the active device has normal WAN

connectivity to the internet and is connected to Nebula.

U'Note: It is highly recommended to complete device registration steps on Nebula
before pairing HA.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 254




ZYXEL

NETWORKS

Configuration on the primary device

1. Set up with your desired configuration and networking settings.

2. The highest-numbered copper Ethernet port is reserved for heartbeat communication.
Make sure the heartbeat port is not assigned to any interface. In this example, P8 is the
heartbeat port on USG FLEX 200H. Remove P8 from interface ge4.

General Settings
Enable Interface [ ®]

Interface Properties

Role interna

Interface Type Ethemet

Interface Name ged

Port e7 (ged) @ -
Ilons LA -

“Q”No’re: Heartbeat port for HA synchronization
USG FLEX 200H/200HP: P8
USG FLEX 500H/700H: P12

Go to Network > Interface and make sure p8 doesn't belong to any interface.

@ Network = > Interfoce ~ > Interface -

Interface Trunk Port
External
+ Add Q H m
[ status = Name * Ione ¥  Description IP/Netmask = VLANID = Type * Members = Reference *
o 9 ge WAN 10.214.45.99/255.255.255.0 Ethernet pl 3
a Q ge2 WAN 0.0.0.0/0.0.0.0 Ethemet p2 1
Internal
+ Add Q H m
[J sStatus ¥ Name * Zone ¥ Description ¥ IP/Netmazk + VLAN ID + Type ¥ Members ¥ Reference ¥
o @ ged LAN 192.168.168.1/255.255.255.0 Ethernet p3.p4.pi.pé 2
o ¢ ged LAN 192.168.149.1/255.255.255.0 Ethemet | p7 2
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3. Go to System > Device HA > HA Configuration.

. Select Primary role.

. Select HA MAC address.
If Virtual MAC Address is selected, the MAC address of each interface will be
replaced as follows.
D8:EC:E5:XX:XX:1D -> D6:EC:ES:XX:XX:1D

. Configure Management IP for active and passive role. The two management IPs
must be different but in the same subnet.

. Select monitor interfaces. HA failover will be triggered when monitored interface
is down. Turn on “Enable” to enable Device HA and Apply.

HA Status HA Configuration HA Log

General Settings

Management Configuration

nifial Rola | @ Primary (License Confroller)

O Physical MAC address

HA MAC address -
® Vvirtual MAC address

O Secondary

Active Mode Management IP 10.10.10.1
Passive Mode Management IP 10.10.10.2
Management IP Subnet Mask 2552552550

Monitor Interface

Member o030 -
Failover on Monitored Interface Link Down &
Failover en Menitered Connectivity Check Failure o ]
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Configuration on the secondary device

1. Make sure the secondary device is reset to default settings. Follow the wizard to
register it to Nebula and it to the same organization as the primary device.

2. After the secondary device is registered to Nebula successfully, remove wan
connection from the secondary device and login to the device via lan interface to
configure HA.

3. Make sure the heartbeat port is not assigned to any interface. In this example, P8 is the
heartbeat port on USG FLEX 200H. Remove P8 from interface ge4.

General Settings
Enable Interface &

Interface Properties

Role interna

Interface Type Ethemet

Interface Name ged

Port o7 (ged ) © v
Iohe LAMN -

4. Go to System > Device HA > HA Configuration. Select Secondary role. Turn on
“Enable” to enable Device HA and Apply. Logout from the secondary device and

unplug all Ethernet cables of wan and lan interfaces.

HA Status HA Configuration HA Log

General Settings

Enable |§|

Management Configuration

Initial Role O Primary (License Controlier)

® Secondary
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Connect the heartbeat ports

Connect the heartbeat ports of the primary and secondary device directly and avoid putting

a device in between such as a switch.

‘Q‘ Note: The heartbeat port of the primary and secondary device must be
connected directly to each other (not through a switch).

Check HA status

Login to the primary device and go to System > Device HA > HA Status. Make sure the

heartbeat link status is connected. You can also use the SYS LED on the active device to

check the paring status.
Pairing status: Paired

Last Full Sync Status: Success

HA Status HA Configuration HA Log

Status

Active

Q

Primary
5 5009

Device HA Status
Pairing Status
Synchronization Status

Last Full Sync Status

Last Full Sync Time
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You can also enter the command on the primary device to check HA status. usgflex200h>
show state vrf main device-ha status

Synchronization can take up to 5 minutes or so. Once it has finished synchronizing, you can
verify if the settings are synchronized by accessing the passive device through Passive
Node Management IP. Once pairing is complete, the secondary device's license will
automatically be transferred to the primary device and you will receive an email notification.

usgflex280h©325> show state vrf main device-ha status
status
enabled true
initial-role primary
pairing-state paired
pairing-msg Paired
ha-health-state connected
local-state active
local-role primary
active
role primary
sn 521 5009
icon-color on

passive
role secondary
sn S22 3298

icon-color on

If Paring Status is not “Paired”, check what the error message is and resolve the error. In
this example, the error is “Device firmware mismatch”. Check the firmware version on

primary and secondary again and make sure firmware version on both devices are identical.
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@ Systern ¥ > DeviceHA ~ > HAStolus +

HA Statuz HA Configuration HA Log
Status
Device HA Status Enabled

. Device firmware or model mismatch
Pairing Status
detected

‘Q'No’re: After the error is resolved (Upgrade two devices to the same firmware
version), you can keep the heartbeat port connected on both devices, and disable
and enable HA on the primary device to trigger pairing again.

HA Status HA Configuration HA Log

General Settings

Management Configuration

Active Node Management IP 10.10.10.1
Passive Mode Management IP 10.10.10.2
Management IP Subnet Mask 255.255.255.0

Meonitor Interface
Member sl @ -

Failover on Monitored Interface Link Down

Failover on Monitored Connectivity Check Failurs
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HA Synchronization

Full Synchronization: Full Sync will be performed under the following conditions. You
can also use SYS LED on the passive device to check the status of HA
synchronization.

- After device reboot

- After firmware update

- After turning off Pause Device HA

- After heartbeat connection is restored

- After performing CLI on active device to manually force a full synchronization
usgflex200h> cmd device-ha force-sync full

Incremental Synchronization: This happens automatically when changes are made to
the active firewall. The updates are synced to the passive firewall within 5 seconds. It

is important to only make configuration changes on the active device.

U'Note: Al configuration changes must be made on the active device. Do NOT
manually configure the passive device.

Connect the network cables to the secondary device

Once the devices have been properly synchronized, connect all network cables to wan and

lan interfaces of the secondary devices.
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Test HA Failover

1. In this example, gelis the monitored interface. Unplug the Ethernet cable of gel interface

from the primary device to trigger HA failover.

Monitor Interface

Memlber o=l © -
Failover on Monitored Interface Link Down [ @]
Failover on Monitored Connectivity Check Failure 2»

2. Check HA Status and HA log by accessing Active Node Management IP https://10.10.10.1.

In HA Status, the secondary device becomes Active role.

(9 System w > DeviceHA v > HAStotus w

HA Status HA Configuratior HA Log

Acfive Passive

v .A

Secondary Primary
S 13298 S 5009
Device HA Status Enabled
Pairing Status Paired
Synchronization Status
Lost Full Sync Status Success
Last Full Sync Time 2024-12-25 14:10:53
Failover Status
Faillover Reason Monitor interface link down
Last Failover Time 2024-12-25 14:57:38
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In HA Log, the secondary device (Local) changes the state from Passive to Active.

« c © Not secure | https://10.10.10.1pps/system/deviceha w &
ZYXEL usorexzoon [T DEHOO® L ®
Q) =+ (© system v > DeviceHA v > HALog ¥
HA Stotfu HA Configuration HA Log
B VPN St
View Logs

te : monitor interface ink down

vith active device.

3. To prevent excessive failover flapping, the firewall includes a mechanism. By default, the
Device HA failover count limit is 5. When this failover count reaches limitation, failover
will be stopped. The failover count automatically resets every 5 days. You can use the
command to check the failover count.

usgflex200h> show state vrf main device-ha summary

Check Virtual MAC Address

Active Device

On Dashboard > System Information, MAC address is the physical MAC address.

System Information &
Haost Mame uzgflex200h0325

Serial Mumber $212

MAC Address _DB:EC:ES: 1D ~ D8:EC:ES! 24
Firrnware V1.32(ABWV.0)b3 | 2025-03-17 14:18:15
Uptime 23:52:38

Systern Time 2025-03-27 14:41:38
Boot Stafus QK

Mebula status Connected
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In Network > Interface, it shows the Virtual MAC address.

Interface Propertiez

Role external

Interface Type Ethermet

Interface Name g=l

Fort el (gel ) @ -

Ione VAN -

MAC Addrass ® Use Default MAC Address déecied: Id

O Overwrite Default MAC Address

Interface Properties

Role infernal

Interface Type Ethermneat

Interface Name ged

Port p3(ge3) @ p4(ge3) @

pS(ge3 )@ pé(gel) @
lone LA -
MAC Address @® Use Default MAC Address déec:es: 153

O Overarite Default MAC Address
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SYS LED Status
State SYS LED on Active Device SYS LED on Passive
Device
Pairing in Progress Alternating Green Solid
Green on: 500ms, Red on: 500ms .
Pairing fail Red Blinking (1sec) Green Solid
%
Sync. in Progress Green Solid Amber Blinking (500ms)
Sync. Completed Green Solid Amber Solid
Active Node Running Green Solid Amber Solid
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How to check Packet Flow Explorer

The Packet Flow Explorer is a powerful tool for analyzing and understanding routing-related
issues. When used correctly, it offers a basic overview of your firewall's configuration without
requiring an in-depth examination. This example demonstrates how to check the routing and

SNAT status using the Packet Flow Explorer.

Infernet

ISP 1 ISP 2

GE1 WAN Interface GE2 WAN Interface
ZYXEL

©2016

“U"Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG FLEX 200H (Firmware Version: uOS 1.31).
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Scenario and Requirement

Dual WAN interfaces are in the default WRR mode, and both WANSs are active.

1.
Name Default
Load Balancing Setting
Algorithm wn
[
Interface * Mode + Parameter
gel Active 1
ge2 Active 1
2. A static route is configured to route traffic to 8.8.8.8 from the GE2 WAN interface.
Policy Route Static Route
Configuration
+ Add & Refresh Q + m
[ Status = Name * Destination * Next Hop * Description * Metric
o ¢ Google_DNS 8.8.8.8/32 ge2 0

3. A policy route is configured to route all internet traffic through the GE1 WAN

interface when source is LAN1 subnet.

Policy Route Static Route

Configuration
Q vyHD

+ Add & Refresh
Destination ¥ DSCP Code * Service ¥ Source Port ¥ NextHop * DSCP Marking * SNAT # Hits ¢

outgoing-interface 0

[] Status® Pri.®* User # Schedule * Incoming # Source #
[m ] 1 any none ged LANI_SUBNET any any any any gel preserve

Based on the configuration above, we expect that if a host is placed in the LAN 1 subnet,
all traffic will be routed through the GE1 WAN interface, except for traffic to 8.8.8.8, which

will be routed through the GE2 WAN interface.
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Verification

1. Place a host in the LAN1 subnet, then run the command ping 8.8.8.8 -tin the Windows Command
Prompt to check for ICMP response from 8.8.8.8.

C:\Users\NT122546>ping 8.8.8.8 -t

Pinging 8.8.8.8 w1th 32 bytes of data:
Reply from 8.8.8.8: bytes=32 time=9ms TTL=57

Reply from 8.8.8.8: bytes=32 time=8ms TTL=57
Reply from 8.8.8.8: bytes=32 time=6ms TTL=57
Reply from 8.8.8.8: bytes=32 time=7ms TTL=57
Reply from 8.8.8.8: bytes=32 time=6ms TTL=57
Reply from 8.8.8.8: bytes=32 time=6ms TTL=57

The host receives ICMP response.

2. Confirm that the traffic is being sent out through the GE2 WAN interface, as per the
static route configuration.
Type the command ecmd traffic-capture geZ2 filter "host 8.8.8.8" to capture packets on
the GE2 WAN interface and verify that the traffic is being sent out through the GE2
WAN interface.

We're unable to see packets to 8.8.8.8. Let's capture the packets on the GE1 WAN interface

instead.
cmd traffic-capture gef filter "host 8.8.8.8"

Traffic to 8.8.8.8 is being sent out through the GE1 WAN interface, indicating that the

static route is not working as expected.

3. Go to “Maintenance > Packet Flow Explorer > Routing Status”to check for possible

issues.
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=
(©) Maintenance v > Packet Flow Explore v > Roufing Status

Routing Status SNAT Statu

Routing Flow

| Dynamic/SiteTo Diceat Roid Policy Rout Nebula Static 1-1 SNAT Default WAN M R5uf
R ) <he VPN irect Route olicy Route Rovla Tronk ain Route

QM

# Destination Gateway Interface Metric

8.8.8.8 10.214.36.254 ge2 0

As we can see, the policy route has a higher priority than the static route, causing
traffic to 8.8.8.8 to be affected by the policy route.

)
&) Maintenance ¥ > PacketFl ¥ > Routing Status ¥

Routing Status

Routing Flow

Dynamic/SiteTo - " Nebula Static Default WAN -,
In site VPN Direct Route Policy Route Static Route Route 1-1 SNAT ok Main Route

Q| H

# User Incoming Interface Source Destination Service Source Port DSCP Code Next Hop Type Next Hop Info Policy Route Priorit|

1 I any ged LANT_SUBNET any any any any Interface/GW gel:default 1

We can try temporarily disabling the policy route to see if traffic to 8.8.8.8 goes
through the GE2 WAN interface.

cmd traffic-capture geZ2 filter "host 8.8.8.8"

Now we can see the traffic to 8.8.8.8 appearing on the GE2 WAN interface. However, there is
no ICMP response from the uplink router. Upon checking the source IP, it is the

LAN host's IP, but it should be the GE2 WAN interface IP. The result shows that the

firewall GE2 WAN interface does not have source NAT.
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4. Goto “Maintenance > Packet Flow Explorer > SNAT Status”to check for possible issues.

(O Mainienonce v > Packst Flow Bxplore ~ > SNATStatus
Routing Status SNAT Status
SNAT Flow
SitetoSite VPN Policy Route
1-1 SNAT Le back SNAT Default SNAT Out
el ANAT N ’
# Incoming Outgoing SNAT
1 Internal Interface External Interface Outgoing Interface IP
2 Remote Access VPN External Interface Outgoing Interface IP

Mouse over the External interface. It indicates that SNAT is off on the GE2 WAN

interface. This would be a misconfiguration on the GE2 WAN interface.

@ Maintenance ¥ > Packet Flow Explore ¥ > SNATStatus v
Routing Status SNAT Status
SNAT Flow
SitetoSite VPN Policy Route
In SNAT SNAT 1-1 SNAT Loopback SNAT Default SNAT Out
# Incoming Outgoing SNAT
External Interface
1 Internal Int: External Interfe v o Qutgoing Interface IP
2 Remote Ac: External Interf i gel: SNAT ON Qutgoing Interface IP
- lgez: SNAT_OFFI

We can go to “Network > Interface > Interface”, and double click ge2 to tick SNAT.

DHCP Option 60

MTU

Default SNAT cl

Change to a Different ISP O 0

Bytes

The above scenario is a simple example for checking routing and SNAT status in Packet

Explorer.
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Test the Result

Generate ICMP traffic from LAN hosts to 8.8.8.8 and confirm if the traffic is sent out through
the GE2 WAN interface.
1. Runthe command ping 8.8.8.8 -tin the Windows Command Prompt to check if it has

an ICMP response from 8.8.8.8.

C:\Users\NT122546>ping 8.8.8.8 -t

Pinging 8.8.8.8 w1th 32 bytes of data:
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=lUms
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=lUms
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=3ms
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=lms
Reply from : bytes=32 time=Ums
Reply from : bytes=32 time=lUms
Reply from : bytes=32 time=Ums

00 00 00 00 00 00 00 00 00 00 00 00 0O -
00 00 00 00 00 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 00 00 00 OO OO
00 00 00 00 00 G0 00 00 00 O 0O GO OO

2. Type the command cmd traffic-capture geZ2 filter "host 8.8.8.8" to capture packets on
the GE2 WAN interface and check if the traffic is sent out through the GE2 WAN

interface.
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How to set up a Link Aggregation Group (LAG) interface

A Link Aggregation Group (LAG) combines multiple Ethernet ports into a single logical link,
LAG interface, between network devices. It helps to increase bandwidth and provide link
redundancy.

The LAG interface of Zyxel USG FLEX H firewalls combines multiple Ethernet interfaces as

members and supports three types of modes, Active-Backup, LACP (802.3ad), and Static.

Prerequisites of Ethernet interface member

To be a member of LAG interface, the Ethernet interface must Meet all of the following
conditions:

1. The Ethernet interface can only bind to one port. And the port cannot be used by other
VLAN interface.

The Ethernet interface cannot be a member of other bridge, or LAG interface.

It does not have an IP address (must be set to unassigned).

It cannot have MAC address overwrite settings, must use default MAC address.

a ~ DN

The interface must not be referenced by any other configurations except the Zone.
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Create a LAG interface

1.  Edit the member Ethernet interfaces and make sure the MAC address is set to use
default MAC address and the Address Assignment is set to unassigned.

@ Network » > Inferface + > Inferfoce

General Settings
Enable Interface [ o]

Interface Properties

Role infernal

Interface Type Ethernet

Interface Name ge5

Port p8(ges) @ h

lone LAN hd

MAC Address ® Use Default MAC Address fc:22:f4:f6:91:4c

O Overwrite Default MAC Address

Description

Address Assignment ® Unassigned O Use Fixed IP Address

2. Click +Add to create an interface and select the Interface Type as LAG.

@ Network w > Inferface « > Inferface «

General Settings
Enable Interface [ o]

Interface Properties

Role internal
Interface Type LAG - ]
N f }
ame Ethermnet
VLAN waracters. The valid characters are [a-z][A-Z]+[0-9][a-z] [A-Z][_-]-
Lone Bridge
MAC Address LAG Iress
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“Q’N ofe:

. LAG support interface Role: External, Internal and General

When the interface role is external, the LAG IP address does not support
PPPOE or PPPOE with a static IP

3. Select the LAG mode

Name LAG-ge-5-6
Zone LAN -
MAC Address @® Use Default MAC Address

O Overwrite Default MAC Address

Description P
Address Assignment O Unassigned ® Use Fixed IP Address

IP/Network Mask 172.198.1.1/24

-+ Add
IP/Netmask <
Secondary IP
No data

Members @ ge5 @ get @ -

r Al
Mode static
Mii Monitoring Interval acfive-backup (1-1000)ms

lacp (802.3ad)
Primary
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LAG mode: Active-Backup

Provides automatic link failover by keeping backup ports not transmitting traffic until the

primary port experiences a link-down event.

Active

Py Link Down

! i—
~ Active

LAG

Mii Monitoring Interval: Defines how frequently the system checks if a LAG member
interface is active or down

Primary: Allows you to specify which member interface should be preferred as the active link

Members @ geb @ get @ -
Mode active-backup -

Mii Monitoring Interval 100 (1-1000)ms
Primary ged -

LAG mode: LACP (802.3ad)

Provides automatic link failover and load sharing by allowing all ports in the LAG group to
transmit traffic. The LACP messages will be periodically sent.
When in LACP mode, the connected Switch must also configure LACP mode for the

physical ports that connect to the USG FLEX H Firewall.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 275



ZYXEL

NETWORKS

Transmit Hash Policy: Determine how outgoing traffic is distributed across the aggregated
links. The default option is src-dst-ip-mac. Select src-dst-ip-mac to distribute traffic more

efficiently by considering both source-destination IP and MAC.

Transmit Hash Policy

sre-dst-ip-mac

-

Members @ ge5@ ges @ M
Mode lacp (802.3ad) -
Mii Monitoring Interval 100 (1-1000)ms

LAG Mode: Static

All ports in the LAG group will be always active for link failover and load balancing. The use
case is when using legacy networking equipment that doesn't support LACP. When in LACP
mode, the connected Switch must also configure LACP mode for the physical ports that
connect to the USG FLEX H Firewall. When in Static mode, the connected Switch must also

configure Static Trunk mode for the physical ports that connect to the USG FLEX H Firewall.

Transmit Hash Policy

sre-dst-ip-mac

Members @ ge5@ get ® -
Mode static
Mii Monitoring Interval 100 (1-1000)ms
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Checked by CLI: show state vrf main interface lag

vrf main interf
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How to Set Up AP Control Service for Zyxel APs

In today’s digital landscape, wireless networks have become a critical infrastructure for
businesses and organizations. As the number of connected devices continues to rise and
network demands grow, managing and optimizing wireless environments has become
increasingly challenging. Serving as the backbone of centralized Wi-Fi management,
wireless controllers play a vital role in enhancing network stability, security, and operational
efficiency. This article delves into the key functions of wireless controllers, their application
scenarios, and their importance in enterprise network architecture. This is an example of
using USG FLEX H series to manage the Zyxel Access Points (APs) and allow wireless

access to the network.

T [e=—r———]
Smart TV Laptop

- FLEX H (Controller)

@

_—

Smart Phone Zyxel AP Desktop

Tablet PC

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.32).
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Set Up the AP Management on the FLEX H series

In the USG FLEX H, go to Wireless > AP Control Service, enable the AP Management
Service, and set the AP login password.

Wireless > AP Control Service

@ Wireless ¥ > AP Control Service ¥

AP Management Service

Enable a
AP Login Password sessesse ©
Retype to Confirm seccssce

" Note

This password is for the AP admin account. Use it with usemame ‘admin’ to log in to the AP.

Connect the Zyxel AP unit to the lan interface.

Go to Wireless > Access Points > AP List. The Zyxel AP will be listed under Unmanaged AP
tab. Tick the AP and click "Add to Managed AP List.

Wireless > Access Points > AP List > Unmanaged AP

@ Wireless ¥ > AccessPoints ¥ > APList *

AP List Policy AP Firmware

Managed AP RILTGELTEETES Bl d

[J Add to Managed AP List Q K m
Name * IP Address +
AP-F4:4D:5C:9D:D8:A8 192.168.168.38
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Once the actions above are completed, the AP will be listed in the Managed AP tab.
Wireless > Access Points > AP List > Managed AP

@ Wirsless ¥ > AccessPoinis ¥ > APLst ¥

AP List Policy AP Firmware

AP Group All v

LLELEEELPLY Unmanaged AP

o Mores: = Q H
[J Firmware Status  Status ¥ Name # IP Address Model Current Client + MAC Address * 24GHz $ 5GHz® 6GHz® Uplink ¥ Power Mode +
O Update Available @ AP-F44D5C9DDBA8 192.168.168.38  WBE660S 0 F4:4D:5C:9D:D8:A8 n/a n/a n/a ETHERNET Limited

e

~

Note: The APs may take few minutes to appear in the Managed AP List.

Go to Wireless > WLAN Settings > SSID Settings to configure a name for the SSID and set a
password for WLAN security.
Wireless > WLAN Settings > SSID Settings

@ Wireless ¥ > WLAN Settings ¥ > SSID Settings ¥

AP Group default v
Online / Total AP 1/1

SSID Setftings Radio Settings AP Settings AP Group Settings

Advanced Mode

# Enabled Name WLAN Security
a Zyxel_Wireless_Network O Open

@® Password sssscessas ©
2 O $SID2 @® Open

O Password
3 OB $SID3 ® Open

O Password
+ OB sSID4 ® Open

O Password
5 OB $SIDS ® Open

O Password
s D 3SID6 @® Open

O Password
7 OB $SID7 @® Open

O Password
e J $SID8 @® Open

O Password
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Test the Result

Go to Wireless > Access Points > AP List > Managed AP tab. You can check the list of APs
currently connected, along with detailed information such as IP address, model name,
current clients, MAC address, and radio information.

Wireless > Access Points > AP List > Managed AP

@ Wireless ¥ > AccessPoints v > APLst ~

AP List Policy AP Firmware

AP Group All v

* More ~ Q H O
[J Firmware Status * Status * Name * IP Address * Model + Current Client + MAC Address * 24GHz * 5GHz® 4GHz* Uplink ¥ Power Mode *
m] able @ AP-F44D5C9DDBA8 192.168.168.38  WBE660S 0 F4:4D:5C:9D:D8:A8 n/a n/a n/a ETHERNET Limited

Go to the Wireless > WLAN clients, you can check the list of wireless stations associated
with a managed AP and the details information such as SSID Name, Security, IPv4 Address,

and association time.

Wireless > WLAN clients

(© Wisless ~ > WLAN Ciients

AP Group default v

P\ e L Policy Clients

-+ Add Policy Clients Q = [
[J MAC Address * Host Name Connected fo ¢ AP Group * SSID * Security * IPv4 Address ¥  Association time +
O E0:D0:45:6B:3F:69 NT122546-NBO1 AP-F44D5CPDD8A8  default Zyxel_Wireless_Network WPA2-PSK 192.168.168.39  2025/03/26 17:08:11

Using a laptop to connect to SSID: Zyxel_Wireless_Network and type the password for
authentication. Go to the Log & Report > Log / Events > APC, you will see WLAN Station
Info as shown below.

Log & Report > Log / Events > APC

(© Log&Report ~ > log/Events ¥ > APC ~
System APC AP

Category  AllLog v & Clearlog ( Refresh Q v H m
#%  Time ® Category * Message * Src.IP + Dst.IP + Dst. Port Note *
1 2025-03-26 17:17:25 Wlan Station Info STA connected. MAC:E0:D0:45:6B:3F:69, AP:AP-F44D5C9DD8AS, 0.0.0.0 0.0.0.0 0

interface:wlan-2-1, SSID: Zyxel_Wireless_Network, Signal: -20dBm
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What Could Go Wrong?

If you can't see AP information in the AP List, please check the number of APs connected to
the USG FLEX H firewall has exceeded the maximum Managed AP number it can support. If
your mobile device can't access to the Internet via AP connects to the USG FLEX H firewall,

please check if the LAN outgoing security policy allow access to the Internet.
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How to set up SMTP with Microsoft OAuth2.0?

This guide explains how to configure your gateway to send emails using SMTP with
Microsoft OAuth 2.0 authentication through a Microsoft 365 account. OAuth 2.0 provides
secure, token-based authentication, replacing less secure basic authentication methods.
Follow these steps to register an application in Microsoft Azure and configure your gateway
for SMTP.

Microsoft
Azure
SMTP with Microsoft OAuth2.0

USG FLEX H E-mail Server

:Q’No’re: SMTP with Microsoft OAuth 2.0 is supported on USG Flex H series. This
example was tested using USG FLEX 200HP (Firmware Version: uOS 1.35).
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Prerequisites

1. A Microsoft 365 account with a licensed Exchange Online mailbox.

2. Administrative access to the Microsoft Azure Portal (https://portal.azure.com).
3. SMTP AUTH is enabled for the mailbox (see Step 3 below).

4. Your gateway device with SMTP configuration access (firmware version uO0S1.35 or

above).

Step 1: Register an Application in Azure Portal

1.

Sign in to Azure Portal - Navigate to https://portal.azure.com and sign in with an
account that has administrative privileges for Microsoft Entra ID.

Navigate to App Registrations - In the left-hand menu, select Microsoft Entra ID >
App registrations > New registration.

Configure the Application —

Name: Enter a descriptive name (e.g., "Gateway SMTP App").

Supported account types: Select Accounts in this organizational directory only
(Single tenant) for most cases.

Redirect URI: The redirect URI specifies where the authorization server should send the
user back after successfully authenticating to return an access token to their email
account.

Type: Select “Web".

URI: Enter https.//[device fqdn or ipj/cgi-bin/msoauth2.cgi. Replace [Device FQDN or

IP] with the actual fully qualified domain name or IP address of an internal interface that
the administrator computer can connect to. (Note: Redirect URI must begin with the

scheme https). Finally, click Register.
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- Microsoft Azure (® upgrade £ Search resources, services, and docs (G+/)

All services > App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| SMTP |

Supported account types

Who can use this application or access this API7

| '\é; Accounts in this organizational directory only (Zyxel Group Corporation only - Single tenant) I

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

(O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

|[ Web v [ hitps://192.168.0.81/cgi-bin/msoauth2.cgi |I

Register an app you're working on here. Integrate gallery apps and other apps from cutside your organization by adding from Enterprise apphcations.
By proceeding, you agree to the Microsoft Platform Policies o

Register

4. Copy Application IDs — On the app's Overview page, copy the Application (client) ID

and Directory (tenant) ID. These are required for your gateway configuration.

= Microsoft Azure (@ Upgrade P Search resources, services, and docs (G+/) I o Copilot @ B O]

All services > App registrations >

- SMTP =

o « T Delete @ endpoints & preview features

| B overview
A Essentials

& Quickstart

Display name : SMTP Client credentials 0 certificate, 1 secret
#” Integration assistant

Application (client) D : 27cba1b2- Redirect URIs 1 web, 0 spa, 0 public client
K Diagnose and solve problems Object ID : 52960d2c- . . Application ID URI Add an Application ID URI
> Manage Directory (tenant) ID : d44c31fd- Managed application in I... : SMTP
> Support + Troubleshooting Supported account types : My organization only

5. Create a Client Secret — Navigate to Certificates & secrets > Client secrets > New
client secret. Add a description (e.g., "SMTP Secret") and select an expiration period
(e.g., 24 months). Click Add, then immediately copy the Value of the client secret.

Note: This value is only shown once, and you will not be able to retrieve it after leaving
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this page. If you lose it, you'll need to generate a new one. This is your “Client Secret".

Store it securely, as it grants access to your application.
Home > SMTP

SMTP | Certificates & secrets =

& overview

Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

X Diagnose and solve problems

@ Application registration certificates, secrets and federated credentials can be found in the tabs below. ~
s Manage
= Branding & properties
) Certificates (0)  Client secrets (1)  Federated credentials (0)
2 Authentication —_—
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Alse can be referred to as application password.
11! Token configuration
9 | New client secret
-9~ APl permissions -
Description Expires Secret ID
& Expose an API
SMTP Secret 77242027 D W
¥ Approles
48 Owners

i, Roles and administrators
Bl Manifest

> Support + Troubleshooting

Step 2: Grant APl Permissions

Add Permissions:
o From the left-hand navigation of your application's overview page, click on API
permissions > +Add a permission.

Select Microsoft Graph

Choose Delegated permissions > Search for offline_access

Click Add permissions.

Add 2nd permissions. Click +Add a permission

Select Microsoft Graph

Choose Delegated permissions > select SMTP.Send

O O O O o o o

Click Add permissions.
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Home > | App registrations > test0616 Request API permissions
= test0616 | APl permissions =
Select an API

5 T & ?
(D Search | O refresh A Got feedback Microsoft APls  APls my organization uses My APls
B overvew A\ You are editing permission(s) to your application, users w Commonly used Microsoft APlso
& Quickstart
# Integration assistant _ Microsoft Graph
K Diagnose and solve problems A Granting tenant-wide consent may revoke permissions th Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +

9 P Ok Security, and Windows 10. Access Microsoft Entra ID, Excel, Intune, Outiook/Exchange,
 Manage OneDrive, OneNote, SharePoint, Planner, and more through a single endpoint

B2 Branding & properties @ The "Admin consent required” column shows the default

e organization, of in organizations where this app will be u
3) Authentication

° Azure Communication ]
Certificates & secrets N
Configured permissions B e L] e Cosmos DB ‘ Azure Da
1l Token configuration are autharized to call APls whan they are grant Rich communication experiences with Fast NoSQL database with open APIs Programmatic ac
b P ey 99 the same secure CPaas platform used for any scale. resaurces to regi
“ P s I all the permissions the gaglication needs. Leam mare about by Microscht Teams el s oo
& Expose an API - |
App roles API / Permissions name Type Descrif
2 Owners ,/" Azure Data Explorer Azure Data Lake 0 Azure De
v Microsoft Graph (2) 4
. Perform ad-hoc queries on terabytes of Access to storage and compute for big Integrate with Az
2
&b Roles and administrators offline_access Delegated  Mainta data to build near real-time and data analytic scenarios DevOps server
) complex analytics solutions
B Manifest UserRead Delegated ~ Sign in
~ Support + Traubleshooting
Home > | App registrations > test0616 Request API permissions

= test0616 | APl permissions =
@ Microsoft Graph

https;, h.mi . D o

What type of permissions does your application require?

i Overview - o -
You are editing permission(s) to your application, users w )
A 0 B BE Delegated permissions
& Quickstart Your application needs to access the APl as the
. . signed-in user.
#" Integration assistant
A Granting tenant-wide consent may revoke permissions tk
X Diagnose and solve problems more
Application permissions
' Manage Your application runs as a background service or daemon without a
signed-in user.
= Branding & properties @ The *Admin consent required” column shows the default

organization, or in organizations where this app will be u
-3 Authentication

Certificates & secrets

Configured permissions

Token configuration Applications are authorized to call APls when they are grant
D APl permissions all the permissions the application needs. Learn more about
B ﬂ The "Admin consent required” column shows the default value for an organization. How

permission, user, or app. This column may not reflect the value in your organization, or

& Expose an API -+ Add a permission /" Grant admin consent for Zyxe more
App roles API / Permissions name Type Descrif
Owners o Microsoft Graph (2) Permission
Roles and administrators "
offline_access Delegated ~ Mainta /' Openld permissions (1) 9
Manifest UserRead Delegated  Sign it )
pleshooti = offline_access ©
v Support + Troubleshooting ~
PP 9 Maintain access to data you have given it access to
£ New support request
P 1

To view and manage consented permissions for ind

1 I Add permissions
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Home > | App registrations > test0616 Request API permissions
= test0616 | APl permissions  #

Delegated permissions

X o« O Refresh ,0\'_'] Got feedback? Your application needs to access the API as the

signed-in user.

;5:

Overview

A You are editing permission(s) to your application, users w

[

Quickstart Application permissions

Your application runs as a background service or daemon without a
signed-in user.

W

4 Integration assistant
A\ Granting tenant-wide consent may revoke permissions tF

# Diagnose and solve problems more
v Manage Select permissions
B Branding & properties @ The "Admin consent required” column shows the default ‘ O SMTP

organization, or in organizations where this app will be u
3 Authentication

Certificates & secrets . L. ﬂ The "Admin consent required” column shows the default value for an organizal
Configured permissions permission, user, or app. This column may not reflect the value in your organizi
11! Token configuration [mGrE;

Applications are authorized to call APIs when they are grant

5 APl permissions all the permissions the application needs. Learn more about

9 Permission
@ Expose an API + Adda permission Grant admin consent fo
App roles AP1/ Permissions name Type Descrif ~  SMTP (1)
J& Owners -
@ v Microsoft Graph (2) SMTP.Send
4ty Roles and administrators offline_access Delegated  Mainta Send emails from mailboxes using SMTP AUTH.

B Manifest User.Read Delegated ~ Sign in

\ Support + Troubleshooting

:‘2 New support request

Add permissions

To view and manage consented permissions for individual a

Step 3: Enable SMTP AUTH for the mailbox

1. Sign in to Microsoft 365 admin center - Navigate to Users > Active users > click the

user's mailbox > Select Mail tab.

Microsoft 365 admin center £ Search _

Home > Active users

Active users —

L4 Reset password

Home
Copilot

Users ~
Recommended actions (1)

@
o
Change photo
o Active users

Contacts
Account Devices Licenses and apu OneDrive

Guest users R, Addauser (& Multi-factc

Deleted users

' Teams & groups v Display name 1 Mailbox storage
1
a
& ke 0"
Learn more about mailbox storage quotas
E Billing v ge q
2 Setup Mailbox permissions Email apps
Read and manage permissions (0) All apps allowed
Send as permissions (0) Manage email apps

A

Customize navigation
Send on behalf of permissions (0)
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2. Ensure that the checkbox option “Authenticated SMTP" is selected.

Microsoft 365 admin center L Search _

&

Manage email apps

Choose the apps where Jorge Arevalo can access Microsoft 365 email

Qutlook on the web

Outlook desktop (MAPI)
Exchange web services
Mobile (Exchange ActiveSync)
IMAP

Pop

Authenticated SMTP

Step 4: Configure SMTP in Your Gateway

1.

Access the Gateway GUI

o Loginto your device's configuration interface from internal interface (LAN side).

o Navigate to System > Notification > Mail Server

Enter SMTP Settings

o Mail Server: smtp.office365.com

o Port: 587 (recommended, supports STARTTLS).

o Encryption: Enable TLS Security and STARTTLS

0 Authentication Method: Select Microsoft OAuth2.0.

o Sender Email Address: Enter the Microsoft 365 email address (e.g.,

sender@yourdomain.com).

o Client ID: Paste the Application (client) ID from Step 1-4.
o Client Secret: Paste the client secret value from Step 1-5.
o TenantID: Paste the Directory (tenant) ID from Step 1-4.
Apply Configuration

o You must click Apply before requesting a token.

o Click Apply to save the configuration on your gateway.
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@ System ¥ ¥ Nofification = » MailServer ~

Mail Server Alert

General Settings

Mail Server smip.officedés.com [Qutgoing SMIP Server Name or IP Address)
Fort 587 (1-65535)
LS Security [ o]
STARTILS [_e)
Authenticate Server (e J
Authentication Method Microsoft OAuth2.0 ~ | How to set up SMTP with Microsoft OAuth2.0 @
Sender Email Address @zyxel.com.bw
Client ID 27¢cbalb2-fadz2-

Client Secret | sssssssses

Tenant ID c44c31{d-3401-

Token Status No token avdilable - click "Get New Token™

Get New Token Refresh Token Status

Default Sender and Recipient

Recipient

Obtain OAuth 2.0 Token

o After applying the configuration, click "Get New Token" button.

o This will open a new browser tab to the Microsoft Azure sign-in page.

o Sign in with the Microsoft 365 account associated with the sender email address

(e.g., sender@yourdomain.com ).

o Grant permissions when prompted

o The browser will close automatically upon successful authentication, and your
gateway will have securely obtained an authentication token from Microsoft.

o The Token Status field will update. (e.g., “Valid").

o If the browser does not open: Click the “Refresh Token Status” button to check if

the token was successfully obtained or to retry the token retrieval process.
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@ System ¥ > Nofification + > MailServer +

Mail Server

General Seftings

Alert

Mail Server smip.office3ss.com [Outgeing SMTP Server Name or IP Address)
Port 587 (1-65535)
1LS Security [ o]

STARTILS

Authentication Method

Authenticate Server

Microsoft OAuth2.0

¥ | How to set up SMTP with Microsoft OAuth2.0 [i]

www.zyxel.com

Sender Email Address @zyxel.com.tw

Client ID 27cbalb2-fad2-
ClientSecret | sesssscens
Tenant ID cl44c31fd-3401

Token Status

| Get New Token

No token available - click "Get New Token”

Refresh Token Status

Default Sender and Recipient

Recipient Email Addres

Verify the SMTP with Microsoft OAuth2.0 function

1. Ensure token is successfully acquired.

(©) system = > Nofification ~ » MailServar =

Mail Server Alert

General Seftings

Mail Server smip office3ss.com [Outgoing SMIP Server Name or IP Address)
Port 567 (1-65535)
1LS Security a
STARTILS (o
Authenficate Server (o )
Authentication Method Microsoft OAUTh2.0 ~ | How o set up SMTP with Microsoft OAuth2.0 @
Sender Email Address @zyxel.com.tw
Client ID 27cbalb2-
ClientSecret | sesesseees
Tenant D d44c3lic e

Totn ot
‘Get New Token Refresh Token Status

Default Sender and Recipient

Recipient Email Addre

Fill in the recipient email address and send a test email.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 291



ZYXEL o 2yxel.com

NETWORKS

Navigate to Log & Report>Log/Events>System and check for the successful

token-retrieval log message.

() loghRepot v > Log/Events > System ¥

System PC AP

Categery  AllLog ~ @ Clearlog E: Exporl () Retresh Q
22 Time® Category ¢ Message & Sre. P ® DL 1P & Dst. Port # Note &
43 2025-07-02 20:56:47 System [Notification] [Mail Server]Get OAuth2.0 refresh token success! 0.0.00 0000 o

Navigate to Log & Report > Email Daily Report > Send Report Now to send an email

through your firewall.

() Loabreport + > EmoiDaiy Repod

General Setfings

Email Settings

Y Note
Flease sef up the Mail Server I send system statisfics via email every doy.

Emoil Subject E-mail Report

A amel Append date fime
Emall from Li]
Recipients gmailcom
Ezyxel.comtw X
O Reset counters after sending raport succassfully.
Report lems
Systom Resaurce Usage
CPU Usage Memary Usage
Traffic Siafistics
Appication Usage Interface Usage Port Usage B Sesion Usoge
Securily Services
B Anti-Malwore Conter [ Reputation Filter @ Sandbox

Ensure that the email is successfully received in the mailbox.

E-mail Report usgflex200hp 2025-07-02 21:01 +08:00 - .

¥ in@zyxel.com.tw
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General

Model Name: USG FLEX 200HP

Firmuare Version V1.35(ABXE.0)b4 | 2025-06-25 06.26:12
MAC Address Range

System Uptime: 2 days, 7:06:20

System Name. usgflex200hp

Licensing

License Status.
License Status

Service Name Status Service Type
R Web Filtering Activated standard
Secure WiFi Activated standard
Security Profile Sync Activated standard
SecuReporter Activated standard
Application Patrol Activated standard
Anti-Malware Activated standard
Device Insight Activated standard
1Ps Activated standard
Sandboxing Activated standard
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Troubleshooting

1.

Authentication Failed:

o Double-check credentials: Ensure that the Client ID, Tenant ID, and Client Secret
are copied precisely without any extra spaces.

o Ensure admin consent was granted for APl permissions

o Check that the sender email address exists in your Microsoft 365 tenant

Permission Denied:

o Confirm API permission is granted (Step2-1).
o \Verify the application has admin consent

o Check that the sender email account is active
Client Secret Expired:

Generate a new client secret in Azure Portal and update it in the gateway settings.

Connection Issues:

o Verify SMTP server settings (smtp.office365. com:587). Ensure port 587 is
unblocked.
o Ensure STARTTLS encryption is enabled

o Check firewall/network connectivity

Browser Issues:

o Browser doesn't open: Check if pop-up blockers are enabled and allow pop-ups
for the gateway

o Browser opens but shows error: Verify the Azure application redirect URI
configuration. And make sure the administrator's PC located in the network that can
access the URI (Located in LAN side of gateway is recommend).

o Token not acquired after sign-in: Click "Refresh Token Status" button to check
token status

o Multiple browser tabs open: Close extra tabs and try again

o Browser doesn't close automatically: Manually close the tab after successful sign-

in
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6. TokenlIssues:

o Token acquisition failed: Verify internet connectivity and try clicking "Get New
Token" again

o Token expires quickly: This is normal - the gateway will automatically refresh
tokens

o "Refresh Token Status" button shows no token: Repeat the "Get New Token"
process

o Token status not updating: Wait 10-15 seconds then click "Refresh Token Status"

again

Security Best Practices
1. Secret Management:

o Store client secrets securely

o Rotate secrets before expiration

o Use different applications for different purposes
2. Access Control:

o Grant minimum required permissions only

o Regularly review application permissions

o Monitor application usage through Azure logs
3. Monitoring

o Enable audit logging in Microsoft Entra ID

o Monitor for unusual authentication patterns

o Set up alerts for failed authentication attempts
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Additional Information
1. Token Lifecycle:

o Access tokens expire after 1 hour

o Your gateway automatically handles token refresh

o

Initial token must be acquired through browser sign-in

(o]

Subsequent token renewals happen automatically in the background
o No user interaction required for token renewal after initial setup
2. Supported Email Types:
o Plain text emails
o HTML formatted emails
o Emails with attachments
o Bulk email sending (within Microsoft limits)
3. Rate Limits — Microsoft imposes sending limits
o 30 messages per minute
o 10,000 messages per day (default)
o Higher limits available through Microsoft support
4. Support-If you encounter issues:
o Verify all steps were completed correctly
o Check Microsoft Entra ID audit logs for authentication errors
o Contact your system administrator for Azure access issues
o Refer to Microsoft's official OAuth 2.0 documentation

For technical support with your gateway device, contact our support team with your

configuration details (never share client secrets).
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Chapter 6- Nebula

How to Set Up Nebula site-to-site VPN on the USG FLEX H?

This example shows how to use Nebula VPN to establish Site to Site VPN tunnel between
USG FLEX H and USG FLEX/ATP. The example instructs how to configure the Nebula Site-
to-Site VPN using the Nebula Control Center. Once the Site-to-Site VPN tunnel is

established, LAN hosts can communicate with each other through the VPN tunnel

seamlessly.
Site A Site B
________ — ** Site-to-Site VPN Tunnel «-- Bl 11 sssss [
USG FLEX/ATP USG FLEX H
I |
192.168.66.0/24 192.168.168.0/24

‘Q'No‘re: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 296



ZYXEL

NETWORKS

Set Up the Site-to-Site VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall > Site-

to-Site VPN > Configure the Primary interface, Secondary interface (backup interface), on
the local networks, enabling the interface will require routing through the VPN. Enable the
Nebula VPN and choose the Site-to-Site VPN topology.

USG FLEX/ATP site

febue ., Orgenization v > site: ATR20O v Q€

Site-to-Site VPN

Primary interface

Secandary nterface .

Local netorks
Name Subnet Use veN
am 192168650/24 El
a2 9168770124 @

Nebula VPN

Enabled El

VPN area e .

VPN topology Split tunnel (send only site-to-site traffic aver the VPN)
S =

o ADVANCED OPTIONS

Area communication

NAT traversa None
O custom
Peer VPN networks Network Subnet(s)
USG Flex 200HP To21687681/24
Configuring VPN with multiple sites is cumbersome. Use VPN Orchestrator to save your time.
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USG FLEX H site

izs nebula

35 Contral Cantey  Orerzation: 1= i 1 ~ > Site: USGFlex200HP = Q ®

Site-wide > Configure > Firewall > Site-to-Site VPN

Site-to-Site VPN

Primary interface oy .

Secondary interfoce

= o e
oea 1021681691724 »

Nebula VPN
Enabled @
VPN Area e
VPN topology Split tunnel (send only site-to-site traffic over the VPN)

Site-to-Site ~

& ADVANGED OPTIONS

Area communication

NAT traversal

() None
© Custom | NAT traversa - r
Peer VPN networks
Network Subnet(s)
ATP200 192168660124
Canfiguring VPN with s Some. Use VPN Orehestrator to save your time.

Verify the VPN Connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.

Orgonizotion e S B v 3 e ATPZOO - Q@ e 0 ¢

VPN connections ¢,

Gonnection status

Cenguranion This security goteway (3 sxporting | SUBNEt over the VPN 192168 66 0/24

Site connectivity

1921685681124 [ 2550k 2326KE 1038 2005-01-07 145201

.. orsoniotion; = pm v > Ste USGFex 200 = Q ® 0 0 &

VPN connections (.

Gonnection status

Configuration This sacurity pateway is exporting 1 subnet over the VPN 182168168124

192168661124 connesten a8 Ke 03B ke &1 2005-01-07 144619
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

ZYXEL uscruex oo 8EOOO0E

& Refresh Q Hm

O #* Mame® Remote Goteway ¥ Remate ID 2 My Address Palicy Route ¥ Upfime ¥ Rekey ¥ Inbaund (Bylez) # Outbound (Bylez) ¥
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How to Set Up Nebula Hub-and-Spoke VPN on USG FLEX H
(Hub site)?

This example shows how to establish Hub-and-Spoke VPN tunnel between USG FLEX H
and USG FLEX/ATP. The example instructs how to configure the Nebula Site-to-Site VPN
using the Nebula Control Center. Once the Hub-and-Spoke VPN tunnel is established, LAN

hosts can communicate with each other through the VPN tunnel seamlessly.

Hub Spoke
= BT I o0 Site-to-Site VPN Tunnel " EECTTITTITTEEN
USG FLEX H USG FLEX/ATP
192.168.168.0/24 192.168.66.0/24

A% Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this arficle. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Hub-and-Spoke VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall > Site-

to-Site VPN > Configure the Primary interface, Secondary interface (backup interface), on
the local networks, enabling the interface will require routing through the VPN. Enable the
Nebula VPN and choose the Hub-and-Spoke VPN topology and ensure that the USG FLEX

H is set as the Hub site.

USG FLEX H site

¥
Oraanization: 4= v > s UsoFIex200HP .
conter O > Q ®

imary interft ge1_PPP -
I network:
Nome. Subnet Use VPN
gea 1921681691/24 »
Nebula VPN

Enabied El

VPN Area —— -

VPN tapoiogy spitt nly site-to-site traffic over the VPN)
b-and-Spoke -

1 | UsG Flex 200HP

v ADVANGED OPTIONS

Cenfiguring VPN with muktiple sites is cumbersome. Use VPN Orchestrator to save your time.

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 301


https://nebula.zyxel.com/

ZYXEL o 2yxel.com

NETWORKS

USG FLEX/ATP site

«izs nebula

S Organization: AN - Site: ATP200 -
2 ControlCenter D Q

Site-wide > Configure > Firewall > Site-to-Site VPN

Site-to-Site VPN

Primary interface
wan2

Secondary interface

Local networks

Name Subnet Use VPN

lom 19216866.0/24

ue

lon2 192188770/24

Nebula VPN

Enabied EI
VP Area Default -

VPN topology

ly site-to-sits traffic over the VPN)

Hub-and-Spoke. -

1 [ usG Flex 200HP

W ADVANCED OPTIONS

Hubs (pesrs connect to)

Configuring VPN with muttiple sites is cumbersome. Use VPN Orchestrator to save your time:

Verify The VPN Connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN

connection was connected successfully on both sites.

Organization == B v > Site USGFiex200HP -

Qe e a8

wice » Marstor » Firewail = VPN

VPN connections (.

Uty GOTEWEY 8 BXEOAING 1 SUBNET ST the VPN 192968 1681/24

Tunnel Up Time.

192 18856124 connectes sla2k8 105.47K8 az7 2025-01-07 16:08.26

) . Q@ o a2

iguration This security gateway is exporting 1 subnet over the WPH: 192168680724

E2REIEE connected 335 KE

1810 KE . 2005-01-07 160408
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX
H to check the Nebula VPN connection was connected successfully.

ZYXEL usc riex 200up BEHOO® LG

q) ze |'

Site fo Site VPN

© Refresh Q Hm
O #%  HName* Remote Gateway * Remole ID * My Address & Policy Route & Uptime ¢ Rekey ¢ Inbound (Bytes) * Oulbound (Bytes) ¢
[Nebuta ven
oo 5A_BC991 1025 1.243. 5182137200731 1 59.115 0.0.0.0/0 <> 0.00.0/0 742 25466 762 [45.72K bytes) 731 [43.86K bytes)|
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How to Set Up Nebula Hub-and-Spoke VPN on USG FLEX H
(Spoke site)?

This example shows how to use Nebula VPN to establish Hub-and-Spoke VPN tunnel
between USG FLEX/ATP and USG FLEX H. The example instructs how to configure the
Nebula Site-to-Site VPN using the Nebula Control Center. Once the Hub-and-Spoke VPN

tunnel is established, LAN hosts can communicate with each other through the VPN tunnel

seamlessly.
Hub Spoke
- BT — ** Site-to-Site VPN Tunnel « - [El 11 sssss |
USG FLEX/ATP USG FLEX H
. .
192.168.66.0/24 192.168.168.0/24

‘Q’ Note: Please ensure that Nebula firewalls are already connected to the Nebula
Control Center. Additionally, ensure that all network IP addresses and subnet masks
do not overlap, as show in the examples provided in this article. USG FLEX H series
supported firmware version with uOS 1.31 and above.
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Set Up the Hub-and-Spoke VPN settings on the Nebula Firewall

On Nebula (https://nebula.zyxel.com/) Navigate to Side-wide > Configure > Firewall > Site-

to-Site VPN > Configure the Primary interface, Secondary interface (backup interface), on
the local networks, enabling the interface will require routing through the VPN. Enable the
Nebula VPN and choose the Hub-and-Spoke VPN topology and ensure that the USG FLEX

H series is set as the Spoke site.

USG FLEX/ATP site
Sk etule . orgemization: = v > swe atP200 - Q ©®

Site-to-Site VPN

Primary interface
wani -

ER— S

el m
lan2 192168.770/24 @

Nebula VPN

Ve Area [locfour |

Defaurt M

VPN topology Spit tunnel (send only site-to-site traffic over the VPN)
Hub-ang-Spoke -

Hubs (peers connect to)

w

W ADVANCED OPTIONS

Configuring VPN with multiple sites is cumbersome. Use VBN Orchestrotor to save your time
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USG FLEX H site

S Lt Organization: | e s . = > Site: USG Flex 200HP
215" Control Center

Ste-viide > Configure > Firewall > Site-t:

Site-to-Site VPN

Primary interface.

Secondary interface

Local networks

Subnet

1921681681/24

1921681631/24

Ul ¢

Nebula VPN

Enabled

e .

Split tunnel (send only site-to-site traffic over the VPN)

[Fub-ona-spoke

VPN topology

Hubs (peers connect to)

NEzm)

v ADVANCED OPTIONS
Configuring VPN with multiple sites is cumbersome. Use VPN Orchestrator to save your time:

Verify The VPN connection

Navigate to Side-wide > Firewall > VPN connections to check the site-to-site VPN
connection was connected successfully on both sites.

, Oreonization: = = v 3 site ATP200

Qe o 08

VPN connestions ¢,

Connection status

Configuration

Site connectivity

®TKE

484 KB 869 2006-01-07 746,62

. Orgonization: &m Site: USG Flex 200HP -

Qe o 08

VPN connsctions ¢,

Connection status
Configuration: s security gateway is exportir

g 1 subnet ever the VPA: 1921681881/24

site connectivity

Tunnel Up Time
nectsd 3

EeTTKE 2025-01-07 18.96:32
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Navigate to the Web-GUI path VPN Status > IPsec VPN > Site to Site VPN of the USG FLEX

H to check the Nebula VPN connection was connected successfully.

ZYXEL ysc ruex 2000 dEHOOL O

% Refresh Q Hm

O] #% Nome? Remole Gateway ¢ Remote ID * My Address Policy Route # Uptime ¢ Rekey ¢ Inbound (Byfes) ¢ Outbound (Byles) *
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How to Onboard Firewall to Nebula within Initial Setup Wizard

In the initial setup wizard, there are 2 ways to onboard your firewall to Nebula. One is
started by Web Configurator (Local configure first), and the other one is started from
Nebula CC (Cloud configure first). A brand new firewall with version 1.35 and default
configuration will start with the Initial Setup Wizard. You can follow these steps to onboard

your firewall, no matter whether it's started by Web Configurator or Nebula CC.

Onboarding via Web Configurator (Local Configuration First)

You can choose to onboard your firewall locally by selecting Web Configurator.

Do you want to use Nebula or the Web Configurator for initial configuration?
O 0

i
I\ —

Nebula Web Configurator

Device in the next screen, Continue with the local wizard.

end the initial configuration

f you have already set up [0 Restore from a file

Nebula.)
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In Step 3, The Web GUI will prompt you to register your firewall.

5 Subnet Planning

6 Finish

Device Registration

ConnectTo ) ) _ . .
Intemet f you have activated licenses on another Zyxel portal ke myZyxel.com, you can use all Zyxel Device
| services except SecuReporter and remote support through Nebula.
System Time Create an Organization and Site on Nebula to be able to use SecuReporter and remote support.
3 Device Registration Status: Incomplete
Registration
4 license
Summary

Click Next to proceed. The browser will redirect you to the Nebula Control Center (NCC),

where you must assign the firewall to an existing Organization and Site or create a new one.

o

With Nebula Control Center, youcan e iently manage

multiple U

ngle wi

cluding f monitoring, firm

1gement, configuration up/restore, and accessing

the remote GUI

To register your USG FLEX H firewall with Nebula, please

select an Organization and a Site under your authority, or

You org

ent", and Sites, for

example, "YourCompany"

example, "London Branch”

her Zyxel devices

1nize Zyxel devices in Nebula into Organizations, for

First step is to create your Organization and Site

Organization @

After clicking Next, your firewall will be registered to Nebula server.
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Here's your device information

B DBECESSCOETA
Mac oddress D8:ECETSC0EN4
Serial numbet S2121L16295034
Model name USG FLEX 200HP
— 0z
License Gold Security Pack 390 Days

Please review your device & license information
The license includes:
Web Filtering, Anti-Malware, Application Patral, IPS, Reputaticn
Filter, SecuReporter, Device Insight, Sandboxing, Security Profile
sync and Nebula Professional Pack

e -

Let's take a look for what you had done

Organization summary & Devices

L{D Organization:Stanley_Gamma_TEST MAC address DB:EC:E5:5C:0E14
Serial number: S212116295034

[ site200HP_Handbook
Model name: USG FLEX 200HP

Everything seems fine, ready to go?

Once registration is complete, your browser will return to the Initial Setup Wizard, and

showing the device registration status.
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Device Registration
Connect To

| Intermet Congratulations!

You have successfully completed the registration precess. Click "Next” to finalize the installation
System Time wizard.

3 Device
Registration

4 license
Summary

5 Ssubnet Planning

6 Finish
License Summary
Connect To
| nteme
. Service ¥ Status * Expiration *
System Time
| Nebula Professional Pack Trial Activated 2025/12/31
IPS Trial Activated 2025/12/31
DGV!CB . Anti-Mahware Trial Activated 2025/12/31
Registration
| Application Patrol Trial Activated 2025/12/31
4 License Security Profile Syne Trial Activated 2025712731
Summary Web Filtering Trial Activated 2025/12/31
SecuReporter Trial Activated 2025/12/31
5 subnet
Planning Reputation Filter Trial Activated 2025/12/31
Device Insight Trial Activated 2025/12/31
6 Finish Sandboxing Tral Activated 2025/12/31
Secure WiFi Trial Activated 2025/12/31
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In step 5, you can choose whether to use the default interface IP address or apply the
interface IP address already configured in Nebula server. If need using Nebula SD VPN

suggestion to select “Yes" to apply Nebula site assige IP subnet to avoid subnet conflict.

Subnet Planning

Connect To
Internet Nebula VPN automaetically create and provision VPN funnels to all Nebulla firewalls within the same
| organization.
System Time To avoid IP subnet conflicts among Nebula firewalls participating VPNs, the Auto Subnet Planning
feature replaces default subnets of ged/ge4 with non-cverlapping subnets.
Enable Aute Subnet Planning?
Device

Q Yes, let Nebula adjust subnets of ged/ge4.
Registration
| & @® Mo, | prefer to keep using default subnets of ge3/ged.

Llicense Impertant notice: In VPN scenario, connection may fail when the internal subnet of a firewall conflicts
Summary with the others. The proklem happens when the firewall uses default subnets participating VPNs and
| you have to manually adjust internal subnets te fix the problem.

5 Subnet Planning

6 Finish
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In Step 6, Click Finish to close the wizard from Web GUI.

Finish
Connect To
| Intemet Click Finish to exit the wizard.
) Mext, use the web configurator to configure settings such as security policies and services.
System Time
| Log into the Nebula Centrol Center (NCC) to monitor and manage your Iyxel Device.
Device
| Registration
License

| Summary

Subnet Planning

&  Finish

T )

After completing the wizard, you can log in to Nebula Control Center (NCC) to check your

firewall status. Ensure the Configuration Status shows Up to date, indicating the firewall

has fully synchronized with the cloud.

Map  Photo
Configuration [4

o
MAC address: DBECESSCOETA 7
serial number: 212116295034 (USG FLEX 200HP) r
Description:

Addrese:
Toss Fripg ()
Port
EF s,
?1&%, s
12z 3 a4 5 6 71 8
10/100Mbps [l 1Gbps [l 25Gbps Disconnected 4 PoE -
Google @EREs #ERH 020256000k 104K £5% ESEss
Status
CPU usage W Topology: sho
Memory usage: History:
Session 2 Configuration status Up todate
Firmware availability:
Gurrent version: 135(ABXE 0)bSs1 (Beta) s

Copyright © 2025 Zyxel and/or its affiliates. All rights reserved. 313



ZYXEL o 2yxel.com

NETWORKS

If needed, you can click Config Override to force a configuration sync from the firewall to

the Nebula server immediately.

Live tools

Remote SSH Remote configurator Config override Reboot device

If the local GUI settings differ from the Nebula portal, click "Config override® if you want to apply current local GUI settings to Nebula

Config override

Confirm config override X

The local GUI settings will override the Nebula Cloud configuration
settings This action cannot be undone.

The config override process take a few minutes. Once complete, you'll
receive a notification in the Motification area. Avoid changing device

settings in Mebula during this process, as changes may be lost.

To confirm, please type "$212L16295034" and click Confirm.

S212116295034

Lo [ ot
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Onboarding via Nebula (Cloud Configuration First)

You can also onboard your firewall by registering it to Nebula in advance or by pre-

configuring it in your site settings. Once your firewall connects to the Internet and NCC,

configuration will be automatically provisioned from Nebula to the device.

Go to https://nebula.zyxel.com/, log in with your Zyxel account, and create a new

Organization and Site.
[hs2]

o __

With Nebula Control Center, you can efficiently manage multiple USG
FLEX H firewalls along with other Zyxel devices in a single window,
including on/off monitering, firmware management, configuration

backup/restore, and accessing the remote GUI

To register your USG FLEX H firewall with Nebula, please provide your
Organization and Site names

You organize Zyxel devices in Nebula into Organizations, for example,
"YourCompany" or "YourClient", and Sites, for example, "London

Branch” or "Factory”.

First step is to create your Organization and Site

Organization

site
Country

Taiwan -
Time zone

Asia - Taipei (UTC +8.0) -

Exit Wizard

Click Add to register your firewall to the created site.

Add devices

Add devices Devices

Firmware upgrade Enter one or more MAC address and serial number.

Or you can download the template here and import multiple records for faster registration.

What Zyxel d

support Nebula?

Where can | find these numb

D8:EC:ES:5C.0E4 S$212L16295034

—+} Add another device

USG FLEX 200HP Gold Security Pack  2026-08-15

Cancel

ra
L
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You can pre-configure interface settings in Nebula to match your network environment.

Interface

External
Name status 1P address Subnet mask VLANID Members Zone Description Reference
gel [ o) 2l waN View Ea
ae2 [ o) 192168155 2552552550 P2 waN e
~+Add

Internal

Name Status 1P address Subnet mask VLANID Members Zone Description Reforence
gea (o) 192168681 255.255.255.0 P3p4 5 B LAN View e
ged [ o) 1921685601 2552552550 o708 LaN View e
~Hadd

The default WAN setting on the firewall is DHCP. If your Internet connection also uses

DHCP, you can simply connect the WAN cable to the firewall without needing to manually

configure the device through the wizard.

Do you want to use Nebula or the Web Configurator for initial configuration?

® O
Nz =
N\ = .
Nebula Web Configurator

First, register your Device in the nextf screen, Continue with the local wizard.

then Nebula will send the initial configuration

to your Device. (If you have already set up O Restore from a file
Nebula.) Import canfiguration [.conf) or Recovery Manager
backup file [rbf)
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In Step 1, Configure the WAN IP address to ensure the firewall can connect to the Internet.

Connect To Infernet

1 ConnectTo
Internet nterface Typs static .
Port . .

2 System Time
Address Assignment

WAN IP 192,168.1.101
3 Device )
i ) Subnet Mask 255.255.255.0
Registration
Default Gateway 192.168.1.1
4 Llicense First DNS Server 5858
Summary

Second DNS Server 1.1.1.0

S Finish VLAN Tag a»

Connecfion Test ®Pass

Once connected to the Internet and Nebula CC, the wizard will automatically verify the

device's registration status.
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Device Registration
Connect To

| Internet Congratulations!

You have successfully completed the registration process. Click "Next” to finalize the installation
System Time wizard,

3 Device
Registration

4 license
Summary

5 Finish

In step 5, Click OK to finish the wizard. Please wait 3-5 minutes for Nebula CC to provision

the configuration to the firewall.

Finish
Connect To
Internet
| Applying Cloud Configuration...
This process may take about 3-3 minutes,
System Time
| & please do not modify settings via the local GUI during thiz time.
Device

‘You can monitor the status and manage your Zyxel device in the Nebula Control Center (NCC).

| Registration

License
| Summanry

5 Finish
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Before the configuration is fully applied, a notification message will appear. You will also

see a banner at the top of the page.

Applying Cloud Configuration...

This process may take about 3-5 minutes.

A\ Please do not modify settings via the local GUI during this fime.

You will also see a banner at the top of the page. Please wait 3-5 minutes until all settings

from Nebula are applied. Once the synchronization is complete, the warning message will

disappear.
;J?SE': USG FLEX 200HP | A Applying Cloud Configuration. Please avoid changing settings. [3-5 minutes) | OMHO Jalc)
o Q) =« (© Doshbeard = > system +
System Information & Port Status ¢
B9 Dashboard - Host Name vsgflex200hp
System Serial Number 5212116295034 USG FLEX 20072
i DB:EC:E5:5C:0E:14 ~
Security MAC Address  peiecEs:5C:0E18 12 3 4 5 s 7 8
) V1.35(ABXE.0)b5s1 | 2025-
?¢ Favorites . Firrnware 07-1417:09:52 ..
Uptime 00:14:37
SystemTime  2025-07-22 15:36:43
[& Traffic Statistics v Boot Status OK
5 e Nebula Status  Connected @ 10/100Mbps I 1Gops I 2.5G0ps Disconnecied 4 POE
@ Securily Statistics v
[ Network Status M Resource Usage ¢ Bandwidth Interface: | gel (WAN) MR
[=] vPN status v cPU — 10
181% 08
NlSVTIOW L] E 06
+2 Licensing ~ 69.3% = 04
02
© Network © Sessions 0
45/600000
I I I R I I I I I I I
Storage ' XS SN P EF IS FEESLEFE ST
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You can also monitor the firewall's status on the Nebula site and ensure the Configuration

Status becomes Up to date.

Configuration (4

Name: D8ECESSCOE14
MAC address: D&ECESSCOE4
Serial number: $212L16295034 (USG FLEX 200HP)
Description:
Address
Tags:
Port

B 10/100Mbps [ 1Gbps W 25Gbps [ Disconnected 4 PoE

Status

CPU usage:
Memory usage:

Session o2

Map  Photo

@ @ Q
Eﬂﬁ,
Google
¥ Topology:
History:

Configuration status:

Firmware availability:

Current version:

§
03
1)
Brey, n
Tz &
+
#|ERER HEZHE2025000gle 10 LR EF EERESS
Sho
Event log
Up to date
Upara: ible
1.35(ABXE 0)bSs1 (Beta)
s
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