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Change log

Change log

Change Description

Initial release for FortiSwitchOS 7.0.2

August 23, 2021
August 26, 2021
October 8, 2021
October 13, 2021
October 14, 2021
October 19, 2021
February 16, 2022
March 23, 2022

March 29, 2022

June 13, 2022

March 9, 2023

Updated the “Dynamic access control lists” section.

Added RFC 3580 to “Appendix A: FortiSwitch-supported RFCs.”

Updated the “Configuring PTP transparent-clock mode” and “Interface” sections.

Added RFC 5424 and RFC 5426 to “Appendix A: FortiSwitch-supported RFCs.”

Updated step 4 of the “Configuration example (BGP and VRRP)” section.

Added a note in the “IGMP snooping” section.

Removed a note (“The routing feature is not available within a MCLAG.”) from the
“MCLAG” section.

Updated the “Energy-efficient Ethernet” section.

Updated the “Configuring dynamic MAC address learning” section.
Updated the “ARP timeout value” section.

Added notes to the beginning of the following sections:

“MCLAG”
“Static and IPv6 static routing”
“Link monitor”

Changed set mode lacp-passivetoset mode lacp-active inthe “Using
layer-3 routing within an MCLAG” section.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode

Fortinet Inc.



Introduction

Introduction

This guide provides information about configuring a FortiSwitch unit in standalone mode. In standalone mode, you
manage the FortiSwitch unit by connecting directly to the unit, either using the web-based manager (also known as the
GUI) or the CLI.

If you will be managing your FortiSwitch unit using a FortiGate unit, refer to the following guide: FortiSwitch Devices
Managed by FortiOS 7.0.

This section covers the following topics:

» Supported models on page 9
o What's new in FortiSwitchOS 7.0.2 on page 9
« Before you begin on page 11

Supported models

This guide is for all FortiSwitch models that are supported by FortiSwitchOS, which includes all of the D-series, E-series,
and F-series models.

What’s new in FortiSwitchOS 7.0.2

Release 7.0.2 provides the following new features:

» New commands allow you to specify which IGMP-snooping and MLD-snooping groups are cleared:
e execute clear switch igmp-snooping all
e execute clear switch igmp-snooping group <multicast IPv4 address>
e execute clear switch igmp-snooping interface <interface name>
e execute clear switch igmp-snooping vlan <VLAN ID>
e execute clear switch mld-snooping all
e execute clear switch mld-snooping group <multicast IPv6 address>
e execute clear switch mld-snooping interface <interface name>

e execute clear switch mld-snooping vlan <VLAN ID>
You can also combine the commands for more control.

» You can now sort each column on the Log > Entries page.
» As part of the existing support for RFC 1493, the following OIDs have been added:

Name oID
dot1dBaseBridgeAddress .1.3.6.1.2.1.17.1.1.0
dot1dBaseNumPorts .1.3.6.1.2.1.17.1.2.0

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
Fortinet Inc.



Introduction

Name OID

dot1dBaseType .1.3.6.1.2.1.17.1.3.0

dot1dTpFdbTable .1.3.6.1.2.1.17.4.3
TpFdbAddress .1.3.6.1.2.1.17.4.3.1.1
TpFdbPort .1.3.6.1.21.17.4.3.1.2
TpfdbStatus .1.3.6.1.21.17.4.3.1.3

dot1dBasePortTable 1.3.6.1.21.17.1.4
BasePort .1.3.6.1.21.17.1.4.11
BasePortlfIndex 1.3.6.1.21.17.1.4.1.2
basePortCircuit 1.3.6.1.21.17.1.4.1.3

NOTE: dot1dbasePortDelayeExceededDiscards (.1.3.6.1.2.1.17.1.4.1.4) and
dot1dBasePortMtuExceededDiscards (.1.3.6.1.2.1.17.1.4.1.5) are not supported.

» When DHCP snooping is enabled and a DHCP server is detected on an untrusted interface, a log entry is
generated, either “A rogue DHCPV6 server has been detected on the interface” or “A rogue DHCP server has been
detected on the interface.”

» You can now use RADIUS attributes to configure dynamic access control lists (DACLs) on 802.1x ports. DACLS are
configured on a switch or saved on a RADIUS server. You can use DACLs to control traffic per user session or per
port for switch ports directly connected to user clients. DACLs apply to hardware only when 802.1x authentication is
successful.

« You can now specify the outer VLAN tag and COS queue number when configuring the access control list (ACL)
policies on the FS-108E, FS-108E-POE, FS-108E-FPOE, FS-108F, FS-108F-POE, FS-108F-FPOE, FS-124E, FS-
124E-POE, FS-124E-FPOE, FS-148E, FS-148E-POE, FS-148F, FS-148F-POE, FS-148F-FPOE, FS-124F, FS-
124F-POE, and FS-124F-FPOE models.

» You can now enable or disable the learning-limit violation log in the GUI (Switch > MAC Limit).
» The MAC learning limit and the MAC learning limit violation log are now supported on the FSR-112D-POE.

» You can now specify that, when the MAC learning limit is exceeded, the interface that it is configured on will be
disabled.

» You can now receive an SNMP trap message when the MAC learning limit is exceeded.

« NAC LAN segments are now supported on the FS-148F, FS-148F-POE, and FS-148F-FPOE models in FortiLink
mode. FortiOS 7.0.1 or higher is required.

» You can now specify a range of multicast group addresses (IPv4) when configuring a Protocol Independent
Multicast (PIM) multicast flow.

o Theoutputofthe diagnose test authserver radiuscommand now includes the configured attribute-value
pairs (AVPs).

» When you test the user credentials for a RADIUS server in the GUI (System > Authentication > RADIUS), the
configured AVPs are now returned, along with the status of the connection and user credentials.

« You can now view if a module supports the diagnostic monitoring interface (DMI):
e The output of the get switch modules status command reports if a module does not support DMI.
o There is a new DM/ column on the Module Summary page (Switch > Monitor > Modules).

Refer to the FortiSwitch feature matrix for details about the features supported by each FortiSwitch model.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode 10
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Introduction

Before you begin

Before you start administrating your FortiSwitch unit, it is assumed that you have completed the initial configuration of
the FortiSwitch unit, as outlined in the QuickStart Guide for your FortiSwitch model and have administrative access to the
FortiSwitch unit's GUl and CLI.
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System

This section contains information about FortiSwitch administration and system configuration that you can do after
installing the FortiSwitch unit in your network.

o Dashboard on page 12
o Network on page 16

« Config on page 29
e Admin on page 41
o Useron page 59

o Authentication on page 61
» Flow export on page 66

o DHCP onpage 70
o Packet capture on

page 77

o Faultrelay support on page 80
« Identifying a specific FortiSwitch unit on page 80

Dashboard

The dashboard displays your FortiSwitch management mode and shows the current values for the following:

« CPU
« RAM

o Temperature for FortiSwitch models that have temperature sensors
o PoE (on FortiSwitch PoE models)

« Bandwidth
e Losses

Operation mode

The Operation Mode field shows whether the FortiSwitch unit is managed by a FortiGate unit.

When the FortiSwitch unit is in FortiLink mode, a message is displayed above the dashboard, and the Operation Mode is
“Remote Management.”

Dashboard

System Information

Serial Number

BIOS Version
Firmware Version
Current Administrator

| This FortiSwitch is managed by FortiLink. Local changes are not recammendedl

5524DF4K15000024

04000018

v6.2.0,build0175,190610 (Interim) [Upgrade]
admin [Change Password] /1 in Total [Details]

| Operation Mode

Remote Management |

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
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System Configuration
System Time

Uptime

Current License
FortiSwitchCloud

Last Backup: Never [Backup] [Restore] [Revisions]
Fri Jun 14th 2019 02:35:32 PM [Change]

4 Days, 1 Hour, & Minutes [Reboot] [Shut Downl]
enhanced-debugging, F5-SW-LIC-500 [Change]
&3 Disconnected
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When the FortiSwitch unit is in standalone mode, the Operation Mode is “Local Management.”

System Information

Serial Number S5483DF5018000776 System Configuration  Last Backup: Mever [Backup] [Restore] [Revisions]
BlIOS Version 04000018 System Time  Fri Jun 14th 2019 02:45:25 PM [Change]
Firmware Version  v64.2.0,build0175,=190613= (Interim) [Upgrade] Uptime 0 Days, 3 Hours, 53 Minutes [Reboot] [Shut Downl]
Current Administrator  admin [Change Password] /1 in Total [Details] Current License  enhanced-debugging, FS-SW-LIC-500 [Change]
|Operaticn Mode Local Management| FortiSwitchCloud & Connected

Select Remote Management or Local Management to go to the Config > Management Mode page, where you can switch
between FortiLink mode and standalone mode.

FortiSwitch Cloud

The FortiSwitchCloud field shows whether the FortiSwitch unit is managed by FortiSwitch Cloud. A FortiSwitch unit must
be in standalone mode to be manged by FortiSwitch Cloud. For more details about using FortiSwitch Cloud, refer to the
FortiSwitch Cloud Administration Guide.

System Information

Serial Number S$548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 System Time  Fri Jun 14th 2019 02:51:35 PM [Change]
Firmware Version v&.2.0,build0175,=190613= (Interim) [Upgrade] Uptime O Days, 3 Hours, 59 Minutes [Reboot] [Shut Down]
Current Administrator  admin [Change Password] /1 in Total [Details] Current License  enhanced-debugging, F5-SW-LIC-500 [Change]
Operation Mode  Local Management | FortiSwitchCloud & Connected

Select Connected to go to the System > FortiSwitchCloud page.

FortiSwitchCloud

Status Disconnected: Unable to Connect to Service.
Please wait...

£3 Enable

Select Enable and then select Advanced Settings to configure your FortiSwitch unit to be managed by FortiSwitch Cloud.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
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FortiSwitchCloud
Status Disconnected: Unable to Connect to Service.
Please wait...
Enable

~ Advanced Settings

Name fortiswitch-dispatc h,fcrticloud.com|
Port 443 (1-65535)
Interval (Seconds) 3 (3-300)

To switch to FortiSwitch Cloud management:

1. On the FortiSwitchCloud page, select Enable and then select Advanced Settings.

2. By default, the Name field is setto fortiswitch-dispatch.forticloud.com, the domain name for
FortiSwitch Cloud. No change is needed.

3. By default, the Port field is set to 443, the port number used to connect to FortiSwitch Cloud. No change is needed.

4. Inthe Interval (Seconds) field, enter the time in seconds allowed for domain name system (DNS) resolution. The
defaultis 15 seconds. The range of values is 3-300 seconds.

5. Select Update to save your changes.

Bandwidth

The Bandwidth graphs show the inbound and outbound bandwidth for the entire FortiSwitch unit over a day and over a
week. The Average Per Interface bar chart shows the average bandwidth (inbound bandwidth plus outbound bandwidth)
for each interface over a day and over a week; only the interfaces with the highest bandwidth are displayed.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
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Bandwidth

— Inbound — Qutbound

Losses

Last Day

June 14,0500

Last Week

Average Per Interface (Top 12)
4.993kbps

internal

4.961kbps

5817028

4.961kbps

port23

M Last Day Last Week

The Losses graphs show the inbound errors, outbound errors, inbound drops, and outbound drops for the entire
FortiSwitch unit over a day and over a week.

Losses

Last Day

— Inbound Errors

— Outbound Errors

— Inbound Drops

Backing up the system configuration

To back up the configuration from the dashboard:

1. Goto System > Dashboard.

2. Nextto the System Configuration field, select Backup.
You can enter a password to encrypt the backup file. Passwords can be up to 15 characters in length.

Dashboard

System Information

Serial Number

BIOS Version
Firmware Version
Current Administrator
Operation Mode

5548DF5018000776
04000018

v6.2.0,build0167,190404 (Interim) [Upgrade]
admin [Change Password] /1 in Total [Details]

Local Management

System Configuration
System Time

Uptime

Current License
FortiSwitchCloud

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
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Last Week

Last Backup: Neve[Restore] [Revisions]
Thu Apr 4th 2019 02:19:34 PM [Change]

0 Day, 0 Hour, 12 Minutes [Reboot] [Shut Down)]
[Change]

&3 Connected
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Checking the license status

Using the GUI:

1.
2,

Go to System > Dashboard.
Check which licenses are currently active.

They are listed in the Current License field of the System Information section.

Using the CLI:

execute license status

Network

The following topics provide information about network settings:

Management ports on page 16
Overlapping subnets on page 23

Switch virtual interfaces on page 23

VRRP on page 25

Loopback on page 27

IP conflict detection on page 28

ARP timeout value on page 29

Using SSH and the Telnet client on page 29

Management ports

This section describes how to configure management ports on the FortiSwitch unit:

Models without a dedicated management port on page 16
Models with a dedicated management port on page 19
Example configurations on page 21

Models without a dedicated management port

For FortiSwitch models without a dedicated management port, configure the internal interface as the management port.

NOTE: For FortiSwitch models without a dedicated management port, the internal interface has a default VLAN ID of 1.

Using the GUI:

First start by editing the default internal interface’s configuration.

1.

Go to System > Network > Interface > Physical, select Edit for the internal interface.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
Fortinet Inc.
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Edit Physical Interface

Mame
MAC Address

Alias

IP Configuration

Mode

IP/Metmask

Administration

Access

Secondary IP

ID(1-65535)

DHCP Relay
Enabled
VRRP

Virtual MAC

Status ID{1-255)

o o0Dd

Group (1-65535)

internal

08:5b:0e:f1:95:e5

® Static
O DHCP

0.0000.000

O HTTPS

O HTTP

O piNG

[0 RADIUS Accounting
[ 554

O TELNET

0O sumP

Address Access

O

Priority (1-255) Preempt

In the IP/Netmask field, enter the IP address and netmask.
Select the appropriate protocols to connect to the interface for administrative access.
Optional. Select Add IP to add a secondary |IP address for the internal interface.
Select Update to save your changes.

Next, create a new interface to be used for management.

Source [P

Manage

Destination(s)

1. Goto System > Network > Interface > VLAN and select Add VLAN to create a management VLAN.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
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System

Add VLAN Interface

Mame

Alizz
Im=rface eRenral
VLANID
IP Configuration
Mods @ Static
O DHCE
P M=tmask Q0400000

Administration

Status & Qe
QDo
Acpess O HTTeS
O HrTe
O FirG
O RADIUS Azcounting
O 55H
O TELMNET
O stear
Secondary P
IC{1-85525) Address
DHCP Relay
Enzbled m}
VRRP
Wirtual MaC [m]
Seatus 1D [1-255) Group [1-85535)

Give the interface an appropriate name.
Confirm that Interface is set to internal.
Seta VLAN ID.

@ NSO a RN

Select Add.

Using the CLI:

config system interface
edit internal
set ip <IP_address_and netmask>
set allowaccess <access types>
set type physical
set secondary-IP enable
config secondaryip
edit <id>

In the IP/Netmask field, enter the IP address and netmask.
Select the appropriate protocols to connect to the interface for administrative access.
Optional. Select Add IP to add a secondary IP address for this VLAN.

set ip <IP address and netmask>
set allowaccess <access_ types>
next

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
Fortinet Inc.
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end
next
edit <vlan name>
set ip <IP_address_and netmask>
set allowaccess <access_ types>
set interface internal
set vlanid <VLAN id>
set secondary-IP enable
config secondaryip
edit <id>
set ip <IP_ address_and netmask>
set allowaccess <access types>
end
end

Models with a dedicated management port

For FortiSwitch models with a dedicated management port, configure the IP address and allowed access types for the
management port.

NOTE: For FortiSwitch models with a dedicated management port, the internal interface has a default VLAN identifier of
4094.

Using the GUI:

1. Go to System > Network > Interface > Physical, select Edit for the mgmt interface.

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
Fortinet Inc.
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Edit Physical Interface

Mame mEmt
MAC Address QeSblefl:Poad
Alizz
IP Configuration
Mode D) Static
& DHCR
Dhstance 5 (1-255)

Retrieve Default Gatewsy from Server

Owerride Imbernal DS

Administration
Access B HTTES
B HTT
B FinG
O] RADIUS fccounting
554
B TELWET
B Shae
Secondary IP
ID{1-55535) Address ez Manaze
19248219725 B HTTPS E HTT? E FNG O RADIUS Accourting B 55H O TELMET [ SMMP
DHCP Relay
Enziled O
VRRP
Virtuz| MAC O
Status ID{1-255) Group [1-65535 Priarity (1-255) Presmpt Saurcz [P Diestinssion Mansge

In the ID field, enter a unique identifier from 1 to 65525.
In the IP/Netmask field, enter the IP address and netmask.
Select the appropriate protocols to connect to the interface for administrative access.

Optional. You can select Remove if you want to delete the default secondary IP address or select Add IP to add a
secondary |IP address for the management interface.

6. Select Update to save your changes.

o oD

Using the CLI:

config system interface
edit mgmt
set ip <IP address and netmask>
set allowaccess <access types>
set type physical
set secondary-IP enable
config secondaryip
edit <id>
set ip <IP address and netmask>
set allowaccess <access types>
next
end

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode
Fortinet Inc.



System

next
edit internal
set type physical
end
end

Example configurations

In this example, the internal interface is used as an inbound management interface. Also, the FortiSwitch unit has a
default VLAN across all physical ports and its internal port.

Using the internal interface of a FortiSwitch-524D-FPOE

FZ:RATINET.
FortiSwitch 524D-FPOE

PoE+ SFP- Q5FP
1 3 5 79 UBBTHAR 25 27 29

MGMT

2 4 & 8 1032 14 16 18 30 22 M4 %6 28 0

Syntax

config system interface
edit internal
set ip 192.168.1.99 255.255.255.0
set allowaccess ping https http ssh
set type physical
end
end

FortiSwitchOS 7.0.2 Administration Guide—Standalone Mode 21
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In this example, an out-of-band management interface is used as the dedicated management port. You can configure
the management port for local or remote access.

Out-of-band management on a FortiSwitch-1024D

s =W AwE e

FORTINET. BERE vt

3

Port 1 used as an Dedicated
Ethernet data port
P A MGMT port
Local \
Access
P
Router

S (192.168.0.10)

Remote
Access

Option 1: management port with static IP

config system interface
edit mgmt
set mode static
set ip 10.105.142.19 255.255.255.0
set allowaccess ping https http ssh snmp telnet
set type physical
next
edit internal
set type physical
end
end
// optional configuration to allow remote access to the management port

config router static
edit 1
set device mgmt
set gateway 192.168.0.10
set status enable
end

Option 2: management port with IP assigned by DHCP

config system interface
edit mgmt
set mode dhcp
set defaultgw enable // allows remote access
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set allowaccess ping https http ssh snmp telnet
set type physical

next

edit internal
set type physical

end

Overlapping subnets

You can use the set allow-subnet-inteface command to allow two interfaces to include the same IP address in
the same subnet. The command applies only between the mgmt interface and an internal interface.

NOTE: Different interfaces cannot have overlapping IP addresses or subnets. The same IP address can be used on
different switches.

For example:

config system global
set admintimeout 480
set allow-subnet-overlap enable
set auto-isl enable
end
config system interface
edit "mgmt"
set ip 172.16.86.112 255.255.255.0
set allowaccess ping https http ssh snmp telnet
set type physical
set alias "test"
set snmp-index 27
next
edit "internal"
set ip 10.0.1.112 255.255.255.0
set allowaccess ping
set type physical
set alias "testing-2"
set snmp-index 26
next
end

Switch virtual interfaces

A switch virtual interface (or SVI) is a logical interface that is associated with a VLAN and supports routing and switching
protocols.

You can assign an IP address to the SVI to enable routing between VLANs. For example, SVIs can route between two
different VLANSs connected to a switch (no need to connect through a layer-3 router).

Configuring a switch virtual interface

Using the GUI:

1. Go to System > Network > Interface > VLAN.
2. Select Add VLAN.
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3. Enter a name for the interface.

4. Select internal from the Interface drop-down list.

5. Enter a VLAN identifier in the VLAN ID field.

6. Select Static for the mode and enter an IP address and netmask in the IP/Netmask field.
7. Select the administration status.

8. Select PING, SSH, and TELNET for the Access options.

9. Select Add.

Using the CLI:

Create a system interface. Give it an IP subnet and an associated VLAN:

config system interface
edit <system interface name>
set ip <IP address and mask>
set vlanid <vlan>
set allowaccess ping ssh telnet

Example SVI configuration

The following is an example CLI configuration for SVI static routing.

In this configuration, Server-1 is connected to switch Port1, and Server-2 is connected to switch Port2. Port1 is a
member of VLAN 4000, and Port2 is a member of VLAN 2. Port1 is the gateway for Server-1, and port2 is the gateway
for Server-2.

NOTE: For simplicity, assume that both port1 and port are on same switch.

1. Configure the native VLANS for Port 1 and Port 2:

config switch interface
edit portl
set native-vlan 4000
edit port2
set native-vlan 2
end

2. Create L3 system interfaces that correspond to Port 1 (VLAN 4000) and Port 2 (VLAN 2):

config system interface
edit v1an4000
set ip 192.168.11.1/24
set vlanid 4000
set allowaccess ping ssh telnet

next
edit vlan2
set ip 192.168.10.1/24
set vlanid 2
set allowaccess ping ssh telnet
end
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Viewing the SVI configuration

Display the status of SVI configuration using following command:

show system interface [ <system interface name> ]

VRRP

NOTE: You must have an advanced features license to use VRRP.

The Virtual Router Redundancy Protocol (VRRP) uses virtual routers to control which physical routers are assigned to
an access network. A VRRP group consists of a master router and one or more backup routers that share a virtual IP
address. If the master router fails, the VRRP automatically assigns one of the backup routers without affecting network
traffic. When the failed router is functioning again, it becomes the master router again. VRRP provides this redundancy
without user intervention or additional configuration to any of the devices on the network.

To create a VRRP group, you need to create a VRRP virtual MAC address, which is a shared MAC address adopted by
the VRRP master. The VRRP virtual MAC address feature is disabled by default. You must enable the VRRP virtual
MAC address feature on all members of a VRRP group.

The VRRP master router sends VRRP advertisement messages to the backup routers. When the VRRP master router
fails to send advertisement messages, the backup router with the highest priority takes over as the master router.

Configuring VRRP

Using the GUI:

1. Goto System > Network > Interface > Physical.
2. Select Edit for the appropriate interface.
3. Select Add VRRP to add a virtual router.
« Enter the unique virtual router identifier (VRID).
« Enterthe VRRP group number.
« Enter the priority. If the highest priority value of 255 is entered, the virtual router becomes the master router.
« Select Preempt if you want the router to preempt the master virtual router if the priority changes.
» Enter the source virtual IP address that will be shared across the VRRP group.

« Enter one or two IP addresses that the master router must track. The maximum number of IP addresses is two.
If these IP addresses cannot be reached by the master router, the priority of the master router changes to 0.

o Select Add VRRP to add each additional virtual router.
4. Afterfilling in the fields for the virtual routers, select Update.

Using the CLI:

config system interface
edit <VLAN name>
set ip <IP address> <netmask>
set allowaccess <access_ types>
set vrrp-virtual-mac enable
config vrrp
edit <VRRP router identifier>
set adv-interval <seconds>
set preempt {enable | disable}
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set priority <priority number>
set start-time <seconds>
set status {enable | disable}
set version {2 | 3}
set vrdst <IPv4 address>
set vrgrp <VRRP_group number>
set vrip <IPv4 address>
next
end

set snmp-index <index number>

set vlanid <VLAN identifier>

set interface "internal"

next
end

NOTE: You can also configure VRRP using IPv6 with the config ipvé6and config vrrp6 commands underthe
config system interface command.

Example of configuring VRRP using IPv4

In this example, the two FortiSwitch units, FSW-1 and FSW-2, function as both master and backup routers. For VRRP
10, FSW-1 is the master router, and FSW-2 is the backup router. For VRRP, FSW-1 is that standby router, and FSW-2 is
the master router. This configuration allows the switches to balance the load and provide redundancy to each other. The
downstream clients can split their gateways into two virtual routers, 10.10.10.255 and 10.10.20.255.

For the FSW-1 switch, VRID 10 has the highest priority of 255, so it is the master router; VRID 20 is the backup router.

config system interface
edit "vlan-8"
set ip 10.10.1.1 255.255.0.0
set allowaccess ping https http ssh telnet snmp
set vrrp-virtual-mac enable
config vrrp
edit 10
set priority 255
set vrip 10.10.10.255
next
edit 20
set vrip 10.10.20.255
next
end
set snmp-index 20
set vlanid 8
set interface "internal"
next
end

For the FSW-2 switch, VRID 10 is the backup router; VRID 20 has the highest priority of 255, so it is the master router.

config system interface

edit "vlan-8"
set ip 10.10.1.2 255.255.0.0
set allowaccess ping https http ssh telnet snmp
set vrrp-virtual-mac enable
config vrrp

edit 10
set vrip 10.10.10.255
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next
edit 20
set priority 255
set vrip 10.10.20.255
next
end
set snmp-index 20
set vlanid 8
set interface "internal"
next
end

Checking the VRRP configuration

Using the GUI:

Go to Router > Config > Interface to see which interfaces have VRRP configured.

Go to Router > Monitor > VRRP to see the interface, source virtual IP address that is shared across the VRRP group,

MAC address for the interface, and virtual router identifier for each VRRP configuration, as shown in the following figure.

VRRP Status

Search:
Name = Primary IP = Virtual MAC * VRIDs =
internal Q, 0.0.00 - 1

Showing 1 to 1 of 1 entries

Using the CLI:

get router info vrrp

Loopback

Aloopback interface is a special virtual interface created in software that is not associated with any hardware interface.

Dynamic routing protocols typically use a loopback interface as a reliable IP interface for routing updates. You can
assign the loopback IP address to the router rather than the IP address of a specific hardware interface. Services (such
as Telnet) can access the router using the loopback IP address, which remains available independent of hardware
interfaces status.

No limit exists on the number of loopback interfaces you can create.

A loopback interface does not have an internal VLAN ID or a MAC addresses and usually has a /32 network mask.

Using the GUI:

1. Go to System > Network > Interface > Loopback.
2. Select Add Interface.
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Enter a name for the loopback interface.

Select Static for the mode and then enter the IP address and netmask in the IP/Netmask field.
Select the protocols allowed to access the loopback interface.

Select the administration status.

Select Add.

No a ks

Using the CLI:

config system interface
edit "loopback"
set ip 172.168.20.1 255.255.255.255
set allowaccess ping https http ssh telnet
set type loopback
set snmp-index 28
next
end

IP conflict detection

IP conflicts can occur when two systems on the same network are using the same IP address. The FortiSwitch unit
monitors the network for conflicts and raises a system log message and an SNMP trap when it detects a conflict.

The IP conflict detection feature provides two methods to detect a conflict. The first method relies on a remote device to
send a broadcast ARP (Address Resolution Protocol) packet claiming ownership of a particular IP address. If the IP
address in the source field of that ARP packet matches any of the system interfaces associated with the receiving
FortiSwitch system, the system logs a message and raises an SNMP trap.

For the second method, the FortiSwitch unit actively broadcasts gratuitous ARP packets when any of the following
events occurs:

e System boot-up
« Interface status changes from down to up
o IP address change

If a system is using the same IP address, the FortiSwitch unit receives a reply to the gratuitous ARP. If it receives a reply,
the system logs a message.

Configuring IP conflict detection
IP conflict detection is enabled on a global basis. The default setting is enabled.

Using the GUI:

1. Go to Network > Settings.
2. Select Enable IP Confiict Detection.
3. Select Apply.

Using the CLI:

config system global
set detect-ip-conflict <enable|disable>
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Viewing IP conflict detection

If the system detects an IP conflict, the system generates the following log message:

IP Conflict: conflict detected on system interface mgmt for IP address 10.10.10.1

ARP timeout value

By default, ARP entries in the cache are removed after 180 seconds. Use the following commands to change the default
ARP timeout value:

config system global
set arp-timeout <seconds>
end

For example, to set the ARP timeout to 1,000 seconds:

config system global
set arp-timeout 1000
end

Using SSH and the Telnet client

Starting in FortiSwitchOS 6.2.0, you can use both IPv4 and IPv6 addresses with SSH and Telnet. If the IPv6 address is a
link-local address, you must specify an output interface using %. For example:

execute ssh admin@fe80::926c:acff:fe7b:e059%v1an20 // vlan20 is the output interface.
execute ssh admin@172.20.120.122

execute ssh 1002::21

execute ssh 12.345.6.78

execute telnet fe80::926c:acff:fe7b:e059%v1an20 // vlan20 is the output interface.
execute telnet 1002::21

execute telnet 12.345.6.78

Config

The following topics provide information about system configuration:

e SNMP on page 30

o Firmware on page 33

o Backup on page 36

» Revisions on page 36

o Licenses on page 37

o Time on page 38

o SSL on page 39

« Configuring the temperature sensor on page 40
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Simple Network Management Protocol (SNMP) enables you to monitor hardware on your network.

The FortiSwitch SNMP implementation is read-only. SNMP v1-compliant and v2c-compliant SNMP managers have

read-only access to FortiSwitch system information through queries and can receive trap messages from the FortiSwitch
unit.

To monitor FortiSwitch system information and receive FortiSwitch traps, you must first compile the Fortinet and
FortiSwitch management information base (MIB) files. A MIB is a text file that describes a list of SNMP data objects that
are used by the SNMP manager. These MIBs provide information that the SNMP manager needs to interpret the SNMP
trap, event, and query messages sent by the FortiSwitch SNMP agent.

FortiSwitch core MIB files are available for download by going to System > Config > SNMP > Settings and selecting the
FortiSwitch MIB File download link.

SNMP access
Ensure that the management VLAN has SNMP added to the access-profiles.

Using the GUI:

Go to System > Network > Interface > Physical.
Select Edit for the mgmt interface.

Select SNMP in the access section.

Select Update.

P obhN-=

Using the CLI:

config system interface
edit <name>
set allowaccess <access types>
end
end

NOTE: Re-enter the existing allowed access types and add snmp to the list.

SNMP agent
Create the SNMP agent.

Using the GUI:

Go to System > Config > SNMP > Settings.
Select Agent Enabled.

Enter a descriptive name for the agent.
Enter the location of the FortiSwitch unit.

A owbdhd-=
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5. Enter a contact or administrator for the SNMP agent or FortiSwitch unit.
6. Select Apply.

Using the CLI:

config system snmp sysinfo
set status enable
set contact-info <contact information>
set description <description of FortiSwitch>
set location <FortiSwitch location>
end

SNMP community

An SNMP community is a grouping of devices for network administration purposes. Within that SNMP community,
devices can communicate by sending and receiving traps and other information. One device can belong to multiple
communities, such as one administrator terminal monitoring both a FortiGate SNMP and a FortiSwitch SNMP
community.

Add SNMP communities to your FortiSwitch unit so that SNMP managers can connect to view system information and
receive SNMP traps.

You can add up to three SNMP communities. Each community can have a different configuration for SNMP queries and
traps. Each community can be configured to monitor the FortiSwitch unit for a different set of events. You can also add
the IP addresses of up to eight SNMP managers for each community.

Starting in FortiSwitchOS 7.0.0, you can set up one or more SNMP v3 notifications (traps) in the CLI. The following
notifications are supported:

o The CPU usage is too high.

« The configuration of an entity was changed.

o The IP address for an interface was changed.
« The available log space is low.

o The available memory is low.

By default, all SNMP notifications are enabled. Notifications are sent to one or more IP addresses.
Adding an SNMP v1/v2c community

Using the GUI:

Go to System > Config > SNMP > Communities.

Select Add Community.

Enter a community name and identifier.

Select Add Host and enter the identifier, IP address and netmask, and interface for each host.

Select V1, V2C, or both and enter the port number that the SNMP managers in this community use for SNMP v1
and SNMP v2c queries to receive configuration information from the FortiSwitch unit.

6. Select V1, V2C, or both and enter the local and remote port numbers that the FortiSwitch unit uses to send SNMP
v1 and SNMP v2c¢ traps to the SNMP managers in this community.

7. Select which events to report.
8. Select Add.

a b obd-=
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Using the CLI:

config
edit

system snmp community
<index number>

set events <events list>

set name <community name>

set query-vl-port <port number>

set query-vl-status {enable | disable}

set query-v2c-port <port number>

set query-v2c-status {enable | disable}
set status {enable | disable}

set trap-vl-lport <port number>

set trap-vl-rport <port number>

set trap-vl-status {enable | disable}
set trap-v2c-lport <port number>

set trap-v2c-rport <port number>

set trap-v2c-status {enable | disable}

next
end

Adding an SNMP v3 user

Using the GUI:

a b obd-=

Go to System > Config > SNMP > Users.

Select Add User.

Enter a user name.

Select a security level to specify the authentication and privacy settings.

Enter the port number that the SNMP managers in this community use to receive configuration information from the

FortiSwitch unit.

6. Make certain that Enable Queries is enabled.
7. Select Add.
Using the CLI:

config system snmp user
edit <index number>

set
set
set
set
set
set
set
set
set
end

queries enable

query-port <port number>

security-level [auth-priv | auth-no-priv | no-auth-no-priv}
auth-proto {md5 | shal | sha224 | sha256 | sha384 | shab512}
events {cpu-high ent-conf-change intf-ip log-full mem-low}
notify-hosts <IP address>

auth-pwd <password>

priv-proto {aesl28 | aesl92 | aesl92c | aes256 | aes256c | des}
priv-pwd <password>
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Firmware

This section covers the following topics:

e Upgrading the firmware on page 33

« Verifying image integrity on page 35

» Setting the boot partition on page 35

o Restoring or upgrading the BIOS on page 35

Upgrading the firmware

Use these procedures to upgrade your FortiSwitch firmware.

Using the GUI

You can upgrade the firmware from the dashboard or from the system configuration page.

To upgrade the firmware from the dashboard:

1. Goto System > Dashboard.
2. Nextto the Firmware Version field, select Update.

Dashboard

System Information

Serial Number  5548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 System Time  Thu Apr 4th 2019 02:19:34 PM [Change]
Firmware Version  v4.2.0,build0167,190404 (Interim)|[Upgrade]] Uptime 0 Day, 0 Hour, 12 Minutes [Rebaot] [Shut Down]
Current Administrator  admin [Change Password] /1 in Total [Details] Current License  [Change]|
Operation Mode  Local Management FortiSwitchCloud &b Connected

To upgrade the firmware from the system configuration page:

1. Goto System > Config > Firmware.
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2. Select Choose File and then navigate to the firmware image.

Firmware
Current Running Firmware: 5524DF-6.0.0-build0013
Memory Usage: Total: 2,074 MB / Free: 1,742 MB / Usable: 1,742 MB
Upgrade File Choose File...
Allow Firmware Downgrade

3. Select Apply.

Using the CLI

You can download a firmware image from an FTP server, from a FortiManager unit, or from a TFTP server. The
FortiSwitch unit reboots and then loads the new firmware.

execute restore image ftp <filename str> <server ipvé4[:port int] | server fgdn[:port int]>
[<username str> <password_str§i B N N -

execute restore image management-station <version int>

execute restore image tftp <filename str> <server ipvi4>

The following example shows how to upload a configuration file from a TFTP server to the FortiSwitch unit and restart the
FortiSwitch unit with this configuration. The name of the configuration file on the TFTP serveris backupconfig. The IP
address of the TFTP serveris 192.168.1.23.

execute restore config tftp backupconfig 192.168.1.23

You can also load a firmware image from an FTP or TFTP server without restarting the FortiSwitch unit:

execute stage image ftp <string> <ftp server>[:ftp port]
execute stage image tftp <string> <ip>
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Verifying image integrity

To verify the integrity of the images in the primary and secondary (if applicable) flash partitions, use the following
commands:

execute verify image primary
execute verify image secondary

If the image is corrupted or missing, the command fails with a return code of -1.

For example:

execute verify image primary

Verifying the image in flash...... 100%
No issue found!

execute verify image secondary

Verifying the image in flash...... 100%
Bad/corrupted image found in flash!
Command fail. Return code -1

Setting the boot partition

You can specify the flash partition for the next reboot. The system can use the boot image from either the primary or the
secondary flash partition:

execute set-next-reboot <primary | secondary>

NOTE: You must disable image rotation before you can use the execute set-next-reboot command.

If your FortiSwitch model has dual flash memory, you can use the primary and backup partitions for image rotation. By
default, this feature is enabled.

config system global
set image-rotation <enable | disable>
end

To list all of the flash partitions:

diagnose sys flash list

Restoring or upgrading the BIOS

You can restore or upgrade the basic input/output system (BIOS) if needed. After a BIOS upgrade, passwords for all
FortiSwitch local users must be reconfigured using the config user local setting.

CAUTION: Only restore or upgrade the BIOS if Customer Support recommends it.

To upgrade or restore the BIOS from the CLI:

execute restore bios tftp <filename str> <server ipvé4[:port int]>
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For example:
execute restore bios tftp PPC/FS-3032D/04000009/FS3D323Z14000004.bin 10.105.2.201
The example downloads the BIOS file from the TFTP server at the specified IPv4 address.

NOTE: If the BIOS upgrade fails, do not restart the FortiSwitch unit. Instead, try the CLI command again. If repeating the
CLI command does not work, the FortiSwitch unit might require a return merchandise authorization (RMA).

Backup

You can set preferences for saving configuration files:

1. Go to System > Config > Backup.
2. Selectone of the Configuration Save options:
» Automatically Save—The system automatically saves the configuration after each change.

e Manually Save—You must manually save configuration changes from the Backup link on the System >
Dashboard.

e Manually Save and Revert Upon Timeout—You must manually save configuration changes. The system
reverts to the saved configuration after a timeout. You can set the timeout using the CLI:
config system global
set cfg-revert-timeout <integer>

3. Ifyou select Revision Backup on Logout, the FortiSwitch unit creates a configuration file each time a user logs out.

4. If you select Revision Backup on Upgrade, the FortiSwitch unit creates a configuration file before starting a system
upgrade.

5. Select Update.

Revisions
You can select a configuration file revision to revert to.

Using the GUI:

1. Go to System > Config > Revisions.
The system displays a new page with an entry for each configuration file revision.

2. When you select a revision, the following commands are available:
» Deselect All—deselect all selected revisions.
» Delete—deletes the selected revision file.
« Revert—reverts the system configuration to the selected revision.
e Upload—uploads the selected revision file to your local machine.
3. Ifyou select two revision files, you can select Diff to display the differences between the two files.

Using the CLI:

Use the following command to display the list of configuration file revisions:

execute revision list config
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The FortiSwitch unit assigns a numerical ID to each configuration file. To display a particular configuration file contents,
use the following command and specify the ID of the configuration file:

execute revision show config id <ID number>

The following example displays the list of configuration file revisions:

# execute revision list config

ID TIME ADMIN FIRMWARE VERSION COMMENT

1 2015-08-31 11:11:00 admin V3.0.0-buildl17-RELO Automatic backup (session expired)
2 1969-12-31 16:06:29 admin V3.0.0-buildl50-RELO baseline

3 2015-08-31 15:19:31 admin V3.0.0-buildl50-RELO baseline

4 2015-08-31 15:28:00 admin V3.0.0-buildl50-RELO with admin timeout

The following example displays the configuration file contents for revision ID 62:

# execute revision show config id 62

#config-version=FS1D24-3.04-FW-buildl71-160201:0pmode=0:vdom=0:user=admin
#conf file ver=1784779075679102577
#buildno=0171
#global vdom=1
config system global
set admin-concurrent enable

(output truncated)

Licenses

Advanced features (such as dynamic routing protocols) require a feature license.

Each feature license is tied to the serial number of the FortiSwitch unit. Therefore, a feature license is valid on one
system.

This section covers the following topics:

« Adding a license on page 37
« Removing a license on page 38

Adding a license

NOTE: Adding license keys causes the system to log you out.

Using the GUI:

1. Go to System > Config > Licenses.
2. Select Add License.

3. Enter your license key.

4. Select Add.
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Using the CLI:

execute license add <key>

Removing a license

Using the GUI:

1. Goto System > Config > Licenses.
2. Select Delete for the license to remove
3. Select Delete to acknowledge the warning.

NOTE: Deleting license keys causes the system to log you out before rebooting. You will lose all configurations related
to the license.

Using the CLI:

execute license type <type> clear

Time

For effective scheduling and logging, the system date and time must be accurate. You can either manually set the
system date and time or configure the system to automatically keep its time correct by synchronizing with a Network
Time Protocol (NTP) server.

NOTE: Some FortiSwitch models do not have a battery-backup real-time clock. For FortiSwitch models without a real-
time clock, the time is reset when the switch is rebooted. These models must be connected to an NTP server if you want
to maintain the correct system date and time.

The Network Time Protocol enables you to keep the system time synchronized with other network systems. This will also
ensure that logs and other time-sensitive settings are correct.

When the system time is synchronized, polling occurs every 2 minutes. When the system time is not synchronized but
the NTP server can be reached, polling is attempted every 2 seconds to synchronize quickly. If the NTP server cannot be
reached, polling occurs up to every 64 seconds. If DNS cannot resolve the host name, polling occurs up to every 60
seconds.

Starting in FortiSwitchOS 6.4.0, the default Sync Interval is 10 minutes. The polling interval is one-fifth of the configured
Sync Interval.

Using the GUI:

1. Goto System > Dashboard.
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2. Nextto the System Time field, select Change.

Dashboard

System Information

Serial Number  S548DF5018000776 System Configuration  Last Backup: Never [Backup] [Restore] [Revisions]
BIOS Version 04000018 SystemTime  Thu Apr 4th 2019 02:19:34 PM[[Change]|
Firmware Version  v6.2.0,build0167,190404 (Interim) [Upgrade] Uptime 0 Day, 0 Hour, 12 Minutes [Reboot] [Shut Down)]
Current Administrator  admin [Change Password] /1 in Total [Details] Current License  [Change]|
Operation Mode  Local Management FortiSwitchCloud &b Connected

3. Select your Time Zone.

4. Either select Manual Setting and enter the system date and time or select Synchronize with NTP Server. If you
select synchronization, you can either use the default FortiGuard server or specify a different server. You can also
set the Sync Interval.

5. Select Update.

Using the CLI:

If you use an NTP server, you can identify the IPv4 or IPv6 address for this self-originating traffic with the set source-
iporset source-ip6 command. For example, you can set the source IPv4 address of NTP to be on the DMZ1 port
with an IP of 192.168.4.5:
config system ntp
set authentication enable
set ntpsyn enable
set syncinterval 5
set source-ip 192.168.4.5
end

SSL

You can set strong cryptography and select which certificates are used by the FortiSwitch unit.

Using the GUI:

1. Goto System > Config > SSL.
2. Select Strong Crypto to use strong cryptography for HTTPS and SSH access.
3. Select one of the 802.1x certificate options:

o Entrust_802.1x—This certificate is embedded in the firmware and is the same on every unit (not unique). It has
been signed by a public CA. This is the default certificate for 802.1x authentication.

« Fortinet_Factory—This certificate is embedded in the hardware at the factory and is unique to this unit. It has
been signed by a proper CA.

« Fortinet_Factory2—This certificate is embedded in the hardware at the factory and is unique to this unit. It has
been signed by a proper CA.

» Fortinet_Firmware—This certificate is embedded in the firmware and is the same on every unit (not unique). It
has been signed by a proper CA. Itis not recommended to use it for server-type functionality since any other
unit could use this same certificate to spoof the identity of this unit.

4. Selectone of the 802.1x certificate authority (CA) options:
o Entrust_802.1x_CA—Select this CA if you are using 802.1x authentication.
o Entrust_802.1x_G2_CA—Select this CA if you want to use the Google Internet Authority G2.
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e Entrust_802.1x_L1K_CA—Select this CA if you want to use http://ocsp.entrust.net.

« Fortinet_ CA—Select this CA if you want to use the factory-installed certificate.

» Fortinet_CA2—Select this CA if you want to use the factory-installed certificate.

5. Selectone of the GUI HTTPS certificate options:

o Entrust_802.1x—This certificate is embedded in the firmware and is the same on every unit (not unique). It has
been signed by a public CA.

« Fortinet_Factory—This certificate is embedded in the hardware at the factory and is unique to this unit. It has
been signed by a proper CA.

« Fortinet_Factory2—This certificate is embedded in the hardware at the factory and is unique to this unit. It has
been signed by a proper CA.

» Fortinet_Firmware—This certificate is embedded in the firmware and is the same on every unit (not unique). It
has been signed by a proper CA. It is not recommended to use it for server-type functionality since any other
unit could use this same certificate to spoof the identity of this unit.

6. Select Update.

Using the CLI:

config system global
set strong-crypto {enable | disable}
set 802.1x-certificate {Entrust 802.1x | Fortinet Factory | Fortinet Factory2 | Fortinet
Firmware} B B B B
set 802.1x-ca-certificate {Entrust 802.1x CA | Entrust 802.1x G2 CA | Entrust 802.1x L1K
CA | Fortinet CA | Fortinet_dﬁZ} h a o a B B
set admin-server-cert {self-sign | Entrust 802.1x | Fortinet Factory | Fortinet Factory2
| Fortinet Firmware} - - a
end

Configuring the temperature sensor

If your FortiSwitch unit has a temperature sensor, you can set a warning and an alarm for when the system temperature
reaches specified temperatures. When these thresholds are exceeded, a log message and SNMP trap are generated.
The warning threshold must be lower than the alarm threshold.

Use the following commands to set warning and alarm thresholds:

config system snmp sysinfo
set status enable
set trap-temp-warning-threshold <temperature in degrees Celsius>
set trap-temp-alarm-threshold <temperature in degrees Celsius>
end

By default, the FortiSwitch unit generates an alert (in the form of an SNMP trap and a SYSLOG entry) every 30 minutes
when the temperature sensor exceeds its set threshold. You can change this interval with the following commands:

config system global

set alertd-relog enable

set alert-interval <1-1440 minutes>
end
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Admin

The following topics provide information about FortiSwitch administration:

o Administrators on page 41

o Profiles on page 46

» Access control on page 47

o Monitor on page 49

» Setting the idle timeout on page 50

» Configuring system banners on page 50
o Using the alias commands on page 51

Administrators

You can use the default “admin” account to configure administrator accounts, adjust system settings, upgrade firmware,
create backup files, and configure security features.

This section covers the following topics:

o Setting the administrator password on page 41

Setting the password retries and lockout time on page 42
Using PKI on page 42

Adding administrators on page 44

» Configuring administrative logins on page 45

Setting the administrator password

By default, your system has an administrator account set up with the user name admin and no password. On your first
login to the GUI or CLI of a new FortiSwitch unit, you must create an admin password. You are also forced to create an
admin password after resetting the FortiSwitch configuration to the factory default settings with the execute factory
reset Orexecute factoryresetfull command.

Because FortiSwitchOS 7.0.0 changed from SHA1 to SHA256 encryption for admin passwords, you need to convert the
format of the admin password before downgrading from FortiSwitchOS 7.0.0 and later to an earlier FortiSwitchOS
version.

If you do not convert the admin password before downgrading from FortiSwit