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Introduction » Objectives

1| Introduction

The purpose of this guide is to assist the user in operating the SHIELD MegaFi 2 wireless WAN
HPUE router. This guide will help the user configure and operate the device using the device's
Mission Control software.

@® For assistance in implementing or installing the MegaFi 2 device, please refer to
the separate MegaFi 2 User Guide.

2 Note: All images used in this document are used only for displaying examples of
configurations and may not reflect the users’ current device.

1.1 Objectives
The objectives of this document are:

= to describe the software environment and basic understanding of interacting and
configuring MegaFi 2 for your use.

= to provide the necessary information to understand the device and the options available in
the MegaFi 2; and

= to support implementing the necessary configuration for your communications
environment and for your continued use.

= This document expects the user to have basic computer skills and to be familiar with
using and navigating with a web browser, to be knowledgeable in networking concepts,
and to be able to configure a traditional wired or wireless router for their communications
environment.

1.2 Conventions
This document follows certain typographic conventions, outlined below:

Bold
Is used for directories, filenames, commands, and options. All terms shown in bold are typed
literally.

Bold Italic
Is used to show generic arguments and options; these should be replaced with user-supplied
values.

Italic
Is used to highlight comments in examples.

Constant Width
Is used to show the contents of files or the output from commands.
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1.3 Related Documents

W NExTIVITY

The MegaFi 2 User Guide: https://nextivityinc.com/wp-
content/uploads/2024/01/SHIELD-MegaFi 2-User-Guide.pdf

The MegaPortal User Guide: https://go.nextivityinc.com/shield-megaportal-guide

For other MegaFi 2 documentation, please go to
https://nextivityinc.com/products/shield-MegaFi-2-hpue/



https://nextivityinc.com/wp-content/uploads/2024/01/SHIELD-MegaFi-User-Guide.pdf
https://nextivityinc.com/wp-content/uploads/2024/01/SHIELD-MegaFi-User-Guide.pdf
https://go.nextivityinc.com/shield-megaportal-guide
https://nextivityinc.com/products/shield-MegaFi-2-hpue/

1.4 Abbreviations and Acronyms

Introduction » Abbreviations and Acronyms

The following table provides a list of abbreviations and acronyms that are referenced
throughout this manual.

APN

DHCP

DNS

DDNS

GNSS

GPS

HTTPS

ICCID

ICMP

IGMP

IMEI

IMSI

IP

IPSEC

LAN

LTE

MAC address

MCBV

Access Point Name

Dynamic Host Configuration
Protocol

Domain Name System
Dynamic Domain Name System

Global Navigation Satellite
System

Global Positioning System

Hypertext Transfer Protocol
Secure

Integrated Circuit Card Identifier

Internet Control Message
Protocol

Internet Group Management
Protocol

International Mobile Equipment
Identity

International Mobile Subscriber
Identity

Internet Protocol

Internet Protocol Security
Local Area Network
Long-Term Evolution

Media Access Control address

Modem Configuration Band
Values
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NTPD

PD

PID

PIN

Ping

PoE

PPP

PPPoE

RA

SIM

SLAAC

SSH

SSID

STP

TAIP

TFTP

UbDP

uTC

Network Time Protocol Daemon

Prefix Delegation

Process Identification Number

Personal Identification Number

Packet Internet Groper

Power over Ethernet

Point-to-Point Protocol

Point-to-Point Protocol over
Ethernet

Route Advertisement

Subscriber Identity Module

Stateless Address Auto
Configuration

Secure Shell

Service Set Identifier

Spanning Tree Protocol

Trimble ASCII Interface Protocol

Trivial File Transfer Protocol

User Datagram Protocol

Coordinated Universal Time



MCLBV

MTU

NAT

NDP Proxy

Modem Configuration LTE Band
Values

Maximum Transmission Unit

Network Address Translation

Neighbor Discovery Protocol
Proxy
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VLAN

VPN

HPUE
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Universally Unique Identifier

Virtual LAN

Virtual Private Network

High Power User Equipment
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1.5 About OpenWRT and Mission Control

The OpenWRT software that the MegaFi 2 system uses is an open-source project that provides
a full-featured operating system for embedded devices. Nextivity's implementation of OpenWRT
LuCl—the dashboard that allows you to configure and manage the MegaFi 2 suite of software
and devices from a single computer—is known as Mission Control.

1.6 About this Document

This document is in 4 parts: part 1 is the Introduction, part 2 is Mission Control, part 3 Basic
Configuration Settings and part 4 (forthcoming) is Expert Configuration Settings.

You are currently in the introduction. Part 2, Mission Control, provides information on accessing,
navigating, and working within the system, including how to save your work. We cannot
emphasize enough how important it is that you understand how to navigate and work within the
system, as it is a new experience for many. Indeed, if this is your first time using this document
and/or accessing the dashboard, we recommend reading it in its entirety and reaching out with
any questions.

Part 3 is Basic Configuration Settings. Most users can simply use this section to complete the
most frequent and basic configuration settings such as password, Wi-Fi, firmware updates,
APN, IP address and others.

Part 4 (forthcoming) is Expert Configuration Settings. This is where you will view and manage
your device at a more advanced level. The user can schedule tasks, configure interfaces, set
firewall rules, etc.

1.7 Support
Nextivity's support desk is always ready to help you with any support issues or requests. If you

encounter any problems, need clarification, or have feedback, recommendations, or
suggestions, please contact us at support@nextivityinc.com.

For additional assistance: +1 (858) 485-9442 OPTION 1
Support Business Hours: 6:00 AM - 5:00 PM PST

We look forward to being of service.
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2 | Misson Control

Mission Control is the built-in web interface that provides information about the SHIELD
MegaFi 2 router and allows the user to configure settings to their preferences. All
configuration and management are done via your workstation or laptop computer’s web
browser, and you will need to be locally connected to the device via Ethernet to a LAN
port, or by utilizing its Wi-Fi capability in the admin dashboard. Remote access to
Mission Control is also possible through MegaPortal. Please refer to the MegaPortal
Guide for guidance on remote access to Mission Control.
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Misson Control » Accessing Mission Control via Ethernet Connection

2.1 Accessing Mission Control via Ethernet Connection

To access Mission Control, you will need both your admin password and the default factory
LAN IP, 192.168.113.1. The password is printed on the label on the bottom of your MegaFi 2 or
on the LCD display screen.

2 Note: Use the defined password and/or IP address if it has been changed for your
environment.

1. Connect an Ethernet cable between your workstation computer or laptop and LAN port 1 on
the MegaFi 2.

2. Open a web browser to the following URL address: https://192.168.113.1

3. The first time you try to connect to MegaFi 2, a connection warning screen will display as
shown below. Accept the connection warning by clicking on Advanced.

A

Your connection isn't private

Althdears raghvl B iying b el your ivleremanesn Bom TRETEE V1T (v wcarmple. plidwoed

P LLRgEL. O Ol Cads]

——.' Egwanced m

Figure 1: MegaFi 2 connection warning screen

4. A second warning screen will be displayed as shown below. Click on Continue to
192.168.113.1 (unsafe) link to proceed.
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A

Your connection isn't private

ittty Pt B irying 10 i ot i fnm BRLTEETILY [l surgle

TEIRASEL © T2 Tl

i gerver cotika T e thad s TR TR TTIRY s s=cioly corsSorie in et Susted By

FOLI DOITYPRAEY & OPETREn] TyEies. |l masy D DS D8 4 ITeSCTnngars

Figure 2: MegaFi 2 connection warning — second screen

5. The MegaFi 2's Mission Control GUI login page will now be displayed.

5a. Enter the password as found on the bottom label or on the LCD display screen of the
MegaFi 2 on the Mission Control login page.

2 Note: The username always defaults to admin.

5b. Click Login to proceed.

Mission Control

Currant Stotus

et Sgnal SErenggith Do Acoman Poirt Boms Wk (P dod-eun Looal P Addires

14

Iil

Log In

Em

Figure 3: Mission Control Log-In screen
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Misson Control » Accessing Mission Control via Ethernet Connection

6. When logging in for the first time, the EULA (End User License Agreement) will be displayed.

7. Fill out the requested information and click Accept to continue.

End User Licence Agreamant

Nimativity Inc. {“MNextivity”) .
End User License Agreement ["ELILA") l

ernaon Date: Juby 35, 2023

7 MLCTPTING: THEL BULA. ETTHIE Y INDICATONG WOUIN ACCIPTAMCE, Y IXECUTING & QUOTE Of CSOINMG EQUFRINT OR SIRACTE DERECTLY WiTH U O THEQUGH AN
AFFROVID METTTVITY [IETRMNTON 0 SIELLER (HORWTVED TITLID. MIFEESED PO SEREIN A5 AN “TOADON"), DN BY DOWRDADNG, INETALLING ANDUTE UTRZMG ANY OF THE
AEMNCES (DO D BELERY], YOL) ASREE T THE TERAM AND CONDITIONS OF Tl EUILL THE BULL W & LPCAIEY BAyDaNG CONTIACT SETIWDEN YOU ARD REXTVITY AND SETL
HOETH THE TEEA THAT COVERN TriE LICENIES MOWOLD T vOU nERBUNDER. ¥ vOul ARE ENTERING WP Trel CULL OM BESALF OF & COMBLNYT OF GTHER LEGAL ENTTTY, wOu
EEREFENT THAT TOU HAVE THE AUTHOBITY TO SING SUCH ENTITY T Trirs CUGA, ARY CRAMGES, ADOTTIONS. OF DELETIONS. BY YO0 TO Tris BLILA WILL MOT BE ACCEFTED AND
WL MDT B A& PATT OF THS ELLA. B YOU D ROT AGRED TO THI ELRA, VOU REJST NOT DOW RLOAR, SRETALL OFf LITE THE SERVHIL

The Kewity Badl User License panement ["TURA"] o bebwees Meniraty (b "we™ 5 "us"| and the e ["User” & "Pou" o "Your"] of (B Seven i defred beoe o T05L sapkes ia
Tour umm of

ety Tt [ Tguipmant” |

e Rlmatnity m—ﬂwr-m nﬁlllndml-‘ bl il wrcd prabies The Doupmmaent [ natalied Soffase |

L1} Tl sl B & ranage and dorfipre e Enusenet ["Coud Softwair
4 W-rrﬂhhnfnhilmdnuhﬂ:ﬂvh*rhmbb:mmmmblﬁ_qupﬁtrﬂ ingtiled Lofwary wad Dol Sfware [ Dotumentation”]; ssd
B} ey g oF Repar) M perined, ot seratitly o IS person, by ety (“lupoert”] Thi inttalled Seftware and Cioud Sofwars may S rrierrad 2 topeihe B

Sl ~ Tht Sofrasoe. Dguipratnt, DCumentanon and Guppor may e redered (0 Cofecvely i the “Servioss” Thin ELLA B0 in0orporstes iy Buament-ipecic
TR ER Y BOOH 10 e Bl ment T scnune [ Rapplemenhsl Teema

darthon 1. Gwird the Sordice

1.1 Wkwmer s Might 1o Une, RexBety Fants ¥ § non-suchoivs, noe-trascferabile, non-ubicnasble, rvecable (i lednie 10 ute e Draied Sofware, (B rghe 56 ute the Clowd
Softrenre; gnd o] gt 18 use thi D oty n zonne with ¥eur i ol the Sofwary snd Equisment. sach b4 soquired fFom NenSvwly o 80 soproved resfier of
diiribesfizs of Mty [“Approved Provides” ], ulely for Your imtemil butiness purpsorn Sormg The Uisge Term (i delined in Sechien |6 Balow], iubect B8 1he Srrm of The
EULL snd the gaplenble Oroer jrelermmeby M “Unage Kighis} Nesiviby seieres ol nghis, Diie, s imeredl i nd 10 the Senices, Soiiaing od relied ssierisl peserty
FRgs, Syt o Bt lrmehedd Fighls expreily gramed hermurdes

Flrst Mame

Lot Momae
Company lopthanal)
Fhorne {optional)

E-Mail

Figure 4: Nextivity, Inc. End User License Agreement screen

8. Also, as part of first-time login to MegaFi 2, the user will be required to change the default

login password.

8a. Proceed to change the default password to a ‘Strong’ password in the Password field.

2 Note: The device will not accept weak passwords. Password must meet the
following requirements: a minimum length of 10 characters and a randomized
complexity of lowercase letters, uppercase letters, and numbers.

8b. Confirm the new password in the Confirmation field, then click on Save.
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xr-ll-'.'-:T WITY

Fotee Poagpecsd S0k Aeesam  LLH-rea

Bystarn ) Router Pasgwornd

Lingonst

Y

Figure 5: Change Router Password screen

9. The user will now be redirected to Mission Control’s Overview page.

M mExTIVITY Mission Control
Cromrys i
LT 5
Metworking
Bertisas D= Pl | eoiiide
HORE T iPa ki cadcirmEE L&D podreas BT THTHE MO TE

Figure 6: Mission Control — Overview page

10. First-time router configuration is now complete!
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Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

2.2 Initial Connection to MegaFi 2 via Wi-Fi

To access Mission Control, you will need both your admin password, and the default factory
LAN IP, 192.168.113.1. The password is printed on the label on the bottom of your MegaFi 2 or
on the LCD display screen.

Notes:

2 Use the defined password and/or IP address if it has been changed for your
environment.

2 The example shown below was accomplished using a Windows (10/11) PC. The
steps should be similar using a different OS.

© Handheld devices can automatically connect to MegaFi 2's Wi-Fi by scanning the QR

code from the LCD Display screen, but it may become difficult to configure certain
settings. Therefore, it is highly recommended to configure settings using a computer
workstation or laptop.

To connect to MegaFi 2 via Wi-Fi using a PC:

1.

2.

3.

Go into your PC’'s Network & internet > Wi-Fi settings to add a new Wi-Fi connection.

Select your MegaFi 2 device by looking for its default SSID under Show available networks
by selecting it. The default SSID and its password are printed on the device’s label located
underneath the device or it can be found on the LCD display screen.

Network & internet > Wi-Fi

2 Wi on @D

Show available networks #

bt

Michway-550

megafi-002229

&) &) &

megafi-002104
megafi-002455
megafi-22A015

megafi-23A006

DD DD

megafi-2340M

Figure 7: Windows network & internet window showing list of available Wi-Fi networks

The Connect automatically box may or may not be checked by default. Select as desired
then click on Connect.
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Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

Ty meegeli-002229

B connest automaticaly

Connect

Figure 8: Wi-Fi Network Connection — Connect automatically option

4. Enter the network security key (default SSID password), then click on Next.

Ty megan-002229

ErAber 19 ditinds K SeOUrly kiy

LR L LT L LY

Mext Cancel

Figure 9: Wi-Fi Network Connection — Enter network security key

5. If the connection is successful, it will say Connected, secured.

TY  megafi-002229 ]

Dhicomimect

Figure 10: Wi-Fi Network Connection — Successful connection

6. Open a web browser to the following URL address: hitps://192.168.113.1

7. The first time you try to connect to MegaFi 2, a connection warning screen will display as
shown below. Accept the connection warning by clicking on Advanced.
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Your connection isn't private

Arickiel maghil bE IRARG 8 Skl your Risimston om TR 161100 [for eamgh. phidwsndi,
SRRSO Cridit Cands]

ﬁ s m

Figure 11: Warning message — Connection not private

8. A second warning screen will be displayed as shown below. Click on Continue to
192.168.113.1 (unsafe) link to proceed.

A

Your connection isn't private

Ber aiuee miwgi Be ity 1 dwil v ifoirmeans on TRETELE10A fer sunncls. pliessrib

manesgE. o rdd cedi;

r.=l H.l."-l m

This sveey Couid T prowe That o' TR AR 1LY &5 decorty ceraRcecs i gl rusted by
poul DompUl L Operanng ysham. Thii ousy B cauad Dy & masconhgunimon of i
ARSCheT Fls gy Fa) il Craf el

re—- (v o ML 1R 1L i
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Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

9. The MegaFi 2’'s Mission Control GUI login page will now be displayed.

9a. Enter the password as found on the bottom label or on the LCD display of the MegaFi 2
on the Mission Control login page.

2 Note: The username always defaults to admin.

9b. Click Login to proceed.

Currant Stotus

Dot Sgnal Frength Do Acoeas Poirt Boms Wk (P dod-mEE Lol P Addirem

14 =

Log bn

Em

Figure 13: Mission Control — Log In page

10. When logging in for the first time, the EULA (End User License Agreement) will be displayed.

10a. Fill out the requested information and click Accept to continue.

b .
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11.

12.
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Nextivity Inc. {"Mextivity”) -
End User License Agreement ["ELILA") l

Vernson Date: juky 35, 2023

¥ ACCTZTING THEL EULA. [TTHIR BY INDICATRNG SOUN ACCTPTANCE, B DMECUTING & QUOTE DA DSSINNG ECUAPMENT OR SIRGCTE DETCTLY. WiTH UF DR THEDUGN A8
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SEEnCES (DEFetD BELOW], WOU ASEEE PO THE TElAd AND CONDITIONS OF Tl fULd. Thd LA & & LPGEiDr BebiBenic CONTRACT SETWEEN YOU A T raTy AlD SETL
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EEFOEAEWT TrAT 7OU HAVE THE AUTHORTY TO SiND SuCH EATTTY T Trirk CULA. ARy CRAMGES, ADOITRONS OF DEUETIONS B O T This EULA WILL MOT BE ACCEFTED AND
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L Foe Bty g s [ Tquipmeent” |
I3} e Rleetuity on-premnes, avealed mofteary that ritelo wnd prabiey the Touprment [ iabsliad Mot |
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FrERs, Sulpedd B0 Ehe Bebed Figs s peeitly gramed beneu redes -

First Mamea

Lost Mo
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E-Mail

Accopt

Figure 14: Nextivity, Inc. End-User License Agreement (EULA)

Also, as part of first-time login to MegaFi 2, the user will be required to change the default

login password.

11a. Proceed to change the default password to a ‘Strong’ password in the Password field.

2 Note: The device will not accept weak passwords. Password must meet the

following requirements: a minimum length of 10 characters and a randomized

complexity of lowercase letters, uppercase letters, and numbers.

Confirm the new password in the Confirmation field, then click on Save.
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Footee Poasecrd S0 Accsm  S0H-raa

Frwimm ) Router Pasgwornd

Y

Figure 15: Change Router Password screen

13. The user will now be re-directed to Mission Control’s Overview page.

M mExTIVITY Missian Control
Hgtoridng Drvansliews
DHCP Leoes
=t en
B birs BT
Logoar
LTE 10
Mebworking
Bertisas DT Pl | sosss
HORE T e SRR L&D podreas BT TETHE NIRRT

Figure 16: Mission Control — Overview page

14. First-time router configuration is now complete!
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2.3 Navigating Mission Control
Once logged into Mission Control, the first page the user will see is the Overview page.

K HEXTI¥ITY Misaion Control
bl e Crvsry i
Toeb el
e a1l ]
St Taminga
—t
=
T g
Hebsorking
By (DG Pl | e
TR T Pood poldrsas il poidreas AR THTE T
Figure 17: Mission Control — Overview page
e
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Misson Control » Navigating Mission Control

The top banner area, which is consistently displayed on every navigation page, will show the
current Network mode and cellular signal strength information towards the top right area.

Figure 18: Mission Control — top banner

NAT (default) or Passthrough

The number of cellular signal strength bars that should match up with the
bars on the device LCD Display screen.

b .
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Misson Control » Navigating Mission Control

The navigation pane on the left consists of a two-level menu system:

XNEXTIVITY

Overview
Device
Metworking

DHCP Leases
Interfaces
System Settings

Logout

Figure 19: Mission Control Navigation Pane — Overview menu

a: Inthe main Overview page, the Top-level menu section consists of four on-page topics:
Device, Networking, System Settings, and Logout.

b: If any, the second-level sub-menu contains on-page quick links.

For example, Figure 19 shows the top-level Networking menu item with its second-level sub-
menu items of DHCP Leases and Interfaces. Clicking on any of those options will take you
to that area of the current Top-level selection.

c: Selecting the Logout option will log you out of Mission Control.

When the user navigates into Expert Configuration mode by clicking on the Expert Configuration
button, located in the System Settings under Admin Tools, the navigation pane on the left
exposes different selectable options and lands the user inside the General page (Second-level
page) under Status (Top-level menu).

s
X HEXTIVITY 20



Misson Control » Navigating Mission Control

I NExXTIVITY

Overview

Status
General
Routing
Firewall
Systemn Log
Processes
Channel Analysis
Realtime Graphs
Modem Stotus

Systemn
Metwork

Logout

Figure 20: Mission Control Navigation Pane — Expert Configuration mode menu

d: Thereis alink back to the main Overview page at the top. Click on it to go back to the main
Overview page.

e: The Top-level menu section consists of four new topics with links to different pages under
each: Status, System, Network, and Logout.

f: If any, the second-level sub-menu in this area contains a variable number of page links.

For example, Figure 20 shows the top-level Status menu item with its second-level sub page
links to General, Routing, Firewall, System Log, Processes, Channel Analysis, etc. Clicking
on any of those page link options will take you to that page of the current Top-level
selection.

g: Selecting the Logout option will log you out of Mission Control.

Y,
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2.4 Working within Mission Control

When working within Mission Control, you will need to perform actions such as Edit, Save,
Discard, Reset, etc. To both ease this process and to ensure efficiency of workflow, changes
made are stored as Unapplied Changes rather than being actioned and implemented
immediately. In doing so, if your workflow is interrupted or if you inadvertently navigate away
from a page without applying your changes, any work done to date is not discarded and
accidentally lost.

Subsequently, when you are ready to apply these unapplied changes, they can either be saved
and applied, reset/discarded, or revert/cancelled in one stroke rather than piecemeal, one at a
time. This process also lets you check, verify, and manage the list of queued changes prior to
updating the system, and, depending on the changes required, avoids slowing your workflow.

2.4.1 Save Options

Within Mission Control, all changes and saves must be applied manually—there are no
automatic save or apply options. Typically, there are three save options: Save, Save & Apply,
and Apply Unchecked; plus, non-save options such as Reset, Dismiss, Revert, etc.

Kraitar o Sateld A Sitel i -Karyx

55H Access

O el cftars S5 ritwark shall aocess ard am inbegroted SCP sara
Dropbaar Instanca

TTi deae i Srilionirid i waiiuaia it

Figure 21: Mission Control — Save options

The action buttons you see will depend on where you are in the system and what changes you
have made. We will look at these in more detail below, starting with Save.

Reset

Apply unchecked

Figure 22: Mission Control — Save options

W NExTIVITY -



Misson Control » Working within Mission Control

2.4.2 Save

Though the Overview page presents most of the basic admin functionality in a single scrolling
page, you may need to navigate between, and make changes to, multiple pages within Mission
Control itself. The Save button allows you to save your changes as you go. In contrast, without
this save option, if you navigated away from a page without saving your changes, these would
then be discarded and lost, and current applied settings and values would remain unchanged.
However, it is important to note that saving changes does not apply/commit them to the
system (i.e., no updates occur as a result of saving changes).

Instead, saving any changes adds them as pending to the Unapplied Changes list as shown
below.

I NEXTIVITY

Overview

Status

Systemn
Router Possword
Startup
Scheduled Tasks
Configuration
GPS Configuration

Metwork
Logout

Figure 23: Navigation pane showing pending Unapplied Changes

Once saved as Unapplied Changes, you can then:

= carry out additional work on the current page or navigate away to a different page and
continue your tasks until you are ready to apply all changes.

= manage your unapplied changes.

= save and apply your unapplied changes.
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2.4.3 Managing Unapplied Changes

To view or manage your unapplied changes:

1. Click on the Unapplied Changes button and the Configuration/Changes dialog will show,
listing all queued changes as shown below. Also, the status of each item is indicated by its
color, per the legend.

2. From here, you have several buttons: Close, Save & Apply (Apply unchecked is in the drop-
down menu), and Revert or Reset

& L o ey D
wil ME s ek v ocrplldam

Figure 24: Configuration/Changes showing button options

2a. Close — will close this dialog window.

2b. Save & Apply — will apply the changes, clear the Configuration/Changes list, close the
dialog window, and you will then see the Apply configuration changes countdown
popup.

2 Note: Unlike performing a Save & Apply from the main dashboard, because these
items have already been saved once (the initial save added them to the unapplied
changes queue), no second click is required to initiate these changes. A single
click on the Save & Apply button will commit all changes and the countdown will
commence.

2c. Revert/Reset will cancel all unapplied changes, clears the list of any pending changes,
and displays the “changes have been reverted” message as a popup, and then takes you
back to the Mission Control dashboard where all settings remain unchanged.

2.4.4 Save & Apply

When you are ready to apply your unapplied changes, click on Save & Apply. This will then apply
all unapplied changes to the system and update your current configuration.

% IMPORTANT: Please allow adequate time for changes to update and ensure
continuous power is supplied to the MegaFi 2 during any updates.
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2.4.5 Apply Unchecked

When updating certain attributes, such as the LAN IP address or other configurations, there is
often a time delay between events, (e.g., a change in the LAN IP that uses DHCP) so there may
be a delay between connecting to the new IP and subsequent assignment of new DHCP
addresses. In such cases, the system will attempt to check that both communication and
function are maintained. However, if, during this check, the system determines that either would
be lost because of the change, it will trigger the “Configuration has been rolled back!” alert.
Apply unchecked allows us to avert this by applying pending changes without performing
communication and function checks.

1. Click on the Save & Apply button arrow and the popup, as shown below, will open.

2. Click on Apply unchecked and the dropdown will close, the button label will change to Apply
unchecked, and the button color will change to red as shown below.

3. Asecond click, on the now [aYs]s] Mooy button, will apply the changes and the
Applying configuration changes countdown will initiate.

Configuration / Changes
Legend:

_| Section odded O section removed Option chaonged Option rémoved

# fetc/configiowe
il set e, mCu.shutdown periods"900"

| Cloge | Apply unchecked | -

Figure 25: Configuration/Changes showing applied configuration changes

2.4.5.1 Cancelling Apply Unchecked

To cancel the Apply unchecked button (and revert to the default Save & Apply):
1. Click on the arrow on the Apply unchecked button to display the popup as shown above.

2. Click on Save & Apply. The button’s label will revert to Save & Apply, and the button’s color
will change to blue.

2.4.6 Reset or Revert

Clicking on Reset or Revert will cancel all unapplied changes, clear this list, return on-page
settings to their current values, and leave the current settings and configuration in their present
state.

2.4.7 Overview Page

As previously pointed out above, the top-level menu, the user can see direct links to Device,
Networking, System Settings all listed in the left-hand pane and detailed information and
statistics for each of these pages within the main window. The Logout button function is also
listed at the bottom.
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P HERTIVITY Mission Cortrol

bty Crvery i

Mabwarking

Esf oy TPl 1L inirrd

HOTTOE T Foed podreas Al oddreas AR THTE T

Figure 26: Mission Control — Overview page

The user may need to scroll down the main window to see all that is presented under Overview.
Each of these areas are detailed below.

2.4.7.1 Device

For a detailed summary of the device, view the Device section. Right below is the Modem Status
area for Connection Mode and Connection Status, as well as cellular network information and
other statistics.

b .
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Mission Control
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Figure 27: Mission Control — Device

2.4.7.2 Networking

Clicking on Networking on the left-hand menu, the main window displays detailed information
for DHCP Leases for connected hosts and Interfaces: LAN, WAN, WAN6, WWAN, and Active
Connections.
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Figure 28: Mission Control — Networking

2.47.3 System Settings
Clicking on System Settings on the left-hand menu, the main window displays Admin Tools for:

Override APN

APN (Access Point Name)

LAN IP

Cycle LAN upon WWAN IP change
WAN/LAN Port Mode

Report to Cloud

Automatically Update Firmware
Automatically Update Configuration
Update Firmware

Backup Existing Configuration
Load Configuration from File
Change Password

Factory Defaults
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¢ Vehicle Shutdown Delay
e Expert Configuration
e Reboot

The user has complete access to all these configuration features from this environment without
needing to be in Expert Configuration mode.

Further details on how to use these settings will be discussed later in this document.

Admin Tools

system settings

Chearrlde AFH OHF

AP (Accesa Poing Homa) Aratnat-broadbarsd

L& 1P B IEEHE

Coycle LAN upon WiNAN I8 chaongs Crypcla OFF

WAMLAN Port Rode WAL

Report o Cloyud Reportirg O

dugnmaticolty Updobs Firmreprs Flrrrreors Updots Cin r
Bigomatically Updats Configurotion Ceanf) Update Or

IUadate Firfreara Uplssd Firrrreore

Lood Configurotion from Flis

Chonge Passsord | Change Possword

Foectoery Lhefoulis

Vahicla Shudoer Delay 30 Bacords

Figure 29: Mission Control — System Settings

24.7.4 Logout

The user can log out of Mission Control by clicking on this button. This button is always visible
in either Overview or Expert Configuration Mode located on the lefthand pane towards the
bottom.
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Overview
Device
Networking

DHCP Leases

Interfaces
System Settings
Logout

Refreshing

Misson Control » Working within Mission Control

Figure 30: Logout from Overview mode

W NExTIVITY

Overview

Status
General
Routing
Firewall
System Log
Processes
Channel Analysis
Realtime Graphs
Modem Status

System
Network

Logout

Refreshing

Figure 31: Logout from Expert Configuration
mode
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3 | Basic Configuration Settings

This section details the most frequent configuration settings that typical users need to
make. Most users can simply use this section to complete the most frequent and basic
configuration settings such as password, Wi-Fi, firmware updates, APN, IP address and
others.

W NExTIVITY a1



Basic Configuration Settings » Changing APN (Access Point Name)

3.1 Changing APN (Access Point Name)

By default, the APN (Access Point Name) will automatically detect and configure itself when a
firstnet-broadband or an Enterprise (broadband) SIM is installed. If the user has a custom APN
SIM card, do the following to manually change the APN in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click the drop-down menu next to Override APN and select On.

3. Click on the Save & Apply button at the bottom to confirm the change.

Admin Tools
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Figure 32: System Settings — Override APN

4. Now click the drop-down menu next to APN (Access Point Name) and click inside the
custom field.

5. Correctly type in the APN name associated to the SIM card into the custom field and hit
Enter. Otherwise, it will revert back to its default setting, or pre-configured APN.

6. Click on the Save & Apply button at the bottom to confirm the change.
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Admin Tools
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Figure 33: System Settings — APN (Access Point Name)

7. Give the device a few minutes to successfully regain network connectivity.

8. After the device becomes available, issue a Reboot so the device receives the correct IP
address and any other provisioned network settings. See Section 3.9 for Reboot procedure.

9. To validate the custom IP address associated to your custom APN, navigate to Overview >

Networking and verify the WWAN IPv4 address under Interfaces and make sure it is correct.
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Figure 34: Networking — WWAN IPv4 Address
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3.2 Changing LAN IP Address
By default, the LAN IP address is set to 192.168.113.1. If the user needs to configure this

setting to fit their network enviro

nment, do the following to make the change in Mission Control:

2 Note: In this environment, the system automatically sets a /24 or Class C network
and will provide IP addresses to devices within this range.

1.
2.

Navigate to Overview > System Settings under Admin Tools.

In the LAN IP field, click on the drop-down arrow and click inside the custom field.

Admin Tools

i

wwabem Settings

Crenrride AT
APM LAcoess Polnt Mamesl
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Figure 35:

System Settings — Changing LAN IP Address

Enter the new IP address in the field and hit Enter. Otherwise, it will revert back to its default

setting, or pre-configured IP address.

After clicking on Enter above
temporarily unreachable and
browser address bar will be r
committed.

, a popup window will warn the user that the system will be
that a manual reconfiguration of the URL address in the web
equired to regain access to the device as soon as the change is

192.168.113.1 says

Changing the LAN IP address may render the system temporarily
unreachable. You may need to manually reconfigure your host

system's interface and visit the new address manually.

Figure 36: LAN IP address warning

5. Click on Save & Apply to confirm change.
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6. A Connectivity change popup message will appear, warning the user that current access to
the device will be interrupted if the user proceeds. The user is given options to either Cancel,
Apply with revert after connectivity loss, or Apply and keep settings.

The recwork ccosas b This devics could ba Irtsmapisd By chonging srttinga of e "lon® imisriocs
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Figure 37: Connectivity change popup message

6a. Cancel — will not proceed with committing the change but will keep unapplied changes
pending and take the user back to step 5.

6b. Apply with revert after connectivity loss — will begin to commit the change but the user
will have 90 seconds to regain access to the device using the new IP address.
Otherwise, the setting will automatically revert to the previous setting. Another popup
window (Configuration changes have been rolled back!) will ask the user to select
Dismiss, Revert changes, or Apply unchecked.

= Dismiss — will dismiss this popup window and take the user back to step 5.
= Revert changes — will revert changes and take the user back to step 2.

= Apply unchecked - will commit the change. Skip to step 7.

F'ha device could ot b recchsd within B0 sscorsds oftsr oppiving She pending chonges, shich coussd the configuration to e rodsd bock for sofeby recsora. B you
Bl Thud Thom doe S oo o Vapregers e e e ten ] et e, paes fie erews s Yems besfos deePgae ol aen ggely SR rasby g Coee s 70 s meeesd o e el
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Figure 38: Configuration changes have rolled back! popup message

6c. Apply and keep settings — will commit the change.

7. Give the device a few minutes to successfully regain network connectivity and before
attempting to reconnect to MegaFi 2 via Mission Control or SSH.

2 Note: After proceeding with the LAN IP change, the user will need to retype the new
IP address in the web browser address bar to regain access to the device.
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3.3 Flash/Update Firmware

The user can either use Mission Control or MegaPortal (Nextivity's Cloud portal for MegaFi 2), to
update MegaFi 2's firmware.

Notes:

=

Firmware updates for MegaFi 2 are primarily only supported via MegaPortal. By
default, the device is set to automatically update its firmware whenever there is a
new version available in the cloud. This feature does not necessarily auto-update the
device, but it acknowledges a new update is available and requires some user
intervention to carry out the update. To update the device using MegaPortal, please
refer to the MegaPortal User Guide.

For special needs or requirements, and only with the assistance of Nextivity Support,
a user may update the firmware via Mission Control. To manually update the
firmware for MegaFi 2 via Mission Control, the firmware version-specific BIN file
needs to be obtained from Nextivity Support.

If the user requires an immediate update, do the following to update the device in Mission
Control.

v

Assumption: The user has obtained the appropriate firmware (BIN file) from
Nextivity Support, it is loaded on a computer workstation or laptop, and it is
directly connected to a LAN port on MegaFi 2 or via its Wi-Fi connection.

Note: Uploading an incorrect file can render your device inoperable and may void

warranty.

Navigate to Overview > System Settings under Admin Tools.

Click on the Upload Firmware or Flash image button next to Update Firmware.
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Figure 39: Firmware update — Upload Firmware button
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3. On the pop-up Uploading file... window, click on Browse to locate the firmware file.
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Figure 40: Uploading file... - Browse button

4. The firmware file should be the BIN type file, and, depending on the firmware version, around
40 MB.
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Figure 41: Firmware update — Select the upgrade file

5. Select the firmware file. The Uploading file... window now shows the selected file.

Fome Scesdwoy _Ssausgrods_ 318 Bedn
Hipe G5 i BAH

=3 =0
Figure 42: Firmware update — Uploading the selected upgrade file

6. Click on Upload, and the file will begin to upload.
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Figure 43: Firmware update — Status of upgrade file upload

7. A new pop-up window Flash image? will ask the user to manually verify the checksum
SHA256 value displayed here, with the checksum SHA256 value displayed next to the
firmware file from where it was downloaded. Only continue if the values match.

2 Note: The SHA256 value is unique to each version. In this example, this is the
SHA256 value for firmware version 3.1.6.8.
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Figure 44: Flash image window — Compare checksum and file size with original

! WARNING: If you accidentally try to upload the wrong file to the MegaFi 2 device, a
warning screen will be displayed (see example below). If this happens, STOP - DO
NOT PROCEED. Select Cancel to back out of this operation and avoid "bricking" your
device.
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Figure 45: Flash image window — Image format check failure

8. Click on Continue on Flash image? only after the SHA256 values have been verified to
match.

9. The Flashing... window will display.

I WARNING: “Do not power off the unit until the image flashing is complete.”
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2 Note: The update will take 3-5 minutes.
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Figure 46: Flashing window — message indicating progress of the system flashing process

10. When the image flash is complete, you will be taken back to the login page.
11. Log in to continue.

Notes:

© Current status may initially display No Internet and no signal strength bars. It will
correct itself once the device properly boots up from the upgrade process.

2 Refresh the browser if the device has not gone back to the home screen after 10
minutes and re-login again.

12. Verify that the intended firmware upgrade successfully loaded by looking at the bottom right
of any Mission Control page. Once verified, the firmware update is complete.

(savo 5 Apply | - EGURESES

Powered by SHIELD MegaFi 2 - v3.2.01

Figure 47: Mission Control page showing Firmware Version
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3.4 Backup Existing Configuration

If the user wants to back up an existing configuration, do the following in Mission Control:
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Save to File button next to Backup Existing Configuration.

Admin Tools
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Figure 48: System Settings — Save to File button

3. Atar.gz (tarball) file is created and stored in Downloads. Take note of the date of the file for
future reference if needed.

Dowrioads

| v T Sart = View
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Figure 49: Downloads folder showing downloaded tar.gz file
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3.5 Load Configuration from File

If the user wants to load a backup/saved configuration (i.e., duplicate a configuration file onto
other MegaFi 2 devices or restore a previous configuration file), do the following in Mission
Control:

2 Note: The backup configuration file will bring over the previous password, its Wi-Fi
settings, and all other configuration settings from that MegaFi 2 device it was
created from. Make sure to have a copy of the password and Wi-Fi settings including
SSID names and keys if needed.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Load File button, sometimes referred to as Upload archive... next to Load
Configuration from File.

Admin Tools
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Figure 50: System Settings — Load file button

3. The Uploading file... window pop ups, select Browse to locate the appropriate tarball file and
Open.

Figure 51: Uploading file — Browse to locate file button
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Figure 52: Uploading file and Browse to and select the tarball file

4. The Uploading file... pop-up window shows the file chosen to load. Verify it is the intended
file before selecting Upload to continue with loading the file.

s [ ] oo |
Figure 53: Load Configuration from File — Uploading selected file

5. Inthe Apply backup? pop up window, press Continue at the bottom to proceed with
restoring the backup file and reboot. Otherwise, Cancel to abort the operation.
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Figure 54: Apply backup — Confirmation to continue

6. Give the backup operation 3-5 minutes to finish as it reboots.

! WARNING: Do not power off the device during this time.

W NExTIVITY a4



Basic Configuration Settings » Change Password

3.6 Change Password

If the user requires to change the current password, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Change Password button next to Change Password.

Admin Tools

Figure 55: System Settings — Change Password button

3. The user is automatically put into Expert Configuration Mode and taken to the System >
Router Password page.

Mission Control
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Figure 56: Router Password page — Expert Configuration Mode

4. Enter a new password in the Password field and re-type it in the Confirmation field as well.

2 Note: The device will not accept weak passwords. Password must meet the following
requirements: a minimum length of 10 characters and a randomized complexity of
lowercase letters, uppercase letters, and numbers.
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Figure 57: Router Password page — Enter new password

5. Click on the Save button.
6. Once the change is confirmed by the device, the user will be put back in the Overview page

46
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Basic Configuration Settings » Factory Defaults via Mission Control

3.7 Factory Defaults via Mission Control

If the user wants to return to factory default settings, the user can perform a factory reset to the
MegaFi 2 device in Mission Control as follows:

2 Note: After a factory reset, the MegaFi 2's UUID may need to be reassigned for
Cloud support. If cloud access breaks after a factory reset, contact the support

team at support@nextivityinc.com for further assistance.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Factory Defaults button next to Factory Defaults.

Admin Tools

System Settings
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Figure 58: System Settings — Factory Defaults button

3. A window will pop up and ask the user to confirm the operation. Click OK to continue.

192.168.112.1 says

Do you really want to return settings to factory defaults?

Figure 59: Confirmation to return settings back to factory defaults

4. Give the device 3-5 minutes to complete the operation.
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Basic Configuration Settings » Factory Defaults via Mission Control

5. Once the device recovers, the user will be asked to log in to Mission Control again, using the
default password located on the device’s label or from the LCD display screen.

6. The user will then be asked to accept the EULA agreement and change the default
password.

® To factory default the MegaFi 2 using the DISPLAY button (in case of a forgotten
password), press and hold the DISPLAY button for 20 seconds and release. The
device will take a few minutes to recover, and all settings will now be set to

factory default.
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3.8 Vehicle Shutdown Delay

If the MegaFi 2 device is installed in a vehicle, the user can increase the Vehicle Shutdown
Delay setting up to 2 hours. The default setting is 30 seconds. This ensures that the MegaFi 2
device will stay powered on after the vehicle is shut off and it will continue to provide services
until the timer expires. To change this setting, do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.

2. Click the drop-down arrow to expose the other pre-defined settings and select from 15
minutes, 1 Hour, or 2 Hours.

Admin Tools
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Figure 60: System Settings — Vehicle Shutdown Delay options

3. Click on Save & Apply to confirm the new setting.
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3.9 Reboot

If the user would like to reboot the MegaFi 2, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Reboot button.
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Figure 61: System Settings — Reboot button

3. A pop-up window asks the user to confirm the operation. Click on OK to continue.

192.168.113.1 says

Do you really want to reboot now?

Figure 62: Confirmation message to reboot device

4. Wait for the device to reboot before continuing. The process will take 1 - 5 minutes.
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'O Waoiting for device

Figure 63: Message indicating device is being rebooted

5. The user will be asked to log in again into Mission Control after the device reboots. Click on
the To login... button to do so.

& e il remeied sees the mahertioomion seaskon supdiedl

Figure 64: Prompt to log in after device reboots
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3.10 Wi-Fi Settings
To verify or change current Wi-Fi settings, do the following in Mission Control:
3.10.1 Verify Wi-Fi Settings

To view current Wi-Fi settings, do the following:
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools
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Figure 65: System Settings — Expert Configuration button

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 66: Confirmation message to enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
Network > Wireless.

Overview

Status

Systemn

MNetwork
Interfoces
Wirelezsz
Routing
DHCP and DMS
Diognostics

Firewall

Logout

Figure 67: Navigation pane showing options available in Expert mode — Wireless

2 Note: To view the hidden Wi-Fi Key/Password, click on the * (asterisk) button
next to the Key field to make it visible for either setting. By default, the
key/password is the same for both 2.4 and 5 GHz settings and printed on the
label or on the LCD display screen.
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Figure 68: Wireless Settings — View hidden Keys

5. To make any changes in this page, continue to the next section: Change Wi-Fi Settings.
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3.10.2 Change Wi-Fi Settings

The following options available for WiFi 2.4GHz and 5 GHz Settings are:

Basic Configuration Settings » Wi-Fi Settings

WiFi 2.4 GHz WiFi 2.4 GHz WiFi 5 GHz WiFi 5 GHz
Wi-Fi Setting Settings Settings Settings Settings
(Default) -Other Options (Default) -Other Options
Radio Enabled Enabled Disabled Enabled Disabled
Channel 11 (2462 Mhz) Auto and 157 (5785 Mhz) Auto and
Channels 1-11 Channels 36, 40,
44, 48,149, 153,
157,161
Mode Legacy N AX Legacy, N, and
AC
SSID default SSID default SSID
name on label or name on label or
LCD Display LCD Display
screen screen
Encryption WPA2-PSK WPA2-EAP, WPA3-SAE WPA2-EAP,
WPA3-EAP, WPA3-EAP,
WPA2- WPA2-
EAP/WPAS3-EAP, EAP/WPAS-EAP,
WPA2- WPA2-
PSK/WPA3-SAE, PSK/WPA3-SAE,
WPA3-SAE, and WPA2-PSK, and
Disabled Disabled
Key default key default key
(password) on (password) on
label or LCD label or LCD

To change current

Display screen

Display screen

Table 1: Wi-Fi Settings for 2.4 GHz and 5 GHz

Wi-Fi settings, do the following:

2 Note: If you attempt to make Wi-Fi changes while connected to the device via Wi-Fi,
expect to be disconnected after committing the changes. You will then have to
reconnect to Wi-Fi using the new settings.

1. For settings with a drop-down menu arrow, such as Radio Enabled, click the arrow
and choose the preferred setting from the options.
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Figure 69: Wireless Settings — Selecting Drop-down Menu options

2. For SSID and Key changes, remove/delete or modify the previous setting and enter
the new SSID and/or new and appropriate Key (Must be at least 10 characters long)

into their respective fields.

W wExTIVITY Mission Control

WiFi 2.4 GHz Settings

WiFi & GHz Sattings

Figure 70: Wireless Settings — Modifying SSID and Key fields

3. Click on Save followed by Save & Apply to confirm the change(s).
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2 Note: If the user selects either WPA2-EAP or WPA3-EAP encryption for Wi-Fi 2.4 or 5
GHz settings, the Key option goes away, and the user is presented with the following
new options. Configure these settings as required for your Extensible Authentication
Protocol (EAP) network environment.

e RADIUS Server IP

o Default setting — 192.168.1.200
e RADIUS Server Port

o Default setting - 1812
e RADIUS secret

o Default setting — SecretForAP1
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Figure 71: Wireless Settings — EAP fields
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3.11 NAT vs. Passthrough Mode

The MegaFi 2 device can be set to either NAT (default setting) or Passthrough Mode. In NAT
Mode, the device acts as an intermediary between a local network and the internet, translating
private IP addresses into a single public IP address. This helps enhance security by hiding
internal devices from external networks and allows multiple devices to share a single public IP.
Passthrough Mode disables NAT, meaning the device does not modify IP addresses. It simply
forwards traffic as-is, allowing a connected device (such as a firewall or router) to handle public
IP assignments. Passthrough is often used when another device downstream is managing the
network. Also, in Passthrough Mode, the carrier assigned IP address will be shared with the
device directly connected behind the MegaFi 2 on the LAN 1 port. In some cases, computers
with specific software will require this IP and can be the recipient of the passed through IP
address.

Prior to implementing Passthrough Mode, the user needs to take the following steps:

= Connection to MegaFi 2 Device - the user will need to connect a computer workstation or
laptop with an Ethernet cable to LAN port 1. The user will also need to make sure the
computer is NOT connected to Wi-Fi.

2 Note: Only LAN port 1 is usable and all other LAN ports are disabled in
Passthrough Mode.

= Implement Custom APN/Static IP first — Though not always the case, if the user is using
a custom APN, the user will need to input the custom APN (Section 3.1) first prior to
implementing Passthrough Mode. If the correct IP address does not appear on the device,
please review SIM provisioning with the carrier. If the correct IP address does appear,
then the user may proceed with implementing Passthrough Mode as instructed below.

= Manually refresh the connected computer IP address — Once in Passthrough Mode, the
Mission Control software management interface will briefly be unreachable at
https://192.168.113.1 or whatever LAN IP address it has been configured to until the IP
address is manually refreshed. If this occurs, go to Step 11 below for options to try to
regain connection to Mission Control.

To change between NAT and Passthrough modes, do the following in Mission Control:
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.
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System Settings

Override APN Off -
APN (Access Point Name) broodband

LAN IP 182168131 -
Cycle LAN upon WWAN IP change Cyele OFf -
WAMN/LAM Port Mode WAN -
Report to Cloud Reporting On -
Automatically Update Firmware Firmware Updaote On -
Automatically Updote Configuration Config Update On -
Update Firmware

Bockup Existing Configuration Save to Fle

Lood Configuration from File

Change Paossword

Foctory Defoults

Vehicle Shutdown Delay 30 Seconds -
I Expert Configuration

Figure 72: System Settings — Entering Expert Configuration mode

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 73: Confirmation message to enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration.
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Overview

Status

System
Router Password
Startup
Scheduled Tasks

| Configuration|
GPS Configuration

Network
Logout

Figure 74: Navigation pane showing options available in Expert mode — Configuration

5. Under the Networking area, click on the drop-down arrow and select the desired mode: NAT
Mode (default), or Passthrough Mode from the Passthrough vs NAT (changing causes

reboot) option.
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Figure 75: MegaFi 2 Configuration — Change modes (NAT or Passthrough)

6. A pop-up window will warn the user that temporary access to Mission Control will be lost
after committing to the mode change. After committing to the mode change, the user will
have the option to restore the default configuration by holding the Reset button for 30
seconds if they don’t wish to continue with the mode change. Click OK to continue with the

mode change.
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7.

Basic Configuration Settings » NAT vs. Passthrough Mode

192.168.113.1 says

When you use Passthrough mode, you will not be able to connect to
this Ul again. Hold reset button for 30 seconds to restore default

configuration

Figure 76: MegaFi 2 Configuration — Change modes (NAT or Passthrough)

Click on Save & Apply to confirm the change.

! WARNING: Internet access, wireless connectivity and/or access to the MegaFi 2 will
become disrupted or unavailable after committing the mode change. Please allow 1-
3 minutes for the configuration to apply.

10.

11.

Once Mission Control access is re-established, login again to Mission Control.

It is highly recommended to issue a Reboot (Section 3.9) to make sure the new setting takes
hold. Please proceed with a Reboot at this time.

If the MegaFi 2 is set to Passthrough Mode, and the desired device, such as a firewall or
router or a different computer with special software is to be connected to LAN port 1 on
MegaFi 2 other than the computer used to implement the mode change, follow these added
steps:

10a. Power down both the MegaFi 2 and the device that will interconnect with each other.

10b. Using an Ethernet patch cable, interconnect the MegaFi 2 LAN port 1 interface and the
device’s WAN port. If the device is another computer, connect to its Ethernet port.

10c. Power up both devices.

10d. Ensure that the connected device receives the appropriate IP address. Follow
instructions from the device manufacturer to validate the IP address.

If connectivity becomes an issue to Mission Control, try one of the following actions to
regain access to MegaFi 2:

11a. Refresh the web browser to Mission Control.

11b. Connect an Ethernet cable to an enabled LAN port (LAN port 1 if in Passthrough mode)
on the MegaFi 2 and re-access Mission Control as usual through a web browser.

11c. Manually refresh connected computer IP address by opening a Windows PowerShell,
or Command Prompt window on a PC with local access to MegaFi 2 and enter the
following commands at the prompt:

= ipconfig /release <enter> - this will release the existing IP addresses
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& Windows Powershell

PSS C:\> ipcontig /reloase

Figure 77: Windows PowerShell window - ipconfig /release <enter>

= ipconfig /renew <enter> - this will refresh the IP addresses on the connected
computer.

K wWindows PowerShell

P5S C:\> ipconfig /renew

Figure 78: Windows PowerShell window - ipconfig /renew <enter>

12. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.
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3.12 Band Lock

In certain situations, the user may need to Band Lock to band 14. To do so, do the following in
Mission Control:

2 Note: Before committing to this change, please make sure to validate that band 14
is available in your area as not all areas are equipped for band 14.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

System Settings

Crverride APM Off M
APN (Access Point Name) broadband

LAMN P 192168131 -
Cycle LAN upon WWAN IP change Cycle Off -
WAMN/LAM Port Mode WAN -
Report to Cloud Reporting On -
Automatically Update Firmware Firmware Updaote On -
Automatically Updaote Configuration Config Update On -
Update Firmware

Bockup Existing Configuration Save to Fle

Lood Configuration from File

Change Possword

Foctory Defaults

Vehicle Shutdown Delay 30 Seconds -
I Expert Configuration

Figure 79: System Settings — Expert Configuration button

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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182.168.113.1 says

The Expert configuratson section containg items that may render the

MegaFi inoperatiee and require a factony reset, Please confirm you

want {0 proceed

Figure 80: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration.
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Figure 81: Navigation pane showing options available in Expert mode — Configuration

5. Under the Other area, use the drop-down arrow next to Band Lock to select LTE B14 Only.
Choose the Default Band Configuration option to set back to default setting in which the
device relies on the Network to choose the appropriate band.

Other

Reboot Offline Time (minutes) Disabled b
Band Lock Default Band Configuration “
Restore Configuration rLTE B14 Only

Build Information e Band Configuratio

Figure 82: Band Lock Setting

6. Click on Save & Apply to confirm the change.

7. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.
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3.13 SSH Access

The user-enabled SSH instance (Dropbear) offers SSH network shell access and an integrated
SCP server. Access to SSH on the MegaFi 2 is turned off by default. To enable command line
SSH Access to the device, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

System Settings

Ohwerride APM Off M

APM (Access Point Name) broocdband

LAM IP 182168131 -

Cycle LAN upon WWAN IP change Cyecle Off -

WAMN/LAN Port Mode WAN -

Report to Cloud Reporting On -

Auvtomatically Update Firmware Firmware Updote On -

Automatically Updaote Configuration Config Update On -

Update Firmware

Backup Existing Configuration Sawve to File

Load Configuration from File

Change Password

Factory Defaults

Vehicle Shutdown Delay 20 Seconds -
I Expert Configuration

Figure 83: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Mode. Click OK to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 84: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Mode. Navigate to System >
Router Password > SSH Access.
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Figure 85: SSH Access — add new instance

5. Click on the Add instance button.

6. The Interface field will be pre-populated with the LAN interface by default and is the only
option when needing local access to the device. The other options in the dropdown menu
are wan, wan6, and wwan when remote SSH Access is required.

7. Inthe Port field, change the port number from the default 2022 to 22 (well-known SSH port
for local access) or another port of your choosing that is not being used and hard for
hackers to guess (typical for SSH wan access).

8. Idle Timeout is set to 300 seconds by default. Adjust for more or less time in seconds as
needed.

9. All other settings are not required and are optional.

10. Click on Save & Apply to confirm changes.
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Figure 86: SSH Access — Change port number from 2022 to 22

11. Use your preferred SSH client to access MegaFi 2 on port 22 or whatever port configured
and use root as the username along with the current router password.

© Note: The SSH password will be the same as the Router Password.
12. Optional: If remote SSH Access to the device is required and the device has a custom
static/public IP address, do the following to open the appropriate wan interface:
12a. Within the SSH Access page, click on Add instance.
12b. Choose the appropriate wan interface from the Interface drop-down menu.

= wwan — most typical choice to access SSH from the cellular network
= wan - only select if the device has internet connection through wan port
= wanb — currently not widely used
12c. Choose a port such as 46556 or something similar that is not the typical SSH port 22.

12d. Itis recommended to leave the Idle Timeout set to 300 or less for wan access for
security reasons.

12e. All other settings are not required and are optional.

12f. Click on Save & Apply to confirm changes.
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3.14 GPS Output Configuration
This is where the user can configure GPS settings on MegaFi 2 for a GPS Server, GPS Internal
Reporting, and GPS Output in Mission Control.

e GPS Server - This option provides GPS data to applications or clients that request it
using a predefined server port.

e GPS Internal Reporting — This is how the MegaFi 2 will process GPS data and display it
on-device only. The user can choose the format and the optional NMEA station code or
TAIP ID and Rate. The default format setting is NMEA.

e GPS Output — This most widely used option transmits or shares GPS data to other
systems using a host’s IP address, a port number, a defined format (NMEA or TAIP), and
a TCP/IP connection method using UDP as the protocol of choice. NMEA station code or
TAIP ID and Rate are other options available in this area.

Missicn Control

3PS Output Configuration

Figure 87: GPS Output Configuration page
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3.14.1 GPS Server

To set up the MegaFi 2 to act like a GPS Server where GPS clients can request GPS data from,
do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

System Settings

Crverride APM Off M
APN (Access Point Name) broadband

LAMN P 192168131 -
Cycle LAN upon WWAN IP change Cycle Off -
WAMN/LAM Port Mode WAN -
Report to Cloud Reporting On -
Automatically Update Firmware Firmware Updaote On -
Automatically Updaote Configuration Config Update On -
Update Firmware

Bockup Existing Configuration Save to Fle

Lood Configuration from File

Change Possword

Foctory Defaults

Vehicle Shutdown Delay 30 Seconds -
I Expert Configuration

Figure 88: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 89: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to

System > GPS Configuration > GPS Server.

5. Enter the designated server port number for the GPS Server in the Server Port field, followed

by hitting the Enter button. We entered 21000 in our example below:

bdission Control

G5 Output Configuration

Figure 90: GPS Server Port Configuration

6. Click on Save & Apply to confirm the GPS Server setting.

u/
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3.14.2 GPS Internal Reporting

This section modifies the GPS Internal Reporting format and how it is displayed on MegaFi 2.
To modify these settings, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

System Settings

Crverride APM Off M
APN (Access Point Name) broadband

LAMN P 192168131 -
Cycle LAN upon WWAN IP change Cycle Off -
WAMN/LAM Port Mode WAN -
Report to Cloud Reporting On -
Automatically Update Firmware Firmware Updaote On -
Automatically Updaote Configuration Config Update On -
Update Firmware

Bockup Existing Configuration Save to Fle

Lood Configuration from File

Change Possword

Foctory Defaults

Vehicle Shutdown Delay 30 Seconds -
I Expert Configuration

Figure 91: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 92: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > GPS Configuration > GPS Internal Reporting.

W |ssdon Control

GPS Output Configuration

[20% Carguretizn] F§ Irtermal Regor
et
Logarat

Figure 93: GPS Internal Reporting Configuration

5. NMEA is the default output format. Modify the following as needed for the MegaFi 2 to
display the GPS message on-device.

5a. Output Format — TAIP or NMEA

5b. NMEA station code or TAIP ID (optional) — enter a valid alphanumeric value that is 4
characters long.

5c. Rate (optional) - this parameter is in seconds. Leave as is or enter a rate between 1 -
3600.

W NExTIVITY -



6. Click on Save & Apply to confirm the GPS Internal Reporting settings.

Basic Configuration Settings

GPS Output Configuration

7. To verify the on-device GPS settings, navigate to Overview > System Settings under Admin

Tools.

8. Click on the Expert Configuration button to enter Expert Configuration mode.

9. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK

to continue.

10. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
Status > Modem Status and verify the GPS as shown below for either NMEA or TAIP format.
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Figure 94: On-device GPS NMEA message format
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Figure 95: On-device GPS TAIP message format
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3.14.3 GPS Output

This section will enable the MegaFi 2 to transmit or share GPS data to a host running a GPS
receiver or listener. Do the following to configure a GPS Output in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

System Settings

Crverride APM Off M
APN (Access Point Name) broadband

LAMN P 192168131 -
Cycle LAN upon WWAN IP change Cycle Off -
WAMN/LAM Port Mode WAN -
Report to Cloud Reporting On -
Automatically Update Firmware Firmware Updaote On -
Automatically Updaote Configuration Config Update On -
Update Firmware

ve to File

(QJ:I

Bockup Existing Configuration

Lood Configuration from File

Change Possword

Foctory Defaults

Vehicle Shutdown Delay 30 Seconds -
I Expert Configuration

Figure 96: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 97: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > GPS Configuration > GPS Output.

Mission Controdl

GFS Output Configuration

......

i

Figure 98: GPS Output Configuration — Add output

5. Select Add output and enter the following information:

5a. Host IP Address — The IP address of the workstation or laptop computer running a GPS
client.

5b. Port — can be any network port number from 1024 on, as long as it is not blocked and
not already in use (stay away from well-known port numbers in the range between 0-
1023)
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5c. Output Format — TAIP or NMEA

5d. NMEA station code or TAIP ID (optional) — enter a valid alphanumeric value that is 4
characters long.

5e. TCP/UDP - select UDP (TCP will not work)
5f. Rate - this parameter is in seconds. Leave as is or enter a rate between 1 — 3600.
2 Note: In some cases, and for certain systems to receive the proper GPS data, it is

best practice to enter a value of 1 in this field or the matching rate value set on
the GPS receiver.

GPS Qutput
Hiogt IP Scdrsgs R IESE N304 m
Part ]
Owitpat Formnat TANS w

Spacily MUMEA af TAIP autput
HBJEA gtoticn code cr TAIR ID 1755
TCRADR (= -
Rote

s ol rote scond

ald output
| Save & Aooly | - Jiiewe ] Reset)

Figure 99: GPS Output Configuration — Values for adding new output

Click on Save & Apply to confirm the GPS Output settings.

7. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.

2 Note: Multiple outputs can be configured to transmit and share GPS data to
multiple clients. Just repeat this process as needed.

2 Note: There is a Delete button to the top right of the GPS Output. If the output is no
longer needed, click on the button to delete it followed by clicking on Save & Apply.
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3.15 WAN/LAN Port Mode

The MegaFi 2 has two physical Ethernet ports. By default, the left port labeled WAN/LAN2 is set
to WAN mode. It can be set to function as a second LAN port if desired. To change the port
mode on this port, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the drop-down menu next to WAN/LAN Port Mode and select LAN.

System Settings

Dharricle APM LIr

APM (Ascadd Point Mama) Samitiried fr
LAM 1P W2 EE NI =
Cwche LAN upon WARRHN |P changs Cvche OFF -

| WANALAN Port Mode | WAN -
Report to Cloud m
Autormotically Updote Firmssore
Ay tornatically Updote Configuenotion Canfy Updste On "

Figure 100: WAN/LAN Port Mode options

3. Click on Save & Apply to confirm the WAN/LAN Port Mode setting.

2 Note: The MegaFi 2 is capable of receiving PoE (Power over Ethernet) through the
WAN/LAN2 port. Check the MegaFi 2 User Guide for specifications.
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3.16 LCD Configuration

The MegaFi 2 LCD display screen can be configured for the following settings:

Fixed and Mobile LCD Settings MegaGo 2 LCD
LCD Setting Kit LCD Settings 'g Settings (Default)
- Other Options
(Default)
Screen Portrait Landscape Landscape
Orientation
Detail Level Full Minimal Full
Turn off screen 600 Always off, Always On
after (seconds) Always On,
custom (-1 -
3600)
Switch screen 15 1-60 15
information
(seconds)

Table 2: LCD Screen Settings

To make any changes to the LCD Display screen, do the following in Mission Control.
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.
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-
System Settings

Cremrride APH Ot -
APH LAccass Point Marme) broodbond

LAM IP 2168131 =
Copcle LN upon WWWARN IP changs Lopoha OFF ol
WAMN/LAN Port Mode WAN =
Report to Clowd Reporting On -
Apstarmatically Lipdate Firfrivans FirFrvecers Updote On o
Autonatically Updote Configuration Config Updote On -

Uipdorte Firrrmsecse
Bosckiuip Existing Conflguration

Load Configuraticon from File L= Files

Chonge Possword Choange Possword

Foictory Defoults

Vehicle Shutdown Deloy 30 Saconds #

Expart Conflguration

Figure 104: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed,

Figure 105: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration > LCD Configuration.
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Figure 106: LCD Configuration — default settings

5. For settings with a drop-down menu arrow, click the arrow and choose the preferred setting.
e Screen Orientation — select from Portrait (default) or Landscape
e Detail Level - select from Full (default) or Minimal

e Turn off screen after (seconds) — select from 600 (default), Always off, Always on, or
enter a custom value in seconds between -1 and 3600.

6. To modify Switch screen information (seconds), remove or delete the previous setting
(default is set to 15) and enter a new setting between 1 and 60 in this field, and hit Enter.
Otherwise, it will revert back to its default setting, or pre-configured setting.

7. Click on Save & Apply to confirm the change(s).
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