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Chapter 1

About this document

This document describes features of the AOS-CX network operating system. It is intended for
administrators responsible for installing, configuring, and managing Aruba switches on a network.

Applicable products

This document applies to the following products:

= HPE Aruba Networking 6300 Switch Series (JL658A, JL659A, JL660A, JL661A, JL662A, |L663A, JL664A,
JL665A, JL666A, JL667A, JL668A, IL762A, R8S89A, R8S90A, R8591A, R8592A, SOE91A, SOX44A)

= HPE Aruba Networking 6400 Switch Series (ROX31A, ROX38B, ROX38C, ROX39B, ROX39C, ROX40B,
ROX40C, ROX41A, ROX41C, ROX42A, ROX42C, ROX43A, ROX43C, ROX44A, R0OX44C, ROX45A, ROX45C,
ROX26A, ROX27A, JL741A, SOE48A,SOE48A #0D1, S1T83A, S1T83A #0D1)

What's new in this release

Commands introduced or modified in 10.14.0001

Command Description

actions (NAE-lite) Existing command with new Schedule and Trap actions introduced.

arpi Replaced the ipv4 parameter with the ip parameter. Thei pv4
parameter is deprecated.

arp ip mac Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

class gbp-ip The app-category parameter is introduced to support application-
based roles for IPv4 networks.

class gbp-ipv6 The app-category parameter is introduced to support application-
based roles for IPv6 networks.

clear arp Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

clear dhcp-snooping binding Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

collect egress-vlan New command that configures collect (non-key) fields for a flow record
when in the config-flow-record context.

collect forwarding-status New command that configures collect (non-key) fields for a flow record
when in the config-flow-record context.

dhcp-snooping ... The dhcpv4-snooping, show dhcpv4-snooping, and clear dhcpv4-
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Command Description

show dhcp-snooping ...
clear dhcp-snooping ...

snooping series of commands are deprecated, and are replaced with
dhcp-snooping, show dhcp-snooping and clear dhcp-snooping
commands with similarsyntax and functionality.

eapol-eth-type

New command that configures the Ether-Type for use in frames for
MKA.

erase feature-pack

The reset parameter is introduced, Running the erase feature-pack
reset command will disable all subscription features and stop honor
mode warnings.

fib-optimization evpn-vxlan host-route

Replaced the ipv4 parameter with the ip parameter. Th eipv4
parameter is deprecated.

flow-tracking The track icmp parameter is introduced, enabling tracking of ICMP
flows, in addition to the TCP/UDP flows tracked by default.
flow record Replaced the ipv4 parameter with the ip parameter. The ipv4

parameter is deprecated.

image-location

The allow-unsigned parameter is introduced to allow the download
and deployment of an unsigned container image.

interface tunnel

Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

ipv4|ipv6 flow monitor

rate-limit Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.
show history The all-sessions parameter is introduced.

show ip pim tree-state

This new command displays upstream join states for a specified group
and source address in a VRF.

show ipv6 pim6 tree-state

This new command displays upstream join states for a specified group
and source address in a VRF in an IPv6 network.

show running-config container

Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

show snmp community

The output of this command now displays an error message when the
switch is in SNMPv3-only mode.

show vrrp

Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

snmp-server community

Replaced the ipv4 parameter with the ip parameter. Th eipv4
parameter is deprecated.

snmp-server host

Notification-typeis added to SNMP trap receivers. Now, you can select
which traps are sent to each trap receiver.

system private-vlan share-hw-
resource

In the PVLAN default mode, there is now no limit on the number of
secondary ports configured. In this mode, multiple trunk ports
configured as secondary ports can share the hardware resources.
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Command Description

transport-protocol Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

vlan protocol Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

vIrp Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

Command Description

area (ospf) The supported <process-ID> parameter range is
redistribute expanded from 1-63 to 1-65535.

clear ip ospf neighbors

clear ip ospf statistics

show ip ospf border-routers
show ip ospfinterface

show ip ospf Isdb

show ip ospf routes

show ip ospf statistics

show ip ospf statistics interface
show ip ospf virtual-links

area

clear ipv6 ospfv3 neighbors
clear ipv6 ospfv3 statistics
redistribute
reference-bandwidth
retransmit-interval

router-id

show ipv6 ospfv3

show ipv6 ospfv3 border-routers
show ipv6 ospfv3 interface
show ipv6 ospfv3 neighbors
show ipv6 ospfv3 routes

show ipv6 ospfv3 statistics
show ipv6 ospfv3 statistics interface
show ipv6 ospfv3 virtual-links
redistribute

redistribute

redistribute

Latest version available online

Updates to this document can occur after initial publication. For the latest versions of product
documentation, see the links provided in Support and Other Resources.

Command syntax notation conventions

Convention

example-text Identifies commands and their options and operands, code examples,
filenames, pathnames, and output displayed in a command window. Items
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Convention Usage

that appear like the example text in the previous column are to be entered
exactly as shown and are required unless enclosed in brackets ([ 1).

example-text In code and screen examples, indicates text entered by a user.
Any of the following: Identifies a placeholder—such as a parameter or a variable—that you must
B <example-text> substitute with an actual value in a command or in code:

< le-text> s . .
crampretes ® For output formats where italic text cannot be displayed, variables

are enclosed in angle brackets (< >). Substitute the text—including
the enclosing angle brackets—with an actual value.

® For output formats where italic text can be displayed, variables
might or might not be enclosed in angle brackets. Substitute the
text including the enclosing angle brackets, if any, with an actual
value.

B example-text

® example-text

Vertical bar. A logical OR that separates multiple items from which you can
choose only one.

Any spaces that are on either side of the vertical bar are included for
readability and are not a required part of the command syntax.

{ ) Braces. Indicates that at least one of the enclosed items is required.
[ ] Brackets. Indicates that the enclosed item or items are optional.
..or Ellipsis:

® |n code and screen examples, a vertical or horizontal ellipsis indicates an
omission of information.

® |n syntax using brackets and braces, an ellipsis indicates items that can be
repeated. When an item followed by ellipses is enclosed in brackets, zero
or more items can be specified.

About the examples

Examples in this document are representative and might not match your particular switch or
environment.

The slot and port numbers in this document are for illustration only and might be unavailable on your
switch.

Understanding the CLI prompts

When illustrating the prompts in the command line interface (CLI), this document uses the generic term

switch, instead of the host name of the switch. For example:
switch>

The CLI prompt indicates the current command context. For example:
switch>

Indicates the operator command context.
switch#

Indicates the manager command context.
switch(CONTEXT-NAME)#
Indicates the configuration context for a feature. For example:

About this document



switch (config-if)#
Identifies the interface context.

Variable information in CLI prompts

In certain configuration contexts, the prompt may include variable information. For example, when in

the VLAN configuration context, a VLAN number appears in the prompt:
switch (config-vlan-100) #

When referring to this context, this document uses the syntax:
switch (config-vlan-<VLAN-ID>) #

Where <VLAN-ID> is a variable representing the VLAN number.

Identifying switch ports and interfaces

Physical ports on the switch and their corresponding logical software interfaces are identified using the
format:
member/slot/port

On the 6300 Switch Series

® member: Member number of the switch in a Virtual Switching Framework (VSF) stack. Range: 1 to 10.
The primary switch is always member 1. If the switch is not a member of a VSF stack, then member is
1.

® s/ot: Always 1. This is not a modular switch, so there are no slots.
® port: Physical number of a port on the switch.

For example, the logical interface 1/1/4 in software is associated with physical port 4 on member 1.

On the 6400 Switch Series

= member: Always 1. VSF is not supported on this switch.

® s/ot: Specifies physical location of a module in the switch chassis.
°© Management modules are on the front of the switch in slots 1/1 and 1/2.
° Line modules are on the front of the switch starting in slot 1/3.

® port: Physical number of a port on a line module.

For example, the logical interface 1/3/4 in software is associated with physical port 4 in slot 3 on
member 1.

Identifying modular switch components

= Power supplies are on the front of the switch behind the bezel above the management modules.
Power supplies are labeled in software in the format: member/power supply:

° member: 1.
o power supply: 1 to 4.
® Fans are on the rear of the switch and are labeled in software as: member/tray/fan:
° member: 1.
° tray:1to4.
° fan:1to4.
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Fabric modules are not labeled on the switch but are labeled in software in the format:
member/module:

° member: 1.
° member: 1 or 2.
The display module on the rear of the switch is not labeled with a member or slot number.

About this document



Chapter 2
Introduction to the AOS-CX CLI

CLI access

Access the CLI through the following interfaces:

Console port

Connect the management port on the switch to your computer using a serial cable and then use
terminal emulation software to reach the switch from the computer. Typically, the console port is
used when first installing the switch and performing initial configuration tasks.

On switches that support active and standby management modules, there is a console portis on
each management module. Connect to the console port on the active management module.

Management port (out-of-band connection)

Connect the management port on the switch to your network, and then use SSH client software to
reach the switch from a computer connected to the same network. This requires that a DHCP server
is installed on the network.

On switches that support active and standby management modules, connect the management port
of the active management module to the network.

In the switch factory default state, the management port and SSH on the management VRF (mgmt)
are enabled.

Data port (in-band connection)

Connect a data port on the switch to your network, and then use SSH client software to reach the
switch from a computer connected to the same network. Management traffic ingresses and egresses
switch data ports with rest of the traffic on the network, therefore it can be affected by traffic
congestion and other issues impacting the network.

Getting CLI help

To show the available commands that you can execute in the current command context, enter the ?
symbol.

For example:

switch# ?

boot Reboot all or part of the system
checkpoint Checkpoint information
switch#

The ? symbol does not display on the screen when you enter it.

The commands that are available to you depend on your authority and the command context. In a given
command context, you can only list and execute the commands available in that context.
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To show the available parameters for a command, enter the command followed by a space and then
enter the ? symbol.

For example:

switch (config)# access-list ?

all All access-lists

ip Internet Protocol v4 (IPv4)

ipv6 Internet Protocol v6 (IPv6)
log-timer Set ACL log timer length (frequency)
mac Ethernet MAC Protocol

switch (config) # access-list

After the CLI displays the information, it automatically displays the text you entered before you entered
the ? symbol.

If there is no <er> symbol at the end the command help output, the command is not complete as
displayed. You must specify one of the listed parameters.

The <cr> symbol alone in the command help output indicates that there are no additional parameters
and that you must press the enter key to complete the command. For example:

switch# list ?
<cr>
switch# list

The <er> symbol at the end of the command help output indicates that the parameters preceding the
<cr> are optional and you can enter the command as is displayed. For example:

switch# configure ?
terminal Configuration terminal (default)
<cr>

switch# configure

To show information about a parameter for a command, enter the command and parameter followed
by a space, then enter the ? symbol.

For example:

switch (config) # access-list log-timer ?
<30-300> Specify value (in seconds)
default Default value (300 seconds)

switch(config)# access-list log-timer

Authority levels

In command descriptions, the authority level indicates the user role that is required to execute a
command:

Administrators

Users with the role: administrators
Users with administrator rights can execute any command.

Operators
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Users with the role: operators.
Users with operator rights can execute commands in the operator context (>) only.

Auditors

Users with the role: auditors.
Users with auditor rights can execute commands in the auditor context (auditor>) only.

Local user group members with execution rights for a command

You can create up to 29 user-defined local user groups on the switch. Each group can be defined to
allow execution of up to 1024 specific CLI commands.

Command contexts

The command context determines the following:

= Which parts of the switch can be managed
= Which commands are available to users with the appropriate authority

Command contexts have a parent-child tree structure in which contexts might themselves contain
nested contexts.

Operator context (>)

The operator context enables you to execute commands to view—but not change—the configuration.
The operator context requires the least user privilege to execute commands.
In command descriptions, this context is listed as: Operator (>)

Switch prompt example

switch>

Authority

Operators or Administrators

Showing the available commands in this context

At the command prompt, enter the ? symbol.

Navigating to the operator context (>)

To navigate to the operator command context (>), do one of the following:

® Log in to the switch CLI with a user ID that has the operator-group role.
= From the manager context (#), enter the disable command.

Auditor context

When you log in to the switch as user with auditor rights, you have access to the auditor command
context only.

Users with auditor rights have access to a limited set of commands. for more information about
auditors, see the Security Guide for your switch and software version.

Switch prompt example
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auditor>

Showing the available commands in this context

At the command prompt, enter the ? symbol.

Manager context (#)

From the manager context (#), you can execute commands that do not require saving changes to the
configuration.

In command descriptions, this context is listed as: Manager (#)

Switch prompt example
switch#

Authority

Administrators or local user group members with execution rights for this command.

Showing the available commands in this context

At the command prompt, enter the ? symbol.

Access to manager context commands from descendant contexts

The do command enables you to access commands from the manager context while you are in a child
or descendent context, such as config or config-if.

For example, to execute the clear command from the config context, enter the following: do clear.

The show command can be executed from configuration contexts as well as the manager context, so
using the do command with the show command is deprecated. Support for do show might be
discontinued in a future software release.

Navigating to the manager context (#)
To navigate to the manager command context (#), do one of the following:
® Log in to the switch CLI with a user ID that has the administrators role.

® From the operator context (>), enter the enable command.
You must have administrator authority to enter the enable command.

switch> enable
switch#

From the configuration context (config), enter either the exit or the end command.
For example:

switch (config)# exit
switch#

® From any child or descendent context, enter the end command.
For example:
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switch (config-vlan-100)# end
switch#

Global configuration context (config)

From the global configuration context (config), you can execute commands that change the
configuration of the switch.

In command descriptions, this context is listed as: config

Switch prompt example
switch(config)#

Authority

Administrators or local user group members with execution rights for this command.

Showing the available commands in this context

At the command prompt, enter the ? symbol.

You can use the do command to execute some manager context commands—such as the clear command—from
— the global configuration context.

Navigating to the config context

To navigate to the config command context, do one of the following:

= From the manager context (#), enter the configure terminal command:

switch# configure terminal
switch (config) #

® From a child configuration context, enter the exit command.
For example:

switch(config-vlan-100) # exit
switch (config) #

Other configuration command contexts
All other configuration command contexts are descendants of the global configuration command
context (config).

From these command contexts, you can execute commands that apply to that specific context, such as
an interface or a VLAN.

Switch prompt examples

= switch(config-if)#
= switch(config-router)#
= switch(config-vlan-100)#
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Authority

Administrators or local user group members with execution rights for this command.

Showing the available commands in this context

At the command prompt, enter the ? symbol.

Support for ra nge contexts
On the 6400 Switch Series, interface identification differs.

Some switch features enable you to use a single command to apply configuration settings to multiple
items. You specify the multiple items by creating a type of command context called a range context.
Then you can execute commands that are applied to every item in the range. For example:

switch (config)# interface 1/1/1-1/1/5
switch(config-if-<1/1/1-1/1/5>)# no shutdown

You can use a range context to specify multiple items for the following:

Physical interfaces

= Command example: interface 1/1/1-1/1/8,1/1/10,1/1/12
® Switch prompt example: switch(config-if-<1/1/1-1/1/8,1/1/10,1/1/12>)#

LAG interfaces

® Command example: interface lag 1-10
= Switch prompt example: switch(config-if-lag-<1-10>)#

Loopback interfaces

= Command example: interface loopback 1-10
® Switch prompt example: switch(config-if-loopback-<1-10>)#

VLAN interfaces

= Command example: interface vlan 1,2,3-6
® Switch prompt example: switch(config-vlan-if-<1,2,3-6>)#

VLANSs

® Command example: vlan 1-10,15,20-25
= Switch prompt example: switch(config-vlan-<1-10,15,20-25>)#

Commands entered in a range context are applied to each item in the range individually:

® Each item in the range has its own entry in the output of show running-config commands.

For example, you can configure a range of interfaces as follows:

switch (config)# interface 1/1/1-1/1/5
switch(config-if-<1/1/1-1/1/5>)# no shutdown

In the output for the show running-config command, the interfaces are displayed individually:
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switch(config-if-<1/1/1-1/1/5>)# show running-config
Current configuration:

interface 1/1/1

no shutdown
interface 1/1/2

no shutdown
interface 1/1/3

no shutdown
interface 1/1/4

no shutdown
interface 1/1/5

no shutdown

switch (config-if-<1/1/1-1/1/5>)#

= [fyou specify a range context for interfaces, you cannot execute commands that create a context
within the range context. For example, you cannot execute the vrrp command from an interface
range context, even though you can execute the command from the config-if context for a single
interface.

® [f error is encountered during the execution of a command for an item in the range, the error
message returned includes a prefix that identifies the item to which the error applies. However
command execution does not stop until the command is attempted on all the items in the range.

For example, attempting to set an IP address in a range context of loopback interfaces results in the
IP address being applied to the first loopback interface in the range, but results in errors for the
subsequent interfaces:

switch(config)# interface loopback 1-4

switch (config-loopback-if-<1-4>)# ip address 10.1.11.11/24

[loopback2] Overlapping networks observed for "10.1.11.11/24". Please configure
non overlapping networks.

[loopback3] Overlapping networks observed for "10.1.11.11/24". Please configure
non overlapping networks.

[loopback4] Overlapping networks observed for "10.1.11.11/24". Please configure
non overlapping networks.

switch (config-loopback-if-<1-4>)# show running-config | begin 4 "loopback 1"
interface loopback 1
ip address 10.1.11.11/24
interface loopback 2
interface loopback 3
interface loopback 4

® The range context is created only if every item in the range is successfully created or already exists in
configuration. If an error occurs during the creation of an item in a range, the items that are created
successfully are added to the configuration, but the range context is not created. The switch prompt.
For example, in the following sequence:

1. VLANs 1 through 100 are created successfully, so the switch prompt reflects the range of
VLANSs: switch(config-vlan-<1-100>)#

2. The command interface vlan 95-105 fails for VLANs 101 through 105, so the range context is
not created and the switch prompt remains in the global configuration context: switch
(config)#

3. The configuration includes all the VLANs and VLAN interfaces that are created successfully.
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switch (config) # vlan 1-100

switch(config-vlan-<1-100>)# exit

switch (config)# interface vlan 95-105

VLAN 101 should be created before creating interface VLAN1O01.
VLAN 102 should be created before creating interface VLAN102.
VLAN 103 should be created before creating interface VLAN103.
VLAN 104 should be created before creating interface VLAN104.
VLAN 105 should be created before creating interface VLAN105.
switch(config)# show running-config

Current configuration:

vlian 1-100

interface vlan95

interface vlan96

interface vlan97

interface vl1an98

interface vlan99

interface vlanl00

switch (config) #

= |f the no form of the command can be used to remove an item from the configuration, you can use a
range context with the no form of the command to remove multiple items from the configuration.

For example, you can remove VLANs 95 through 100 from the configuration by entering: no vlan
95-100

Rules for ra nge contexts
For interfaces that use the member/slot/port notation, items in the range must be specified in
ascending order.

Contiguous items in the range are represented by the smallest and largest values separated by a
hyphen.

For example:

Command: interface 1/1/1-1/1/8

Switch prompt: switch(config-if-<1/1/1-1/1/8>)#

Command: vlan 1-10

Switch prompt: switch(config-vlan-<1-10>)#

Noncontiguous items in the range must be separated by commas.
For example:

Command: interface 1/1/1-1/1/8,1/1/10,1/1/12

Switch prompt: switch(config-if-<1/1/1-1/1/8,1/1/10,1/1/12>)#
Command: vlan 1-10,15,20-25

Switch prompt: switch(config-vlan-<1-10,15,20-25>)#

The switch prompt is truncated to 50 characters.

Command history

You can use the up arrow key or Ctrl+P to display the previous command in the session history, if any.
You can use the down arrow key or Ctrl+N to display the next command in the session history, if any.
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You can use the show history command to show a numbered list of the commands executed during
this session. You use the command numbers to specify commands to repeat using the repeat
command. The show history and repeat commands are not saved in the history buffer.

The commands saved in the history command buffer are in the same format in which you entered the
commands. If you enter an incomplete command, the command saved in the history command buffer is
also an incomplete one.

If you execute the same command repeatedly, the switch saves only the earliest record. However, if you
execute the same command in different formats, the switch saves them as different commands.

For example, if you execute the show startup-config command repeatedly, the system saves only one
command in the history command buffer. If you execute the command in the format of show start and
show startup respectively, the system saves them as two commands.

Command completion

The CLI supports both command abbreviation and command completion:

= |fyou enter enough letters to match a valid command, the CLI accepts the command.

For example, you can enter con instead of configure to navigate from the manager context to the
global configuration context.

switch# con
switch (config) #

= |f you enter part of a command word and then the press the Tab key, one of the following occurs:

o If you have entered enough letters to match a valid command, the CLI displays the remainder of
the word.

o If you have not entered enough letters to match a valid command, the CLI does not complete the
command.

If you press the Tab key a second time, the CLI displays commands that match the letters you
entered.

For example:

switch (config)# cl
class clear clock
switch (config)# cl

= |f you press the Tab key twice after a completed word, the CLI displays the command options.

For example, if you enter the word clock followed by a space and then press the Tab key twice, the
CLI displays the commands available in that command context that start with that word, and then
displays the prompt—including the characters you entered—enabling you to complete the
command without retyping.

switch (config) # clock
date datetime time timezone
switch (config)# clock

Pipe (|) support in show commands
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The pipe (]) command is a CLI session command that filters the output of show show commands
according to the criteria specified by the parameter include, exclude, count, begin, or redirect.

The pipe (|) command is supported for use with the show command only.

® You can use multiple pipe commands with a single show command.
For example: show running-config | include "vlan" | exclude "vlan2" | count

® You can use the pipe command with the page command.
= Command completion by pressing the Tab key is not supported for pipe commands.

Command syntax notation conventions

Convention Usage

example-text

Identifies commands and their options and operands,
code examples, filenames, pathnames, and output
displayed in a command window. Items that appear like
the example text in the previous column are to be
entered exactly as shown and are required unless
enclosed in brackets ([ 1).

example-text

In code and screen examples, indicates text entered by a
user.

Any of the following:
B <example-text>
B <example-text>
B example-text

® example-text

Identifies a placeholder—such as a parameter or a
variable—that you must substitute with an actual value in
a command or in code:

®  For output formats where italic text cannot be
displayed, variables are enclosed in angle brackets (<
>). Substitute the text—including the enclosing angle
brackets—with an actual value.

®  For output formats where italic text can be displayed,
variables might or might not be enclosed in angle
brackets. Substitute the text including the enclosing
angle brackets, if any, with an actual value.

Vertical bar. A logical OR that separates multiple items
from which you can choose only one.

Any spaces that are on either side of the vertical bar are
included for readability and are not a required part of the
command syntax.

Braces. Indicates that at least one of the enclosed items
is required.

Brackets. Indicates that the enclosed item or items are
optional.

.. or

Ellipsis:

® |n code and screen examples, a vertical or horizontal
ellipsis indicates an omission of information.

® |n syntax using brackets and braces, an ellipsis
indicates items that can be repeated. When an item
followed by ellipses is enclosed in brackets, zero or
more items can be specified.
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Chapter 3

Service OS CLI commands

boot

boot

Description

Presents you with the boot menu prompt. You can then specify which boot profile: primary, secondary,
or Service OS console.

Example

Presenting the boot menu prompt:

SVOS> boot

ServiceOS Information:

Version: FL.01.07.0002-internal

Build Date: 2020-09-03 10:38:03 PDT

Build ID: ServiceOS:FL.01.07.0002-internal:1a017598b673:202009031038
SHA: 1a017598b6738448ef679175712e022a966eca88

Boot Profiles:

0. Service 0OS Console

1. Primary Software Image [FL.10.06.0001]

2. Secondary Software Image [FL.10.08.0000-308-gcfbc0e3]

Select profile(primary) :

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.
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cat

cat <FILENAME/DIRECTORY-NAME>

Description

Prints the contents of a file to the console. The Service OS does not allow command output redirection,
so this command is only useful for reading short text files.

Parameter Description
<FILENAME/DIRECTORY-NAME> Shows the contents of the specified file or directory.
Example

Showing the contents of /nos/hosts:

SVOS> cat /nos/hosts
127.0.0.1 localhost.localdomain localhost

SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

L EEENE Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms ServiceOS (sv0Ss>) Administrators or local user group members with execution rights
for this command.

cd path

cd path

Description

Changes the current working directory.

Example

Changing the current working directory:

cd /
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For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

config-clear

config-clear

Description

Configures the switch to set all configuration settings to factory default when the switch is restarted. The
next time the switch starts, the current startup-config is renamed to startup-config-fixme, and a new
startup-config is created with factory default settings.

Using this command is not the same as performing zeroization, which securely erases the entire primary storage
— and other devices, and not just the configuration.

Example

Configuring the system to clear the switch configuration:

SVOS> config-clear
The switch configuration will be cleared.

Continue (y/n)? y

The system has been configured to clear the startup-config on the next
boot. Please execute the 'boot' command to complete this action.

SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History
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Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

cp [options] <SOURCE-FILENAME/SOURCE-DIRECTORY> <DESTINATION-FLENAME/DESTINATION-
DIRECTORY>

Description

Copies files or directories.

Parameter Description

[options] Selects the options for the command.
-d,-P Specifies the preservation of symlinks (default if -
R).
-a Same as -dpR.
R,-T Specifies recursiveness, all files, and subdirectories
are copied.
-L Specifies the following of all symlinks.
-H Specifies the following of symlinks on command
line.
-p Specifies the preservation of file attributes if
possible.
-f Specifies the overwriting of a file or directory.
-i Specifies the prompting before an overwrite.
-1,-s Specifies the creation of (sym) links.
<SOURCE-FILENAME/SOURCE-DIRECTORY> Specifies the name of the source file or directory.
<DESTINATION-FLENAME/DESTINATION-DIRECTORY> Specifies the name of the destination file or
directory.
Example

Copying /home/customers directory to the /home/clients directory:

SVOS> cp /home/customers /home/clients
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For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

du

du [options] <FILENAME/DIRECTORY-NAME>...

Description

Shows estimated disk space used for each file or directory or both.

Parameter Description

[options] Selects the options for the command.
-a Show file sizes.
-L Shows all symlinks.
-H Shows symlinks on a command line.
-d, N Shows limited output to directories (and files with -a) of depth less
than N.
-c Shows the total disk space usage of all files or directories or both.
-1 Shows the count sizes if hard linked.
-s Shows only a total for each argument.
-x Does not show directories on different file systems.
-h Show sizes in human readable format (1K, 243M, and 2G).
-m Show sizes in megabytes.
-k Show sizes in kilobytes (default).
<FILENAME/DIRECTORY-NAME> Specifies the file or directory or both for displaying a size estimate.
Example
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Estimating disk space for the /nos directory:

SVOS> du -ah /nos
196.4M /nos/primary.swi
196.4M /nos

SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier ‘ --

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

erase zeroize

Description

Securely erases any user data contained on the SSD or other storage devices on the management
module.

Back up all data before running this command or all user/config data will be lost.

Usage

Use this command to securely erase all customer data and restore the software environment to factory
default. When you issue this command:

Saftware images are copied to RAM to be restored on completion.
Allbits undergo a 0>1>0 transition to completely zeroize data. This data is not recoverable.

THs feature can be used to remove all configuration settings or system alterations for debugging or
troubleshooting.

Thee zeroization process takes approximately two minutes.

All logs and data are lost in the zeroization process. Best practices is to collect all applicable data before
performing zeroization.
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Example

Erasing user data:

SVOS> SVOS> erase --help
Usage: erase zeroize

Securely erases storage devices on the management module.
SVOS>

SVOS> erase zeroize

FHAH A H AR AR HHHHWARNINGH # S S H S 4H
This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
switch unavailable until the zeroization is complete.

This should take several minutes to one hour to complete.

S VN SVNBRN(CE R R R i i i i

Continue (y/n)? y
reboot: Restarting system

ServiceOS Information:
Version: FL.01.07.0002-internal
Build Date: 2020-09-02 11:53:34 PDT
Build ID: ServiceOS:FL.01.07.0002-internal:1a017598b673:202009031038
SHA: 1a017598b6738448ef679175712e022a966eca88

#HHEFHFHFHFEAFHEHS Preparing for zeroization ########F#FHEFEHS

Hh#4HH A HHHEEE Storage zeroization ####FHEHHFHFHESHESESSS
#hAHFH S 4 HEES WARNING: DO NOT POWER OFF UNTIL  ########4#

AR ZEROIZATION IS COMPLETE ##########
#H##HHHHAH#H#AHS This should take several minutes #########4
#HEFHHFHFHFHEHFAHFF to one hour to complete FHEHHHEHHS

FHEFHFHHHH S Restoring files ###########FHFHHHHHHHHHHHHS

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

exit
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exit

Description

Logs the user out from the svos> prompt.

Example

Loging the user out from the svos> prompt:

SVOS> exit
(C) Copyright 2024 Hewlett Packard Enterprise Development LP

RESTRICTED RIGHTS LEGEND
Confidential computer software. Valid license from Hewlett Packard Enterprise
Development LP required for possession, use or copying. Consistent with FAR
12.211 and 12.212, Commercial Computer Software, Computer Software
Documentation, and Technical Data for Commercial Items are licensed to the
U.S. Government under vendor's standard commercial license.

To reboot without logging in, enter 'reboot' as the login user name.

ServiceOS login:

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms ServiceOS (sv0s>) Administrators or local user group members with execution rights
for this command.

format
format

Description

Configures the primary storage device with the correct partition and file system formatting. This
command removes all pre-existing data on the primary storage device.

Example

Configuring the primary storage device with the correct partition and file system formatting:
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SVOS> format

FHAFHHHH AR HHHHFHHWARNINGH ####HH S HHH S HHH 44
The following action will cause all data on
the primary storage device to be lost. After
formatting has completed, a reboot will be
initiated to complete storage initialization.
HHAHHHHHHHHFHHHHHHWARNINGH S H S HHHHHHHH4

Continue? (y/n): y

Working...This may take a few minutes...

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

identify
identify
Description

Prints the version and serial number information of hardware devices on the management module (for
example, FPGAS, PLDs).

Example
Output from a 6400/6300 switch:

SVOS> identify

mc svos primary : FL.01.05.0001
mc svos secondary : FL.01.05.0001
mc uboot single : FL.01.0001

mc uboot capsule : FL.01.0001

mc pmc_single : Ox4

mc pmc_primary : 0x4

mc pmc_secondary : 0x4

mc mcb_single : 0x6

mc mcb primary : 0x6

mc mcb secondary : 0x6

mc mcb factory : 0x3
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mc ledpld single : 0x4

mc ledpld primary : 0x4
mc ledpld secondary : 0x4
mc tpm : 0x102420E

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms ServiceOS (sv0s>) Administrators or local user group members with execution rights
for this command.

ip
ip {show | dhcp | disable | addr <ADDR-NETMASK-GATEWAY>}
Description

Shows or configures the port with a static IP address (IPv4 only) or enables the DHCP client on the port.
An address is set only if a DHCP server is available to provide one.

Parameter Description

{show | dhcp | disable | addr <ADDR-NETMASK-GATEWAY>} Selects the options for the OOBM

port.

show Shows the OOBM port.

dhcp Configures the port with a DHCP
address.

disable Disables the OOBM port.

addr <ADDR-NETMASK-GATEWAY> Configures the port with a static IP
address (IPv4 only). Specify address,
netmask, and gateway as A.B.C.D.

Example
Configuring the port with a DHCP IP address:
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SVOS> ip dhcp

SVOS> ip show

Interface : Link Up

IP Address : 10.0.26.17
Subnet Mask: 255.255.252.0
Gateway : 10.0.24.1

SVOS> ip disable
SVOS> ip show
Interface : Disabled
SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 ServiceOS (svos>) Administrators or local user group members with execution rights
6400 for this command.

Is

1ls [<OPTIONS>] [<FILE-NME>]

Description

This command lists directory contents.

Parameter Description

<OPTIONS> Specifies options for the command.
-1 Shows one-column output.
-a Shows entries which start with a period (.).
-A Shows output similar to -a, but excludes a period (.) and a

double period (..).

-C Shows output list by columns.
-x Shows output list by lines.
-d Shows listing of directory entries instead of contents
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Parameter Description

-L Follows symlinks.

-H Follows symlinks on the command line.

-R Recurse.

-p Appends a slash (/) to directory entries.

-F Appends an indicator to entries. An indicator can be as an

asterisk (*) or slash (/) or equal sign (=) or at sign (@) or pipe

(-

-1 Shows the output in a long listing format.

-i Shows the list inode numbers.

-n Shows a list of numeric UIDs and GIDs instead of names.
-s Shows a list of allocated blocks.

-e Shows in one column a list with the full date and time.

-h Shows list sizes in human readable format (1K, 243M, 2G)

with a one-column output.

-r Shows in one column a sort in reverse order.

-S Shows in one column a sort by size.

-X Shows in the output sort by extension.

-v Shows in one column a sort by version.

-c With -1, it shows a sort in one column by ctime.

-t With I, it shows a sort by mtime.

-u With -l, sort by atime.

-c With I, it shows a sort in one column by ctime

-w <N> Assumes that the terminal has the number of columns wide

as specified by <N>.

--color[={always | never | auto}] Controls color in the output.
<FILE-NAME> Specifies the name of the file to list.
Example

Listing directory contents:

SVOS> 1ls -la /nos

drwxr-xr—-x 30 0 4096 Nov 21 03:19
drwxr-xr-x 11 0 0 220 Nov 21 03:21
drwx———-——— 2 0 0 16384 Nov 21 03:20 lost+found
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—YWXY—XTr—X 10 0
SVOS>

205957424 Nov 21 03:19 primary.swi

— your switch model.

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for

Command History

Release

Modification

10.07 or earlier

Command Information

Platforms Command context

Authority

All platforms ServiceOS (SV0S>)

Administrators or local user group members with execution rights
for this command.

md5sum

mdS5sum [-c¢c | -s | -w] [<FILE-NAME>]

Description

This command computes and checks the MD5 message digest.

Parameter Description

[-c | -s | -w] Selects the options for the command.

-c Specifies to check the sums against the list in files.

-s Specifies not output anything, status code shows success.

-w Specifies to warn about improperly formatted checksum lines.
<FILE-NAME> Specifies the file name to run the checksum against.

Example

Computing and checking the MD5 message digest for /nos/primary.swi:

SVOS> md5sum /nos/primary.swi

93ffc89e7ec357854704d8e450c4b7ab /nos/primary.swi

SVOS>

— your switch model.

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
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Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

mkdir

mkdir [-m | -p] [<DIRECTORY-NAME>]

Description

This command makes directories.

Parameter Description

[-m | -p] Specifies the options for the command.
-m Specifies the mode.
-p Specifies to make parent directories as needed with no errors for

pre-existing directories.

<DIRECTORY-NAME> Specifies the directory to create.

Example
Making the dir directory:

SVOS> mkdir dir

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

mount

mount <DEVICE>

Description

This command mounts the SSD partitions to the following locations: /coredump, /logs, /nos, /selftest,
and mounts the USB device to /mnt/usb.

Users can mount USB flash drives formatted as either FAT16 or FAT32 with a single partition.

Parameter Description

<DEVICE> Specifies the device to be mounted. Supported device options
include a11 and usb

Examples
Mounting all of the SSD partitions:

SVOS> mount all
SVOS> mount usb

— For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

mv
mv [-f | -1 | -n] <TARGET-DIRECTORY>
Description

This command moves (renames) files.
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Parameter Description

-f Specifies not to prompt before overwriting.

-i Specifies to prompt before overwriting.

-n Specifies to not overwrite an existing file.
Example

Moving the file named myfile:

SVOS> mv myfile

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

password (svos)

password

Description

Sets the admin user account password for both Service OS and AOS-CX once the user boots into AOS-CX
and saves the configuration. This will overwrite the previous password if one exists. User input is
masked with asterisks.

This command is not available if enhanced secure mode is set.

Example

Setting the admin account password:

SVOS> password

Enter password:*xk*xkkxx*
Confirm password:****xkx%x
SVOS>
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For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

ping

ping <HOST-IP-ADDRESS>

Description

Pings network hosts for debug purposes.

Parameter Description
<HOST-IP-ADDRESS> Specifies the host IP address.
Example

Pinging a network host:

SVOS> ping 10.0.8.1
PING 10.0.8.10 (10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
~C

--- 10.0.8.10 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.282/1.038/3.496 ms

SVOS>

0
0.8.10): 56 data bytes

8.10: seg=0 ttl=63 time=3.496 ms
.8.10: seg=1l ttl=63 time=0.367 ms
8.10: seg=2 ttl=63 time=0.380 ms
8.10: seg=3 ttl=63 time=0.282 ms
8.10: seg=4 ttl=63 time=0.669 ms

o O O O O

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 ServiceOS (svos>) Administrators or local user group members with execution rights
6400 for this command.

pwd

pwd

Description

Displays the current working directory.

Example

Displaying the current working directory:

SVOS> pwd
/home
SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

reboot

reboot

Description

Reboots the Management Module.
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Example

Rebooting the management module:

SVOS> reboot
reboot: Restarting system

— For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

rm
rm [-f | -1 | -R | -r] <FILE-NAME>
Description

Removes files or directories.

Parameter Description

[-f | -1 | -R | -r] Selects the options for removing files or directories.
-f Never prompt before removing files or directories.
-i Always prompt before removing files or directories.
-R | -r Recursive.
Example

Removing the file named foo:

SVOS> rm foo

— For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.
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Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

rmdir

rmdir [-p] <DIRECTORY-NAME>

Description

Removes empty directories.

Parameter Description
-p Specifies to remove parent directories.
Example

Removing the empty foo directory:

SVOS> rmdir foo
SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

secure-mode
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secure-mode <enhanced | standard | status>

Description

Sets the secure mode to enhanced or standard secure mode. Also can display the current secure mode.
A zeroization is required before switching between enhanced and standard secure modes.

The command also displays a message notifying the user that they are already in the targeted secure
mode.

Example

Setting the secure mode to enhanced or standard:

SVOS> secure-mode --help
Usage: secure-mode <enhanced | standard | status>

Set or retrieve the secure mode setting. Requires a zeroization to change modes.
SVOS>

SVOS> secure-mode enhanced

FH AR A A A A A A AT HH A A A AWARNINGH A # A A H A A A A H A A A A AT RS
This will set the switch into enhanced secure mode. Before
enhanced secure mode is enabled, the switch must securely erase
all customer data and reset the switch to factory defaults.
This will initiate a reboot and render the switch unavailable
until the zeroization is complete.

This should take several minutes to one hour to complete.

FHEH A A A A A A A A A A AWARNINGH S # HH 4SS H 4SS 44 HH 4444

Continue (y/n)? vy
reboot: Restarting system

SVOS> secure-mode standard

AR A A A A A AT HHH A A A AWARNINGH A # 4 H H A A A A H A A A A A AT RS
This will set the switch into standard secure mode. Before
standard secure mode is enabled, the switch must securely erase
all customer data and reset the switch to factory defaults.
This will initiate a reboot and render the switch unavailable
until the zeroization is complete.

This should take several minutes to one hour to complete.

FHEH A A A A A A A A A A AWARNINGH S S #HH A S H 4SS 4SS 4444

Continue (y/n)? y
reboot: Restarting system

SVOS> secure-mode standard

FH A A WARNINGHFFHHHFHHF AR H
Secure mode is already set to standard. Setting it again will
repeat the zeroization process. The switch must securely erase
all customer data and reset the switch to factory defaults.
This will initiate a reboot and render the switch unavailable
until the zeroization is complete.

This should take several minutes to one hour to complete.

FHEH A A A A A A A A A A HAWARNINGH S # HH S # S H 4SS 4SS 4444
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Continue (y/n)? vy
reboot: Restarting system

SVOS> secure-mode status
enhanced secure mode is set.
SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

sh

sh

Description
Launches a bash shell for support purposes. To quit bash, enter exit.
This command is not available if enhanced secure mode is set.

Example

Launching a bash shell:

SVOS> sh
switch:/cli/fs/home#

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

system serviceos password-prompt

system serviceos password-prompt
no system serviceos password-prompt

Description

Use this command to enable password authentication for ServiceOS. By default, the ServiceOS shell
(accessible only from the local switch console port) requires no password to login as an admin use.

When this setting is enabled, the same password used to authenticate the admin user in the AOS-CX CLI
or WeUl can be used to log in to the ServiceOS shell. If this setting is enabled, a forgotten admin user
password cannot be reset using ServiceOS; if there are no other local or RADIUS/TACACS user accounts
with administrator-level access, the switch must be zeroized by entering the username zeroize
command at the ServiceOS login prompt to restore administrator access.

Example

Enablling password authentication for ServiceOS

switch(config)# system serviceos password-prompt

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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umount

umount <DEVICE>

Description

Unmounts the SSD partitions mounted to the following locations: /coredump, /logs, /nos, /selftest,
and unmounts the USB device mounted to /mnt/usb.

Parameter Description

<DEVICE> Specifies the device to be unmounted. Supported device options
include all and usb.

Examples

Unmounting all devices:

SVOS> umount all
SVOS> umount usb

Unmounting a USB device:

SVOS> umount all
SVOS> umount usb

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms ServiceOS (sv0s>) Administrators or local user group members with execution rights
for this command.

update
update {primary | secondary} <IMAGE>

Description

Verifies and installs a product image. The user can select the primary or secondary boot profile to
update and the location of the file.
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Parameter Description

{primary | secondary} Selects either the primary or secondary image.
<IMAGE> Specifies the image name.
Examples

Updating the software image using TFTP:

|_:} The OOBM port is disabled on first boot and must be enabled using the ip command.

SVOsS> ip dhcp

SVOS> ip show

Interface : Link Up

IP Address : 192.0.2.22
Subnet Mask: 255.255.200.20

Gateway : 10.0.24.1

SVOS> tftp -g -r XL.10.00.0001.swi -1 image.swi 192.4.8.10

X6 10,00, 0001 o gogal TLQOT || oo v vl i sy s e sl sl sl ol 25 5y 05 e w8 08 3y b v vy 8 o s | 178M 0:00:00 ETA
SVOS> 1s

image.swi

SVOS> update primary image.swi
Updating primary software image...
Verifying image...

Done

Update the software image using USB:

— This example assumes that the user has preloaded a USB flash drive with the image to be updated. The image
— name on the flash drive is not important.

SVOS> mount usb

SVOS> 1ls /mnt/usb

image.swi

SVOS> update primary /mnt/usb/image.swi
Updating primary software image...
Verifying image...

Done

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.

tftp

tftp {-b | -g | -1 <LOCAL-FILE> | -p | —-r <REMOTE-FILE>} host [<PORT>]

Description

Transfers files to and from a remote machine (TFTP a file).

Parameter Description

{-b | =g | -1 | -p | -r <REMOTE-FILE>} Selects the options for transferring a file.

-b Specifies the transfer blocks of size octets. The default
blocksize is set to 1468, which can be overridden with the
-b option.

-g Specifies to get afile.

-1 Specifies a local file.

-p Specifies to put a file in remote location.

-r <REMOTE-FILE> Specifies a remote file.

<PORT> Specifies the port for transfer. If no port option is
specified, TFTP uses the standard UDP port 69 by default.

Example

Transferring files:

SVOS> tftp -b 65464 -g -r XL.10.00.0002.swi.swi 192.0.2.1
XL.10.00.0002 100% |****k*xkokkxkkskkkrkksrkksxkksxx|  178M 0:00:00 ETA

SVOS>

For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
your switch model.

Command History

Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

6300 ServiceOS (svos>) Administrators or local user group members with execution rights
6400 for this command.

version

version

Description

Displays the following build strings:

= Version.
= Build date.
= Build time.
= Build ID.
= SHA.

Example

Displaying version build strings:

SVOS> wversion
ServiceOS Information:

Version: GT.01.01.0001
Build Date: 2017-07-19 14:52:31 PDT
Build ID: Service0S:GT.01.01.0001:461519208911:201707191452
SHA: 46151920891195cdb2267ea6889%a3c6cbc3d4193
SVOS>

— For more information on features that use this command, refer to the Diagnostics and Supportability Guide for
— your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms ServiceOS (svos>) Administrators or local user group members with execution rights
for this command.
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Chapter 4

ACL commands

ACL application

ACLs can be applied as follows:

ACL type IPv4+6 IPv4+6

Direction In Out

L2 interface (port) Yes Yes Yes Yes
L2 LAG Yes Yes Yes Yes
L3 interface (port) Yes Yes Yes Yes
L3 LAG Yes Yes Yes Yes
L3 interface (port) subinterface Yes Yes Yes Yes
L3 LAG subinterface Yes Yes Yes Yes
VLAN Yes Yes Yes Yes
Interface VLAN Yes (routed) Yes (routed)

Management interface Yes

Control Plane (per VRF) Yes

The following match criteria is not supported. If this match criteria is attempted to be configured, an error
message will be displayed and the action will not be completed.
— TTL on IP ACLs

To apply IPv4 and/or IPv6 ACLs to the management interface, apply them to the Control Plane on the
management VRF.

access-list copy

access-list {iplipv6|mac} <ACL-NAME> copy <DESTINATION-ACL>

Description

Copies an IPv4, IPv6, or MAC ACL to a new destination ACL or overwrites an existing ACL.
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Parameter Description

{iplipv6|mac} Specifies the type of ACL

<ACL-NAME> Specifies the name of the ACL to be copied.

<DESTINATION-ACL> Specifies the name of the destination ACL.
Examples

Copying MY_IP_ACL to MY_IP_ACL2:

switch(config)# access-list ip MY IP ACL copy MY IP ACL2
switch(config-acl-ip)# exit

switch (config)# do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port (s)

Additional Parameters
IPv4 MY IP ACL

1 permit udp
any
172.16.1.0/255.255.255.0

2 permit tcp
172.16.2.0/255.255.0.0 > 1023
any

3 permit tcp
172.26.1.0/255.255.255.0
any
dscp: AF1l1l
ack
syn

4 deny any
any
any
Hit-counts: enabled

IPv4 MY IP ACL2

1 permit udp
any
172.16.1.0/255.255.255.0

2 permit tep
172.16.2.0/255.255.0.0 > 1023
any

3 permit tcp
172.26.1.0/255.255.255.0
any
dscp: AF11l
ack
syn

4 deny any
any
any
Hit-counts: enabled

Copying MY_IPV6_ACL to MY_IPV6_ACL2:

ACL commands



switch(config)# access-list ipv6é MY IPV6 ACL copy MY IPV6 ACL2
switch (config-acl-ip) # exit

switch (config) # do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)

Additional Parameters
IPv6 MY IPV6 ACL

1 permit udp
any
2001::1/64

2 Permit all TCP ephemeral ports
permit tcp
2001:2001::2:1 > 1023
any

3 permit tcp
2001:2011::1/64
any

4 deny any
any
any
Hit-counts: enabled

IPv6 MY IPV6 ACL2

1 permit udp
any
2001::1/64

2 Permit all TCP ephemeral ports
permit tcp
2001:2001::2:1 > 1023
any

3 permit tcp
2001:2011::1/64
any

4 deny any
any
any
Hit-counts: enabled

Copying MY_MAC_ACL to MY_MAC_ACL2:

switch(config)# access-list mac MY MAC ACL copy MY MAC ACL2
switch (config-acl-mac) # exit

switch (config) # do show access-list

Type Name
Sequence Comment
Action EtherType

Source MAC Address
Destination MAC Address
Additional Parameters

MAC MY MAC ACL
1 permit ipv6
1122.3344.5566/f£f£f£.££££.0000
any
2 permit any
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aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point:

Permit all vlan-1 tagged Appletalk traffic

permit

any

any

VLAN: 1

deny

any

any

Hit-counts: enabled

appletalk

any

MY MAC ACL2
permit

1122.3344.5566/f£f£f£.££££.0000

any
permit

aaaa.bbbb.cccc
1111.2222.3333

QoS Priority Code Point:

any

Permit all vlan-1 tagged Appletalk traffic

permit

any

any

VLAN: 1

deny

any

any

Hit-counts: enabled
Name

Comment

Action

Source MAC Address
Destination MAC Address
Additional Parameters

appletalk

any

EtherType

MY MAC ACL
permit

1122.3344.5566/f£f£f£.££££.0000

any
permit

aaaa.bbbb.cccc
1111.2222.3333

QoS Priority Code Point:

any

Permit all vlan-1 tagged Appletalk traffic

permit

any

any

VLAN: 1

deny

any

any

Hit-counts: enabled

appletalk

any

MAC
1
2
3
4
Type
Sequence
MAC
1
2
3
4
MAC
1
2

MY MAC ACL2
permit

1122.3344.5566/f£f£f£.££££.0000

any
permit

aaaa.bbbb.cccc
1111.2222.3333

any
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QoS Priority Code Point: 4
3 Permit all vlan-1 tagged Appletalk traffic
permit appletalk
any
any
VLAN: 1
4 deny any
any
any
Hit-counts: enabled

— For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

access-list ip

Syntax to create an IPv4 ACL and enter its context. Plus syntax to remove an ACL:
access-list ip <ACL-NAME>
no access-list ip <ACL-NAME>

Syntax (within the ACL context) for creating or removing ACEs for protocols ah, gre, esp, igmp, ospf,

pim (ip is available as an alias for any):
[<SEQUENCE-NUMBER>]
{permit|deny}
{any|iplah|gre|esp|igmp|ospf|pim|<IP-PROTOCOL-NUM>}
{any | <SRC-IP-ADDRESS>|/{ <PREFIX-LENGTH>| <SUBNET-MASK>}] | <ADDRESS—-GROUP>}
{any| <DST-IP-ADDRESS>[/{<PREFIX-LENGTH>| <SUBNET-MASK>}] | <ADDRESS-GROUP>}
[dscp <DSCP-SPECIFIER>] [ecn <ECN-VALUE>] [ip-precedence <IP-PRECEDENCE-VALUE>]
[tos <TOS-VALUE>] |[fragment] [vlan <VLAN-ID>] [ttl <TTL-VALUE>] [count] [log]

no <SEQUENCE-NUMBER>

Syntax (within the ACL context) for creating or removing ACEs for protocols sctp, tcp, udp:
[ <SEQUENCE-NUMBER>]
{permit|deny}
{sctpltcpludp}
{any | <SRC-IP-ADDRESS>[/{<PREFIX-LENGTH>| <SUBNET-MASK>}] | <ADDRESS-GROUP>}
[{eqlgt|lt} <PORT>|range <MIN-PORT> <MAX-PORT>|group <PORT-GROUP>]
{any| <DST-IP-ADDRESS>[/{<PREFIX-LENGTH>| <SUBNET-MASK>}] | <ADDRESS-GROUP>}
[{eqlgt|lt} <PORT>|range <MIN-PORT> <MAX-PORT>|group <PORT-GROUP>]
[urg]l [ack] [psh] [rst] [syn] [fin] [established]
[dscp <DSCP-SPECIFIER>] [ecn <ECN-VALUE>] [ip-precedence <IP-PRECEDENCE-VALUE>]
[tos <TOS-VALUE>] [fragment] [vlan <VLAN-ID>] [ttl <TTL-VALUE>] [count] [log]
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no <SEQUENCE-NUMBER>

Syntax (within the ACL context) for creating or removing ACEs for protocol icmp:
[<SEQUENCE-NUMBER>]
{permit|deny}
{icmp}
{any| <SRC-IP-ADDRESS>[/{<PREFIX-LENGTH>| <SUBNET-MASK>}] | <ADDRESS-GROUP>}
{any| <DST-IP-ADDRESS>[/{<PREFIX-LENGTH>| <SUBNET-MASK>}] | <ADDRESS-GROUP>}
[icmp-type {echo|echo-reply|<ICMP-TYPE-VALUE>}] [icmp-code <ICMP-CODE-VALUE>]
[dscp <DSCP-SPECIFIER>] [ecn <ECN-VALUE>] [ip-precedence <IP-PRECEDENCE-VALUE>]
[tos <TOS-VALUE>] [fragment] [vlan <VLAN-ID>] [ttl <TTL-VALUE>] [count] [log]

no <SEQUENCE-NUMBER>
Syntax (within the ACL context) for ACE comments:
[<SEQUENCE-NUMBER>] comment <TEXT-STRING>

no <SEQUENCE-NUMBER> comment

Description

Creates an IPv4 Access Control List (ACL) comprised of one or more Access Control Entries (ACEs)
ordered and prioritized by sequence number. The lowest sequence number is the highest prioritized
ACE.

The no form of this command deletes the entire ACL, or deletes an ACE identified by sequence number,
or deletes only the comment from the ACE identified by sequence number.

Parameter Description

<ACL-NAME> Specifies the name of this ACL.

<SEQUENCE-NUMBER> Specifies a sequence number for the ACE. Range: 1 to
4294967295.

{permit|deny} Specifies whether to permit or deny traffic matching
this ACE.

<IP-PROTOCOL-NUM> Specifies the protocol as its Internet Protocol

number. For example, 2 corresponds to the IGMP
protocol. Range: 0 to 255.

{any | <SRC-IP-ADDRESS>|[/{<PREFIX-LENGTH> Specifies the source IPv4 address.
| <SUBNET-MASK>}] | <ADDRESS-GROUP>} ® any - specifies any source IPv4 address.
B <SRC-IP-ADDRESS> - specifies the source IPv4 host

address.

© <PREFIX-LENGTH> - specifies the address bits to
mask (CIDR subnet mask notation). Range: 1 to
32.

© <SUBNET-MASK?> - specifies the address bits to
mask (dotted decimal notation).
® <ADDRESS-GROUP> - specifies an IPv4 address
group defined with object-group ip address.

{any| <DST-IP-ADDRESS>[/{<PREFIX-LENGTH> Specifies the destination IPv4 address.
| <SUBNET-MASK>}] | <ADDRESS—-GROUP>} ® any - specifies any destination IPv4 address.

m  <DST-IP-ADDRESS> - specifies the destination IPv4
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Parameter Description

host address.

© <PREFIX-LENGTH> - specifies the address bits to
mask (CIDR subnet mask notation). Range: 1 to
32.
© <SUBNET-MASK?> - specifies the address bits to
mask (dotted decimal notation).
® <ADDRESS-GROUP> - specifies an IPv4 address
group that you defined earlier with object-

group ip address.

[{eqlgt|lt}) <PORT>|range <MIN-PORT> Specifies the port, port range, or port group. Port
<MAX-PORT>|group <PORT-GROUP>] numbers are in the range of 0 to 65535.

® eq <PORT> - specifies the Layer 4 port.

® gt <PORT> - specifies any Layer 4 port greater
than the indicated port.

® |t <PORT> - specifies any Layer 4 port less than
the indicated port.

® range <MIN-PORT> <MAX-PORT> - specifies the
Layer 4 port range.

" group <PORT-GROUP> - specifies the Layer 4 port
group that you defined earlier with object-
group port.

NOTE: Upon application of the ACL, ACEs with L4
port ranges may consume more than one hardware

entry.

urg Specifies matching on the TCP Flag: Urgent.

ack Specifies matching on the TCP Flag:
Acknowledgment.

psh Specifies matching on the TCP Flag: Push buffered
data to receiving application.

rst Specifies matching on the TCP Flag: Reset the
connection.

syn Specifies matching on the TCP Flag: Synchronize

sequence numbers.

fin Specifies matching on the TCP Flag: Finish
connection.

established Specifies matching on the TCP Flag: Established
connection.

[icmp-type {echo|echo-reply| Specifies the ICMP type.

<ICMP-TYPE-VALUE>} ] = echo - specifies an ICMP echo request packet.

® echo-reply - specifies an ICMP echo reply packet.
" </CMP-TYPE-VALUE> - specifies an ICMP type

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



Parameter Description

value. Range: 0 to 255.

[icmp-code <ICMP-CODE-VALUE>]

Specifies the ICMP code value. Range: 0 to 255.

dscp DSCP-SPECIFIER>

Specifies the Differentiated Services Code Point
(DSCP), either a numeric <DSCP-VALUE> (0 to 63) or
one of these keywords:

®  AF11 - DSCP 10 (Assured Forwarding Class 1, low
drop probability)

® AF12- DSCP 12 (Assured Forwarding Class 1,
medium drop probability)

® AF13 - DSCP 14 (Assured Forwarding Class 1, high
drop probability)

®  AF21 - DSCP 18 (Assured Forwarding Class 2, low
drop probability)

® AF22 - DSCP 20 (Assured Forwarding Class 2,
medium drop probability)

® AF23 - DSCP 22 (Assured Forwarding Class 2, high
drop probability)

®  AF31 - DSCP 26 (Assured Forwarding Class 3, low
drop probability)

® AF32- DSCP 28 (Assured Forwarding Class 3,
medium drop probability)

®  AF33 - DSCP 30 (Assured Forwarding Class 3, high
drop probability)

®  AF41 - DSCP 34 (Assured Forwarding Class 4, low
drop probability)

® AF42 - DSCP 36 (Assured Forwarding Class 4,
medium drop probability)

®  AF43 - DSCP 38 (Assured Forwarding Class 4, high
drop probability)

® CSO - DSCP 0 (Class Selector 0: Default)

® CS1- DSCP 8 (Class Selector 1: Scavenger)

®m (CS2 - DSCP 16 (Class Selector 2: OAM)

CS3 - DSCP 24 (Class Selector 3: Signaling)

CS4 - DSCP 32 (Class Selector 4: Real time)

CS5 - DSCP 40 (Class Selector 5: Broadcast video)

CS6 - DSCP 48 (Class Selector 6: Network control)

CS7 - DSCP 56 (Class Selector 7)

® EF - DSCP 46 (Expedited Forwarding)

ecn <ECN-VALUE>

Specifies an Explicit Congestion Notification value.
Range: 0 to 3.

ip-precedence <IP-PRECEDENCE-VALUE>

Specifies an IP precedence value. Range: 0 to 7.

tos <TOS-VALUE>

Specifies the Type of Service value. Range: 0 to 31.

fragment

Specifies a fragment packet.

vlan <VLAN-ID>

Specifies VLAN tag to match on. 802.1Q VLAN ID.
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Parameter Description

NOTE:
This parameter cannot be used in any ACL that will be

applied to a VLAN.

ttl <TTL-VALUE> Specifies a time-to-live (hop limit) value. Range: 0 to
255. Not supported for ACLs.

count Keeps the hit counts of the number of packets
matching this ACE.

log Keeps a log of the number of packets matching this
ACE. Works with both permit and deny actions.
Works with ACLs applied on ingress, egress, or
Control Plane.

[<SEQUENCE-NUMBER>] comment <TEXT-STRING> Adds a comment to an ACE. The no form removes
only the comment from the ACE.

Usage

® |f the <IP-PROTOCOL-NUM> parameter is used instead of a protocol name, ensure that any needed
ACE-definition parameters specific to the selected protocol are also provided.

= When using multiple ACL types (IPv4, IPv6, or MAC) with logging on the same interface, the first
packet that matches an ACE with 10g option is logged. Until the log-timer wait-period is over, any
packets matching other ACL types do not create a log. At the end of the wait-period, the switch
creates a summary log for all the ACLs that were matched, regardless of type.

Examples

Creating an IPv4 ACL with four entries:

switch(config)# access-list ip MY IP ACL
switch (config-acl-ip)# 10 permit udp any 172.16.1.0/24
switch (config-acl-ip)# 20 permit tcp 172.16.2.0/16 gt 1023 any

switch
switch
switch

# 30 permit tcp 172.26.1.0/24 any syn ack dscp 10
# 40 deny any any any count
# exit

config-acl-ip
config-acl-ip
config-acl-ip

)
)
)
)

switch (config)# show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)

Additional Parameters

IPv4 MY IP ACL

10 permit udp
any
172.16.1.0/255.255.255.0

20 permit tcp
172.16.2.0/255.255.0.0 > 1023
any

30 permit tcp

172.26.1.0/255.255.255.0
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any

dscp: AF11l

ack
syn

40 deny
any
any
Hit-cou

Adding a comment to an

nts: enabled

existing IPv4 ACE:

switch(config)# access-list ip MY IP ACL
switch (config-acl-ip)# 20 comment Permit all TCP ephemeral ports

switch(config-acl-

ip) # exit

switch(config)# show access-list

Type Name
Sequence Comment
Action
Source
Destina
Additio

IP Address
tion IP Address
nal Parameters

any

L3 Protocol
Source L4 Port(s)
Destination L4 Port (s)

IPv4 MY IP ACL

10 permit
any
172,16,

20 Permit
permit
172.16.
any

30 permit
172.26.
any

1.0/255.255.255.0
all TCP ephemeral ports

2.0/255.255.0.0

1.0/255.255.255.0

dscp: AF11l

ack
syn

40 deny
any
any
Hit-cou

nts: enabled

Removing a comment from an existing IPv4 ACE:

switch(config)# access-list ip MY IP ACL

switch (config-acl-
switch (config-acl-

ip) # no 20 comment
ip) # exit

switch(config)# show access-list

Type Name
Sequence Comment
Action
Source
Destina
Additio

IP Address
tion IP Address
nal Parameters

tcp
> 1023

tcp

any

L3 Protocol
Source L4 Port(s)
Destination L4 Port (s)

IPv4 MY IP ACL

10 permit
any
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172.16.1.0/255.255.255.0

20 permit tcp
172.16.2.0/255.255.0.0 > 1023
any

30 permit tep
172.26.1.0/255.255.255.0
any
dscp: AF1l1l
ack
syn

40 deny any
any
any
Hit-counts: enabled

Adding an ACE (insert line 25) to an existing IPv4 ACL:

switch(config)# access-list ip MY IP ACL
switch (config-acl-ip)# 25 permit icmp 172.16.2.0/16 any
switch (config-acl-ip)# exit

switch (config)# show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)

Additional Parameters
IPv4 MY IP ACL

10 permit udp
any
172.16.1.0/255.255.255.0

20 permit tep
172.16.2.0/255.255.0.0 > 1023
any

25 permit icmp
172.16.2.0/255.255.0.0 any

30 permit tcp
172.26.1.0/255.255.255.0
any
dscp: AF1l1l
ack
syn

40 deny any
any
any
Hit-counts: enabled

Replacing an ACE in an existing IPv4 ACL:

switch(config)# access-list ip MY IP ACL
switch (config-acl-ip)# 25 permit icmp 172.17.1.0/16 any
switch (config-acl-ip)# exit

switch (config) # show access-list

Type Name
Sequence Comment
Action L3 Protocol
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Source IP Address
Destination IP Address
Additional Parameters

Source L4 Port (s)
Destination L4 Port (s)

20

25

30

40

Type
Sequence

MY IP ACL
permit
any

172.16.1.0/255.255.255.0

permit
172.16.2.0/255.255.0.0
any

permit
172.17.1.0/255.255.0.0
permit

172.26.1.0/255.255.255.0

any
dscp: AF1l1l

ack

syn

deny

any

any

Hit-counts: enabled
Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

tcp
> 1023

icmp

tcp

any

L3 Protocol
Source L4 Port(s)
Destination L4 Port (s)

20

25

30

40

MY IP ACL
permit
any

172.16.1.0/255.255.255.0

permit
172.16.2.0/255.255.0.0
any

permit
172.17.1.0/255.255.0.0
permit

172.26.1.0/255.255.255.0

any
dscp: AF11l

ack

syn

deny

any

any

Hit-counts: enabled

Removing an ACE from an IPv4 ACL:

switch(config)# access-list ip MY IP ACL

switch (config-acl-ip)# no 25
switch (config-acl-ip) # exit

switch (config) # show access-list

Type
Sequence

Name

Comment

Action

Source IP Address

tcp
> 1023

icmp

tcp

any

L3 Protocol
Source L4 Port(s)
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Destination IP Address Destination L4 Port (s)
Additional Parameters
IPv4 MY IP ACL
10 permit udp
any
172.16.1.0/255.255.255.0
20 permit tcp
172.16.2.0/255.255.0.0 > 1023
any
30 permit tcp
172.26.1.0/255.255.255.0
any
dscp: AFll
ack
syn
40 deny any
any
any
Hit-counts: enabled
Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)
Additional Parameters
IPv4 MY IP ACL
10 permit udp
any
172.16.1.0/255.255.255.0
20 permit tcp
172.16.2.0/255.255.0.0 > 1023
any
30 permit tcp
172.26.1.0/255.255.255.0
any
dscp: AFll
ack
syn
40 deny any
any
any
Hit-counts: enabled

Copy an IPv4 ACL:

switch(config)# access-list ip MY IP_ACL copy MY IP_ACL2
switch (config)# show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port (s)

Additional Parameters

IPv4 MY IP ACL

permit udp
any
172.16.1.0/255.255.255.0
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20
permit tcp
172.16.2.0/255.255.0.0 > 1023
any

30
permit tcp
172.26.1.0/255.255.255.0
any
dscp: AF1l1l
ack
syn

40
deny any
any
any
Hit-counts: enabled

IPv4 MY IP ACL2

permit udp
any
172.16.1.0/255.255.255.0
20
permit tcp
172.16.2.0/255.255.0.0 > 1023
any
30
permit tcp
172.26.1.0/255.255.255.0
any
dscp: AFl11l
ack
syn
40
deny any
any
any
Hit-counts: enabled switch(config)# access-list ip MY IP ACL copy MY
IP ACL2
switch (config) # show access-list
Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port(s)
Additional Parameters

IPv4 MY IP ACL

permit udp
any
172.16.1.0/255.255.255.0

20
permit tcp
172.16.2.0/255.255.0.0 > 1023
any

30
permit tcp
172.26.1.0/255.255.255.0
any
dscp: AF1l1l
ack

ACL commands



syn
40

deny any

any

any

Hit-counts: enabled

IPv4 MY IP ACL2

permit udp
any
172.16.1.0/255.255.255.0

20
permit tcp
172.16.2.0/255.255.0.0 > 1023
any

30
permit tcp
172.26.1.0/255.255.255.0
any
dscp: AF1l1l
ack
syn

40
deny any
any
any
Hit-counts: enabled

Removing an IPv4 ACL:

switch(config)# no access-list ip MY IP ACL

switch (config)# show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)

Additional Parameters
IPv4 MY IP ACL2

1 permit udp
any
172.16.1.0/255.255.255.0

2 permit tcp
172.16.2.0/255.255.0.0 > 1023
any

3 permit tcp
172.26.1.0/255.255.255.0
any
dscp: AFl11l
ack
syn

4 deny any
any
any
Hit-counts: enabled
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For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.12 Allow ACLs applied to the Control Plane to be logged.

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
The access-list ip <ACL- | for this command.

NAME> command takes
you into the named ACL
context where you enter
the ACEs.

access-list ipvé

Syntax to create an IPv6 ACL and enter its context. Plus syntax to remove an ACL:
access-list ipv6 <ACL-NAME>
no access-list ipv6 <ACL-NAME>

Syntax (within the ACL context) for creating or removing ACEs for protocols ah, gre, esp, ospf, pim (ipvé

is available as an alias for any):
[ <SEQUENCE-NUMBER>]
{permit|deny}
{any|ipv6|ah|gre|esp|ospf|pim|<IP-PROTOCOL-NUM>}
{any| <SRC-IP-ADDRESS>[/<PREFIX-LENGTH>] | <ADDRESS-GROUP>}
{any| <DST-IP-ADDRESS>|/<PREFIX-LENGTH>] | <ADDRESS-GROUP>}
[dscp <DSCP-SPECIFIER>] [ecn <ECN-VALUE>] [ip-precedence <IP-PRECEDENCE-VALUE>]
[tos <TOS-VALUE>] [fragment] [vlan <VLAN-ID>] [ttl <TTL-VALUE>] [count] [log]

no <SEQUENCE-NUMBER>

Syntax (within the ACL context) for creating or removing ACEs for protocols sctp, tcp, udp:
[<SEQUENCE-NUMBER>]
{permit|deny}
{sctpltcpludp}
{any| <SRC-IP-ADDRESS>[/<PREFIX-LENGTH>}] | <ADDRESS~-GROUP>}
[{eqlgt|lt} <PORT>|range <MIN-PORT> <MAX-PORT>|group <PORT-GROUP>]
{any| <DST-IP-ADDRESS>[/<PREFIX-LENGTH>] | <ADDRESS-GROUP>}
[{eglgt|lt} <PORT>|range <MIN-PORT> <MAX-PORT>|group <PORT-GROUP>]
[urg]l [ack] [psh] [rst] [syn] [fin] [established]
[dscp <DSCP-SPECIFIER>] [ecn <ECN-VALUE>] [ip-precedence <IP-PRECEDENCE-VALUE>]
[tos <TOS-VALUE>] [fragment] [vlan <VLAN-ID>] [ttl <TTL-VALUE>] [count] [log]

no <SEQUENCE-NUMBER>

Syntax (within the ACL context) for creating or removing ACEs for protocol icmpvé:
[ <SEQUENCE-NUMBER>]
{permit|deny}
{icmpv6}
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{any| <SRC-IP-ADDRESS>|/<PREFIX-LENGTH>] | <ADDRESS-GROUP>}
{any| <DST-IP-ADDRESS>|/<PREFIX-LENGTH>] | <ADDRESS-GROUP>}
[icmp-type {echo|echo-reply|<ICMP-TYPE-VALUE>}] [icmp-code <ICMP-CODE-VALUE>]
[dscp <DSCP-SPECIFIER>][ecn <ECN-VALUE>] [ip-precedence <IP-PRECEDENCE-VALUE>]
[tos <TOS-VALUE>] |[fragment] [vlan <VLAN-ID>] [ttl <TTL-VALUE>] [count] [log]

no <SEQUENCE-NUMBER>

Syntax (within the ACL context) for ACE comments:
[<SEQUENCE-NUMBER>] comment <TEXT-STRING>

no <SEQUENCE-NUMBER> comment

Description

Creates an IPv6 Access Control List (ACL). The ACL is made of one or more Access Control Entries (ACEs)

ordered and prioritized by sequence number. The lowest sequence number is the highest prioritized
ACE.

The no form of this command deletes the entire ACL, or deletes an ACE identified by sequence number,
or deletes only the comment from the ACE identified by sequence number.

Parameter Description

<ACL-NAME> Specifies the name of this ACL.

<SEQUENCE-NUMBER> Specifies a sequence number for the ACE. Range: 1 to
4294967295.

{permit|deny} Specifies whether to permit or deny traffic matching
this ACE.

<IP-PROTOCOL-NUM> Specifies the protocol as its Internet Protocol

number. For example, 2 corresponds to the IGMP
protocol. Range: 0 to 255.

{any| <SRC-IP-ADDRESS>[/<PREFIX- Specifies the source IPv6 address.
LENGTH>] | <ADDRESS-GROUP>} B any - specifies any source IPv6 address.
®  <SRC-IP-ADDRESS> - specifies the source IPv6 host
address.

© <PREFIX-LENGTH> - specifies the address bits to
mask (CIDR subnet mask notation). Range: 1 to
128.
® <ADDRESS-GROUP> - specifies an IPv6 address
group that you defined earlier with object-group

ipv6 address.
{any| <DST-IP-ADDRESS>[/<PREFIX- Specifies the destination IPv6 address.
LENGTH>] | <ADDRESS—-GROUP>} ® any - specifies any destination IPv6 address.

®  <DST-IP-ADDRESS> - specifies the destination IPv6
host address.

© <PREFIX-LENGTH> - specifies the address bits to
mask (CIDR subnet mask notation). Range: 1 to
128.
® <ADDRESS-GROUP> - specifies an IPv6 address
group that you defined earlier with object-

group ipv6 address.
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Parameter Description

[{eqlgt|1lt} <PORT>|range <MIN-PORT><MAX-
PORT>|group <PORT-GROUP>]

Specifies the port, port range, or port group. Port
numbers are in the range of 0 to 65535.

® eq <PORT> - specifies the Layer 4 port.

m gt <PORT> - specifies any Layer 4 port greater
than the indicated port.

® [t <PORT> - specifies any Layer 4 port less than the
indicated port.

® range <MIN-PORT> <MAX-PORT> - specifies the
Layer 4 port range.

" group <PORT-GROUP> - specifies the Layer 4 port
group that you defined earlier with ocbject-
group port.

NOTE: Upon application of the ACL, ACEs with L4 port
ranges may consume more than one hardware entry.

urg, ack, psh, rst, syn, fin, established

These TCP flag-matching parameters are supported
for both ingress and egress.

[icmp-type {echo|echo-reply|<ICMP-TYPE-
VALUE>} ]

Specifies the ICMP type.

® echo - specifies an ICMP echo request packet.

® echo-reply - specifies an ICMP echo reply packet.

®  </CMP-TYPE-VALUE> - specifies an ICMP type
value. Range: 0 to 255.

[icmp-code <ICMP-CODE-VALUE>]

Specifies the ICMP code value. Range: 0 to 255.

dscp DSCP-SPECIFIER>

Specifies the Differentiated Services Code Point
(DSCP), either a numeric <DSCP-VALUE> (0 to 63) or
one of these keywords:

®  AF11- DSCP 10 (Assured Forwarding Class 1, low
drop probability)

® AF12- DSCP 12 (Assured Forwarding Class 1,
medium drop probability)

®  AF13 - DSCP 14 (Assured Forwarding Class 1, high
drop probability)

® AF21 - DSCP 18 (Assured Forwarding Class 2, low
drop probability)

® AF22 - DSCP 20 (Assured Forwarding Class 2,
medium drop probability)

®  AF23 - DSCP 22 (Assured Forwarding Class 2, high
drop probability)

® AF31 - DSCP 26 (Assured Forwarding Class 3, low
drop probability)

®  AF32 - DSCP 28 (Assured Forwarding Class 3,
medium drop probability)

®  AF33 - DSCP 30 (Assured Forwarding Class 3, high
drop probability)

®  AF41 - DSCP 34 (Assured Forwarding Class 4, low
drop probability)
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Parameter Description

® AF42 - DSCP 36 (Assured Forwarding Class 4,
medium drop probability)

®  AF43 - DSCP 38 (Assured Forwarding Class 4, high
drop probability)

® (SO - DSCP 0 (Class Selector 0: Default)

® CS1- DSCP 8 (Class Selector 1: Scavenger)

®m (CS2 - DSCP 16 (Class Selector 2: OAM)

® CS3- DSCP 24 (Class Selector 3: Signaling)

CS4 - DSCP 32 (Class Selector 4: Real time)

CS5 - DSCP 40 (Class Selector 5: Broadcast video)

CS6 - DSCP 48 (Class Selector 6: Network control)

CS7 - DSCP 56 (Class Selector 7)

EF - DSCP 46 (Expedited Forwarding)

ecn <ECN-VALUE> Specifies an Explicit Congestion Notification value.
Range: 0- 3.

ip-precedence <IP-PRECEDENCE-VALUE> Specifies an IP precedence value. Range: 0-7.

tos <TOS-VALUE> Specifies the Type of Service value. Range: 0-31.

fragment Specifies a fragment packet.

vlan <VLAN-ID> Specifies VLAN tag to match on. 802.1Q VLAN ID.

NOTE: This parameter cannot be used in any ACL
that will be applied to a VLAN.

ttl <TTL-VALUE> Not supported.

count Keeps the hit counts of the number of packets
matching this ACE.

log Keeps a log of the number of packets matching this
ACE. Works with both permit and deny actions.
Works with ACLs applied on ingress, egress, or
Control Plane.

[<SEQUENCE-NUMBER>] comment <TEXT-STRING> Adds a comment to an ACE. The no form removes
only the comment from the ACE.

Usage

m |f the <IP-PROTOCOL-NUM> parameter is used instead of a protocol name, ensure that any needed
ACE-definition parameters specific to the selected protocol are also provided.

= When using multiple ACL types (IPv4, IPv6, or MAC) with logging on the same interface, the first
packet that matches an ACE with 10g option is logged. Until the log-timer wait-period is over, any
packets matching other ACL types do not create a log. At the end of the wait-period, the switch
creates a summary log all the ACLs that were matched, regardless of type.

Examples

Creating an IPv6 ACL with four entries:

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



switch(config)# access-list ipv6é MY IPV6_ ACL

switch (config-acl-ipv6)# 10 permit udp any 2001::1/64

switch (config-acl-ipv6)# 20 permit tcp 2001:2001::2:1/128 gt 1023 any
switch (config-acl-ipv6)# 30 permit tcp 2001:2011::1/64 any
switch(config-acl-ipv6)# 40 deny any any any count

switch (config-acl-ipv6)# exit

switch (config) # do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)

Additional Parameters
IPv6 MY IPV6 ACL

10 permit udp
any
2001::1/64

20 permit tcp
2001:2001::2:1 > 1023
any

30 permit tcp
2001:2011::1/64
any

40 deny any
any
any
Hit-counts: enabled

Adding a comment to an existing IPv6 ACE:

switch(config)# access-list ipv6é MY IPV6_ ACL
switch (config-acl-ipv6)# 20 comment Permit all TCP ephemeral ports
switch (config-acl-ipv6)# exit

switch (config) # do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port(s)

Additional Parameters
IPv6 MY IPV6 ACL

10 permit udp
any
2001::1/64

20 Permit all TCP ephemeral ports
permit tcp
2001:2001::2:1 > 1023
any

30 permit tcp
2001:2011::1/64
any

40 deny any
any
any
Hit-counts: enabled

Removing a comment from an existing IPv6 ACE:
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switch(config)# access-list ipv6é MY IPV6_ ACL
switch (config-acl-ipv6)# no 20 comment
switch (config-acl-ipv6) # exit

switch(config)# do show access-list

Type
Sequence
IPvV6
10
20
30
40

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

MY IPV6 ACL
permit

any

2001::1/64
permit
2001:2001::2:1
any

permit
2001:2011::1/64
any

deny

any

any

Hit-counts: enabled

Adding an ACE to an existing IPv6 ACL:

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

tcp
> 1023

tcp

any

switch(config)# access-list ipv6é MY IPV6_ ACL
switch (config-acl-ipv6)# 25 permit icmpvé 2001::1/64 any
switch (config-acl-ipv6) # exit

switch(config)# do show access-list

Type
Sequence
IPvV6
10
20
25
30
40

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

MY IPV6 ACL
permit

any

2001::1/64
permit
2001:2001::2:1
any

permit
2001::1/64

any

permit
2001:2011::1/64
any

deny

any

any

Hit-counts: enabled

Replacing an ACE in an existing IPv6 ACL:

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

tcp
> 1023
icmpv6

tcp

any
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switch(config)# access-list ipv6é MY IPV6_ ACL
switch (config-acl-ipv6)# 25 permit icmpvé 2001::2:1/64 any
switch(config-acl-ipv6) # exit

switch(config)# do show access-list

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

MY IPV6 ACL
permit

any

2001::1/64
permit
2001:2001::2:1
any

permit
2001::2:1/64
any

permit
2001:2011::1/64
any

deny

any

any

Hit-counts: enabled

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

tcp
> 1023

icmpv6

tcp

any

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

Type
Sequence
IPvV6
10
20
25
30
40
Type
Sequence
IPv6
10
20
25
30
40

MY IPV6 ACL
permit

any

2001::1/64
permit
2001:2001::2:1
any

permit
2001::2:1/64
any

permit
2001:2011::1/64
any

deny

any

any

Hit-counts: enabled

Removing an ACE from an IPv6 ACL:

tcp
> 1023
icmpv6

tcp

any

switch(config)# access-list ipv6é MY IPV6_ ACL
switch (config-acl-ipv6)# no 25
switch(config-acl-ipv6) # exit
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switch (config)# do show access-list

Type
Sequence
IPvV6
10
20
30
40
Type
Sequence
IPV6
10
20
30
40

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

MY IPV6 ACL
permit

any

2001::1/64
permit
2001:2001::2:1
any

permit
2001:2011::1/64
any

deny

any

any

Hit-counts: enabled

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

MY IPV6 ACL
permit

any

2001::1/64
permit
2001:2001::2:1
any

permit
2001:2011::1/64
any

deny

any

any

Hit-counts: enabled

Removing an IPv6 ACL:

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

tcp
> 1023

tcp

any

L3 Protocol
Source L4 Port(s)
Destination L4 Port (s)

tcp
> 1023

tcp

any

switch(config)# no access-list ipvé MY IPV6_ ACL

switch(config)# do show access-list

Type
Sequence

IPvV6
1

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

MY IPV6 ACL2
permit

any
2001::1/64

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)
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2 Permit all TCP ephemeral ports
permit tcp
2001:2001::2:1 > 1023
any

3 permit tcp
2001:2011::1/64
any

4 deny any
any
any
Hit-counts: enabled

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.12 Allow ACLs applied to the Control Plane to be logged.

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms config Administrators or local user group members with execution rights
The access-list ipv6 for this command.

<ACL-NAME> command
takes you into the named
ACL context where you
enter the ACEs.

access-list log-timer

access-list log-timer {default|<INTERVAL>}

Description

Sets the log timer interval for all ACEs that have the log parameter configured.

Parameter Description

default Resets the log timer to its default 300 seconds.

<INTERVAL> Specifies the log timer interval in seconds. Range: 5 to 300.
Usage

= ACL logging keeps a log of the number of packets matching this ACE. Works with both permit and
deny actions. Works with ACLs applied on ingress, egress, or Control Plane.
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® The first packet that matches an ACE with the log parameter within an ACL log timer window
(configured with the access-list log-timer command) has its header contents extracted and sent to
the configured logging destination, such as the console and syslog server. Each time the ACL log
timer expires, a summary of all ACEs with log configured are sent to the logging destination. This
capability allows throttling of logging ACL hits.

= |f no further log messages are generated in the wait-period, the switch suspends the timer and resets
itself to log as soon as a new match occurs.

= When using multiple ACL types (IPv4, IPv6, or MAC) with logging on the same interface, the first
packet that matches an ACE with the 10g option is logged. Any packets, matching other ACL types, do
not create a log until the log-timer wait-period is over. At the end of the wait-period, a summary log is
made of all the ACLs that were matched, regardless of type.

Remarked ACL traffic may lose logging information when a QoS action or a classifier policy with remark is
e enabled. A classifier policy with remark takes precedence over QoS actions and QoS actions takes precedence
over ACL remarked traffic.

® You may see a minor discrepancy between the ACL logging statistics and the hit counts statistics due
to the time required to record the log message.

Examples

e Although these examples use debug logging, you can alternatively use event logging.

On the 6400 Switch Series, interface identification differs.
Enabling debug logging for the ACL logging module:

switch# debug acl log severity info
switch# show debug

module sub module severity vlan port ip mac instance vrf

Setting the debug destination to console with the minimum security level of info:

switch# debug destination console severity info
switch# show debug destination

CONSOLE:info

Setting the access list log-timer to 30 seconds:

switch (config) # access-list log-timer 30
switch(config)# do show access-list log-timer
ACL log timer length (frequency): 30 seconds

Creating an IPv4 ACL with one entry with the log parameter:
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switch(config)# access-list ip MY IP ACL
switch (config-acl-ip)# deny icmp 1.1.1.1 1.1.1.2 log
switch (config-acl-ip)# do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port(s)

Additional Parameters
IPv4 MY IP ACL
10 deny icmp
1.1.1.1
1.1.1.2
Logging: enabled
Hit-counts: enabled

Enabling interface 1/1/1 and applying the ACL:

switch (config)# interface 1/1/1
switch (config-if)# no shutdown
switch(config-if) # no routing
switch(config-if) # apply access-list ip MY IP ACL in
switch(config-if)# do show running-config interface 1/1/1
interface 1/1/1

no shutdown

apply access-list ip MY IP ACL in

no routing

vlan access 1

exit

Sending packets that will match the ACE and observe the ACL logging message on the console:

2017-10-10T20:13:36.044+00:00 ops-switchd[875]: debug|LOG INFO|AMM|1/5|ACL|ACL
LOG |

List MY IP ACL, seq# 10 denied icmp 1.1.1.1 -> 1.1.1.2 type 8 code 0,

on vlan 1, port 1/1/1, direction in

When the access list log-timer expires, the summary message is printed on the console. The number 30
is the number of packets received during the last access list log-timer window.

2017-10-10T20:14:06.051+00:00 ops-switchd[875]: debug|LOG INFO|AMM|1/5|ACL|ACL
LOG|
MY IP ACL on 1/1/1 (in): 30 10 deny icmp 1.1.1.1 1.1.1.2 log count

Resetting the ACL log timer to the default value:

switch (config)# access-list log-timer default

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History
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Release Modification

10.12 Allow ACLs applied to the Control Plane to be logged.

10.09 <INTERVAL> parameter range changed to 5 to 300. Was 30 to 300.

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

access-list mac

access-list mac <ACL-NAME>
no access-list mac <ACL-NAME>

[ <SEQUENCE-NUMBER>]

{permit|deny}

{any| <SRC-MAC-ADDRESS>|/<ETHERNET-MASK>}]}

{any| <DST-MAC-ADDRESS>|/<ETHERNET-MASK>}]}

{any|aarp|appletalk|arp|fcoe|fcoe-init|ip|ipv6|
ipx-arpalipx-non-arpalis-is|lldp|mpls-multicast|mpls-unicast|g-in-qg|
rbridge|trill|wake-on-lan|<NUMERIC-ETHERTYPE>}

[pcp <PCP-VALUE>] [vlan <VLAN-ID>] [count] [log]

no <SEQUENCE-NUMBER>

[ <SEQUENCE-NUMBER>] comment <TEXT-STRING>
no <SEQUENCE-NUMBER> comment
Description

Creates a MAC Access Control List (ACL). The ACL is made of one or more Access Control Entries (ACEs)
ordered and prioritized by sequence numbers. The lowest sequence number is the highest prioritized
ACE.

The no form of this command deletes the entire ACL, or deletes an ACE identified by sequence number,
or deletes only the comment from the ACE identified by sequence number.

Parameter Description

<ACL-NAME> Specifies the name of this ACL.

<SEQUENCE-NUMBER> Specifies a sequence number for the ACE. Range: 1 to
4294967295.

{permit|deny} Specifies whether to permit or deny traffic matching this ACE.

comment Specifies storing the remaining entered text as an ACE comment.

{any| <SRC-MAC-ADDRESS> Specifies the source host MAC address (xxxx.xxxx.xxxx), OUI, or
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Parameter Description

[/ <ETHERNET-MASK>}1} the keyword any. You can optionally include the following:
<ETHERNET-MASK> - The address bits to mask (XXXX.XXXX.XXXX).

{any | <DST-MAC-ADDRESS> Specifies the destination host MAC address (xxxx.xxxx.xxxx), OUlI,
[/<ETHERNET-MASK>}]} or the keyword any. You can optionally include the following:
<ETHERNET-MASK> - The address bits to mask (XXXX.XXXX.XXXX).

{anylaarplappletalk]| ... |wake- Specifics the protocol encapsulated in the Ethernet frame. The
on-lan | <NUMERIC-ETHERTYPE> encapsulated protocol is identified by the EtherType Ethernet
field. The EtherType is specified in one of the following three ways:

® any-any EtherType.

®  <NUMERIC-ETHERTYPE>-the numerical EtherType protocol
number. Range: 0x600 to Oxffff.

= One of these EtherType protocol name keywords:

° aarp

o appletalk

° arp

o fcoe

o fcoe-init

o ip

o ipv6

o ipx-arpa

o ipx-non-arpa
o is-is

o 1lldp

o mpls-multicast
o mpls-unicast
°© g-in-g

°o rbridge

o trill

o wake-on-lan

pcp <PCP-VALUE> Specifies 802.1Q QoS Priority Code Point value. Range: 0 to 7.

vlan <VID> Specifies a VLAN ID. The VLAN ID must exist.

NOTE: This parameter cannot be used in any ACL that will be
applied to a VLAN.

count Keeps the hit counts of the number of packets matching this ACE.

log Keeps a log of the number of packets matching this ACE. Works
with both permit and deny actions. Works with ACLs applied on
ingress or egress.

Usage
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When using multiple ACL types (IPv4, IPv6, or MAC) with logging on the same interface, the first packet
that matches an ACE with 10g option is logged. Until the log-timer wait-period is over, any packets
matching other ACL types do not create a log. At the end of the wait-period, the switch creates a
summary log all the ACLs that were matched, regardless of type.

Examples
Creating a MAC ACL with four entries:

switch(config)# access-list mac MY MAC ACL

switch (config-acl-ip)# 10 permit 1122.3344.5566/ff£ff.f££f£f.0000 any ipvé
switch (config-acl-ip)# 20 permit aaaa.bbbb.cccc 1111.2222.3333 any pcp 4
switch (config-acl-ip)# 30 permit any any appletalk vlan 40
switch(config-acl-ip)# 40 deny any any any count

switch (config-acl-ip) # exit

switch (config)# do show access-list

Type Name
Sequence Comment
Action EtherType

Source MAC Address
Destination MAC Address
Additional Parameters

MAC MY MAC ACL
10 permit ipv6
1122.3344.5566/f££f£. ££££.0000
any
20 permit any

aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4
30 permit appletalk
any
any
VLAN: 40
40 deny any
any
any
Hit-counts: enabled

Adding a comment to an existing MAC ACE:

switch(config)# access-list mac MY MAC ACL
switch(config-acl-ip)# 30 comment Permit all vlan-40 tagged Appletalk traffic
switch (config-acl-ip) # exit

switch (config) # do show access-list

Type Name
Sequence Comment
Action EtherType

Source MAC Address
Destination MAC Address
Additional Parameters

MAC MY MAC ACL
10 permit ipv6
1122.3344.5566/f£f££.££££.0000
any
20 permit any
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aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4

30 Permit all vlan-40 tagged Appletalk traffic

permit
any
any
VLAN: 40
40 deny
any
any
Hit-counts: enabled

Removing a comment from an existing MAC ACE:

switch(config)# access-list mac MY MAC ACL
switch(config-acl-mac)# no 30 comment
switch (config-acl-mac) # exit

switch(config)# do show access-list
Type Name
Sequence Comment
Action
Source MAC Address
Destination MAC Address
Additional Parameters

appletalk

any

EtherType

MAC MY MAC ACL
10 permit
1122.3344.5566/f££f£.££££.0000
any
20 permit
aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4
30 permit
any
any
VLAN: 1
40 deny
any
any
Hit-counts: enabled

Adding an ACE to an existing MAC ACL:

switch(config)# access-list mac MY MAC _ACL

switch (config-acl-ip)# 35 permit any aabb.ccll.1234 Oxffee

switch(config-acl-ip)# exit

switch(config)# do show access-list

Type Name
Sequence Comment
Action

Source MAC Address
Destination MAC Address
Additional Parameters

any

appletalk

any

EtherType

MAC MY MAC ACL
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10 permit ipvé6
1122.3344.5566/f£f££.££££.0000
any

20 permit any
aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4

30 permit appletalk
any
any
VLAN: 1

35 permit Oxffee
any
aabb.ccll.1234

40 deny any
any
any
Hit-counts: enabled

Replacing an ACE in an existing MAC ACL:

switch(config)# access-list mac MY MAC ACL
switch (config-acl-ip)# 35 permit any aabb.ccll.1234 Oxeeee
switch (config-acl-ip)# exit

switch(config)# do show access-list

Type Name
Sequence Comment
Action EtherType

Source MAC Address
Destination MAC Address
Additional Parameters

MAC MY MAC ACL
10 permit ipv6
1122.3344.5566/f£f£f£. ££££.0000
any
20 permit any

aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4
30 permit appletalk
any
any
VLAN: 1
35 permit Oxeeee
any
aabb.ccl1.1234
40 deny any
any
any
Hit-counts: enabled

Removing an ACE from an MAC ACL:

switch(config)# access-list mac MY MAC ACL
switch (config-acl-ip)# no 35
switch (config-acl-ip)# exit
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%

switch(config)# do show access-list

Name

Comment

Action EtherType
Source MAC Address

Destination MAC Address

Additional Parameters

Type
Sequence
MAC
10
20
30
40

MY MAC ACL

permit ipv6
1122.3344.5566/f££f£.££££.0000

any

permit any

aaaa.bbbb.cccc

1111.2222.3333

QoS Priority Code Point: 4

permit appletalk
any

any

VLAN: 1

deny any
any

any

Hit-counts: enabled

Removing a MAC ACL:

switch(config)# no access-list mac MY MAC ACL

switch(config)# do show access-list

Name

Comment

Action EtherType
Source MAC Address

Destination MAC Address

Additional Parameters

Type
Sequence
MAC
1
2
3
4

MY MAC ACL2

permit ipv6
1122.3344.5566/f£f£f£.££££.0000

any

permit any
aaaa.bbbb.cccc

1111.2222.3333

QoS Priority Code Point: 4

Permit all vlan-40 tagged Appletalk traffic
permit appletalk
any

any

VLAN: 1

deny any

any

any

Hit-counts: enabled

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your

switch model.

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
All platforms config Administrators or local user group members with execution rights
The access-1list mac for this command

<ACL-NAME> command
takes you into the named
ACL context where you
enter the ACEs.

access-list resequence

access-list {iplipv6|mac} <ACL-NAME> resequence <STARTING-SEQUENCE-NUMBER> <INCREMENT>

Description

Resequences the ACE sequence numbers in an ACL.

Parameter Description

{iplipv6|mac} Specifies the ACL type.

<ACL-NAME> Specifies the ACL name.

<STARTING-SEQUENCE-NUMBER> Specifies the starting sequence number.

<INCREMENT> Specifies the sequence number increment.
Examples

Resequencing an IPv4 ACL to start at 1 with an increment of 1:

switch(config)# access-list ip MY IP ACL resequence 1 1
switch (config-acl-ip)# exit

switch(config) # do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port (s)

Additional Parameters

IpPv4 MY IP ACL

1 permit udp
any
172.16.1.0/255.255.255.0

2 permit tcp
172.16.2.0/255.255.0.0 > 1023
any

3 permit tcp
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172.26.1.0/255.255.255.0
any
dscp: AFl11l
ack
syn
4 deny any
any
any
Hit-counts: enabled

Resequencing an IPv6 ACL to start at 1 with an increment of 1:

switch(config)# access-list ipv6é MY IPV6_ ACL resequence 1 1
switch (config-acl-ip) # exit

switch(config)# do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port (s)

Additional Parameters

IPv6 MY IPV6 ACL

1 permit udp
any
2001::1/64

2 Permit all TCP ephemeral ports
permit tecp
2001:2001::2:1 > 1023
any

3 permit tcp
2001:2011::1/64
any

4 deny any
any
any
Hit-counts: enabled

Type Name
Sequence Comment

Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)
Additional Parameters

IPv6 MY IPV6 ACL

1 permit udp
any
2001::1/64

2 Permit all TCP ephemeral ports
permit tcp
2001:2001::2:1 > 1023
any

3 permit tep
2001:2011::1/64
any

4 deny any
any
any
Hit-counts: enabled

Resequencing a MAC ACL to start at 1 with an increment of 1:
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switch(config)# access-list mac MY MAC ACL resequence 1 1
switch (config-acl-mac) # exit

switch (config)# do show access-list

Type Name
Sequence Comment
Action EtherType

Source MAC Address
Destination MAC Address
Additional Parameters

MAC MY MAC ACL
1 permit ipvé6
1122.3344.5566/f£f£f£.££££.0000
any
2 permit any

aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4
3 Permit all vlan-40 tagged Appletalk traffic
permit appletalk
any
any
VLAN: 1
4 deny any
any
any
Hit-counts: enabled

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

access-list reset

access-list {alll|ip <ACL-NAME>|ipv6 <ACL-NAME>|mac <ACL-NAME>} reset

Description

Changes the user-specified ACL configuration to match the active ACL configuration. Use this command
when a discrepancy exists between what the user configured and what is active and accepted by the
system.

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



Parameter Description

alllip ACL-NAME>|ipvé <ACL-NAME>|mac <ACL-NAME> Specifies one of the following:

® aresetofall ACLs.

® 3reset of a named IPv4 ACL.
= areset of anamed IPv6 ACL.
= areset of a named MAC ACL.

Usage

The output of the show access-list command displays the active configuration of the product. The
active configuration is the ACLs that have been configured and accepted by the system. The output of
the show access-list command with the configuration parameter, displays the ACLs that have been
configured. The output of this command may not be the same as what was programmed in hardware or
what is active on the product.

If the active ACLs and user-configured ACLs are not the same, a warning message is displayed in the
output of the show command. Modify the user-configured ACL until the warning message is no longer
displayed or run the access-list reset command to change the user-specified configuration to match
the active configuration.

Examples
On the 6400 Switch Series, interface identification differs.
Apply an ACL with TCP acknowledgments (ACKs) on ingress, which is unsupported by hardware:

switch (config-acl)# 10 permit tcp 172.16.2.0/16 any ack
Displaying the user-specified configuration:

switch (config) # do show access-list commands
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
access-list ip TEST ACL
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
interface 1/1/1

apply access-list ip TEST ACL in

switch (config) # do show access-list commands configuration
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
access-list ip TEST ACL

10 permit tcp 172.16.2.0/255.255.0.0 any ack
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
interface 1/1/1

apply access-list ip TEST ACL in

switch (config) # do show access-list
Type Name
Sequence Comment
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Action L3 Protocol

Source IP Address Source L4 Port (s)

Destination IP Address Destination L4 Port (s)

Additional Parameters
Warning: TEST ACL user configuration does not match active configuration.

run 'access-list TYPE NAME reset' to reset access-list to match active

configuration.
IPv4 TEST ACL

o° oe

switch(config)# do show access-list configuration

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port(s)

Additional Parameters

% Warning: TEST ACL user configuration does not match active configuration.
% run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
IPv4 TEST ACL
10

permit tcp

172.16.2.0/255.255.0.0

any

ack

! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-1list TYPE NAME reset' to reset access-list to match active
configuration.
access-list ip TEST ACL
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
interface 1/1/1

apply access-list ip TEST ACL in

switch (config)# do show access-list commands configuration
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
access-list ip TEST ACL

10 permit tcp 172.16.2.0/255.255.0.0 any ack
! access-list ip TEST ACL user configuration does not match active configuration.
! run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
interface 1/1/1

apply access-list ip TEST ACL in

switch(config)# do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port(s)

Additional Parameters
% Warning: TEST ACL user configuration does not match active configuration.
% run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
IPv4 TEST ACL
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switch(config)# do show access-list configuration

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port(s)

Additional Parameters

% Warning: TEST ACL user configuration does not match active configuration.

% run 'access-list TYPE NAME reset' to reset access-list to match active
configuration.
IPv4 TEST ACL
10

permit tcp

172.16.2.0/255.255.0.0

any

ack

Resetting the user-specified configuration to match the active configuration.

switch(config)# access-list ip TEST ACL reset

Displaying the updated user-specified configuration.

switch(config)# do show access-list commands
access-list ip TEST ACL
interface 1/1/1

apply access-list ip TEST ACL in

switch(config)# do show access-list commands configuration
access-list ip TEST ACL
interface 1/1/1

apply access-list ip TEST ACL in

switch(config) # do show access-list

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port(s)

Additional Parameters

Ipv4 TEST ACL

switch(config)# do show access-list configuration

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)

Additional Parameters

IPv4 TEST ACL

& For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.
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Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

access-list secure-update

access-list secure-update
no access list secure-update

Description
This command determines if access lists are updated using the secure-update feature. Secure-update is
enabled by default.

When secure-update is enabled and an ACL is updated or replaced, one or more override entries are
installed in the TCAM table(s) containing the ACL that is being modified. As a result, all traffic of the
same type as the currently configured ACL will be denied on the interfaces to which the ACL is applied.
This ensures that traffic is not temporarily allowed while modifying an ACL. Upon completion of the
update, the TCAM override entries are uninstalled and traffic resumes ACL matching.

The no version of this command disables this feature. If secure-update is disabled, there will be no
override entry installed. This results in the faster modification of an ACL and ensures that there is no
interruption to previously permitted traffic, but may temporarily allow previously denied traffic to pass
through the switch. Once the ACL has been modified, traffic will be processed by the updated ACL.

Examples

Disabling secure-update:

switch (config) # no access-list secure-update

Reenabling secure-update:

switch (config) # access-list secure-update

— For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Related Commands
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Command Description

vsx-sync acl-secure-update If this setting is enabled and the primary VSX node
has configurations with the access list secure-update
feature enabled, this configuration can synchronize
to the secondary peer. This setting is disabled by
default. Refer to the Virtual Switching Extension (VSX)
Guide for details.

Command History

Release Modification

10.13 Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

apply access-list control-plane

apply access-list {ipl|ipv6} <ACL-NAME> control-plane vrf <VRF-NAME>
no apply access-list {ip|ipv6} <ACL-NAME> control-plane vrf <VRF-NAME>

Description
Applies an ACL to the specified VRF.
The no form of this command removes application of the ACL from the specified VRF.

Parameter Description

iplipv6 Specifies the ACL type: ip for IPv4, oripveé for IPv6.
<ACL-NAME> Specifies the ACL name.
vrf <VRF-NAME> Specifies the VRF name.

Usage

Only one ACL per type (ip, or ipv6) may be applied to a Control Plane VRF at a time. Therefore, using the
apply access-list control-plane command on a VRF with an already-applied ACL of the same type, will
replace the applied ACL.

Examples
Applying My_ip_ACL to Control Plane traffic on the default VRF:

switch(config)# apply access-list ip My ip ACL control-plane vrf default
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Replacing My_ip_ACL with My_Replacement_ACL on the default VRF:

switch(config)# apply access-list ip My Replacement ACL control-plane vrf default

Remove (unapply) the My_Replacement_ACL from the default VRF. Any other interfaces or VLANs with
My_Replacement_ACL applied are unaffected.

switch(config)# no apply access-list ip My Replacement ACL control-plane vrf
default

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

apply access-list (to interface or LAG)

no apply access-list {ip | ipv6 | mac} <ACL-NAME> {in | out}

Description

Applies an ACL to the interface (Individual front plane port) or Link Aggregation Group (LAG) identified
by the current interface or LAG context.

The no form of this command removes application of the ACL from the current interface or LAG
identified by the current interface or LAG context.

Parameter Description

iplipvé |mac Specifies the ACL type: ip for IPv4, ipvé for IPv6, or mac for MAC
ACL.
<ACL-NAME> Specifies the ACL name.
in Selects the inbound (ingress) traffic direction.
out Selects the outbound (egress) traffic direction.
Usage
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® Each ACL of a given type can be applied to the same interface or LAG once in each direction.
Therefore, using the apply access-list command on an interface or LAG with an already-applied ACL
of the same typewill replace the currently applied ACL.

® An ACL can be applied to an individual front plane port or to a Link Aggregation Group (LAG).

® A port that is a member of a LAG with an applied ACL cannot have a different ACL applied to that
member port.

= When the port membership of a LAG with an applied ACL is changed, the LAG ACL is automatically
applied or removed from that port depending on the modification type.

Examples

On the 6400 Switch Series, interface identification differs.
Applying My_IP_ACL to ingress traffic on interface range 1/1/10 to 1/1/12:

switch (config)# int 1/1/10-1/1/12
switch ((config-if-<1/1/10-1/1/12>)# apply access-list ip My IP ACL in
switch((config-if-<1/1/10-1/1/12>)# exit

Applying MY_IP_ACL to ingress traffic on LAG 100 and egress traffic on interface 1/1/2:

switch (config)# interface lag 100
switch(config-lag-if)+# apply access-list ip MY IP ACL in
switch(config-lag-if) # exit

switch (config)# interface 1/1/2

switch (config-if)# apply access-list ip MY IP ACL out
switch (config-if)# exit

switch (config) #

Applying MY_IPV6_ACL to ingress traffic on interface 1/1/1 and to ingress traffic on LAG 100:

switch (config) # interface 1/1/1
switch(config-if) # apply access-list ipv6é MY IPV6 ACL in
switch (config-if)# exit

switch(config)# interface lag 100

switch(config-lag-if)# apply access-list ipv6 MY IPV6_ACL in
switch (config-lag-if) # exit

switch (config) #

Applying MY_MAC_ACL to ingress traffic on interface 1/1/1 and ingress traffic on interface 1/1/2:

switch (config)# interface 1/1/1
switch(config-if)# apply access-list mac MY MAC ACL in
switch (config-if)# exit

switch (config)# interface 1/1/2

switch(config-if)# apply access-list mac MY MAC ACL in
switch (config-if)# exit

switch (config) #
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Replacing MY_IP_ACL with MY_REPLACEMENT_ACL on interface 1/1/2:

switch (config)# interface 1/1/2

switch(config-if)# apply access-list ip MY REPLACEMENT ACL out
switch (config-if)# exit

switch (config) #

Unapplying MY_REPLACEMENT_ACL from interface 1/1/2 (out):

switch (config) # interface 1/1/2

switch(config-if)# no apply access-list ip MY REPLACEMENT ACL out
switch (config-if)# exit

switch (config) #

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config-if Administrators or local user group members with execution rights
config-lag-if for this command.

apply access-list (to interface VLAN)

apply access-list {iplipv6} <ACL-NAME> {routed-in|routed-out}
no apply access-list {ip|ipv6} <ACL-NAME> {routed-in|routed-out}

Description

Applies an ACL to the interface VLAN (or range of interface VLANSs) identified by the current interface
VLAN context. Using the apply access-list command on an interface VLAN interface with an already-
applied ACL of the same direction and type will replace the currently-applied ACL.

The no form of this command removes application of the ACL from the interface VLAN (or range of
interface VLANSs) identified by the current interface VLAN context.

Parameter Description

iplipvé Specifies the ACL type: ip for IPv4, ipv6 for IPv6.
<ACL-NAME> Specifies the ACL name.
routed-in Selects the routed inbound (routed ingress) traffic direction.
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Parameter Description

routed-out Selects the routed outbound (routed egress) traffic direction.

Usage

® Each ACL of a given type can be applied to the same interface VLAN once in each direction.
Therefore, using the apply access-list command on an interface VLAN with an already-applied ACL
of the same direction and type, will replace the applied ACL.

® Applicable to the 6300 and 6400 Switch Series: When an ACL is applied to an interface VLAN, it will
create hardware entries on all stack members (6300 switch) and line cards (6400 switch) regardless
of whether an interface VLAN member exists on any specific stack member or line card.

Examples
Creating an IPv4 ACL and applying it to routed ingress traffic on interface VLAN vlan100:

switch(config) # access-list ip test

switch(config-acl-ip)# 10 permit any 1.1.1.2 2.2.2.2 count
switch(config-acl-ip)# 20 permit any 1.1.1.2 2.2.2.1 count
switch (config-acl-ip 30 permit any 2.2.2.2 1.1.1.2 count

40 permit any 2.2.2.2 1.1.1.1 count

switch (config-acl-ip
switch(config-acl-ip
switch (confiqg) #
switch(config)# interface vlanl00

switch(config-if-vlan)# apply access-list ip test routed-in

)
) #

switch (config-acl-ip) #
)# 50 permit any any any coun
)# exit

Applying My_ip_ACL to routed ingress traffic on interface VLAN 10:
switch(config)# interface vlan 10
switch(config-if-vlan)# apply access-list ip My ip ACL routed-in
Applying My_ipv6_ACL to routed ingress traffic on interface VLAN 10:

switch (config) # interface vlan 10
switch(config-if-vlan)# apply access-list ipv6é My ip ACL routed-in

Applying My_ip_ACL to routed ingress traffic on interface VLANs 20 to 25:
switch(config)# interface vlan 20-25

switch(config-if-vlan-<20-25>)# apply access-list ip My ip ACL routed-in

Replacing My_ipv6_ACL with My_Replacement_ACL on interface VLAN 10 (following the above
examples):
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switch (config) # interface wvlan 10
switch(config-if-vlan)# apply access-list ipv6 My Replacement ACL routed-in

Removing (unapplying) My_Replacement_ACL on interface VLAN 10. Any other interfaces or VLANs with
My_Replacement_ACL applied are not affected:

switch (config)# interface vlan 10
switch(config-if-vlan)# no apply access-list ipvé My Replacement ACL routed-in

Removing (unapplying) My_ip_ACL on interface VLANs 20 to 25. Any other interfaces or VLANs with My_
ip_ACL applied are not affected:

switch (config) # interface vlan 20-25
switch (config-if-vlan-<20-25>)# no apply access-list ip My ip ACL routed-in

Applying My_ip_ACL to routed egress traffic on interface VLAN 30:

switch (config) # interface vlan 30
switch(config-if-vlan)# apply access-list ip My ip ACL routed-out

Applying My_ip_ACL to routed egress traffic on interface VLANs 40 to 50:

switch (config) # interface vlan 40-50
switch (config-if-vlan-<40-50>)# apply access-list ip My ip ACL routed-out

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-if-vlan Administrators or local user group members with execution rights
6400 for this command.

apply access-list (to subinterface)

apply access-list {iplipv6|mac} <ACL-NAME> {in|out}
no apply access-list {ip|ipv6|mac} <ACL-NAME> {in|out}

Description
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Applies an ACL to the current port or LAG subinterface context or subinterface context range.

The no form of this command removes application of the ACL from the current port or LAG subinterface
context or subinterface context range.

An ACL cannot be applied to the parent interface of one or more subinterfaces. This also means that a
subinterface cannot be added to an interface if there is an ACL applied.

ACE VLAN IDs cannot be added to ACLs applied to subinterfaces. This also means that an ACL with an ACE
matching on a VLAN ID cannot be applied to a subinterface.

Parameter Description

iplipv6|mac Specifies the ACL type: ip for IPv4, ipv6 for IPv6, or mac for MAC
ACL.
<ACL-NAME> Specifies the ACL name.
inlout Selects the traffic direction.
Usage

® Each ACL of a given type can be applied to the same subinterface once in each direction. Therefore,
using the apply access-1ist command on a subinterface with an already-applied ACL of the same
type and direction will replace the currently applied ACL.

® |n the case of a failed ACL application to a subinterface during switch reboot or hotswap, the
subinterface will be shut down. Fixing the failure will cause the subinterface to come back up.

® |nthe case of a failed ACL application to an added subinterface LAG member(s), the entire LAG
subinterface will be shut down. Fixing the failure will cause the LAG subinterface to come back up.
For this case to occur, the ACL must already be successfully applied to existing subinterface LAG
members. This is done to prevent traffic from circumventing the ACL by passing through new LAG
members where the ACL was not successfully applied. This only occurs when the LAG spans more
than one line card or stack member.

Examples

On the 6400 Switch Series, interface identification differs.
Applying My_ip_ACL to ingress traffic on subinterface 1/1/1.10:

switch (config)# interface 1/1/1.10
switch (config-subif)# apply access-list ip My ip ACL in

Applying My_ip_ACL_egr to egress traffic on subinterface 1/1/2.8:

switch (config)# interface 1/1/2.8
switch (config-subif)# apply access-list ip My ip ACL egr out

Applying My_ipv6_ACL to ingress traffic on subinterface 1/1/1.10:
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switch (config)# interface 1/1/1.10
switch (config-subif)# apply access-list ipv6é My ipv6_ACL in

Applying My_ip_ACL to ingress traffic on subinterface range 1/1/1.11 to 1/1/1.15:

switch (config)# interface 1/1/1.11-1/1/1.15
switch(config-subif-<1/1/1.11-1/1/1.15>)# apply access-list ip My ip ACL in

Replacing My_ipv6_ACL with My_Replacement_ACL on subinterface 1/1/1.10 (following the above
examples):

switch (config)# interface 1/1/1.10
switch (config-subif)# apply access-list ipv6é My Replacement ACL in

Removing (unapplying) My_Replacement_ACL on subinterface 1/1/1.10. Any other interfaces or VLANs
with My_Replacement_ACL applied are not affected.

switch (config)# interface 1/1/1.10

switch(config-subif)# no apply access-list ipv6 My Replacement ACL in

Removing (unapplying) My_ip_ACL on subinterface 1/1/1.11 to 1/1/1.15. Any other interfaces or VLANs
with My_ip_ACL applied are not affected.

switch (config)# interface 1/1/1.11-1/1/1.15
switch (config-subif-<1/1/1.11-1/1/1.15>)# no apply access-list ip My ip ACL in

Applying My_ip_ACL to ingress traffic on subinterface lag1.10:

switch (config) # interface lagl.10
switch (config-subif) # apply access-list ip My ip ACL in

Removing (unapplying) My_ip_ACL from subinterface lag1.10:

switch(config)# interface lagl.1l0
switch (config-subif)# no apply access-list ip My ip ACL in

Applying My_ip_ACL_egr to egress traffic on subinterface lag1.4:

switch(config)# interface lagl.4
switch(config-subif)# apply access-list ip My ip ACL egr out apply access-list ip
My ip ACL egr out

- For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History
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Release Modification

10.10 Added subinterface egress support for interfaces and LAGs.

10.08 Command introduced.

Command Information

Platforms Command context Authority
6300 config-subif Administrators or local user group members with execution rights
6400 for this command.

apply access-list (to L3 VNI)

apply access-list {iplipv6} <ACL-NAME> {routed-in}
no apply access-list {ipl|ipv6} <ACL-NAME> {routed-in}
Description

Applies an ACL to the current L3 VNI. Only one direction (" routed-in ") and one type (IPv4/IPv6) of an ACL
may be applied to an L3 VNI at a time, thus the “apply” command on an L3 VNI with an already applied
ACL of the same direction and type will replace the currently-applied ACL.

The no form of this command removes application of the ACL from the L3 VNI identified by the current
L3 VNI context.

Parameter Description

iplipvé Specifies the ACL type: ip for IPv4 or ipv6 for IPv6.

<ACL-NAME> Specifies the ACL name.

routed-in Selects the routed-inbound (routed ingress) traffic direction.
Usage

® Each ACL of a given type can be applied to the same L3 VNI interface once in each direction.
Therefore, using the apply access-list command on an L3 VNI interface with an already-applied ACL
of the same type, will replace the applied ACL.

® Applicable to the 6300 and 6400 Switch Series: When an ACL is applied to an L3 VNI interface, it will
create hardware entries on all stack members (6300 switch) and line cards (6400 switch) regardless
of whether an L3 VNI interface member exists on any specific stack member or line card.

Examples
Applying My_ip_ACL to routed ingress traffic on VNI 10:

switch(config)# interface vxlan 1

switch (config-vxlan-if)# wvni 10

switch (config-vni-10) # vrf red

switch (config-vni-10) # routing

switch(config-vni-10)# apply access-list ip My ip ACL routed-in
switch(config-vni-10) # exit
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switch (config-vxlan-if)# exit
switch (config) #

Applying My_ipv6_ACL to routed ingress traffic on VNI 10:

config)# interface vxlan 1

config-vxlan-if)# vni 10

config-vni-10) # vrf red

config-vni-10) # routing

config-vni-10) # apply access-list ipv6é My ipv6 ACL routed-in
config-vni-10)# exit

config-vxlan-if)# exit

config) #

switch
switch
switch
switch
switch
switch
switch
switch

Replacing My_ipv6_ACL with My_Replacement_ACL on VNI 10 (following the preceding examples):

switch (config) # interface vxlan 1

switch (config-vxlan-if)# wvni 10

switch(config-vni-10)# apply access-list ipv6 My Replacement ACL routed-in
switch (config-vni-10) # exit

switch (config-vxlan-if)# exit

switch (config) #

Removing My_Replacement_ACL on interface VNI 10. Any other interfaces, VLANSs, or VNIs with My_ip_
ACL applied are not affected:

config) # interface vxlan 1

config-vxlan-if)# wvni 10

config-vni-10) # no apply access-list ipv6 My Replacement ACL routed-in
config-vni-10) # exit

config-vxlan-if)# exit

config) #

switch
switch
switch
switch
switch
switch

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.14 Added support for L3 VNI ACLs.

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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apply access-list (to VLAN)

apply access-list {iplipv6|mac} <ACL-NAME> {in|out}

no apply access-list {ip|ipv6|mac} <ACL-NAME> {in|out}
Description

Applies an ACL to the VLAN identified by the current VLAN context.

The no form of this command removes application of the ACL from the VLAN identified by the current
VLAN context.

Parameter Description

iplipv6|mac Specifies the ACL type: ip for IPv4, ipv6 for IPv6, or mac for MAC
ACL.

<ACL-NAME> Specifies the ACL name.

in Selects the inbound (ingress) traffic direction.

out Selects the outbound (egress) traffic direction.
NOTE: For 6000 and 6100 switch series, the outbound (egress)
traffic direction is supported only for MAC ACLs.

Usage

® Each ACL of a given type can be applied to the same VLAN once in each direction. Therefore, using
the apply access-list command on a VLAN with an already-applied ACL of the same type, will replace
the applied ACL.

= Applicable to the 6300 and 6400 Switch Series: When an ACL is applied to a VLAN, it will create
hardware entries on all stack members (6300 switch) and line cards (6400 switch) regardless of
whether a VLAN member exists on any specific stack member or line card.

Examples

Applying My_ip_ACL to ingress traffic on VLAN range 20 to 25:

switch (config) # vlan 20-25
switch (config-vlan-<20-25>)# apply access-list ip My ip ACL in

Applying My_ip_ACL to egress traffic on VLAN range 40 to 50:

switch (config)# wvlan 40-50.
switch (config-vlan-<40-50>)# apply access-list ip My ip ACL out

Applying My_ip_ACL to ingress traffic on VLAN 10:

switch (config)# wvlan 10
switch(config-vlan-10)# apply access-list ip My ip ACL in

Applying My_ipv6_ACL to ingress traffic on VLAN 10:
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switch(config) # vlan 10
switch(config-vlan-10)# apply access-list ipv6é My ipv6 ACL in

Applying My_mac_ACL to ingress traffic on VLAN 10:

switch(config) # vlan 10
switch(config-vlan-10)# apply access-list mac My mac_ACL in

Replacing My_ipv6_ACL with My_Replacement_ACL on VLAN 10 (following the preceding examples):

switch(config) # vlan 10
switch(config-vlan-10)# apply access-list ipv6 My Replacement ACL in

Removing (unapplying, Specifies the ACL type: ip for IPv4, ipv6 for IPv6, or mac for MAC ACL. ) several
ACLs on VLAN 10:

switch (config)# wvlan 10
switch(config-vlan-10)# no apply access-list ipvé My Replacement ACL in
switch(config-vlan-10)# no apply access-list mac My mac ACL in

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config-vlan Administrators or local user group members with execution rights
for this command.

clear access-list hitcounts

clear access-list hitcounts { all | [{iplipv6|mac} <ACL-NAME>]
[interface <IF-NAME>| vlan <VLAN-ID>] [in|out|routed-in|routed-out] }

Description
Clears the hit counts for ACLs with ACEs that include the count keyword.
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Parameter Description

all Selects all ACLs.

iplipvé |mac Specifies the ACL type: ip for IPv4, ipv6 for IPv6, or mac for MAC.
<ACL-NAME> Specifies the ACL name.

interface <IF-NAME> Specifies the interface name (port or LAG). For ingress ACLs you

may optionally include a subinterface ID <SUB-INT> in the range
1to 4094 in the form <IF-NAME>.<SUB-INT>, for example

1/1/4.1.
vlan <VLAN-ID> Specifies the VLAN.
in Selects the inbound (ingress) traffic direction.
out Selects the outbound (egress) traffic direction.
routed-in|routed-out Selects the routed traffic direction on which the ACL is applied.
NOTE:

This is only available for IPv4 and IPv6 ACLs applied to interface VLANS.

® routed-in selects the routed inbound (routed ingress) traffic
direction.

= routed-out selects the routed outbound (routed egress) traffic
direction.

Examples

On the 6400 Switch Series, interface identification differs.
Clearing the hit counts for My_ip_ACL applied to port 1/1/2 (egress):

switch# clear access-list hitcounts ip My ip ACL interface 1/1/2 out
Clearing the hit counts for My_ip_ACL applied to VLAN 10 (ingress):

switch# clear access-list hitcounts ip My ip ACL vlan 10 in
Clearing the hit counts for My_ip_ACL applied to subinterface 1/1/4.1 (ingress):

switch# clear access-list hitcounts ip My ip ACL interface 1/1/4.1 in
Clearing the hit counts for all ACLs:

switch# clear access-list hitcounts all

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.
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Command History

Release Modification

10.08 Added subinterface information.

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

clear access-list hitcounts control-plane

clear access-list hitcounts [{ip|ipv6} <ACL-NAME>] control-plane vrf <VRF-NAME>

Description
Clears the hit counts for ACLs applied to the Control Plane VRF.

Parameter Description

iplipv6 Specifies the ACL type: ip for IPv4, or ipv6 for IPv6.
<ACL-NAME> Specifies the ACL name.
vrf <VRF-NAME> Specifies the VRF name.

Examples

Clearing the hit counts for an IPv4 ACL applied to the Control Plane default VRF:

switch# clear access-list hitcounts ip My ipv4 ACL control-plane vrf default

Clearing the hit counts for an IPv6 ACL applied to the Control Plane default VRF:

switch# clear access-list hitcounts ipv6é My ipv6é ACL control-plane vrf default

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier -
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Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

object-group address resequence

object-group {iplipv6} address <OBJECT-GROUP-NAME> resequence <STARTING-SEQUENCE-NUMBER>
<INCREMENT>

Description

Reorders the sequence numbers in an address object group.

Parameter Description

iplipvé Specifies the object group IP address type, either ip or ipveé.
<OBJECT-GROUP-NAME> Specifies the address object group name.
<STARTING-SEQUENCE-NUMBER> Specifies the starting sequence number.
<INCREMENT> Specifies the sequence number increment.

Examples

Resequencing address object group my_ipv4_addr_group to use sequence numbers 5, 10, 15 and so on:

switch(config)# object-group address my_ ipv4 addr group resequence 5 5
switch (config) #

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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object-group address reset

object-group {iplipvé} address <OBJECT-GROUP-NAME> reset

Description

Resets the user configuration back to the active configuration. This command takes immediate effect, it
is not saved in the user configuration. Use this command if misconfiguration of an address object group
has occurred.

Parameter Description

iplipv6 Specifies the object group IP address type, either ip or ipveé.
<OBJECT-GROUP-NAME> Specifies the address object group name.
Examples

Resetting IPv4 address object group my_ipv4_group:

switch(config)# object-group ip address my_ ip group reset
switch (config) #

Resetting IPv6 address object group my_ipv6_group:

switch(config)# object-group ipvé address my ipvé_ group reset
switch (config) #

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

object-group all reset

object-group all reset

Description
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Resets the user configuration back to the active configuration for all object types (address and port).
This command takes immediate effect, it is not saved in the user configuration. Use this command if
misconfiguration of address object groups and port object groups has occurred. Individual address and
port object groups can be reset respectively with the object-group address reset and object-group
port reset commands.

Examples

Resetting the user configuration for all object types (address and port):

switch(config) # object-group all reset
switch (config) #

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

object-group ip address

Syntax to create an IPv4 address object group and enter its context:
object-group ip address <OBJECT-GROUP-NAME>
no object-group ip address <OBJECT-GROUP-NAME>

Syntax (within the address object-group context) for creating or removing IPv4 address entries :
[ <SEQUENCE-NUMBER>] <IP-ADDRESS>|[/{<PREFIX-LENGTH>| <SUBNET-MASK>}]

no <SEQUENCE-NUMBER>

Description

Creates an IPv4 address object group comprised of one or more address entries. Address groups are
used solely as a shorthand way of specifying groups of addresses in the ACEs that make up ACLs. IPv4
address groups can be used only in the access-list ip command. Entering object-group ip address
with an existing address group name, enables you to modify an existing address group.

The no form of this command deletes the entire address group or deletes a particular address group
entry identified by sequence number.
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Parameter Description

<OBJECT-GROUP-NAME> Specifies the address object group name.

<SEQUENCE-NUMBER> Specifies a sequence number for the address
entry. Range: 1 to 4294967295. When omitted,
a sequence number 10 larger than the current
highest sequence number is auto-assigned.
Default auto-assigned sequence numbers are
10, 20, 30, and so on.

<IP-ADDRESS>[/{<PREFIX-LENGTH>|<SUBNET-MASK>}] Specifies the IPv4 address.

®  </P-ADDRESS> - specifies the IPv4 host
address.

®  <PREFIX-LENGTH> - specifies the address
bits to mask (CIDR subnet mask notation).
Range: 1 to 32.

®  <SUBNET-MASK> - specifies the address bits
to mask (dotted decimal notation).

Examples

Creating an IPv4 address group with two entries:

switch(config)# object-group ip address my_ ipv4_addr_group
switch (config-addrgroup-ip)# 10 192.168.0.1
switch (config-addrgroup-ip)# 20 192.168.0.2
switch (config-addrgroup-ip) # exit
switch (config)# show object-group
Type Name
Sequence L4 Port(s)/IP Address
Ipv4 my ipv4 addr group
10 192.168.0.1
20 192.168.0.2

Adding an entry to an existing IPv4 address group:

switch(config)# object-group ip address my ipv4_ addr_group
switch (config-addrgroup-ip)# 30 192.168.0.3
switch (config-addrgroup-ip) # exit
switch (config)# show object-group
Type Name
Sequence L4 Port(s)/IP Address
Ipv4 my ipv4 addr group
10 192.168.0.1
20 192.168.0.2
30 192.168.0.3

Removing an entry (20) from an existing IPv4 address group:

switch(config)# object-group ip address my ipv4 addr_ group
switch (config-addrgroup-ip) # no 20
switch (config-addrgroup-ip) # exit
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switch (config) # show object-group
Type Name
Sequence L4 Port(s)/IP Address
IPv4 my ipvé4 addr group
10 192.168.0.1
30 192.168.0.3

Removing an IPv4 address group:

switch(config)# no object-group ip address my_ipv4_ addr_group
switch (config)# show object-group
No object group found.

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms config Administrators or local user group members with execution rights
The object-group ip for this command.

address command takes
you into the named
address group context
(with prompt switch
(config-addrgroup-ip)#)
where you enter the
addresses.

object-group ipv6 address

Syntax to create an IPv6 address object group and enter its context:
object-group ipv6 address <OBJECT-GROUP-NAME>
no object-group ipv6 address <OBJECT-GROUP-NAME>

Syntax (within the address object-group context) for creating or removing IPv6 address entries :
[ <SEQUENCE-NUMBER>] <IP-ADDRESS>|[/{<PREFIX-LENGTH>| <SUBNET-MASK>}]

no <SEQUENCE-NUMBER>

Description

Creates an IPv6 address object group comprised of one or more address entries. Address groups are
used solely as a shorthand way of specifying groups of addresses in the ACEs that make up ACLs. IPv6

ACL commands



address groups can be used only in the access-1ist ipvé command. Entering object-group ipvé
address with an existing address group name, enables you to modify an existing address group.

The no form of this command deletes the entire address group or deletes a particular address group
entry identified by sequence number.

Parameter Description

<OBJECT-GROUP-NAME> Specifies the address object group name.

<SEQUENCE-NUMBER> Specifies a sequence number for the address
entry. Range: 1 to 4294967295. When omitted,
a sequence number 10 larger than the current
highest sequence number is auto-assigned.
Default auto-assigned sequence numbers are
10, 20, 30, and so on.

<IP-ADDRESS>[/{<PREFIX-LENGTH>| <SUBNET-MASK>}] Specifies the IPv6 address.
®  <IP-ADDRESS> - specifies the IPv6 host
address.

° <PREFIX-LENGTH> - specifies the
address bits to mask (CIDR subnet mask
notation). Range: 1 to 128.

° <SUBNET-MASK> - specifies the address
bits to mask (dotted decimal notation).

Examples

Creating an IPv6 address group with two entries:

switch (config)# object-group ipvé address my ipvé_addr_ group
switch (config-addrgroup-ipv6)# 10 1000::1
switch (config-addrgroup-ipv6)# 20 1000::2
switch (config-addrgroup-ipv6) # exit
switch (config) # show object-group
Type Name
Sequence L4 Port(s)/IP Address

IPv6 my ipvé addr group
10 1000::1
20 1000::2

Adding an entry to an existing IPv6 address group:

switch(config)# object-group ipvé address my_ ipvé_addr group
switch (config-addrgroup-ipv6) #
switch (config-addrgroup-ipv6)# 30 1000::3
switch (config-addrgroup-ipv6) # exit
switch (config) # show object-group
Type Name
Sequence L4 Port(s)/IP Address

IPv6 my ipvé addr group
10 1000::1
20 1000::2
30 1000::3
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Removing an entry (20) from an existing IPv6 address group:

switch(config)# object-group ipvé address my_ ipvé_addr_group
switch (config-addrgroup-ipvé6)# no 20
switch (config-addrgroup-ipv6) # exit
switch (config)# show object-group
Type Name
Sequence L4 Port(s)/IP Address

IPvV6 my ipvé addr group
10 1000::1
30 1000::3

Removing an IPv6 address group:

switch(config)# no object-group ipv6é address my_ ipv6_addr_ group
switch (config)# show object-group
No object group found.

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms config Administrators or local user group members with execution rights
The object-group ipvé for this command.

address command takes
you into the named
address group context
(with prompt switch
(config-addrgroup-
ipv6)#) where you enter
the addresses.

object-group port

Syntax to create a Layer 4 port object group and enter its context:
object-group port <OBJECT-GROUP-NAME>

no object-group port <OBJECT-GROUP-NAME>

Syntax (within the port object-group context) for creating or removing Layer 4 port entries:
[<SEQUENCE-NUMBER>] { {eqlgt|lt} <PORT>|range <MIN-PORT> <MAX-PORT> }

no <SEQUENCE-NUMBER>
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Description

Creates a Layer 4 port object group comprised of one or more port entries. Port groups are used solely
as a shorthand way of specifying groups of ports in the ACEs that make up ACLs. Layer 4 port groups
can be used only in the access-list ip and access-list ipv6 commands. Entering object-group port with
an existing port group name, enables you to modify an existing port group.

The no form of this command deletes the entire port group or deletes a particular port group entry
identified by sequence number.

Parameter Description

<OBJECT-GROUP-NAME> Specifies the port object group name.

<SEQUENCE-NUMBER> Specifies a sequence number for the port
entry. Range: 1 to 4294967295. When
omitted, a sequence number 10 larger than
the current highest sequence number is
auto-assigned. Default auto-assigned
sequence numbers are 10, 20, 30, and so
on.

{ {eqlgt|1lt} <PORT>|range <MIN-PORT><MAX-PORT> } Specifies the port or port range. Port
numbers are in the range of 0 to 65535.

® eq <PORT> - specifies the Layer 4 port.

® gt <PORT> - specifies any Layer 4 port
greater than the indicated port.

® |t <PORT> - specifies any Layer 4 port
less than the indicated port.

= range MIN-PORT> <MAX-PORT> -
specifies the Layer 4 port range.

NOTE:
When ACLs using ACEs defined with port groups

are applied, the same number of hardware
resources are consumed as when the ports are
specified directly in the ACEs and not in a group.
Keep this in mind when creating port groups that
include many ports. Although hardware resource
consumption is the same, with or without port
groups used, it may not be immediately obvious
that some port groups that you have defined,
include many ports. It is recommended that you
name port groups in a manner that reminds you
that a group includes many ports.

Examples

Creating a port group with two entries to cover port 80 plus ports 0 through 50:

switch(config)# object-group port my port group
switch (config-portgroup)# 10 eq 80

switch (config-portgroup) # 20 range 0 50

switch (config-portgroup) # exit
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switch (config) # show object-group
Type Name
Sequence L4 Port(s)/IP Address
Port my port group
10 eq 80
20 range 0 50

Adding an entry for ports greater than 65525 (covers ports 65526 through 65535):

switch(config)# object-group port my port group
switch (config-portgroup) # 30 gt 65525
switch (config-portgroup) # exit
switch (config) # show object-group
Type Name
Sequence L4 Port(s)/IP Address
Port my port group
10 eq 80
20 range 0 50
30 gt 65525

Removing an entry (#20) from the port group:

switch(config)# object-group port my port group
switch (config-portgroup) # no 20
switch (config-portgroup) # exit
switch (config)# show object-group
Type Name
Sequence L4 Port(s)/IP Address
Port my port group
10 eq 80
30 gt 65525

Removing the port group:

switch(config)# no object-group port my port_group
switch(config)# show object-group
No object group found.

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
The object-group ip for this command.

port command takes you
into the named port
group context (with
prompt switch(config-
portgroup)#) where you
specify the ports.

object-group port resequence

object-group port <OBJECT-GROUP-NAME> resequence <STARTING-SEQUENCE-NUMBER> <INCREMENT>

Description

Reorders the sequence numbers in a port object group.

Parameter Description

<OBJECT-GROUP-NAME> Specifies the port object group name.

<STARTING-SEQUENCE-NUMBER> Specifies the starting sequence number.

<INCREMENT> Specifies the sequence number increment.
Examples

Resequencing port object group my_port_group to use sequence numbers 110, 120, 130 and so on:

switch(config)# object-group port my port group resequence 110 10
switch (config) #

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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object-group port reset

object-group port <OBJECT-GROUP-NAME> reset

Description

Resets the user configuration back to the active configuration. This command takes immediate effect, it
is not saved in the user configuration. Use this command if misconfiguration of a port object group has
occurred.

Parameter Description
<OBJECT-GROUP-NAME> Specifies the port object group name.
Examples

Resetting port object group my_port_group:

switch (config)# object-group port my port group reset
switch (config) #

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

L EEENE Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

show access-list

Syntax that filters by ACLs applied to an interface, VLAN, or VNI:
show access-1list [interface <IF-NAME>|vlan <VLAN-ID>|vni <VNI-ID>]
[in|out|routed-in|routed-out] [ip|ipv6|mac] [<acl-name>] [commands] [configuration]
show access-list [ipl|ipv6] [<ACL-NAME>] control-plane [vrf <VRF-NAME>] [commands]
[configuration]
Syntax that filters by the named ACL:

show access-1list [ip|ipv6|mac] [<ACL-NAME>] [commands] [configuration] [vsx-peer]

Description

Shows information about your defined ACLs and where they have been applied. When show access-list
is entered without parameters, information for all ACLs is shown. The parameters filter the list of ACLs
for which information is shown.
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Available filtering includes:

® The content of a specific ACL.

®  All ACLs of a specific type.

® The ACL applied in a particular direction.

® The ACL applied to a specific interface (port or split port or LAG).

® The ACL applied to a specific subinterface (port or LAG).

® The ACL applied to a specific VLAN.

® The ACL applied to a specific VNI.

® The ACL applied to specific interface VLAN (routed-in or routed-out).
® The control-plane ACL applied to a specific VRF.

Parameter Description

interface <IF-NAME> Specifies the interface name (port or LAG). For ingress ACLs you
may optionally include a subinterface ID <SUB-INT> in the range
1t0 4094 in the form <IF-NAME>.<SUB-INT>, for example

1/1/4.1.
vlan <VLAN-ID> Specifies the VLAN.
vni <VNI-ID> Specifies the ID of the VNI.
control-plane vrf <VRF-NAME> Specifies the VRF of the control plane ACL.
ip|ipvé|mac Specifies the ACL type:

= jp for IPv4,

= jpv6 for IPv6, or
® mac for MAC.

in Selects the inbound (ingress) traffic direction.

out Selects the outbound (egress) traffic direction.

routed-in Selects the routed inbound (routed ingress) traffic direction.
NOTE: This is only available for IPv4 and IPv6 ACLs applied to
interface VLANS.

routed-out Selects the routed outbound (routed egress) traffic direction.
NOTE: This is only available for IPv4 and IPv6 ACLs applied to
interface VLANS.

<ACL-NAME> Specifies the ACL name.

commands Specifies that the ACL definition is to be shown as the commands

and parameters used to create it rather than in tabular form.

configuration Specifies that the user-configured ACLs be shown as entered,
even if the ACLs are not active due to ACE-definition command
issues or hardware issues. This parameter is useful if there is a
mismatch between the entered configuration and the previous
successfully programmed (active) ACLs configuration.
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Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Creating an IPv4 ACL, applying it to an interface VLAN (routed in), and then showing ACL information
filtered for that interface VAN:

switch(config) # access-list ip test

switch(config-acl-ip)# 10 permit any 1.1.1.2 2.2.2.2 count
switch(config-acl-ip)# 20 permit any 1.1.1.2 2.2.2.1 count
switch (config-acl-ip 30 permit any 2.2.2.2 1.1.1.2 count

40 permit any 2.2.2.2 1.1.1.1 count

switch (config-acl-ip
switch(config-acl-ip
switch(config) #
switch(config) # interface v1lanl00

switch (config-if-vlan)# apply access-list ip test routed-in
switch(config-if-vlan)# exit

switch (config)# show access-list interface v1anl00 ip routed-in

50 permit any any any count

)
)
switch(config-acl-ip)
)
) # exit

#
#
#
#

Direction
Type Name
Sequence Comment
Ac L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port (s)
Additional Parameters
Routed Inbound
IPv4 test
10
permit any
1.1.1.2
2.2.2.2
Hit-counts: enabled
20
permit any
1.1.1.2
2.2.2.1
Hit-counts: enabled
30
permit any
2.2.2.2
1.1.1.2
Hit-counts: enabled
40
permit any
2.2.2.2
1.1.1.1
Hit-counts: enabled
50
permit any
any
any
Hit-counts: enabled
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Showing an IPv4 ACL:

switch# show access-list ip MY ACL

Type Name
Sequence Comment
Action L3 Protocol
Source IP Address Source L4 Port (s)
Destination IP Address Destination L4 Port(s)

Additional Parameters

IPv4 MY ACL

10 permit udp
any
172.16.1.0/255.255.255.0

20 permit tcp
172.16.2.0/255.255.0.0 > 1023
any

30 permit tep
172.26.1.0//255.255.255.0
any
syn
ack
dscp 10

40 deny any
any
any

Hit-counts: enabled

Showing an IPv4 ACL as commands:

switch# show access-list ip MY ACL commands
access-list ip MY ACL
10 permit udp any 172.16.1.0/255.255.255.0
20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any
30 permit tcp 172.26.1.0/255.255.255.0 any syn ack dscp 10
40 deny any any any count

Showing a MAC ACL applied to subinterface 1/1/2.1, inbound:

switch# show access-list interface 1/1/2.1 mac in

Direction
Type Name
Sequence Comment
Action EtherType
Source MAC Address
Destination MAC Address
Additional Parameters
Inbound
MAC My mac ACL
10
permit ipv6
1122.3344.5566/fff£.££££.0000
any
20
permit any

aaaa.bbbb.cccc
1111.2222.3333
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QoS Priority Code Point: 4
30

deny

any

any

Hit-counts: enabled

any

Showing IPv4 ACLs applied to VLAN 10, inbound:

switch# show access-list vlan 10 ip in

Type Name
Sequence Comment
Action

Source IP Address
Destination IP Address
Additional Parameters

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

IPv4 My ip ACL

10 permit
any
172.16.1.0/255.255.255.0

20 permit
172.16.2.0/255.255.0.0
any

30 permit
172.26.1.0//255.255.255.0
any
syn
ack
dscp 10

40 deny
any
any
Hit-counts: enabled

tcp
> 1023

tcp

any

Showing IPv6 ACLs applied to LAG 128, inbound:

switch# show access-list interface lagl28 ipv6 in

Type Name
Sequence Comment
Action

Source IP Address
Destination IP Address
Additional Parameters

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

IPV6 MY IPV6 ACL

10 permit
any
2001::1/64

20 permit
2001:2001::2:1/128
any

30 permit
2001:2011::1/64

40 deny
any
any

tcp
> 1023

tcp

any
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Hit-counts: enabled

Showing an IPv6 ACL as commands:

switch# show access-list ipv6é MY IPV6_ ACL commands
access-list ipv6 MY IPV6 ACL
10 permit udp any 2001::1/64
20 permit tcp 2001:2001::2:1/128 gt 1023 any
40 deny any any any count

Showing a MAC ACL:

switch# show access-list mac MY MAC ACL

Type Name
Sequence Comment
Action EtherType

Source MAC Address
Destination MAC Address
Additional Parameters

MAC MY MAC ACL
10 permit ipvé6
1122.3344.5566/f£f£f£.££££.0000
any
20 permit any

aaaa.bbbb.cccc
1111.2222.3333
QoS Priority Code Point: 4
30 deny any
any
any
Hit-counts: enabled

Showing a MAC ACL as commands:

switch# show access-list mac MY MAC ACL commands
access-list mac MY MAC ACL
10 permit 1122.3344.5566/ffff.£f£f££.0000 any ipv6
20 permit aaaa.bbbb.cccc 1111.2222.3333 any pcp 4
30 deny any any any count

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your

% switch model.

Command History

Release Modification

10.14 Added support for L3VNI ACLs.
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Release Modification

10.08 Added subinterface information and examples.

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show access-list control-plane

show access-list [ipl|ipv6] [<ACL-NAME>] control-plane [vrf <VRF-NAME>]
[commands] [configuration] [vsx-peer]

Description

Shows information about your defined ACLs that have been applied to the Control Plane. When show
access-list control-plane is entered without parameters, information for all ACLs applied to the
Control Plane is shown. The parameters filter the list of ACLs for which information is shown.

Available filtering includes:

® The content of a specific ACL that has been applied to the Control Plane.
= All ACLs of a specific type that have been applied to the Control Plane.
® All ACLs applied to the Control Plane for a specific VRF.

Parameter Description

iplipvé Specifies the ACL type: ip for IPv4, oripvé for IPv6.

<ACL-NAME> Specifies the ACL name.

vrf <VRF-NAME> Specifies the VRF name.

[commands] Specifies that the ACL definition is to be shown as the commands

and parameters used to create it rather than in tabular form.

[configuration] Specifies that the user-configured ACLs be shown as entered,
even if the ACLs are not active due to ACE-definition command
issues or hardware issues. This parameter is useful if there is a
mismatch between the entered configuration and the previous
successfully programmed (active) ACLs configuration.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples
Showing an IPv4 ACL applied to the Control Plane default VRF:
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switch# show access-list ip My ipv4 ACL control-plane vrf default

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

Type
Sequence

My ipv4 ACL
10 permit
any
172.16.1.0/24
20 permit
172.16.2.0/16
any
30 permit
172.26.1.0/24
any
syn
ack
dscp 10
40 deny
any
any

Hit-counts: enabled

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

tcp
> 1023

tcp

any

Showing an IPv6 ACL applied to the Control Plane default VRF:

switch# show access-list ipv6é My ipv6 ACL control-plane vrf default

Name

Comment

Action

Source IP Address
Destination IP Address
Additional Parameters

Type
Sequence

My ipvé6 ACL
10 permit
any
2001::1/64
20 permit
2001:2001::2:1/128
any
30 permit
2001:2011::1/64
40 deny
any
any

Hit-counts: enabled

L3 Protocol
Source L4 Port (s)
Destination L4 Port (s)

tcp
> 1023

tcp

any

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your

% switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show access-list hitcounts

show access-1list hitcounts { [{iplipv6é|mac} <ACL-NAME>] [interface <IF-NAME> |
vlan <VLAN-ID>] [in]out|routed-in|routed-out] [vsx-peer] }

show access-list hitcounts { [{ipl|ipv6|mac} <ACL-NAME>] [interface <IF-NAME>|

vlan <VLAN-ID>|vni <VNI-ID>] [in]|out|routed-in|routed-out]} [vsx-peer] }

show access-list hitcounts [{ipl|ipv6} <acl-name>] control-plane vrf <VRF-NAME>

Description

Shows the hit count of the number of times an ACL has matched a packet or frame for ACEs with the
count keyword. For ACEs without the count keyword, a dash is shown in place of a hit count.

Parameter Description

ip|ipv6|mac Specifies the ACL type: ip for IPv4, ipv6 for IPv6, or mac for MAC.

<ACL-NAME> Specifies the ACL name.

interface <IF-NAME> Specifies the interface name (port or split port or LAG). For ingress
ACLs you may optionally include a subinterface ID <SUB-INT> in
the range 1 to 4094 in the form <IF-NAME>.<SUB-INT>, for
example 1/1/4.1.

vlan <VLAN-ID> Specifies the VLAN.

vni <VNI-ID> Specifies the ID of the VNI.

control-plane vrf <VRF-NAME> Specifies the VRF of the control plane ACL.

in Selects the inbound (ingress) traffic direction.

out Selects the outbound (egress) traffic direction.

routed-in Selects the routed inbound (routed ingress) traffic direction.

routed-out Selects the routed outbound (routed egress) traffic direction.

Usage
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® ACL hit counts are aggregated across all:

° Physical interfaces to which the ACL is applied to on ingress.

° Physical interfaces to which the ACL is applied to on egress.

° VLANSs to which the ACL is applied to on ingress.

° VLANSs to which the ACL is applied to on egress.

o Interface VLANs to which the IPv4 or IPv6 ACL is applied on routed ingress.

o Interface VLANSs to which the IPv4 or IPv6 ACL is applied on routed egress.

° L3 VNI ACLs with interface VLANs applied on routed ingress.

® |f an ACL with an ACE with the count keyword is applied to multiple physical interfaces or VLANSs, the
hit counts are aggregated. There is one aggregation for physical interfaces and another for VLANSs.

= [f an ACL with an ACE with the count keyword is applied to multiple subinterfaces, the hit counts are

aggregated.

® Accumulated hit counts for an applied ACL are cleared upon any modification of the ACL.

Examples

On the 6400 Switch Series, interface identification differs.
Showing the hit counts for My_ip_ACL applied to port 1/1/2:

switch# show access-list hitcounts ip My ip ACL interface 1/1/2

Statistics for ACL My ip ACL
interface 1/1/1-1/1/2,1lagl

Matched Packets

0

(out) :

Configuration
10 permit udp
20 permit tcp
30 permit tcp
implicit deny

(ipvd) :

any 172.16.1.0/255.255.255.0
172.16.2.0/255.255.0.0 gt 1023 any count
172.26.1.0/255.255.255.0 any dscp AF1ll ack syn
any any any count

Showing the hit counts for My_ip_ACL applied to VLAN 10:

switch# show access-list hitcounts ip My ip ACL vlan 10

Statistics for ACL My ip ACL
(in) :

vlan 10,20-100,300
Matched Packets

o 1 O |

Configuration
10 permit udp
20 permit tcp
30 permit tcp
implicit deny

(ipvd) :

any 172.16.1.0/255.255.255.0
172.16.2.0/255.255.0.0 gt 1023 any count
172.26.1.0/255.255.255.0 any dscp AFll ack syn
any any any count

Showing the hit counts for ACLs applied to subinterfaces:

switch# show access-list hitcounts ip My ip ACL interface 1/1/4.1

Statistics for ACL My ip ACL
interface 1/1/4.1,1/1/10.10

Matched Packets

0

(in) :

Configuration
10 permit udp
20 permit tcp
30 permit tcp
implicit deny

(ipvd) :

any 172.16.1.0/255.255.255.0
172.16.2.0/255.255.0.0 gt 1023 any count
172.26.1.0/255.255.255.0 any dscp AFll ack syn
any any any count

switch# show access-list hitcounts ip My ip ACL2 interface lagl.3
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Statistics for ACL My ip ACL2 (ipv4):
interface lagl.3-lagl.4 (in):
Matched Packets Configuration
0 10 deny icmp any 192.168.42.1 count
3884 100 permit any any any count
0 implicit deny any any any count

Showing the hit counts for My_ip_ACL applied to interface VLAN 10;

switch# show access-list hitcounts ip My ip ACL vlan 10
Statistics for ACL My ip ACL (ipv4):
interface vlan 10,20,30 (routed-in):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
30 permit tcp 172.26.1.0/255.255.255.0 any dscp AFll ack syn
implicit deny any any any count

Showing the hit counts for My_ip_ACL applied on any interface and direction:

switch# show access-list hitcounts ip My ip ACL vlan 10
switch# show access-list hitcounts ip My ip ACL
Statistics for ACL My ip ACL (ipv4):
interface 1/1/1 (in):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
30 permit tcp 172.26.1.0/255.255.255.0 any dscp AF1ll ack syn
implicit deny any any any count

interface 1/1/4.1,1/1/10.10 (in):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
30 permit tcp 172.26.1.0/255.255.255.0 any dscp AF1ll ack syn
implicit deny any any any count

o |

interface vlan 10,20,30 (routed-in):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
30 permit tcp 172.26.1.0/255.255.255.0 any dscp AFll ack syn
implicit deny any any any count

o |

interface vlan 80-85 (routed-out):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
30 permit tcp 172.26.1.0/255.255.255.0 any dscp AFll ack syn
implicit deny any any any count

(@]

vlan 10,20-100,300 (in):
Matched Packets Configuration
10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
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=S

- 30 permit tcp 172.26.1.0/255.255.255.0 any dscp AFll ack syn
0 implicit deny any any any count

vrf blue,default,red (control-plane):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
- 30 permit tcp 172.26.1.0/255.255.255.0 any dscp AF1ll ack syn
0 implicit deny any any any count

Showing hit counts for My_ip_ACL applied to L3 VNIs.

switch# show access-list hitcounts ip My ip ACL vni 10

Statistics for ACL My ip ACL (ipv4):

vni 10 (routed-in):

Matched Packets Configuration

- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
- 30 permit tcp 172.26.1.0/255.255.255.0 any dscp AFll ack syn
0 implicit deny any any any count

Removing hit counts for My_ip_ACL applied on L3 VNIs.

switch# clear access-list hitcounts ip My ip ACL vni 10 routed-in

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.14 Added support for L3 VNI ACLs.

10.08 Added subinterface information and examples.

10.07 or earlier Updated command output to use interface and VLAN ranges to
reflect aggregation.

Command Information

Platforms Command context Authority

All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this
command from the operator context (>) only.

show access-list hitcounts control-plane

show access-list hitcounts [{ipl|ipv6} <ACL-NAME>] control-plane vrf <VRF-NAME> [vsx-peer]
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Description

Shows the hit count of the number of times an ACL (applied to the Control Plane) has matched a packet
for ACEs with the count keyword. For ACEs without the count keyword, a dash is shown in place of a hit
count.

Parameter Description

iplipv6 Specifies the ACL type: ip for IPv4, or ipv6 for IPv6.

<ACL-NAME> Specifies the ACL name.

vrf <VRF-NAME> Specifies the VRF name.

VsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage

® ACL hit counts are aggregated across all VRFs to which the ACL is applied to on ingress.
" Accumulated hit counts for an applied ACL are cleared upon any modification of the ACL.

Examples
Showing the hit counts for an IPv4 ACL applied to the Control Plane default VRF:

switch# show access-list hitcounts ip My ipv4 ACL control-plane vrf default
Statistics for ACL My ip ACL (ipv4):
vrf default (control-plane):
Matched Packets Configuration
- 10 permit udp any 172.16.1.0/255.255.255.0
0 20 permit tcp 172.16.2.0/255.255.0.0 gt 1023 any count
- 30 permit tcp 172.26.1.0/255.255.255.0 any dscp AFll ack syn
0 implicit deny any any any count

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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show access-list secure-update

show access-1list secure-update

Description
Use this command to determine if access lists are updated using the secure-update feature. Secure-
update is enabled by default.

Examples
Displaying the status of the access list secure-update feature when that feature is enabled:

switch (config)# show access-list secure-update
Access-list secure-update is enabled

Displaying the status of the access list secure-update feature when that feature is disabled:

switch(config)# show access-list secure-update
Access-list secure-update is disabled

_ For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Related Commands

Command Description

access-list secure-update This command determines if access lists are updated
using the secure-update feature. Secure-update is
enabled by default.

Command History

Release Modification

10.13 ‘ Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



Chapter 5

Aruba Central commands

aruba-central

aruba-central
no aruba-central

Description

Creates or enters the Aruba Central configuration context (config-aruba-central).
Example

Creating the Aruba Central configuration context:

switch (config) # aruba-central
switch (config-aruba-central) #

For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

aruba-central support-mode

aruba-central support-mode
no aruba-central support-mode

Description

Allows the device to be writable for all operations in Aruba Central lockout mode for troubleshooting.
The no form of this command disables this activity.
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Support-mode is disabled by default when the switch is managed by Aruba Central. This command is only
effective in the CLI session where it is executed.

Examples

Configuring the device to be writable for all operations in Aruba Central lockout mode:

switch# aruba-central support-mode
switch#

Removing the configuration that allows the device to be writable for all operations in Aruba Central
lockout mode:

switch# no aruba-central support-mode
switch#

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 Manager (#) Administrators or local user group members with execution rights
6400 for this command.

configuration-lockout central managed

configuration-lockout central managed
no configuration-lockout central managed

Description

Configures the device to only be writable from Aruba Central. Aruba Central will be the only agent that
can add, modify, or delete configurations on the device. The no form of this command disables this
feature.

The no form of this command is only available when the device is disconnected from Aruba Central.

Usage

The AOS-CX switch connects to Aruba Central in either of two modes: monitor or managed. When the
device is connected in monitor mode, Aruba Central monitors the configurations on the switch. When




the device is connected in managed mode, the configuration-lockout central managed command
does not allow configuration changes from other interfaces such as CLI or Web UL.

Examples

Configuring the device to only be writable from Aruba Central :

switch (config) # configuration-lockout central managed
switch# show configuration-lockout

configuration lockout

central: managed

switch# sh aruba-central

Central admin state :enable

Central location :20.0.0.2:8083

VRF for connection :default

Central connection status :connected

Central source s@lli

Central source connection status :connected

Central source last connected on :Tue Feb 9 17:53:13 UTC 2021
Activate Server URL :devices-v2.arubanetworks.com
CLI location :20.0.2:8083

CLI VRF :default

switch (config) # end

— For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

disable

disable

Description

Disables connection to Aruba Central server.

When the connection is disabled, the switch does not attempt to connect to the Aruba Central server or
fetch central location from any of the three sources (CLI/Aruba Activate/DHCP). It also disconnects any
active connection to the Aruba Central server.

Example
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switch (config-aruba-central)# disable
switch (config-aruba-central) #

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-aruba-central Administrators or local user group members with execution
6400 rights for this command.

enable

enable

Description

Enables connection to Aruba Central server. When the connection is enabled, the switch attempts to

download the location of the Aruba Central server in one of the following ways at startup and after the
connection is lost:

® Using command-line interface (CLI).
® Connecting to Aruba Activate server.
® Using DHCP options provided during ZTP.

DHCP servers provide the options requested by the device to connect to Central, Central On-premise
managment, or the TFTP server.

When a switch is able to connect to Aruba Central, but is not registered in the Aruba Central inventory or does

not have a proper license, the switch will get disconnected. If the Aruba Central feature is enabled using this
— command, the switch will then reconnect back to Aruba Central and will get disconnected again. This
connect/disconnect process will continue until the switch is properly registered in Aruba Central. To avoid this

unnecessary reconnection cycle, best practices is to disable Aruba Central until the switch is registered in Aruba
Central, or a license is obtained for that device.

Examples

switch (config-aruba-central)# enable
switch (config-aruba-central) #




— For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-aruba-central Administrators or local user group members with execution
6400 rights for this command.

location-override

location-override <location> [vrf <VRF-NAME>]
no location-override

Description

When location and vrf are configured, the switch overrides existing connections to Aruba Central. The
switch attempts to establish connection to Aruba Central with the specified location and VRF with
highest priority.

Location can take one of the following values:

= A fully qualified domain name (FQDN) along with an optional port number.
= An IPv4 address with an optional port number.
= An IPv6 address with an optional port number.

If the port number is not specified, then port 443 is used by default. If the command is executed without
the VRF parameter, the switch uses

the 'default' VRF.

The no form of this command removes location override values from the Aruba Central configuration
context.

— When you configure an IPv6 address with a port number, specify the address part inside square brackets,
— optionally followed by the port number, e.g. [2001:0db8:85a3:0000:0000:8a2e:0370:7334]:443.

Parameter Description

<location> Specifies one of these values:
®  <roDN>: a fully qualified domain name.
® <1PV4>:an IPv4 address.
® <1PV6>: an IPv6 address.

vrf <VRF-NAME> Specifies the VRF name to be used for communicating with the
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Parameter Description

server. If no VRF name is provided, the default VRF named
default is used.

Examples

Configuring location override with location and VRF:

switch (config-aruba-central)# location-override aruba-central.com vrf default
switch (config-aruba-central) #

switch (config-aruba-central) # location-override aruba-central.com vrf red
switch (config-aruba-central)# location-override 10.0.0.1 vrf red

switch (config-aruba-central)# location-override 10.0.0.1:443 vrf red

switch (config-aruba-central)# location-override
2001:0db8:85a3:0000:0000:8a2e:0370:7334 vrf red

switch (config-aruba-central)# location-override
[2001:0db8:85a23:0000:0000:8a2e:0370:7334] :443 vrf red

Configuring location override with location only:

switch (config-aruba-central)# location-override aruba-central.com
switch (config-aruba-central) #

Removing location override values from the Aruba Central configuration context:

switch (config-aruba-central)# no location-override
switch (config-aruba-central) #

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.13.1000 Command updated to reflect OTP scenario..

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms | config-aruba-central Administrators or local user group members with execution
rights for this command.

location-override-alternative

location-override—-alternative <LOCATION> [vrf <VRE>]
no location-override-alternative <LOCATION> [vrf <VRF>]




Description
Configures information about Aruba Central connection when the alternative location is used.
The no form of this command removes the location-override-alternative configuration.

Parameter Description

<LOCATION> Specifies the Aruba-Central location.
vrf <VRF> Specifies the VRF used to connect to Aruba-Central.
Usage

When the main and alternative Aruba Central server locations are specified, the switch attempts to
connect to the main Aruba Central server. If there is connectivity failure with the main Aruba Central
server location, it attempts to establish a connection with the alternative server location.

If the alternative location is configured without a main location, the user is prompted for confirmation.
In this case, there is no redundancy and the switch attempts to connect to the alternative location.

Location can take one of the following values:

= A fully qualified domain name (FQDN) along with an optional port number.
= An IPv4 address with an optional port number.
= An IPv6 address with an optional port number.

If the port number is not specified, then port 443 is used by default. If the command is executed without
the VRF parameter, the switch uses

the 'default' VRF.

An Aruba Central server location can only be a fully qualified domain name (FQDN) or a valid IP address.
If the command is entered without the VRF parameter, the switch uses the default VRF.

Examples

Example of configuring with the aruba-central.com location and VRF red:

switch (config-aruba-central) # location-override-alternative aruba-central.com vrf
red
switch (config-aruba-central) #

Example of a configuration with location only:

switch (config-aruba-central)# location-override-alternative aruba-central.com
switch (config-aruba-central) #

Example of removing the override configuration:

switch (config-aruba-central) # no location-override-alternative

switch (config-aruba-central) # location-override-alternative 10.0.0.1 vrf red
switch (config-aruba-central)# location-override-alternative 10.0.0.1:443 vrf red
switch (config-aruba-central)# location-override-alternative
2001:0db8:85a3:0000:0000:8a2e:0370:7334 vrf red

switch (config-aruba-central) # location-override-alternative
[2001:0db8:85a3:0000:0000:8a2e:0370:7334] :443 vrf red
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For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.13.1000 Command updated to reflect OTP scenario.

10.12.1000 Command introduced.

Command Information

Platforms Command context Authority

All platforms config-aruba-central Administrators or local user group members with execution
rights for this command.

show aruba-central

show aruba-central

Description

Shows information about Aruba Central connection and the status of the Activate server connection.

Examples

Example of a switch that has the Aruba Central connection:

switch# show aruba-central

Central admin state : enabled

Central location : 10.0.0.1

VRF for connection : mgmt

Shared Token : N/A

Central connection status : connected

Central source : activate

Central source connection status : connected

Central source last connected on : Wed Jun 28 23:07:25 UTC 2023
Main location : 10.0.0.1

Main VRF : mgmt

Alternative location : N/A

Alternative VRF : N/A

Activate Server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A

Source IP : N/A

Source IP Overridden : False

Central support mode : disabled

Example of a switch when the main CLI location is used:

switch# show aruba-central
Central admin state : enabled
Central location : 10.0.0.1




VRF for connection : mgmt

Shared secret : N/A

Central connection status : connected

Central source 5 @l

Central source connection status : connected

Central source last connected on : Wed Jun 28 23:07:25 UTC 2023
Main location : 10.0.0.1

Main VRF : mgmt

Alternative location : 20.0.0.1

Alternative VRF : default

Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A

Source IP : N/A

Source IP Overridden : False

Central support mode : disabled

Example of a switch when the alternative CLI location is used:

switch# show aruba-central

Central admin state : enabled

Central location : 20.0.0.1

VRF for connection : default

Shared secret : N/A

Central connection status : connected

Central source 5 @l

Central source connection status : connected

Central source last connected on : Wed Jun 28 23:07:25 UTC 2023
Main location : 10.0.0.1

Main VRF : mgmt

Alternative location : 20.0.0.1

Alternative VRF : default

Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A

Source IP : N/A

Source IP Overridden : False

Central support mode : disabledswitch# show aruba-central
Central admin state : enabled

Central location : 20.0.0.1

VRF for connection : default

Shared secret : N/A

Central connection status : connected

Central source : cli

Central source connection status : connected

Central source last connected on : Wed Jun 28 23:07:25 UTC 2023
Main location : 10.0.0.1

Main VRF ¢ mgmt

Alternative location : 20.0.0.1

Alternative VRF : default

Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A

Source IP : N/A

Source IP Overridden : False

Central support mode : disabled

Example of a switch when the location is obtained from DHCP options:

switch# show aruba-central
Central admin state : enabled
Central location : central-western-us.arubanetworks.com

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



VRF for connection : RED

Shared secret : N/A

Central connection status : connected

Central source : DHCP

Central source connection status : connected

Central source last connected on : Fri Jun 30 20:22:33 UTC 2023
Main location : central-western-us.arubanetworks.com
Main VRF : mgmt

Alternative location : N/A

Alternative VRF : N/A

Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A

Source IP : 100.0.0.1

Source IP Overridden : False

Central support mode : disabled

Example of a switch when Aruba Central is disabled:

switch# show aruba-central

Central admin state : disabled
Central location : N/A

VRF for connection : N/A
Shared secret : N/A
Central connection status : N/A
Central source : none
Central source connection status : N/A
Central source last connected on : N/A

Main location : N/A

Main VRF : N/A
Alternative location : N/A
Alternative VRF : N/A
Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A
Source IP : N/A
Source IP Overridden : False
Central support mode : disabledswitch# show aruba-central
Central admin state : disabled
Central location : N/A

VRF for connection : N/A
Shared secret : N/A
Central connection status : N/A
Central source : none
Central source connection status : N/A
Central source last connected on : N/A

Main location : N/A

Main VRF : N/A
Alternative location : N/A
Alternative VRF : N/A
Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A
Source IP : N/A
Source IP Overridden : False
Central support mode : disabled

Example of a switch when Aruba Central is not reachable:

switch# show aruba-central
Central admin state : enabled
Central location : N/A




VRF for connection : N/A

Shared secret : N/A

Central connection status : not-reachable

Central source : activate

Central source connection status : connected

Central source last connected on : Fri Jun 30 20:22:33 UTC 2023
Main location : N/A

Main VRF : N/A

Alternative location : N/A

Alternative VRF : N/A

Activate server URL : devices-v2.arubanetworks.com
System time synchronized from Activate : N/A

Source IP : N/A

Source IP Overridden : False

Central support mode : disabled

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.12.1000 Enhanced to support more scenarios

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms | Operator (>) or Manager | Administrators or local user group members with execution rights
(#) for this command.

show running-config current-context

show running-config current-context

Description

Shows the running configuration for the current-context. If user is in the context of Aruba-Central
(config-aruba-central), then Aruba Central running configuration is displayed.

Examples

Shows the running configuration of Aruba Central:

switch (config-aruba-central)# show running-config current-context
aruba-central
disable
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For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show capacities

show capacities <FEATURE> [vsx-peer]

Description

Shows system capacities and their values for all features or a specific feature.

Parameter Description

<FEATURE> Specifies a feature. For example, aaa or vrrp.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage
Capacities are expressed in user-understandable terms. Thus they may not map to a specific hardware
or software resource or component. They are not intended to define a feature exhaustively.

Examples

Showing all available capacities for BGP:

switch# show capacities bgp

System Capacities: Filter BGP
Capacities Name Value

Maximum number of AS numbers in as-path attribute
32

Showing all available capacities for mirroring:




switch# show capacities mirroring

System Capacities: Filter Mirroring

Capacities Name Value
Maximum number of Mirror Sessions configurable in a system
4
Maximum number of enabled Mirror Sessions in a system
4
Showing all available capacities for MSTP:
switch# show capacities mstp
System Capacities: Filter MSTP
Capacities Name Value
Maximum number of mstp instances configurable in a system
64
Showing all available capacities for VLAN count:
switch# show capacities vlan-count
System Capacities: Filter VLAN Count
Capacities Name Value
Maximum number of VLANs supported in the system
4094 /switch# show capacities vlan-count
System Capacities: Filter VLAN Count
Value

Capacities Name

Maximum number of VLANs supported in the system
4094

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show capacities-status

show capacities-status <FEATURE> [vsx-peer]

Description

Shows system capacities status and their values for all features or a specific feature.

Parameter Description

<FEATURE> Specifies the feature, for example aaa or vrrp for which to display
capacities, values, and status. Required.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing the system capacities status for all features:

switch# show capacities-status

System Capacities Status

Capacities Status Name Value

Maximum

Number of active gateway mac addresses in a system 0
16

Number of aspath-lists configured 0
64

Number of community-lists configured 0
64

Showing the system capacities status for BGP:

switch# show capacities-status bgp

System Capacities Status: Filter BGP
Capacities Status Name Value Maximum

Number of aspath-lists configured 0 64
Number of community-lists configured 0 64
Number of neighbors configured across all VRFs 0 50
Number of peer groups configured across all VRFs 0 25
Number of prefix-lists configured 0 64
Number of route-maps configured 0 64




Number of routes in BGP RIB 0 256000
Number of route reflector clients configured across all VRFs 0 16

Showing the system capacities status for L3:

switch# show capacities-status 13

System Capacities Status: Filter L3 resources

Capacities Status Name Value
Maximum
Number of IP neighbor (IPv4+IPv6) entries 4
49152
Number of IP Directed Broadcast neighbor entries 0
4096
Number of IPv6 Long Prefix Routes currently configured 3
5000
Number of IPv6 neighbor (ND) entries 4
49152
Number of L3 Groups for IP Tunnels and ECMP Groups currently configured 1
2047
Number of L3 Destinations for Routes, Nexthops in ECMP groups and

Tunnels currently configured 4
2045
Number of routes (IPv4+IPv6) currently configured 5
65536
Number of IPv4 routes currently configured 0
65536
Number of IPv6 routes currently configured with prefix 0-64 4
13312
Number of IPv6 routes currently configured with prefix 65-127 2
510

switch# show capacities-status 13

System Capacities Status: Filter L3 resources

Capacities Status Name Value
Maximum
Number of IP neighbor (IPv4+IPv6) entries 4
49152
Number of IP Directed Broadcast neighbor entries 0
4096
Number of IPv6 Long Prefix Routes currently configured 3
5000
Number of IPv6 neighbor (ND) entries 4
49152
Number of L3 Groups for IP Tunnels and ECMP Groups currently configured 1
2047
Number of L3 Destinations for Routes, Nexthops in ECMP groups and

Tunnels currently configured 4
2045
Number of routes (IPv4+IPv6) currently configured 5
65536
Number of IPv4 routes currently configured 0
65536
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Number of IPv6 routes currently configured with prefix 0-64 4
13312

Number of IPv6 routes currently configured with prefix 65-127 2
510

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.13 Updated to show newly supported configuration of IPv6 routes on
the ASIC.

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show object-group

show object-group [{ipl|ipv6} address | port] [<OBJECT-GROUP-NAME>] [commands]
[configuration]

Description

Shows information about your defined object groups. When show object-group is entered without
parameters, information for all object groups is shown. The parameters filter the list of object groups
for which information is shown.

Parameter Description

[{ip|ipv6} address | port] Specifies the object group type, either address for an IP address,
or port.

<OBJECT-GROUP-NAME> Specifies the object group name.

[commands] Specifies that the object group definition is to be shown as the

commands and parameters used to create it rather than in
tabular form.

[configuration] Specifies that the user-configured object groups be shown as
configured. The output of the command with this parameter may
not be the same as what is active on the switch due to a
misconfigured object group. See Examples in this topic.

vsSx-peer Shows the output from the VSX peer switch. If the switches do not




Parameter Description

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing configured object groups:

switch# show object-group
Type Name
Sequence L4 Port(s)/IP Address
IPv4 my address_ group
10 192.168.0.1
20 192.168.0.3
Port my port group
10 eq 80
20 gt 65525
switch#
switch# show object-group commands
object-group ip address my address group
10 192.168.0.1
20 192.168.0.3
object-group port my port group
10 eqg 80
20 gt 65525

Showing a misconfigured object group:

switch# show object-group
Type Name
Sequence L4 Port(s)/IP Address
! object-group ip address My ip object group user configuration does not match
! the active hardware configuration. Run 'object-group ip address NAME reset'
! to reset the object group to match the active hardware configuration.

IPv4 my address group
switch#

switch#

Type Name

Sequence L4 Port(s)/IP Address
! object-group ip address My ip object group user configuration does not match
! the active hardware configuration. Run 'object-group ip address NAME reset'
! to reset the object group to match the active hardware configuration.

IPv4 my address_ group

switch#

switch# show object-group configuration
Type Name

Sequence L4 Port(s)/IP Address
! object-group ip address My ip object group user configuration does not match
! the active hardware configuration. Run 'object-group ip address NAME reset'
! to reset the object group to match the active hardware configuration.
IPv4 my address group
10 192.168.0.1
20 192.168.0.3
switch#
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switch# show object-group commands
! object-group ip address My ip object group user configuration does not match
! the active hardware configuration. Run 'object-group ip address NAME reset'
! to reset the object group to match the active hardware configuration.
switch#
switch# show object-group commands configuration
! object-group ip address My ip object group user configuration does not match
! the active hardware configuration. Run 'object-group ip address NAME reset'
! to reset the object group to match the active hardware configuration.
object-group ip address my address group

10 192.168.0.1

20 192.168.0.3

Resetting a misconfigured object group:

switch(config) # object-group all reset
switch (config)# exit
switch# show object-group
Type Name
Sequence L4 Port(s)/IP Address

IPv4 my address group

switch#

switch# show object-group configuration
Type Name

Sequence L4 Port(s)/IP Address

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this
command from the operator context (>) only.




Chapter 6

ACL and Policy hardware resource
commands

show resources

show resources [<SLOT-ID>] [vsx—peer]

Description

On the 6300 switch, shows hardware resource consumption for the specified VSF member or for all VSF
members. On the 6400 switch, shows hardware resource consumption for the specified line module or
for all line modules. Resource data is updated every 10 seconds.

Hardware resource consumption information is shown for:

= TCAM entries
= TCAM lookups

= Policers
Parameter Description
<SLOT-ID> Specifies the VSF member on the 6300 switch and the member
and slot of the line module on the 6400 switch. For example, on
the 6400 switch, to specify the line module in member 1, slot 2,
enter 1/2.
VsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.
Usage

The widths for show resources can have features combined (IPv4 + IPv6) into one TCAM lookup.
Therefore, the table widths for each ACL/classifier policy type are variable depending on what is applied.

For example:
"Ingress IP Port ACL" = Ingress v4 Port ACLs + Ingress v6 Port ACLs
= 1 TCAM entry + 4 TCAM entries
= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port

ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC(v2) / "Ingress IP Port ACL" = Ingress v4
Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port
ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC(v2C(v2)/ "Ingress IP Port ACL" = Ingress
v4 Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries
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ACLs + Ingress v6 Port

5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port

ACLs

1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC (v2C(v2) / "Ingress IP Port ACL" = Ingress
v4 Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port
ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC(v2) / "Ingress IP Port ACL" = Ingress vi4
Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port
ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC (v2C(v2)/ "Ingress IP Port ACL" = Ingress
v4 Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port

ACLs + Ingress v6 Port

Ingress v4 Port ACLs +

ACLs
= 1 TCAM entry + 4 TCAM entries

5 TCAM entriC(v2C(v2C(v2)/ "Ingress IP Port ACL" =

Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port
ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC(v2) / "Ingress IP Port ACL" = Ingress v4
Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port
ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC(v2C(v2)/ "Ingress IP Port ACL" = Ingress
v4 Port ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entries/ "Ingress IP Port ACL" = Ingress v4 Port
ACLs + Ingress v6 Port ACLs

= 1 TCAM entry + 4 TCAM entries

= 5 TCAM entriC (v2C (v2C(v2)

MAC ACL

IPv4 ACL
IPv6 ACL
MAC Class
IPv4 Class 2
IPv6 Class 4

1
1
4
1

Widths per feature are as follows:

A MAC Class with an ethertype of "any" has a width of 7 because it uses one TCAM entry each for MAC,
IPv4, and IPv6. Specifying the IPv4 (0x0800) or IPv6 (0x86DD) ethertypes in a MAC Class uses a TCAM
entry equal to their respective size. IPv4 uses a width of 2 and IPv6 uses a width of 4.

"Ingress IP Port ACL"

Ingress v4 Port ACLs + Ingress v6 Port ACLs
1 TCAM entry + 4 TCAM entries
5 TCAM entries

ACL and Policy hardware resource commands



IPv4 ACL
MAC ACL
IPv6 ACL
IPv4 Class
IPv6 Class

SN NN

Examples

Showing hardware resource consumption on a 6300 switch:

switch# show resources
Resource Usage:

Mod Description
Resource Used Reserved Free

1/1 Ingress IP Port ACL Lookup

Ingress TCAM Entries 20 0 5093
Total

Ingress Lookups 1 0 4

Egress Lookups 0 0 4

Showing hardware resource consumption for all line modules on a 6405 switch:

switch# show resources
Resource Usage:

Mod Description

Resource Used Free
1/3 Total

Ingress Lookups 0 5

Egress Lookups 0 4
1/5 Total

Ingress Lookups 0 5

Egress Lookups 0 4

switch# show resources
Resource Usage:

Mod Description

Resource Used Reserved Free
1/1 Total
Ingress TCAM Entries 0 0 5120
Egress TCAM Entries 0 0 2048
Ingress Lookups 0 9
Egress Lookups 0 4
Ingress Policers 0 2047
Egress Policers 0 2047
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switch# show resources

Resource Usage:

Mod Description
Resource

1/1 Ingress IPv4 VLAN ACL Lookup
Ingress TCAM Entries
Ingress IPv6 VLAN ACL Lookup
Ingress TCAM Entries

Ingress IP CPURX Lookup
Ingress TCAM Entries
Ingress Policers

Ingress IP Port Policy Lookup
Ingress TCAM Entries

Ingress IP VLAN Policy Lookup
Ingress TCAM Entries

Total
Ingress TCAM Entries
Ingress Lookups
Ingress Policers

switch# show resources 1/1
Resource Usage:
Mod Description

Resource Width
1/1 Ingress IPv4 Port ACL

High-Capacity TCAM/LPM Entries 2
MAC Control Plane Policing

TCAM Entries 2
IPv4 Control Plane Policing

TCAM Entries 2
IPv6 Control Plane Policing

TCAM Entries 2
IPv4 Unicast Route

High-Capacity TCAM/LPM Entries 1
IPv6 Unicast Route

High-Capacity TCAM/LPM Entries 2
IPv4 Multicast Route

High-Capacity TCAM/LPM Entries 2
IPv6 Multicast Route

High-Capacity TCAM/LPM Entries 4
Total

TCAM Entries

High-Capacity TCAM/LPM Entries
Policers

Ingress L4 Port Ranges

Used Reserved Free
4 128
8 128
126 128
19
2 128
12 128
152 640 3448
5 27
19 2029
Used Reserved Free
0 262144
16 256
70 256
72 *
0 131072
0 262144
0 65536
0 65536
158 512 49664
0 786432 258048
0 65536
0 24

* This feature shares reserved resources with the preceding feature.

switch# show resources
Resource Usage:
Mod Description

Resource Width

1/1 Ingress IPv4 Port ACL

Used Reserved Free

ACL and Policy hardware resource commands



Ingress TCAM Entries 1 2 2048
Ingress MAC+IPv4 Port Policy

Ingress TCAM Entries 2 8 2048

Ingress Control Plane Policing
Ingress TCAM Entries 2 152 1024

Egress Control Plane Policing
Egress TCAM Entries 2 84 256

Total
Ingress TCAM Entries 162 5120 11264
Egress TCAM Entries 84 256 768
Policers 0 16384
Ingress L4 Port Ranges 0 32

For more information on features that use this command, refer to the ACLs and Classifiers Policy Guide for your
— switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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Chapter 7

Application Recognition and Control
commands

app-recognition

[no] app-recognition
[no]enable

Description

The ARC feature recognize applications running on the network and control them based on user
configurations. You can enable ARC globally, or on one or more interfaces and physical bridged ports.

The no form of this command deletes the ARC configuration context.

IP source lockdown resource extended mode needs to be disabled before you enable ARC feature. For more
— information, see the IP Services Guide.

Parameter Description
[no] enable Enable or disable ARC for both IPv4 and IPv6 Flows
Examples

The following example creates the ARC configuration context.
switch(config)# app-recognition

The following example deletes the ARC configuration context.
switch(config) # no app-recognition

The following example enables application traffic recognition globally.

switch (config)# app-recognition
switch (config-app-recognition) # enable

The following example disable application traffic recognition globally.

switch (config)# app-recognition
switch (config-app-recognition)# no enable

The following example enables application traffic recognition on interface 1/1/1.
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switch (config)# int 1/1/1
switch (config-if)# app-recognition enable

The following example disable application traffic recognition on interface 1/1/1.

switch (config)# int 1/1/1
switch(config-if)# no app-recognition enable

The following example enables application traffic recognition for user role guest.

switch (config) # port-access role guest
switch (config-pa-role)# app-recognition enable

The following example disable application traffic recognition for user role guest.

switch (config) # port-access role guest
switch (config-pa-role)# no app-recognition enable

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority

6300 config Administrators or local user group members with execution
6400 (v2 config-if rights for this command.

profile only config-app-recognition

show app-recognition

show app-recognition
[<KIF-NAME> | <IF-RANGE>]
app [<APP-NAME>]
app-category [<APP-CATEGORY>]

Description

Displays ARC configuration and status.

Application Recognition and Control commands



Parameter Description

app-recognition Display ARC information globally.

<IF-NAME> Display ARC information for an interface.

<IF-RANGE> Display ARC information for the specified range of interface.
app Display application information.

app <APP-NAME> Display information for the specified application.
app-category Display application category information.

app-category <APP-CATEGORY> Display information for the specified application category.

® antivirus: Antivirus updates

® any: Any application category

® authentication: Protocol used for authentification purposes
= behavioral: Protocol classified by non-deterministic criteria
based on statistical analysis of packet form and session
behavior

cloud-file-storage: Cloud File Storage related applications
collaboration: Collaboration applications

custom: Custom family of applications

encrypted: Encryption protocol applications

= enterprise-apps: Enterprise applications

® gaming: Gaming protocol and applications

= im-file-transfer: IM File Transfer application category
instant-messaging: Instant Messaging applications
mail-protocols: Email exchange protocol

mobile: Mobile applications

mobile-app-store: Mobile app store and applications
network-service: Low level network protocol and applications
= peer-to-peer: Peer to Peer applications

= social-networking: Social Networking applications

® standard: Standard applications

streaming: Streaming applications

thin-client: Remote control protocol and applications
tunneling: Tunneling protocol and applications
unified-communications: Unified Communication protocols
and applications

® unknown: Unknown applications

= web: Generic web traffic

= webmail: Web email applications

Usage

ARC can be enabled directly on an interface or can be enabled via a port-access role. When ARC s
enabled on a port-access role, all the interfaces associated with that role are enabled with ARC.

— The names of the applications used in the document are the intellectual property of their respective companies
— that make them. The trademark names are used only as examples in the document.

Examples
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The following example displays global application port configuration information. The User-Config
column reflects the direct enablement on a specific port, Port-Access-Config column reflects the

enablement on a port-access role and the Oper-Status column reflects the final state of the ARC on that
port.

switch# show app-recognition
Application Recognition Global Configuration

Configuration status : Enabled
Operational Status : Enabled

ABP Session Limit Exceed Action : Drop New Flows
Operational Mode : Fast

Failure Reason : NA

Application Recognition Port Configuration

Interface User-Config Port-Access-Config Oper-Status
1/1/1 Enabled Disabled Enabled
1/2/3 Disabled Disabled Disabled
1/2/4 Disabled Enabled Enabled
1/2/5 Enabled Enabled Enabled

The following example displays the ARC configuration on interface 1/1/1.

switch#show app-recognition 1/1/1
Application Recognition Port Configuration
Interface User-Config Port-Access-Config Oper-Status

1/2/1 Enabled Disabled Enabled

The following example displays the ARC configuration for the specified interface range 1/2/3-1/2/5.

switch# show app-recognition 1/2/3-1/2/5

Application Recognition Port Configuration

Interface User-Config Port-Access-Config Oper-Status
1/2/3 Enabled Disabled Enabled
1/2/4 Disabled Enabled Enabled
1/2/5 Enabled Enabled Enabled

The following example displays a list of applications recognized by the traffic application feature.

switch# show app-recognition app

NAME ID CATEGORY DESCRIPTION

call-of-duty 3490 gaming Call of duty (aka COD) is a video
game

facebook 244 social-networking Facebook is a social network.
twitter 503 social-networking Online microblogging service that
enables...
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NAME ID CATEGORY DESCRIPTION

call-of-duty 3490 gaming Call of duty (aka COD) is a video
game

facebook 244 social-networking Facebook is a social network.

twitter 503 social-networking Online microblogging service that
enables. ..

The following example displays information for Facebook.

switch# show app-recognition app facebook

NAME : facebook
ID : 244
CATEGORY : social-networking

DESCRIPTION : Facebook

The following example displays a list of application category recognized by the traffic application
feature.

switch# show app-recognition app-category

CATEGORY DESCRIPTION
gaming Gaming application category
social-networking Social Networking application category

The following example displays information for gaming category.

switch# show app-recognition app-category gaming
NAME : gaming
DESCRIPTION : Gaming application category

— For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.
profile only)
class
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[no] class {abp-ip | abp-ipv6} <CLASS-NAME>
[no] [<SEQUENCE-NUMBER>] {match|ignore} {tcpludplany} {SRC-IP-ADDRESS}
[{gt]lt} <PORT>|range <MIN-PORT> <MAX-PORT>|eq {<PORT-NAME>|<PORT>}]
{any | <DST-IP-ADDRESS|DST-L4-PORT>[/{<PREFIX-LENGTH>|<SUBNET-MASK>}]}
[{gt|lt} <PORT>|range <MIN-PORT> <MAX-PORT>|eq {<PORT-NAME>|<PORT>}]
{app-category {any | <APP-CATEGORY>} {app {any | <APP-NAME>}} [count]

[no] [<SEQUENCE-NUMBER>] {match|ignore} {any} {SRC-IP-ADDRESS}
[{gt]lt} <PORT>|range <MIN-PORT> <MAX-PORT>|eq {<PORT-NAME>|<PORT>}]
{anyl<DST—IP—ADDRESS>[/{<PREFIX—LENGTH>|<SUBNET—MASK>}]}
{app-category {any | <APP-CATEGORY>} {app {any | <APP-NAME>}} [count]

[no] <SEQUENCE-NUMBER>

class {abp-ip | abp-ipv6} <CLASS-NAME> resequence <STARTING-SEQUENCE-NUMBER> <INCREMENT>
class {abp-ip | abp-ipv6} <CLASS-NAME> copy <DESTINATION-CLASS>

Description

Create and configure a class to match application-based packets.

The no keyword can be used to delete either a class or an individual class entry.

Parameter Description

abp-ip

Create or configure an IPv4 application-based policy.

abp-ipvo

Create or configure an IPv6 application-based policy.

app <APP-NAME>

Configure a class for the specified application.

NOTE: The app <unknown> under app-category <standard>
matches all recognized flows whose application id is unknown or
unmapped.

app-category {<APP-CATEGORY>}

Configure a class for the specified application category.

NOTE: A class configured to match against the unknown app-
category matches all recognized flows whose application id is
unknown. A class configured to match against the any app-
category matches all recognized flows regardless of their
application id.

Application-based policies can be applied to anyof the following

application types:

® antivirus— Antivirus updates

® any— Matches all recognized flows irrespective of their
application id

® authentication— Protocol used for authentification
purposes

= behavioral— Protocol classified by non-deterministic criteria
based on statistical analysis of packet form and session
behavior

® cloud-file-storage— Cloud File Storage related applications

= collaboration— Collaboration applications

®  custom— Custom family of applications

= encrypted— Encryption protocol applications

® enterprise-apps—Enterprise applications
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Parameter Description

= gaming—Gaming protocol and applications

= im-file-transfer— IM File Transfer application category

= jnstant-messaging— Instant Messaging applications

® mail-protocols— Email exchange protocol

= mobile—Mobile applications

= mobile-app-store—Mobile app store and applications

= network-service—Low level network protocol and
applications

= peer-to-peer—Peer-to-Peer applications

= social-networking—Social Networking applications

= standard— Standard applications

= streaming— Streaming applications

= thin-client—Remote control protocol and applications

= tunneling— Tunneling protocol and applications

= unified-communications—Unified Communication protocols

and applications
unknown—Unknown applications
= web—Generic web traffic

= webmail— Web email applications

CLASS-NAME Define a class name for which the application-based policy is
being created or configured.

comment <STRING>> Add a comment to the traffic class.
copy <DESTINATION-CLASS> Copy the settings of this traffic class to another specified traffic
class.

NOTE: Copying a class to a pre-existing class will overwrite the
pre-existing entries with new entries.

count Calculates the number of times the ABP was applied to the
traffic.
dst-ip-address Specify a destination IP address to classify traffic to this

destination IP.

/ {<PREFIX-LENGTH> | <SUBNET- Optional. Specify an address mask for the destination IP in one of
MASK>} the following formats:

®  /<PREFIX-LENGTH>: Subnet mask in CIDR notation.It is an
integer between 1 to 32.

® <SUBNET-MASK>: Subnet mask in dotted-decimal notation
(for example, 255.255.255.0).

dst-l4-port Specify a destination L4 port or port range to classify traffic to
this destination port.

Only on selecting tcp | udp you get the option to configure the
destination L4 port or port range.

gt <port> Classify traffic to a layer 4 destination port with a port numbers
greater than the specified layer 4 port number.
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Parameter Description

1t <port> Classify traffic to a layer 4 destination port with a port numbers
lesser than the specified layer 4 port number.

eq <port> Classify traffic to layer 4 source port.
® PORT-NAME—A single Layer 4 port name

{ftp-
datal|ftplssh|telnet|smtp|tacacs|dns|dhcp-
server |dhcp-client|
tftplhttp|https|pop3|nntp|ntp|dce-
rpc|netbios—-ns|netbios-dgm|
netbios-ssn|snmp|snmp-
trap|bgp|ldap|microsoft-
ds|isakmp|syslog|imap4 |
radius|radius-acct|iscsi|rdplnat-t|vxlan}

® PORT—A single Layer 4 port

range <min-port>-<max-port> Layer 4 port range.
® min-port—The start of a Layer 4 port range.
® max-port—The end of a Layer 4 port range.

ignore Creates a rule that ignores traffic to the specified destination,
application, or application category.

match Creates a rule that matches traffic to the specified destination,
application, or application category.

no ... Negates any configured parameter.
resequence <STARTING-SEQUENCE- By default, rules added to a traffic class are applied in the order
NUMBER> <INCREMENT> in which they are created. You can also use the sequence

parameter to define the sequence numbers for each rule in the
traffic class. To change the order in which a rule is applied, you
must change its sequence number.

Use the resequence command and specify the current (starting)
sequence number of the rule, and the number by which you
want to increment the rule. For example, use the parameters
resequence 40 10 to change the rule with the sequence value of
40 to have a sequence value of 30 (an increase of 10).

[all]reset Use this parameter to change the user-specified application-
based policy configuration to match the active application-based
policy configuration.

® class all reset: reset all classes.
® class <name> reset: reset only the specified class.
® class abp-ip reset: reset all IPv4 application-based policy

classes.
® class abp-ipv6 reset: reset all IPv6 application-based policy
classes.
SEQUENCE-NUMBER Specify the class entry sequence number. Integer (1-4294967295)
SRC-IP-ADDRESS Source IP Address parameter value must be set to any source.
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Parameter Description

src-l4-port Specify a source L4 port or port range to classify traffic from this
source port.

eq <port> Classify traffic from the specified source port.

gt <port> Classify traffic from source ports with port numbers greater than
the specified port number.

1t <port> Classify traffic from source ports with port numbers lesser than
the specified port number.

tep Apply the application classification policy to TCP traffic
udp Apply the application classification policy to UDF traffic
Usage

Application based classification works only for the ports that has application recognition enabled. For more
— information on enabling application recognition on a port, see app-recognition.

When a client initiates a new traffic flow, the AOS-CX app recognition module views the first few initial
packets to learn the flow and identify the application. Application-based policy rules are applied only
after this flow recognition phase. Application based policies have a default deny behavior that is applied
to traffic flows that do not match any configured ABP rules. This implicit deny rule is added to the policy
only after the flow recognition phase is completed.

It is possible to create redundant class entries for a class that have the same match criteria and actions. Avoid
— redundant class entries, as each redundant copy of the class will consume additional processing resources.

Examples
The following example creates a application IPv4 class my_app_ipv4_cls with four rule entries.

switch(config)# class abp-ip my_app_ipv4_cls

switch (config-class-abp-ip)# 10 match udp any any app-category web app youtube-
music count

switch (config-class-abp-ip)# 20 match tcp any eq 60 any app-category enterprise-
apps app workday

switch (config-class-abp-ip)# 30 match any any any app-category any app any count
switch (config-class-abp-ip)# 40 ignore any any 10.0.0.10/24 app-category standard
app unknown

The following example creates a application IPv6 class my_app_ipv6_cls with two rule entries.

switch(config)# class abp-ipv6 my app_ipv6_cls

switch (config-class-abp-ipv6)# 10 match any any 2001:db8::1319:8a2e:370:7348 app-
category standard app unknown

switch (config-class-abp-ipv6)# 20 match udp any eqg telnet any app-category social-
networking app instagram count

— For more information on features that use this command, refer to the Security Guide for your switch model.
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Command History

Release Modification

10.12 Command introduced.

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution
6400 (v2 config-class-abp-ip rights for this command.
profile only config-class-abp-ipv6
show class

show class {abp-ip | abp-ipv6} <CLASS-NAME> [commands] [configuration]

Description

Display information of the active classes that are configured and accepted by the system.

Parameter Description

abp-ip Display information for all IPv4 application
classes that have been configured and
accepted by the system.

abp-ipv6 Display information for all IPv6 application
classes that have been configured and
accepted by the system.

commands Display the commands used to configure
the current application-based policies.

configuration Display a list of commands use to
configure the active application-based
policy classes.

comment <string> Add a comment to the traffic class,

copy <DESTINATION-CLASS> Copy the settings of this traffic class to
another specified traffic class.

NOTE: Copying a class to a pre-existing
class will overwrite the pre-existing entries
with new entries.

dst-ip-address <DST-IP-ADDRESS> Specify a destination IP address to classify
traffic to this destination IP.

/<PREFIX-LENGTH> | <SUBNET-MASK>} Optional. Specify an address mask for the
destination IP in one of the following
formats:

® /<PREFIX-LENGTH>: Subnet mask in
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Parameter Description

CIDR notation. It is an integer between
1to 32.

® <SUBNET-MASK>: Subnet mask in
dotted-decimal notation (for example,
255.255.255.0).

dst-1l4-port

Specify a destination L4 port or port range
to classify traffic to this destination port.

eq <port> Classify traffic to the specified destination
port.

gt <port> Classify traffic to destination ports with
port numbers greater than the specified
port number.

1t <port> Classify traffic to destination ports with

port numbers lesser than the specified
port number.

range <min-port>-<max-port>

Classify traffic to destination ports within
the specified range.

ignore

Creates a rule that ignores traffic to the
specified destination, application, or
application category.

match

Creates a rule that matches traffic to the
specified destination, application, or
application category.

no..,

Negates any configured parameter.

resequence <STARTING-SEQUENCE-NUMBER>
<INCREMENT>

By default, rules added to a traffic class are
applied in the order in which they are
created. You can also use the sequence
parameter to define the sequence
numbers for each rule in the traffic class.
To change the order in which a rule is
applied, you must change its sequence
number.

Use the resequence command and specify
the current (starting) sequence number of
the rule, and the number by which you
want to increment the rule. For example,
use the parameters resequence 40 10 to
change the rule with the sequence value of
40 to have a sequence value of 30 (an
increase of 10).

src-l4-port

Specify a source L4 port or port range to
classify traffic from this source port.

eq <port> Classify traffic from the specified source
port.
gt <port> Classify traffic from source ports with port

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)




Parameter Description

numbers greater than the specified port

number.

1t <port> Classify traffic from source ports with port
numbers lesser than the specified port
number.

range <min-port>-<max-port> Classify traffic from source ports within the

specified range.

tep Apply the application classification policy to
TCP traffic
udp Apply the application classification policy to
UDF traffic
Usage

The show class configuration displays all configured classes. The output of this command may differ
from the active application poicy configuration if a class is configured with an unsupported parameter,
or if a the class was not applied due to a lack of hardware resources. To determine if there is a
discrepancy between what was configured and what is active, compare the output of the show class
and show class configuration commands. If an active class and configured class are not the same, the
output of the show class configuration command can display a warning message to help
troubleshooting the problem. For example:

class abp-ip my app class user configuration does not match active configuration.
run 'class TYPE NAME reset' to reset class to match active configuration.

If a new configured class is in the learning phase and currently getting processed, the output of the
show class configuration command displays the following message:

class abp-ip my app class user configuration currently being processed run 'show
class [commands]' to display active class configuration.

It is possible to create redundant class entries in a class that have the same match criteria and action. Such a
configuration is not recommended, as each redundant copy of the class entry will consume additional processing
resources.

Examples

The following example displays all IPv4 traffic application classes configured on the switch.

switch# show class abp-ip

User Configured abp-ipv4 classes:

Type Name
Sequence Comment
Action Application

Application Recognition and Control commands



Destination IP Address L3 Protocol
Source L4 Port(s) Destination L4 Port (s)
Additional Parameters

abp-ipv4 classl
10
match social-networking - facebook
20
ignore unknown
10.0.0.10/24
30
match social-networking - instagram
tcp
443

abp-ipv4 class?2

10
match music
udp
20
match news
tcp
443

The command output in the folloiwng example displays the commands used to configure the
application classes shown in the output shown above.

switch# show class commands

class abp-ip classl

10 match any app-category social-networking app facebook
class abp-ip class2

10 ignore any app-category web

20 match any app-category any

— For more information on features that use this command, refer to the Security Guide for your switch model.

Related Commands

Command Description

class ‘ Create and configure an application classification policy.

Command History

Release Modification

10.12 ‘ Command introduced.

Command Information
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Platforms Command context Authority

6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.
profile only

abp-session-limit-exceed-action

[no] abp-session-limit-exceed-action {drop-new-flows | log-only}

Description

The CLI command configures the Application Based Policy (ABP) Session Limit Exceed Action. Using this
configuration, the new flow entries are either dropped or logged without ABP inspection when the
session table is full.

The no form of this command updates the ABP Session Limit Exceed Action to drop-new-flows.

Parameter Description

drop-new-flows This is the default action for the command abp-session-limit-
exceed-action.

If the session table is full all new flows associated with clients that
have ABP configured are dropped.

Log-only If the session table is full, it will log warnings. ABP inspection is not
performed and the new traffic flows are not dropped.

Examples

When the session table is full, all new flows that have ABP configured are dropped.

switch (config)# app-recognition
switch (config-app-recognition)# abp-session-limit-exceed-action drop-new-flows

When the session table is full, only warnings are logged without ABP inspecting and the new client
traffic flow passes through.

switch (config)# app-recognition
switch (config-app-recognition)# abp-session-limit-exceed-action log-only

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.12 Command introduced.

Command Information
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Platforms Command context Authority

6300 config Administrators or local user group members with execution
6400 (v2 config-app-recognition rights for this command.
profile only

mode

mode
fast
default
no ...

Description

This command configures Application Recognition operational modes. The operational mode of the
Application Recognition feature determines the number of packets processed for each flow and the
extent to which attributes can be extracted. With the default setting enabled, more packets are
processed for each flow, and Application Recognition can extract more attributes for those flows. With
the fast setting enabled, Application Recognition reduces the number of packets processed for each
flow, but will increase the number of connections per second.

Parameter Description

fast Relies on first packet classification to extract information only
about the application name and application category.

default This default setting allows the Application Recognition feature to
process additional packets to determine the URL and TLS
attributes.

no ... The no form of this command sets the mode back to its default
value.

Examples

The following example sets the Application Recognition mode to fast.

switch (config) # app-recognition
switch (config-app-recognition)# mode fast

The following example removes the fast option and returns the mode to the default value.

switch (config) # app-recognition
switch (config-app-recognition) #no mode fast

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History
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Release Modification

10.14 ‘ Command introduced.

Command Information

Platforms Command context Authority

6300 config-app-recognition
6400

Administrators or local user group members with execution
rights for this command.

port-access abp

[no] port-access abp <POLICY-NAME>
[no] [<SEQUENCE-NUMBER>] class {abp-ip | abp-ipvé6} <CLASS-NAME> [action {drop | dscp
<value> | local-priority <value> | mirror <value>}]
[no] [<KSEQUENCE-NUMBER>] comment <TEXT-STRING>

port-access abp <POLICY-NAME> resequence <STARTING-SEQUENCE-NUMBER> <INCREMENT>
port-access abp <POLICY-NAME> copy <DESTINATION-POLICY>
port-access abp <POLICY-NAME> reset

[no] port-access role <ROLE-NAME>
[no] associate abp <POLICY-NAME>

Description
Create, configure and delete the application-based policy and its entries.
The no keyword can be used to delete either a class or an individual class entry.

Parameter Description

action {drop | dscp | local-priority | mirror} Specify the action Application
Recognition will perform for the
specified class.
drop: Drops the traffic. The default
action for a policy entry is permit, if
the action is not specified.
dscp: Specify the Differentiated
Services Code Point value between 0 to
63 or a keyword as follows:
AF11 - DSCP 10 (Assured
Forwarding Class 1, low drop
probability)
AF12 - DSCP 12 (Assured
Forwarding Class 1, medium
drop probability)
AF13 - DSCP 14 (Assured
Forwarding Class 1, high
drop probability)
AF21 - DSCP 18 (Assured
Forwarding Class 2, low drop
probability)
AF22 - DSCP 20 (Assured
Forwarding Class 2, medium
drop probability)
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Parameter Description

AF23 - DSCP 22 (Assured
Forwarding Class 2, high
drop probability)
AF31 - DSCP 26 (Assured
Forwarding Class 3, low drop
probability)
AF32 - DSCP 28 (Assured
Forwarding Class 3, medium
drop probability)
AF33 - DSCP 30 (Assured
Forwarding Class 3, high
drop probability)
AF41 - DSCP 34 (Assured
Forwarding Class 4, low drop
probability)
AF42 - DSCP 36 (Assured
Forwarding Class 4, medium
drop probability)
AF43 - DSCP 38 (Assured
Forwarding Class 4, high
drop probability)
CS0 - DSCP 0 (Class Selector
0: Default)
CS1 - DSCP 8 (Class Selector
1: Scavenger)
CS2 - DSCP 16 (Class Selector
2: OAM)
CS3 - DSCP 24 (Class Selector
3: Signaling)
CS4 - DSCP 32 (Class Selector
4: Real time)
CS5 - DSCP 40 (Class Selector
5: Broadcast video)
CS6 - DSCP 48 (Class Selector
6: Network control)
CS7 - DSCP 56 (Class Selector
7)
EF - DSCP 46 (Expedited
Forwarding)
local-priority: Specify a valid local-
priority value between 0 to 7.
mirror: Specify the mirroring session.
Only one mirroring session can be
mapped to an application policy and
only session 4 is supported.

abp-ip Create or configure an IPv4
application-based policy.

abp-ipvé Create or configure an IPv6
application-based policy.

associate abp Applies the policy to a role

CLASS-NAME Define a class name for which the
application-based policy is being
created or configured.
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Parameter Description

comment <STRING>> Add or modify a comment to the
application based policy entries.

no Negates any configured parameter.

POLICY NAME Name of the application based policy
to associate with the role (maximum
128 characters).

resequence <STARTING-SEQUENCE-NUMBER> <INCREMENT> By default, rules added to a traffic class
are applied in the order in which they
are created. You can also use the
sequence parameter to define the
sequence numbers for each rule in the
traffic class. To change the order in
which a rule is applied, you must
change its sequence number.

Use the resequence command and
specify the current (starting) sequence
number of the rule, and the number by
which you want to increment the rule.
For example, use the parameters
resequence 40 10 to change the rule
with the sequence value of 40 to have
a sequence value of 30 (an increase of

10).

reset Resets the specified application based
policy.

ROLE NAME Name of the role to which the

application based policy is associated.

SEQUENCE-NUMBER Specify the class entry sequence
number. Integer (1-4294967295)

Usage

Application policies comprise one or more policy entries. These policies are ordered and prioritized
based on their sequence numbers. Each policy entry has the following:

= abp-ip (IPv4 traffic) or abp-ipv6 (IPv6 traffic) class

® drop or permit policy actions

The application policy will examine a packet sequentially against all the policy entries and class entries
until a match is made. If there are no matches, the packet will be dropped.

The application policies are applied to a role using the associate abp command.

If an application policy is associated with a role, it cannot be removed from the configuration. To remove the
policy, it must be unassociated from roles that are currently using it.

Entering an existing POL/CY NAME value will cause the existing policy to be modified. If no SEQUENCE-
NUMBER is entered then an additional policy entry is created with a new SEQUENCE-NUMBER. If an
existing SEQUENCE-NUMBER is entered then the values of the existing SEQUENCE-NUMBER is
replaced with the new value.
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If no SEQUENCE-NUMBER is specified, a new policy entry is added at the end of the entry list with a
sequence number that is equal to the highest SEQUENCE-NUMBER of a policy entry currently in the list
plus 10. The sequence numbers may be reordered with the class resequence command.

The port-access role command is used to associate a application policy with the source user role.

Examples
Creating a new application class on an application policy with the POLICY-NAME name guest_policy.

switch (config)# port-access abp guest_policy
switch (config-pa-app)# class abp-ip classl

10 match any any any app-category streaming app youtube count
switch (config-pa-app) # class abp-ipv6 class2

10 match any any any app-category web app http count

Associate the application policy on a port access source role with the ROLE NAME role01.

switch(config)# port-access role roleOl
switch(config-pa-role)# associate abp guest_policy
switch (config-pa-app) # exit

switch(config)# show port-access role name roleOl

Role Information:
Attributes overridden by RADIUS are prefixed by '*'.

Name : roleOl

Type : local

Access VLAN : 3000

Access VLAN Name : hpe

App Recognition : enabled

*App Based Policy : guest policy

Associate an existing policy guest_policy to the EMPLOYEE role.

switch (config)# port-access role EMPLOYEE
switch(config-pa-role)# associate abp guest policy

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.13 The sub-paramaters, dscp, local-priority, and mirror were
introduced.
10.12 Command introduced.

Command Information
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Platforms Command context Authority

6300 config Administrators or local user group members with execution
6400 (v2 config-class-abp-ip rights for this command.
profile only config-class-abp-ipv6

show port-access abp

show [run] port-access abp
show port-access abp [<POLICY-NAME>]

Description

Displays the application policies and its current usages. If the command is used without specifying the
POLICY-NAME then it displays the details of all the configured application policies on the switch.

Parameter Description

Application Policy Types of Application Policy:
® |Local—User configured policy
= DUR—Downloadable User Role policies

Application policy status The current running status of the Application policy:

®  Applied—Policy is successfully applied in the hardware
® Rejected—Policy is not supported in the hardware.

® |n-Progress—Policy is being processed in the hardware.

POLICY-NAME Name of the application based policy to associate with the role
(maximum 128 characters).

Examples

The following example display all application policies configured on the switch:

switch# show port-access abp
Port Access Application Policy User Configured Policy Details:

App Policy Name : appl
App Policy Type : Local
App Policy Status : Applied

SEQUENCE CLASS TYPE ACTION
10 classl abp-ipv4 permit
App Policy Name : app-policy

App Policy Type : local

App Policy Status : applied

SEQUENCE CLASS TYPE ACTION

10 app-class abp-ipv4 drop

20 app-class abp-ipv4 dscp AF31

30 app-class abp-ipv4 local-priority 5
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40 app-class abp-ipv4 mirror 4
50 app-class abp-ipv4 local-priority 3 dscp AF1l1l
mirror 4

When no application policies are configured

switch# show port-access abp
Application policy is not configured.

When the specified application policy does not exist

switch# show port-access abp plcy
Application Based Policy does not exist.

Display the policy currently running on the port.

switch# show run port-access abp
port-access abp appl
10 class abp-ip classl

Usage

The show port-access abp command displays all the active configuration. It providing the list of classes
that are configured and accepted by the system.

The show running-config port-access abp command may not be the same as in active configuration.
This is due to the following:

® unsupported command parameters
® class modified after the app policy was applied
®  ABP configuration was unsuccessful due to a lack of hardware resources

Compare the output of the show port-access abp and show running-config port-access abp
commands to see if there is a mismatch between what was configured and what is active. If the active
abp and the configured abp are not the same, a warning message is displayed to help troubleshoot the
problem.

If the port-access abp is being processed, an in-progress message will be displayed.

switch (config)# show run

! port-access abp <POLICY-NAME> user configuration currently being processed
! run 'show port-access abp' to display active application policy

! configuration.

port-access abp policy 1

switch (config) # show running-config port-access abp

! port-access abp <POLICY-NAME> user configuration currently being processed
! run 'show port-access abp' to display active application policy

! configuration.

port-access abp policy 1

10 class abp-ip app ip class action drop
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If the warning or in-progress message is displayed, additional changes may be made until the error
message is no longer displayed when show port-access abp, show port-access abp commands,
show port-access abp commands configuration, or run the port-access abp reset commands are
entered.

The port-access abp reset command changes the user-specified configuration to match the active
configuration.

Display details of a particular application policy that needs reset:

switch (config-pa-abp)# show run port-access abp
! port-access abp plcy user configuration does not match active configuration.
! run 'port-access abp <POLICY-NAME> reset' to reset application policy to match
! the active configuration.
port-access abp plcy
10 class abp-ip cs action drop
20 class abp-ipv6 cls6

switch (config-pa-abp)# show port-access abp plcy
Port Access Application Policy User Configured Policy Details:

App Policy Name : plcy
App Policy Type : Local
App Policy Status : Rejected

SEQUENCE CLASS TYPE ACTION
10 cs abp-ipv4 drop
20 cls6 abp-ipv6 permit

switch# port-access abp plcy reset
Following abp entries will be removed:
30 class abp-ip cls2

Do you want to continue (y/n)? y

switch# sh running-config port-access abp
port-access abp plcy

10 class abp-ip cls action drop

20 class abp-ipv6 cls6

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.13 Command output modified to display the following actions:
dscp
local-priority
mirror

10.12 Command introduced.

Command Information
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Platforms Command context Authority

6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.
profile only

show port-access abp hitcounts

show port-access abp [<POLICY-NAME>] hitcounts

Description

This command is used to show the statistics of the application policy applied on the client. The output
helps to identify the application policy entries that are currently matched.

Parameter Description

hitcounts The hit counts (statistics) of the application policy
POLICY-NAME Name of this application policy
Usage

If a class entry is configured with the count action, then the show command will display the statistics of
that entry. The class entries without the count action are not displayed in the hitcounts output. For
collecting the statistics for a specific client, create a copy of the desired policy and attach it to the
respective client.

Examples

The following example display show hitcounts of a Application Policy

switch # show port-access abp app-policy hitcounts
Port Access ABP Hit-Counts Details:

App Policy Name : app-policy
App Policy Type : local
App Policy Status : applied

SEQUENCE CLASS TYPE ACTION

10 app-classl abp-ipv4 drop

20 app-class2 abp-ipv4 dscp AF31

30 app-class3 abp-ipv4 local-priority 5

40 app-class4 abp-ipv4 mirror 4

50 app-class5 abp-ipv4 local-priority 3 dscp AF1l1l
mirror 4

Class Name : app-classl

Class Type : abp-ipv4

SEQUENCE CLASS-ENTRY HIT-COUNT

10 match any any any app-category network-service app any
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count

Class Name
Class Type

SEQUENCE

Class Name
Class Type

SEQUENCE

Class Name
Class Type

SEQUENCE

Class Name
Class Type

SEQUENCE

1234

app-class?
abp-ipv4

CLASS-ENTRY HIT-COUNT

match any any any app-category encrypted app any count 4312

app-class3
abp-ipv4

CLASS-ENTRY HIT-COUNT

match any any any app-category social-networking app any
0

app-class4
abp-ipv4

CLASS-ENTRY HIT-COUNT

match any any any app-category streaming app any count 777

app-classb

abp-ipv4

CLASS-ENTRY HIT-COUNT
match any any any app-category gaming app any count 71193

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.13 Command output modified to display the following actions:
dscp
local-priority
mirror

10.12 Command introduced.

Command Information

Platforms

Command context Authority

6300
6400 (v2
profile only

Manager (#) Administrators or local user group members with execution rights

for this command.
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clear port-access abp hitcounts

clear port-access abp [<POLICY-NAME>]

Description

hitcounts

This command is used to clear statistics of the application policy applied on the client.

Parameter
hitcounts The hit counts (statistics) of the application policy
POLICY-NAME Name of this application policy

Examples

The following example clears the hitcounts of a Application Policy.

switch# show port-access abp appl hitcounts

Port Access Application Policy Hit-Counts Details:

App Policy Name : appl
App Policy Type : Local
App Policy Status : Applied

SEQUENCE CLASS TYPE ACTION

0 olzeei —
SEQUENCE CLASS-ENTRY HIT-COUNT
20 B ——— 30
switch# clear port-access abp appl hitcounts

switch# show port-access abp appl hitcounts

Port Access Application Policy Hit-Counts Details:

App Policy Name : appl

App Policy Type : Local

App Policy Status : Applied

SEQUENCE CLASS TYPE ACTION

0 elzeei —
SEQUENCE CLASS-ENTRY HIT-COUNT
20 sy amy mpp emtieery gEmems epp amy svese 0

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History
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Release Modification

10.12 Command introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.

profile only

show running-config app-recognition

show running-config app-recognition

Description

Shows the active configurations of ARC.

Example
Showing the configured commands for ARC.

switch# show running-config app-recognition
no ip source-lockdown resource-extended
app-recognition
enable
mode fast
interface 1/1/1
app-recognition enable
interface 1/1/2
app-recognition enable

For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority

6300 Operator (>) or Manager | Administrators or local user group members with execution rights
6400 (v2 (#) for this command.

profile only)

diag-dump arcd basic
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diag-dump arcd basic

Description

Displays diagnostic information for ARC.

Examples

6300# diag-dump arc basic

[Start] Feature arc Time : Wed Oct 26 15:38:45 2022

[Start] Daemon arcd

=== ARCD Global data ===

ARC Global Configuration : ENABLED
MQTT Publisher Status : CONNECTED

=== ARCD Global LC Data ===

LC Name Node Id State Flow Count
1/1 0 UP 0
2/1 1 UP 0
3/1 2 UP 0

SRC IP DST IP SRC Port Dst Port Proto VRF Agent State App

[End] Daemon arcd

[Start] Daemon switchd agentO

New cache 0

Remote cache : 0

Local cache 0

In Hardware : 0

HW add Reg : 18538535
HW retry Reqg : 7538

HW add Reg suceess : 17293746
HW add Req fail : 45591

HW del Reqg : 17293746
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HW Bulk del Req

HW del Req failed

HW del Reqg suceess

HW app modify Reqg

HW app modify Reqg succs
HW app modify Reg fail
Fin req in new

Fin req in local

Fin reqg in remote

Fin reqg in hardware

In notified

Out notified

Purge notified

App notified

Flow in msg rcvd

Flow out msg rcvd
Purge msg rcvd

App msg rcvd

App update from engine
Pkt rx processed

Flow cache miss events
pthread mutex lock
pthread mutex lock fail
pthread mutex unlock

2

0
17293746
1187548
1199198

0

6727845
512591
483600
12529218
11022453
9760743
29831736
343865
3585046
3726056
19372532
37820
25988004
267786598
15802856
148342552
0
148342552

pthreadmutex unlock fail: 0

==== ARC agent flow cache dump ===
src_ip dst ip src_port dst port
id

flow miss count

prot vrf ingress _agent id state app_

ingress port ingress_vlan

Entries in New cache : 0
Entries in Hardware cache : 0

[End] Daemon switchd agentO

[End] Feature arc

Diagnostic-dump captured for feature arc

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Modification

Release

10.11 Command introduced.

Command Information

Platforms Command context

Authority

6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.
profile only
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show events arcd

show events -d arcd

Description

Displays event logs generated by the switch modules since the last reboot for ARC.

Examples
Showing event logs of ARC:

switch# show events -d arcd

2023-04-05T12:12:23.802838+00:00 6410 arcd[2700]: Event|14105|LOG INFO|UMM|-|ARCD
Publisher is ENABLED

2023-04-05T12:12:23.819248+00:00 6410 arcd[2700]: Event|14101|LOG_INFO|UMM|- |App
Recognition feature has been ENABLED

2023-04-05T12:12:26.047307+00:00 6410 arcd[3009]: Event|14105|LOG INFO|UMM|-|ARCD
Publisher is ENABLED

2023-04-05T12:12:26.047440+00:00 6410 arcd[3009]: Event|14101|LOG_INFO|UMM|- |App
Recognition feature has been ENABLED

2023-04-05T12:16:32.399665+00:00 EdgeInt arcd[3009]: Event|14103|LOG INFO|UMM|-
|BULK SYNC event received from linecard 6

2023-04-05T12:16:32.399777+00:00 EdgeInt arcd[3009]: Event|[14103|LOG INFO|UMM| -
|BULK SYNC event received from linecard 7

2023-04-05T15:58:15.601648+00:00 EdgeInt arcd[3009]: Event|14107|LOG INFO|UMM|-|IP
Flow table utilization has exceeded high threshold on linecard 0
2023-04-06T02:03:42.570806+00:00 EdgeInt arcd[2700]: Event|[14103|LOG_ INFO|UMM| -
|BULK SYNC event received from linecard 3

2023-04-06T02:03:51.259332+00:00 EdgeInt arcd[2700]: Event|[14107|LOG INFO|UMM|-|IP
Flow table utilization has exceeded high threshold on linecard 3
2023-04-06T02:04:48.713251+00:00 EdgeInt arcd[2700]: Event|[14107|LOG INFO|UMM|-|IP
Flow table utilization has exceeded high threshold on linecard 0
2023-04-06T02:05:54.200794+00:00 EdgeInt arcd[3009]: Event|[14105|LOG INFO|UMM|-
|ARCD Publisher is ENABLED

2023-04-06T02:05:54.200956+00:00 EdgeInt arcd[3009]: Event|[14101|LOG_ INFO|UMM| -
|App Recognition feature has been ENABLED

2023-04-06T03:56:32.352900+00:00 EdgeInt arcd[2700]: Event|14108|LOG INFO|UMM|-|IP
Flow table utilization back to lower threshold on linecard 0
2023-04-06T03:56:32.521900+400:00 EdgeInt arcd[2700]: Event|[14108|LOG INFO|UMM|-|IP
Flow table utilization back to lower threshold on linecard 3

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information
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Platforms Command context Authority

6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.
profile only

show tech arc

show tech arc

Description
Shows the ARC configuration settings.

Examples

The example shows the ARC configuration settings.

switch# show tech arc

Show Tech executed on Wed Jul 20 13:35:39 2022

[Begin] Feature arc

KA AKRKAA A AR KA A A A A AN A XA A XA AA A A I A XXk, K

Command : show app-recognition
ERAR R Rk R b b R e b R R R R e R

Application Recognition Global Configuration

Configuration status : Enabled

Operational status : Enabled

Failure Reason : NA

Application Recognition Port Configuration

Interface User-config Port-access-config Oper-status
1/5/1 Disabled Disabled Disabled
1/5/2 Disabled Disabled Disabled
1/5/3 Disabled Disabled Disabled
1/5/4 Disabled Disabled Disabled
1/5/5 Enabled Disabled Enabled
1/5/6 Disabled Disabled Disabled
1/5/7 Disabled Disabled Disabled
1/5/8 Disabled Disabled Disabled
1/5/9 Disabled Disabled Disabled

[End] Feature arc

Show Tech commands executed successfully

Show Tech took 5 seconds for execution

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History
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Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Administrators or local user group members with execution rights
6400 (v2 for this command.

profile only
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Chapter 8

ARP commands

arp inspection

arp inspection

Description

Enables Dynamic ARP inspection on the current VLAN, which means that ARP packets received from
untrusted interfaces are discarded if they have an Invalid IP-to-MAC address binding.

The no form of this command disables Dynamic ARP Inspection on the VLAN.

Examples
Enabling dynamic ARP inspection:

switch# configure terminal
switch(config)# vlan 1
switch(config-vlan)# arp inspection

Disabling dynamic ARP inspection:

switch# configure terminal
switch(config)# vlan 1
switch (config-vlan)# no arp inspection

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

6300 config-vlan-<VLAN-ID>
6400

Administrators or local user group members with execution
rights for this command.

arp inspection trust
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arp inspection trust
no arp inspection trust

Description
Configures the interface as a trusted. All interfaces are untrusted by default.
The no form of this command returns the interface to the default state (untrusted).

Example

Setting an interface as trusted:

switch (config-if) # arp inspection trust

For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

L EEENE Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

arp ip

arp ip <IP ADDR> mac <MAC ADDR>

no arp ip <IP _ADDR> mac <MAC ADDR>

Description

Specifies a permanent static neighbor entry in the ARP table (for IPv4 neighbors).

The no form of this command deletes a permanent static neighbor entry from the ARP table.

Parameter Description

ip <IP-ADDR> Specifies the IP address of the neighbor or the virtual IP address
of the cluster in IP format (X.X.X.Xx), where x is a decimal number
from 0 to 255. . Range: 4096 to 131072. Default: 131072.

mac <MAC-ADDR> Specifies the MAC address of the neighbor or the multicast MAC
address in IANA format (XX:XX:XX:XX:XX:XX), where X is a
hexadecimal number from 0 to F. Range: 4096 to 131072. Default:
131072.

Example
On the 6400 Switch Series, interface identification differs.
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Configuring a static ARP entry on a interface VLAN 10:

switch(config) # interface vlan 10
switch (config-if-vlan)# arp ip 2.2.2.2 mac 01:00:5e:00:00:01

Removing a static ARP entry on interface VLAN10:

switch(config) # interface vlan 10
switch (config-if-vlan)# no arp ip 2.2.2.2 mac 01:00:5e:00:00:01

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.14 Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms config-if Administrators or local user group members with execution rights
config-if-vlan for this command.

arp process-grat-arp

arp process-grat-arp
no arp process-grat-arp

Description
Enables the processing of gratuitous ARP packets on the individual port or group of L3 ports together.

By default, the gratuitous ARP processing is enabled. When gratuitous ARP (GARP) processing is
enabled, a switch that is advertising any changes in its MAC through the GARP will reflect in the
neighbor table of the switch. However, the switch will not be able to learn the neighbor through the
GARP.This configuration is applicable only on L3 interfaces such as ROPs, subinterfaces, and SVis.

The no form of this command disables the processing of gratuitous ARP packets.

Example
Enabling the processing of gratuitous ARP packets on the interface 1/1/1:

switch (config)# interface 1/1/1
switch (config-if)# no shutdown
switch (config-if) # arp process-grat-arp
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Enabling the processing of gratuitous ARP packets on interfaces 1/1/1 to 1/1/5:

switch(config)# interface 1/1/1-1/1/5
switch(config-if<1/1/1-1/1/5>)# no shutdown
switch(config-if<1/1/1-1/1/5>)+# arp process-grat-arp

Enabling the processing of gratuitous ARP packets on sub-interface 1/1/1.10:

Applies only to the Aruba 6300, 6400, 8100, and 8360 Switch Series.

switch (config)# interface 1/1/1.10
switch (config-subif)# no shutdown
switch(config-subif)# arp process-grat-arp

Disabling the processing of gratuitous ARP packets on VLANs 2 to 100:

switch (config) # interface vlan 2-100
switch (config-if-vlan<2-100>)# no shutdown
switch(config-if-v1lan<2-100>)# no arp process-grat-arp

For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms config-if Administrators or local user group members with execution rights
config-if-vlan for this command.

config-subif

clear arp

clear arp
port <PORT-ID> [ip <A.B.C.D>|all]|[ipv6 <X:X::X:X>|all]lvla
vrf [all-vrfs| {<VRF-NAME> [ip <A.B.C.D>]| [ipv6 <X:X::X:X>]1}]

Description

Clears IPv4 and IPv6 neighbor entries from the ARP table. If you do not specify any VRF or port
parameters, ARP table entries are cleared for the default VRF.
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Parameter Description

port <PORT-ID> Specifies a port on the switch. For example: 1/1/1.
ip <A.B.C.D>|all] (Optional) Include an IP address to clear neighbor entries for that
specific address, or use the all parameter to clear entries for all IP
addresses.
ipv6 <X:X::X:X>|all (Optional) Include an IPv6 address to clear neighbor entries for

that specific address, or use the all parameter to clear entries for
all IPv6 addresses.

vrf Clears IPv4 and IPv6 neighbor entries for the specified VRF or for
all VRFs. If no VRF is specified he default VRF is cleared.

all-vrfs Clear neighbor entries for all VRFs
<VRF-NAME> Clear neighbor entries for the specified VRF.
ip <A.B.C.D> (Optional) Include an IP address to clear just the neighbor entries

for the specified IP address.

ipvé <X:X::X: (Optional) Include an IPv6 address to clear the neighbor entries
for the specified IPv6 address.

Examples
Clearing all IPv4 and IPv6 neighbor ARP entries for the default VRF:

switch# clear arp

Clearing all ARP neighbor entries for a port (On the 6400 Switch Series, interface identification differs.):
switch# clear arp 1/1/35

Clearing all IPv4 and IPv6 neighbor ARP entries for all VRFs:
switch# clear arp vrf all-vrfs

Clearing all IPv4 and IPv6 neighbor ARP entries for a specific VRF instance:

switch# clear arp vrf RED

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.14 Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

debug arp-security

debug arp-security <LOG-CATEGORY> [severity <LEVEL>]
no debug arp-security [<LOG-CATEGORY>] |[severity <LEVEL>]

Description
Enables ARP security debug logs. If <SEVERITY> is omitted, all severities are logged.
The no form of this command disables ARP security debug logs.

Parameter Description

<LOG-CATEGORY> Selects the ARP security debug log category. Available

categories are:

® all: Selects all ARP security debug log categories.

®  config: Selects the ARP security config debug log category.

® jnspection: Selects the ARP security inspection debug log
category.

= packet: Selects the ARP security packet debug log category.

severity <LEVEL> Specifies how to filter the ARP security debug logging by

setting the minimum severity level for which debug logging

will be performed. The selected severity level and all

severities above (more severe) will be included in the logging.

= emerg: Sets ARP security debug log filtering to Emergency
only.

® alert: Sets ARP security debug log filtering to Alert and above.

® critical: Sets ARP security debug log filtering to Critical and
above.

® error: Sets ARP security debug log filtering to Error and above.

® warning: Sets ARP security debug log filtering to Warning and
above.

® notice: Sets ARP security debug log filtering to Notice and
above.

® info: Sets ARP security debug log filtering to Info and above.

= debug: Sets ARP security debug log filtering to all severities.

Examples

Enable ARP security debug logging for all categories and all severities:
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switch# debug arp-security all
Enable ARP security config debug log for severity level Error and above:
switch# debug arp-security config severity error
Enable ARP security inspection debug log for severity level Notice and above:
switch# debug arp-security inspection severity notice
Enable ARP security debug packet for severity level Critical and above:
switch# debug arp-security packet severity critical
Enable ARP security debug logging for all categories and severity level Alert and above:
switch# debug arp-security all severity alert

Disable ARP security debug logging:

switch# no debug arp-security

|_—= For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

ip local-proxy-arp

ip local-proxy-arp
no ip local-proxy-arp

Description
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Enables local proxy ARP on the specified interface. Local proxy ARP is supported on Layer 3 physical
interfaces and on VLAN interfaces. To enable local proxy ARP on an interface, routing must be enabled
on that interface.

The no form of this command disables local proxy ARP on the specified interface.

Examples

On the 6400 Switch Series, interface identification differs.
Enabling local proxy ARP on interface 1/1/1:

switch# interface 1/1/1
switch (config-if)# ip local proxy-arp

Enabling local proxy ARP on interface VLAN 3:

switch# interface vlan 3
switch (config-if-vlan)# ip local-proxy-arp

Disabling local proxy ARP on on interface 1/1/1.

switch# interface 1/1/1
switch(config-if)# no ip local-proxy-arp

For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 config-if-vlan for this command.

ip proxy-arp
ip proxy-arp

no ip proxy-arp
Description

Enables proxy ARP for the specified Layer 3 interface. Proxy ARP is supported on Layer 3 physical
interfaces, LAG interfaces, and VLAN interfaces. It is disabled by default. To enable proxy ARP on an
interface, routing must be enabled on that interface.

The no form of this command disables proxy ARP for the specified interface.

ARP commands



Examples
Enabling proxy ARP on interface 1/1/1:

switch# interface 1/1/1
switch (config-if)# ip proxy-arp

Enabling proxy ARP on VLAN 3:

switch# interface vlan 3
switch (config-if-vlan)# ip proxy-arp

Enabling proxy ARP on a LAG 11:

switch(config)# int lag 11
switch(config-lag-if)# ip proxy-arp

Disabling proxy ARP on interface 1/1/1:

switch# interface 1/1/1
switch(config-if)# no ip proxy-arp

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms config-if Administrators or local user group members with execution rights
config-if-vlan for this command.

config-lag-vlan

ipv6 neighbor mac

ipv6 neighbor <IPV6-ADDR> mac <MAC-ADDR>
no ipvé neighbor <IPV6-ADDR> mac <MAC-ADDR>

Description
Specifies a permanent static neighbor entry in the ARP table (for IPv6 neighbors).
The no form of this command deletes a permanent static neighbor entry from the ARP table.
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Parameter Description

<IPV6-ADDR>> Specifies an IP address in IPv6 format

(20NN XXKXXXXXKXXXKEXXXXEXXXX), where X is a
hexadecimal number from 0 to F. Range: 4096 to 131072. Default:
131072.

mac <MAC-ADDR>> Specifies the MAC address of the neighbor
(xx:xx:xx:xx:xx:xx), Where X is a hexadecimal number from 0
to F. Range: 4096 to 131072. Default: 131072.

Example
On the 6400 Switch Series, interface identification differs.
Creates a static ARP entry on interface 1/1/1.

switch (config)# interface 1/1/1
switch(config-if)# arp ipvé neighbor 2001:0db8:85a3::8a2e:0370:7334 mac
00:50:56:96:df:c8

|_—= For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config-if Administrators or local user group members with execution rights
for this command.

show arp

show arp [vsx-peer]

Description
Shows the entries in the ARP (Address Resolution Protocol) table.

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage
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This command displays information about ARP entries, including the IP address, MAC address, port, and
state.

When no parameters are specified, the show arp command shows all ARP entries for the default VRF
(Virtual Router Forwarding) instance.

Examples

switch# show arp

IPv4 Address MAC Port Physical Port
192.168.1.2 00:50:56:96:7b:e0 vlanlO 1/1/29 stale
192.168.1.3 00:50:56:96:7b:ac vlanlO 1/1/1 reachable

Total Number Of ARP Entries Listed- 2.

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show arp inspection interface

show arp inspection interface [<IFNAME>] [vlan <VLAN-ID>] [vsx-peer]

Description

Shows the current configuration of dynamic ARP inspection on an interface.

Parameter Description

<IFNAME> Specifies the interface.
<VLAN-ID> Specifies the VLAN ID. Range: 1 to 4094.
vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.
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Examples

On the 6400 Switch Series, interface identification differs.
Showing current configuration of dynamic ARP inspection on all interfaces:

switch# show arp inspection interface

Showing current configuration of dynamic ARP inspection on all interfaces with VSX peer:

switch# show arp inspection interface vsx-peer

Interface Trust-State
1/1/1 Untrusted
lagl00 Trusted

Showing current configuration of dynamic ARP inspection on a particular interface:

switch# show arp inspection interface 1/1/1

Showing current configuration of dynamic ARP inspection on interface VLAN 2:

switch# show arp inspection interface vlan 2

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information

ARP commands



Platforms Command context Authority

6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this
command from the operator context (>) only.

show arp inspection statistics

show arp inspection statistics vlan [<VLAN-ID>] [vsx-peer]

Description

Shows statistics about forwarded and dropped ARP packets. When <VLAN-ID> is not specified,
information is shown for all configured VLANSs.

Parameter Description

<VLAN-ID> Specifies the VLAN ID or range of IDs separated by a dash "-".
Range: 1 to 4094.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples
Showing ARP packet statistics for a range of VLANSs:

switch# show arp inspection statistics vlan 1-100

Showing ARP packet statistics for VLANs with VSX peer:

switch# show arp inspection statistics vlan vsx-peer

VLAN Name Forwarded Dropped
1 DEFAULT VLAN 1 0 0
200 VLAN200 0 0

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show arp inspection vian
show arp inspection vlan [<VLAN-ID>] [vsx-peer]
Description

Shows the current configuration of dynamic ARP inspection on a VLAN. When <VLAN-ID> is not specified,
information is shown for all configured VLANS.

Parameter Description

<VLAN-ID> Specifies the VLAN ID or range of IDs separated by a dash "-
". Range: 1 to 4094.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

On the 6400 Switch Series, interface identification differs.
Showing dynamic ARP configuration for all VLANSs:

switch# show arp inspection vlan

VLAN Name ARP Inspection
1 DEFAULT VLAN 1 -

100 VLAN100 =

200 VLAN200 Enabled

Showing dynamic ARP configuration for a particular VLAN:

switch# show arp inspection vlan 1

ARP commands



Showing dynamic ARP configuration for VLANs with VSX peer:

switch# show arp inspection vlan vsx-peer

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show arp state

show arp state {all | failed | incomplete | permanent | reachable | stale} [vsx-peer]

Description

Shows ARP (Address Resolution Protocol) cache entries that are in the specified state.

Parameter Description

all Shows the ARP cache entries for all VRF (Virtual Router
Forwarding) instances.

failed Shows the ARP cache entries that are in failed state. The
neighbor might have been deleted.

incomplete Shows the ARP cache entries that are in incomplete state.

An incomplete state means that address resolution is in progress
and the link-layer address of the neighbor has not yet been
determined. A solicitation request was sent, and the switch is
waiting for a solicitation reply or a timeout.

permanent Shows the ARP cache entries that are in permanent state. ARP
entries that are in a permanent state can be removed by
administrative action only.
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Parameter Description

reachable Shows the ARP cache entries that are in reachable state,
meaning that the neighbor is known to have been reachable
recently.

stale Shows ARP cache entries that are in stale state.

ARP cache entries are in the stale state if the elapsed time is in
excess of the ARP timeout in seconds since the last positive
confirmation that the forwarding path was functioning properly.

VsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

switch# show arp state failed

IPv4 Address MAC Port Physical Port State

192.168.1.4 vlanlO failed

For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show arp summary

show arp summary [all-vrfs | vrf <VRF-NAME>] [vsx-peer]

Description
Shows a summary of the IPv4 and IPv6 neighbor entries on the switch for all VRFs or a specific VRF.
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Parameter Description

all-vrfs Selects all VRFs.
vrf <VRF-NAME> Specifies the name of a VRF.
vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing summary ARP information for all VRFs:

switch# show arp summary all-vrfs

ARP Entry's State : IPv4 IPv6
Number of Reachable ARP entries : 2 0
Number of Stale ARP entries : 0 0
Number of Failed ARP entries 5 2 2
Number of Incomplete ARP entries : O 0
Number of Permanent ARP entries : O 0
Total ARP Entries: 6 : 4 2

Showing a summary of all IPv4 and IPv6 neighbor entries on the primary and secondary (peer) switches:

vsx-primary# show arp summary

ARP Entry's State Ipv4 IPv6
Number of Reachable ARP entries 25858 32231
Number of Stale ARP entries 0 1
Number of Failed ARP entries 0 257
Number of Incomplete ARP entries 0 0
Number of Permanent ARP entries 0 0
Total ARP Entries- 58347 25858 32489
vsx-primary# show arp summary vsx-peer

ARP Entry's State Ipv4 IPv6
Number of Reachable ARP entries 25858 32168
Number of Stale ARP entries 0 3
Number of Failed ARP entries 0 317
Number of Incomplete ARP entries O 0
Number of Permanent ARP entries 0 0
Total ARP Entries- 58346 25858 32488
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|_—= For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show arp timeout

show arp timeout [<INTERFACE>] [vsx-peer]

Description
Shows the age-out period for each ARP (Address Resolution Protocol) entry for a port, LAG, or VLAN
interface.
Parameter Description
<INTERFACE> Specifies a physical port, VLAN, or LAG on the switch. For physical
ports, use the format member/slot/port (for example, 1/3/1).
VsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.
Examples

Showing ARP timeout information for a port:

switch# show arp timeout 1/1/1
ARP Timeout:

Port VRF Timeout

1/1/1 default 600
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|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show arp vrf

show arp {all-vrfs | vrf <VRF-NAME>} [vsx—-peer]

Description
Shows the ARP table for all VRF instances, or for the named VRF.

Parameter Description

all-vrfs Specifies all VRFs.

vrf <VRF-NAME> Specifies the name of a VRF. Length: 1 to 32 alphanumeric
characters.

vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples
Showing ARP entries for VRF vrf1.

switch# show arp vrf vrfl

IPv4 Address MAC Port Physical Port State
VRF

100.1.250.50 00:50:56:8d:44:13 vlanl001 1/1/2

reachable vrfl

100.2.250.60 00:50:56:8d:45:63 v1anl002 vxlanl (1920:1680:1:1::2)

permanent vrfl

Total Number Of ARP Entries Listed: 2.
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This example from a different network shows ARP entries for all VRFs.

switch# show arp all-vrfs
ARP IPv4 Entries:

IPv4 Address MAC Port Physical Port State VRF
192.168.120.10 00:50:56:bd:10:be 1/1/32 1/1/32 reachable red
10.20.30.40 00:50:56:bd:6a:c5 1/1/29 1/1/29 reachable test

|_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Modification

Release

10.07 or earlier -

Command Information

Platforms Command context

Authority

All platforms Operator (>) or Manager

(#)

Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this

command from the operator context (>) only.

show ipv6 neighbors

show ipv6 neighbors {all-vrfs | vrf <VRF-NAME>} [vsx-peer]

Description
Shows entries in the ARP table for all IPv6 neighbors for all VRFs or for a specific VRF.

When no parameters are specified, this command shows all ARP entries for the default VRF, and state
information for reachable and stale entries only.

Parameter Description

all-vrfs Specifies all VRFs.

vrf <VRF-NAME> Specifies the name of a VRF. Length: 1 to 32 alphanumeric

characters.

vsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on

switches that support VSX.

Examples
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switch# show ipvé neighbors
IPv6 Entries:

IPv6 Address MAC Port Physical Port State
fe80::a221d:48ff:fe8f:2700 a0:1d:48:8f:27:00 v1an2300 1/1/31 reachable
fe80::£f603:43ff:fe80:a600 £4:03:43:80:a6:00 wv1an2300 1/1/30 reachable

Total Number Of IPv6 Neighbors Entries Listed: 2.

switch# show ipvé neighbors vrf vrfl
IPv6 Address MAC Port
Physical Port State VRF

1000:2:1:1::250:60 00:50:56:8d:45:63 v1anl002 vxlanl (1920:1680:1:1::2)
permanent vrfl

1000:1:1:1::250:50 00:50:56:8d:44:13 wv1lanl001 1/1/2

reachable vrfl

Total Number Of IPv6 Neighbors Entries Listed: 2.

|_—= For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Administrators or local user group members with execution rights
(#) for this command.

show ipv6 neighbors state

show ipvé6 neighbors state {all | failed | incomplete | permanent | reachable | stale}
[vsx-peer]

Description

Shows all IPv6 neighbor ARP (Address Resolution Protocol) cache entries, or those cache entries that are
in the specified state.
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Parameter Description

all Shows all ARP cache entries.

failed Shows ARP cache entries that are in failed state. The neighbor
might have been deleted. Set the neighbor to be unreachable.

incomplete Shows ARP cache entries that are in incomplete state.

An incomplete state means that address resolution is in progress
and the link-layer address of the neighbor has not yet been
determined. This means that a solicitation request was sent, and
you are waiting for a solicitation reply or a timeout.

permanent Shows ARP cache entries that are in permanent state.

reachable Shows ARP cache entries that are in reachable state, meaning
that the neighbor is known to have been reachable recently.

stale Shows ARP cache entries that are in stale state.

ARP cache entries are in the stale state if the elapsed time is in
excess of the ARP timeout in seconds since the last positive
confirmation that the forwarding path was functioning properly.

VsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

switch# show ipv6é neighbors state all

IPv6 Address MAC Port Physical Port State
100::2 48:0f:cf:af:fl:cc lagl lagl
reachable

300::3 48:0f:cf:af:33:be vlan3 1/4/20
reachable

fe80::4a0f:cfff:feaf:flcc 48:0f:cf:af:fl:cc lagl lagl
reachable

200::3 48:0f:cf:af:33:be 1/4/11 1/4/11
reachable

fe80::4a0f:cfff:feaf:33be 48:0f:cf:af:33:be vlan3 1/4/20
reachable

Total Number Of IPv6 Neighbors Entries Listed- 5.

_—} For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release Modification

10.07 or earlier -
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Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show tech arp-security

show tech arp-security
Description
Shows the output of these three commands:

B show arp inspection statistics vlan
B show arp inspection vlan

B show arp inspection interface

Examples

Showing the output of the three ARP security show commands:

switch (config-if) # show tech arp-security

Show Tech executed on Mon Nov 28 09:53:54 2019

[Begin] Feature arp-security

hhkrxhkkhkhkhhkhkhkrhkhkrhkhkrhkkhkhkhkhkrkxhkhkxkhkxk*k

Command : show arp inspection statistics vlan
R R I b I b I R S b I S I S R I S S b I b R I b 2 b

VLAN Name Forwarded Dropped
1 DEFAULT VLAN 1 0 0
200 VLAN200 0 0

KAKRKAKRAAKAA A KA AN A A KA A A AN A AKX A A A AKXk kK

Command : show arp inspection vlan
AKX A KA KA A KA A KR A KR A KR A KRNI A AR AR AN A AKX AKX KKK

VLAN Name ARP-Inspection
1 DEFAULT VLAN 1 -
200 VLAN200 Enabled

kA rkhkkk kA hkhk A hkkhkhkhkrhkkhkhkhkhkxkkkkhkxk*x

Command : show arp inspection interface
R R R R R R R R R R R I R R R b b b b b b b
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Untrusted
Trusted

[End] Feature arp-security

Show Tech commands executed successfully

|_—= For more information on features that use this command, refer to the IP Services Guide for your switch model.

Command History

Release

Modification

10.07 or earlier

Command Information

Platforms

Command context

Authority

6300
6400

Manager (#)

Administrators or local user group members with execution rights
for this command.
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Chapter 9

Aruba Intelligent Forwarding (FIB)
commands

fib-optimization ageout-time

fib-optimization ageout-time <AGEOUT-TIME>

Description

Configures the host route age-out time. If a host route entry is designated for ageing, and no traffic is
using the route for configured amount of age time, the host route entry will be removed form the
hardware resource table. When traffic using that route resumes, the host route entry will be added back
to the hardware resource table.

— Host route age-out time is a global timer applicable to all types of host route entries, optimized by this feature.

Parameter Description

<AGEOUT-TIME> Specifies the age-out time for the route in seconds. Range: 60 to
3600 seconds. Default: 90 seconds.

Examples

Configuring the host route age-out time of 100 seconds

switch(config)# fib-optimization ageout-time 100

— For more information on features that use this command, refer to the VXLAN Guide for your switch model.

Command History

Release Modification

10.10 Command Introduced.

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

fib-optimization evpn-vxlan exclude-nexthop
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fib-optimization evpn-vxlan exclude-nexthop <IP-ADDRESS>
no fib-optimization evpn-vxlan exclude-nexthop <IP-ADDRESS>

Description

Excludes optimization of host routes for the identified next-hop hosting destination of frequent regular
traffic. Any EVPN host route pointing to the configured next hops will not be optimized by FIB
optimization. A maximum of 8 exclude next-hops can be configured.

The no form of this command removes the exclude next-hop configuration.

Parameter Description
<IP-ADDRESS> Specifies the IP address of the next hop to be excluded.
Examples

Excluding optimization of host routes for the identified next-hop:

switch (config)# fib-optimization evpn-vxlan exclude-nexthop 8.8.8.8

Disabling the next-hop configuration:

switch (config)# no fib-optimization evpn-vxlan exclude-nexthop 8.8.8.8

For more information on features that use this command, refer to the VXLAN Guide for your switch model.

Command History

Release Modification

10.10 ‘ Command Introduced.

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

fib-optimization evpn-vxlan host-route

fib-optimization evpn-vxlan host-route ip
no fib-optimization evpn-vxlan host-route ip

Description

Enable the FIB optimization process. This feature optimizes EVPN IPv4 host routes. In subnet stretched
scenarios, after enabling FIB optimization, initial few packets are punted to CPU and traffic drop will be
observed.

The no form of this command disables FIB optimization process.
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Examples

Enabling FIB optimization:
switch (config)# fib-optimization evpn-vxlan host-route ip
Disabling FIB optimization:

switch(config)# no fib-optimization evpn-vxlan host-route ip

— For more information on features that use this command, refer to the VXLAN Guide for your switch model.

Command History

Release Modification

10.14 Replaced the ipv4 parameter with the ip parameter. The ipv4
parameter is deprecated.

10.10 Command Introduced.

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

show fib-optimization configuration

show fib-optimization configuration

Description

Shows the EVPN data plane route optimization configurations.

Examples

Showing the EVPN data plane route optimization configurations.:

switch# show fib-optimization configuration

Address family : EVPN IPv4

Operation status : Enabled

Route age-out time : 100

Excluded nexthops : 5.5.5.5 , 6.6.6.6 , 8.8.8.8

|_—} For more information on features that use this command, refer to the VXLAN Guide for your switch model.

Command History
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Release Modification

10.10 Command Introduced.

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager | Administrators or local user group members with execution rights
6400 (#) for this command.

show ip route fib-optimization

show ip route fib-optimization [<IP-ADDRESS>] [summary] {all-vrfs | vrf <VRF-Name>}

Description

Shows the EVPN host routes removed from the data plane by the FIB optimization. The host routes are
removed for the data plane if no traffic is using routes for configured age-out time.

The show ip route command displays all routes irrespective of optimization.

Parameter Description

<IP-ADDRESS> Specifies the longest prefix match.
Syntax for IPv4: A.B.C.D

summary Specifies the information for all VRFs.
all-vrfs Specifies the information for all VRFs.
vrf <vrf-name> Speifies a VRF by VRF name (if no <VRF-NAME> is specified, the

default VRF is implied.

Examples
Showing the FIB optimized routes for all VRFs:

switch# show ip route fib-optimization all-vrfs

EVPN ipv4 host routes optimized by Aruba Intelligent ForwardingEVPN ipv4 host
routes optimized by Aruba Intelligent Forwarding

Origin Codes: C - connected, S - static, L - local

R - RIP, B - BGP, O - OSPF

Type Codes: E - External BGP, I - Internal BGP, V - VPN, EV - EVPN
IA - OSPF internal area, El1 - OSPF external type 1

E2 - OSPF external type 2

VRF: red

Prefix Nexthop Interface VRF (egress) Origin/ Distance/ Age
Type Metric
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200.200.200.2/32 3.3.3.3 - - B/EV [200/0] 0Oh:09m:24s
200.200.200.251/32 3.3.3.3 - - B/EV [200/0] 00h:09m:50s

Total Route Count : 2

Showing the FIB optimized routes for the specified VRF:

switch# show ip route fib-optimization vrf red

EVPN ipv4 host routes optimized by Aruba Intelligent Forwarding
Origin Codes: C - connected, S - static, L - local

R - RIP, B - BGP, O - OSPF

Type Codes: E - External BGP, I - Internal BGP, V - VPN, EV - EVPN
IA - OSPF internal area, E1 - OSPF external type 1

E2 - OSPF external type 2

VRF: red

Prefix Nexthop Interface VRF (egress) Origin/ Distance/ Age
Type Metric

200.200.200.2/32 3.3.3.3 - - B/EV [200/0] 00h:09m:51s
200.200.200.251/32 3.3.3.3 - - B/EV [200/0] 00h:10m:17s

Total Route Count : 2

Showing the specific FIB optimized host route information:

switch# show ip route fib-optimization 100.100.100.22 vrf red

VRF: red

Prefix : 100.100.100.22/32 VRF (egress) : -
Nexthop : 3.3.3.3 Interface 3 =

Origin : bgp Type : bgp evpn
Distance : 200 Metric : 0

Age : 00h:03m:45s Tag : 0

Encap Type : vxlan Encap Details :13vni
1000

Showing FIB optimized routes summary for all VRFs:

switch# show ip route fib-optimization summary all-vrfs
IPv4 Route FIB optimization Summary

VRF name : red
Number of evpn routes optimized : 2

|_—} For more information on features that use this command, refer to the VXLAN Guide for your switch model.

Command History
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Release Modification

10.10 Command Introduced.

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Administrators or local user group members with execution rights
6400 (#) for this command.

AVB commands

avb

avb
no avb

Description

Enables the AVB feature and creates the AVB context. Enables user to exercise various configuration
options available under AVB.

The no form of this command removed the AVB configuration in the global context.
Examples

Enable AVB:

switch (config) # avb
switch (config-avb) #

Disable AVB:

switch (config)# no avb
AVB configuration will be deleted.
Continue (y/n)? y

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information
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Platforms Command context Authority

6300 config Administrators or local user group members with execution rights
for this command.

clear msrp statistics

clear msrp statistics [<IF-NAME>]

Description

Clears the MSRP counters for the given interfaces.

Parameter Description

<IFNAME> Specifies the interface name.

Examples
Clear the MSRP counter for interface 1/1/1:

switch# clear msrp statistiecs 1/1/1

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Administrators or local user group members with execution rights
for this command.

enable

enable
no enable

Description

Enables AVB globally.
The no form of this command disables AVB globally.

Examples
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Enable audio video bridging:

switch (config) # avb
switch (config-avb)# enable

Disable audio video bridging:

switch (config) # avb
switch (config-avb)# no enable

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.13.1000 ‘ Featured introduced.

Command Information

Platforms Command context Authority

6300 config Administrators or local user group members with execution rights
for this command.

max fan in ports

max-fan-in-ports <NUMPORTS>
no max-fan-in-ports <NUMPORTS>

Description

Configures the AVB maximum number of fan in ports globally. The default maximum is 10. Whenever
the max-fan-in-ports is changed, AVB disable and enable are required to make it operational.
The no form of this command sets the AVB maximum number of fan in ports to default.

Parameter Description
<NUMPORTS> Specifies the maximum number of fan in ports. Range: 1-10. Default: 10.
Examples

Enable AVB max-fan-in-ports 3:

switch (config) # avb
switch (config-avb)# max-fan-in-ports 3
Disable and Enable AVB to reflect max-fan-in-ports configuration as operational.
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Disable AVB VLAN 3 max-fan-in-ports and setting to default:

switch (config) # avb
switch (config-avb)# no max-fan-in-ports 3
Disable and Enable AVB to reflect max-fan-in-ports configuration as operational.

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 config Administrators or local user group members with execution rights
for this command.

msrp

msrp
no msrp

Description

Configures the MSRP protocol on the interface
The no form of this command disables the MSRP protocol on the interface.

Examples

Enable MSRP protocol on the interface:
switch (config-if) # msrp
Disable MSRP protocol on the interface:

switch(config-if) # no msrp

— For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History
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Release Modification

10.13.1000 ‘ Featured introduced.

Command Information

Platforms Command context Authority

6300 config-if Administrators or local user group members with execution rights
for this command.

msrp timer join

msrp timer join <TIME-INTERVAL>
no msrp timer join <TIME-INTERVAL>

Description

Configures the MSRP join timer on a MSRP enabled interface. The timer configures the time to wait for
the MSRP Protocol Data Units (PDUs) to be sent out of the interface. The timer units are in centiseconds.
The default is 20 centiseconds.

The no form of this command sets the configuration back to the default value.

Parameter Description

<TIME-INTERVAL> Specifies the time interval in centiseconds. Range: 20-100. Default:
20.

Examples

Configure MSRP timer join to 50 centiseconds:
switch(config-if) # msrp timer join 50

Remove MSRP timer join configuration and set to default timers:

switch(config-if) # no msrp timer join 50

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information
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Platforms Command context Authority

6300 config-if Administrators or local user group members with execution rights
for this command.

msrp timer leave

msrp timer leave <TIME-INTERVAL>
no msrp timer leave <TIME-INTERVAL>

Description

Configures the MSRP leave timer on a MSRP enabled interface. The timer configures the time to wait for
the MSRP registrar state to move from LEAVE state to EMPTY state on the interface. The timer units are
in centiseconds. The default is 300 centiseconds.

The no form of this command sets the configuration back to the default value.

Parameter Description

<TIME-INTERVAL> Specifies the time interval in centiseconds. Range: 40-1000000.
Default: 300.

Examples

Configure MSRP timer leave to 500 centiseconds:

switch (config-if) # msrp timer leave 500

Remove MSRP timer leave configuration and set to the default configuration:

switch (config-if)# no msrp timer leave 500

— For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 config-if Administrators or local user group members with execution rights
for this command.
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msrp timer leaveall

msrp timer leaveall <TIME-INTERVAL>
no msrp timer leaveall <TIME-INTERVAL>

Description

Configures the MSRP leaveall timer on a MSRP enabled interface. The timer configures the time to wait
for the leaveall messages to be sent on the interface. The timer units are in centiseconds. The default is
1000 centiseconds.

The no form of this command sets the configuration back to the default value.

Parameter Description

<TIME-INTERVAL> Specifies the time interval in centiseconds. Range: 500-1000000.
Default: 1000.

Examples

Configure MSRP leaveall timer to 500 centiseconds:

switch (config-if) # msrp timer leaveall 500

Remove MSRP leaveall timer configuration and set to default configuration:

switch(config-if) # no msrp timer leaveall 500

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 config-if Administrators or local user group members with execution rights
for this command.

show avb domain

show avb domain

Description
Displays the global AVB domain status.
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Examples
Display the global AVB domain status:

switch# show avb domain

AVB state : operational
AVB VLAN 3 2
Max Fan in Ports : 10
AVB Class-A
Priority Code Point 3 3
Number of Core Ports : 1
Number of Boundary Ports : 1
AVB Class-B
Priority Code Point 3 2
Number of Core Ports g A
Number of Boundary Ports : 1

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show avb interface

show avb interface [<IFNAME> | brief]

Description

Displays the AVB interface information.

Parameter Description

<IFNAME> Specifies the interface name.

brief Shows information in brief format.

Examples
Display the AVB interface status:
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switch# show avb interface 1/1/2
AVB state
MSRP State
PTP State
Neighbor Propogation Delay
Port State
Peer Mean Path Delay
AVB readiness state
Allocated BW (Kbit/s)
Used BW (Kbits/s)
Available BW (Kbits/s)
Per-class value

srClassVID
srClassVID
PCP
PCP
Domain State

Display the AVB interface status in brief:

switch# show avb interface brief

Ethernet Peer PCP Peer
Used

Interface A | B VLAN
(Kbit/s)

1/1/1 3| 2 2

0

1/1/2 3| 2 2
27456

Enabled
Enabled
Enabled,
98
clock source
99
operational
7500000
27456

: 7472544

Class-A

asCapable

Boundary

AVB Core Allocated Available

(Kbit/s) (Kbit/s)

YES | YES 0 0

YES | NO 7500000 7472544

=S

model.

For more information on features that use this command, refer to the Fundamentals Guide for your switch

Command History

Release

Modification

10.13.1000

Featured introduced.

Command Information

Platforms Command context

Authority

6300 Manager (#)

Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show msrp interface

show msrp interface [<IFNAME> |

brief]
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Description

Displays MSRP interface information.

Parameter Description

<IFNAME> Specifies the interface name.

brief Shows information in brief format.

Examples
Display the MSRP interface 1/1/1 information:

switch# show msrp interface 1/1/1

Stream Id : 00:11:01:00:00:01:00:01
Stream Age : N/A

Peer Participant : Talker
Registration Attribute

Type : Talker-advertise
Registrar State : Registered (IN)
Last registered Event : JoinIn
Declaration Attribute

Type : Listener-ready
Applicant State : Quiet Active (QA)
Last Declared Event : JoinIn

Declared Failure Info : N/A

Display the MSRP interface 1/1/2 information in brief:

switch# show msrp interface 1/1/2 brief

Stream-Id Peer Applicant Registrar Reservation
Failure

Participant State State Status
00:11:01:00:00:01:00:01 Listener ga in Reserved
N/A

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information
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Platforms Command context Authority

6300 Manager (#) Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show msrp statistics

show msrp statistics [<IF-NAME>]

Description
Displays the MSRP statistics for MSRP enabled interfaces.

Parameter Description

<IFNAME> Specifies the interface name.

Examples
Display the MSRP interface 1/1/1 statistics:

switch# show msrp statistics 1/1/1
Total PDU Transmitted : 7029

Total PDU Received : 7036
Leaveall Tx count : 2242
Leaveall Rx count : 2260
Domain Tx count : 2242
Domain Rx count : 4908
TALKER-ADV TALKER-FAILED LISTENER-ASKING-FAILED LISTENER-READY-FATLED
LISTENER-READY
Rx-New 0 3 0 0
0
Rx-In 0 0 0 0
0
Rx-Empty 0 0 0 0
0
Rx-JoinEmpty 6545 0 0 0
0
Rx-JoinIn 7170 0 0 0
0
Rx-Leave 3 0 0 0
0
Tx—-New 0 0 2 0
6
Tx-In 0 0 0 0
0
Tx-Empty 0 0 0 0
0
Tx-JoinEmpty 0 0 79 0
6367
Tx-joinIn 0 0 105 0
7170
Tx-Leave 0 0 0 0
3
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For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Modification

Release

10.13.1000 Featured introduced.

Command Information

Platforms Command context

Authority

Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

6300 Manager (#)

show msrp state

show msrp state <STREAM-ID>

Description

Displays all information about a given stream.

Parameter

Description

<STREAM-ID> Specifies the Stream ID.

Examples

Display the MSRP stream information:

switch# show msrp state 00:11:01:00:00:01:00:01
Stream-1ID : 00:11:01:00:00:01:00:01
Stream Talker Port : 1/1/32

Stream Creation time: 1 minute

Destination MAC 91:e0:£0:00:fe: 00

VLAN s 2
Priority : 3 (class-A)
Rank : low

Accumulated Latency : 20 ns

Max frame size
Max frame interval

100
1 (frames/125 us)

Bandwidth 9152 (Kbit/s)

Status active

Failure Information N/A

Failure Bridge N/A

Port Reg Appl Peer Reg Decl Rsvn
State State Participant Attribute Attribute
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2

1/1/31 in ga listener listener ready talker advertise
Reserved
1/1/32 in qa talker talker advertise listener ready N/A

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show msrp streams

show msrp streams

Description

Displays all information about MSRP streams.

Examples

Display the MSRP stream information:

switch# show msrp streams

Stream-Id DMAC VLAN Priority Rank Accumulated
(class) Latency
Bandwidth Status Talker Port
(Kbit/s)
00:11:01:00:00:01:00:01 91:e0:£f0:00:fe:00 2 3 (B) low 150020
9152 active 1/1/1
00:11:01:00:00:01:00:05 91:e0:f0:00:fe:02 2 3 (A) low 150020
9152 active 1/1/1
00:11:01:00:00:01:00:03 91:e0:£f0:00:fe:01 2 3 (B) low 150020
9152 active 1/1/1

Note: One extra byte (per packet) is considered (to offset the clock diff from the
neighbor device) for MSRP stream bandwidth.
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— For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show msrp streams statistics

show msrp streams statistics

Description

Displays the traffic statistics for all streams.

Examples
Display the MSRP traffic statistics:

switch# show msrp streams statistics

Stream-Id DMAC Class In Packets Drop Packets
In Bytes Drop bytes

56:11:61:00:00:01:00:01 91:e0:£f0:00:fe:00 3 (A) 0 0

OO:ll:Ol:OO:OO:gl:OO:OS 91:20:f0:00:fe:02 3 (A) 0 0

00:11:01:00:00:81:00:03 91:20:f0:00:fe:01 3 (A) 0 0

Note: The drop gounters are gointing to the ACL drops associated to a given

stream.

& For more information on features that use this command, refer to the Fundamentals Guide for your switch
— model.

Command History

Release Modification

10.13.1000 Featured introduced.
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Command Information

Platforms Command context Authority

6300 Manager (#) Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show running-config avb

show running-config avb

Description

Displays all configured commands under the AVB context.

Examples

Display configured commands under the AVB context:

switch# show running-config avb
avb

enable

vlan 3

max-fan-in-ports 4

For more information on features that use this command, refer to the Fundamentals Guide for your switch
model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 Manager (#) Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

vian

vlan <VLAN ID>

no vlan <VLAN ID>
Description

Configures the AVB VLAN globally. The default AVB VLAN is 2. Whenever the VLAN is changed, AVB
disable and enable are required to make it operational.
The no form of this command sets the AVB VLAN to default.
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Parameter Description

<VLAN ID> Specifies the VLAN. Range: 1-4094. Default: 2.

Examples
Enable AVB VLAN 3:

switch (config)# avb
switch (config-avb)# wvlan 3
Disable and Enable AVB to reflect VLAN configuration as operational.

Disable AVB VLAN 3 and setting to default:

switch (config) # avb
switch (config-avb)# no vlan 3
Disable and Enable AVB to reflect VLAN configuration as operational.

For more information on features that use this command, refer to the Fundamentals Guide for your switch

— model.

Command History

Release Modification

10.13.1000 Featured introduced.

Command Information

Platforms Command context Authority

6300 config Administrators or local user group members with execution rights
for this command.
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Chapter 10

Banner commands

banner

banner {motd | exec} <DELIMITER>
no banner {motd | exec} <DELIMITER>

Description
Enables the customization of the MOTD or the EXEC banner.
The no form of this command disables the MOTD or the EXEC banner.

Command context

config
Parameter Description
motd Configures the banner shown before the login prompt.
exec Configures the banner shown after a successful login.
<DELIMITER> Specifies the character used to terminate the input string.
Authority

Administrators or local user group members with execution rights for this command.

Usage

This command enables the customization of two types of banners:

® The MOTD banner. The banner displayed on attempting to connect to a management interface.
® The EXEC banner. The banner displayed upon successful authentication.

You can create a banner that spans multiple lines. The maximum length of a banner is 4,095 characters.
This requirement includes any non-visible characters. The minimum number of characters allowed is an
empty string, which displays no banner.

End the banner text with a chosen delimiter character. A delimiter character can be any non-whitespace
character that does not have special meaning to the CLI, such as the caret (7). A question mark (?) is not
permitted. Question marks can however be included as part of the banner text.

Examples
Configuring the banner displayed before login:

switch (config)# banner motd *
Enter a new banner. Terminate the banner with the delimiter you have chosen.
(banner-motd) # This is an example of a banner text which a connecting user
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(banner-motd) # will see before they are prompted for their password.
(banner-motd) #
(banner-motd) # As you can see it may span multiple lines and the input
(banner-motd) # will be terminated when the delimiter character is

) #

(banner-motd encountered. *

Configuring the banner displayed after a successful login:

switch (config) # banner exec &

Enter a new banner. Terminate the banner with the delimiter you have chosen.
(banner-motd) # This is an example of different banner text. This time
(banner-motd) # the banner entered will be displayed after a user has
(banner-motd) # authenticated.

(banner-motd) #

(banner-motd) # & This text will not be included because it comes after the &

Disabling the MOTD banner:

switch(config) # no banner motd *

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

show banner

show banner {motd | exec} [vsx-peer]

Description
Shows the MOTD or EXEC banner message.

Parameter Description

motd Shows the banner displayed before the login prompt.
exec Shows the banner displayed after a successful login.
[vsx-peer] Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples
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Showing the MOTD banner displayed before the login prompt:

switch (config)# show banner motd
This is an example of a banner text which a connecting user
will see before they are prompted for their password.

As you can see it may span multiple lines and the input

will be terminated when the delimiter character is
encountered.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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Chapter 11

BFD Commands

bfd

bfd
no bfd

Description
Enables BFD support on the switch. BFD is disabled by default.

The no form of this command disables BFD and removes all related configuration settings. To disable
BFD, but retain configuration settings, use the command bfd disable.

Examples
Enabling BFD support:

switch (config) # bfd
Disabling BFD support and removing all configuration settings:

switch(config)# no bfd

For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

bfd </IPV4-ADDR>

bfd <IPV4-ADDR>
no bfd <IPV4-ADDR>
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Description

Enables BFD under VRRP for the specified IP address. BFD is asynchronous and echo mode is
supported.

The no form of this command disables BFD under VRRP for the specified IP address.

Parameter Description

<IPV4-ADDR> Specifies the address on which to enable BFD in IPv4 format
(X.X.X.X), where x is a decimal number from 0 to 255.

Examples

On the 6400 Switch Series, interface identification differs.
Enabling BFD on the address 10.0.0.1 on VRRP 1:

switch (config) # interface 1/1/1

switch (config-if) # routing

switch(config-if)# vrrp 1 address-family ipv4
switch(config-if-vrrp)# bfd 10.0.0.1

Disabling BFD on the address 10.0.0.1 on VRRP 1:

switch(config)# interface 1/1/1
switch(config-if)# routing

switch(config-if)# vrrp 1 address-family ipv4
switch(config-if-vrrp)# no bfd 10.0.0.1

For more information on features that use this command, refer to the High Availability Guide or IP Routing Guide
for your switch model.

Command History

T E EEE Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-if-vrrp Administrators or local user group members with execution rights
6400 for this command.

bfd all-interfaces

bfd all-interfaces
no bfd all-interfaces

Description
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Enables BFD on all OSPFv2 or OSPFv3 interfaces.

The no form of this command disables BFD on all active OSPFv2/OSPFv3 or IPv4/IPv6 interfaces,
excluding those on which BFD was enabled at the interface level with the commands ip ospf bfd and
ipv6 ospfv3 bfd.

Examples
Enabling BFD on all OSPFv2 interfaces:

switch(config)# router ospf 1
switch (config-ospf-1)# bfd all-interfaces

Disabling BFD on all OSPFv2 interfaces:

switch (config)# router ospf 1
switch (config-ospf-1)# no bfd all-interfaces

Enabling BFD on all OSPFv3 interfaces:

switch (config)# router ospfv3 1
switch (config-ospfv3-1)# bfd all-interfaces

Disabling BFD on all OSPFv3 interfaces:

switch (config) # router ospfv3 1
switch (config-ospfv3-1)# no bfd all-interfaces

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-ospf-<INSTANCE-TAG> Administrators or local user group members with
6400 config-ospfv3-<INSTANCE-TAG> execution rights for this command.

bfd detect-multiplier

bfd detect-multiplier <MULTIPLIER>
no bfd detect-multiplier <MULTIPLIER>

Description
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Sets BFD detection multiplier on an interface.

The no form of this command removes the configured BFD detection multiplier.

Parameter Description
<MULTIPLIER> Specifies the BFD detection multiplier. Range: 1 to 5. Default: 5.
Examples

Setting the BFD detection multiplier to 3:

switch(config-if)# bfd detect-multiplier 3

Removing the BFD detection multiplier:

switch(config-if)# no bfd detect-multiplier 3

Setting the BFD detection multiplier to the default value:

switch (config-if)# no bfd detect-multiplier

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier ‘ --

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

bfd disable

bfd disable

Description

Disables BFD on the switch, but retains all configuration settings.

Examples
Disabling BFD:
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switch (config)# bfd disable

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

bfd enable (Context: config-hsc)

switch (config-hsc)# bfd enable
switch(config-hsc)# no bfd enable

Description
Enables or disables BFD for HSC feature.

Usage
BFD must be enabled globally to work for HSC.

Examples
Enabling BFD support for HSC:

switch (config) # hsec
switch (config-hsc)# bfd enable

Disabling BFD support for HSC:

switch (config) # hsec
switch (config-hsc)# no bfd enable

— For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

bfd disable (Context: config-hsc)

switch(config-hsc)# bfd disable

Description
Disables BFD for HSC feature.

Example
Disabling BFD support for HSC:

switch (config) # hsec
switch(config-hsc)# bfd disable

For more information on features that use this command, refer to the High Availability Guide for your switch
model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

bfd echo disable

bfd echo disable
no bfd echo disable

Description

Disables support for BFD echo packets. Echo packet support is enabled by default.
The no form of this command enables support for BFD echo packets.
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|_=} BFD IPv6 Echo is not supported.

Authority

Examples

On the 6400 Switch Series, interface identification differs.
Enabling BFD echo packet support on all interfaces:

switch(config) # no bfd echo disable
Disabling BFD echo packet support on all interfaces:
switch(config)# bfd echo disable
Enabling BFD echo packet support on interface 1/1/1:

switch (config)# interface 1/1/1
switch (config-if)# bfd echo disable

Disabling BFD echo packet support on interface 1/1/1:

switch (config)# interface 1/1/1
switch (config-if)# no bfd echo disable

— For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 config-if for this command.

bfd echo-src-ip-address

bfd echo-src-ip-address <IPV4-ADDR>
no bfd echo-src-ip-address <IPV4-ADDR>

Description
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Sets the source IPv4 address for BFD echo packets. This address is used in all echo sessions.

The source IP address must not be on the same network segment as any switch interface, otherwise a large
number of ICMP redirect packets may be sent by the remote device, causing network congestion.

The no form of this command removes the source IPv4 address for BFD echo packets, which causes the
switch to stop sending echo packets. When a valid value is set, all sessions with a peer that is capable of
receiving echo packets, will start transmitting echo packets. BFD control sessions continue to run
concurrently with echo packets.

Parameter Description

<IPV4-ADDR> Specifies an IP address in IPv4 format (x.x.x.X), where x is a
decimal number from 0 to 255.

Examples
Setting the source IP address to 198.51.100.1:

switch(config)# bfd echo-src-ip-address 198.51.100.1

Removing the source IP address 198.51.100.1:

switch (config)# no bfd echo-src-ip-address 198.51.100.1

For more information on features that use this command, refer to the High Availability Guide for your switch
model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

bfd min-echo-receive-interval

bfd min-echo-receive-interval <INTERVAL>
no bfd min-echo-receive-interval <INTERVAL>

Description

Sets the minimum time interval between received BFD echo packets.
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The no form of this command removes the configured BFD echo packets interval. If the interval is not
set, the default interval is used.

|_=} BFD IPv6 Echo is not supported.

Parameter Description

<INTERVAL> Specifies the minimum reception interval in milliseconds. A value
of 0 means that the switch does not support reception of BFD
echo packets. Range: 0, 50 to 1000. Default: 500.

Examples

Setting the minimum reception interval to 1000 milliseconds:
switch (config) # bfd min-echo-receive-interval 1000
Removing the minimum reception interval:
switch(config)# no bfd min-echo-receive-interval 1000
Setting the minimum reception interval to the default value:

switch (config)# no bfd min-echo-receive-interval

— For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

bfd min-receive-interval

bfd min-receive-interval <INTERVAL>
no bfd min-receive-interval <INTERVAL>

Description

Sets the minimum time interval between received BFD control packets on an interface.
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The no form of this command removes the configured BFD minimum interval on an interface. If the
interval is not set, the default interval is used.

Parameter Description

<INTERVAL> Specifies the minimum receive interval in milliseconds. A value of
0 means that the switch does not support reception of BFD
control packets. Range: 500 to 20000. Default: 3000.

Examples

Setting the minimum receive interval to 1000 milliseconds:
switch(config-if)# bfd min-receive-interval 1000
Removing the minimum receive interval:
switch(config-if)# no bfd min-receive-interval 1000
Setting the minimum receive interval to the default value:

switch(config-if)# no bfd min-receive-interval

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

bfd min-transmit-interval

bfd min-transmit-interval <INTERVAL>

no bfd min-transmit-interval <INTERVAL>

Description

Sets the minimum time interval between transmitted BFD control packets on an interface.

The no form of this command removes the configured BFD minimum transmitted interval on an
interface. If the interval is not set, the default interval is used.

BFD Commands



Parameter Description

<INTERVAL> Specifies the minimum transmit interval in milliseconds. Range:
500 to 20000 Default: 3000.

Usage
= |f the minimum time interval is set between 500 ms and 1000 ms, then bfd detect-multiplier Must
be set to at least 3.

= |f bfd detect-multiplier is set to 1, then the minimum transmit interval must be set to at least 3000
ms.

= Whenever the minimum time interval is set to a value less than 1000 ms, BFD automatically adjusts
the transmission interval to 1000 ms if any of the following conditions apply:

° The session is operating in asynchronous mode and echo is enabled.
° The session state is in any other state than up.

As described in RFC 5880, this behavior occurs because BFD echo provides quick detection which allows
the BFD asynchronous session to lower its traffic/resource requirements.

|_:} BFD IPv6 Echo is not supported.

Examples

Setting the minimum transmit interval to 500 ms:
switch(config-if)# bfd min-transmit-interval 500
Removing the minimum transmit interval:
switch(config-if) # no bfd min-transmit-interval 500
Setting the minimum transmit interval to the default value:

switch(config-if)# no bfd min-transmit-interval

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

6300 config-if Administrators or local user group members with execution rights
6400 for this command.

clear bfd statistics

clear bfd statistics [session <ID>]

Description

Clears statistics for all BFD sessions or for a specific BFD session.

Parameter Description
session <ID> Specifies a session ID.
Examples

Clearing statistics for all BFD sessions:
switch# clear bfd statistics
Clearing statistics for BFD session 1:

switch# clear bfd statistics session 1

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Manager (#) Administrators or local user group members with execution rights
6400 for this command.

ip ospf bfd

ip ospf bfd
no ip ospf bfd

Description
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Enables BFD for OSPFv2 on the current interface. The interface must have OSPFv2 enabled on it. This
overrides the global settings defined with the command bfd all-interfaces.

The no form of this command sets the current interface to the global settings defined with the
command bfd all-interfaces.

Examples

On the 6400 Switch Series, interface identification differs.
Enabling BFD on interface 1/1/1:

switch (config)# interface 1/1/1
switch (config-if)# ip ospf bfd

Disabling BFD on interface 1/1/1:

switch (config)# interface 1/1/1
switch(config-if)# no ip ospf bfd

— For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

ip ospf bfd disable

ip ospf bfd disable

Description

Disables BFD for OSPFv2 on the current interface. This overrides the global settings defined with the
command bfd all-interfaces.

Examples

On the 6400 Switch Series, interface identification differs.
Enabling BFD on interface 1/1/1:
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switch (config)# interface 1/1/1
switch (config-if)# ip ospf bfd disable

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

ip route bfd

ip route <DEST-IPV4-ADDR>/<NETMASK> [<NEXT-HOP-IP-ADDR> | <INTERFACE>] [bfd]
no ip route <DEST-IPV4-ADDR>/<NETMASK> [<NEXT-HOP-IP-ADDR> | <INTERFACE>] [bfd]

Description
Enables or disables BFD on the specified static route. To disable BFD, issue the command without the
bfd option.
Parameter Description
<DEST-IPV4-ADDR> Specifies a route destination in IPv4 format (x.x.x.x), where x is a
decimal number from 0 to 255.
<NETMASK> Specifies the number of bits in the address mask in CIDR format
(x), where x is a decimal number from 0 to 128.
<NEXT-HOP-IP-ADDR> Specifies the next hop address for reaching the destination in IPv4
format (x.x.x.x), where x is a decimal number from 0 to 255.
<INTERFACE> Specifies the next hop as an outgoing interface.
bfd Enables BFD on the static route. Omit this parameter to disable
BFD.
Examples

On the 6400 Switch Series, interface identification differs.
Enabling BFD on a static route:
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config)# interface 1/1/1

config-if)# ip address 20.1.1.2/24
config-if) # no shutdown

config-if) # routing

config-if) # exit

config)# ip route 192.0.0.0/8 20.1.1.1 bfd

switch
switch
switch
switch
switch
switch

Disabling BFD on a static route:

switch (config)# ip route 192.0.0.0/8 20.1.1.1

— For more information on features that use this command, refer to the High Availability Guide or IP Routing Guide
— for your switch model.

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.

ipv6 ospfv3 bfd

ipv6 ospfv3 bfd
no ipvé ospfv3 bfd

Description

Enables BFD for OSPFv3 on the current interface. The interface must have OSPFv3 enabled on it. This
overrides the global settings defined with the command bfd all-interfaces.

The no form of this command sets the current interface to the global settings defined with the
command bfd all-interfaces.

Examples
Enabling BFD:

switch(config-if)# ipvé ospfv3 bfd
Disabling BFD:

switch (config-if)# no ipvé ospfv3 bfd
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Enabling BFD on a subinterface:

switch (config-subif)# ipv6é ospfv3 bfd

Disabling BFD on a subinterface:

switch (config-subif)# no ipvé ospfv3 bfd

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

ipv6 ospfv3 bfd disable

ipvé ospfv3 bfd disable

Description

Disables BFD on the current OSPFv3 interface. This overrides the global settings defined with the
command bfd all-interfaces.

Examples

On the 6400 Switch Series, interface identification differs.
Enabling BFD on interface 1/1/1:

switch (config) # interface 1/1/1
switch (config-if) # routing
switch (config-if)# ipvé ospfv3 bfd disable

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-if Administrators or local user group members with execution rights
6400 for this command.

neighbor fall-over bfd

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} fall-over bfd
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} fall-over bfd

Description

Enables BGP to register with BFD to receive fast peering session deactivation messages from BFD.
The no form of this command disables BGP for BFD.

e BFD is supported with IPv6 neighbors on the 6300, 6400, ,,,,,, and switch series.

Parameter Description

<IP-ADDR> Specifies an IP address in IPv4 format (X.x.x.Xx), where x is a
decimal number from 0 to 255.

<PEER-GROUP-NAME> Specifies a peer group.

Examples

switch (config-router)# neighbor 1.1.1.1 fall-over
switch (config-router)# no neighbor 1.1.1.1 fall-over bfd

switch (config-router)# neighbor PG fall-over
switch (config-router)# no neighbor PG fall-over bfd

— For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

6300 config-router Administrators or local user group members with execution rights
6400 for this command.

show bfd

show bfd [session <ID>] [all-vrfs | vrf <NAME>] [vsx-peer]

Description

Shows information for all BFD sessions or for a specific BFD session.

Parameter Description

session <ID> Session ID.

all-vrfs All VRFs.

vrf <NAME> Specifies the name of a VRF.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage

Possible values for State are:

[ ] Up

= Down

= AdminDown
B |nit

Possible values for Local diagnostic and Remote diagnostic are:

® Control detection time expired (1): The session has stopped receiving BFD control packets from the
peer after one detection time.

® Echo function failed: The session has stopped receiving BFD Echo packets, so the session was
declared Down.

= Neighbor signaled session down: A packet from the peer was received with either AdminDown or
Down state.

® Forwarding plane reset: Not set in this release.

® Path down: The forwarding path when Down.

® Concatenated path down: Not set in this release.

®  Administratively down: The administrator has disabled BFD.
® Reverse concatenated path down: Not set in this release.

BFD IPv6 Echo is not supported.

Examples
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Showing information for all BFD sessions:

switch# show bfd

Admin status : Enabled

Echo source IP : 2.2.2.2

Statistics:

Total Number of Control Packets Transmitted : 42
Total Number of Control Packets Received : 42
Total Number of Control Packets Dropped : 0

Session Interface VRF Source IP Destination IP
Echo State Application

1 vlanlO blue 10.10.10.1 10.10.10.2
disabled up ospf

1 vlanlQ blue N/A 10.10.10.2
disabled up static routes

2 vlan40 red 40.10.10.1 40.10.10.2
disabled up ospf

3 vlan30 red 30.10.10.1 30.10.10.2
disabled up ospf

4 v1lan20 blue 20.10.10.1 20.10.10.2
disabled up ospf

5 vlan50 black 50.10.10.1 50.10.10.2
disabled up ospf

6 v1lan60 black 60.10.10.1 60.10.10.2
disabled up ospf

7 vlanlQ blue fe80::409:7380:262:2400

fe80::409:7380:a249:a200 disabled up ospfv3

Admin status : Enabled

Echo source IP : 2.2.2.2

Statistics:

Total Number of Control Packets Transmitted : 42
Total Number of Control Packets Received : 42
Total Number of Control Packets Dropped : 0

Session Interface VRF Source IP Destination IP
Echo State Application

1 vlanlO blue 10.10.10.1 10.10.10.2
disabled up ospf

1 vlanlQ blue N/A 10.10.10.2
disabled up static routes

2 vlan40 red 40.10.10.1 40.10.10.2
disabled up ospf

3 vlan30 red 30.10.10.1 30.10.10.2
disabled up ospf

4 vlan20 blue 20.10.10.1 20.10.10.2
disabled up ospf

5 vlan50 black 50.10.10.1 50.10.10.2
disabled up ospf

6 v1lan60 black 60.10.10.1 60.10.10.2
disabled up ospf

7 vlanlQ blue fe80::409:7380:262:2400

fe80::409:7380:a249:a200 disabled up ospfv3

Showing information for BFD session 1:

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



2

switch# show bfd session 1

BFD Session Information - Session 1
VRF: blue

Min Tx Interval (msec) 10000

Min Rx Interval (msec) 10000

Min Echo Rx Interval (msec) 700

Detect Multiplier : 3

Application ospf

Local Discriminator : 1

Remote Discriminator : 1

Echo Enabled

Local Diagnostic no_diagnostic

Remote Diagnostic: administratively down
State flaps: O

Pkt Out Pkt Drop
101 0
Pkt Out Pkt Drop
101 0

Interface Source IP Destination IP State Pkt In
1/1/1 100.100.100.100 100.100.100.101 Up 100
BFD Session Information - Session 1

VRFE: blue

Min Tx Interval (msec) 10000

Min Rx Interval (msec) 10000

Min Echo Rx Interval (msec) 700

Detect Multiplier : 3

Application ospf

Local Discriminator : 1

Remote Discriminator : 1

Echo Enabled

Local Diagnostic no_diagnostic

Remote Diagnostic: administratively down

State flaps: O

Interface Source IP Destination IP State Pkt In
1/1/1 100.100.100.100 100.100.100.101 Up 100

switch# show bfd vrf blue

enabled
100.1.1.1

Admin status:
Echo source IP:
Statistics:
Total number of control packets transmitted: 2226
Total number of control packets received: 2222
Total number of control packets dropped: 0O
Session Interface VRF Source IP

Showing information for all BFD sessions related to a particular VRF in the system:

Destination IP

10.10.10.2

10.10.10.2

20.10.10.2

Echo State Application
1 vlanlOQ blue 10.10.10.1
disabled up ospf
1 vlanl0 blue N/A
disabled up static routes
4 vlan20 blue 20.10.10.1
disabled up ospf
7 vlanlQ blue fe80::409:7380:262:2400

fe80::409:7380:a49:a200 disabled up ospfv3

For more information on features that use this command, refer to the High Availability Guide for your switch
model.
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Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Manager (#) Administrators or local user group members with execution rights
6400 for this command.

show bfd interface

show bfd interface <NAME>

Description

Shows information for all BFD sessions related to the specified interface.

Parameter Description
interface <NAME> Specifies an interface.
|_=} BFD IPv6 Echo is not supported.
Examples

Showing information for all BFD sessions related to the specified interface:

switch# show bfd interface vlanlO

BFD session information - Session 1
Min Tx interval (msec): 3000

Min Rx interval (msec): 3000

Min echo Rx interval (msec): 500
Detect multiplier: 5
Application: ospf

Local discriminator: 13211
Remote discriminator: 13211
Echo: disabled

Local diagnostic: no diagnostic
Remote diagnostic: no diagnostic
State flaps: O

Interface Source IP Destination IP
State Pkt Rx Pkt Tx Pkt drop

vlanlO 10.10.10.1 10.10.10.2
up 453 455 0

BFD session information - Session 1
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Min Tx interval (msec): 3000

Min Rx interval (msec): 3000

Min echo Rx interval (msec): 500
Detect multiplier: 5
Application: static routes

Local discriminator: 13211
Remote discriminator: 13211
Echo: disabled

Local diagnostic: no_diagnostic
Remote diagnostic: no diagnostic
State flaps: O

Interface Source IP Destination IP
State Pkt Rx Pkt Tx Pkt drop

vlanlQ N/A 10.10.10.2
up 453 455 0

BFD session information - Session 7

Min Tx interval (msec): 3000

Min Rx interval (msec): 3000

Min echo Rx interval (msec): 500
Detect multiplier: 5
Application: ospfv3

Local discriminator: 1402

Remote discriminator: 1402

Echo: disabled

Local diagnostic: no_diagnostic
Remote diagnostic: no diagnostic
State flaps: O

Interface Source IP Destination IP
State Pkt Rx Pkt Tx Pkt drop

vlanlO fe80::409:7380:a62:2400 fe80::409:7380:a249:a200
up 58 58 0

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

T E EEE Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Administrators or local user group members with execution rights
6400 (#) for this command.

show hsc
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show hsc

Description

Displays connection information for the remote controller.
Example

Displaying connection information for the remote controller:

switch# show hsc

BFD status : Enabled

Controller IP Port Connection Connection
address status state
192.168.16.17 6640 UP ACTIVE
192.168.16.17 6650 UP IDLE
192.168.16.17 6660 DOWN BACKOFF

& For more information on features that use this command, refer to the High Availability Guide for your switch
— model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 Manager (#) Operators or Administrators or local user group members with
6400 execution rights for this command. Operators can execute this

command from the operator context (>) only.
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Chapter 12

BGP commands

address-family

address-family {{ipv4 | ipv6} unicast | 1l2vpn evpn}

no address-family {{ipv4 | ipv6} unicast | 1l2vpn evpn}
Description

Specifies address family to use and changes to the configuration context for the specified family:

= config-bgp-ipv4-uc for IPv4 unicast
= config-bgp-ipv6-uc for IPv6 unicast
= config-bgp-12vpn-evpn for L2VPN EVPN

The no form of this command removes the specified address family configuration.

Parameter Description

ipv4 Selects the IPv4 address family.

ipvé Selects the IPv6 address family.

unicast Specifies unicast addresses.

12vpn evpn Selects the L2VPN EVPN address family.
Route maps with the match vni clause can be used with
L2VPN EVPN neighbors only.

Example
Setting the address family to IPv4 unicast.

switch (config-bgp)# address-family ipv4 unicast
switch (config-bgp-ipv4-uc) #

Setting the address family to L2VPN EVPN.

switch (config-bgp)# address-family 1l2vpn evpn
switch (config-bgp-12vpn-evpn) #

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

aggregate-address

aggregate-address <IP-ADDR>/<MASK> [as-set] [summary-only]
[suppress-map <MAP-NAME>] [advertise-map <MAP-NAME>]
[attribute-map <MAP-NAME>]

no aggregate-address <IP-ADDR>/<MASK> [as-set] [summary-only]
[suppress-map <MAP-NAME>] [advertise-map <MAP-NAME>]
[attribute-map <MAP-NAME>]

Description

Creates an aggregate address entry in the BGP routing table.
The no form of this command removes the specified aggregate address entry.

Parameter Description

<ADDRESS> Specifies an aggregate address in IPv4 format (x.X.X.x), where X is
a decimal number from 0 to 255, or IPv6 format

(XXX KXXKEXXXKIOOOCEKXXX XXX XXXXXXXX), where X is a
hexadecimal number from 0 to F.

<MASK> Specifies the number of bits in the address mask in CIDR format
(x), where x is a decimal number from 0 to 128.

as-set The AS_PATH attribute advertised for this route will contain an AS_
SET consisting of all AS numbers contained in all paths that are
being summarized.

summary-only Creates the aggregate route but also suppresses advertisements
of more-specific routes to all neighbors.

suppress-map <MAP-NAME> Specifies an aggregate route for creation, but suppresses the
advertisement of the created route. Match clauses of route maps
can be used to suppress some more-specific routes of the
aggregate selectively, and leave others unsuppressed. IP prefix
lists and as_path lists match clauses are supported.

advertise-map <MAP-NAME> Specifies routes that will be used to build attributes of the
aggregate route, such as AS_SET or community.

attribute-map <MAP-NAME> Specifies that the attributes of the aggregate route can be
changed.

Examples
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switch (config-bgp-ipv4-uc) # aggregate-address 10.0.0.0/8
switch (config-bgp-ipv4-uc) # no aggregate-address 10.0.0.0/8

switch (config-bgp-ipv6-uc) # aggregate-address 2001:0db8:85a3::8a2e:0370:7334/24
switch (config-bgp-ipv6-uc) # no aggregate-address 2001:0db8:85a3::8a2e:0370:7334/24

switch (config-bgp-ipv4-uc) # aggregate-address 10.0.0.0/8 as-set summary-only
switch (config-bgp-ipv4-uc) # aggregate-address 10.0.0.0/8 attribute-map RMap

switch (config-bgp-ipv6-uc) # aggregate-address 2001:0db8:85a3::8a2e:0370:7334/24
as-set summary-only
switch (config-bgp-ipv6-uc) # aggregate-address 2001:0db8:85a3::8a2e:0370:7334/24
attribute-map RMap

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.

bgp always-compare-med

bgp always-compare-med
no bgp always-compare-med

Description

Enables comparison of the Multi Exit Discriminator (MED) for paths from neighbors in different
autonomous systems. Any changes in BGP configuration are applied by restarting the current BGP
sessions on the VRFs.

The no form of this command sets comparison of MED to the default setting (disabled).
Usage

= MED is one of the parameters that is considered when selecting the best path among many
alternative paths. The path with a lower MED is preferred over a path with a higher MED.

= During the best-path selection process, MED comparison is done only among paths from the same
autonomous system. Use the command bgp always-compare-med to change this behavior by
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enforcing MED comparison between all paths, regardless of the autonomous system from which the
paths are received.

Examples

switch (config-bgp)# bgp always-compare-med
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp always-compare-med
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp asnotation dotted

bgp asnotation dotted
no bgp asnotation dotted

Description

Specifies that Autonomous System (AS) numbers greater than 65535 be shown in dotted integer format
for all show commands, including running-configuration.

The no form of this command restores the default format of non-dotted, simple integer.

Example

switch (config-bgp)# bgp asnotation dotted

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp asnotation dotted-plus

bgp asnotation dotted-plus
no bgp asnotation dotted-plus

Description

Specifies that all Autonomous System (AS) numbers be shown in dotted integer format for all show
commands, including running-configuration.

The no form of this command restores the default format of non-dotted, simple integer.

Example

switch (config-bgp)# bgp asnotation dotted-plus

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp bestpath as-path ignore

bgp bestpath as-path ignore
no bgp bestpath as-path ignore

Description

Configures BGP to avoid considering the autonomous system (AS) path during best path route selection.
By default, the AS-path is considered during BGP best path selection.
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Any changes in BGP configuration are applied by restarting the current BGP sessions on the VRFs.

The no form of this command restores default behavior which configures BGP to consider the AS-path
during route selection.

Examples

switch (config-bgp)# bgp bestpath as-path ignore
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp) # no bgp bestpath as-path ignore
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp bestpath as-path multipath-relax

bgp bestpath as-path multipath-relax
no bgp bestpath as-path multipath-relax

Description

Configures Border Gateway Protocol (BGP) to treat two BGP routes as equal cost even if their AS-paths
differ, as long as their AS-path lengths and other relevant attributes are the same. This allows routes
with different AS-paths to be programmed into the forwarding table as equal cost multipath routes.

Any changes in BGP configuration are applied by restarting the current BGP sessions on the VRFs.

The no form of this command restores the default behavior which configures BGP to treat two BGP
routes as different costs when their AS-paths differ.

Examples

switch (config-bgp)# bgp bestpath as-path multipath-relax
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?
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switch (config-bgp)# no bgp bestpath as-path multipath-relax
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp bestpath compare-routerid

bgp bestpath compare-routerid
no bgp bestpath compare-routerid

Description

Configures a BGP routing process to compare identical routes received from different external peers
during the best path selection process and selects the route with the lowest router ID as the best path.
Defaults to disabled.

Any changes in BGP configuration are applied by restarting the current BGP sessions in the VRFs.

The no form of this command returns the BGP routing process to the default operation. By default, BGP
selects the route that was received first when two routes with identical attributes are received.

Examples

switch (config-bgp)# bgp bestpath compare-routerid
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp bestpath compare-routerid
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp bestpath med confed

bgp bestpath med confed
no bgp bestpath med confed
Description

Compares the identical routes received from the different confederation peers and selects the route
with the lowest Multi Exit Discriminator (MED) value as the best path. This behavior is disabled by
default.

The no form of this command prevents the routing process from considering the MED value.

- The selection of other attributes like as-multi-path relax and as-path ignore will not affect the behavior
— of this command within a confederation.

Examples

Selecting the route with lowest MED value:

switch (config-bgp)# bgp bestpath med confed
All active BGP sessions in the VRF %s will be restarted.
Do you want to continue (y/n)?

Preventing the routing process from selecting the MED value:

switch (config-bgp)# no bgp bestpath med confed
All active BGP sessions in the VRF %s will be restarted.
Do you want to continue (y/n)?

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp bestpath med missing-as-worst

bgp bestpath med missing-as-worst
no bgp bestpath med missing-as-worst

Description

Configures a BGP routing process to assign a value of infinity (max possible) to routes that are missing
the Multi Exit Discriminator (MED) attribute. The path without a MED value is the least desirable path.
Any changes in BGP configuration are applied by restarting the current BGP sessions in the VRFs.

The no form of this command restores default behavior. The default behavior assigns a value of 0 to the
missing MED.

Examples

switch (config-bgp)# bgp bestpath med missing-as-worst
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp bestpath med missing-as-worst
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp cluster id

bgp cluster-id {<IPV4-ADDR> | <ID>}
no bgp cluster-id {<IPV4-ADDR> | <ID>}

Description
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Specifies the cluster ID when the BGP router is used as a route-reflector. The cluster ID default is the
router ID. Any changes in BGP configuration are applied by restarting the current BGP sessions on the
VREFs.

The no form of this command sets the cluster ID to the default value, which is the router ID.

Parameter Description

<IPV4-ADDR> Specifies an IP address in IPv4 format (x.x.x.Xx), where x is a
decimal number from 0 to 255. You can remove leading zeros. For
example, the address 192.169.005.100 becomes 192.168.5.100.

<ID> Specifies the cluster ID as 32-bit number. Range: 1 to 4294967295.

Examples

switch (config-bgp)# bgp cluster-id 2.2.2.2
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp cluster-id 2.2.2.2
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp confederation

bgp confederation <AS-NUMBER>
no bgp confederation<AS-NUMBER>

Description

Configures a BGP confederation with the confederation identifier. The group of Autonomous Systems
(ASs) will be presented as a single autonomous system with the confederation identifier as the AS
number.

The no form of the command deletes the BGP confederation identifier.
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Parameter Description

<AS-NUMBER> Sets the identifier for the confederation. Range:1-4294967295.

Examples
Configuring the BGP confederation with the AS number:

switch (config-bgp)# bgp confederation 100
Deleting BGP confederation identifier:

switch (config-bgp)# no bgp confederation 100
This will delete BGP confederation identifier on this device.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp confederation peers

bgp confederation peers <AS NUMBER>
no bgp bgp confederation peers <AS NUMBER>
Description

Configures BGP confederation peers with both same and different sub-autonomous system to establish
an eBGP membership. You can configure a list of AS numbers separated by spaces.

The no form of this command disables the peer session and deletes the peer information.

Parameter Description

<AS NUMBER> Specifies the autonomous system numbers to establish an eBGP
membership. Range: 64512-65535.

Examples
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switch (config-bgp)# bgp confederation peers 64512 64513

switch (config-bgp)# no bgp confederation peers 64512

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp dampening

bgp dampening {{half-life <HALF-TIME> reuse <LOW-THRESHOLD> suppress <HI-THRESHOLD> max-
suppress-time <MAX-TIME>}
| route-map <NAME>}

Description

Enables route flap dampening which reduces the propagation of unstable routes in the network.

Parameter Description

half-life <HALF-TIME> Specifies the half-life time in minutes. When the time expires, the
penalty on a route gets reduced exponentially to half its current
value. Default: 15.

reuse <LOW-THRESHOLD> Specifies the lower threshold of penalty. On a suppressed route,
when the penalty on a route falls below this value, the route is
unsuppressed. Default: 750.

suppress <HI-THRESHOLD> Specifies the upper threshold of penalty. When the penalty on a
flapping route exceeds this value, the route is suppressed.
Default: 2000.

max-suppress-time <MAX-TIME> Specifies the maximum time to keep a route suppressed in
minutes. Once this timer expires, the route is unsuppressed.
Default: 60.

route-map <NAME> Specifies the name of a route map.
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These parameters can be configured at the router level for specific address families or the same
parameters can be configured under a route map which can be applied to dampening command.

Usage

The dampening algorithm assigns a penalty of 1000 to a flapping route every time the route gets
withdrawn. The penalty values accumulate on the route every time it flaps. However, the penalty decays
and is reduced to half its value by the half-life time.

— This feature is not applicable on IBGP routes.

Example

switch (config)# router bgp 1

switch (config-bgp)# address-family ipv4 unicast

switch (config-bgp-ipv4-uc)# bgp dampening

switch (config-bgp-ipv4-uc)# bgp dampening route-map abc
switch (config-bgp-ipv4-uc) # bgp dampening route-map xyz

switch (config-bgp-ipv4-uc)# bgp dampening half-life 10 reuse 100 suppress 250 max-
suppress-time 45

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 rights for this command.

bgp default local-preference
bgp default local-preference <NUMBER>

no bgp default local-preference
Description

Default local preference value for BGP learned routes. Any changes in BGP configuration are applied by
restarting the current BGP sessions on the VRFs.

The no form of this command sets the local preference to the default value of 100.
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Parameter Description

<NUMBER> Specifies the local preference value. Range: 0 to
4294967295. Default: 100.

Examples

switch (config-bgp)# bgp default local-preference 20
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp default local-preference
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp deterministic-med

bgp deterministric-med
no bgp deterministic-med

Description

Enables comparison of the Multi-Exit Discriminator (MED) attribute when selecting routes advertised by
different peers in the same autonomous system. Any changes in BGP configuration are applied by
restarting the current BGP sessions on the VRFs.

The no form of this command sets MED comparison to the default setting of disabled.

Examples

switch (config-bgp)# bgp deterministric-med
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?
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switch (config-bgp)# no bgp deterministric-med
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp fast-external-fallover

bgp fast-external-fallover
no bgp fast-external-fallover
Description

Sets the switch to reset the BGP sessions of any directly adjacent external peers when the connected
link goes down. It is enabled by default.

The no form of this command restores the default behavior where BGP waits until the hold time expires
before closing sessions.

Examples

switch (config-bgp)# bgp fast-external-fallover
switch (config-bgp)# no bgp fast-external-fallover

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.08 The default behavior has been changed from disabled to enabled
state.

NOTE:
When upgrading, the feature will remain in the state it was (disabled or
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Release Modification

enabled) in the earlier release.

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp graceful-restart restart-time

bgp graceful-restart restart-time <DELAY>
no bgp graceful-restart restart-time

Description

Sets the graceful restart timer which determines how long the switch waits for a graceful-restart
capable neighbor to re-establish BGP peering. Any changes in BGP configuration are applied by
restarting the current BGP sessions on the VRFs.

The no form of this command resets to the default value of 120 seconds.

Parameter Description
<DELAY> Graceful restart timer delay in seconds. Range: 1 to 3600. Default:
1500.
Usage

® Graceful restart functionality is enabled by default, and there is no command to disable the
functionality at the protocol level.

= However, the graceful-restart functionality can be disabled globally using the command router
graceful-restart.

Examples

switch (config-bgp)# bgp graceful-restart restart-time 150
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp graceful-restart restart-time
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.
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Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp graceful-restart stalepath-time

bgp graceful-restart stalepath-time <TIME>
no bgp graceful-restart stalepath-time

Description

Sets the stale path timer. This timer determines how long BGP keeps stale routes from the restarting
BGP peer. Any changes in BGP configuration are applied by restarting the current BGP sessions on the
VRFs.

The no form of this command resets to the stale path timer to the default of 300 seconds.

Parameter Description
<TIME> Specifies the stale path timer in seconds. Range: 1 to 3600.
Default: 300.
Examples

switch (config-bgp)# bgp graceful-restart stalepath-time 300
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp graceful-restart stalepath-time
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp log-neighbor-changes

bgp log-neighbor-changes
no bgp log-neighbor-changes

Description
Enables logging of BGP neighbor session state changes.
The no form of this command disables logging of changes in BGP neighbor adjacencies.

Examples

switch (config-bgp)# bgp log-neighbor-changes
switch (config-bgp)# no bgp log-neighbor-changes

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ --

Command Information

Platforms Command context Authority

6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp maxas-limit

bgp maxas-limit <LENGTH>
no bgp maxas-limit

Description

Specifies the maximum size of AS paths in update messages. Routes with AS paths greater than the
specified length are discarded.

The no form of this command sets the limit to the default of 32.

Parameter Description
<LENGTH> Specifies the number of AS segments. Length: 1 to 32 characters.
Default: 32.
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Example

switch (config-bgp) # bgp maxas-limit 20
switch (config-bgp)# no bgp maxas-limit

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp router-id

bgp router-id <ROUTER-ID>
no bgp router-id <ROUTER-ID>

Description

Configures a fixed router ID for the BGP peer process running on the router. Any changes in BGP
configuration are applied by restarting the current BGP sessions on the VRFs.

The no form of this command removes the fixed router ID from the running configuration and restores
the default router ID selection.

Parameter Description

<ROUTER-ID>

If router-id is changed, then all the active BGP peer sessions go
down and restart with the newly configured router-id.

Usage

BGP determines the router ID as follows:

1. The address configured with the command bgp router-id.
2. The highest IP address on all the loopback interfaces.
3. The highest IP address on any interface.

Examples

AOS-CX 10.14 Command-Line Interface Guide | (6300, 6400 Switch Series)



switch (config-bgp)# bgp router-id 1.1.1.1
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

switch (config-bgp)# no bgp router-id 1.1.1.1
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

bgp update-group

bgp update-group
no bgp update-group

Description

Enables the update-group feature. Update-group is used to optimize BGP processing. With update-
group enabled, neighbors that share same outbound policy are grouped under single update-group and
update messages are shared to all peers within that group. Disabled by default.

On enabling/disabling update-group, all the current BGP sessions including dynamic peer sessions will
be restarted. The dynamic peer sessions will get re-established based on the connect-retry timer
configured on the peer device.

BGP determines the AS number size to be used with each individual peer based on the configured AS
octet-size on the peers. If BGP is configured to use 2 octet ASN with peer A and 4 octet ASN with peer B,
then BGP updates sends to peer A and peer B will be different. Therefore, they will form into two
different update-groups.

This feature is supported for IBGP alone. It is not recommended to enable update-group on VPNv4
address families or configure update-group if an VPNv4 address family is configured. Update-group
indices are created automatically and cannot be configured. Indices are ephemeral in nature. Update-
group indices will not be retained across process restart. When update-group is configured, route
reflector clients and non route reflector clients are parted into different update-groups. The use of
update-groups imposes the following limitations in BGP processing:
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1. While advertising routes to peers of the update-group, the check on route's next-hop is ignored.
This means that, BGP routes can get advertised to a peer even if the next-hop IP of the routes is
same as peer's IP, and the peer should discard such routes.

2. The use of ORF is restricted. BGP will continue to send outbound route filters to peers, but
received filters are ignored.

3. Sender loop detection is delayed until the point where UPDATE messages are sent to the
members of the update-group. This means route dropped by the sender due to loop detection
will still count as advertised, as they have been advertised to the update-groups.

It is recommended to enable BGP update-group globally before configuring BGP neighbors. This
ensures that toggling of BGP neighborship can be avoided and memory of the routing process can be
optimized.

The no form of this command disables the update-group feature.

Examples
Enabling BGP update-group:

switch (config-bgp) # bgp update-group
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

Disabling BGP update-group:

switch (config-bgp)# no bgp update-group
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)?

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.13 ‘ Command introduced.

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

clear bgp

clear bgp [vrf <VRF-NAME>][ipv4 unicast | ipv6 unicast | all]
{* | <NEIGHBOR-IP-ADDR>} [soft in]

Description
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Resets BGP peer sessions. Sends a route refresh request when you have specified soft in. Optionally,
you can specify reset for a specific VRF.

Parameter Description

ipv4 unicast Specifies the IPv4 address family.
ipv6 unicast Specifies the IPv6 address family.
12vpn evpn Selects the L2VPN EVPN address family
vrf <VRF-NAME> Specifies a VRF name.
all Specifies all VRFs and address families.
* | <NEIGHBOR-IP-ADDRESS> Specifies a neighbor IP address for which peer sessions are to be
reset, or * to reset all sessions.
soft in Send a route refresh request.
Examples

add descriptions for all examples
switch# clear bgp all *
switch# clear bgp ipv4 unicast 192.168.12.1 soft in

switch# clear bgp 1l2vpn evpn * soft in
switch# clear bgp 12vpn evpn 9.0.0.2 soft in

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 #) execution rights for this command. Operators can execute this

command from the operator context (>) only.

disable|enable

disable | enable

Description
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This command disables or enables the BGP instance while retaining the configuration. Disable and
enable of the BGP instance may result in a change of the router ID.

By default the BGP instance is enabled.

Examples

switch (config)# router bgp 100
switch (config-bgp) # disable

e For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

distance bgp

distance bgp <EXTERNAL> <INTERNAL>
no distance bgp <EXTERNAL> <INTERNAL>

Description
Configures the administrative distance for BGP.
The no form of this command restores the default settings, 20 for eBGP and 200 for iBGP,

Parameter Description

<EXTERNAL> Specifies the administrative distance for eBGP routes. Range: 1 to
255. Default: 20.

<INTERNAL> Specifies the administrative distance for iBGP routes. Range: 1 to
255. Default: 200.

Example

switch (config-bgp-ipv4-uc) # distance bgp 100 150
switch (config-bgp-ipv4-uc)# no distance bgp 100 150

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.
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Command History

Release

Modification

10.07 or earlier

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipvé6-uc rights for this command.

maximum-paths

maximum-paths <MAXPATHS>
no maximum-paths <MAXPATHS>

Description

Configures the maximum number of paths that BGP adds to the route table for equal-cost multipath
(ECMP) load balancing for routes learned from both internal and external BGP. Any changes in BGP
configuration are applied by restarting the current BGP sessions on the VRFs.

On 8325 and 10000 switch series, a maximum-paths configuration is supported globally as well as for
ipv4-unicast, ipv6-unicast and I2vpn-evpn address families. For 6300, 6400, 8100, 8360, 8320, 8400
and 9300 switch series, this configuration is supported globally and for 12vpn2-evpn address families.

If address-family specific maximum-paths are configured, they take precedence over global
configuration. Greater than eight maximum-paths at can be configured within the global context, but
for 12vpn-evpn routes the supported maximum limit is still eight.

The no form of this command restores the default setting of 4.

Parameter

Description

<MAXPATHS> Specifies the maximum number of paths. 1 to 32 paths can be set
globally. 1 to 8 paths can be set for an individual address family.
The defaultis 4.
Usage

When both global and address-family maximum paths are configured then the address family value
takes precedence.

12evpn, ipv4-unicast,or ipv6-

dlolr] unicast address-family Max- OpSiSsionst Comments
max-path Max-path
path
Default( 4) Default (4) 4 -
Configured configured (4) 4 Four is the configured value for
(4) address family paths
Default (4) 8 (max) 8 The address family value takes
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I2evpn, ipv4-unicast,or ipv6-

5] unicast address-family Max- (O] AR L Comments
max-path Max-path
path

precedence

32 (max) 8 (max) 8 CLI configuration is limited to eight
paths.

Default (8) configured (4) 4 Four is the configured value for
address family paths

Examples

Configuring the maximum number of global paths:

switch (config)# router bgp 1

switch (config-bgp) # maximum-paths 32

All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)? y

Configuring the maximum-paths for the I12vpn-evpn address family:

switch (config-bgp)# address-family 12vpn evpn
switch (config-bgp-12vpn-evpn) # maximum-paths 6

Removing the global maximum paths setting:

switch (config-bgp)# no maximum-paths
All current BGP sessions in VRF default will be restarted.
Do you want to continue (y/n)? y

e For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.13.1000 On 8325 and 10000 switch series configuration is supported
on ipv4-unicast, ipv6-unicast and I2vpn-evpn address
families. For 6300, 6400, 8100, 8360, 8320, 8400 and 9300
switch series, this configuration is supported globally and for
12vpn2-evpn address families.

10.10 Increased upper limit of range of <MAXPATHS> parameter to 32.

10.07 or earlier -

Command Information
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Platforms Command context Authority

6300 config-bgp Administrators or local user group members with execution
6400 config-bgp-12vpn-evpn rights for this command

neighbor activate

neighbor <IP-ADDR> activate
no neighbor <IP-ADDR> activate

Description
This command enables the address-family capability and exchange of information specific to an
address family with a BGP neighbor.

The no form of this command removes the address-family capability and disables the exchange of
routes for the specified address-family with the BGP neighbor.

Parameter Description

<IP-ADDR> Specifies an IP address in IPv4 format (x.x.x.Xx), where x is a
decimal number from 0 to 255, or IPv6 format
(3OO0 XXXXEXXXXEXXXXXXXX), where X is a
hexadecimal number from 0 to F.

Examples

switch (config-bgp-ipv4-uc) # neighbor 1.1.1.1 activate
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 activate

switch (config-bgp-12vpn-evpn)# neighbor 1.1.1.1 activate
switch (config-bgp-12vpn-evpn) # no neighbor 1.1.1.1 activate

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipvi-uc Administrators or local user group members with execution
6400 config-bgp-ipvé-uc rights for this command.

config-bgp-12vpn-evpn
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neighbor advertisement-interval

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} advertisement-interval <INTERVAL>
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} advertisement-interval

Description

Sets the advertisement interval, which defines the length of time between transmission of BGP routing
updates.

The no form of this command restores the default value. Default values are 30 seconds for external BGP
peer and 5 seconds for internal BGP peer.

Parameter Description

<IP-ADDR> Specifies an IP address in IPv4 format (x.x.x.x), where x is a
decimal number from 0 to 255, or IPv6 format

(XXX XRXXXEXXXKIOOOEXXXX XX XX XXXXXXXX), where X is a
hexadecimal number from O to F.

<PEER-GROUP-NAME> Specifies a Peer-Group.

<INTERVAL> Specifies the advertisement interval in seconds. Range: 0 to 600.
Default: 30 for external BGP peer and 5 for internal BGP peer.

Examples

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 advertisement-interval 20
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 advertisement-interval

switch (config-bgp-ipv4-uc) # neighbor pg advertisement-interval 50
switch (config-bgp-ipv4-uc) # no neighbor pg advertisement-interval

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.

neighbor add-paths

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} add-paths {send | recv | both}
no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} add-paths {send | recv | both}
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Description

Enables additional path capability for BGP as described in RFC 7911. This allows BGP peer to send,
receive, or send and receive multiple paths for the same address prefix without the subsequent
advertisements implicitly replacing any previous paths. The additional path includes the first (N-1) best
paths, which means that the total paths for an address prefix received by a BGP speaker will include the
best path and the additional paths determined by its BGP peer.

With additional path feature, each path is identified by a path identifier in addition to the address prefix.
To use this command, the backup path of BGP next-hop must be different than the primary path.

The no form of this command disables the additional path feature.

Parameter Description

<IP-ADDR> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
add-paths {send | recv | both} Configures the additional paths in one of the following ways:

send—Enables the neighbor to send the additional paths.
recv—Enables the neighbor to receive the additional paths.

both—Enables the neighbor to send and receive the
additional paths.

Examples
Enabling BGP neighbor to send the additional paths:

switch (config)# router bgp 100
switch (config-bgp) # address-family ipv4 unicast
switch (config-bgp-ipv4-uc) # neighbor 1.1.1.1 add-paths send

Disabling BGP neighbor to send the additional paths:

switch (config)# router bgp 100
switch (config-bgp)# address-family ipv4 unicast
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 add-paths send

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.
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neighbor add-paths advertise-best

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} add-paths advertise-best <2-4>

no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} add-paths advertise-best <2-4>
Description

Controls the number of best BGP Paths to be advertised by a BGP speaker to a BGP peer. When
enabled, it allows BGP speaker to advertise more than one best paths for the same address prefix. The
total paths for an address prefix will include the best path and the additional paths.

The no form of this command removes the advertise best path configuration.

Parameter Description

<IP-ADDR> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

advertise-best <2-4> Specifies the number of best BGP paths to be advertised to a BGP
Peer. Range: 2 to 4. Default: 2.

Examples
Setting the number of best paths to send to the neighbor:

switch (config)# router bgp 100
switch (config-bgp)# address-family ipv4 unicast
switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 add-paths advertise-best 3

Removing the advertise best path configuration:

switch (config)# router bgp 100
switch (config-bgp)# address-family ipv4 unicast
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 add-paths advertise-best 3

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

Administrators or local user group members with execution
rights for this command.

6300 config-bgp-ipvi-uc
6400 config-bgp-ipvé6-uc

neighbor allowas-in
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neighbor {<IP-ADDRESS> |<LIMIT>
no neighbor {<IP-ADDRESS> |<LIMIT>

Description

Specifies the number of times that the AS path of a received route can contain the AS number of the
recipient BGP speaker and still be accepted. When this configuration is applied to a peer-group, all the
neighbors that are part of the peer-group inherit this setting.

The no form of this command restores the default setting, which is to reject as a loop any route where
the path contains the speaker AS number.

Parameter Description

<IP-ADDRESS> Specifies the neighbor IP address in the IPv4 format (X.X.X.x),
where X is a decimal number from 0 to 255, or in the IPv6 format
(XXX XXXKEXXXKIOOOCRKXXXEXXXXKXXXXXXXX), where X is a
hexadecimal number from O to F.

NOTE: IPv6 MP-BGP peering must not be used for L2VPN EVPN
address family, because VXLAN tunnel interface does not support
IPv6 addresses.

<PEER-GROUP-NAME> Specifies a peer group.

<LIMIT> Specifies the number of times that the AS path of a received route
can contain the AS number of the recipient BGP. Range: 1 to 10.

Examples

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 allowas-in 5
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 allowas-in

switch (config-bgp-ipvé-uc) # neighbor 2001:0db8:85a3::8a2e:0370:7334 allowas-in 5
switch (config-bgp-ipv6-uc)# no neighbor 2001:0db8:85a3::8a2e:0370:7334 allowas-in

switch (config-bgp-ipv4-uc) # neighbor PG allowas-in 5
switch (config-bgp-ipv4-uc)# no neighbor PG allowas-in

switch (config-bgp-12vpn-evpn) # neighbor 1.1.1.1 allowas-in 5
switch (config-bgp-12vpn-evpn) # no neighbor 1.1.1.1 allowas-in

switch (config-bgp-12vpn-evpn) # neighbor PG allowas-in 5
switch (config-bgp-12vpn-evpn) # no neighbor PG allowas-in

switch (config-bgp-12vpn-evpn) # neighbor 2001:0db8:85a3::8a2e:0370:7334 allowas-in
5

switch (config-bgp-12vpn-evpn) # no neighbor 2001:0db8:85a3::8a2e:0370:7334 allowas-
in
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|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.

config-bgp-12vpn-evpn

neighbor ao

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} ao <keychain-name>
accept-ao-mismatch
include-tcp-options
no ...

Description

Enables TCP Authentication Option (TCP-AQO) authentication on a TCP connection between two BGP
neighbors. To disable this function, use the no form of this command.

Parameter Description

<IP-ADDRESS> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

<keychain-name> Name of the keychain for the neighbor.
The keychain allows keys to be configured with different valid
lifetimes.

This mechanism provides a way for a set of keys to be rotated and
hence protect against long-lived-key attacks. At any given time
only one key is selected as active-key and keys are valid for a
duration of the defined send-lifetime. If the send-lifetime and the
accept-lifetimes are not configured for the key, the key is
considered to be valid for infinite lifetime.

When multiple keys are configured, its recommended that keys
overlap in their send-lifetimes so that the key rollover occurs at
the start of the next key's send-lifetime. This allows for a
continuous key usage by TCP-AO.

accept-ao-mismatch Accept incoming TCP segments without TCP-AO option.
If enabled, the device will accept a connection from the peer even
if the received TCP packets do not contain the TCP-AO option.

include-tcp-options Include the TCP header options for MAC calculation. Note that
enabling this setting will immediately reset the neighbor session.
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Parameter Description

This setting is disabled by default.

no ... Negates any configured parameter.

Usage

TCP-AO authentication can not be used with the neighbor password feature. When TCP-AO is applied to
a peer-group, all the neighbors in peer-group will inherit the peer-group configuration unless there is a
configuration specific to an individual neighbor. If a peer-group is configured with the neighbor
password feature but the neighbors that belong to that peer-group are configured with TCP-AO, the
TCP-AO configuration will be rejected. Similarly, If a peer-group is configured to use TCP-AO
authentication, the neighbors that belong to that peer-group will reject the neighbor password.

The neighbor connection must be reset using the clear ip bgp command for the TCP-AO configuration
to take effect.

The TCP-AO feature takes a keychain as a parameter. The key will not be valid until a Recv-D, Send-ID,
and send lifetime is configured. The supported cryptographic algorithms for TCP-AO are:

= HMAC-SHA-1-96 based on [RFC2104] and [FIPS-180-3]
® AES-128-CMAC-96 based on [NIST-SP800-38B][FIPS197]

Examples

switch (config) # keychain bgpkeys
switch (config-keychain)# key 1
switch (config-keychain-key)# send-lifetime start-time 10:10:10 10/25/2022 duration
infinite

switch (config-keychain-key)# accept-lifetime start-time 10:10:10 10/25/2022
duration infinite

switch (config-keychain-key)# send-id 10

switch (config-keychain-key)# recv-id 10

switch (config-keychain-key)# cryptographic-algorithm aes-cmac-128

switch (config-keychain-key)# key-string plaintext qwer

switch (config)# router bgp 1

switch (config-bgp)# neighbor 1.1.1.1 a
switch (config-bgp)# no neighbor 1.1.1.
switch (config-bgp)# no neighbor 1.1.1.

o bgpkeys
1 ao accept-ao-mismatch
1 ao include-tcp-option

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.11 or earlier -

Command Information
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Platforms Command context Authority

6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor capability orf prefix-list

neighbor <IP-ADDRESS> capability orf prefix-list {send | receive | both}
no neighbor <IP-ADDRESS> capability orf prefix-list {send | receive | both}

Description

Enables the Outbound Route filtering (ORF) capability with the neighbor in one of the three available
modes. The available modes are send, receive, and both. The ORF capability is executed based on prefix
list only.

The Outbound Route Filtering (ORF) capability provides a mechanism for a BGP speaker to send a set of
Outbound Route Filters (ORFs) that can be used by its BGP peer to filter its outbound routing updates to
the speaker. This is a filtering method used to reduce the computation on the router receiving the route.

The no form of this command disables the ORF capability.

Parameter Description

<IP-ADDRESS> Specifies an IP address.
capability orf prefix-list Enables ORF prefix list capability with the neighbor in one of the
{send | receive | both} following modes:

= send - Enables the ORF prefix list capability in send mode.

® receive - Enables the ORF prefix list capability in receive mode.

® both- Enables the ORF prefix list capability in both send and
receive mode.

Examples
Enabling the ORF prefix list capability in both send and receive mode:

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 capability orf prefix-list both
Enabling the ORF prefix list capability in send mode:

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 capability orf prefix-list send
Disabling the ORF prefix list capability in both send and receive mode: :

switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 capability orf prefix-list both

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipvé6-uc rights for this command.

neighbor default-originate

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} default-originate [route-map <MAP-NAME>]
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} default-originate [route-map <MAP-NAME>]

Description

Enables the local router to send the default route 0.0.0.0 to a neighbor. The neighbor can then use this
route to reach the router when all other routes are unavailable. Use the route-map option to configure
the route map to modify the default route attributes.

The no form of this command disables this feature.

Parameter Description

<IP-ADDR> Specifies an IP address in IPv4 format (x.x.x.Xx), where x is a
decimal number from 0 to 255, or IPv6 format

(XXX OKEXXXKIOOOCKXXXEXXXXKXXXXXXXX), where X is a
hexadecimal number from 0 to F.

<PEER-GROUP-NAME> Specifies a peer group.
<MAP-NAME> Sets the route map to modify the default route attributes.
Examples

switch (config-bgp-ipv4-uc) # neighbor 1.1.1.1 default-orginate
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 default-originate

switch (config-bgp-ipv4-uc) # neighbor PG default-originate
switch (config-bgp-ipv4-uc)# no neighbor PG default-originate

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --
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Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.

neighbor ebgp-multihop

neighbor {<IP-ADDR> | <PEER-GROUP-NAME>} ebgp-multihop <HOP-COUNT>
no neighbor {<IP-ADDRESS> |<HOP-COUNT>

Description

Enables BGP to establish a session with external peers residing on networks that are not directly
connected. By default, BGP can only establish sessions with external BGP peers that are directly
connected.

The neighbor connection must be reset using clear bgp to allow this configuration to take effect.
The no form of this command disables the peer ebgp-multihop feature.

Parameter Description

<IP-ADDR> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

ebgp-multihop <HOP-COUNT> Specifies the maximum number of hops to reach the peer.
Examples

Enabling BGP to establish connection with external peers residing on networks that are not directly
connected:

switch (config-bgp)# neighbor 1.1.1.1 ebgp-multihop 5
switch (config-bgp) # no neighbor 1.1.1.1 ebgp-multihop

Disabling BGP to establish connection with external peers residing on networks that are not directly
connected:

switch (config-bgp) # neighbor pg ebgp-multihop 5
switch (config-bgp)# no neighbor pg ebgp-multihop

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --
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Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor fall-over

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} fall-over

no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} fall-over
Description

Enables BGP fast peering session deactivation. When neighbor fall-over is configured, the BGP process
monitors the RIB and if the route to peer is not present in the routing table, it immediately deactivates
the peer session without waiting for the hold down timer. It is disabled by default.

The no form of this command disables this feature.

Parameter Description

<IP-ADDR> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
Usage

Neighbor fall-over does not track connected or static routes to peers. However, this is not an issue when
IBGP peering is using a loopback interface. To force a fall-over for connected and static routes, use the
command neighbor fall-over bfd.

Examples

switch (config-bgp)# neighbor 1.1.1.1 fall-over
switch (config-bgp)# no neighbor 1.1.1.1 fall-over

switch (config-bgp) # neighbor PG fall-over
switch (config-bgp)# no neighbor PG fall-over

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor fall-over bfd

neighbor {<IPV4-ADDR>|<IPV6-ADDR>|<PEER-GROUP-NAME>} fall-over bfd
no neighbor {<IPV4-ADDR>|<IPV6-ADDR>|<PEER-GROUP-NAME>} fall-over bfd

Description

Enables BGP to register with BFD to receive fast peering session deactivation messages from BFD. You
can either configure BFD support for BGP per neighbor or peer-group.

The no form of this command disables BGP for BFD.

— Multihop BFD is not supported for BGP.

Parameter Description

<IPV4-ADDR> Specifies the neighbor address in IPv4 format (x.x.x.X), where x is
a decimal number from 0 to 255.

<IPV6-ADDR> Specifies the neighbor address in IPv6 format
(OXXXRXXXXXKEXXKXXXXXXXXKEXXXXXXXX), where X is a
hexadecimal number from 0 to F. This parameter applies only to
6300 and 6400 switch series.

<PEER-GROUP-NAME> Specifies a peer group.

Examples
Enabling BFD for BGP neighbor with IPv4 address:

switch (config-bgp) # neighbor 1.1.1.1 fall-over bfd

Enabling BFD for BGP neighbor with IPv6 address (applies only to 6300 and 6400 switch series):
switch (config-bgp)# neighbor 1000::1 fall-over bfd

Enabling BFD for peer group:
switch (config-bgp)# neighbor PG fall-over bfd

Disabling BFD for BGP per neighbor IPv4 address:

switch (config-bgp)# neighbor 1.1.1.1 fall-over bfd

Disabling BFD for BGP per neighbor with IPv6 address (applies only to 6300 and 6400 switch series):
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switch (config-bgp)# no neighbor 1000::1 fall-over bfd

Disabling BFD for peer group:

switch (config-bgp)# no neighbor PG fall-over bfd

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor graceful-shutdown

neighbor {<IP-ADDR> | <PEER-GROUP-NAME>} graceful-shutdown
[ local-preference <LOCAL-PREF>
| <CONFIG-DELAY>
| <LOCAL-PREF> ]

no neighbor {<IP-ADDR> | <PEER-GROUP-NAME>} graceful-shutdown
[ local-preference <LOCAL-PREF>
| <CONFIG-DELAY>
| <LOCAL-PREF> ]

Description

Configures the wait time before shutting down the BGP neighbor session, and can also configure the
local preference value to be advertised before graceful shutdown.

The no form of this command sets the wait time to the default value of 180 seconds and the local-
preference value to the default of 0.

Parameter Description

<IP-ADDR> Specifies an IP address in IPv4 format (x.x.x.x), where x is a
decimal number from 0 to 255, or IPv6 format

(XXX XXXXREXXXKKOOOEXXXX X XXX XXXXXXXX), where X is a
hexadecimal number from 0 to F.

<PEER-GROUP-NAME> Specifies a peer group.

local-preference<LOCAL-PREF> Specifies the local preference value for exporting the iBGP routes
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Parameter Description

during a graceful shutdown. The lower the value, the lower the
local preference. A value of 0 indicates that the route is the least
preferred. Range: 0 to 4294967295. Default: 0.

<CONFIG-DELAY> Specifies the time to wait before shutting down the neighbor in
seconds. Range: 10 to 1200. Default: 180.

Usage

If the graceful shutdown timer has already started and the administrator configures a command that
triggers a session restart, traffic loss can occur if the graceful shutdown delay is not sufficient for the
BGP peers to converge to a new route.

On each Autonomous System Boundary Router (ASBR) supporting the graceful shutdown receiver procedure, an
inbound BGP route policy must be applied on all EBGP sessions of the ASBR.

The policy must match the GSHUT community and lower the precedence of the route by changing the route
attributes.

The Graceful-Shutdown feature does not work for reflected routes because the route reflector (RR) does
not modify local-preference attribute. The routes, originated by the RR, carry the GSHUT local-
preference value. As per the RFC 4456, when an RR reflects a route, it should not modify the following
path attributes:

NEXT-HOP
AS-PATH
LOCAL-PREF
= MED

Their modification could potentially result in routing loops. In this situation, apply on the RR an inbound
BGP route policy, meeting the following conditions:

= Match the graceful-shutdown community.

m Set the local preference attributes of the paths tagged with the graceful-shutdown community to a
lower value than other routes to the same destination.

Examples
Setting the wait time delay:

switch (config-bgp)# neighbor 1.1.1.1 graceful-shutdown 10
Setting the local-preference value:

switch (config-bgp)# neighbor 1.1.1.1 graceful-shutdown local-preference 100
Setting the wait time delay and local-preference value:

switch (config-bgp)# neighbor 1.1.1.1 graceful-shutdown 10 local-preference 100
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Setting the wait time delay to the default of 180 seconds:

switch (config-bgp)# no neighbor 1.1.1.1 graceful-shutdown 10
Setting the local-preference value to default of O:

switch (config-bgp)# no neighbor 1.1.1.1 graceful-shutdown local-preference 100
Setting the wait time delay and local-preference value to defaults:

switch (config-bgp)# no neighbor 1.1.1.1 graceful-shutdown 10 local-preference 100

Complete deletion:

switch (config-bgp)# no neighbor 1.1.1.1 graceful-shutdown

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor listen ip-range

neighbor <PEER-GROUP-NAME> listen ip-range <IP-ADDR>/<MASK> {as-range <AS-RANGE> | limit
<LIMIT>}

no neighbor <PEER-GROUP-NAME> listen ip-range <IP-ADDR>/<MASK> {as-range <AS-RANGE> |
limit <LIMIT>}

Description

Configures BGP dynamic neighbors as ranges of remote addresses with associated peer groups.

The no form of this command restores default behavior.

®  Each range of remote addresses is configured as a remote address prefix.

= Any BGP peer with a remote address that matches the remote address prefix becomes a member of the
associated peer group.
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Parameter Description

<PEER-GROUP-NAME> Specifies peer group.

<IP-ADDR>/<MASK> Specifies subnet range.

<AS-RANGE> Specifies AS number as a range in integer or dotted format.
<LIMIT> Specifies maximum number of peers. Range: 1 to 256.

Restrictions

= Dynamic peers are always passive. Outbound connections to dynamic peers are not supported.
= Dynamic BGP peering is only compatible with peer-groups
® Disabling partial AS range is not supported. The exact value that is configured must be used.

°© When disabling AS range, CLI must use the same AS range that was used when first configured.
For example, if AS range "1-4" is configured, when disabling, "1-4" must be used ("1,2,3,4" is not
supported).

@ Configuring overlapping peer ranges with different remote address prefix lengths is not recommended. Peer
v range configuration is recommended when peer ranges do not overlap.

Usage

® All supported address-families are activated on a dynamic peer for negotiation by default.

= |f an incoming connection matches multiple peer range entries, the entry with the longest remote
address prefix is selected.

= AS ranges are used to match remote AS presented by connecting peers. Remote AS matching with
ASes or AS ranges in this list will be accepted.

o AS range only applies to dynamic peers.

® The limit option is used to set the maximum number of dynamic BGP peers within the peer range.
The defaultis 512 if no limit is set.

o If the limit is reached, BGP rejects incoming connections from new dynamic BGP peers until
BGP session termination causes the number of dynamic BGP peers to fall below the limit.

o If the limit is reduced below the current number of dynamic BGP peers, BGP will reject incoming
connections from new dynamic BGP peers until the number of dynamic BGP peers falls below the
new limit. BGP will not terminate existing BGP sessions with dynamic BGP peers in this case. If an
existing BGP session gets terminated, that session will not re-establish until the number of BGP
sessions falls below the limit.

®  After dynamic peer is configured, additional configuration is required on the peer-group as a whole.
Individual member groups are incompatible. For example, the neighbor shutdown command can be
executed on a peer-group, but not on individual members of the peer-group.

= When a peer is configured as dynamic and is in an established state, a shutdown is required before
reconfiguring as static.

® Connect-retry interval is recommended to be configured with a smaller value than the default value
on the active peer.
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® When a set of valid and invalid AS values are issued (separated by commas), only the valid values are
accepted.

= \When the AS range parameter is not explicitly configured in dynamic bgp peering, iBGP session
comes up, eBGP session does not. If there are no configured remote AS or AS list entries, DC-BGP
assumes that any peer is an iBGP peer.

Examples

switch (config-bgp) # neighbor pg listen ip-range 192.168.0.0/16

switch (config-bgp) # no neighbor pg listen ip-range 192.168.0.0/16

Command History

Release Modification

10.11 Command introduced

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor local-as

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} local-as <AS-NUMBER>
no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} local-as

Description
Configures an alternate local AS number that can be used to establish a session with a peer, allowing a
router to appear to be a member of a second autonomous system (AS), and its real AS.

Local AS allows two autonomous systems to merge without modifying peering arrangements. This
command is valid only for external peers.

The no form of this command restores the default, which is for a peering session to be established
using the primary AS (primary AS is the AS number specified at the time of neighbor creation using the
command neighbor remote-as).

Parameter Description

<IP-ADDR> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

local-as <AS-NUMBER> Specifies a 4-byte AS number in asplain format (z), or asdot format
(x.y), where z is a number from 1 to 4294967295 and x and y are
16-bit numbers.

Examples
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switch (config-bgp)# neighbor 1.1.1.1 local-as 200
switch (config-bgp)# no neighbor 1.1.1.1 local-as

switch (config-bgp) # neighbor pg local-as 200
switch (config-bgp) # no neighbor pg local-as

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor maximum-prefix

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>}
maximum-prefix <MAXIMUM> [threshold <THRESHOLD>]
[restart <INTERVAL>] [warning-only]

no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} maximum-prefix

Description
Sets the maximum number of prefixes that can be received from a neighbor.

By default, the device accepts 128,000 prefixes from a BGP neighbor with a threshold value of 75%. A
warning message is generated when the number of prefixes per neighbor reaches 75% of default prefix
limit. Another warning message is generated when the default prefix limit is reached.

The session is re-established only if the number of routes received from the BGP peer does not exceed
the configured prefix limit. When the restart timer is configured, sessions are automatically re-
established when the timer expires.

The no form of this command disables the maximum number of prefixes limit.

Parameter Description

<IP-ADDRESS> Specifies the IP address of the neighbor in IPv4 format (X.X.X.X),
where x is a decimal number from 0 to 255, or IPv6 format
(XXX KKKEXXXKEXXXXEXXXOCXXXX), where X is a
hexadecimal number from O to F.

<PEER-GROUP-NAME> Specifies a Peer-Group.

maximum-prefix <MAXIMUM> Specifies the maximum number of prefixes allowed from the
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Parameter Description

specified neighbor. Range: 1 to 128000. Default: 128000.

threshold <THRESHOLD> Specifies at what percentage of MAXIMUM a warning message is
generated. Range: 1 to 100. Default: 75.

For example, if MAXTIMUM is set to 1000 and threshold is 70, the
router generates a warning message when the number of BGP
learned routes from the neighbor exceeds 70 percent of 1000
(700) routes.

restart <INTERVAL> Specifies interval in seconds for restarting the BGP connection
when the prefix limit is exceeded. Range: 30 to 65535.

warning-only Specifies generating and logging a warning message without
disconnecting the BGP session when the prefix limit is exceeded.

Examples
Setting the prefix limit to 1000 prefixes:

switch (config-bgp-ipv4-uc) # neighbor 10.0.0.1 maximum-prefix 1000
Enabling logging of a warning message when more than 1000 prefixes are received:
switch (config-bgp-ipv4-uc) # neighbor 10.0.0.1 maximum-prefix 1000 warning-only

Setting the prefix limit to 1000 prefixes and enabling logging of a warning message when 500 prefixes
are received:

switch (config-bgp-ipv4-uc)# neighbor 10.0.0.1 maximum-prefix 1000 threshold 50

Setting the prefix limit to 1000 prefixes and enabling logging of a warning message when 500 prefixes
are received and a second warning when the prefix limit is exceeded without disconnecting the session:

switch (config-bgp-ipv4-uc)# neighbor 10.0.0.1 maximum-prefix 1000 threshold 50
warning-only

Removing the threshold value:
switch (config-bgp-ipv4-uc)# no neighbor 10.0.0.1 maximum-prefix 1000 threshold 50

Disabling the maximume-prefix feature:

switch (config-bgp-ipv4-uc)# no neighbor 10.0.0.1 maximum-prefix

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

6300 config-bgp-ipv4-uc
6400 config-bgp-ipvé6-uc

Administrators or local user group members with execution
rights for this command.

neighbor next-hop-self

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} next-hop-self
no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} next-hop-self

Description

Configures the router as the next hop for a BGP-speaking neighbor or peer group, and enables BGP to
send itself as the next hop for advertised routes.

The no form of this command resets the peer next-hop-self status to default. The next hop is generated
based on the IP.

Parameter Description

<IP-ADDR> Specifies the neighbor's IP address in IPv4 format (x.x.x.x), where
X is a decimal number from 0 to 255, or IPv6 format

(XXX KRKEXXXKIOOOERKXXXKEXKKKEXXXXXXXX), where X is a
hexadecimal number from 0 to F.

<PEER-GROUP-NAME> Specifies a peer group.
all Applies the configuration to all route-reflector clients.
Usage

= An administrator uses this command to make a BGP speaker fill its address when advertising routes
to a BGP peer.

® This command is useful in non-meshed networks where BGP neighbors may not have direct access
to all other neighbors on the same IP subnet.

= While advertising routes to eBGP peers, the next-hop is set to self IP by default. The default behavior
can be changed by configuring next-hop-unchanged.

= While advertising routes to iBGP peers, the next-hop is kept unchanged by default. The default
behavior can be changed by configuring next-hop-self.

Examples

Setting and resetting the router as the next hop self for neighbor 1.1.1.1:

switch (config-bgp-ipv4-uc) # neighbor 1.1.1.1 next-hop-self
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 next-hop-self

Setting and resetting the router as the next hop self for its peer group:
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switch (config-bgp-ipv4-uc) # neighbor pg next-hop-self
switch (config-bgp-ipv4-uc) # no neighbor pg next-hop-self

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with
6400 config-bgp-ipvé6-uc execution rights for this command.

neighbor next-hop-unchanged

neighbor <IP-ADDRESS> next-hop-unchanged
no neighbor <IP-ADDRESS> next-hop-unchanged

Description

Enables the neighbor to preserve next-hop while advertising routes to eBGP peers, in the L2VPN EVPN
address-family.

The no form of this command resets the peer next-hop-unchanged status to default.

Parameter Description

<IP-ADDRESS> Specifies the neighbor IP address in the IPv4 format (X.X.X.x),
where x is a decimal number from 0 to 255, or in the IPv6 format
(XXX XXXXEXXXKKOOOCEXKXXX X XXX XXXXXXXX), where X is a
hexadecimal number from 0 to F.

NOTE: IPv6 MP-BGP peering must not be used for L2VPN EVPN
address family, because VXLAN tunnel interface does not support
IPv6 addresses.

Examples

switch (config-bgp-12vpn-evpn) # neighbor 1.1.1.1 next-hop-unchanged

switch (config-bgp-12vpn-evpn)# neighbor 2001:0db8:85a3::8a2e:0370:7334 next-hop-
unchanged
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|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp-12vpn-evpn Administrators or local user group members with execution
6400 rights for this command.

neighbor orf prefix-list in

neighbor <IP-ADDRESS> orf-prefix-list <PREFIX-LIST-NAME> in
no neighbor <IP-ADDRESS> orf-prefix-list <PREFIX-LIST-NAME> in

Description
Applies an inbound prefix list filter to filter the distribution of BGP neighbor information.
The no form of this command restores the default behavior of not applying the prefix list filter.

e This command must be used only along with the ORF capability to take effect.

Parameter Description

<IP-ADDRESS> Specifies an IP address.
orf-prefix-list PREFIX-LIST-NAME> Sends the prefix list name to be filtered.
Usage

To use this command, the following conditions must be met:

= |f route-map inbound is also applied on multiple neighbors along with ORF, then the route-map
name must be common on all the neighbors.

= |f route-map inbound is also applied on an IPv6 AF BGP neighbor, then the route-map sequence
number with value 1 cannot be used.

Examples
Applying the inbound prefix list filter:

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 orf-prefix-list ABC in

Removing the inbound prefix list filter:
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switch (config-bgp-ipv4-uc) # no neighbor 1.1.1.1 orf-prefix-list ABC in

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipvé6-uc rights for this command.

neighbor passive

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} passive

no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} passive
Description

Configures a specific neighbor, or all neighbors in a peer-group, as passive, which means that they will
not initiate the TCP session.

The neighbor connection must be reset using clear ip bgp for this setting to take effect.

The no form of this command enables the neighbor to initiate the TCP session.

Parameter Description

<IP-ADDRESS> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
Examples

switch (config-bgp) # neighbor 1.1.1.1 passive
switch (config-bgp)# no neighbor 1.1.1.1 passive

switch (config-bgp) # neighbor pg passive
switch (config-bgp)# no neighbor pg passive

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor password

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>}
password [{ciphertext | plaintext} <PASSWORD>]
no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>}
password [ciphertext <PASSWORD>]

Description

Enables message digest5 (MD5) authentication on a TCP connection between two BGP neighbors. When
the password is applied to a peer-group, all the neighbors that are part of peer-group inherit the
configured setting.

The neighbor connection must be reset using clear ip bgp <NEIGHBOR-IP-ADDR>to allow this
configuration to take effect.

The no form of this command removes the neighbor password.

Parameter Description

<IP-ADDR> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a Peer-Group.
{ciphertext | plaintext} Selects the password format.
<PASSWORD> Specifies the password.

When the password is not provided on the command line, plaintext password prompting occurs upon pressing
— Enter. The entered password characters are masked with asterisks.

Examples

Enabling message digest5 (MD5) authentication for a neighbor with a provided plaintext password:
switch (config-bgp)# neighbor 1.1.1.1 password plaintext doubt Plane#93
Enabling message digest5 (MD5) authentication for a neighbor with a prompted plaintext password:

switch (config-bgp)# neighbor 1.1.1.5 password
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Enter the neighbor password: *****x*xkkkkkk*
Re-Enter the neighbor password: *****xkkkkkkk*

Enabling message digest5 (MD5) authentication for a peer group with a provided plaintext password:
switch (config-bgp)# neighbor pg 3 password plaintext doubt Plane#93

Disabling message digest5 (MD5) authentication for a neighbor:
switch (config-bgp)# no neighbor 1.1.1.5 password

Disabling message digest5 (MD5) authentication for a peer group:

switch (config-bgp) # no neighbor pg 3 password

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor port

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} port <NUMBER>
no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} port

Description
Sets a custom TCP port on which to communicate with the BGP neighbor.

When this configuration is applied for peer-group, all the neighbors that are part of peer-group will
inherit this setting. Though the neighbor inherits the configuration from the peer-group, the neighbor-
specific command, if configured, takes precedence.

This setting only takes effect after a hard reset of the session.

The no form of this command allows a random TCP port to be selected for the communication with the
BGP neighbor.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

port <NUMBER> Specifies a TCP port number. Range: 0 to 65535.
Examples

switch (config-bgp)# neighbor 1.1.1.1 port 1500
switch (config-bgp)# no neighbor 1.1.1.1 port

switch (config-bgp)# neighbor PG port 1500
switch (config-bgp)# no neighbor PG port

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor remote-as

neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} remote-as <AS-NUMBER>
no neighbor {<IP-ADDR>|<PEER-GROUP-NAME>} remote-as <AS-NUMBER>

Description

Creates a peer, initiates the connection to the peer, and adds an entry to the BGP neighbor table.
Specifies a neighbor with an autonomous system (AS) number that identifies the neighbor as internal to
the local autonomous system. Otherwise, the neighbor is considered as external. By default, neighbors
that are defined using this command, exchange only unicast address prefixes.

The no form of this command disables the peer session and deletes the peer information.

Parameter Description

<IP-ADDR> Speciies an IP address.
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Parameter Description

<PEER-GROUP-NAME> Specifies a peer group.

remote-as <AS-NUMBER> Specifies a 4-byte AS number in asplain format (z), or asdot format
(x.y), where z is a number from 1 to 4294967295 and x and y are
16-bit numbers in the range 0 to 65535.

Usage

The configured peer AS number is compared with the AS number received in the open message and a
peer session is initiated only if both the AS humbers match.

Examples

switch (config-bgp)# neighbor 1.1.1.1 remote-as 1
switch (config-bgp)# no neighbor 1.1.1.1 remote-as 1

switch (config-bgp)# neighbor pg remote-as 1
switch (config-bgp) # no neighbor pg remote-as 1

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

L EEENE Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor remove-private-AS

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} remove-private-AS
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} remove-private-AS

Description

This command forces the BGP neighbor to drop the private AS numbers. When the outbound update
contains a sequence of private AS numbers, this sequence is dropped. If the command is configured for
peer-group, then all the neighbors that are part of peer-group will remove the private-AS before
sending the BGP update message.

The no form of this command allows the private-AS number to be carried in BGP update message.

The neighbor connection must be reset using clear ip bgp neighbor-ip-address to allow this
configuration to take effect.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
Examples

switch (config-bgp)# neighbor 1.1.1.1 remove-private-AS
switch (config-bgp)# no neighbor 1.1.1.1 remove-private-AS

switch (config-bgp)# neighbor PG remove-private-AS
switch (config-bgp)# no neighbor PG remove-private-AS

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor route-map

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} route-map <MAP-NAME> {in|out}
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} route-map <MAP-NAME> {in]|out}
Description

This command applies a route map to incoming or outgoing routes. It configures the route map for
modifying the default attributes of the route.

When both peer group and neighbor configuration have route maps associated, then the following configuration
applies:
— ®  For outbound route maps, peer group configuration will override the configuration of the neighbor.

® For inbound route maps, neighbor configuration will override the peer group configuration.

The no form of this command removes a route map.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
<MAP-NAME> Specifies the name of the route map.
in]out Sets the route map policy to apply to either the received routes
from the neighbor (in) or the advertised routes to the neighbor
(out).
Examples

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 route-map HPE in
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 route-map HPE in

switch (config-bgp-ipv4-uc) # neighbor PG route-map HPE in
switch (config-bgp-ipv4-uc)# no neighbor PG route-map HPE in

switch (config) # route-map Rmap permit seq 10

switch (config-route-map-Rmap-10) # match metric 100

switch (config-route-map-bgp-10) # router bgp 100

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 remote-as 100
switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 route-map Rmap out

Configuring inbound route maps in L2VPN EVPN address family.

switch (config)# router bgp 100

switch (config-bgp)# neighbor 2.1.1.1 remote-as 100

switch (config-bgp)# neighbor 2.1.1.1 update-source loopback 1

switch (config-bgp) # address-family l1l2vpn evpn

switch (config-bgp-12vpn-evpn) # neighbor 2.1.1.1 activate

switch (config-bgp-12vpn-evpn) # neighbor 2.1.1.1 route-map Rmap in
switch (config-bgp-12vpn-evpn) # neighbor 2.1.1.1 send-community extended

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

6300 config-bgp-ipv4-uc ‘ Administrators or local user group members with execution
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Platforms Command context Authority

6400 config-bgp-ipvé6-uc rights for this command.
config-bgp-12vpn-evpn

neighbor route-reflector-client

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} route-reflector-client
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} route-reflector-client

Description

This command configures the router as a BGP route reflector and the specified peer as its client. The no
form of this command disables this function.

Parameter Description

<IP-ADDRESS> Specifies the neighbor IP address in the IPv4 format (X.X.X.x),
where X is a decimal number from 0 to 255, or in the IPv6 format
(XXX KEKKEXXXKIOOOCERKXXXKEXKKKEXXXXXXXX), where X is a
hexadecimal number from 0 to F.

NOTE: Pv6 MP-BGP peering must not be used for L2VPN EVPN
address family, because VXLAN tunnel interface does not support
IPv6 addresses.

<PEER-GROUP-NAME> Specifies a peer group.

Examples

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 route-reflector-client
switch (config-bgp-ipv4-uc) # no neighbor 1.1.1.1 route-reflector-client

switch (config-bgp-ipv4-uc) # neighbor PG route-reflector-client
switch (config-bgp-ipv4-uc) # no neighbor PG route-reflector-client

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

6300 config-bgp-ipvé4-uc Administrators or local user group members with execution
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Platforms Command context Authority

6400 config-bgp-ipvé-uc rights for this command.
config-bgp-12vpn-evpn

neighbor send-community

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} send-community [standard | extended]
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} send-community [standard | extended]

Description

This command allows community values to be sent to a specific neighbor. When this command is
configured for the peer-group, then all the neighbors that are part of peer-group will send the
community values to the peers. The parameters standard and extended send only the respective
community numbers. When the command is issued without either of these parameters, both standard
and extended communities will be sent to the neighbor.

The no form of this command will not allow the neighbor to send community values to the specific
neighbors that are part of peer-group.

Parameter Description

<IP-ADDRESS> Specifies the neighbor IP address in the IPv4 format (X.X.X.x),
where X is a decimal number from 0 to 255, or in the IPv6 format
(XXX XXXKEXXXKIOOOCKXXXEXXXXKXXXXXXXX), where X is a
hexadecimal number from O to F.

NOTE: IPv6 MP-BGP peering must not be used for L2VPN EVPN
address family, because VXLAN tunnel interface does not support
IPv6 addresses.

<PEER-GROUP-NAME> Specifies a peer group.

Examples

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 send-community standard
switch (config-bgp-ipv4-uc)# no neighbor 1.1.1.1 send-community standard

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 send-community extended
switch (config-bgp-ipv4-uc) # no neighbor 1.1.1.1 send-community

switch (config-bgp-ipv4-uc) # neighbor PG send-community standard
switch (config-bgp-ipv4-uc)# no neighbor PG send-community standard

switch (config-bgp-ipv4-uc) # neighbor PG send-community extended
switch (config-bgp-ipv4-uc)# no neighbor PG send-community
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switch (config-bgp-12vpn-evpn) # neighbor 1.1.1.1 send-community standard
switch (config-bgp-12vpn-evpn) # no neighbor 1.1.1.1 send-community standard

switch (config-bgp-12vpn-evpn) # neighbor 1.1.1.1 send-community extended
switch (config-bgp-12vpn-evpn) # no neighbor 1.1.1.1 send-community

switch (config-bgp-12vpn-evpn) # neighbor PG send-community standard
switch (config-bgp-12vpn-evpn) # no neighbor PG send-community standard

switch (config-bgp-12vpn-evpn) # neighbor PG send-community extended
switch (config-bgp-12vpn-evpn)# no neighbor PG send-community

switch (config-bgp-12vpn-evpn) # neighbor 2001:0db8:85a3::8a2e:0370:7334 send-
community extended

switch (config-bgp-12vpn-evpn) # no neighbor 2001:0db8:85a3::8a2e:0370:7334 send-
community

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp-ipvé4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.

neighbor shutdown

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} shutdown
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} shutdown

Description

This command disables the peer session, terminates any active session for the specified neighbor or
peer group, and removes all associated routing information. This action can cause the sudden
termination of many peering sessions.

The no form of this command enables the peer session for the specified neighbor.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
Usage

Sessions are gracefully shut down when graceful-shutdown is enabled. Enter the neighbor graceful-
shutdown command to enable graceful-shutdown. If graceful-shutdown is configured without delay or
local-preference, the default values are used.

Examples

switch (config-bgp)# neighbor 1.1.1.1 shutdown
switch (config-bgp)# no neighbor 1.1.1.1 shutdown

switch (config-bgp) # neighbor pg shutdown
switch (config-bgp) # no neighbor pg shutdown

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor slow-peer

neighbor {<IP-ADDR>|<IPV6-ADDR>} slow-peer
no neighbor {<IPV4-ADDR>|<IPV6-ADDR>} slow-peer

Description

Slow peer configuration moves the peer from its normal update group to a slow update

group. Removing slow peers allows the normal update group to function without being slowed down
and enables faster convergence. Slow peer configuration is applicable only to explicitly configured BGP
neighbors. All configured slow peers will be grouped into a slow update group. This group will converge
based on the slowest group peer. Dynamic detection and splitting isn't supported. Peers can be
statically configured as slow.

The no form of this command removes the slow peer configuration.
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Parameter Description

<IP-ADDR> Specifies a neighbor IP address.
<IPV6-ADDR> Specifies a neighbor IPv6 address.
Examples

Configuring a neighbor with an IP address of 1.1.1.1 as a slow peer:
switch (config-bgp)# neighbor 1.1.1.1 slow-peer

Removing the slow peer configuration for a neighbor with an IP address of 1.1.1.1:
switch (config-bgp)# no neighbor 1.1.1.1 slow-peer

Configuring a neighbor with an IPv6 address of 2001::2 as a slow peer:
switch (config-bgp)# neighbor 2001::2 slow-peer

Removing the slow peer configuration for a neighbor with an IPv6 address of 2001::2:

switch (config-bgp)# no neighbor 2001::2 slow-peer

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.13 Command introduced.

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor soft-reconfiguration inbound

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} soft-reconfiguration inbound
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} soft-reconfiguration inbound

Description
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This command enables you to generate inbound updates from a neighbor and change and activate BGP
policies without clearing the BGP session. Changes in BGP policies require the BGP session to be cleared
which can have a large negative impact on network operations.

The no form of this command disables this setting.

Parameter Description

<IP-ADDRESS> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
Usage

® To perform inbound soft reconfiguration, the BGP speaker must store all received route updates,
regardless of the current inbound policy.

= When inbound soft reconfiguration is enabled, the stored updates are processed by the new policy
configuration to create new inbound updates.

Examples

switch (config-bgp-ipv4-uc)# neighbor 1.1.1.1 soft-reconfiguration inbound

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.

neighbor timers

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} timers <KEEPALIVE> <HOLDTIME>

no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} timers <KEEPALIVE> <HOLDTIME>

Description

This command sets the timers for a specific BGP neighbor or peer group. When the timer is applied to
peer-group then all the neighbors that are part of peer-group will inherit the value configured.

The neighbor connection must be reset using clear ip bgp <NEIGHBOR-IP-ADDRESS>to allow this
configuration to take effect.

The no form of this command clears the timers for a specific BGP neighbor or peer group.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.
<PEER-GROUP-NAME> Specifies a peer group.
<KEEPALIVE> Specifies the Keep-Alive timer value for the neighbor. Default: 60

seconds. Range: 0-65535.

<HOLDTIME> Specifies the Hold-timer value. Default: 180 seconds. Range: O-
65535.

Examples

switch (config-bgp)# neighbor 1.1.1.1 timers 120 360
switch (config-bgp) # no neighbor 1.1.1.1 timers

switch (config-bgp)# neighbor pg timers 120 360
switch (config-bgp) # no neighbor pg timers

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier ‘ --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor ttl-security-hops

neighbor {<IP-ADDRESS> | <PEER-GROUP-NAME>} ttl-security-hops <HOP-COUNT>
no neighbor {<IP-ADDRESS> | <PEER-GROUP-NAME>} ttl-security-hops <HOP-COUNT>

Description

This command enables BGP to establish connection with external peers residing on networks that are
not directly connected. By enabling this feature, the received TTL from a BGP peer is compared with the
difference "255 - hop-count". BGP messages coming with a TTL less than this value are not accepted.
BGP peering will not be established if the TTL in the session establishment is received with a lower
value. Also, by enabling this feature the router will send BGP packets with TTL value of 255 to the
neighbor. For a neighbor, either TTL security or ebgp-multihop can be configured, not both together. If
there are multiple paths to reach the node, then the hop count should be configured considering the
longest route.
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The no form of this command disables the peer ttl-security-hop feature.

Parameter Description

<IP-ADDRESS> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

<HOP-COUNT> Specifies the hop count to reach the neighbor for the eBGP
session. Range: 1-255.

Examples

switch (config-bgp)# neighbor 1.1.1.1 ttl-security-hops 10
switch (config-bgp)# no neighbor 1.1.1.1 ttl-security-hops

switch (config-bgp)# neighbor pg ttl-security-hops 5
switch (config-bgp)# no neighbor pg ttl-security-hops

For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor update-source

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>}
update-source {<IPv4>|<IPv6> | loopback <NUMBER>}

no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>}
update-source [<IPv4>|<IPv6> | loopback <NUMBER>]

Description
This command specifies the source address to reach the neighbor.

An iBGP connection can occur as long as there is a TCP/IP path between the routers. If multiple paths
exist between the iBGP routers, using a loopback interface as the neighbor address can add stability to
the network. With this command, stability can be achieved by providing the loopback interface address
as the source address of the TCP/IP session.

The no form of this command negates the route updates of the neighbor.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

<IPV4> Specifies an interface by IPv4 address.

<IPV6> Specifies an interface by IPv6 address.

loopback <NUMBER> Specifies a loopback interface number.
Examples

switch (config-bgp)# neighbor 1.1.1.1 update-source loopback 1
switch (config-bgp)# no neighbor 1.1.1.1 update-source

switch (config-bgp)# neighbor PG update-source loopback 1
switch (config-bgp)# no neighbor PG update-source

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

neighbor weight

neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} weight <WEIGHT-VALUE>
no neighbor {<IP-ADDRESS>|<PEER-GROUP-NAME>} weight <WEIGHT-VALUE>
Description

This command assigns a weight to a neighbor connection. When the weight is applied to a peer-group
then all the neighbors that are part of the peer-group will inherit the value configured.

The no form of this command removes a weight assignment.
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Parameter Description

<IP-ADDRESS> Specifies an IP address.

<PEER-GROUP-NAME> Specifies a peer group.

<WEIGHT-VALUE> Specifies the weigh to be associated with the routes received from
the neighbor. Range: 0-65535.

Examples

switch (config-bgp)# neighbor 1.1.1.1 weight 500
switch (config-bgp)# no neighbor 1.1.1.1 weight

switch (config-bgp) # neighbor pg weight 600
switch (config-bgp) # no neighbor pg weight

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 config-bgp Administrators or local user group members with execution rights
6400 for this command.

network

network {[<IPV4/MASK> | <IPV6/MASK>]} [route-map <ROUTE-MAP-NAME>]
no network {[<IPV4/MASK> | <IPV6/MASK>]} [route-map <ROUTE-MAP-NAME>]

Description

This command specifies the networks to be advertised by the Border Gateway Protocol (BGP) routing
processes.

The no form of this command removes an entry from the routing table.

Parameter Description

<IPV4/MASK> Specifies the IPv4 network with mask. For example: 1.1.1.1/24

<IPV6/MASK> Specifies the IPv6 network with mask. For example:
2001:0db8:85a3::8a2€:0370:7334/24
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Parameter Description

route-map <ROUTE-MAP-NAME> Optional parameter. Specifies a route map to apply to the prefixes
advertised by this specific network statement.

Usage

® This command is used to advertise prefixes currently installed in the routing table into the BGP table.

® Use the route-map keyword to apply the specified route map to network advertisements. The mask
length as configured in the network statement must match the mask length of prefixes in the routing
table.

Examples

switch (config-bgp-ipv4-uc) # network 11.11.11.0/24
switch (config-bgp-ipv4-uc)# no network 11.11.11.0/24

switch (config-bgp-ipv6-uc) # network 2001:0db8:85a3::8a2e:0370:7334/24
switch (config-bgp-ipv6-uc) # no network 2001:0db8:85a3::8a2e:0370:7334/24

e For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipv6-uc rights for this command.
redistribute
redistribute {connected|ospf <process ID> |static|local loopback} [route-map <ROUTE-MAP-
NAME>]
no redistribute {connected|ospf <process ID> |static|local loopback} [route-map <ROUTE-
MAP-NAME>]
Description

This command specifies routes to import into BGP. This command causes routes from the specified
protocol to be considered for redistribution into BGP.

The no form of this command specifies no redistribution into BGP.
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Parameter Description

connected Redistributes directly attached networks (directly attached to the
subnet or host).

ospf Redistributes Open Shortest Path First (OSPFv2) routes. It is
optional to mention the process ID. Range: <1-65535>

static Redistributes statically configured routes .

local loopback Performs the following functions:

®  Redistributes local routes on loopback interfaces.
= For EVPN enabled VRFs, it advertises the IP address of
loopback interfaces as a EVPN Type-5 prefix route.

route-map <ROUTE-MAP-NAME> Optional. Specifies a route map to match for redistribution.

Usage

® |f a route map is specified, then routes that pass the match clause specified in the route map will be
imported into the BGP peer Routing Information Base (RIB).

® Route-maps must be configured prior to being referenced in redistribution statements.

® Redistribute connected is required to redistribute connected subnet even if redistribute local
loopback is already configured.

Examples

Redistribute directly attached networks:

switch (config-bgp-ipv4-uc) # redistribute connected
switch (config-bgp-ipv4-uc)# no redistribute connected

Redistributing local routes on loopback interfaces:

switch (config-bgp-ipv4-uc)# redistribute local loopback
switch (config-bgp-ipv4-uc) # no redistribute local loopback

— For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.14 Supported process ID range expanded from 1-63 to 1-65535.

10.12 Added support for the host-routes parameter.

10.07 or earlier -
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Command Information

Platforms Command context Authority
6300 config-bgp-ipv4-uc Administrators or local user group members with execution
6400 config-bgp-ipvé-uc rights for this command.

router bgp

router bgp <AS-NUMBER>
no router bgp <AS-NUMBER>

Description

This command configures the BGP instance on the router, configures the AS (Autonomous System) the
router belongs to, and enters into the BGP router configuration mode. Only a single BGP AS number can
be assigned for the entire system.

The no form of the command deletes the BGP instance from the router.

Parameter Description

AS-NUMBER Specifies a 4-byte AS number in the range 1-4294967295 in integer
format or from 0.1-65535.65535 in dotted format.

Examples
Configuring the BGP instance with the AS number:

Deleting BGP configurations:

switch (config) # no router bgp 100
This will delete all BGP configurations on this device.
Continue (y/n)?

e For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 config Administrators or local user group members with execution rights
6400 for this command.
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set extcommunity

set extcommunity "[rt <VALUE> | evpn-rmac <MAC-ADDRESS>]"
no set extcommunity [rt | evpn-mac]

Description

Sets the extended community number attribute for a route matching the route map. Extended
communities are supported only on Route Targets. This command is applicable to OSPF, static, and
connected routes which will be redistributed to the BGP protocol.

The no form of this command restores the default behavior of not modifying the extended community
number attribute of the route.

Parameter Description

<VALUE> Sets the extended community number attribute. Specify the
information in asn:nn format.

<MAC-ADDRESS> Specifies MAC address of the Router-MAC extended community.
When configuring a route map and using the set ip next-hop
command. this value can be set for the OUT direction only.

Usage

= Multiple community numbers can be configured within the double quotes.

® 2-byte and 4-byte ASN values are supported in the global administrator component of the extended
community attribute.

® 4-byte ASN values must be within the range of 1-4294967295.
® 4-byte ASN values do not support dotted notation.

® Extended communities are only supported on route targets.
" The

Examples

Configuring a set clause in a route-map to modify the community number attribute of the route:

switch (config) # route-map abc permit seq 10
switch (config-route-map-abc-10) # set extcommunity rt "1:1 2:2"

Configuring a set clause in a route-map to modify the router mac:

switch (config)# route-map abc permit seq 1
switch (config-route-map-abc-1)# set extcommunity evpn-mac 00:01:01:90:90:01

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.10 Command introduced

BGP commands



Command Information

Platforms Command context Authority
6400 config-route-map-abc- Administrators or local user group members with execution rights
10 for this command.

show bgp

show bgp [{vrf <VRF-NAME>|all-vrf}] [{ipv4 unicast|ipv6 unicast
lall}] [vsx-peer] [update-group [<INDEX>]]
show bgp 12vpn evpn

Description

This command shows entries in the BGP routing table.

Parameter Description

ipv4 Selects the IPv4 address family.

ipvé Selects the IPv6 address family.

unicast The subaddress family identifier.

vrf <VRF-NAME> Select to display information by VRFs by specifying the VRF name.
all-vrf Select to display the BGP summary information for all VRFs and

address-families.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

update-group [<INDEX>] Select to display information about update-group and peers which
are member of that update-group for given afi/safi. Specifying an
integer defines the desired update-group index.

Examples
Showing BGP routing table information for VRF 1 IPv4 unicast:

switch# show bgp vrf vl ipv4 unicast

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

VRE : vl
Local Router-ID 9.0.0.1

Network Nexthop Metric LocPrf Weight Path
*>e 9.0.0.0/24 9.0.0.2 0 100 0 65534.65535 3.4
18.54934 3574.8570 5.6 ?
*>e 100.0.0.0/24 9.0.0.2 0 100 0 200 2
*>e 100.0.1.0/24 9.0.0.2 0 100 0 200 2
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*>e 100.0.2.0/24 9.0.0.2 0 100 0 200 ?

*>e 100.0.3.0/24 9.0.0.2 0 100 0 200 ?

*ae 100.0.3.0/24 9.0.0.3 0 100 0 200 ?

Total number of entries 6

Showing BGP routing table information for L2VPN EVPN:
switch# show bgp 1l2vpn evpn
Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

VRF default

Router-ID not configured

Network Nexthop

Metric LocPrf Weight Path

Route Distinguisher: 10.1.1.54:32967 (L2VNI 30000)

*> [2]:[0]:[0]:[00:006:f6:3f:e3:cl1]:[] 1.1.1.20 0
100 32768 i

*> [2]:[0]:[0]:[8c:60:4f:f2:£5:41]:1] 1.1.1.10 0
100 0 i

*> [31:[0]:[21.21.1.1] 0.0.0.0 0
100 0 ?

Total number of entries 3

BGP routing information for a network that includes both IPv4 and IPv6 addresses.

switch# show bgp 12vpn evpn vtep 1920:1680:1:1::4 vni 1001001

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,

i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

EVPN Route-Type 5 prefix: [5]:[ESI]:[EthTag]:[IPAddrLen]: [IPAddr]

VRF default

Local Router-ID 192.168.1.1

Network Nexthop Metric

LocPrf Weight Path

Route Distinguisher: 192.168.1.4:1001 (L2VNI 1001001)

*>1 [2]:[0]:[0]:[00:aa:bb:cc:11:0171:7100.1.1.1] 1920:1680: 1::4

0 100 0 ?

* 1 [2]:[0]:[0]:[00:aa:bb:cc:11:011:[100.1.1.1] 1920:1680: 1::4

0 100 0 ?

*>1 [2]:[0]:[0]:[00:aa:bb:cc:11:01]1:[1000:1:1:1::1] 1920:1680: 1::4

0 100 0 ?

* 1 [2]:[0]:[0]:[00:aa:bb:cc:11:01]:[1000:1:1:1::1] 1920:1680: 1::4

0 100 0 ?

*>1 [2]:[0]:[0]:[00:aa:bb:cc:11:01]1:[fe80:0:1::1] 1920:1680: 1::4

0 100 0 ?

* 1 [2]:[0]:[0]:[00:aa:bb:cc:11:01]:[fe80:0:1::1] 1920:1680: 1::4

0 100 0 ?
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*>1 [3]:[0]:[1920:1680:1:1::4] 1920:1680:1:1::4

0 100 0 ?
* 1 [3]:[0]:[1920:1680:1:1::4] 1920:1680:1:1::4
0 100 0 ?

Total number of entries 8

switch# show bgp 12vpn evpn neighbors 1920:1680:1:1::8
Codes: * Inherited from peer-group, * Dynamic Neighbor
VRF : default

BGP Neighbor 1920:1680:1:1::8 (Internal)

Description : RR peer-group”

Peer-group : RRv6

Remote Router Id : 192.168.1.8 Local Router Id : 192.168.1.1
Remote AS : 65001 Local AS : 65001
Remote Port : 42423 Local Port : 179
State : Established Admin Status : Up
Conn. Established 3 5 Conn. Dropped .
Passive : No Update-Source : loopback0”
Cfg. Hold Time : 180 Cfg. Keep Alive : 60
Neg. Hold Time : 180 Neg. Keep Alive : 60
Up/Down Time : 06h:46m:13s Connect-Retry Time : 120
Local-AS Prepend : No Alt. Local-AS : 0

BFD : Disabled Slow Peer : Yes
Password

Last Err Sent : No Error

Last SubErr Sent : No Error

Last Err Rcvd : No Error

Last SubErr Rcvd : No Error

Graceful-Restart : Enabled Gr. Restart Time : 120
Gr. Stalepath Time : 300 Remove Private-AS : No
TTL : 255 Local Cluster-ID :
Weight : 0 Fall-over : No

Confederation-Peers : No

Message statistics Sent Rcvd

Open 8 7

Notification 3 1

Updates 20730 91332

Keepalives 1153 952

Route Refresh 0 0

Total 21894 92292

Capability Advertised Received
Route Refresh Yes Yes
Graceful Restart Yes Yes
Add-Path No No
Four Octet ASN Yes Yes
Address family IPv4 Unicast No No
Address family IPv6 Unicast No No
Address family VPNv4 Unicast No No
Address family L2VPN EVPN Yes Yes

Address Family : L2VPN EVPN

Rt. Reflect. Client : No Send Community : extended”
Allow-AS in : 0 Advt. Interval : 30

Max. Prefix : 64000 Soft Reconfig In
Nexthop-Self B Default-Originate

Cfg. Add-Path
Neg. Add-Path
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Routemap In

Routemap Out 3

ORF type : Prefix-list
ORF capability

Showing all BGP update groups:

switch# show bgp all update-group
VRF : default

BGP Update-Group 1

Address Family : ipvé4-unicast Peering Type : internal
Peer Count 2 5 Slow Group : No
Members

110.162.100.221, 120.221.221.221, 130.121.21.111, 140.131.131.131,
150.100.101.2

BGP Update-Group 2

Address Family : ipvé4-unicast Peering Type : external
Peer Count I Slow Group : Yes
Members

20.1.1-1, 30,111

BGP Update-Group 3

Address Family : ipv6-unicast Peering Type : external
Peer Count N Slow Group : No
Members

20ab::cd:08

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show bgp <PREFIX>
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show bgp [vrf <VRF-NAME>] {ipv4 unicast <A.B.C.D/M> |
ipv6 unicast <X::Y/M>} [vsx-peer]
show bgp 12vpn evpn [RD-[ROUTE TYPE]:[ESI]:[EthTag]:[MAC]:[OrigIP] |
RD—[ROUTE_TYPE]:[EthTag]:[OrigIP] |
RD-[ROUTE TYPE]: [ESI]:[EthTag]: [IPAddrLen]: [IPAddr]]

Description

This command displays entries in the BGP routing table that are part of the specified network. For EVPN
Route-type 2 with MAC only prefix as an input, displays all the prefixes containing the specific MAC
address (MAC route, MAC/IP route, Host route).

Parameter Description

vrf <VRF-NAME> Shows the information for a specified VRF.

ipv4 unicast <A.B.C.D/M> Shows the information for an IPv4 unicast family with an IP
prefix (network/length such as 35.0.0.0/8) in the BGP routing
table to display.

ipv6 unicast <X::Y/M> Shows the information for an IPv6 unicast family an IPv6 prefix
in the BGP routing table to display.

vsx-peer Shows the output from the VSX peer switch. If the switches do
not have the VSX configuration or the ISL is down, the output
from the VSX peer switch is not displayed. This parameter is
available on switches that support VSX.

12vpn evpn Shows the information for L2VPN EVPN address family.

RD- [ROUTE _TYPE]:[ESI]: EVPN Route-Type 2 prefix.
[EthTag] : [MAC] : [OrigIP]

RD- [ROUTE _TYPE]: [EthTag]: [OrigIP] EVPN Route-Type 3 prefix.

RD-[ROUTE TYPE]:[ESI]: EVPN Route-Type 5 prefix.
[EthTag] : [IPAddrLen] : [IPAddr]

Examples

Showing the entries in the BGP routing table that are part of an IPv4 unicast network

switch# show bgp ipv4 unicast 10.0.0.0/16

VRF : default

BGP Local AS 2 BGP Router-ID 1.1.1.2
Network : 10.0.0.0/16 Nexthop : 1.1.1.1
Peer g Lol o1 Origin : IGP
Metric : 0 Local Pref : 100
Weight 3 @ Calc. Local Pref : 100
Best : Yes Valid : Yes
Type : external Stale : No
Originator ID : 0.0.0.0 Path ID : 0

Aggregator ID

Aggregator AS

Atomic Aggregate

RFD Flaps : 0 RFD Penalty : 0

AS-Path g 1
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Cluster List

Communities 3
50:100,50:101,50:102,50:103,50:104,50:105,50:106,50:107,50:108,50:109,50:110,50:1

Extd. Communities

Showing the entries in the BGP routing table that are part of L2VPN EVPN

switch# show bgp 12vpn evpn vni 30000

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

VREF : default
Router-ID not configured

Network Nexthop
Metric LocPrf Weight Path

Route Distinguisher: 10.1.1.54:32967 (L2VNI 30000)

*> [2]:[0]:[0]:[00:06:f6:3f:e3:cl1]:[] 1.1.1.20 0
100 32768 i

*> [2]:[0]:[0]:[8c:60:4f:£2:£5:41]:[] 1.1.1.10 0
100 0 i

x> [37:[0]:[1.1.1.1] 0.0.0.0 0
100 0 ?

Total number of entries 3

Showing the entries in the BGP routing table for EVPN route-type 2

switch# show bgp 12vpn evpn 2:2-[2]:[0]:[0]:[00:50:56:96:6d:6£f]:[20.20.1.10]
VRF : default

BGP Local AS 1 BGP Router-id 3.3.3.3

Network : 2:2-[21:[071:[071:[00:50:56:96:6d:6f]:[20.20.1.10]

Nexthop Lollododl

vni 2 vni type : L2VNI

Peer 2.2.2.2 Origin : incomplete
Metric 0 Local Pref : 100

Weight 3 © Calc. Local Pref : 100

Best : Yes Valid : Yes

Type : internal Stale : No
Originator ID :1.1.1.1 Aggregator ID

Aggregator AS
Atomic Aggregate

AS-Path

Cluster List

Communities 5

Ext-Communities : RT: 2:2 RT: 10:10 Router MAC: 00:00:00:00:00:11
Network : 2:2-[2]:[0]1:[0]:[00:50:56:96:6d:6f]:[20.20.1.10]
Nexthop 1.1.1.1

vni 10000 vni type : L3VNI
Peer 2.2.2.2 Origin : incomplete
Metric 0 Local Pref : 100
Weight : 0 Calc. Local Pref : 100
Best : Yes Valid : Yes
Type : internal Stale : No
Originator ID 2 Lol Aggregator ID
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Aggregator AS

Atomic Aggregate

AS-Path

Cluster List

Communities :

Ext-Communities : RT: 2:2 RT: 10:10 Router MAC: 00:00:00:00:00:11

|_—= For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.08 Added |12vpn evpn route types

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show bgp community

show bgp [{ipv4 | ipvé6 | ipv4d {vrf <VRF-NAME>}} unicast] community [<VALUE> | <TYPE>]

Description

This command shows routes that belong to BGP communities. Optionally you can specify displaying
information by a specific community or by VRF.

Parameter Description

ipv4 Shows the information for an IPv4 address family.

ipvé6 Shows the information for an IPv6 address family.

unicast Shows the information for a subaddress family identifier.
ipv4d vrf <VRF-NAME> Shows the information for a specified VRF.

<VALUE> Shows the information for a community number. Specify the

information in aa : nn format.

<TYPE> Shows a specified community type. Select the following well-
known communities, as well as others:
internet
Advertise the prefix to all BGP neighbors.
local-as
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Parameter Description

Do not advertise the prefix outside the sub-AS.
no-advertise

Do not advertise the prefix to any BGP neighbors.
no-export

Do not advertise the prefix to any eBGP neighbors.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing information for routes that belong to all BGP communities:

switch# show bgp ipv4 unicast community

Status codes: s suppressed, d damped, h history, * valid, &gt; best, = multipath,i
internal, e external S Stale, R Removed, a additional-pathsVRF : defaultLocal
Router-ID 9.0.0.1

Network Nexthop Metric LocPrf Weight Path
*&gt;e 9.0.0.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.0.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.1.0/24 9.0.0,2 0 100 0 200 2
*&gt;e 100.0.2.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.3.0/24 9.0.0.2 0 100 0 200 2
*ae 100.0.3.0/24 9.0:0.3 0 100 0 200 2
Total number of entries 6

Showing information for routes that belong to the 200:20 BGP community number:

switch# show bgp ipv4 unicast community 200:20

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R RemovedOrigin codes: i - IGP, e - EGP, ? -
incomplete

VRF : defaultLocal Router-ID 9.0.0.1

Network Nexthop Metric LocPrf Weight Path
*>e 9.0.0.0/24 9,0.0,2 0 100 0 200 »
*>e 100.0.0.0/24 9,0,0,2 0 100 0 200 2
*>e 100.0.1.0/24 9.0.0.2 0 100 0 200 2
*>e 100.0.2.0/24 9.0,0.2 0 100 0 200 2
*>e 100.0.3.0/24 9,0.0,2 0 100 0 200 »
*ae 100.0.3.0/24 9,0,0,3 0 100 0 200 2

Total number of entries 6

Showing information for routes that belong to the Internet BGP community type:

switch# show bgp ipv4 unicast community internet

Status codes: s suppressed, d damped, h history, * valid, &gt; best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default

Local Router-ID 9.0.0.1

Network Nexthop Metric LocPrf Weight Path
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*&gt;e 9.0.0.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.0.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.1.0/24 9.0:0,2 0 100 0 200 2
*&gt;e 100.0.2.0/24 9.0,0,2 0 100 0 200 2
*&gt;e 100.0.3.0/24 9.0.0.2 0 100 0 200 2
*ae 100.0.3.0/24 9.0.0.3 0 100 0 200 2

Total number of entries 6

Showing information for routes that belong to the local-as BGP community type:

switch# show bgp ipv4 unicast community local-as

Status codes: s suppressed, d damped, h history, * valid, &gt; best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default

Local Router-ID 9.0.0.1

Network Nexthop Metric LocPrf Weight Path
*&gt;e 9.0.0.0/24 9.0,0,2 0 100 0 200 2
*&gt;e 100.0.0.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.1.0/24 9.0.0.2 0 100 0 200 2
*&gt;e 100.0.2.0/24 9.0:0,2 0 100 0 200 2
*&gt;e 100.0.3.0/24 9.0,0,2 0 100 0 200 2
*ae 100.0.3.0/24 9.0.0.3 0 100 0 200 2
Total number of entries 6

Showing information for routes that belong to the no-advertise BGP community type:

switch# show bgp ipv4 unicast community no-advertise

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-pathsOrigin codes: i -
IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 9.0.0.1

Network Nexthop Metric LocPrf Weight Path

*>e 9.0.0.0/24 9.0.0.2 0 100 0 200 2
*>e 100.0.0.0/24 9.0,0,2 0 100 0 200 2
*>e 100.0.1.0/24 9.0.0.2 0 100 0 200 2
*>e 100.0.2.0/24 9.0.0,2 0 100 0 200 2
*>e 100.0.3.0/24 9.0.0.2 0 100 0 200 2
*ae 100.0.3.0/24 9.0,0,2 0 100 0 200 2

Total number of entries 6

Showing information for routes that belong to the no-export BGP community type:

switch# show bgp ipv4 unicast community no-export

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,i
internal, e external S Stale, R Removed, a additional-pathsOrigin codes: i - IGP,
e - EGP, ? - incomplete

VRF : default
Local Router-ID 9.0.0.1
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Network Nexthop Metric LocPrf Weight Path

*>e 9.0.0.0/24 9.0.0.2 0 100 0 200 ?

*>e 100.0.0.0/24 9.0.0.2 0 100 0 200 ?

*>e 100.0.1.0/24 9.0.0.2 0 100 0 200 ?

*>e 100.0.2.0/24 9.0.0.2 0 100 0 200 ?

*>e 100.0.3.0/24 9.0.0.2 0 100 0 200 ?

*ae 100.0.3.0/24 9.0.0.3 0 100 0 200 ?
Total number of entries 6

Showing information for routes that belong to the gshut BGP community type:

switch# show bgp ipv4 unicast community gshut

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R RemovedOrigin codes: i - IGP, e - EGP, ? -
incomplete

VRF : default
Local Router-ID 1.1.1.2

Network Nexthop Metric LocPrf Weight Path

*>e 1.1.1.0/24 10.1.1.2 0 0 0 2 1
Total number of entries 1

switch#
switch# show bgp ipv6 unicast community gshut

Status codes: s suppressed, d damped, h history, * wvalid, > best, = multipath,i
internal, e external S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 1.1.1.2

Network Nexthop Metric LocPrf Weight Path
*>e 1::/64 10g32
fe80::98£2:0300:1368:e882
0 0 0 2 i
Total number of entries 1

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this
command from the operator context (>) only.

show bgp flap-statistics

show bgp {vrf <VRF NAME> | all-vrf} [{ipv4 unicast | ipv6 unicast | all}] flap-statistics

Description
Displays all the flapped and suppressed routes.

Usage

Status of the route with dampening enabled:

® |f the route is available, the history flag is unset.

= [f route has been flapping, is not suppressed and is withdrawn; the state of the route is h

= [f route is currently available but is suppressed due to dampening, the state of the route is d
® |f the route is unsuppressed and currently withdrawn, the state of the route is h

Examples

Showing all the flapped and suppressed routes:

switch# show bgp all

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 1.1.1.1

Address-family : IPv4 Unicast

Network Nexthop Metric LocPrf Weight Path
*>i 2.2.2.0/24 202.202 0 100 0 ?
*>i 11.1.1.0/24 2020202 0 100 0 ?
*ai 11.1.1.0/24 2.2.2.3 0 100 0 ?

Total number of entries 3

Address-family : IPv6 Unicast
Network Nexthop Metric LocPrf Weight Path
Total number of entries 0

switch# show bgp ipv4 unicast flap-statistics

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 20.0.0.1

Network Nexthop Flaps Reuse Path
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*>e 2.2.2.0/24 20.0.0.2 1 00h:00m:00s 300 2
de 3.3.3.0/24 20.0.0.2 2 00h:29m:31s 300 ?
Total number of entries 2

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager | Administrators or local user group members with execution rights
6400 #) for this command.

show bgp neighbor advertised-routes

show bgp [vrf <VRF-NAME>] {ipv4 unicast | ipv6 unicast
| all} neighbors <IP-ADDRESS>
advertised-routes [vsx-peer]
show bgp 12vpn evpn neighbors <IP-ADDRESS> advertised-routes

Description

Shows all routes that have been advertised to the specified neighbor.

Parameter Description

vrf <VRF-NAME> Shows the information for a specified VRF.

ipv4 unicast Shows the information for an IPv4 unicast address family.

ipv6 unicast Shows the information for an IPv6 unicast address family.

12vpn evpn Shows the information for L2VPN EVPN address family.

all Shows the information for all address families and subaddress
families.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

<IP-ADDRESS> Shows the information for a neighbor IP address.

Examples

Showing routes that have been advertised to the specified IPv4 unicast neighbor:
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switch# show bgp ipv4 unicast neighbors 9.0.0.1 advertised-routes

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 9.0.0.2

Network Nexthop Metric LocPrf Weight Path
*>e 9.0.0.0/24 9.0.0,2 0 0 0 200 65534.65535
3.4 18.54934 3574.8570 5.6 ?
*>e 100.0.0.0/24 9.0,0,2 0 0 0 200 2
*>e 100.0.1.0/24 9.0.0,2 0 0 0 200 2
*>e 100.0.2.0/24 9.0.0,2 0 0 0 200 2
*>e 100.0.3.0/24 9.0,0,2 0 0 0 200 2

Total number of entries 5

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show bgp neighbor paths

show bgp [vrf <VRF-NAME>] {ipv4 unicast | ipv6 unicast
| all} neighbors <IP-ADDRESS> paths [vsx-peer]
show bgp 12vpn evpn neighbors <IP-ADDRESS> paths

Description

Shows autonomous system paths learned from the specified neighbor.

Parameter Description

vrf <VRF-NAME> Shows the information for a specified VRF.

ipv4 unicast Shows the information for an IPv4 unicast address family.
ipv6 unicast Shows the information for an IPv6 unicast address family.

all Shows the information for all address families and subaddress
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Parameter Description

families.
<IP-ADDRESS> Shows the information for a neighbor IP address.
vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

12vpn evpn Shows the information for L2VPN EVPN address family.

Examples

Showing autonomous system paths learned from the specified IPv4 unicast neighbor:

switch# show bgp ipv4 unicast neighbors 192.168.12.2 paths

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 9.0.0.1

Network Nexthop Path
*>e 9.0.0.0/24 9.0.0,2 200 65534.65535 3.4 18.54934 3574.8570 5.6
*>e 100.0.0.0/24 9.0,0.2 200
*>e 100.0.1.0/24 9.0,0,2 200
*>e 100.0.2.0/24 9.0.0.2 200
*>e 100.0.3.0/24 9.0.0,2 200

Total number of entries 5

Showing autonomous system paths learned from the specified L2VPN EVPN neighbor:

switch# show bgp 1l2vpn evpn neighbors 192.168.12.1 paths

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

VRF : default
Local Router-ID 9.0.0.2

Network Nexthop Path
Route Distinguisher: 10.1.1.54:32967 (L2VNI 30000)
*> [2]:[0]:[0]:[00:006:f6:3f:e3:cl1]:[] 1.1.1.20 100
*> [2]:[0]:[0]:[8c:60:4f:£2:£5:41]:[] 1.1.1.10 100

Total number of entries 2

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show bgp neighbor received orf-prefix-list

show bgp [vrf <VRF-NAME>] {ipv4 unicast | ipv6 unicast | all} neighbors <IP-ADDRESS>
received orf-prefix-list

Description

Shows all the prefix lists received from the specified neighbor.

Parameter Description

vrf <VRF-NAME> Shows the information for a specified VRF.
ipv4 unicast Shows the information for an IPv4 unicast address family.
ipv6 unicast Shows the information for an IPv6 unicast address family.
all Shows the information for all address families and subaddress
families.
<IP-ADDRESS> Shows the information for a neighbor IP address.
Examples

Showing received prefix list from the specified neighbor:

switch# show bgp ipv4 unicast neighbors A.B.C.D received orf-prefix-list
Address family: IPv4 Unicast

ip prefix-list 10.0.0.200: 4 entries
seq 10 permit 28.119.16.0/24
seq 15 deny 28.119.19.0/24
seq 20 permit 28.119.17.0/24
Address family: IPv6 Unicast
ip prefix-list 10.0.0.200: 4 entries
seq 30 permit 2000::/64

seq 35 deny 3000::/64
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seq 40 permit 4000:0/64

|_—} For more information on features that use this command, refer to the IP Routing Guide for your switch model.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
6300 Operator (>) or Manager Operators or Administrators or local user group members with
6400 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show bgp neighbor received-routes

show bgp [vrf <VRF-NAME>] {ipv4 unicast | ipv6 unicast
| all} neighbors <IP-ADDRESS> received-routes [vsx-peer]
show bgp 12vpn evpn neighbors <IP-ADDRESS> received-routes

Description

Shows received routes from the specified neighbor.

Parameter Description

vrf <VRF-NAME> Shows the information for a specified VRF.

ipv4 unicast Shows the information for an IPv4 unicast address family.

ipv6 unicast Shows the information for an IPv6 unicast address family.

all Shows the information for all address families and subaddress
families.

<IP-ADDRESS> Shows the information for a neighbor IP address.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing received routes from the specified IPv4 unicast neighbor:
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switch# show bgp ipv4 unicast neighbors 192.168.12.1 received-routes

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 9.0.0.2

Network Nexthop Metric LocPrf Weight Path
*>e 9.0.0.0/24 9.0.0,2 0 0 0 200 65534.65535
3.4 18.54934 3574.8570 5.6 ?
*>e 100.0.0.0/24 9.0,0,2 0 0 0 200 2
*>e 100.0.1.0/24 9.0.0,2 0 0 0 200 2
*>e 100.0.2.0/24 9.0.0,2 0 0 0 200 2
*>e 100.0.3.0/24 9.0,0,2 0 0 0 200 2
*ae 100.0.3.0/24 9.0,0,2 0 0 0 200 2

Total number of entries 6

Showing received routes from the specified L2VPN EVPN neighbor;

switch# show bgp 1l2vpn e