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AmpCon-DC Quick Deployment Guide

This guide walks you through the steps required for getting your PicOS® data center switches ready to be deployed with the AmpCon-DC
automation solution. The main tasks are to install device system agents on devices, then bring those devices under AmpCon-DC control,
Importing Switches or Deploying Switches. We'll cover both methods. Once you've onboarded your devices, they become Managed Devices,
ready to be assigned in one of the AmpCon-DC server's blueprints.

® NOTE: . Before you begin, you must install and configure the AmpCon-DC server. For more information, see the AmpCon-DC-
Management-Platform-210-User-Manual

STEP1 : Begin

1.1 Deploying or Importing Switches
To manage switches with AmpCon-DC, you need to deploy switches or import switches.
1.1.1 Importing Switches

For switches that are deployed but not deployed with AmpCon-DC, you can import these switches so that they can be managed by AmpCon-
DC. For more information, see "1.9 Importing Switches".

1.1.2 Deploying Switches
For switches that are not deployed, you can deploy these switches with AmpCon-DC. Then, these switches can be managed by AmpCon-DC.

» Deploying a white-box switch (switch on which PicOS is not installed) includes registering with the AmpCon-DC server, obtaining a
PicOS image from the AmpCon-DC server, installing PicOS, configuring the switch based on system configurations and switch
configurations, and installing a valid license on the switch.

 Deploying an integrated hardware and software switch (switch that has PicOS installed) includes registering with the AmpCon-DC
server, configuring the switch based on system configurations and switch configurations, and installing a valid license on the switch.

1.1.3 Deploying White-Box Switches
To deploy white-box switches, follow these steps:

1. Ensure that the system configuration for each switch contains the default username and password of the switch. For more
information, see Adding System Configurations.

2. Click Service > Switch Model in the AmpCon-DC Ul, and check whether the PicOS image that you want to install for each switch
model is listed in the Deployed ONIE Image drop-down list.

* If the images are not listed there, upload these PicOS images and their MD5 files to AmpCon-DC. For more information, see "1.2
Uploading Images".

* If the images are listed there, you don't need to upload PicOS images and their MD5 files.

3. Configure each switch model that you want to manage with AmpCon-DC. For more information, see "1.3 Configuring Switch
Models".

* If not, the default port number ranges and built-in PicOS images are used to deploy switches with these switch models.

4, Prepare the global configurations that you want to push to each switch. For more information, see "1.4 Configuring Global
Configurations".

5. Prepare the configuration templates that you want to use. For more information, see "1.5 Configuring Configuration Templates".

6. Add a switch configuration for each switch. For more information, see "1.6 Adding Switch Configurations".

After you add a switch configuration, the switch is listed on the “Switch” page with the Configured status.

® NOTE: . |fyou provision a switch without adding a switch configuration beforehand, the switch will be in Parking status. The
switch in Parking status is not listed on the “Switch” page and can’t be staged. In the AmpCon-DC U, click Service >
Switch. On the “Switch” page, click Parking Lot, and then you can see all switches in Parking status. Locate a parking
switch, and then click Create Config to add a switch configuration. After you add the switch configuration, the switch will
be listed on the “Switch” page with the Configured status.

7. Stage each switch to make them ready for Zero Touch Provisioning (ZTP). For more information, see "1.7 Staging Switches".
After you stage a switch, the switch is shown as Staged on the “Switch” page.
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8. Provision new switches with ZTP to complete the PicOS installation and configuration without manual intervention. For more
information, see "1.8 Provisioning New Switches with ZTP".

After you provision a switch, the switch is shown as Provisioning Success on the “Switch” page. On the “Switch View” page, it's shown as
Deployed.

1.1.4 Deploying Integrated Hardware and Software Switches
To deploy integrated hardware and software switches, follow these steps:

1. Ensure that the system configuration for each switch contains the default username and password of the switch to be deployed. For
more information, see Adding System Configurations.

2. Prepare the global configurations that you want to push to each switch. For more information, see "1.4 Configuring Global
Configurations".

3. Prepare the configuration templates that you want to use. For more information, see "1.5 Configuring Configuration Templates".

4. Add a switch configuration for each switch. For more information, see "1.6 Adding Switch Configurations".

After you add a switch configuration, the switch is listed on the “Switch” page with the Configured status.

® NOTE . |f you provision a switch without adding a switch configuration beforehand, the switch will be in Parking status. The

switch in Parking status is not listed on the “Switch” page and can't be staged.

* In the AmpCon-DC U, click Service > Switch. On the “Switch” page, click Parking Lot, and then you can see all switches in
Parking status. Locate a parking switch, and then click Create Config to add a switch configuration. After you add the
switch configuration, the switch will be listed on the “Switch” page with the Configured status.

5. Stage each switch to make them ready for Zero Touch Provisioning (ZTP) deployment. For more information, see "1.7 Staging
Switches".

After you stage a switch, the switch is shown as Staged on the “Switch” page.

6. Provision new switches with ZTP to complete the PicOS installation and configuration without manual intervention. For more
information, see "1.8 Provisioning New Switches with ZTP".

After you provision a switch, the switch is shown as Provisioning Success on the “Switch” page. On the “Switch View" page, it's shown as
Deployed.

1.2 Uploading and Pushing Images

AmpCon-DC provides multiple built-in PicOS images, which you can use to deploy switches.

To deploy a switch with a PicOS image that is not built in AmpCon-DC, upload the image and its MD5 file first before you deploy the switch.
1.2.1 Uploading Images

To upload a PicOS image, follow these steps:

In the AmpCon-DC Ul, click Resource > Upgrade Management.

1. Click Upload.

2. In the pop-up window, upload an image by using one of the following ways:

* Click File, and select a local image file (required) and its MD5 file (optional).
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* Click Link, and enter the image URL (required) and the MD5 file URL (optional).
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* Click Latest, and check the image files that you want to upload.

e |

Iimages for Pl server wifl be dowmnicad to local Aepoon

3. Click Upload.

1.2.2 Optional: Uploading MD5 Files

An MDS5 file is used to verify the completeness of the corresponding PicOS image. If the MD5 file is not uploaded when you upload the PicOS
image, AmpCon-DC will not verify the completeness of the PicOS image when it installs the PicOS image.

To upload an MDS5 file for a PicOS image, follow these steps:

1. In the AmpCon-DC Ul, click Resource > Upgrade Management.

2. In the Software list, locate the PicOS image, and then click Upload Md5.
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3. Upload the MD5 file by using either of the following ways:

* Click File, and select the MD5 file.

* Click Link, and enter the URL of the MD5 file.

4. Click Upload.

1.2.3 Optional: Removing Images

1. In the AmpCon-DC Ul, click Resource > Upgrade Management.

2. In the Software list, locate an image, and then click Delete.

3. Click Yes to confirm the deletion.

1.2.4 Optional: Pushing Images

You can push PicOS images to one or multiple switches. The pushed images are located in the /home/automation directory.

To push a PicOS image to a single switch, follow these steps:

1. In the AmpCon-DC Ul, click Resource > Upgrade Management.

2. In the Software list, select the PicOS image that you want to push.

3. In the Switch list, locate the switch, and then click Push Image.

Software

enig-instalier-ploos-4.2.2 2-cad020 1 dde-n3000bin

onie-instalber-plogs-2.2.2. 2-cat0201dde-n3 100ubin
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onle-nstaller-ploos-4.4.4-0e 2602 1685-as445 10.6In

S5810 picos-4.4.4-0e26c2168512bin

55860, picos-4.4.4-0e26¢2 1685 fs.bin

ploos-4.4.4-0e26c21655-fa-uBh.bin

53410 plcos-4.4.5,1-aae4c02383.bin

onbe-instalber -plioos-4,4.5-Fbcal¥ 1 6a3-as4610.bIn

onbe-|nstalber-ploos-4. 2. 3-0c3 58323959 n 3000 bin

Image —B |

Switch
Switeh Nare 1P Address |
PICOS 10.8.0.66
PICOS 108070

Platform = T Version

3000 4322

n3100 4222

%85 44842

54410 L4

15810 4.4
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%85 444

53410 4451

as4610 445

3000 423

Switch SN Version/Revision
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HWOGZ23 1218547800031 44400 146 10ada0t

To push a PicOS image to multiple switches, follow these steps:

1. In the AmpCon-DC Ul, click Resource > Upgrade Management.

2. In the Software list, select the PicOS image that you want to push.

Revislon

Cod020 1 dde

cad0201dde

bb2cllabab

De2éc2 1685

Q26021685

De26c21685

Qedécd 1685

apedc02383

Sbcaly14a3

OcASH395Y

License Expire

20001231 00:00:00

2026-02+27 000000

3. In the Switch list, select the corresponding switches, and then click Push Image.
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1.3 Configuring Switch Models

Before you deploy switches, configure each switch model that you want to manage with AmpCon-DC
and built-in PicOS images are used to deploy switches with these switch models.

1.3.1 Configuring a Switch Model

wbid

asA510

53410

asds10

Switch 5N e

T72632X1830021

HWCG2312185478M00031

BESFEGOMALYX

TI1254X 1633002

S5FDCEDI4ITS

GIRUBR10002%7

GIR7IE1000954

To configure a switch model, follow these steps:

1. In the AmpCon-DC Ul, click Service > Switch Model.

2. Optional: Refresh the supported switch model list:

a. Click Update Switch Model.

b. Click Yes to confirm the update.
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Update Switch Model

\

Reset |
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Expired
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3. In the Switch Model drop-down list, select the switch model that you want to configure.

4. Configure the port number range for each speed.
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5. In the Deployed ONIE Image drop-down list, select the PicOS image that you want to install for this switch model.

® NOTE . f the PicOS image to install is not listed here, upload the PicOS image and its MD5 file to AmpCon-DC. For
more information, see "1.2 Uploading Images".

&% Dashboard
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Click Save.

Switch Model

Switch Model (%)
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Deployed ONIE Image

1.3.2 Optional: Resetting a Switch Model

To reset a switch model, follow these steps:

1. In the AmpCon-DC Ul, click Service > Switch Model.

2. Click Reset.
3. Click Save.

55870-48T65-U

1 43
1 6
0 0
0 0

xB6
onie-installer-PICO5-4.4.4.2-bb2c11...
picos-4.4.4-0e26c21685-Ts-x86.bin
onie-installer-PicO5-4.5.0E-3b5748...
PicOS-4.5.0E-3b574830da-fs-x86.bin

PicO5-4.5.1E-6ec07153d8-fs-x86h....

After you reset a switch model, the port number range for each speed is set to zero, and the PicOS image in the Deployed ONIE Image drop-

down list is reset to the built-in image.

1.4 Configuring Global Configurations

Global configurations are configurations that you push to switches during the switch deployment process. When you add a switch

configuration, you need to select a global configuration file.

Prepare the global configuration before you add a switch configuration.

1.4.1 Adding a Global Configuration

To add a global configuration, follow these steps:

1. In the AmpCon-DC Ul, click Service > Global Configuration.

2. Input the following information:

o Switch Model: The model of the switch.

o Global Config Name: The name of the global configuration.

o Generic Global File: Select a .txt file with general configurations to push to the switch.
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o Security Global File: Select a .txt file with security-related configurations to push to the switch.

&8 Dashboard
® Resource Global Configuration
a Service Admin Global Config Edit
Switch
- Switch Model (2 * 25648
Global Configuration
Giobal Config Mame () * 2024-10-14-glob-ag5648-  test
Switch Configuration
Config Files View Generic Global File () Choose File | generic_global2.txt &
Switch Model
Security Global File (&) | Choose File | security_global.txt @
System Config
Config Template Resat !
© Monitor
KA Maintain Historical Configuration
3} System
¢h Topo E CIN9550-32D
[ 3 53410L-24TE-P
[ ag5448
[ S3410C-14TF

3. Click Generate.

4. In the Admin Global Config Preview section, confirm or edit the configurations that are retrieved from the Generic Global File and
the Security Global File.

Global Configuration

Astren Cloal Ty EST

Admin Global Config Praview [ o |

w i rouiing snalbs frus
Ry b s L e iy gininEe A
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Ui © g s * Filfa - e i e - Faar

Darwi i Dlotaw FEe E_—I:"'r_r-:.'.h‘ -

Sararty il Pl 17 = Croese (B | e gemal b L ]

[ Exeeipn-500
M [ s TS
[ =T ]

8 o Seahdl-idTF

5. Click Save.

1.4.2 Viewing a Global Configuration

In the Historical Configuration section, you can see all global configurations, which are grouped by switch models.
To search for a global configuration, enter the global configuration name in the search box (supports fuzzy matching).
1.4.3 Editing a Global Configuration

To edit a global configuration, follow these steps:

1. In the Historical Configuration section, locate the global configuration, and then click it.

2. In the Admin Global Config Preview section, click Edit.
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3. Edit the configurations as needed.

Global Configuration

Admin Global Config Preview
Admin Global Config Edit
setiprouting enable true
Switch Model (2 = agse48 set system login user automation authentication plain-text-password ***
set system login user automation class super-user

Global Config Mame (714 2024-12-24-glob-ap5648-
Generic Global File (%) + FNE., | SR, @
Security Global File =) 3‘5_‘.5 EIREITE, 3

Historical Configuration

Bl [aghodas
B [53410-24T5-P

4. Click Save.

1.5 Configuring Configuration Templates
AmpCon-DC provides powerful configuration templates to help you simplify the configuration writing process:

« When you add a switch configuration during the switch deployment process, you must select a configuration template.

« When you push configurations to a switch after the switch is deployed or imported, you can use one or multiple configuration
templates.

Prepare configuration templates before you add a switch configuration or push configurations to a switch.
1.5.1 Adding a Configuration Template
To add a configuration template, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the New Template tab, input the following information:

O

Name: The name of the configuration template.

(@]

Descr: The description of the configuration template.

O

Model: Select the switch model that is applicable to the configuration template.

(@)

Version: Select the PicOS version that is applicable to the configuration template.
o Action: Select Config or Delete.

3. Optional: Click Update CLI Tree to refresh the CLI tree.
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MNew Template Template List Push Config Template Verify Config Snapshot Diff Config Backup
Name # | ¢S Update CLI Tree

Descr
protocols lldp med-tlv-select extended-power-via-mdi extended_power_via_mdi:boolean X

Model 354410 30p

Version  450€

Action Delete

CLI Tree

* [ protocols
* [Olidp
* [ med-tiv-select

* [ extended-power-via-mdi
param:boolean +

* [3 inventory-management
* [3O network-policy

* [Oenable

» [ advertisement-interval

v [ reinit-delay

4. In the CLI Tree section, add one or multiple template configurations by clicking the plus icon. The selected template configurations
appear on the right.

=  Service » Config Template > New Template

Descr Thisi
isistemplate_1 _ ,
vians vilan-id vlan_id:str vlan-name vlan_name:sstr X

Model 254410 30p

ip routing enable enable:boolean X

Version 44472

Action  Delete

CLI Tree

» [3 protocols
» [3 system
» [ interface
» [ poe
» [ alias
» [3 class-of-service
» 3 firewall
* [Oip
* [ routing
* [3enable

param:boolean D
r Owrf

5. Click Save.

1.5.2 Viewing or Editing a Configuration Template

To view or edit a configuration template, follow these steps:
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In the AmpCon-DC U, click Service > Config Template. In the Template List tab, locate a switch, and then click View Template.
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« To view a configuration template, select the format for viewing the template in the pop-up window. Then, you can see the template

configurations.

View/Edit Template

Name ZTP-20241223 Description

set vlans vlan-id {{ vlan_id }} vlan-name {{ vlan_name }}

 To edit a configuration template, click Edit in the pop-up window, and then click Save.
1.5.3 Optional: Removing a Configuration Template
To remove a configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.
2. In the Template List tab, locate a switch, and then click Remove Template.

3. Click Yes to confirm the deletion.

1.5.4 Optional: Viewing or Updating Pre-Built Templates

To view or update pre-built configuration templates, follow these steps:

In the AmpCon-DC U, click Service > Config Template, and then click the Template List tab.

» To view the pre-built templates, click Show Pre-built Template.

« To refresh the pre-built template list, click Update Pre-built Template.
1.5.5 Optional: Copying a Configuration Template
To copy a configuration template, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.
2. In the Template List tab, locate a switch, and then click Copy.
3. Enter the name for the copied template and a description (optional).

4. Click Save.

1.5.6 Optional: Exporting a Configuration Template
To export a configuration template, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Template List tab, locate a switch, and then click Export.
1.5.7 Optional: Exporting All Configuration Template

To export all configuration templates, follow these steps:
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1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, click Export All Template.

1.5.8 Optional: Adding a Label to a Configuration Template
To add a label to a configuration template, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Template List tab, locate a switch, and then click Tag Management.
3. In the pop-up window, enter the name of the tag.

4. Click Add.

5. Click Save.

1.5.9 Optional: Uploading a Local Configuration Template
To upload a local configuration template, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Template List tab, click Upload Template.

3. In the pop-up window, enter the name of the configuration template and the template description (optional).
4. Click or drag a .txt template file to upload it.

5. Click Upload.

Upload Template

£

Click or drag file to this area to upload

Support for a single upload.

Uplaad

1.6 Adding Switch Configurations

Before you provision a switch as described in Provisioning New Switches with ZTP, add a switch configuration. You can also add multiple
switch configurations by using a JSON file.

1.6.1 Before You Begin

* If you provision a switch without adding a switch configuration beforehand, the switch will be in Parking status. The switch in Parking
status is not listed on the “Switch” page and can’t be staged.

In the AmpCon-DC Ul, click Service > Switch. On the “Switch” page, click Parking Lot, and then you can see all switches in Parking status.
Locate a parking switch, and then click Create Config to add a switch configuration. After you add the switch configuration, the switch will be
listed on the “Switch” page with the Configured status.

+ Ensure that the global configuration file and configuration template for the switch to deploy have been created. For more information,
see "1.4.1 Adding a Global Configuration" and "1.5.1 Adding Switch Configuration Templates".

1.6.2 Adding a Switch Configuration

1. In the AmpCon-DC UI, click Services > Switch Configuration.

2. Input the following information:
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Switch SN/Service Tag: The SN or service tag of the switch.

Switch Model: Select the switch model of the switch.

Deployment Location: The location where the switch exists, such as Beijing.

Fabric: Select the fabric that the switch belongs to. The default fabric is selected by default.
Select Global Config: Select the global configuration file with configurations to push to the switch.
Select Site Template: Select the configuration template to use.

Option Post-Deployed: Select whether to back up the switch configuration.

Switch Configuartion

Switch Config Edit Upload by JSON

Switch SN / Service Tag (3 * EC1631000063

Switch Model (%) » asd44610 54t b

Deployment Location &) * wuhan

Fabric (2 * default

Select Global Config () * 2024-12-16-glob-as45610_54%_b-test

Select Site Template (5) * ‘ test ‘ |
Option Post-Deployed Backup Config

System config | Agent |

Historical Switch Config Edit Maxt

Mo Cata

3. Click Next. You can see an input section, which is related to the selected configuration template. Enter the relevant information.

Copyright © 2025 FS.COM All Rights Reserved
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= Service > Switch Configuration

Switch Configuartion
Switch Config Edit

Switch SN/ Service Tag (D) #
Switch Model () *

Deployment Location (7) =
Fabric () #

Select Global Config (71 +

1111

agh643

11

default

Upload by JSON

2024-12-11-glob-as4610_54t_b-test1l

Select Site Template (5 + 22
Option Post-Deployed Backup Config
=y
Historical Switch Config Edit
4. Click Save.

AmpCon-DC Quick Deployment Guide

N5 2 28 R10 & adminv

1111 _site_config

22

vianid *

vlan name *

default o

5. In the Preview Config pop-up window, preview or edit the global configurations.

Global Config

set ip routing enable true

set system login user automation class super-user

Generated Template Config

set system login user automation authentication plain-text-password ***

set vlians vlan-id 11111 vlan-name default

6. Click Save. The switch configuration is added now. On the “Switch List” page, you can see the switch status is shown as Configured.

7. Click System Config to select the system configuration that is applicable to the switch.

® NOTE . The selected system configuration needs to contain the default username and password of the switch.

Copyright © 2025 FS.COM All Rights Reserved
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8. Optional: Click Agent to edit the Pushing Agent Configuration information.

1.6.3 Adding Multiple Switch Configurations with a JSON file

You can add multiple switch configurations by uploading a JSON file. In this way, you don’t need to add each switch configuration one by
one. Follow these steps:

1. Prepare a JSON file with switch configurations. See the following example:

{
"sn": [ "EC1631000063","EC1806001292","732656X2007017"],

"hardware_model": "ag5648",
"location": "Beijing",
"global_config_name": "2024-8-2-glob-ag5648-test1",
"site_template_name": ["test1"],

"agent_config": {

"enable": true,

"vpn_enable": true,

"server_domain": "http://pica8.com ",
"inband_native_vlan": "4094",

"server_vpn_host": "vpn.pica8.com",

"inband_vlan": "4094",

"server_hostname_prefix": "ac",

"inband_lacp": true,
"uplink_ports": "te-1/1/49,te-1/1/50",
"uplink_speed": "1000"

}

"vpn": true,
"retrieve_config": true,
"default_config_param": {
"test1": {

"vlan_id": "12",
"vlan_name": "23"

}

}
"unique_config_param": {
}

}
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2. In the AmpCon-DC Ul, click Services > Switch Configuration.
3. Click Upload by JSON.

4. Click or drag a file to upload the JSON file.

5. Click Upload.

1.6.4 Viewing or Editing Switch Configurations
In the Historical Switch Config Edit section, you can see all the added switch configurations, which are grouped by switch models.

To edit a switch configuration, follow these steps:

1. Locate the global configuration, and then click it.

G1R626U000313_site_config

set vlans vlan-id 66 vian-name beijing

]

2. In the pop-up window, click Edit.

3. Edit the configurations as you need.

4, Click Save.
1.6.5 Optional: Checking the Switch Status
After you add a switch configuration, check whether the switch status is shown as Configured.

If not, locate the switch, and click Log to see more details.
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1.7 Staging Switches
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Stugn Log Configuration ConbgWiew w Lifecycle Actlons v
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After you add a switch configuration, you must stage the switch to make it ready for Zero Touch Provisioning (ZTP).

1.7.1 Procedure

1. In the AmpCon-DC Ul, click Service > Switch.

2. In the Switch list, locate the switch, and then click Stage.

& Dastibosrd
Switch

ﬁ_l Rt cm

o= Sanvicn

| Lifecpcie Acthong : Parking Lot
Switch
Switch Name = ¥ SMfservice Tag = T Model = T Version = T Status - T
Glotal Confrgaration
BWilch Configuiation PICOS EC 16210000 ash410_ 541 1 4.50E Provisioning Success
Conhg Flles View PHCS GIR&FELOO013 DECM S5860- 2050} 4.50F DECOM
Saniflch Mol 133454 285640 Conigured
Syrtean Config
1334543 S5860- 24XB8-L Configured
Gl Temmdale
E tdanitor
* Maintain
£ System
oh Topo
3. Check whether the switch status is shown as Staged.
8 Cashboard
£} Resource
= e Bkl L
Switch
Switch Name T SMService Tag T Moded T Version T Status —
Giotal Confypration
SidbeH Confipiratinn PCOS EC 431000043 as4610.54t b 4508 Provisloning Success
Contig Fikes View PICOS GIHRAZELIONIY D DECOM S5860- 2050} 4506 DECOM
S 123452 g5l Configured
System Comitg
234541 L5840- 24681 Staged
*f'nnh" Tempiate

2 monine
& Malntaln

£ Systom

s Topo

After you stage the switch, you can continue to provision new switches with ZTP.

1.8 Provisioning New Switches with ZTP
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Zero Touch Provisioning (ZTP) is a technology for automated deployment and configuration of network devices. AmpCon-DC supports using
ZTP to provision new switches.

ZTP relies on the DHCP service, and thus you need to configure DHCP first. After you plug in and reboot a switch, DHCP automatically
provides the switch with an IP address and the address of a provision shell script that is obtained from AmpCon-DC server. Then, the switch
automatically runs the shell script to complete the ZTP deployment:

» The white-box switch runs the shell script to download a PicOS image, install PicOS and its license, register with the AmpCon-DC
server, update switch configurations, and reboot the switch.

» The integrated hardware and software switch runs the shell script to register with the AmpCon-DC server, install a PicOS license on
the switch, update switch configurations, and reboot the switch.

1.8.1 Prerequisites

Ensure that the following prerequisites are met:

« The Hardware ID of the switch to provision are added to the AmpCon-DC license. For more information, see Preparing Licenses.

For white-box switches, step 1 to 7 in Deploying White-Box Switches are completed.

For integrated hardware and software switches, step 1 to 5 in Deploying Integrated Hardware and Software Switches are completed.

You have installed a DHCP server and added configurations as follows to the DHCP configuration file (/etc/dhcp/dhcpd.conf):

For white-box switches, refer to the following configuration example:

host 4610 54t 02 {
hardware ethernet C4:39:3A:FF2C:C0;
fixed-address 10.10.51.198;
option default-url "http://10.56.20.184/onie”;

Y]

The assigned IP address of the switch is "10.10.51.198".

The IP address of the AmpCon-DC server is "10.56.20.184".

® NOTE . The following DHCP option is used: Option default-url: 114

For integrated hardware and software switches, refer to the following configuration example:

host 55868-280-9-8 {
hardware ethernet 64
fixed-address 1

option bootfile-name “"system ztp start.sh";

option tftp-server-name "10

The assigned IP address of the switch is “10.10.51.4".

The IP address of the AmpCon-DC server is “10.56.20.180".

(0 NOTEThe following DHCP options are used: . Option bootfile-name: 67

« Option tftp-server-name: 66

1.8.2 Provisioning a White-Box Switch

1. Download and install MobaXterm.
2. Open MobaXterm, and then create a session to connect with the switch.

3. Reboot the switch by running the following command:

sudo reboot -f

4. If you see the “Hit any key to stop autoboot” message, press the Enter key to exit the autoboot mode.

If you don't see this message, go to step 5 directly.
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5. Reboot the switch.

« For switches with the ONIE menu, select ONIE, and then select ONIE: Install OS.

|%|2.10.10.60,18

GNU GRUB versicn 2.82~betaz+edalfe3igl

PIC0S-9.8.7-main-d32fb034c4

Use the ~ and v keys to select which entry is highlighted.
Press enter to boot the selected 05, "e' to edit the commands

before booting or "¢' for a command-line.

GNU GRUB version 2.02~beta?+edalfeisl

*ONIE: Install 0S

ONIE: Rescue

ONIE: Uninstall 0S

ONIE: Update ONIE

ONIE: Embed ONIE

DIAG: Accton Diagnostic (accton as?

Use the ~ and v keys to select which entry is highlighted.
Press enter to boot the selected 05, "e' to edit the commands
before booting or "¢' for a command-line.

» For AS4610 switches, reboot from ONIE by running the following command:

run onie bootcmd

Then, the switch will be restarted and automatically register with the AmpCon-DC server.

6. Wait for the registration process to be completed.
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¢l 10.10.50.18

Terminal Sessions View X server Tools Games Settings Macros Help

E % % s & B E Y B & F 0 X 0O

Session  Servers Tools Games  Sessions View Split MultExec Turneling Packages Settings Help ¥ server Exit

Quick connect... < 7.10.10.50.18 (%]9.10.10.50.18 s &

ry [ ystem-dia c : 2 MB
* 0% - i [ _tem—di_ag c fden ' : 128 MB
/home/pluto.song/ il [ stem-diag : rdev/sdb3 : 128 MB
v Name [ stem-diag : f vy s dbs : }5 MB _ _
- L stem-diag : /de: 5 : 2048 MB {Rootfs)
—— [ stem-diag : rdev/sdbe : 2048 MB
.ansible [ stem-diag : : 3384 MB
.cache [ stem-diag : Free space of rootfs partition is 10876 MB.
.dotnet L stem-diag : Memory size:
ssh L stem—giag : Total memory
L stem-diag - Free memory
'Vm?dEﬂHVH [ stem-diag : CPU utilization: 5.11%
.EnSIl:llE.S'.I'\'I:I [ g E;tem_d'i_ag = Redkdkd ko ok ok ook S'us;tem |:]'i_agr'|05'i_5 A EEE A A A A A&
bash_history [ nos-init Do, ’
.bash_logout 20: :58:34,473 Auto-deploy WARNING : Auto-deploy Agent Start
.bashrec
profile PICOS login: 26 08:27:23,496 Auto-deploy WARNING : Sync time with ntp server pool.ntp.org
.viminfo 2024-10-14 08:27:] )3 Auto-deploy WARNING : Got platform name as7312
.woet-hsts 2024-160-14 88:27:. B3¢ Autc—deplny WARNING : Got wversion number 4.4.4. 2
A onie-installer-picos—4.4.4. 1-3... 2024-10-14 08:27: 6535 Auto-deploy WARNING : Cannot read 'uplink' in conf file .
= 2024-10-14 08:27:. > Auto-deploy WARNING : Cannot read 'uplink_speed' in conf file
2024-10-14 a8:27:. 6 Auto-deploy WARNING : Got serial num 731254X1633002
2024-10-14 08:27:. 5 Auto-deploy WARNING : Got hardware id A87B-5FBA-992D-5E3E
2024-10-14 08:27:. 6 Auto-deploy WARNING : Agent Initialized
2024-19-14 08:27:: > Auto-deploy WARNING : This switch is not deployed, agent will start to connect server
2024-10-14 08:27:. 66 Auto-deploy WARNING : Loading default config in switch
2024-10-14 08:27:3 )8 Auto-deploy WARNING : Try to use out-of-band network
2024-10-14 08:27:30,699 Auto-deploy WARNING : Getting MGMT IP address
2024-10-14 08:27:30,706 Auto-deploy WARNING : Got MGMT IP address 10.10.51.14%
2024-10-14 08:27:30,709 Auto-deploy WARNING : Got MGMT local gateway 10.10.51.1
2024-10-14 08:27:30,740 Auto-deploy WARNING : Store 'ampcon.local' in /home/automation/domain
2024-10-14 08:27:30,741 Auto-deploy WARNING : Use server hostname server.ampcon.local
2024-10-14 08:27:30,747 Auto-deploy WARNING : Sending request url 5://10.56.20.181:443/management /vpn_re
il 1.5l 145585 /312 24X
2024-10-14 08:27:3 ) Auto-deploy WARNING : Received reply message: Found the VPN config in server database
2024-10-14 88:27:3 ) Auto-deploy WARNING : Try to enable VPN
2024-18-14 Q8:27:3 ) Auto-deploy WARNING :
Download URL: 5://18.56.20.181:443/ ement/vpn/731254x1633002/client.conf
2024-10-14 08:. } :
Download URL: 5./ 2] : anagement/vpn/731254X1633002/automation.u
2024-10-14 08:27:31,135 Auto-deploy WARN :
Download URL: '18.56.20.181:443 /management /v
2024-10-14 B88:: : :
Download URL: 8 /man: fvpn/731254X1633002/client.ke:
2024-10-14 Q8:27:] } :
Download URL: s:// 81:4¢ anagement/vpn/731254X1633002/client.crt
2024-10-14 08:27:31,506 Auto-deploy WARH :
Download URL: 18.56.20.181:443/
2024-18-14 Q8: 36 Auto-deploy WARNING
add execute permission in automation.up
< N 2024-10-14 B88:27:3 38 Auto-deploy WARNING
Start the openvpn service.
M= Remote monitoring |

Follow terminal folder — :
O (D devis . 1% - 8 15.23GB/62.54GE 4+ 27.75Mbjs | & 0.65Mb/s |:| 158 days EA root irong ulises.guo vivien.yin (x29) vic.lan (x2) wim.fu blair.lij4= = 6

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https: //mobaxterm.mobatek. net |;|

7. In the AmpCon-DC Ul, click Service > Switch. Check whether the switch status is shown as Provisioning Success.

Switch "8 14 |
Switch
| import Actions v
SwitchMame SN/Service Tag Model Version Status Mgmt IP COperation
RICOs S3410C-14TF 4454 Prowisloning Success & 108010
PICOS as7 726 32 9.8 7fx-bug-156930 Imported @ 108048
PICOS i NP550-32D 4.4.6-rcl Prowisioning Success @ 108070
asd610 54t b Staged
Me550-320 Staged
PICOS as5812 54x 9.8.7-pim Imparted @ 108045
PICOS ) #5732 _S4ax 4442 Prowisloning Sutcess O 108088
SE410L-24TF-P Configured

1.8.3 Provisioning an Integrated Hardware and Software Switch

1. Download and install MobaXterm.
2. Open MobaXterm, and then create a session to connect with the switch.

3. Reboot the switch by running the following command.
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¢ 10.10.50.18 (pluto.song)

‘erminal  Sessions View Xserver Tools Games Settings Macros
E % P S x B E Y B & 0
Sesslon Servers Tools Games  Sesslons View Split  MultiExec Tunneling Packages Settings Help
Quick connect... o [%]6:10.10.50.18 (pluto.song)
+ TO® Af admin@PICO0S:~% sudo reboot
= - admin@PICOS:~% [ 1451.427033] reboot: Restarting system
heme/plute.seng/
a  Name
&a . U-Boot 1.4.39--g7c55aac (Jan 10 2024 - 10:42:10 +0300)
VsCode-server 12C: ready
.ssh DRAM: 1 GiB
dotnet NAND: 1024 MiB
cache Loading Environment from SPI Flash... SF: Detected s25f1128s 64k with page size 256 Bytes, erase size 64 KiB, total 16 MiB
.ansible Boot: Master

' onie-installer-picos-4.4.4.1-385f

Press Ctrl+B to enter Boot Menu,

scanning 1s fuinished

attached mtd2 (name "mtd=10", si1ze 986 M1B)

PEB size: 131072 bytes (128 KiB), LEB size: 126976 bytes
min./max. I/0 unit sizes: 2048/2048, sub-page size 2048

ub1@: attaching mtd2
wget-hsts ubi0:
viminfa ub?ﬁ:
orefile ub10:
: ub1@:
bashre ubif@:
.bash_logout ub10@:

: ub1@: user volume: 1,
bash_history ubif:
.ansible.swp ub18:

Press Ctri+C to enter Rboot O

VID header offset: 2048 (aligned 2048), data offset: 4096
good PEBs: 7888, bad PEBs: 0,
internal volumes: 1,
max/mean erase counter: 91/64, WL threshold: 4096, image sequence number: 1468444733
avalilable PEBs: 0, total reserved PEBs: 7888, PEBs reserved for bad PEB handling: 160
Loading file '/picos/ulmage2.1i1tb' to addr 0x64000000...

ed PEBs: ©
max. volumes count: 128

Then, the switch will be restarted and automatically register with the AmpCon-DC server.

4, Wait for the registration process to be completed.

% 10.10.50.18 (pluto.song)

1s Tinished

system-init
system-init
system-init
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag
system-diag

Terminal Sessions View Xserver Tools Games Settings
B % % & x I BB
Session Servers Toaols Games  Sessions View Split
Quick connect.. 25 %16 10.10 50 18 (pluto song)
Y = 0K
x t © % AN Boot: Master
fhome/pluto.song/

4 Name ub10: attaching mtd2
Bl .. ubi0: scanning
wvscode-server UBFG: :

ub1@: PEB size:
.5sh ubi0:
.dotnet ub1@:
ub10:
.cache ubil:
.ansible ub10:

IQMEmﬂmmhmm&+4AJGBBfUbl@: available PEBs:
~wget-hsts [
~iminfo Loading, please wait...

e Restore backup

bashre [ 97.774576]

.bash_logout [ 98.734522]

bash_history [ 98.729582]

b [ 103.224183]

.ansible.swp [ 103.259545]

[ 103.289484]

[ 103.319415]

[ 103.349466]

[ 163.381353]

[ 163.435154]

[ 103.469459]

[ 103.499455]

[ 103.529455]

[ 183.559439]

[ 103.589881]

[ 103.619494]

[ 103.649422]

[ 103.697470]

[ 103.729426]

[ 103.759577]

[ 103.789448]

[ 103.819443]

[ 103.859571]

[ 103.889441]

[ 183.920337]

< 3 [ 103.969032]

[ 104.0227908]

B% Remote monitoring 059723

system-diag

Macros Help

Y &=

MultiExec Tunneling Packages

: Hardware information:

: System FAN:

h ¥ O

Settings Help

Press Ctrl+B to enter Boot Menu, Press Ctrl+C to enter Rboot ©

attached mtd2 (name "mtd=10", size 986 M1B)
131072 bytes (128 KiB), LEB s1ize:
min./max. I/0 unit sizes: 2048/2048, sub-page size 2048
VID header offset: 2048 (aligned 2048), data offset: 4096
good PEBs: 7888, bad PEBs: 0, co
user volume: 1, internal volumes: 1, max.
max/mean erase counter: 91/64, WL threshold: 4096, image sequence number: 1468444733
0@, total reserved PEBs: 7888, PEBs reserved for bad PEB handling: 160
Loading file '/picos/ulmage2.itb’' to addr 0x64000000...

126976 bytes

ted PEBs: ©
volumes count: 128

UBI device number 1, total 7888 LEBs (1001586688 bytes, 955.2 MiB), available © LEBs (0 bytes), LEB size 126976 bytes (124.0 KiB)
files (config2's

latest.tar.gz)...
Aute-Boanicioning.-Tool

4 Tftp Server found: 10.56.20.180 |
T=STTp LT LLe Tame Toana: syscemzip_start.sh

+ kkkkkkkkkkkk 5},-51:5;“ Diagnosis Start *xkkxkkkkikk

ehig=lipdates ....

: Date: Thu Oct 31 08:36:06 UTC 2024

: Version:
Copyright (C) 2009-2024 Pica8, Inc.

Base ethernet MAC Address : B64:9d:99:d2:56
Hardware Model : S5860-205Q
Linux System Version/Revision : 9.8.7-main/fc48f6d2ea
Linux System Released Date 1 10/30/2024

L2/L3 Version/Revision : 9.8.7-main/fc4B8fed2ea
L2/L3 Released Date : 10/30/2024

OVS/0F Version/Revision : 9.8.7-mawn/fc48fed2ea
OVS/0F Released Date : 10/30/2024

ONIE version : N/A

CPLD version 18.10.22

MAC address
Serial number
Product name

. GIR626U000313
. $5860-2050

. PSU:

PsU 1 status
PsU 2 status

: present but powered off
: powered on

5. In the AmpCon-DC Ul, click Services > Switch. Check whether the switch status is shown as Provisioning Success.
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M8 a4 |
W ! Parking Lat !
SwitchMame + T SN/Service Tag —ih | Model * ¥  Version = ¥ Stahs = T Mgmip = ¥  Operation
PICOS GIRUBRIOOO2ST S3410C-14TF a4a54 Prowisioning Success & 08010 UnStage S5H Leg Configuration ConfgWView ' Lifecycle Actlond v
PICOS5 T724632X 1830021 w577 26_ 3% P87 Ax-bug-15930 Imporied @ 08048 UnStage SSH Log Configuration ConfigView v Lifscycke Actlom ™V
PICOS AWCE2E1118547ENDODEE NP550-320 44.6-rcl Prowisioning Success ' 10.8.0.70 Un5toge S5H Log Configuration ConhgWiew ' Lifecycle Actions W
EC14T 1000063 asdéi0 54t b Staged UnStage Log Conhgurstion Config View ™ Lifecycle Actions
NP550-32D Staged UnStage . Leg Configuration Config View V' Lifecycle Actions v
PICOS SESFRGIHALYX 355812 56x 9.8.7-pim Imparted @ 108045 UnStage  S5H Los Configuration ConfigWView Vv Lifecycie Actions v
PICOS THI254X 14633002 asTINE S4dx 44432 Provisloning Success © 108088 UinStage S5H Log Configuration ConfisView % Lifecyche Actlons v
GISRCAWDOOO5E 834 100L-24TF-P Configured Stage Log Configuration Config'WView ™ Lifecytle Action Vv
L3 .
1.9 Importing Switches

1.9.1 Prerequisites

* The switches to be imported haven't been managed by AmpCon-DC.
Licenses.

1. In the AmpCon-DC Ul, click Service > Switch.

2. Click Import Actions, and then select Import.

3. In the IP field, enter the IP address of the switch.

4. In the System Config drop-down list, select the appropriate system configuration.
( NOTE

For switches that are deployed but not deployed with AmpCon-DC, you can import these switches so that they can be managed by AmpCon-

* The Hardware IDs of the switches to be imported have been added to the AmpCon-DC license. For more information, see Preparing
1.9.2 Importing a Switch with a Global User

* The selected system configuration needs to contain the default username and password of the switch.

Import switch and build VPN connection

P

6. Click OK.

5. In the Fabric drop-down list, select a fabric. To add a fabric, see Managing Fabrics.

7.In the AmpCon-DC UlI, click Service > Switch. Check whether the switch status is shown as Imported.
1.9.3 Importing a Switch with a Group User

1. In the AmpCon-DC Ul, click Service > Switch.

2. Click Import Actions, and then select Import.

3. In the IP field, enter the IP address of the switch.
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4. In the System Config drop-down list, select the appropriate system configuration.

® NOTE . The selected system configuration needs to contain the default username and password of the switch.

5. In the Fabric drop-down list, select a fabric. To add a fabric, see Managing Fabrics.

6. In the Group drop-down list, select a group. To add a group, see Managing Groups.

Import switch and build VPN connection

1P s 10105126

System Config + Global

7. Click OK.

8. In the AmpCon-DC Ul, click Service > Switch. Check whether the switch status is shown as Imported.

STEP2 : Up and Running

After you deploy or import a switch with AmpCon-DC, you can push configurations to the switch, manage configurations, back up and
restore configurations for disaster recovery, or compare configurations for troubleshooting or auditing.

2.1 Pushing Configurations to Switches
After switches are successfully deployed or imported with AmpCon-DC, you can push configurations to these switches as needed.
2.1.1 Prerequisite

Ensure that you have created the configuration templates to push to each switch. For more information, see "1.5 Configuring Configuration
Templates".

2.1.2 Procedure
To push configurations to one or multiple switches, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Push Config tab, select a folder, and then click Add Node. A node represents a configuration file.
3. Enter the node name and its description (optional).

4., Click OK to save the node.

5. Click the node that you just created, and click Edit.
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6. Add configurations to push to switches by using either of the following ways:

+ Enter the configurations manually.

+ Using the configuration templates that you created before:
a. Click Generate Config.
b. Select a configuration template file from the drop-down list.
c. Click Next, and enter the value for each variable.

d. Click Save.

7. Click Push Config, and then select the switches to apply these configurations.

You can select specific switches in the Config Switch tab or select a group in the Config Group tab. For how to add a group or manage
switches in a group, see Managing Groups.
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Choose Devices

Config Group

a Group Name Group Description
test

1222

test_160

1-3 of 3items 1 10/ page

8. Click OK to start the configuration pushing.
2.1.3 Optional: Verifying the Pushing Status and Log

To verify whether the configuration is pushed to each switch successfully, follow these steps:
1. In the AmpCon-DC Ul, click Service > Config Template.
2. In the Push Config tab, click Push Config Logs.

3. Click Task List, check whether the pushing status is success.

4. If the pushing status is not success, click Push Log to check more pushing details for troubleshooting.

2.2 Viewing, Editing, or Deleting Configurations

On the “Config Files Views” page, you can manage all global configurations and site configurations. In the Push Config tab of the “Config
Template” page, you can manage all general configurations.

* Global configurations
Configurations that you created as described in "1.4.1 Adding a Global Configuration"
- Site configurations
Configurations that you created as described in "1.6 Adding Switch Configurations”
« General configurations
Configurations that you pushed to switches as described in "2.1 Pushing Configurations to Switches"
2.2.1 Managing Global Configurations and Site Configurations
2.2.1.1 Viewing or Editing Global and Site Configuration Files

1. In the AmpCon-DC U], click Service > Config Files Views.

2. On the “Config Files Views” page, locate the configuration file, and then click View. You can see a pop-up window with detailed
configurations.

3. To close the pop-up window, click the close icon.

4. To edit the configurations, click Edit, modify configurations, and then click Save.
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133_site_config

el b 12 vaen sane 11

2.2.1.2 Checking Switches Associated with a Configuration File

1. In the AmpCon-DC Ul, click Service > Config Files Views.

2. Locate the configuration file, and then click Associated. You can see the switches that are associated with the configuration file.

Associated Switch 2024-10-10-glob-N9550-32D-ttt

fwitch Serlat HWCOGRI1Z{A54FAN0003T 123
Mogel: WNEEIG-IID WPSSO-I2D0

3. To close the pop-up window, click the close icon.

2.2.1.3 Deleting a Configuration File

® NOTE . f 3 configuration file is still associated with one or multiple switches, the configuration file can’t be deleted.

1. In the AmpCon-DC U, click Service > Config Files Views.
2. Locate the configuration file, and then click Delete.

3. Click Yes to confirm the deletion.

2.2.2 Managing General Configurations
2.2.2.1 Viewing or Editing a General Configuration File

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Push Config tab of the “Config Template” page, click the node that you want to view. Each node represents a general
configuration file.
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=  Service > Config Template > Push Config

New Template Template List Push Config Template Verify Config Snapshot Diff Config Backup

+ Add Node ‘ il Delete Node ‘ © Generate Config ‘ ) Push Config Logs

Name a5t xfx Create Time
* [ configs
(3 test-push
M 1111 set vlans vlan-id 11 vlan-name default
[ test . . . . . .
™ test xx set interface aggregate-balancing hash-mapping field ingress-interface disable false
1 test x

[% n8550 test

3. To edit a configuration file, click Edit, modify configurations, and then click Save.

= Service » ConfigTemplate > PushConfig M9 015 K19 J admin v

Mew Tempiate Template List Push Conhg Template Verify Config Snapshot Diff Config Backup

@ Delete Node | @ Generate Config B Push Config Log:

Name Create Time
* [ configs
Y template 1 set vlans vlan-id 123 vlan-name default

[ pic
[ config_1

2.2.1.2 Deleting a General Configuration File

1. In the AmpCon-DC Ul, click Service > Config Template.
2. In the Push Config tab, click the node that you want to delete.
3. Click Delete Node.

4. Click Yes to confirm the deletion.

2.3 Backing up and Restoring Configurations

You can manually back up switch configurations or automatically back up configurations at a specific interval. In addition, you can restore
configurations based on a backup configuration file for disaster recovery.

2.3.1 Backing up Switch Configurations
2.3.1.1 Backing up Configurations for a Single Device

To back up configurations for a single switch, follow these steps:
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1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Backup Config.

Mrw 1 eamial et gl | jet st Lol vl ate Wity g Snapestat Dt Config Baclous

Curvent aulo buckam gl i * days at e st e 23500

Inlerval s Hoin « ﬂ g Mans JAdi
Fritch Hame Y 1P sl e Y Sl S Y Warpiom Mag Lot Bacioun Teme = ¥ Ciperation
PO 5 ais CARSAA N1 PR 7w g T AT NI 1E 1804 H M 1704 HELL AL m
IS 5 joEed HWC L0 150 IAMNDDOTE &5 0E S P AH iR L] M- 1323 0838
[ 2 10aba HWC LSS T INODDTS & SIS T s i ST TP 0E
1-Ted 1 i 10 pign
Optional: Check whether the backup file is created successfully.
a. Locate a switch, and then click Snapshot List.
b. Check whether the backup file is in the snapshot list.
c. To see the configuration details, click Snapshot.
2.3.1.2 Backing up Configurations for a Group of Switches
To back up configurations for a group of switches, follow these steps:
In the AmpCon-DC U, click Service > Config Template.
In the Config Backup tab, select the group, and then click Backup Config.
Mrw Tormplat o Tomedat e List Pk Condig Femiplato Veriby Config Snapshot Dt Config Backup
Courrent suto beckap eyl 15" deys ol Tme Gl D L2000
Interval Carys Hwrs E Cormap Mame le=st Nacimg Config
Gwitch Mami T i acidress T Swibeh SM 4 W shon : Flag Last Backup Thme : T Operation
Mo Diata

Optional: Check whether the backup file for each switch is created successfully.
a. Locate a switch, and then click Snapshot List.
b. Check whether the backup file is in the snapshot list.

c. To see the configuration details, click Snapshot.
2.3.1.3 Backing up Configurations Automatically
To back up configurations periodically and automatically, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Config Backup tab, set the backup interval and time:

* Interval Days: The interval in days between each backup

* Hours: The time in hour to do the backup

3. Click Save. Then, AmpCon-DC will automatically back up configurations at a specific interval.
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2.3.2 Rolling Back Configurations
To restore configurations based on a backup configuration file, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.
2. In the Config Backup tab, locate a switch, and then click Snapshot List.

3. Locate the configuration to roll back, and then click Rollback Config.

Archive Configuration

Snapshot Time Tags Operation

2024-10-14 09;33:03 GOLDEN CONFIG Snapshot  Set Golden Config] Rollback Config | Delete  Tag Management

2024-10-14 09:34:09 Snapshot  Set Golden Config  Rollback Config  Delete  Tag Management

2024-10-14 09:41:46 Snapshot  Set Golden Confip  Rollback Confiz  Delete  Tag Management

13 of Fitems | 1 |

4. Set the wait time in seconds. The default value is 10.

5. Click Save.
2.3.3 Optional: Viewing Backup Logs
To view configuration backup logs on a switch, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Log.
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3A9A4362CE2C logs

2025-01-06 10:21:42: Retrieve config success
2025-01-06 10:27:48: Retrieve config success

2.3.4 Optional: Viewing All Configurations on a Switch
To view detailed configurations on a switch, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Config.
2.3.5 Optional: Viewing or Deleting Backup Configuration Files
To view or delete backup configuration files, follow these steps:

In the AmpCon-DC U, click Service > Config Template. In the Config Backup tab, locate a switch, and then click Snapshot List. You can see
all available backup configuration files for the switch.

« To view configuration details, click Snapshot.

* To delete a backup configuration file, click Delete.

Archive Configuration X
Q. Search
Snapshot Time - Type — Tags — Operation
2025-01-0610:21:43 L2/L3 Snapshot  Set GoldenConfig  Rollback Config  Delete  Tag Management
2025-01-06 10:27:49 L2/L3 Snapshot  Set GoldenConfiz Rollback Confizg  Delete  Tag Management
1-2of 2items  © [ 1 l > 10/ page -

2.3.6 Optional: Uploading Local Configuration Files

You can upload a local switch configuration file to AmpCon-DC. After you upload the configuration file, the uploaded configurations can't be
pushed to the switch directly but can be pushed to the new switch during the Returning Merchandise Authorization (RMA) process.

« If you didn’t back up configurations but uploaded a local configuration file before, when you RMA, the uploaded configurations will be
pushed to the new switch.

* If you backed up configurations and also uploaded a local configuration file before, when you RMA, the backup configurations will be
pushed to the new switch.

To upload a local configuration file, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Upload Config.
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Interval Days * Hours *

Group Name *
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3. Select a .boot file with switch configurations and upload it.

Config Snapshot Diff

Config Backup

Last Backup Time

2024-10-14 09:22:10

2024-10-14 08:28:53

2024-10-10 22:01:02

2024-10-1007.02:46

2024-09-2007:15:59

-
v
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Operation

Config

Config

Config

Config

C l.'J.":ﬁE'

Backup Config

Backup Config

Backup Config

Backup Config

Backup Config

Upload Config

Upload Confg

Upload Config

Upload Config

Upload Config

A 18 8 admin
SmapshotList  Log
Snapshot List Log
Snapshot List Lo
Snapshot List Log
Snanshot List Log

[ XORP Configuration File, v1.0%/
[Last commit  : Tue Sep 24 07:40:34 2024 by admin™
SPICOS Version  :9.8.7-pim™/

/*Has Deprecated Node: 07/
class-of-service {
}
firewall {
filter copp |
description: ™
input {

interface "inbound-control-plane”

MVersion Checksum :a5/3cba3ad5354a /edb /ddc3e81030e3e™/

4. Click Config. In the pop-up window, check whether the uploaded configurations are added.
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= Seniee » Config Tempiste * ConhgBadup

MNew Template Template List Push Config Template Verity Config Snapshot Diff Config Backup

Current auto backup interval is: = days at time at time 22:00

Interval Days * Hours * Group Mame *
Switch Name IP address Switch SN Version Last Backup Time =35 | Operation
PICOS @ 1wao07s FI1254X163 7005 4.5.0E/3b574830da 2025-01-07 01:14:26 nfig | Backup Config ad Config  Snapshot List
FICOS @ 180142 3ARARIEICEZC 4.50E/3926211041 2025-01-046 10:21:42 Canfig Backup Config  Upload Config Snapshot List
PICOS @ 1ws0138 180 728633CA3 £44/0e256c21685 2025-01-06 09:40:32 Config  BackupConfig  Uploa W Snapshot List
PICOS @ 108082 AST89273586% 248.7-pim/7627 236 1eb 2025-01-0509:25:35 Qo BackupConfig  Upload Config  Smapshot List
PICOS © w8078 S5FDCBD34378 98.7-pim/ 7627 2a61eb 2025-01-0609:26:22 onhg BackupConfiz Upload Conhg  Snapshot List
PICOS @ 1080134 S2AS4AABC112 2.8.7-plm/74272a616b 2025-01-06 08:08:05 Config BackupConhg Upload Config  Snapshot List
PICOS @ 1080130 S2ASHAABCTLS 2.8.7-pim/ 7527 2a61eb 2025-01-06 08:07:23 nfig  Backup Config Jplceal Config  Snapshot List
PICOS © 1050126 S2A54ARABC520 $.8.7-plm/7527 2a61eb 2025-01-06 08:05:32 Config  BackupConfig  Uplosd Config  Snapshot List
PICOS @ 1080122 A5FDCED34321 2.8.7-pim/7427 2a61eb 2075-01-06 08:05:09 il BackupConhg  Upload Config  Snapshot Lict
PICOS @ 1130118 62A5848BC111 F.8.7-pim/ 7627 2a61eb 2025-01-06 08:04:556 Config Backup Config  Upload Config  Snapshot List

2.3.7 Optional: Setting Golden Config

The backup file with Golden Config will never be deleted. When the switch operation is compromised, the backup file with Golden Config is
used to roll back a switch. You can also check whether the switch is operating as designed by comparing running configurations with the
backup configuration file with Golden Config.

To set Golden Config, follow these steps:

1. In the AmpCon-DC Ul, click Service > Config Template.
2. In the Config Backup tab, locate a switch, and then click Snapshot List.

3. Locate a backup file, and then click Set Golden Config.

2.3.8 Optional: Adding or Deleting Configuration File Tags
You can add or delete tags for a backup configuration file. Follow these steps:

In the AmpCon-DC Ul, click Service > Config Template. In the Config Backup tab, locate a switch, and then click Snapshot List. Locate a
backup snapshot, and then click Tag Management.

« To add a tag, enter the tag name, and then click Add > Save.

Tag Management

Snapshot Time

Snapshot Type

Template Tag GOLDEN CONFIG

* To delete a tag, locate the tag, click the deletion icon, and then click Save.

2.4 Comparing Running or Backup Configurations

You can compare running configurations or backup configurations on one switch or on different switches.
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* Running configurations

Configurations that are currently running on a switch

« Backup configurations

Configuration files that were backed up as described in "2.3 Backing up Switch Configurations"
2.4.1 Procedure

1. In the AmpCon-DC UI, click Service > Config Template.
2. In the first SN field, click Select to choose one switch to compare.
3. In the pop-up window, select the switch.

4. In the first Select Config drop-down list, select a running configuration file or a backup configuration file.

® NOTE . The running configuration is available only for online switches (switches can connect with the AmpCon-DC server).

4% Dashboard
New Template Template List Push Config Template Verify Config Snapshot Diff Config Backup
&} Resource
E service .
SN , | Select Select Config
Switch : .
: 5N ' I Selact Select Config
Global Cnrﬂ‘l'gl.lmhnn | RLEI'InI'III'IECIJI'Iﬂ:E
Switch Configuration 1 — _— 1
d-10-14 0516221 -
Config Files View ‘ 202 1:51 1 ﬂ'?.lf 21 :I'une I

2024-10-14 0%:18:4% - Mone

Switch Model
2024-10-14 09:22:10 - Nane

Sysiem Config

Config Template

5. In the second SN field, click Select to choose another switch to compare.
6. In the pop-up window, select the switch.

7. In the second Select Config drop-down list, select a running configuration file or a backup configuration file.

Then, you can see configuration differences as follows:
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¥ t ¥ ¥ =
I T =
11 interfsce | it imterface | =
13 oemp | 1} Bl | =
S maepathed o
14 hash-mapping { L3 hash -mapning |

1% Field | 14 field |

(L] ingress-interface | 1% ingress-interface |

17 dinable: trus 1 digable; trus

18 i 13 ¥

L] wlan { 0] vian {

o[-} dsable: true (1] disable: tris

il 1 A 1
1 ip-pratocal | n ip-protesal
I disable; trus 13 dinahle: trus
4 i 1l 1
L lp-source | & lp=source |
Fi- disable: false Fl disable: false
7 } 6 i

I ip-desinakion { a7 ip-destimation {

L dinable: falue i siashle: Falus

10 } Pl }

] part-source [ ] port-sowrce [

¥ digable: false 13 digabile: falss

13 i 13 ]

(& part-destinetion [ 11 port-destination [

1% disable! false 4 dinable: falze _|
1 i 1 !

¥ ] i1 ] o
Lh gyt ric: False 13 symmekrici felse =
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2.5 Comparing Running Configurations with Initial Configurations

You can compare running configurations with initial configurations on the same switch.
* Initial configurations

Configurations that you selected when you add a switch configuration, including the global configuration file and the configuration template
* Running configurations

Configurations that are currently running on the switch

® NOTEThis feature doesn’ t support the following . _ _ . .
scenarios: « Comparing configurations on different switches

« Comparing configurations on imported switches

« Comparing configurations on disconnected switches (switches can't connect with the
AmpCon-DC server)

2.5.1 Prerequisites

* Check the Mgmt IP column on the “Switch” page, and ensure that the switch to compare is connected to the AmpCon-DC server.

o V: The switch is connected to the AmpCon-DC server.

o X: The switch is not connected to the AmpCon-DC server.

i FEantdpaand

!i' Hetmmiite

Switch Mame r T SH/Service Tag — Aol — ‘ewsion - Status & Migent ¥ s T Oiperation

PECOS VLA ART D a5l 12 e BT -pim bt @ 1080114 gr 55M L i I

PIOOS i AAALRT T AGSAAR FAT-pim Imported @ 10801101037 16,21

PO s F ] a2 S AT pim bmported B 108012371037 18.222 ULLET H L tfigiration Cremig Wi L

PHOOS L S AT S G5 040 B T-pim Ermpor e @ 1080126511037 16,220

PICCS PR ACSGAE P.AT.pim fnporied @ 1080130/10,37.16.225

P05 A LASEARCEY AE5EAE PET -mim mported @ 108013471037 16,223 ! e FEH fipuration  Crmnilg Wi Ly hu b
PCOs RO a1l Sau PET.oim Emported & 1nE0Ta ISEagy S0H Lo rifi

OO A s AGROIE PET-pim frnpor e 2 108082

* Ensure that the switch to compare is not in Imported status on the “Switch” page.

® NOTE . After you Return Merchandise Authorization (RMA) to replace an imported switch with a new switch, the new switch is
shown as Provisioning Success. However, you can't compare running configurations with initial configurations on this
new switch.

 This is because the new switch is configured by using the backup configuration file or uploaded configurations of the
imported switch during the deployment process, instead of by creating a switch configuration.

2.5.2 Procedure

1. In the AmpCon-DC Ul, click Service > Config Template.

2. In the SN field, click Select.
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3. In the pop-up window, select the switch to compare.

Select the switch A X
Switch SN : ¥  Host Name v Mgtlp © ¥ Model 8 |
HWCG2206028577N00025 PICOS @ 108062 N8550-48B8C
G1552KE00004B PICOS @ 108046 $5810-48TS-P
EC1631000063 PICOS © 1080.14 as4610_54t b

1-3of Jitems - m > 10/ page

———’

4. In the Template field, click Select.

5. In the pop-up window, select the global configuration file and the configuration template that you pushed to the switch during the
initial switch deployment process. Then, click Generate.

Generate Config with Global config and Template

Global Config = 2024-9-20-glob-ag564... Site_Template | template_1

set vlans vlan-id {{ vlan_id }} vlan-name default

Cancel Generate

6. In the SN drop-down list, select Running Config(set format) or Running Config(all set format).

* Running Config(set format): Displays configurations as the show | display set command result in the switch

* Running Config(all set format): Displays configurations as the show all | display set command result in the switch

Then, you can see differences between the running configurations and the initial configurations on the switch.
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STEP3 : Keep Going

Now that you have your devices connected and in tip-top condition, you can keep going onto the next stages of automating your data center
deployment. Use these links to continue your journey with ampcon data center automation.

What's Next?

If you want to Then

See the Monitoring Switches section in the ampcon-dc-management-
platform-210-user-manual.pdf

Monitor these switches easily

See the Managing Licenses section in the ampcon-dc-management-

Have AmpCon-DC licenses and PicOS® licenses
platform-210-user-manual.pdf

See the Running Ansible Playbooks for Automation section in the

Run Ansible playbooks with AmpCon-DC
ampcon-dc-management-platform-210-user-manual.pdf

3.2 General Information

If you want to Then

See all FS AmpCon-DC documentation Visit AmpCon-DC documentation

3.3 Learn with Videos

Our video library continues to grow! We've created many videos that demonstrate how to do everything from install your hardware to
configure advanced AmpCon-DC network features. Here are some great video and training resources that will help you expand your
knowledge of AmpCon-DC.

If you want to Then

Watch short demos to learn how to use AmpCon-DC to
automate and validate the design, deployment, and
operation of data center networks, from Day 0 through

See https://www.youtube.com/results?search_query=Ampcon-
DC the FS Networks Product Innovation YouTube page

Day 2+
Get short and concise tips and instructions that provide See https://www.youtube.com/@FS_com on FS Networks main
quick answers, clarity, and insight into specific features YouTube page

and functions of FS technologies
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Delaware, United States California, United States

Address: Delaware: 380 Centerpoint Blvd, New Address: California: 15241 Don Julian Rd, City of
Castle, DE 19720, United States Industry, CA 91745, United States

Email: US@fs.com Email: US@fs.com

Tel: +1(888) 468-9910 Tel: +1 (888) 468-9910

Germany United Kingdom

Address: Rontgenstralte 18, 85757 Karlsfeld, Address: Unit 8, Urban Express Park, Union Way,
Germany Aston, Birmingham B6 7FH, United Kingdom
Email: DE@fs.com Email: UK@fs.com

Tel: +49 (0) 8131 377 3008 Tel: +44(0) 121 726 4775

Australia Singapore

Address: 57-59 Edison Rd, Dandenong South, VIC Address: 7002 ANG MO KIO AVENUE 5 #05-02
3175, Australia Singapore 569914

Email: AU@fs.com Email: SG@fs.com

Tel: +61 359099990 Tel: +6531381992

Japan

Address: JS Progress Building 5F, 4-1-23, Heiwajima,
Ota Ku, Tokyo, 143-0006, Japan

Email: JP@fs.com

Tel: +81-3-6897-9438

FS has several offices around the world. Addresses, phone numbers are listed on the FS Website at .FSand FS

logo are trademarks or registered trademarks of FS in the U.S. and other countries.
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